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ABSTRACT

Criminals are becoming increasingly involved in computing activity and connectivity, but
practitioners in the criminal justice field do not seem to be keeping pace with crime in a
computing context.

Being comfortable with the technology that underpins the Information Age is a non-
negotiable skill for those who have to unravel and bring twenty-first century crimes to book.
Chapter two of this study therefore sought to serve two purposes. The first aim was to
acquaint the reader with the exceedingly complex technologies involved in computers and
networks. The second aim was to clarify the technical context and terminology typical of the
collection of electronic evidence.

South Africa signed the Cybercrime Convention in November 2001. At present, the
Cybercrime Convention is the only existing internationally accepted benchmark, inter alia, for
the procedural powers aimed at the collection of electronic evidence. The main objective of
this study was to consider whether the South African search and seizure, production and
preservation devices need to be augmented and/or aligned so as to be on par with the
devices proposed in the Cybercrime Convention. This objective was served in two ways.
Firstly, an exposition of the requirements, scope, conditions and safeguards of the domestic
and transborder search and seizure, production and preservation mechanisms proposed by
the Cybercrime Convention was provided in chapter three of this study. Secondly, an
exposition of the domestic and transborder international search and seizure, production and
preservation devices available in the current South African legislative framework was given in
chapter four of this study. A comparative analysis was done between the South African
catalogue of criminal procedural search and seizure, production and preservation devices
compared to those set out in the Cybercrime Convention. Where any alignment or
augmentation of the South African devices was found to be necessary, this study identified
these intervention areas. The findings and recommendations based on this comparative
analysis were set out in chapter seven of this study.

In considering any alignments and/or augmentations required in respect of the South African
domestic search and seizure, production and preservation mechanisms, the application of
the equivalent mechanisms directed at electronic evidence used in the United States of
America and England were investigated in chapters five and six respectively. The lessons
learned were also referred to in chapter seven of this study.
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OPSOMMING

Misdadigers raak deesdae toenemend betrokke by rekenaaraktiwiteit en verbindings
(“connectivity’), maar dit lyk of praktisyns in die strafregtelike veld nie kan tred hou met
misdaad in die rekenaarkonteks nie.

Om gemaklik te kan omgaan met die tegnologie wat die Inligtingsera onderlé, is 'n
ononderhandelbare vaardigheid vir diegene wat misdade in die een-en-twintigste eeu moet
oplos en sodanige misdadigers aan die pen moet laat ry. Die doel met hoofstuk twee van
hierdie ondersoek was daarom fweeledig van aard. Die eerste oogmerk was om die
toenemend ingewikkelde tegnologieé betrokke by rekenaars en netwerke aan die leser voor
te stel. Die tweede cogmerk was om die tegniese konteks onderliggend tot en die tekenende
terminologie insake die insameling van elektroniese getuienis duidelik te maak.

Suid-Afrika het die Kubermisdaadkonvensie in November 2001 onderteken. Op die oomblik
is die Kubermisdaadkonvensie die enigste bestaande internasionaal-aanvaarde hoogtemerk
(“benchmark’ vir, onder andere, die proseduriéle magte gerig op die insameling van
elektroniese getuienis. Die hoofdoel van hierdie navorsing was om te ondersoek of the Suid-
Afrikaanse deurscekings- en vistenterings-, produksie- en preserveringsmeganismes
aangevul en/of aangepas moet word om gelykstaande te wees aan die meganismes wat in
die Kubermisdaadkonvensie voorgestel word. Hierdie doel is op twee wyses nagestreef. Ten
eerste is daar in hoofstuk drie van hierdie studie ‘n uiteensetting gegee van die voorskrifte,
omvang, voorwaardes en veiligheidswaarborge van die nasionale en internasionale
deursoekings- en vistenterings-, produksie- en preserverings-meganismes soos vervat in die
Kubermisdaadkonvensie. In the tweede plek is daar in hoofstuk vier van hierdie studie ‘n
uiteensetting gegee van die nasionale en internasionale deursoekings- en vistenterings-,
produksie- en preserveringsmagte wat tans in die Suid-Afrikaanse regsraamwerk beskikbaar
is. ‘n Vergelykende analise is gedoen tussen die Suid-Afrikaanse stel strafregtelike
deursoekings- en vistenterings-, produksie en preserveringsmeganismes en die meganismes
wat in die Kubermisdaadkonvensie voorgestel word. Hierdie ondersoek het enige
aanvullings of aanpassings tot die Suid-Afrikaans meganismes wat nodig blyk te wees,
geidentifiseer. Die bevindings en aanbevelings wat op hierdie vergelykende analise
gebaseer is, word weergegee in hoofstuk sewe van hierdie studie.

Ter oorweging van die aanvullings en aanpassings wat in die Suid-Afrikaanse nasionale
deursoekings- en vistenterings-, produksie- en preserveringsmeganismes benodig mag
word, is die aanwending van soortgelyke meganismes vir die insameling van elektroniese
getuienis in die Verenigde State van Amerika en Engeland ook ondersoek, soos
onderskeidelik uiteengesit in hoofstukke vyf en ses. Die lesse wat hieruit geleer is, is
insgelyks in hoofstuk sewe vervat.
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NOPOLO*

Disinyi ka bontsi di amega mo go diriseng le mo kgolaganong ka "computer”, mme bao ba
dirang ka tsa bosinyi mo lefapheng la bosiamisi ga go bonale ba kgona go lepalepana le
bosinyi boo bo dirwang ka tiriso ya “computer”.

“Technology” eo e kgotsofatsang eo kitso ya ga jaana e ikaegileng mo go yona e siame,
mme fela bothata ke bokgoni mo go bao ba tshwanetseng go rarabolola le go sekisetsa
bosinyi ba ngwagakgolo a mabedi le bongwe ono.

Afrika-Borwa e saenetse kopano ya ‘Cybercrime” ka Ngwanatsele 2001. Ga jaana, kopano
ya “Cybercrime” ke yona fela, lefatshe ka bophara, eo e amogelesegang, mo gare ga tse
dingwe, matla a tsamaiso a a kobileng go kokwanya bopaki ba elekironiki. Maikaelelo
magolc a thuto eno e ne e le go sekaseka fa didiriswa tsa Afrika-Borwa tsa go phuruphutsa
le go thopa, tsweletso le pabalelo di tthhoka go ka oketswa le go/kgotsa go tsepamisiwa gore
di nne jaaka didiriswa tseo di sisintsweng mo kopanong ya “Cybercrime”. Maikaelelo ano a
dirilwe ka mekgwa e le mebedi. Mokgwa wa ntlha ke go supa ditthokego, sebaka, maemo le
tshireletsego ya phuruphutso le thopo, tsweletso le pabalelo mo gae le ka kwa ntle ga
melelwane jaaka go sisintswe kwa kopanong ya "Cybercrime” mme e tlhagisitswe mo
kgaolong ya boraro ya thuto eno. Mokgwa wa bobedi, ke go bontsha didirisiwa tsa mo gae
le tsa kwa ntie tsa phuruphutso le thopo, tsweletso le pabalelo tseo di leng teng ga jaana mo
motlhaleng wa molao o filweng mo kgaolong yo bone ya thuto eno.

Mokololo wa papiso 0 ne wa dirwa magareng a lenaane |la tsamaiso ya bosingi ya Afrika-
Borwa le didiriswa tsa phuruphutso le thopo, tsweletso le pabalelo le tseo di tihagisitsweng
kwa kopanong ya “Cybercrime’. Fa go neng go tihokega tsepamiso kgotsa koketso ya
didiriswa tsa Afrika- Borwa, thuto eno e lemogile mafelo ao a ntseng jaalo a tseraganyo.

Mo go tlhokomeleng epe ya ditsepamiso le kgotsa dikoketso tse di tlhokegang mabapi le
phuruphutso tso le thopo, tsweletso le mekgwa ya pabalelo ya selegae tsa Afrika- Borwa,
tiriso ya mekgwa e e tsamaelanang e e kobisitsweng go bopaki ba elektroniki bo bo
dirisiwang kwa United States ie Engelane e ne ya batlisisiwa mo kgaolong ya boplhano le ya
borataro ka tatellano ya tsona. Dithuto tseo motho a di ithutileng go bolelwa ka tsona mo
kgaolong ya bosupa ya thuto eno.

" Translated by Mr MS Moloi (Supervisor Interpreter at the High Court of Transvaal Provincial
Division).
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CHAPTER 3: SEARCH AND SEIZURE, PRODUCTION ANMD PRESERVATION @ 131
THE CYBERCRIME CONVENTION

3.5 Domestic production orders in computing environments

Article 18 of the Cybercrime Convention creates a domestic production order aimed at stored
computer data.'" The relevant requirements, scope, conditions and safeguards applicable to

this production mechanism are considered below.

3.5.1 Requirements for production orders

3.6.1.1 Domestic production orders

A production order provides a flexible procedural measure which law enforcement can consider
applying in lieu of measures that are more intrusive or more onerous, such as search and
seizure. Third party custodians of data may often be prepared to assist law enforcement
authorities on a voluntary basis by providing data under their control. A production order
provides an appropriate legal basis for such assistance, relieving them of any coniractual or

non-contractual Iia\bility_172

Under article 18(1)(a), a party must ensure that its competent law enforcement authorities have
the power to order a person in its territory to submit specified computer data stored in a
computer system, or a data storage medium that is in that person's possession or control. A
party must aiso provide for the power to order a service provider offering services in its territory
to submit subscriber information in the service provider's possession or control in terms of
article 18(1)(b).

3.5.2 Scope

Article 18(2) subjects article 18 production orders to the provisions of article 14 of the
Cybercrime Convention, which sets the parameters for the scope of all the domestic procedural

provisions, as contained in section 2 of the Cybercrime Convention.'”

3.5.2.1 Specific criminal investigations or proceedings

Production orders must be used in individuai cases, usually concerning particular subscribers.
Article 18 does not authorise parties to issue a legal order to disclose indiscriminate amounts of

countries. This may create the risk that personal data from individuals within a country that is highly protective of the privacy
of personal data would be fransferred, pursuant to the mutual assistance obligations contained in the Cybercrime Conveniion,
to a country that is not as protective of the privacy of personal data. See Klosek 2002 Cyberspace Lawyer 2.

In accordance with article 39(3), nothing in the Cybercrime Conventioh reguires or invites a party to, nor precludes a party,
from establishing other powers ar procedures than those contained in the Cybercrime Convention. 1f parties therefore wish ta
enact other domestic production orders, in addition to the requirements of the Cybercrime Convention, they may do so.

The Council of Europe’s Explanatory Report to the Cybercrime Convention 33.

See also the discussion of the scope of the domestic search and seizure devices proposed by the Cybercrime Convention, in
paragraph 3.3.2. above,

i1

172
178
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