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PREFACE 

This study was completed in the form of articles. Two separate articles (Chapters 2 and 3) were 

compiled and prepared in accordance with accredited peer-reviewed academic journal author 

guidelines. 

The details of these submissions, at the time of final compilation, are as follows: 

Article 1 

This article, titled “Identifying social engineering attacks: A critical analysis,” was completed 

as Chapter 2. It was submitted for publication to the Journal of Financial Crime. The article 

investigates the operational mechanisms, psychological tactics and behavioural dynamics 

that define social engineering attacks. It provides a comprehensive analysis of the most 

prevalent forms of social engineering, including phishing, pretexting and baiting, while 

integrating criminological insights to explain offender motivation and victim susceptibility. 

The findings contribute to understanding how human behaviour and cognitive biases are 

exploited within the broader cybersecurity context. 

Article 2 

This article, titled “Identifying social engineering attacks: A critical analysis of legal, 

psychological, criminological and cybersecurity perspectives,” was completed as Chapter 3 

and submitted for publication to the Journal of Financial Crime. It critically evaluates South 

Africa’s legal, organisational and behavioural capacity to mitigate social engineering threats, 

focusing particularly on statutory instruments such as the Electronic Communications and 

Transactions Act 25 of 2002 (hereinafter referred to as the “ECTA”) and the Cybercrimes 

Act 19 of 2020 (hereinafter referred to as the “Cybercrimes Act”). Adopting an 

interdisciplinary framework, the article synthesises insights from law, psychology, 

criminology and cybersecurity to identify regulatory gaps and propose comprehensive 

strategies for enhancing national and institutional resilience against social engineering. 

The articles were co-authored by the study’s supervisor (Mr Frans Triegaardt) and co-supervisor 

(Prof Danie Schutte), both of whom provided invaluable academic guidance and critical input 

throughout the research process. These individuals are affiliated with the Faculty of Economic 

and Management Sciences, School of Accounting, at the North-West University, and are aware 

that these articles collectively form part of the final dissertation submitted in fulfilment of the 

requirements for the degree Master of Commerce.  
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ABSTRACT 

Social engineering has emerged as one of the most pervasive and damaging forms of cyber-

enabled crime, exploiting human psychology rather than technological vulnerabilities. In the South 

African context, the increasing sophistication of these attacks poses serious risks to individuals, 

businesses and state institutions, resulting in financial losses, reputational harm and public 

distrust of digital systems. Despite legislative efforts through the Cybercrimes Act 19 of 2020 and 

the Electronic Communications and Transactions Act 25 of 2002, gaps persist in behavioural 

awareness, criminological enforcement and organisational preparedness. These shortcomings 

collectively undermine national cyber resilience and contribute to South Africa’s vulnerability to 

social engineering attacks. 

The main objective of this study was to critically analyse how social engineering attacks can be 

effectively combatted in South Africa through an interdisciplinary framework that integrates legal, 

psychological, criminological and cybersecurity perspectives. In order to meet this overarching 

objective, the following areas were critically examined: 

• The operational and behavioural foundations of social engineering attacks. This analysis 

identified the common manipulation techniques, offender motivations and cognitive biases 

that enable deception-based cybercrimes such as phishing, pretexting and baiting. 

• South Africa’s legal and institutional response to social engineering. This involved an 

evaluation of the Cybercrimes Act 19 of 2020 and Electronic Communications and 

Transactions Act 25 of 2002 to determine their effectiveness in addressing social 

engineering attacks, as well as identifying enforcement, awareness and policy gaps that 

impede their implementation. 

The study adopted a qualitative research design grounded in an interdisciplinary literature review 

to evaluate both the human and systemic dimensions of social engineering. The study 

synthesised insights across the four analytical domains and identified recurring deficiencies in 

user awareness, reactive law enforcement and the limited integration of behavioural science 

within cybersecurity practice. 

In conclusion, the findings demonstrate that while South Africa has made legislative progress in 

addressing cyber-enabled offences, the current framework remains fragmented and overly reliant 

on legal compliance rather than behavioural resilience. The study recommends a national 

strategy that incorporates behaviourally informed awareness programmes, criminological profiling 

of offenders, enhanced digital literacy education and cross-sector collaboration to enhance 
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proactive defence mechanisms. Future research should further explore how interdisciplinary 

cooperation between law enforcement, academia and the private sector can embed behavioural 

science principles into national cybersecurity policy. 

South Africa can move towards a more sustainable and adaptive model of cyber resilience by 

adopting this integrated approach, one that not only prosecutes cybercrime but also prevents its 

human exploitation at scale. 

Key terms: Behavioural manipulation, criminology, cyber resilience, cybercrime, cybersecurity, 

legal reform, psychology, social engineering, South Africa, the Cybercrimes Act 
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CHAPTER 1 PURPOSE, SCOPE AND OUTLINE OF THE STUDY 

1.1 Background 

1.1.1 Conceptualisation and technological evolution of Social Engineering 

The art of deceiving people into providing their credentials and then exploiting them to gain access 

to networks or accounts is known as social engineering, sometimes known as human hacking 

(Alabdan, 2020:13; Conteh & Schmick, 2016:31; Ivanov et al., 2021:425). Social engineering is a 

hacker's deceptive or manipulative exploitation of people's tendency to trust, be cooperative or 

simply follow their drive to explore and be interested (Alabdan, 2020:13, Conteh & Schmick, 

2016:31, Ivanov et al., 2021:425). Social engineering is becoming more common as new 

technology and cyber environments emerge (Cristescu et al., 2022:114). 

The manner in which business is conducted across industries is constantly evolving due to 

economic, social, political and technical changes (Salmon-Powell et al., 2021:1). Huseynov and 

Kose (2022:1) state that despite technological advances in information security and organisations' 

ongoing efforts to increase user awareness of information security, social engineering attacks 

have become an increasingly severe threat to virtual communities in recent years. Artificial 

Intelligence (AI) is one such global effect that is transforming the commercial landscape (Salmon-

Powell et al., 2021:1). Machine learning and AI can make social engineering attacks more 

effective and aggressive (Cristescu et al., 2022:114). 

The simulation of human intellect in computers engineered to think like humans and mimic their 

activities is referred to as AI (Salmon-Powell et al., 2021:1). Large-scale, automated and 

advanced social engineering attacks become possible as a large group of victims can be 

contacted at the same time to launch attacks (Cristescu et al., 2022:114). As a result of these 

attacks, forensic accounting has grown as an essential practice for accounting companies 

(Rezaee et al. 2018:87). 

1.1.2 Forensic Accounting in the digital and cybercrime environment 

Forensic accounting practitioners are required to exercise professional scepticism when gathering 

and analysing evidence, drawing on data science, data management, and information technology 

(IT) capabilities to transform investigative questions into meaningful analytical outputs (Rezaee 

et al., 2018:87). Importantly, forensic accounting operates at the intersection of multiple 

disciplines, including accounting, law, and technology, requiring practitioners to possess cross-

disciplinary knowledge and expertise. This multidisciplinary competence enables forensic 

accountants not only to ask the appropriate investigative questions but also to interpret and 
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translate complex data into analytically sound and legally admissible findings. Forensic 

accounting practitioners must further understand the legal boundaries within which they operate 

and distinguish between technically feasible analysis and evidence that is relevant and 

permissible for legal proceedings (Harkin & Whelan, 2022:72). 

Accordingly, forensic accounting services encompass a broad range of specialised activities, 

including fraud examination, corruption and bribery investigations, business valuation, expert 

witness testimony, cybercrime management, cybersecurity advisory services, and litigation 

support. These services reflect the profession’s integrative role in ensuring that technological 

data, analytical processes, and evidentiary outputs are aligned to support meaningful decision-

making and judicial outcomes (Rezaee, Wang & Lam, 2018:87). 

Forensic accounting practitioners, including digital forensic analysts and experienced cybercrime 

investigators, are required to possess advanced technical competencies supported by specialised 

and continuous training to perform high-end investigations effectively (Harkin & Whelan, 

2022:72). According to Rezaee et al. (2018:87) forensic accounting practitioners (or forensic 

accountants) are professionals with multidisciplinary knowledge spanning accounting, 

technology, and law, whose expertise is developed through targeted education, professional 

certification, and ongoing skills development. This specialised training equips practitioners to 

conduct complex fraud investigations, analyse sophisticated digital evidence, and support the 

detection and prevention of fraud within legally and procedurally sound frameworks (Mansor, 

2015:191). 

Forensic accounting practitioners must learn a wide range of extremely particular technological 

challenges (Harkin & Whelan, 2022: 72). Breakthroughs in IT, for example cloud computing, 

electronic social media and analytics, have provided companies of all sizes with an 

unprecedented amount of data and information available (Rezaee et al. 2018:87). Social 

networks, mobile communications and the Internet of Things (IoT) generate not just vast amounts 

of data, but also numerous methods of social engineering attacks (Cristescu et al., 2022:114). 

1.1.3 Human vulnerability and the escalation of Social Engineering attacks 

A social media networking platform allows users to participate and share multimedia content such 

as text, audio, video, images, graphs and animations via a website or an application (Soomro & 

Hussain, 2019:9). According to Almadhoor et al. (2021:2973) cybercriminals  use social media to 

gain access to other people's personal information and then use it to commit crimes. Therefore, 

cybercrime is on the rise and as Almadhoor et al. (2021:2973) conclude, it is owed to the 

increased number of social media users, which continues to grow exponentially each day. As a 
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result, people are readily hacked, making themselves as well as their social media posts prime 

targets for cyberattacks (Conteh & Schmick, 2016:31). 

Social engineering is a method that uses faults in human logic known as cognitive biases to get 

access to private and sensitive information (Conteh & Schmick, 2016:32). In the online 

environment, social engineering refers to an attack in which human vulnerabilities are exploited 

in order to obtain classified information, gain unauthorised access to restricted areas or violate 

the security objectives of cyber elements such as infrastructure, data and resources (Cristescu et 

al., 2022:114). As a digital network, the internet enables automated data and information 

processing at near light speed and on an unprecedented scale (Koops, 2011:737). While security 

technology solutions strive to improve the security of information systems, human factors are a 

weak link that is exploited during a social engineering attack (Conteh & Schmick, 2016:32). 

The foundation of an attack is to convince the surrender of personal information to exploit an 

individual or an organisation (Conteh & Schmick, 2016:32). As a result, social engineering is a 

type of cybercrime in which the attacker takes advantage of human vulnerability through social 

contact in order to breach cybersecurity (Cristescu et al., 2022:114). In essence, an attacker uses 

social engineering as a deception strategy to defeat computer security systems by using human 

insiders and knowledge (Conteh & Schmick, 2016:32). As mentioned by He et al. (2022:92), 

employees of a company have access to sensitive data and specific procedures, while being able 

to avoid physical monitoring. This makes an internal attack difficult to detect, with extensive 

consequences. 

It is generally simple to deceive computer users into infecting their corporate network or mobile 

devices (Conteh & Schmick, 2016:31). Social engineering attacks are more effective against 

individuals who were not informed of the potential risks and attacks that can be carried out by 

fraudulent and malicious intent (Venkatesha et al., 2021:78). This is done by luring them to spoof 

websites, tricking them into clicking on dangerous links and then downloading and installing the 

malicious software or backdoors (Conteh & Schmick, 2016:31). In contrast to traditional attacks 

including password cracking and software flaws, social engineering attacks focus on exploiting 

vulnerabilities from a human perspective in order to circumvent security barriers (Cristescu et al., 

2022:114). 

In recent years, the increasing rate of fraud in corporate organisations has become a significant 

global concern, making it essential to examine and identify the associated fraud risk factors 

(Mansor, 2015:191). As a result of the increased fraud rate, Mimecast (2023:2) surveyed 1700 

Chief Information Security Officers (CISOs) from various countries as part of the 2022 State of 

Email Security Survey. 
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From this survey, Mimecast (2023:4) have reported that 95% of cyberattacks are growing 

increasingly sophisticated, that two out of three companies were harmed by a ransomware attack 

and lastly that 97% of companies have been targeted by email-based phishing attacks. Security 

decision-makers have seen an 84% increase in social engineering attacks over the past 12 

months, of which the most widespread is phishing (Mimecast, 2023:9). Following this, a few social 

engineering attacks are briefly discussed in order to provide a more reliable and precise 

assessment of this study. 

1.2 Social engineering attacks 

As mentioned by Ivanov et al. (2021:425), social engineering is the use of human characteristics, 

such as curiosity, to carry out an attack on computer systems without the use of technical means. 

Hackers approach their victims through a variety of methods and channels, including the use of 

social media (Huseynov & Kose, 2022:1). Social media influences people's cultural, economic 

and social lives and has become an essential part of daily existence (Soomro & Hussain, 2019:9). 

Social media posts generally cause significant economic problems, requiring businesses and 

individuals to take costly measures to ensure their safety and reduce the commission of 

cybercrime (Snail, 2009:2). Due to social media’s quick response time, it is not only a 

communication medium for the community, but also a medium for the criminal community 

(Soomro & Hussain, 2019:9). The following is a brief introduction of the modus operandi of social 

engineering attacks that are used to target victim. 

1.2.1 Phishing 

According to Alabdan (2020:1), phishing constitutes a social engineering technique that uses 

various deceptive methods to manipulate individuals into divulging sensitive information such as 

email credentials, login details, passwords or financial data. These attacks are intentionally 

designed to harvest personally identifiable information, including names, residential addresses 

and identification numbers, by exploiting a victim’s trust or sense of urgency, thereby prompting 

the disclosure of confidential information (Conteh & Schmick, 2016:32). Cybercriminals leverage 

social media as users expose their credentials, such as birthdates, mobile numbers, friends' 

contacts, addresses, driving licence details and credit card particulars (Nagunwa, 2014:80). This 

information is subsequently exploited by the attacker against the victim (Alabdan, 2020:1). 

Victims can also be lured to fraudulent websites by clicking on untrustworthy links, which then 

instil a sense of urgency to influence users into acting in ways that defy good judgement (Conteh 

& Schmick, 2016:32). 
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1.2.2 Pretexting 

A fabrication scenario is used to confirm and steal personal information from a victim in this type 

of social engineering assault (Conteh & Schmick, 2016:32). According to Bishnoi et al. 

(2023:683), it is possible to acquire access to private information through deception. The ease 

with which people share personal information online provides attackers with a valuable resource 

for identifying groups of targets and potentially approaching victims (Alabdan, 2020:9). 

The changing nature of communication has enabled criminals to exploit social media websites for 

their own malicious purposes (Soomro & Hussain, 2019:10). In a pretexting scam, for example, 

the offender poses as someone confirming the victim's identification and collects sensitive 

information under the pretence of needing it to complete the verification process (Bishnoi, A., 

2023:683). According to Soomro and Hussain (2019:10), traditional crime is giving way to 

electronic crime. 

Such vigilance is required because hackers directly engage with their targets in interpersonal 

communication: via phone calls, emails, text messages or even in person (Gehl & Lawson, 

2022:91). This strategy necessitates the attacker crafting a credible story that leaves little 

opportunity for a victim to doubt (Conteh & Schmick, 2016:32). The role must then be meticulously 

prepared before being put to the test during an interaction (Gehl & Lawson, 2022:92). 

1.2.3 Baiting 

Baiting is similar to phishing in that it draws a victim with enticement methods (Conteh & Schmick, 

2016:32). According to Bishnoi et al. (2023:683), an example of baiting is when the attacker 

conceals the "bait" with a malware-infected USB flash drive. The victim unintentionally installs the 

virus by connecting the device (Bishnoi, A., 2023:683). Hackers utilise the promise of products to 

entice users to disclose their login credentials to a specific site (Conteh & Schmick, 2016:32). 

This type of attack performs malicious actions in the background, undetected by the victims 

(Salahdine & Kaabouch, 2019:6). 

1.2.4 Quid pro quo 

This type of threat is comparable with baiting, but it is offered as a technical service in exchange 

for information (Conteh & Schmick, 2016:32). Attackers convince the victim that they will be 

receiving something in return (Mattera & Chowdhury, 2021:58). According to Salahdine and 

Kaabouch (2019:8), these attacks provide complimentary services to the victim in order to entice 

them. As an example, an attacker may mimic an IT representative and help a victim who is 
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experiencing technical difficulties (Conteh & Schmick, 2016:32). They necessitate the exchange 

of information in return for a service or commodity (Salahdine & Kaabouch, 2019:8).  

1.2.5 Tailgating 

Tailgating and piggybacking are used in these types of attacks to gain access to restricted areas 

(Conteh & Schmick, 2016:32). In tailgating, an intruder gains access to a restricted area by 

following closely behind someone using a legitimate access card (Bishnoi, A., 2023:683). The 

victim assumes an authorised user is holding the door open for them (Bishnoi, A., 2023:683). 

According to Syafitri et al. (2022:39329), hackers merely need to follow activities conducted by 

members of the organisation, allowing these hackers to freely move through the security 

perimeter within the organisation. 

1.2.6 Vishing 

Vishing is a type of phishing that employs the use of voice (Alabdan, 2020:7). Vishing, a voice-

based form of phishing, is a social engineering attack in which attackers obtain sensitive 

information, such as bank account details, from unsuspecting victims over the phone (Alabdan, 

2020:7; Bishnoi, A., 2023:683). According to Obuhuma and Zivuku (2020:2), attackers claim to 

be from trustworthy firms in order to persuade individuals to disclose personal information such 

as credit card details. 

1.2.7 Smishing 

Smishing entails sending a short message service (SMS) text message posing as a trusted 

authority, such as a bank, with an important message (Alabdan, 2020:7). Social engineer 

attackers use these messages to tempt victims into disclosing sensitive information (Obuhuma & 

Zivuku, 2020:3). Smishing also involves sending an SMS to a victim that either contains malware 

directly or contains a link to a website that contains malware (Alabdan, 2020:7). 

The abovementioned comparisons only serve to illustrate the vast contrasts in the different types 

of modus operandi of social engineering attacks. Each of these is discussed in more detail in the 

subsequent chapters. 

1.3 Legal framework combatting cybercrime 

Cybercrime demonstrates the relevance of cybersecurity and the need to protect citizens while 

they are online (Kangapi & Chindenga, 2022:1). Identity theft, malicious malware, ransomware, 

social blackmail and cyberbullying are a few instances of cyber risks and threats (Kritzinger, 
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2019:27). Dashora (2011:240) defines cybercrime as any crime committed on the internet that 

makes use of a computer as either a tool or a targeted victim. An increasing number of cyber 

users are becoming cyber victims due to a lack of cyber safety awareness, knowledge and skills 

on how to safeguard themselves and their information (Kritzinger, 2019:27). 

The Cybercrimes Act 19 of 2020 - creates cybercrime-related offences, criminalises the disclosure 

of harmful data messages, provides for interim protection orders and further regulates jurisdiction 

and investigative powers. Aside from the Cybercrimes Act, other relevant South African legislation 

exists to combat social engineering attacks. However, among the other relevant legislation, the 

Cybercrimes Act is the most prominent. 

Although the Cybercrimes Act is in place to make the cyberspace safer, the lack of a strong 

cybersecurity culture (CSC) exposes South Africans to cybercrime threats (Kangapi & Chindenga, 

2022:2). As explained by Williams et al. (2021), the aim of the Cybercrimes Act is to build an 

integrated cybersecurity legal framework to effectively deal with cybercrime and manage 

cybersecurity issues. According to Kritzinger (2019:27), cyber safety awareness is, therefore, 

critical to ensure that all cyber users have the knowledge and skills to protect themselves and 

their personal information within cyberspace. 

The Cybercrimes Act consists of various chapters that play an important role in combatting 

cybercrime. These sections, as explained below, are discussed in greater detail in subsequent 

chapters. 

1.3.1 Sentencing 

The Cybercrimes Act prescribes specific penalties for offenders, including fines ranging from R5 

million to R10 million and/or imprisonment of between 5 and 10 years. More serious offences are 

punishable by imprisonment of up to 15 years, while computer-related terrorist activity and related 

offences may result in imprisonment not exceeding 25 years. The Cybercrimes Act creates a 

punishable offence for the dissemination of data communications that advocate, encourage or 

instigate hatred, prejudice or violence, with up to two years in prison or a fine. 

Under section 276 of the Criminal Procedure Act (CPA) 51 of 1977, the courts have also been 

given the authority to impose any term they feel appropriate on anyone found guilty of cyber fraud, 

cyber forgery or uttering. 
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1.3.2 Jurisdiction 

Section 24 of the Cybercrimes Act also grants South African courts’ jurisdiction to hear any 

conduct or omission alleged to be an offence under the Cybercrimes Act and affecting a person 

in South Africa, even if the defined cybercrime is committed outside of South Africa. 

1.3.3 Mutual assistance 

Chapter 5 of the Cybercrimes Act enables the South African Police Services (SAPS) to not only 

investigate, search, access and seize, but also to collaborate with other authorities to investigate 

cybercrime. Furthermore, the Act requires the National Director of Public Prosecutions to submit 

a report to the National Prosecuting Authority on the number and outcomes of cybercrime 

prosecutions. 

1.3.4 Reporting obligations and capacity building 

Section 54 of the Cybercrimes Act requires electronic communications service providers (ECSPs) 

and financial institutions, such as banks, to report cybercrime within 72 hours of becoming aware 

of it. Section 55 of the Cybercrimes Act requires them to establish and maintain sufficient human 

and operational capacity to detect, prevent and investigate cybercrimes. They are also 

responsible for collaborating with law enforcement in the investigation of cybercrimes. In some 

cases, this may entail the transfer of data and hardware. 

Additionally, Williams et al. (2021) conclude that individuals must educate themselves and 

exercise extreme caution when communicating, especially on social media. Companies, 

particularly ECSPs and financial institutions, will need to implement training and compliance 

programmes to ensure compliance with the Cybercrimes Act (Williams et al., 2021). 

1.4 Cyber-related crimes 

According to section 1 of the Cybercrimes Act, an “article” is defined as any data, computer 

program, computer data storage medium, or computer system that is concerned with, connected 

to, or reasonably believed to be concerned with the commission or suspected commission of an 

offence. The definition further includes any such item that may afford evidence of the commission 

or suspected commission of an offence, or that is intended, or reasonably believed to be intended, 

to be used in the commission of an offence. The statutory definition therefore does not merely 

describe the technical components of an article, but specifically qualifies it in relation to criminal 

conduct, whether actual, suspected, or intended. 
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Section 2 of the Cybercrimes Act criminalises unlawful access. In terms of this provision, any 

person who unlawfully and intentionally accesses a computer system or computer data storage 

medium without authority, permission, or justification commits an offence. The section therefore 

establishes the foundational offence of unauthorised access, which applies irrespective of 

whether further harm results from the intrusion. By clearly prohibiting intentional access without 

lawful authority, section 2 provides the statutory basis upon which several other cyber-related 

offences are constructed. 

The Cybercrimes Act introduces 20 new cybercrime offences and imposes cybercrime penalties 

(Williams et al., 2021). It establishes overarching legal authority for dealing with cybercrime by 

defining how these offences must be investigated, which includes searching for, acquiring access 

to or seizing objects related to cybercrime (Williams et al., 2021). 

For purposes of this study we will focus on the following 4 of the 20 cybercrimes mentioned in the 

Cybercrimes Act, as these are the most pertinent to the subject of cybercrime: 

• Cyber fraud. 

• Cyber forgery and uttering. 

• Cyber extortion. 

• Corporate property theft. 

The remaining offences mentioned in the Cybercrimes Act, should they be relevant to the study, 

are addressed in a subsequent chapter. 

1.4.1 Cyber fraud 

Section 8 of the Cybercrimes Act specifies that committing cyber fraud involves the unlawful and 

intentional making of a misrepresentation by a person. This may occur through the manipulation 

of, or interference with, data, computer programs, computer data storage media, or computer 

systems. Such actions must result in, or have the potential to result in, harm or the potential for 

harm to another individual. 

1.4.2 Cyber forgery and uttering 

Section 9 of the Cybercrimes Act outlines two specific offences. Firstly, it states that if a person 

unlawfully creates fake data or a false computer program with the intent to deceive, and this action 

causes or has the potential to cause prejudice to another person, then they are committing an act 

of cyber forgery. Secondly, the section clarifies that the unlawful transmission of false data or a 



 

10 

fake computer program, with fraudulent intent and causing, or having the potential to cause, 

detriment to another person, constitutes the offence of cyber uttering. 

1.4.3 Cyber extortion 

Cyber extortion is addressed in section 10 of the Cybercrimes Act, which criminalises the unlawful 

and intentional threat to commit an offence under the Act with the purpose of obtaining an 

advantage from another person or compelling a person to act or refrain from acting. This provision 

captures extortionate conduct where threats are used to coerce victims through digital means, 

including threats to unlawfully access, interfere with, or disclose data or computer systems. 

In addition, section 11 of the Cybercrimes Act provides for aggravated offences where the 

underlying cybercrime involves a restricted computer system, and the perpetrator knew or ought 

reasonably to have known that the system was restricted. In such circumstances, the offence is 

elevated to an aggravated form due to the heightened risk and potential harm associated with 

interference in protected or critical systems. Accordingly, cyber extortion may constitute an 

aggravated offence only where the conduct falls within the specific circumstances set out in 

section 11, rather than by virtue of any offence under the Act. 

1.4.4 Corporate property theft 

Section 12 of the Cybercrimes Act clarifies that the common law offence of theft includes 

incorporeal property. This inclusion ensures that such property is protected under the definition 

of theft, highlighting that the Cybercrimes Act recognises the evolving nature of property in the 

digital age. 

1.5 Problem statement 

Social engineering attacks constitute a persistent and pervasive threat within digital 

environments. In South Africa, social engineering remains a significant risk to individuals, 

organisations, and institutional systems, as these attacks exploit human behaviour rather than 

technical vulnerabilities, thereby circumventing conventional security controls. 

Extensive literature exists on the techniques used in social engineering, including phishing, 

pretexting, baiting, and impersonation. Organisations are generally aware of these risks, and legal 

frameworks such as the Cybercrimes Act provide a statutory basis for addressing cyber-enabled 

offences. However, despite this awareness and regulatory development, social engineering 

attacks continue to succeed at scale. This persistence suggests not a lack of knowledge, but a 
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gap in the integration and operationalisation of legal, behavioural, criminological, and 

technological responses. 

A central problem therefore lies in the fragmented nature of current mitigation strategies. 

Defensive measures are often implemented in isolation, with technical safeguards, awareness 

training, and legal enforcement functioning as parallel rather than coordinated mechanisms. While 

specialised expertise exists within cybersecurity, forensic accounting, and law enforcement 

domains, interdisciplinary collaboration and behaviourally informed implementation remain 

inconsistent across organisational contexts. 

The problem is not that social engineering is poorly understood in theory, but that existing 

knowledge is not always translated into cohesive and adaptive national and organisational 

strategies. This misalignment between legislative frameworks, behavioural science insights, 

offender profiling, and technical controls limits the effectiveness of prevention and response 

mechanisms. 

Accordingly, there is a need for a critical, interdisciplinary examination of how social engineering 

attacks can be more effectively combatted within the South African context. This leads to the 

central research question: “How can social engineering attacks be combatted in South Africa?” 

1.6 Research objectives 

The research objectives are divided into a main objective and a set of secondary objectives that 

reflect the study’s interdisciplinary scope. 

1.6.1 Main objective 

The primary objective of this study is to examine the various types of social engineering attacks 

and evaluate the effectiveness of existing defence mechanisms designed to prevent and mitigate 

them. 

This objective is addressed through a comprehensive evaluation of how social engineering 

attacks operate, the extent to which current legislative frameworks — such as the Cybercrimes 

Act and the ECTA — are equipped to mitigate these threats and whether law enforcement 

practices, psychological deterrents and technical safeguards are sufficiently aligned to counteract 

these attacks (empirical research objective). 
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1.6.2 Secondary objectives 

As part of the process to achieve the main objective above, the secondary objectives of this study 

are: 

• To critically identify and categorise the nature of social engineering attacks, examining the 

tactics used to exploit human and procedural vulnerabilities. This is addressed in Chapter 

2 (theoretical research objective). 

• To critically assess social engineering from legal, psychological, criminological and 

cybersecurity perspectives, with the aim of evaluating enforcement challenges, behavioural 

and technical vulnerabilities and proposing targeted recommendations. This 

interdisciplinary analysis is discussed in detail in Chapter 3 (theoretical research objective). 

1.7 Research design and methodology 

1.7.1 Paradigmatic assumptions 

According to Khatri (2020:1435), the theoretical or philosophical foundation for research is 

referred to as the research paradigm and, therefore, considered a research philosophy. The 

researcher's thoughts and beliefs about any issues investigated would then guide their actions 

(Khatri, 2020:1436). It guides the researcher through the overall investigation process, which 

includes selecting a research problem, developing research questions, determining the nature 

and types of reality, knowledge, methodology and the value of the research study (Khatri, 

2020:1436). 

Therefore, the perspectives and assumptions that each paradigm employs to define reality, 

knowledge, methodological approaches and values are simply referred to as research paradigm 

components (Khatri, 2020:1436). The components of a research paradigm are ontology, 

epistemology, methodology and axiology (Khatri, 2020:1436).  

In this section, the ontological, epistemological and methodological assumptions of the proposed 

research are discussed. 

1.7.1.1 Ontological assumptions 

Ontology is concerned with philosophical assumptions concerning the nature of reality or 

existence (Khatri, 2020:1436). According to Khatri (2020:1436), it is simply known as reality 

theory. Therefore, ontology is the philosophical perspective on the nature of existence or reality, 
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of being or becoming, as well as the fundamental categories of things that exist and their 

relationships (Khatri, 2020:1436). 

This study aimed to analyse various social engineering attacks in South Africa and how to defend 

against them. This was achieved by, inter alia, reviewing peer-reviewed journal articles, reports, 

newspaper and magazine articles, laws and regulations. 

1.7.1.2 Epistemological assumptions 

Epistemology is another component of the research paradigm that deals with how knowledge is 

obtained from various sources (Khatri, 2020:1437). According to Khatri (2020:1437), it is used in 

research to describe how researchers come to know something, how they know the truth or 

reality. 

Furthermore, it is concerned with the very foundations of knowledge – its nature, forms and 

acquisition, as well as how it can be communicated to other people (Khatri, 2020:1437). It focuses 

on the types of human knowledge and comprehension so that, as a researcher, they may be able 

to acquire, extend, broaden and deepen understanding in their field of study (Khatri, 2020:1437). 

The information gathered from the aforementioned sources was rigorously examined to ascertain 

the best ways to defend against the various social engineering attacks. This study is, therefore, 

based on current literature and local statutory laws. 

1.7.1.3 Methodology 

It is assumed that methodological considerations in a paradigm simply include participants, data 

collection instruments and data analysis measures through which knowledge about the research 

problem is gained (Khatri, 2020:1437). The methodology articulates the logic and flow of the 

systematic processes employed to gain knowledge about a research problem during a research 

project (Khatri, 2020:1437). It describes the assumptions made, the limitations encountered and 

how they were mitigated or minimised (Khatri, 2020:1437). 

The researcher analysed the interpretations regarding the critical analysis of combatting social 

engineering attacks in South Africa. The researcher then identified patterns across all the 

assumptions made and developed a general theory regarding the manner in which forensic 

accounting practitioners conceptualise the problem addressed in this study. 
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1.7.2 Literature study 

This dissertation constitutes a literature review. The advancement of knowledge must inherently 

be grounded in previously completed work (Xiao & Watson, 2019:93). To extend the knowledge 

frontier, researchers must first establish its current boundaries (Xiao & Watson, 2019:93). 

Researchers understand the breadth and depth of the existing body of work and identify gaps to 

investigate by reviewing relevant literature (Xiao & Watson, 2019:93). They can test a specific 

hypothesis and develop new theories by summarising, analysing and synthesising a group of 

related literature (Xiao & Watson, 2019:93). 

Keyword searches were carried out for this literature study. Electronic databases were searched, 

focusing on literature that pertained to social engineering with the following search keywords: 

social engineering, social engineering attacks, phishing, cybercrime and cybersecurity. The 

search was limited to papers published within a certain time frame from the time of writing. 

Following that, a content analysis was performed to determine what will be used to support this 

study. Accordingly, this study conducted a critical review of combatting social engineering attacks. 

Consequently, this chapter presents theoretical insights and hypotheses advanced in the 

literature. 

1.7.3 Critical literature review 

According to Xiao and Watson (2019:93), literature reviews, as scientific investigations, should 

be valid, reliable and repeatable. Social engineering literature lacks rigorous systematic reviews, 

partly attributable to insufficient discussion of literature review methodology and inadequate 

guidance regarding effective review conduct (Xiao & Watson, 2019:93). 

The literature review is guided by the research problem statement and provides the basic direction 

for the current study. The review is structured to first consider studies that address the modus 

operandi of social engineering attacks. Thereafter, studies that address the relevant South African 

legislation, including the Cybercrimes Act, relevant to the combatting of social engineering 

attacks, were considered. The synthesis of findings from multiple studies yields a more robust 

and precise assessment than an individual study in isolation. 

The study intends to provide a critical review of combatting social engineering attacks. During this 

review, primary and secondary data sources were consulted to address the research objectives 

and therefore respond to the related research questions. This was accomplished using literature 

from a variety of sources, including but not limited to peer-reviewed journal articles, reports, 

newspaper and magazine articles, laws and regulations and government publications. 
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1.8 Ethical considerations 

The requirement to consider ethical considerations was noted and was kept in consideration as 

the study progressed. 

This study did not have any human participants or human interaction; therefore, there was limited 

or no ethical risk involved. 

1.9 Chapter overview 

Chapter 1: Purpose, scope and outline of the study 

This chapter introduced the study by presenting the background, motivation and context 

underpinning the research on social engineering attacks. It outlined the research problem, 

objectives and methodology and provided an overview of the structure and scope of the chapters 

that follow. 

Chapter 2: Identifying social engineering attacks: A critical analysis (Article 1) 

This chapter critically analyses the modus operandi of social engineering attacks, with the 

objective of identifying, classifying and comparing the primary attack types employed by 

cybercriminals. This chapter employs a systematic review to explore nine major social 

engineering attack types. These include phishing, pretexting, baiting, smishing, vishing, quid pro 

quo, tailgating, watering hole and social media manipulation. By analysing their psychological 

underpinnings and operational methods, the chapter identifies common behavioural and 

technological patterns that define these attacks. It integrates Cialdini's Six Principles of Influence 

to explain how human cognitive biases are exploited and relates these attack types to financial 

fraud trends such as pig butchering, synthetic identity fraud and AI-enabled deception. The 

insights derived provide a comprehensive understanding of how social engineering operates in 

practice and form a conceptual foundation for the interdisciplinary and legal analysis presented 

in the subsequent chapter. Accordingly, this article addresses the first component of the 

secondary research objectives outlined in Section 1.7.2. 

Chapter 3: Identifying social engineering attacks: A critical analysis of legal, 

psychological, criminological and cybersecurity perspectives (Article 2) 

Building upon the behavioural and operational foundations established in Chapter 2, this chapter 

adopts an interdisciplinary analytical framework encompassing legal, psychological, 
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criminological and cybersecurity perspectives. It examines how these four domains integrate to 

inform both the understanding and mitigation of social engineering attacks. Special emphasis is 

placed on the legal dimension, particularly South Africa’s ECTA and the Cybercrimes Act, which 

provide statutory mechanisms for addressing such offences. The chapter demonstrates how 

these legal provisions interact with behavioural, criminological and technological insights to 

establish an integrated response to social engineering. It argues that while legislation forms the 

cornerstone of accountability and deterrence, it is only effective when supported by an informed 

human element, strong institutional culture and adaptive technical safeguards. Accordingly, this 

article addresses the second component of the secondary research objectives stated in Section 

1.7.2 and collectively builds towards the final synthesis and recommendations presented in 

Chapter 4. 

Chapter 4: Conclusion and recommendations 

The concluding chapter synthesises the findings of both preceding articles, drawing together the 

legal, psychological, criminological and cybersecurity dimensions of the research. It provides a 

comprehensive conclusion to the central research question and offers evidence-based 

recommendations for enhancing the prevention, detection and prosecution of social engineering 

attacks. 
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Identifying social engineering attacks: A critical 

analysis 

Abstract 

Purpose – Social engineering is a prominent aspect of online crime. The global daily use of the 

internet increases the likelihood of data theft by cybercriminals owing to the greater availability of 

user data, which enables cybercriminals to gain unauthorised access to sensitive and personal 

information. This paper provides an in-depth analysis of the various types of social engineering 

attacks, aiming to offer insights into effectively identifying the underlying motives behind them. 

Design/methodology/approach – The paper revisits the literature to understand social 

engineering, particularly through an analysis of the types of attacks. Common underlying factors 

are identified, forming a foundational understanding of the specific types of social engineering 

attacks. The research develops evidence based on theoretical underpinnings to enhance the 

comprehension of key social engineering attacks. Conclusions are drawn from the literature. 

Findings – The study identifies the types of social engineering attacks, supported by extensive 

literature. This knowledge enables individuals to identify social engineering attacks by increasing 

their awareness of the different methods cybercriminals employ to exploit personal information. 

Originality/value – This paper adds to current research regarding the types of social engineering 

attacks. It thoroughly examines each attack type, detailing the methods employed and thereby 

enhancing the understanding of the intentions and strategies used by cybercriminals. 

Keywords – Social engineering, phishing, cybercrime, social engineering attacks, social 

engineering attack types 

Paper type – Systematic review 
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2.1 Introduction 

The rapid development of emerging technologies and digital environments has made the threat 

posed by social engineering increasingly severe (Wang et al., 2021). As technology continues to 

advance, new and more sophisticated forms of social engineering attacks are likely to emerge, 

posing a significant security risk to individuals and organisations (Parthy & Rajendran, 2019). The 

widespread adoption of internet-based services has made it increasingly difficult for individuals to 

safeguard their private data, exposing vulnerabilities that cybercriminals can exploit (Abdulla et 

al., 2023). 

Social engineering is a widely employed method for extracting sensitive information from targeted 

individuals, leveraging human error to gain unauthorised access to confidential data (Abdulla et 

al., 2023). Despite its longstanding presence in the cybersecurity landscape, defending against 

social engineering remains challenging due to inherent human limitations and susceptibility to 

manipulation (Parthy & Rajendran, 2019). For example, a cybercriminal may distribute a 

fraudulent email containing a malicious link; once clicked, the victim unknowingly compromises 

their personal or organisational data (Abdulla et al., 2023). 

The severity of social engineering attacks lies in their ability to exploit the psychological and 

behavioural tendencies of human decision-making (Parthy & Rajendran, 2019). Cybercriminals 

employ persuasive techniques to manipulate victims into complying with their demands (Parthy & 

Rajendran, 2019; Jones et al., 2021), making such attacks a significant and pervasive threat. 

The increasing prevalence of social engineering attacks is exemplified by the fraud trends 

observed in 2024, where cybercriminals have exploited psychological manipulation to orchestrate 

large-scale financial crimes. Notably, pig butchering, deepfakes and account takeovers 

demonstrate the sophisticated application of social engineering techniques in financial fraud 

(Staiger, 2024). The continued advancement of AI has further enabled fraudsters to refine their 

tactics, making their deception more convincing and difficult to detect (Staiger, 2024). These real-

world cases underscore the urgency of understanding social engineering methodologies and their 

implications for cybersecurity, financial integrity and risk mitigation strategies. 

This study aims to analyse the types of social engineering attacks and how cybercriminals exploit 

personal information through deception. Given the increasing diversity and complexity of these 

attack methods, a comparative analysis is necessary to systematically identify their distinguishing 

features, overlapping tactics and relative threat levels. In order to address this issue 

comprehensively, it is essential to establish a foundational understanding of social engineering. 

Accordingly, this study examines various social engineering attacks and provides an in-depth 



 

20 

analysis of their distinct characteristics and operational methodologies. Each attack is 

contextualised within contemporary cybersecurity threats, offering insights into how 

cybercriminals manipulate individuals and organisations through behavioural and technological 

means. This critical comparison of attack methods highlights both shared and unique 

vulnerabilities across different vectors, thereby enhancing awareness and informing the 

development of more nuanced and effective countermeasures in the digital age. 

As internet usage continues to expand across individual and organisational domains, there has 

been a significant increase in data breaches and cybercrime incidents (Abdulla et al., 2023). 

Emerging technologies such as AI and machine learning are expected to further enhance the 

sophistication and effectiveness of social engineering attacks (Wang et al., 2021). Although this 

study focuses on combatting social engineering attacks through prevention, detection and 

investigation, heightened cybersecurity concerns are also likely to prompt further research and 

encourage the secure deployment of advanced technologies to mitigate these risks (Parthy & 

Rajendran, 2019). 

Currently, there is limited publicly available research that comprehensively addresses the 

evolving landscape of social engineering. Indeed, to the author’s knowledge, this study is among 

the first to systematically examine the interplay between social engineering techniques, emerging 

fraud trends and the role of AI in advancing these attacks. Many existing sources on the subject 

are relatively outdated, reflecting a gap in contemporary research. This study integrates key 

findings, academic perspectives and recent developments in social engineering to bridge this gap, 

thereby contributing to the advancement of cybersecurity and forensic knowledge, particularly in 

the detection, prevention and investigation of cybercrime, including fraud. 

This research presents a thorough analysis of social engineering, including the psychological 

tactics employed by cybercriminals and the various methods used to exploit victims. The article 

comprises three main sections: Section 2 introduces social engineering attacks as an escalating 

cybersecurity concern; Section 3 outlines the research methodology adopted in this study; and 

Section 4 presents the core analysis. Section 4 is further divided into four subsections: an in-

depth exploration of social engineering (4.1), its conceptual foundation (4.2), the underlying 

motivations of cybercriminals (4.3) and a classification of key social engineering attack types (4.4). 

A comparative analysis of these attacks is presented in Section 4.5, highlighting their distinct 

characteristics and methods of exploitation. Finally, Section 5 concludes the article by 

summarising the key research contributions and offering recommendations for future investigative 

and defence strategies against social engineering threats. 
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2.2 Rising threat of social engineering attacks 

The increasing frequency of security breaches can primarily be attributed to cybercriminals 

targeting the most vulnerable aspect of security systems: the human user (Albladi & Weir, 2018b). 

Human error remains a primary contributing factor to these breaches, as individuals frequently 

introduce weaknesses that cybercriminals can exploit (Goel & Jain, 2018:527). This persistent 

vulnerability underscores the importance of addressing social engineering attacks, which 

manipulate psychological tendencies rather than technical vulnerabilities to achieve malicious 

objectives. As these attacks continue to evolve, cybercriminals are expected to refine their 

methods, making them increasingly difficult for individuals and organisations to detect and 

mitigate (Chen et al., 2020). 

The 2024 fraud landscape demonstrates how cybercriminals increasingly leverage AI tools to 

enhance the sophistication of social engineering attacks, distorting the distinction between 

human-led and machine-driven deception. Fraudsters now employ AI-driven techniques to 

generate hyper-realistic phishing scams, automate deception tactics and create synthetic 

identities to conduct financial fraud. For instance, deepfake scams utilise AI-generated video and 

voice recordings to impersonate corporate executives, successfully deceiving employees into 

authorising fraudulent transactions (Staiger, 2024). Similarly, pig butchering scams exploit AI-

powered chatbots to fabricate long-term relationships with victims, ultimately coercing them into 

transferring substantial sums to fraudulent investment platforms (Staiger, 2024). These 

advancements highlight the growing complexity of social engineering attacks and underscore the 

urgent need for enhanced cybersecurity strategies to mitigate their impact. 

The adaptive and dynamic nature of social engineering presents a formidable challenge in 

cybersecurity. These attacks exploit human behaviours and cognitive biases to circumvent 

traditional security measures, rendering technical safeguards insufficient. Effectively mitigating 

this growing threat necessitates a deeper understanding of both the operational methods 

employed by cybercriminals and their underlying motivations. Without such a comprehensive 

understanding, cybersecurity efforts may prove inadequate, leaving individuals and organisations 

vulnerable to data breaches, financial losses and reputational damage. 

Furthermore, the absence of robust legislation specifically addressing social engineering attacks 

presents a significant challenge. Cybercriminals face minimal deterrents due to limited legal 

frameworks and a general lack of public awareness, allowing these attacks to evolve into a 

persistent and increasingly sophisticated threat (Wang et al., 2021). The lack of legal enforcement 

mechanisms enables social engineering to proliferate unhindered, further emphasising the 

necessity for targeted research and legislative intervention. 
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A comprehensive analysis of social engineering attacks is essential for several reasons. Not only 

does it enhance understanding of the specific methodologies and motivations behind these 

attacks, but it also facilitates the development of proactive countermeasures. This research aims 

to provide practical insights to inform organisational security policies, legislative responses and 

public awareness campaigns by identifying the core techniques used by cybercriminals. 

Additionally, such analysis provides a foundation for future research to explore emerging threats 

and innovative solutions to combat the evolving social engineering landscape. 

This study contributes to the broader cybersecurity discourse by examining the operational 

dynamics of social engineering attacks. Through a detailed exploration of these methods, it offers 

critical insights into how cybercriminals exploit human vulnerabilities, equipping individuals, 

organisations and policymakers with the knowledge needed to develop robust and evidence-

based defence strategies. 

2.3 Research methodology 

This study employs a systematic review, drawing upon peer-reviewed journal articles, case 

studies, academic dissertations and government reports. The primary focus is on the various 

forms of social engineering attacks, with particular emphasis on understanding the interplay 

between manipulation techniques, emerging fraud trends and the role of AI in enabling more 

sophisticated deception. The methodology involved a rigorous and structured evaluation of 

sources, following predefined inclusion and exclusion criteria to identify recurring patterns, tools 

and behavioural tactics commonly associated with social engineering. This ensured that the 

study’s findings are based on an extensive, transparent and methodologically sound examination 

of the existing literature. 

The systematic review followed established academic protocols, including: 

• Research question formulation: Focused on identifying key methods, techniques and 

evolving patterns in social engineering attacks. 

• Inclusion/exclusion criteria: Limited to peer-reviewed articles, case studies, theses and 

official reports addressing specific social engineering methods or technological enablers. 

• Database search: Conducted via WorldCat Discovery, IEEE Xplore and Google Scholar 

using keywords such as social engineering attacks, phishing, baiting and AI and cybercrime. 

• Screening and selection: Sources were evaluated for relevance and methodological rigour. 

Generic cybersecurity studies without a clear social engineering focus were excluded. 
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• Thematic analysis: Selected texts were coded to extract recurring tactics, psychological 

manipulation techniques, victim vulnerabilities and trends such as AI-driven deception and 

deepfakes. 

This approach ensured that the review is comprehensive, replicable and evidence-based, 

supporting a comprehensive understanding of how social engineering attacks function in modern 

digital environments. The appropriateness of using a systematic review in this context is 

supported by studies such as: 

• Mouton et al. (2016:45) conducted a systematic classification of social engineering attacks 

to develop a conceptual ontological model. 

• Albladi and Weir (2018a:148) used a structured review to analyse risk factors for deception 

in online communication. 

The collected data were systematically categorised and analysed thematically, allowing for the 

identification of similarities and distinctions across attack types. An in-depth comparative 

discussion was essential to this process, as it enabled the study to differentiate between 

techniques (e.g., phishing, baiting, vishing, smishing), highlight shifts in attack sophistication and 

reveal how AI and automation are transforming attacker strategies. This degree of comparison is 

necessary to fulfil the central objective of the study — to critically identify and assess the nature 

and evolution of social engineering attacks — and to equip organisations and individuals with a 

more nuanced understanding of how these attacks function in real-world contexts. 

The following section begins with a conceptual overview of social engineering in Sections 4.1 and 

4.2, establishing the theoretical foundation for the comparative analysis presented in Section 4.5. 

It proceeds to explore the motivations driving cybercriminals in Section 4.3, followed by a detailed 

evaluation of the key social engineering attack types in Section 4.4. Together, these components 

illustrate how each method uniquely exploits human or system-based vulnerabilities, providing 

critical insight into the evolving nature of deception-based cyber threats. 

2.4 The dynamics of social engineering attacks — Methods, motivations and emerging 

threats 

2.4.1 Overview of social engineering 

This section provides a thorough overview of social engineering, examining the motivations 

behind such attacks and detailing the various methods employed by cybercriminals. Each attack 

type — phishing, pretexting, deepfake, business email compromise (BEC), baiting, smishing, 

vishing, quid pro quo, tailgating, watering hole attacks and social media manipulation — 



 

24 

represents a distinct technique used to exploit human vulnerabilities. A systematic analysis of 

these tactics is essential for understanding their methodologies and the broader risks they pose 

to individuals and organisations. 

Central to the effectiveness of social engineering is the exploitation of psychological and 

behavioural tendencies. This analysis identifies the key traits that make individuals susceptible to 

manipulation, revealing how social engineering tactics frequently bypass technical security 

controls. Cybercriminals manipulate victims into revealing sensitive information or granting 

unauthorised access by leveraging deception, perceived authority and emotional triggers such as 

trust, urgency or fear. Recognising the recurring patterns and psychological hooks within these 

attacks is vital for the development of robust risk assessment frameworks and mitigation 

strategies. 

Recent fraud reports underscore the increasing role of social engineering in contemporary 

cybercrime. In 2024, schemes such as account takeovers and new account fraud emerged as 

dominant threats, often facilitated through phishing, pretexting and synthetic identity fraud 

(Staiger, 2024). Cybercriminals exploit stolen or fabricated credentials to gain access to banking 

systems, execute fraudulent transactions and create fictitious profiles to obtain credit. Pig 

butchering scams, in particular, combine multiple social engineering methods, including long-term 

trust-building via digital platforms, to lure victims into fraudulent cryptocurrency investments 

(Staiger, 2024). 

The sophistication of these attacks has been significantly amplified by advancements in AI. AI-

powered tools enable fraudsters to automate deceptive interactions, generate deepfake audio 

and video content and sustain long-term manipulation campaigns with minimal effort (Staiger, 

2024).  

These developments make it increasingly difficult to distinguish between human and machine-

driven deception, further complicating detection and response efforts. The integration of social 

engineering with emerging technologies highlights a critical nexus between psychological 

exploitation and financial crime, underscoring the urgent need for adaptive cybersecurity 

strategies, advanced detection mechanisms and comprehensive public awareness initiatives. 

2.4.2 Conceptual foundation of social engineering 

Social engineering relies on establishing trust between the attacker and the target. The first 

recorded phishing attack was reported in 1995, when cybercriminals manipulated victims into 

disclosing their confidential information through fraudulent emails (Alabdan, 2020:1). The 
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evolution of internet technologies has brought with it concerns over cybersecurity risks, 

particularly the growing vulnerability of users to psychological manipulation (Salloum et al., 

2022:65703). The global connectivity of the internet enables real-time communication across 

borders, yet it also provides an expansive platform for cybercriminals to exploit human 

vulnerabilities (Koops, 2011:737). 

At its core, social engineering relies on psychological manipulation to deceive individuals into 

performing actions or revealing confidential information (Li, Wang & Horkoff, 2019; Goel & Jain, 

2018:527). This form of cybercrime has become increasingly effective, as sensitive personal data 

has become a prime target for exploitation (Abdulla et al., 2023). Rather than attacking security 

systems directly, cybercriminals target individuals with access to critical information, using 

deception to bypass technological defences (Wang et al., 2021; Bullée et al., 2015). 

Cybercriminals manipulate human behaviour by exploiting innate psychological tendencies and 

cognitive biases that influence decision-making. Central to this manipulation are Cialdini’s (2007) 

Six Principles of Influence, which serve as foundational tools in the cybercriminal’s arsenal. These 

include Reciprocity, which prompts individuals to return favours; Commitment and Consistency, 

which capitalise on people’s desire for behavioural alignment; Social Proof, which leverages the 

inclination to follow others’ actions; Authority, which plays on deference to figures of power; Liking, 

which exploits familiarity and friendliness; and Scarcity, which increases perceived value through 

limited availability (Cialdini, 2007). Although these principles are not inherently harmful, in the 

hands of cybercriminals, they become powerful tools for deception (Cialdini, 2007; Savitz, 2012). 

The Colorado Department of Education (2020) highlights the centrality of these psychological 

principles in social engineering, emphasising that attackers frequently employ tactics such as 

pretexting (masquerading as someone else), baiting (offering something of value), blackmail 

(threatening disclosure) and quid pro quo (offering a service in exchange for information). 

Understanding the psychological underpinnings of these strategies is critical to developing 

effective countermeasures. 

Modern social engineering attacks have grown increasingly sophisticated. Cybercriminals use 

publicly accessible data from social media and online platforms to refine their approaches 

(Abdulla et al., 2023), often deploying phishing websites that closely resemble legitimate 

platforms to capture login credentials, financial data and other sensitive information (Doke et al., 

2020). Impersonation techniques, such as phone calls or emails from fraudsters posing as trusted 

insiders, further enhance the credibility of their deceptions (Wang et al., 2021). 
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Recent fraud trends demonstrate the evolving nature of social engineering. Cybercriminals are 

increasingly leveraging AI and deepfake technologies to execute convincing and large-scale 

attacks (Staiger, 2024). For example, AI-powered phishing scams and deepfake campaigns 

utilise synthetic audio and video to impersonate executives, misleading employees into 

authorising fraudulent transactions. Pig butchering scams further exemplify this trend, using AI-

driven chatbots to build long-term trust with victims before coercing them into fraudulent 

cryptocurrency investments (Staiger, 2024). These developments highlight the urgent need for 

heightened cybersecurity awareness and sophisticated investigative capabilities to detect and 

mitigate such threats. 

Despite the emergence of advanced security protocols, cybercriminals continue to adapt their 

tactics. This adaptability has contributed to a steady rise in social engineering-related breaches 

(Albladi & Weir, 2018b). Fraudsters often entice victims with misleading incentives, a tactic widely 

observed in investment fraud schemes, cryptocurrency scams and government impersonation 

cases (Abdulla et al., 2023). The growing complexity and frequency of these attacks emphasise 

the necessity for dynamic, human-centric defence mechanisms. 

Having established the conceptual foundation of social engineering and the psychological 

mechanisms underpinning these attacks, the following section explores the motivations that drive 

cybercriminals to engage in such deceptive practices. 

2.4.3 Motives of cybercriminals 

Social engineering is, at its core, the art of manipulating the human mind, an approach that is 

often far more accessible to cybercriminals than identifying and exploiting software vulnerabilities 

(Savitz, 2012). It remains a highly attractive method due to its ability to circumvent technological 

defences such as firewalls by targeting human vulnerabilities instead (Hijji & Alam, 2021). Rather 

than attacking system architecture directly, social engineers exploit trust and psychological 

predispositions to extract sensitive information or prompt actions that compromise organisational 

security (Li, Wang & Horkoff, 2019). 

Unlike technical attacks that rely on coding expertise, social engineering relies on behavioural 

manipulation. The success of an attack often depends on the persuasiveness of the tactic, which 

can range from attention-grabbing social media posts to tailored emails referencing company 

operations or personal interests (Savitz, 2012). These tactics are fuelled by cybercriminals’ 

motivations, which commonly include fraud, identity theft and corporate espionage (Hijji & Alam, 

2021). 
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Goel and Jain (2018:527) outline several key motives behind social engineering attacks: 

• Financial gain: Obtaining login credentials to access victims’ financial accounts. 

• Selling personal information: Harvesting and trading sensitive data for profit. 

• Identity theft and fraud: Using stolen or synthetic identities to obtain financial benefits. 

• Defamation and corporate sabotage: Spreading misinformation to harm reputations or 

disrupt operations. 

• Exploiting security gaps: Identifying and leveraging vulnerabilities to launch further attacks. 

• Status and recognition: Achieving notoriety within underground cybercriminal networks. 

These motivations are clearly reflected in recent fraud trends. In 2024, schemes such as pig 

butchering emerged as complex, multi-layered scams that combined elements of romance fraud 

and investment deception. According to Staiger (2024), victims are manipulated into forming 

emotional relationships with fraudsters who, over time, persuade them to invest substantial sums 

into fraudulent cryptocurrency platforms. Similarly, synthetic identity fraud enables large-scale 

financial crimes by using fictitious identities constructed from a combination of real and fabricated 

personal data (Staiger, 2024). These synthetic identities are then used to obtain credit, loans or 

financial services, often without raising suspicion or detection. 

These examples illustrate how cybercriminals continuously refine their techniques to exploit both 

psychological weaknesses and systemic gaps. As social engineering becomes increasingly 

sophisticated, it is essential to understand not only the motivations behind such attacks but also 

the specific methods used to execute them. The following section explores these attacks in 

greater detail. 

2.4.4 Types of social engineering attacks 

Social engineering attacks can generally be categorised into two primary forms: human-based, 

which involve direct interaction with the victim; and computer-based, which exploit digital systems 

or networks (Abdulla et al., 2023; Ye et al., 2020). While this classification offers a useful 

conceptual framework, the present study does not adhere strictly to these categories. Instead, it 

adopts an integrated approach to examine various social engineering methods (see different 

tables below), allowing for a more holistic understanding of their execution and implications. 

This extensive approach facilitates a clearer analysis of the unique features and commonalities 

among different attack types. The study identifies core psychological and operational 

mechanisms that enable their success by evaluating these tactics collectively. Such an analysis 
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is vital for informing the development of effective mitigation frameworks and improving resilience 

against future attacks. 

Recent fraud trends underscore the continuing reliance on social engineering in large-scale 

cybercrime operations. As financial fraud schemes evolve, they increasingly incorporate 

sophisticated social engineering techniques to exploit human and systemic vulnerabilities. For 

instance, account takeovers and new account fraud often employ phishing, pretexting and 

synthetic identity fraud to obtain unauthorised access to financial systems (Staiger, 2024). 

Deepfake scams leverage AI-generated video and voice recordings to impersonate senior 

executives, thereby deceiving employees into authorising large financial transfers (Staiger, 2024). 

Another notable example is the pig butchering scam, which combines elements of romance fraud, 

social media manipulation and investment fraud. These schemes typically involve cultivating long-

term trust with victims through digital interaction before coercing them into investing substantial 

sums into fraudulent cryptocurrency platforms (Staiger, 2024). Such attacks demonstrate the 

adaptability and escalating sophistication of social engineering techniques, underscoring the need 

for targeted awareness programmes, robust authentication protocols and advanced detection 

systems. 

In order to provide a comprehensive analysis of the various social engineering attacks, each major 

attack type is discussed in its own subsection. The following tables present definitions, objectives, 

tactics, targets, technological enablers, risks and recommended countermeasures for each type. 

This structured approach facilitates a comprehensive understanding of the nuanced differences 

between various social engineering attacks. 

Please note that in all the tables below, the Definition and Use of Technology columns are based 

on referenced academic literature drawn from the cited sources listed. The columns titled Primary 

Objective, Tactics Used, Targets, Challenges / Risks and Countermeasures are derived from the 

authors’ synthesis and analysis of the reviewed literature. These sections consolidate observed 

patterns, typical attack methodologies and industry best practices based on the full context of the 

study, rather than citing individual works for each entry. 

2.4.4.1 Phishing 

Phishing remains one of the most pervasive forms of social engineering, targeting users through 

deceptive digital communications to obtain sensitive information. Table 2.1 below presents an 

overview of phishing attacks, highlighting their defining characteristics, primary objectives, 

common tactics, targets, technological components, associated risks and mitigation strategies. 
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Table 2-1: Overview of Phishing Attacks 

Aspect Description 

Attack type Phishing 

Definition Fraudulent attempts to steal identity and private information by 

impersonating legitimate entities (Doke et al., 2020; Fakieh & 

Akremi, 2022; Jakobsson, 2016; Mattera & Chowdhury, 2021; 

Abdulla et al., 2023). 

Primary objective Obtain private credentials or install malware. 

Tactics used Deceptive emails or messages with links to spoofed websites; 

impersonation of trusted organisations. 

Targets Users with limited cybersecurity awareness, banking and 

financial service customers. 

Use of technology Generative AI for realistic emails, deepfake voices and synthetic 

personas (Staiger, 2024; Colorado Department of Education, 

2020). 

Challenges/Risks Highly convincing attacks that bypass technical defences; 

expanded to multi-channel approaches. 

Countermeasures Public awareness, digital literacy and advanced real-time 

detection technologies. 

Cialdini’s Principles of 

Influence Exploited 
Authority, scarcity and social proof (Cialdini, 2007). 

Source: Author’s own compilation  

2.4.4.2 Pretexting 

Pretexting is a sophisticated social engineering method that relies on constructing fabricated 

identities or scenarios to manipulate victims. Table 2.2 below outlines the core aspects of 

pretexting attacks. 

Table 2-2: Overview of Pretexting Attacks 

Aspect Description 

Attack type Pretexting 

Definition Fabrication of false identities or scenarios to manipulate 

victims into disclosing confidential information (Colorado 

Department of Education, 2020; Fakieh & Akremi, 2022; Parthy 

& Rajendran, 2019). 

Primary objective Build trust to elicit sensitive information or coerce systems to 

compromise. 
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Aspect Description 

Tactics used Assume roles such as IT technicians, contractors and 

executives; leverage publicly available information. 

Targets Employees, customers and the general public, particularly 

those trusting institutional authorities. 

Use of technology Exploitation of social media, directories and AI to gather 

reconnaissance data (Syafitri et al., 2022). 

Challenges/Risks Highly credible scenarios; impersonation of real individuals 

raises detection risks. 

Countermeasures Organisational awareness programmes and verification 

training. 

Cialdini’s Principles of 

Influence Exploited 
Authority, commitment and consistency (Cialdini, 2007). 

Source: Author’s own compilation  

2.4.4.3 Baiting 

Baiting attacks exploit human curiosity or greed by offering enticing items or opportunities that 

ultimately compromise security. Table 2.3 below summarises the characteristics of baiting 

attacks. 

Table 2-3: Overview of Baiting 

Aspect Description 

Attack type Baiting 

Definition Exploitation of human curiosity or greed through enticing offers 

to facilitate cybercrime and compromise security (Colorado 

Department of Education, 2020; Fakieh & Akremi, 2022; 

Watson, Mason & Ackroyd, 2014). 

Primary objective Trick individuals into installing malware or disclosing 

information. 

Tactics used Malicious files disguised as updates/documents; infected USB 

devices; fraudulent investment opportunities. 

Targets Employees, the general public and users interacting with 

unknown devices or offers. 

Use of technology Malware embedded in phishing emails, USBs and pirated 

software (Ozkaya, 2018). 

Challenges/Risks Infection can occur without the user's suspicion; rapid malware 

spread. 
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Aspect Description 

Countermeasures Awareness campaigns on external device risks; device usage 

policies. 

Cialdini’s Principles of 

Influence Exploited 
Curiosity (linked to Scarcity) and reciprocity (Cialdini, 2007). 

Source: Author’s own compilation  

2.4.4.4 Smishing 

Smishing employs deceptive SMS messages to lure victims into providing sensitive personal or 

financial information. Table 2.4 below details the key elements of smishing attacks. 

Table 2-4: Overview of Smishing Attacks 

Aspect Description 

Attack type Smishing 

Definition Phishing executed through deceptive SMS messages (Parthy 

& Rajendran, 2019; Fakieh & Akremi, 2022; Bennett, 2023). 

Primary objective Trick individuals into revealing personal or financial 

information. 

Tactics used Impersonation of banks, tax authorities, or delivery services via 

SMS; urgent action requests. 

Targets Mobile phone users, particularly financial customers. 

Use of technology Spoofed SMS messages, fake login portals and mobile 

malware (Mishra & Soni, 2020). 

Challenges/Risks Trust in mobile communication is exploited; urgency escalates 

compliance. 

Countermeasures Education on mobile scams, use of verified communication 

channels. 

Cialdini’s Principles of 

Influence Exploited 
Urgency, authority and scarcity (Cialdini, 2007). 

Source: Author’s own compilation  

2.4.4.5 Vishing 

Vishing attacks use telephone calls to impersonate trusted entities and manipulate victims into 

revealing confidential information. Table 2.5 below presents an overview of vishing attacks. 



 

32 

Table 2-5: Overview of Vishing Attacks 

Aspect Description 

Attack Type Vishing 

Definition Voice-based phishing attacks are conducted through telephone 

calls (Fakieh & Akremi, 2022; Jones et al., 2021). 

Primary objective Obtain confidential information or prompt risky actions. 

Tactics used Impersonation of trusted figures (for example, bank agents and 

IT support); use of urgent or threatening scenarios. 

Targets Telephone users, employees and the general public. 

Use of technology Deepfake voice technology; stolen personal data (Staiger, 

2024; Clark, 2024). 

Challenges/Risks Realistic voice mimicry; emotional manipulation under time 

pressure. 

Countermeasures Strong telephone verification protocols and training. 

Cialdini’s Principles of 

Influence Exploited 
Authority, urgency and liking (Cialdini, 2007). 

Source: Author’s own compilation  

2.4.4.6 Quid pro quo 

Quid pro quo attacks offer seemingly legitimate services or rewards in exchange for confidential 

information. Table 2.6 below outlines the main characteristics of these attacks. 

Table 2-6: Overview of Quid pro quo attacks 

Aspect Description 

Attack type Quid pro quo 

Definition Offers of services, benefits, or favours in exchange for 

sensitive information (Colorado Department of Education, 

2020; Fakieh & Akremi, 2022). 

Primary objective Convince victims to disable security measures or disclose 

credentials, thereby enabling cybercrime. 

Tactics used Impersonation of IT technicians or financial service providers 

offering help or upgrades. 

Targets Employees seeking assistance or professional benefits. 

Use of technology Deepfake AI-assisted persona creation; professional-sounding 

pretexts (Staiger, 2024). 

Challenges/Risks Exploitation of reciprocity norms; believable offers. 
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Aspect Description 

Countermeasures Staff education on unsolicited help offers; strict internal support 

protocols. 

Cialdini’s Principles of 

Influence Exploited 
Reciprocity and Authority (Cialdini, 2007). 

Source: Author’s own compilation  

2.4.4.7 Tailgating 

Tailgating is a physical form of social engineering where unauthorised individuals gain access to 

restricted areas. Table 2.7 below illustrates the core aspects of tailgating. 

Table 2-7: Overview of Tailgating Attacks 

Aspect Description 

Attack type Tailgating 

Definition Physical intrusion by following an authorised person into 

restricted areas (Fakieh & Akremi, 2022; Syafitri et al., 2022). 

Primary objective Gain unauthorised access to secure environments. 

Tactics used Psychological manipulation; use of props; disguises (e.g., 

delivery personnel). 

Targets Employees in organisations with physical security measures. 

Use of technology Props, professional attire; possible surveillance. 

Challenges/Risks Exploits human politeness; physical systems may not log all 

entries. 

Countermeasures Strict access control enforcement; training to challenge 

unauthorised entries. 

Cialdini’s Principles of 

Influence Exploited 
Liking, authority, commitment and consistency (Cialdini, 2007). 

Source: Author’s own compilation  

2.4.4.8 Watering hole 

Watering hole attacks involve compromising legitimate websites frequently visited by targets to 

distribute malware. Table 2.8 below details this attack vector. 
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Table 2-8 Overview of watering hole attacks 

Aspect Description 

Attack type Watering hole 

Definition Compromise of legitimate websites to infect visiting users with 

malware (Syafitri et al., 2022; Ozkaya, 2018). 

Primary objective Obtain sensitive information or enable remote system 

surveillance. 

Tactics used Embed malware in trusted, high-traffic websites. 

Targets Regular visitors to professional, news and financial sites. 

Use of technology Web server exploits, malware payloads (Ye et al., 2020). 

Challenges/Risks Users trust legitimate sites. 

Repeated exposure heightens risk. 

Countermeasures Secure website maintenance 

User education about latent web threats. 

Cialdini’s Principles of 

Influence Exploited 
Social, proof and authority (Cialdini, 2007). 

Source: Author’s own compilation  

2.4.4.9 Social media manipulation 

Social media manipulation involves using publicly available information to craft personalised 

attacks. Table 2.9 below summarises the characteristics of these attacks. 

Table 2-9: Overview of social media manipulation attacks 

Aspect Description 

Attack type Social media manipulation 

Definition Use of personal information shared on social media to target 

victims (Albladi & Weir, 2018b; Parker & Flowerday, 2020). 

Primary objective Craft personalised attacks or conduct identity theft and fraud. 

Tactics used Data mining, AI-generated fake profiles and manipulation via 

mutual connections. 

Targets Users of platforms such as Facebook, LinkedIn, Instagram and 

X (formerly Twitter). 

Use of technology Social media scraping tools, AI-generated personas (Staiger, 

2024; McNealy, 2022). 

Challenges/Risks Oversharing and cognitive fatigue increase vulnerability. 
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Aspect Description 

Countermeasures Privacy education, cautious sharing practices, vigilance 

towards fake profiles. 

Cialdini’s Principles of 

Influence Exploited 
Liking, Social Proof, Commitment and Consistency (Cialdini, 

2007). 

Source: Author’s own compilation  

As outlined in the tables above, social engineering attacks employ diverse psychological and 

technological tactics to exploit human vulnerabilities. These comparative analyses establish a 

foundation for understanding how these attack methodologies continue to evolve and underscore 

the importance of adopting a multidimensional approach to prevention and mitigation. 

The following section presents a comparative analysis of the identified social engineering attacks, 

highlighting key similarities, differences, patterns in their tactics, target selection and exploitation 

strategies. 

2.5 Comparative analysis of social engineering attacks 

In alignment with the first secondary research objective outlined in Section 1.7.2, this section 

presents a comparative analysis of the major forms of social engineering attacks identified in the 

literature. The purpose of this comparison is to highlight both the shared behavioural mechanisms 

and the distinct operational tactics that characterise each attack type. The preceding tables 

systematically examined nine principal categories — phishing, pretexting, baiting, smishing, 

vishing, quid pro quo, tailgating, watering hole and social-media manipulation — each illustrating 

how cybercriminals exploit different psychological triggers such as trust, curiosity, fear or urgency. 

The study identifies recurring human-factor vulnerabilities and attacker motivations through 

comparing these attacks, providing a foundation for understanding the common behavioural and 

technical patterns that inform effective prevention strategies. 

Despite their diversity, a recurring theme across these strategies is their reliance on undermining 

human judgement rather than solely breaching technical systems. This insight underscores the 

necessity for countermeasures that integrate technological safeguards with structured 

behavioural reinforcement, targeted awareness initiatives and clearly articulated organisational 

policies. While many organisations have already incorporated social engineering awareness into 

internal disciplinary frameworks and issued employees with written guidance on information 

security practices, the persistence and escalation of attacks indicate that awareness alone is 

insufficient without contextual reinforcement and practical application. 
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Effective mitigation therefore requires more than periodic training sessions. Organisations must 

identify specific operational vulnerabilities within their own environments, such as departments 

handling high-value transactions, employees with privileged system access or personnel 

frequently engaging in external communication. Risk-based assessments can then inform tailored 

interventions, including simulated phishing campaigns for finance teams, executive impersonation 

scenario testing for senior management and structured debrief sessions following detected social 

engineering attempts. These measures not only educate individuals directly involved but also 

create institutional learning that benefits the broader organisation. 

Furthermore, social engineering education should not be confined to corporate environments. 

Given the increasing exposure of younger individuals to digital platforms, foundational digital 

literacy and online safety education should be embedded within school curricula and community 

awareness programmes. Early education equips individuals with critical thinking skills that reduce 

susceptibility to manipulation and contribute to long-term societal resilience. 

The comparative analysis presented in this section reveals the intricate and adaptive nature of 

social engineering attacks. Rather than exploiting solely technical vulnerabilities, these attacks 

primarily manipulate behavioural biases, emotional triggers and gaps in organisational or 

individual vigilance. The emergence of advanced technologies — such as deepfake generation, 

AI-driven persona creation and large-scale data harvesting through social media — has 

significantly amplified the credibility, reach and success rates of these attacks. Furthermore, the 

convergence of digital and physical threat vectors, as demonstrated by tailgating and quid pro 

quo scams, underscores the holistic and evolving nature of the threat landscape. 

In order to facilitate a structured comparison, this study systematically categorised and evaluated 

nine distinct social engineering attack types across multiple analytical dimensions. The 

comparison was designed to illustrate how each attack type aligns with broader patterns of cyber-

enabled fraud, particularly within the financial crime landscape. Specifically, the comparison 

considered: 

• Their alignment with the Top 5 global fraud schemes reported by the Association of Certified 

Fraud Examiners (ACFE). 

• Their involvement in key financial fraud typologies, including synthetic identity fraud, 

account takeovers and BEC. 

• The extent to which each attack type integrates or is enhanced by AI-driven tools, such as 

deepfakes and digital impersonation technologies. 
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• Their association with broader deception-based trends, such as romance scams, 

cryptocurrency investment fraud and government impersonation schemes. 

Table 10 (see below) presents the findings of this comparative analysis. It provides a cross-

sectional view of how each social engineering method corresponds to major fraud categories and 

illustrates where AI and social manipulation techniques converge. This comparative framework 

enables a nuanced understanding of both the commonalities and unique risks posed by each 

method, supporting more targeted mitigation strategies across legal, technical and organisational 

dimensions. 

2.5.1 Convergence of social engineering techniques and financial fraud trends 

Table 2.10 below presents a targeted analysis of the relationship between prominent social 

engineering attack types and major financial fraud trends, drawing on data from the ACFE’s 2024 

insights. The table identifies which attack types are most commonly associated with leading fraud 

schemes, including synthetic identity fraud, account takeovers, new account fraud, BEC, romance 

scams (pig butchering) and fraudulent cryptocurrency investments. It also reflects the increasing 

use of AI tools, such as deepfakes and social media manipulation, which enhance the plausibility 

and impact of these attacks. In addition, the table maps the presence of government 

impersonation tactics, indicating how attackers increasingly conflate digital deception and 

perceived authority. 

The table provides critical insight into how cybercriminals adapt their tactics to exploit emerging 

financial vulnerabilities and behavioural weaknesses through visually mapping each social 

engineering technique to specific fraud trends and identifying where AI is involved. 
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Table 2-10: Convergence of Social Engineering Techniques and Financial Fraud Trends  

Type of SE 
Top 5 Fraud 

Schemes  
(ACFE Insights) 

Synthetic 
Identity Fraud 

Account 
Takeovers 

New Account 
Fraud 

Business 
Email 

Compromise 

Romance 
Scams (Pig 
Butchering) 

Fraudulent 
Cryptocurrency 

Investments 
Deepfakes 

Government 
Impersonation 

Phishing * ✓ ✓ ✓ ✓ ✓ ✓ ✓  

Pretexting  ✓ ✓  ✓ ✓ ✓ ✓ ✓ 

Baiting *    ✓  ✓   

Smishing *   ✓  ✓ ✓  ✓ 

Vishing     ✓ ✓  ✓ ✓ 

Quid pro quo *         

Tailgating     ✓    ✓ 

Watering Hole          

Social Media 
Manipulation 

* ✓ ✓ ✓  ✓ ✓ ✓ ✓ 

Note: * Indicates the use of AI engineering techniques in the respective social engineering attack. 

Source: Association of Certified Fraud Examiners (ACFE, 2024). 

Critically, the analysis above demonstrates that no single defensive strategy is sufficient to address these evolving threats. Effective countermeasures 

must be multi-layered, incorporating technical safeguards, behavioural interventions, continuous awareness training and strong inter-agency 

collaboration. This study's structured evaluation of nine distinct social engineering attacks provides a foundation for the conclusions and 

recommendations in Section 5. The analysis outlines both the persistent challenges and strategic priorities forensic professionals, cybersecurity 

experts and policymakers face when seeking to combat increasingly sophisticated forms of deception 
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2.6 Conclusion 

Building on the insights gained from this comparative analysis, the following conclusion 

synthesises the key findings of the study and demonstrates how the research has successfully 

met its objectives. Specifically, the study has critically examined the various types of social 

engineering attacks, explored their psychological and operational underpinnings and analysed 

their correlation with emerging fraud trends and the growing use of AI in cybercrime. In doing so, 

it provides a comprehensive understanding of how social engineering techniques are evolving 

and outlines the implications for detection, prevention and forensic investigation. 

This study has examined the various types of social engineering attacks, highlighting their 

methods, psychological foundations and real-world implications. Through a qualitative approach, 

the research provides a comprehensive understanding of social engineering tactics, detailing the 

motives behind cybercriminals' use of these deceptive practices. This study has effectively 

identified and categorised each attack type through analysing different social engineering attacks, 

including phishing, pretexting, baiting, smishing, vishing, quid pro quo, tailgating, watering hole 

attacks and social media manipulation, explaining how cybercriminals exploit human 

vulnerabilities to achieve their objectives. 

The rise in financial fraud observed in 2024 underscores the growing threat posed by social 

engineering in the digital age. High-impact schemes such as pig butchering, synthetic identity 

fraud and AI-enhanced phishing demonstrate how attackers leverage emerging technologies to 

execute increasingly complex and convincing deception campaigns. The integration of deepfake 

technology and generative AI into social engineering strategies has intensified the difficulty of 

detecting and preventing such attacks, challenging even the most robust security systems. 

Considering these developments, the role of interdisciplinary expertise becomes increasingly 

essential. Cybersecurity professionals, forensic accountants, behavioural analysts and 

policymakers must work collaboratively to address the multidimensional threat posed by social 

engineering-based financial crime. Greater emphasis on behavioural forensics, AI-driven threat 

detection and targeted public awareness campaigns is needed to adapt to this evolving threat 

landscape. Moreover, in the context of minimal legal deterrence and limited public understanding, 

cybercriminals are enabled to continually refine their techniques. Legislative intervention, 

supported by cross-sector collaboration and global policy development, is imperative to enhance 

deterrence, improve accountability and establish a cohesive international response to this 

growing threat. 
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In closing, this research contributes to the growing body of cybersecurity literature by offering a 

detailed exploration of social engineering’s psychological foundations, operational methods and 

emergent trends. It underscores the critical importance of understanding attacker motivations and 

victim susceptibilities to inform evidence-based defence strategies. Future research should focus 

on refining the classification of social engineering attacks, particularly by distinguishing between 

human-based and computer-based tactics, and developing advanced detection and response 

frameworks that support the prevention, investigation and forensic analysis of such attacks. 

Given the increasingly complex nature of social engineering attacks, particularly with the 

integration of AI and the rise in financially motivated fraud, future research should also prioritise 

adaptive, interdisciplinary strategies to combat and anticipate emerging threats across digital 

environments. Critical areas for exploration include deepfake-enabled fraud, AI-assisted 

impersonation and the generation of synthetic identities, all of which signal the future trajectory of 

these attacks. Concurrently, the advancement of AI-driven detection systems, behavioural 

analytics and responsive legal frameworks will be vital in addressing the evolving nature of these 

attacks. Ultimately, it is only through a coordinated, multidisciplinary approach that the persistent 

and growing risks posed by social engineering can be effectively mitigated. 

  



 

41 

CHAPTER 3 ARTICLE 2 

Identifying social engineering attacks: A critical analysis of legal, psychological, 

criminological, and cybersecurity perspectives 

 

Journal details: Journal of Financial Crime 

ISSN: 1359-0790 

Emerald Publishing 

 

  



 

42 

Identifying social engineering attacks: A critical 

analysis of legal, psychological, criminological, 

and cybersecurity perspectives 

Abstract 

Purpose – This study aims to critically analyse the nature of social engineering attacks and 

examine how behavioural, legal, psychological, criminological and cybersecurity perspectives 

contribute to understanding and addressing this growing threat. It seeks to identify the underlying 

mechanisms of manipulation employed by cybercriminals and to evaluate the vulnerabilities they 

exploit, thereby supporting the development of holistic countermeasures. 

Design/methodology/approach – The research adopts a qualitative methodology through a 

systematic literature review. This includes the analysis of peer-reviewed journal articles, 

academic dissertations and reports from trusted institutions. A multidisciplinary perspective is 

applied to investigate social engineering attacks, drawing on theoretical frameworks from law, 

psychology, criminology and cybersecurity. The study critically evaluates the various types of 

attacks, victim vulnerabilities and deception strategies and explores how emerging technologies 

such as artificial intelligence influence the evolution of these attacks. 

Findings – There is a critical need to establish preventative measures to effectively prevent social 

engineering attacks. The study highlights various preventative techniques aimed at reducing 

these social engineering attacks while enhancing cybersecurity policies and practices. 

Originality/value – This paper addresses a critical gap in the literature by providing an 

interdisciplinary analysis of social engineering attacks. While prior studies have focused on single-

discipline approaches, this research offers a holistic examination that integrates legal, 

psychological, criminological and technical dimensions. The findings provide valuable insights for 

policymakers, cybersecurity professionals and organisational leaders seeking to support human 

and systemic defences against deception-based threats in an increasingly digital world. 

Keywords – Cybercrime, criminological analysis, cybersecurity, legal frameworks, psychological 

manipulation, social engineering, social engineering attacks 

Paper type – Critical review  
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3.1 Introduction and background 

Social engineering remains one of the most effective and difficult to detect cybersecurity threats 

due to its reliance on manipulating human cognition and emotion rather than exploiting technical 

system vulnerabilities (Venkatesha et al., 2021:8). While digital advancements have improved 

connectivity and efficiency, they have also facilitated criminal opportunities that are psychological 

and behavioural in nature, contributing to financial losses, societal instability and national security 

threats (Ramadani et al., 2018:343). In the South African context, this convergence of human 

manipulation and digital exposure has contributed to an alarming rise in cybercrime, undermining 

trust in both public and private digital infrastructures and stalling economic growth. 

Cybercriminals routinely exploit psychological triggers, such as fear, urgency, curiosity and 

empathy, to deceive users into performing harmful actions like clicking malicious links, sharing 

credentials or downloading infected files (Bishnoi et al., 2023:685; Bitaab et al., 2020:1). These 

actions often bypass technical safeguards entirely, leading to unauthorised access, data 

breaches, identity theft and legal or reputational consequences (Abe & Soltys, 2019:825). 

However, the threat extends beyond psychological manipulation alone. From a criminological 

standpoint, social engineering is driven by calculated offender behaviour, rooted in rational choice 

theory, opportunity structures and the low perceived risk of detection or prosecution. The success 

of these attacks often reflects deficiencies in law enforcement, insufficient deterrents and a lack 

of offender profiling within current institutional frameworks. 

Contributing to this vulnerability are cognitive-behavioural factors such as poor cybersecurity 

literacy, unawareness of attack consequences, behavioural complacency and a lack of collective 

responsibility regarding digital security (Junger et al., 2017:75). These factors are exacerbated by 

social dynamics, such as conformity bias and peer imitation, especially prevalent on social media 

platforms. The widespread use of digital and mobile technologies has intensified these 

challenges, increasing exposure to manipulative content, misinformation and deception 

campaigns (Murire et al., 2021:1). Additionally, the rapid evolution of hacking techniques and the 

increasing availability of sophisticated cybercrime tools have made it more challenging to 

effectively combat social engineering attacks (Nicholls, Kuppa & Le-Khac, 2021:163966). As new 

attack vectors emerge, the criminogenic environments created by social networks like LinkedIn, 

Twitter, Facebook, Snapchat and WhatsApp provide significant opportunities for exploitation. This 

allows cybercriminals to gather intelligence, impersonate victims and build trust before launching 

attacks (Rathod et al., 2025:2). 

These attacks reflect interdisciplinary failures: psychological vulnerabilities are targeted through 

criminological insight, while legal enforcement lags behind the speed and creativity of technical 
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exploitation. For example, the commodification of personal data on digital platforms, coupled with 

poor regulatory oversight, enables large-scale profiling and manipulation. The inadequacy of 

technical protections, such as outdated firewalls or ineffective spam filters, is reflected by 

insufficient legislative enforcement, especially where the law fails to account for the behavioural 

intricacies of social engineering. Even when laws such as the Cybercrimes Act 19 of 2020 

(hereinafter referred to as “Cybercrimes Act”) and the Electronic Communications and 

Transactions Act 25 of 2002 (hereinafter referred to as the “ECTA”) provide a regulatory basis for 

prosecution, challenges in evidentiary standards, jurisdictional enforcement and user awareness 

limit their practical effect (Zweni & Yan, 2022:36). 

Cybercrime operates within a structured behavioural framework involving three interrelated 

elements: 

• A victim, selected based on vulnerability and access. 

• A motive, typically financial gain or exploitation of social capital. 

• A vulnerability or opportunity, exploited through deception and trust violations (Bitaab et al., 

2020:2). 

This tripartite structure reflects a convergence of criminological decision-making, psychological 

targeting, technological execution and legal ambiguity. Therefore, effective mitigation requires 

more than legal provisions; it necessitates coordinated responses across these four domains. 

While South Africa has taken important legislative steps, these must be met with behavioural 

resilience strategies, predictive criminological frameworks and adaptive cybersecurity 

infrastructure. 

In conclusion, the persistent rise in social engineering attacks in South Africa demands a 

comprehensive interdisciplinary response. Laws must evolve to reflect behavioural science. 

Security programmes must account for psychological manipulation. Law enforcement must be 

trained in cyber-specific offender typologies. Technical systems must be integrated with user-

focused education. Only through this synergistic approach can South Africa begin to reduce the 

impact of social engineering and build a resilient digital society. 

3.1.1 The lifecycle of social engineering attacks 

Social engineering attacks have become one of the most insidious and pervasive threats, 

leveraging the trust users place in digital resources. Cybercriminals manipulate emotional triggers 

such as greed, fear, empathy and curiosity, which can lead victims to unwittingly authorise access 

to sensitive personal and financial information (Rathod et al., 2025:2; Junger et al., 2017:77). 
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Consequently, safeguarding social media platforms against such attacks has become an 

increasingly urgent challenge, especially as social engineering is often the initial step in gaining 

unauthorised access to systems. 

A typical social engineering attack progresses through several key stages: 

• First, the investigation phase involves gathering publicly available data from social media 

profiles, job platforms and other digital traces to personalise the attack and increase its 

effectiveness. 

• In the planning phase, cybercriminals develop strategies to exploit identified vulnerabilities, 

choosing the most convincing attack method, such as phishing or impersonation. 

• During the contact phase, attackers reach out to their target using phishing emails, 

fraudulent phone calls or deceptive text messages to build trust and manipulate the victim 

into taking harmful actions. 

• Finally, in the execution phase, attackers collect sensitive data such as login credentials or 

financial information or deploy malware, all while carefully avoiding detection from security 

systems (Rathod et al., 2025:2). 

Following this understanding of the lifecycle of social engineering attacks — where attackers 

methodically investigate, contact, manipulate and extract information from victims while avoiding 

detection — it becomes clear that no single layer of defence is sufficient. The multiphase nature 

of these attacks highlights the need for legislative interventions, such as South Africa’s ECTA and 

Cybercrimes Act, to work in tandem with organisational policies and user-focused education 

initiatives. This clarity emerges from recognising that attackers exploit gaps not only in technology 

but also in legal enforcement and employee awareness. Therefore, a coordinated response is 

necessary: legislation establishes accountability, policies formalise procedures and education 

empowers individuals to identify and resist manipulation. Organisations will remain vulnerable to 

the sophisticated tactics employed by cybercriminals without this layered approach. 

This lifecycle of a social engineering attack highlights the complex and multi-layered nature of 

these threats, emphasising the need for comprehensive organisational defences that combine 

technical controls with heightened user awareness. As users continue to engage extensively with 

social media platforms in both personal and professional capacities, the boundary between social 

interaction and cyber risk becomes increasingly distorted, demanding adaptive and proactive 

security strategies. Several key factors are discussed below, along with potential interventions to 

mitigate associated social engineering attacks. 
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3.1.2 Mitigation approaches for social engineering attacks  

Social engineering attacks continue to pose significant threats to organisations by exploiting 

human psychology, organisational vulnerabilities and technological gaps. Addressing these 

attacks requires a multifaceted prevention strategy that integrates human-focused education, 

behavioural insights, technological defences and robust organisational policies. As attackers 

increasingly manipulate human emotions such as fear, urgency, curiosity and greed, a 

comprehensive approach is necessary to build resilience against evolving social engineering 

tactics (Salahdine & Kaabouch, 2019:11; Sethi, 2022:1031-1032). 

A foundational element of social engineering prevention is strengthening organisational resilience 

by fostering a transparent and security-conscious culture. Rather than positioning education as a 

corrective response to individual shortcomings, research highlights the importance of continuous 

reinforcement, shared learning and visible organisational commitment to cybersecurity (Junger et 

al., 2017:77). Social engineers exploit common human tendencies, including trust, routine 

behaviour and cognitive shortcuts. These vulnerabilities are universal rather than exceptional, 

and effective mitigation requires collective awareness rather than individual blame. 

Accordingly, organisations should normalise discussions around social engineering incidents and 

near-misses, treating them as learning opportunities rather than failures. Open communication 

ensures that employees understand how attacks occur in real-world contexts and how 

behavioural manipulation unfolds in practice. By making social engineering attempts visible within 

the organisation, individuals are better equipped to recognise similar patterns in future 

interactions. 

Furthermore, organisational culture plays a decisive role in shaping secure behaviour. Where 

productivity pressures dominate and security concerns are marginalised, employees may ignore 

warnings or replicate risky practices observed in peers (Junger et al., 2017:77). A culture that 

actively encourages reporting, transparency and shared responsibility reduces stigma and 

strengthens collective vigilance. 

To operationalise this approach, organisations should implement comprehensive cybersecurity 

awareness programmes that extend beyond theoretical instruction. These programmes should 

incorporate realistic phishing simulations, scenario-based exercises and contextual security 

guidance to develop practical judgement and critical thinking. Importantly, employees should be 

encouraged to report suspicious activities without fear of sanction, ensuring that reporting 

mechanisms function as tools for organisational learning rather than disciplinary control 

(Salahdine & Kaabouch, 2019:11). Regular awareness initiatives, dissemination of anonymised 
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incident examples and structured onboarding for new staff reinforce cybersecurity as an 

embedded organisational priority rather than a reactive obligation (Sethi, 2022:1031-1032). 

Beyond human-centric interventions, technological defences are vital. The implementation of two-

factor authentication (2FA) remains one of the most effective safeguards against phishing attacks, 

as it requires two forms of verification — typically a password and a physical device — which 

significantly reduces the likelihood of unauthorised account access (Fakieh & Akremi, 2022). In 

parallel, robust email security measures, such as encrypted gateways, spam filters and honeypot 

email accounts, play an essential role in blocking phishing emails and malicious attachments 

before they can reach end-users (Salahdine & Kaabouch, 2019:11). These systems should be 

regularly updated and integrated with real-time threat detection capabilities, such as AI-powered 

anomaly detection, which can identify malicious patterns and alert users to potential threats. 

Physical security is widely recognised in the literature as an important layer of defence against 

social engineering tactics, particularly those involving physical intrusion or observation, such as 

tailgating, dumpster diving and shoulder surfing. Organisations should implement strict access 

control protocols, employ biometric verification, monitor facilities with video surveillance and train 

staff to challenge unauthorised individuals (Fakieh & Akremi, 2022). In high-security 

environments, advanced systems such as man-trap authentication and single-person turnstiles 

may be deployed to further prevent unauthorised entry (Watson, Mason & Ackroyd, 2014). 

Additionally, employees must be trained to securely dispose of sensitive documents and digital 

media, ensuring that confidential information cannot be retrieved from discarded materials. 

Complementary to these strategies, research highlights the importance of promoting good 

password hygiene, prohibiting password reuse across personal and professional accounts and 

maintaining up-to-date antivirus and anti-malware protection (Bishnoi et al., 2023:685). 

Vulnerability assessments focused on social engineering attacks have proven useful in identifying 

departments or individuals most at risk, allowing organisations to tailor awareness programmes 

accordingly. Simulated attacks and penetration testing have also been shown to strengthen 

defences by revealing vulnerabilities in both technical systems and human behaviour (Sethi, 

2022:1031-1032). 

Moreover, advanced technological solutions are increasingly necessary to counteract 

sophisticated social engineering attacks. Biometrics, such as fingerprint or facial recognition, 

provide stronger identity verification (Salahdine & Kaabouch, 2019:11). AI systems, capable of 

learning from ongoing attack patterns, add an adaptive layer of protection, identifying threats and 

automatically adjusting security protocols as needed (Rathod et al., 2025:25; Arshey & Angel Viji, 

2021:355). 
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In essence, the mitigation of social engineering attacks cannot rely on siloed responses. Technical 

defences alone are insufficient if employees lack awareness; awareness efforts are limited without 

legal backing; and laws are ineffective without a criminological understanding of how attackers 

adapt. Therefore, a successful prevention strategy must be integrated and interdisciplinary — one 

that empowers individuals, strengthens systems, aligns organisational behaviours and leverages 

legal authority to create a hostile environment for cybercriminals. Only through such a 

comprehensive approach can organisations hope to withstand the evolving threat landscape of 

social engineering. 

3.2 Motivation 

Cybersecurity threats, particularly social engineering attacks, have become a growing concern in 

South Africa, posing significant risks to individuals, businesses and governmental institutions. 

Social engineering attacks exploit human vulnerabilities rather than technical system 

weaknesses, making them particularly insidious and difficult to detect (Venkatesha et al., 2021:8). 

Methods such as phishing, pretexting, baiting and impersonation enable attackers to bypass even 

advanced defences by manipulating trust, emotion or authority (Bishnoi et al., 2023:685). The 

consequences extend beyond individual victims, influencing broader institutional systems, 

resulting in financial loss, reputational damage, legal exposure and public safety risks (Abe & 

Soltys, 2019:825). 

Although legal frameworks such as the Cybercrimes Act and the ECTA aim to criminalise and 

deter cybercrime, South Africa continues to face increasing rates of cyber-related fraud and 

identity theft. This exposes gaps in not only legislation and enforcement, but also in the 

psychological preparedness of users, criminological understanding of attacker behaviour and the 

technical capabilities of organisations (Zweni & Yan, 2022:36). Specifically, the over-reliance on 

technological defences has resulted in inadequate attention to behavioural vulnerabilities, 

particularly in an environment where social media usage and digital communication have 

expanded the attack surface (Murire et al., 2021:1). Given the rapid evolution of cyber threats, 

coupled with the increased accessibility of hacking tools and the growing sophistication of 

cybercriminals, traditional security measures have proven inadequate in preventing social 

engineering attacks (Nicholls et al., 2021:163966). 

A critical component of mitigating social engineering lies in addressing individual cognitive and 

emotional vulnerabilities, including limited awareness, impulsivity, trust biases and decision 

fatigue. These psychological dimensions are routinely exploited through persuasive 

communication and urgency triggers (Junger et al., 2017:75). However, psychological 

susceptibility alone cannot fully explain the threat. From a criminological perspective, attackers 
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often act based on rational assessments of opportunity, reward and risk — suggesting that 

deterrence strategies, offender profiling and social context must also be considered in 

preventative responses (Bitaab et al., 2020:2). Meanwhile, technical controls such as intrusion 

detection systems and behavioural analytics remain essential but must operate in synergy with 

human and legal defences (Murire et al., 2021:3). 

This study is motivated by the need to address a persistent gap in the existing literature: the lack 

of an integrated framework that examines how law, psychology, criminology and cybersecurity 

interact to shape South Africa’s resilience to social engineering threats. While most prior studies 

explore these disciplines in isolation — focusing either on legal compliance, technological 

defence, or psychological manipulation — few analyse how their combined limitations create 

opportunities for cybercriminal exploitation. This research, therefore, adopts an interdisciplinary 

perspective to advance understanding of how interrelated vulnerabilities, such as legal loopholes, 

offender motivation, psychological manipulation and technological fragility, jointly enable social 

engineering attacks. 

Accordingly, the study is driven by the need to critically assess South Africa’s response to these 

threats through a multifaceted perspective that reflects their real-world complexity. Integrating 

insights from multiple disciplines, the research not only identifies where gaps remain, such as 

insufficient user education, reactive law enforcement, and the absence of psychological 

deterrents, but also establishes a conceptual foundation for more coordinated policy and practical 

interventions. This motivation underpins the later discussion, which applies these four 

perspectives to analyse how South Africa can more effectively combat social engineering in a 

digital society. 

Given the increasing sophistication of social engineering tactics and their ability to exploit both 

systemic and individual weaknesses, this research evaluates whether South Africa’s current 

legislative tools, enforcement protocols, public awareness initiatives and technical safeguards are 

adequately aligned. It further assesses whether interventions are behaviourally informed and 

criminologically sound, drawing on both national case studies and global best practices to 

establish context-sensitive recommendations. 

This study aims to advance the national discourse on cybersecurity through an integrated 

framework that synthesises legal reform, psychological insight, criminological theory, and 

cybersecurity strategy. The outcomes will inform targeted interventions, including legislative 

amendments, awareness campaigns, offender-focused deterrence and advanced technical 

countermeasures. These measures aim to enhance South Africa’s resilience to the evolving and 

multifaceted threat of social engineering. 
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3.3 Research methodology 

This study employs a qualitative research design, underpinned by a comprehensive 

interdisciplinary critical review, to evaluate South Africa’s approach to combatting social 

engineering attacks. While the legal framework, particularly the Cybercrimes Act and the ECTA, 

serves as a core focus, the study goes beyond mere statutory analysis. It systematically integrates 

legal, psychological, criminological, and cybersecurity perspectives to provide a comprehensive, 

multidimensional critique of current national responses to these evolving threats. 

The research draws upon secondary data sources, including peer-reviewed journal articles, 

legislative instruments, case law, policy reports, cybersecurity guidelines, psychological studies 

on human susceptibility and criminological theories of cyber-offender behaviour. This ensures 

that the critical review not only assesses regulatory coherence and enforcement challenges but 

also critically investigates human behaviour patterns, offender typologies and the technological 

vectors that enable manipulation and exploitation in social engineering attacks. 

In order to capture the complexity of the threat landscape and the societal response mechanisms, 

the study is structured around four interconnected analytical perspectives: 

• Legal analysis evaluates the scope, clarity and enforceability of South Africa’s statutory and 

policy frameworks, including procedural limitations and evidentiary challenges in 

prosecuting cyber-facilitated deception. 

• Psychological inquiry investigates emotional and cognitive vulnerabilities, such as fear, 

urgency, trust, and authority bias, that are systematically exploited by social engineers. It 

also examines individual and organisational blind spots in digital behaviour. 

• Criminological exploration assesses offender behaviour, motivation and decision-making 

processes, drawing on theories such as rational choice, routine activity and situational crime 

prevention. It also examines enforcement challenges and systemic gaps in offender 

identification and deterrence. 

• Cybersecurity evaluation contextualises the technical mechanisms by which social 

engineering attacks are deployed, such as phishing, pretexting and malware distribution, 

and assesses the efficacy of existing organisational defences and threat detection 

protocols. 

The study adopts an interdisciplinary framework to ensure a methodologically coherent and 

conceptually balanced approach, reflecting the true nature of social engineering as a 

phenomenon that is simultaneously legal, behavioural, criminal, and technological. The research 
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identifies not only where the law falls short but also where behavioural interventions, 

criminological insights and technical safeguards can complement legal reforms. 

This interdisciplinary review, supported by peer-reviewed journals, policy documents and 

comparative case studies, will help identify gaps in South Africa’s current framework and suggest 

context-sensitive reforms to enhance national cybersecurity resilience. It also highlights areas for 

future interdisciplinary research and capacity building across the public and private sectors to 

strengthen South Africa’s cyber resilience in an increasingly digitised threat environment. 

The discussion that follows is deliberately organised around four interconnected analytical 

perspectives, cybersecurity, criminology, psychology and law, to ensure that the complexity of 

social engineering attacks is fully captured. Each perspective brings a distinct dimension: 

• Cybersecurity perspectives contextualise the technical methods by which attacks are 

launched and highlight the organisational defences required. 

• Criminological insights examine offender motivation, opportunity structures and behavioural 

patterns that underpin these attacks. 

• Psychological inquiry explores cognitive and emotional vulnerabilities that offenders exploit, 

such as fear, urgency or trust. 

• Legal analysis establishes the statutory and policy frameworks that define, prohibit and 

penalise social engineering practices. 

This structure ensures that the study avoids a siloed assessment and instead offers an integrated 

evaluation of how these domains interact to shape resilience against social engineering. 

Although all four perspectives are essential, the legal dimension receives particular attention, 

reflecting the recognition that legislation and enforcement constitute the principal means for 

accountability in addressing cyber-enabled offences. Laws not only set boundaries for acceptable 

behaviour but also determine the capacity of state and institutional actors to prosecute offenders, 

deter future crimes and protect victims. However, legal instruments are most effective when they 

are contextualised by technical feasibility, criminological theory and psychological understanding. 

For this reason, the discussion foregrounds the legal framework, while continuously linking it to 

technological, criminal and behavioural insights. 

3.4 Analytical framework for the discussion 

This section outlines the analytical framework that structures the forthcoming discussion, 

explaining how the study integrates insights from four complementary disciplines, law, 
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psychology, criminology and cybersecurity, to evaluate South Africa’s capacity to combat social 

engineering attacks. Each analytical perspective offers a distinct yet interconnected perspective: 

the legal dimension defines statutory boundaries and enforcement mechanisms; the 

psychological dimension examines cognitive biases and emotional triggers that increase victim 

susceptibility; the criminological dimension explores offender motivation, deterrence and 

opportunity structures; and the cybersecurity dimension focuses on technological resilience, 

organisational defences and digital risk management. 

Combining these perspectives, the discussion moves beyond a conventional critical review to 

achieve a systematic analytical synthesis that critically examines how these domains interrelate 

to influence national and organisational resilience. While all four perspectives are integral to 

understanding the phenomenon, greater emphasis is placed on the legal dimension, reflecting its 

centrality as the primary mechanism for accountability, deterrence and regulatory coherence. This 

emphasis, however, remains balanced by continuous reference to the behavioural, criminological 

and technical contexts that determine how law functions in practice. 

The framework, therefore, ensures that the discussion avoids disciplinary isolation and instead 

integrates converging insights from interdisciplinary cybersecurity research, where conceptual 

synthesis replaces siloed analysis. The study demonstrates that effective prevention of social 

engineering requires not only legislative precision but also an appreciation of the psychological 

and criminological dynamics that underpin digital manipulation. This interdisciplinary foundation 

directly informs the following section, which explores integrated strategies for combatting and 

preventing social engineering attacks. 

3.5 Combatting and preventing social engineering attacks 

In order to effectively combat and prevent social engineering attacks, it is essential to adopt a 

holistic approach that draws on multiple disciplinary insights and regulatory mechanisms. 

Understanding these attacks requires more than a technical perspective; it demands 

consideration of human behaviour, social dynamics and organisational vulnerabilities. 

Interdisciplinary perspectives, therefore, provide a valuable perspective through which to analyse 

the psychological and sociocultural factors that make individuals and systems susceptible to 

manipulation. 

Following this, an exploration of the legal frameworks addressing social engineering reveals how 

existing laws attempt to regulate such attacks and where legislative gaps persist. This section 

begins by examining these interdisciplinary perspectives before turning to the legal mechanisms 

designed to address and deter social engineering attacks. 
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3.5.1 Interdisciplinary perspectives on social engineering attacks 

As outlined in the research methodology section, this analysis adopts a multidisciplinary approach 

to ensure a comprehensive understanding of social engineering attacks. Given their complexity, 

combining legal gaps, behavioural manipulation, criminal intent and technical exploitation, it is 

essential to explore them through the combined perspectives of law, psychology, criminology and 

cybersecurity. 

Each discipline contributes uniquely to identifying the methods, motives, impacts and preventative 

strategies underpinning social engineering. This structured approach supports a nuanced 

evaluation of how these attacks operate and how they can be mitigated through targeted reforms. 

The following subsections apply these perspectives to critically examine the techniques, enablers 

and countermeasures discussed throughout the research. 

3.5.1.1 Cybersecurity perspectives 

From a cybersecurity standpoint, social engineering attacks are a significant threat due to their 

exploitation of human vulnerabilities rather than technical system flaws. Attackers use methods 

such as phishing, pretexting, baiting and deepfake technology to deceive users and bypass even 

the most sophisticated security infrastructures (Ali, 2025:2295). For example, deepfake attacks 

now allow cybercriminals to replicate voices or visual likenesses, enhancing impersonation scams 

and making fraudulent communications more convincing than ever. These manipulative tactics 

enable cybercriminals to gain unauthorised access to sensitive information, systems and financial 

resources (Hossain, 2023). 

Cybersecurity frameworks aim to defend against such attacks through a combination of technical 

controls, such as multifactor authentication (MFA), email filtering and intrusion detection systems 

(Ali, 2025:2296; Hossain, 2023; Pham & Vu, 2024). However, the effectiveness of these 

measures relies significantly on the end-user’s ability to recognise and resist social engineering 

attempts. Consequently, cybersecurity strategies must prioritise continuous user education, 

simulated phishing exercises and real-time threat detection to combat these evolving attacks 

successfully (Hossain, 2023). 

3.5.1.2 Criminological insights 

From the criminological perspective, social engineering attacks can be understood within the 

broader context of cybercrime behaviour and offender motivation. Criminological theories, such 

as Routine Activity Theory and Rational Choice Theory, help explain why cybercriminals target 

specific individuals or organisations (Holt et al., 2018:1723; Lee et al., 2021:510). These theories 
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suggest that attackers assess opportunities based on the perceived likelihood of success, 

weighing the risks of detection against potential rewards. 

In the case of occupational fraud and global cybercrimes, such as BEC and investment scams, 

social engineering is often the primary tool for initiating and executing these offences (Siu et al., 

2024:444). Deepfake technologies are increasingly being used in BEC scams to impersonate 

executives and authorise fraudulent transactions, demonstrating the convergence of social 

engineering with advanced technologies to facilitate high-value crimes (Ali, 2021:326; Lee et al., 

2021:523). 

Understanding offender profiles, motives and behaviours enables organisations to implement 

more targeted preventative measures, such as identity verification processes, fraud detection 

algorithms and stricter internal controls, to reduce opportunities for these crimes to occur (Holt et 

al., 2018:1735; Lee et al., 2021:524; Siu et al., 2024:454). 

3.5.1.3 Psychological manipulation 

Psychology plays a central role in social engineering, as these attacks fundamentally rely on 

manipulating human emotions and cognitive biases (Birthriya et al., 2025:254; Liu et al., 2023:5). 

Cybercriminals exploit psychological triggers such as fear, urgency, curiosity, authority and greed 

to pressure victims into making impulsive decisions (Ramamoorti, 2008:527). For example, 

phishing emails may create a sense of panic by warning of account compromise, prompting the 

user to provide sensitive information without verifying the legitimacy of the request. 

Deepfakes further complicate the psychological dimension by creating hyper-realistic audio and 

video content that increases the perceived authenticity of fraudulent messages (Birthriya et al., 

2025:254; Liu et al., 2023:5). Victims are more likely to comply with requests when they believe 

they are interacting with a familiar person, such as a company executive, colleague or friend 

(Campbell, 2019:1131). 

Psychological research informs the design of social engineering awareness programmes by 

highlighting how cognitive biases influence decision-making (Longtchi et al., 2024:210). 

Interventions such as behaviour-based security training, simulated attack scenarios and cognitive 

resilience exercises help individuals recognise manipulation techniques and respond 

appropriately, reducing susceptibility to such attacks (Campbell, 2019:1141; Ramamoorti, 

2008:531). 

Furthermore, many organisations lack comprehensive, psychologically informed security-

awareness programmes that train individuals to recognise manipulation tactics and respond 
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defensively. This persistent human blind spot creates a disproportionately high return on 

investment for cybercriminals, allowing social engineering attacks to scale across industries with 

minimal technological expertise. 

Compounding this, South Africa’s enforcement ecosystem often lacks the necessary 

criminological and behavioural tools, such as behavioural threat assessment, recidivism tracking 

and community-based interventions, that could enhance both prevention and response efforts. 

Enhancing these dimensions is therefore critical to develop a national defence strategy that 

integrates law enforcement, behavioural science and organisational awareness to disrupt the 

social dynamics exploited by attackers. 

3.5.2 Legal frameworks addressing social engineering attacks 

From a legal perspective, social engineering attacks pose complex challenges, particularly in 

defining, prosecuting and penalising offenders. While various legislative instruments in South 

Africa address aspects of cybercrime and deception, this study focuses specifically on the ECTA 

and the Cybercrimes Act, due to their direct relevance and primary application to social 

engineering attacks. Other legislative instruments, such as the POPIA 4 of 2013 or the Criminal 

Procedure Act, fall outside the scope of this analysis. ECTA and the Cybercrimes Act provide the 

core legal foundation for addressing cyber-enabled offences, including mechanisms for 

prosecution and the imposition of penalties. These statutes specifically criminalise behaviours 

commonly associated with social engineering, such as phishing, pretexting and impersonation 

and impose significant penalties aimed at deterrence. 

However, despite these progressive legislative developments, South Africa continues to face 

significant challenges in effectively combatting cybercrime. Legal frameworks often struggle to 

keep pace with technological advancements, such as the use of deepfakes in fraud and 

impersonation. These innovations complicate evidence collection and attribution, making 

prosecution difficult and increasing the burden on law enforcement agencies. As Cassim 

(2011:124) notes, a fundamental difficulty in addressing cybercrime lies in the inherent nature of 

cyberspace, which transcends geographical and political boundaries. This enables cybercriminals 

to infiltrate systems across the globe with relative ease, rendering domestic legal responses 

insufficient in isolation. 

These challenges are compounded by enforcement gaps, the rapid evolution of cyber threats and 

the transnational nature of cybercriminal activities (Cassim, 2011:124). Effective legal responses, 

therefore, require not only strong legislative measures but also robust enforcement mechanisms, 

specialised training for investigators and prosecutors and international partnerships to address 
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the globalised nature of cybercrime. Given this complexity, it is imperative for South Africa to 

prioritise preventative measures over reactive prosecution. Enhancing legislative frameworks with 

harsher penalties, while simultaneously fostering multisectoral partnerships between government, 

the private sector and civil society, is essential for building a resilient cybersecurity infrastructure. 

Additionally, raising public awareness about legal rights and obligations in cyberspace can 

empower individuals to report incidents and support broader crime prevention efforts. In order to 

address these persistent challenges, sustained investment in legal reform, public education, 

capacity building for law enforcement and international cooperation is required. Such an 

integrated approach is vital to mitigating cyber threats and enhancing South Africa’s long-term 

cyber resilience. 

3.5.3 Electronic Communications and Transactions Act 25 of 2002 

The ECTA was introduced to address the inadequacies of South African common law in dealing 

with cybercrime. It aims to regulate and facilitate electronic communications and transactions in 

the public interest. The ECTA contains several sections directly relevant to combatting social 

engineering attacks, particularly those involving unauthorised access, hacking and fraudulent 

activities. 

3.5.3.1 Unauthorised access and hacking 

Section 86(4) of the ECTA prohibits the production, sale or use of software designed to bypass 

or circumvent security systems. This provision is particularly relevant to social engineering attacks 

involving phishing, credential theft and pretexting, where such tools are often employed to 

facilitate unauthorised access to systems. Violations of this section carry penalties of up to five 

years' imprisonment or a fine, serving as a legal deterrent against hacking and system intrusions 

aimed at exploiting vulnerabilities within information systems. 

3.5.3.2 Fraud, forgery and identity theft 

Section 87 of the ECTA addresses fraudulent activities, forgery and extortion, which are frequently 

executed through social engineering tactics such as phishing, impersonation and pretexting. 

Cybercriminals often manipulate victims into disclosing sensitive credentials, subsequently using 

this information to commit identity theft, financial crimes and online scams. Offenders convicted 

under this section face imprisonment of up to five years or a fine, underscoring the serious impact 

of cyber fraud on individuals and organisations. 
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3.5.3.3 Email bombing and spamming 

Section 86(5) of the ECTA criminalises the mass distribution of unsolicited electronic 

communications intended to cause disruption or harm. This provision is particularly significant in 

the context of large-scale phishing campaigns, where cybercriminals send mass emails designed 

to deceive recipients into divulging sensitive data. Offenders found guilty under this section may 

face a maximum of five years' imprisonment or a fine, aiming to limit the misuse of bulk messaging 

techniques in cybercrime. 

3.5.3.4 Unsolicited communications 

Section 45 of the ECTA regulates the distribution of unsolicited electronic messages for direct 

marketing purposes, requiring the recipient’s prior consent. While primarily targeting spam, this 

provision plays an indirect role in preventing phishing attacks, which often originate from 

unsolicited communications masquerading as legitimate correspondence. Violations of section 

45 may result in administrative fines, the severity of which depends on the scale and impact of 

the offence. 

3.5.3.5 Investigative powers 

Section 82 grants authorised cyber inspectors the power to enter premises and access 

information pertinent to cybercrime investigations, facilitating the detection and prosecution of 

social engineering attacks and related offences. However, the exercise of these powers raises 

concerns about potential infringements on constitutional rights, particularly the right to privacy, as 

protected under Section 14 of the Constitution of South Africa (1996) and the right to property, as 

outlined in section 25 of the Constitution of South Africa (1996). While no direct penalties are 

prescribed within this section, obstruction of investigations may result in criminal liability, fines or 

other legal consequences, depending on the nature of the non-compliance. 

3.5.3.6 Criticism of the ECTA’s penalties 

Although the ECTA has contributed significantly to the regulation of cybercrime, its penalties 

under section 89 have been criticised for lacking the necessary severity to deter sophisticated 

cybercriminals. For instance, most offences under section 86 carry a maximum penalty of only 

one year’s imprisonment, while more serious offences, such as denial-of-service attacks, are 

punishable by up to five years of imprisonment or a fine. 

This discrepancy in sentencing raises concerns about the adequacy of deterrents against cyber 

offences. Many critics argue that South Africa’s cybercrime laws require stricter enforcement and 
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harsher penalties to prevent repeat offences and large-scale data breaches. Consolidating the 

sentencing framework and improving law enforcement capabilities would enhance the 

effectiveness of legal measures in combatting social engineering attacks and other forms of 

cybercrime. 

3.5.4 Cybercrimes Act 19 of 2020 

The Cybercrimes Act was enacted to provide a more robust and comprehensive legal response 

to cybercrime. It aims to modernise South Africa’s legal framework and align it with international 

standards. Several provisions of this Act are specifically applicable to social engineering attacks, 

including phishing, pretexting and identity fraud. 

3.5.4.1 Unauthorised access and hacking 

Section 4 of the Cybercrimes Act criminalises unauthorised access to computer systems or data 

without proper authorisation, a common consequence of social engineering attacks. 

Cybercriminals frequently exploit human vulnerabilities through deceptive tactics, such as 

phishing, pretexting and impersonation, to obtain login credentials and infiltrate protected 

systems. Offenders found guilty under this section, face penalties of up to 10 years’ imprisonment, 

a fine, or both, serving as a significant deterrent to unauthorised access and hacking. 

3.5.4.2 Fraud and identity theft 

Section 2 of the Cybercrimes Act addresses offences such as fraud, identity theft and data 

manipulation, which are central to many social engineering schemes. Cybercriminals deceive 

victims into disclosing sensitive personal or financial information, enabling fraudulent activities 

that range from financial deception to the creation of false identities. Convictions under this 

provision carry penalties of up to ten years’ imprisonment, a fine, or both, underscoring the 

severity of identity-based cyber offences. 

3.5.4.3 Possession of data for criminal purposes 

Section 7 of the Cybercrimes Act targets individuals who possess unlawfully obtained data with 

the intent to commit further crimes, such as fraud, extortion or blackmail. This provision is 

particularly significant in the context of social engineering, where stolen credentials and personal 

information are often used to facilitate additional offences, including financial fraud and 

unauthorised transactions. Those convicted face up to ten years’ imprisonment, a fine or both, 

reinforcing protections against the misuse of stolen data. 
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3.5.4.4 Sentencing framework 

Section 10 of the Cybercrimes Act provides a flexible sentencing framework that ensures 

penalties are proportionate to the gravity of the offence. Sentences are determined based on 

factors such as the extent of harm caused, the value of compromised data and the overall impact 

on victims or organisations. Penalties under this framework range from five years to life 

imprisonment, allowing the courts to impose harsher sentences for severe crimes, such as large-

scale fraud, critical infrastructure attacks and coordinated cyber offensives. 

3.5.4.5 Reporting obligations of service providers and financial institutions 

Section 54 of the Cybercrimes Act imposes a legal obligation on ECSPs and financial institutions 

to report cybercrime incidents involving their networks or services. If such an entity becomes 

aware that its infrastructure has been used in the commission of any offence — such as unlawful 

access, interception, or data interference — it must report the offence to the SAPS without undue 

delay and, where feasible, no later than 72 hours after becoming aware of it. In addition, the entity 

is required to preserve any information that may assist SAPS in investigating the offence. 

This provision is highly relevant in the context of social engineering attacks, which often rely on 

exploiting telecommunications and financial systems to deceive victims, disseminate fraudulent 

messages, or transfer illicit funds. By mandating timely reporting and evidence preservation, 

section 54 enhances the coordination between the private sector and law enforcement, enhancing 

the state’s ability to investigate and respond to cyber-enabled offences. 

Importantly, section 54 promotes proactive incident response and ensures that critical digital 

evidence is retained during the early stages of an offence, factors that are vital in tracking the 

perpetrators of social engineering attacks. Its enforcement represents a significant step towards 

building an integrated national cybersecurity framework where public-private cooperation plays a 

central role in combatting digital attacks. 

3.5.4.6 Analysis of the Cybercrimes Act’s penalties 

As part of assessing the effectiveness of the legal framework in addressing social engineering 

attacks, this subsection critically examines the penalty provisions of the Cybercrimes Act. These 

legal deterrents form an essential part of enforcement mechanisms and contribute to the overall 

impact of legislation in combatting cyber-enabled deception. 

The combined provisions of the ECTA and the Cybercrimes Act establish a comprehensive legal 

framework to combat social engineering attacks in South Africa. These statutes provide a strong 
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foundation for prosecuting cybercriminals by addressing critical areas such as fraud, forgery, 

unauthorised access and deceptive communications. The Cybercrimes Act, in particular, 

represents a significant advancement over the ECTA by introducing stricter penalties – including 

sentences of up to life imprisonment for severe offences – and modernised provisions that align 

with contemporary cyber threats. 

However, despite these legal developments, enforcement challenges persist. Gaps remain in 

addressing physical social engineering tactics, such as tailgating, which exploit weaknesses in 

organisational security rather than digital vulnerabilities. Effective implementation of these laws 

requires augmenting investigative capabilities, fostering inter-agency collaboration and 

enhancing cybersecurity awareness through organisational training and robust security policies. 

South Africa can reduce its vulnerability to social engineering attacks and build greater resilience 

against an increasingly sophisticated cyber threat landscape by integrating legal deterrents with 

proactive security measures. 

3.5.5 Application of legislation to social engineering attacks 

This section examines the combined effect of the ECTA and the Cybercrimes Act as the 

cornerstone of South Africa’s legal response to social engineering attacks. Together, these 

legislative instruments provide a comprehensive framework for addressing cybercrime by 

targeting key elements commonly exploited by social engineers, including unauthorised access, 

identity fraud, data breaches and the manipulation of victims into disclosing sensitive information. 

3.5.5.1 Combatting phishing attacks 

Phishing is one of the most prevalent forms of social engineering, in which cybercriminals deceive 

individuals through fraudulent emails, messages or websites to extract sensitive information such 

as login credentials and banking details. The ECTA and Cybercrimes Act both play critical roles 

in combatting phishing. 

Section 45 of the ECTA, while originally intended to regulate unsolicited marketing 

communications, is particularly relevant to phishing prevention, as many phishing attempts 

originate from unauthorised electronic communications. This provision helps reduce opportunities 

for phishing attacks by restricting unsolicited emails without prior consent. 

Complementing this, the Cybercrimes Act strengthens protections through section 2, which 

criminalises fraudulent misrepresentation used to unlawfully obtain money, personal information 

or access to systems. Additionally, section 7 criminalises the possession of unlawfully obtained 

data, ensuring that stolen credentials and personal data from phishing attacks are also subject to 



 

61 

legal penalties. Offenders convicted under these provisions may face imprisonment of up to 10 

years, a fine, or both, establishing strong deterrents against phishing schemes. 

3.5.5.2 Combatting tailgating and unauthorised physical access 

Tailgating, or piggybacking, is a physical social engineering technique whereby an unauthorised 

individual gains access to restricted areas by following an authorised person. While primarily a 

physical security concern, South African law addresses its digital implications when such 

unauthorised access leads to breaches of computer systems. 

Section 86(4) of the ECTA criminalises any act of bypassing security measures to gain 

unauthorised access to a computer system, which applies if tailgating results in intrusion into 

secure digital infrastructure. Similarly, the Cybercrimes Act section 4 explicitly prohibits 

unauthorised access to any computer system or data, regardless of how entry is achieved. These 

provisions ensure that cybercriminals exploiting physical vulnerabilities to compromise digital 

systems are held legally accountable, with penalties of up to ten years' imprisonment, a fine, or 

both. 

3.5.5.3 Combatting pretexting and impersonation 

Pretexting involves fabricating scenarios or assuming false identities to manipulate victims into 

disclosing confidential information, often through fraudulent calls, emails or impersonation scams. 

South African legislation addresses such deceptive practices through overlapping provisions in 

both the ECTA and Cybercrimes Act. 

Section 87 of the ECTA directly criminalises fraudulent misrepresentation and forgery for personal 

or financial gain, which applies to many pretexting schemes. The Cybercrimes Act further 

reinforces this through section 2, which covers identity theft and misrepresentation, ensuring that 

both digital and physical impersonation attacks fall within its scope. Additionally, section 10 of the 

Cybercrimes Act allows courts to consider the severity of harm caused — financial, reputational, 

or psychological — when determining sentences, ensuring proportionate punishment for more 

sophisticated or damaging attacks. Convictions for these offences may result in imprisonment for 

up to 10 years, a fine or both, reflecting the seriousness of pretexting and impersonation tactics 

within social engineering. 

3.6 Conclusion 

The combined legislative force of the ECTA and the Cybercrimes Act provides a robust legal 

foundation for combatting social engineering attacks in South Africa. While the ECTA introduced 
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critical provisions such as anti-hacking clauses and the designation of cyber inspectors, the 

Cybercrimes Act enhanced this framework through stricter penalties and broader offence 

categories, offering a more comprehensive legal response to evolving cyber threats. 

However, the effectiveness of these legislative measures, as assessed through this study’s 

literature-based comparative analysis, relies significantly on implementation and enforcement 

practices. These include continuous investment in cybersecurity training, strengthened inter-

agency coordination and improved public awareness. Without these supporting structures, even 

the strongest legal provisions may fall short in practice. South Africa can enhance its national 

resilience to social engineering and better protect individuals and businesses from exploitation by 

integrating legal deterrents with proactive organisational strategies. 

The increasing prevalence of social engineering attacks presents a significant challenge to 

individuals, businesses and government institutions. These attacks, rooted in psychological 

manipulation rather than technological exploitation, have led to substantial financial losses, 

reputational harm and data breaches. Despite the presence of the ECTA and the Cybercrimes 

Act, enforcement gaps, insufficient awareness and the growing sophistication of cybercriminal 

tactics continue to hinder progress. 

This study assessed South Africa’s approach to combatting social engineering attacks through 

an interdisciplinary analytical framework that integrates legal, psychological, criminological and 

cybersecurity perspectives. While the primary focus was analytical, the insights drawn from this 

interdisciplinary approach also inform potential strategies for strengthening South Africa’s 

legislative, organisational and behavioural defences against such attacks. 

A key insight from the research — supported by legal, psychological, criminological and 

cybersecurity literature — is that legislation alone is insufficient to mitigate the risks posed by 

social engineering. As demonstrated in section 4, which analysed social engineering through 

these four perspectives (4.1.1 Cybersecurity perspectives, 4.1.2 Criminological insights, 4.1.3 

Psychological manipulation and 4.2 Legal frameworks), an interdisciplinary integration is required 

to address both human and systemic vulnerabilities effectively. The success of legal interventions, 

including the Cybercrimes Act, depends on robust enforcement, cross-sector collaboration and 

proactive, human-centred defences. These include security-awareness training, behaviourally 

informed interventions and technical safeguards. 

The role of organisations in fostering a “human firewall” culture is particularly critical, as 

employees often represent the most vulnerable entry point in social engineering schemes. 

Structured training, phishing simulations and multifactor authentication can substantially reduce 
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this risk. Coupled with stronger enforcement and alignment with international cybersecurity 

standards, these measures can significantly enhance South Africa’s overall cyber resilience. 

Future research should further evaluate South Africa’s legislative approach through comparative 

studies with global legal frameworks and investigate the potential of emerging technologies — 

such as AI and machine learning — in detecting and preventing social engineering attacks. 

Expanding the scope of inquiry to include both human-based and computer-based social 

engineering tactics will also yield deeper insights into the evolution of cyber deception. 

In conclusion, effectively addressing social engineering attacks requires a collaborative, 

interdisciplinary effort involving government, the private sector and civil society. South Africa can 

better position itself to confront the growing threat of cyber-enabled deception in an increasingly 

digital world by enhancing legal enforcement, advancing behavioural and technical safeguards 

and fostering public awareness. The findings of this study serve as a foundation for policy reform, 

targeted cybersecurity interventions and future academic inquiry into one of the most pervasive 

and complex forms of cybercrime.  
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CHAPTER 4 CONCLUSION AND RECOMMENDATIONS 

4.1 Introduction 

This concluding chapter brings together the key findings, reflections, and recommendations 

derived from this study, which explored the increasing threat of social engineering attacks in South 

Africa and the country’s corresponding legal and organisational responses. As established in 

Chapter One, the research was driven by the need to critically evaluate how social engineering 

— a form of cyber-enabled crime that manipulates human behaviour rather than exploiting 

technological vulnerabilities — continues to evolve in complexity and frequency. With South Africa 

facing escalating digital threats, the urgency to understand, regulate, and defend against such 

attacks formed the core of the study’s problem statement and research objectives. 

In response to this, the study adopted an interpretive research paradigm with a relativist 

ontological foundation, using a qualitative research methodology grounded in a comprehensive 

literature review. A wide range of secondary sources were consulted, including academic journal 

articles, cybersecurity reports, South African legislation, and comparative international 

frameworks. 

The research was structured around two interrelated yet independently framed articles: 

• Article 1 (Chapter 2) examined the operational mechanics, psychological foundations, and 

emerging fraud trends associated with social engineering attacks. 

• Article 2 (Chapter 3) critically evaluated South Africa’s legislative and organisational 

capacity to mitigate these attacks, with a focus on key statutory instruments such as the 

ECTA and the Cybercrimes Act. This analysis was conducted through an interdisciplinary 

lens, integrating legal, psychological, criminological, and cybersecurity perspectives to 

provide a holistic understanding of the country’s strengths, gaps, and opportunities for 

reform in addressing social engineering attacks. 

This study was guided by the central research question introduced in Chapter One: “How can 

social engineering attacks be combatted in South Africa?” To address this overarching question, 

the research was structured around two secondary objectives, each developed as an independent 

article: 

• Article 1 (Chapter 2): What are the operational mechanisms, psychological tactics, and 

emerging trends in social engineering attacks? 
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• Article 2 (Chapter 3): How effectively do South Africa’s legal, psychological, criminological, 

and organisational frameworks address the threat of social engineering, and what 

improvements are necessary? 

This chapter begins by summarising the conclusions drawn from each article before presenting a 

conclusive reflection on how the findings collectively answer the main research question. 

Thereafter, the limitations of the study are acknowledged, followed by clear recommendations for 

future research. The chapter concludes with closing remarks that reinforce the importance of 

continued vigilance, policy development, and interdisciplinary collaboration in combatting social 

engineering attacks in the digital age. 

4.2 Conclusion on article-specific research objective 

4.2.1 Identifying social engineering attacks: A critical analysis 

Article 1, presented in Chapter Two, focused on providing a critical and in-depth analysis of the 

rising threat of social engineering attacks. The article explored the operational dynamics, 

psychological foundations, and evolving sophistication of these attacks, with a specific focus on 

their increasing use in financial fraud, identity theft, and corporate sabotage. A defining 

contribution of this article was its integration of Cialdini’s Six Principles of Influence, which offered 

a theoretical framework for understanding the behavioural techniques leveraged by 

cybercriminals. 

The study systematically categorised key social engineering methods, including phishing, 

pretexting, deepfake BEC, baiting, smishing, vishing, quid pro quo, tailgating, watering hole 

attacks, and social media manipulation. In doing so, it demonstrated how cybercriminals exploit 

psychological triggers — such as fear, trust, urgency, and curiosity — to manipulate victims into 

revealing confidential information or performing risky actions. 

A significant insight was the role of emerging technologies, especially AI and deepfake tools, in 

enhancing the credibility of these attacks. By mimicking human behaviour with alarming accuracy, 

these technologies have transformed social engineering into a highly sophisticated form of 

cybercrime, capable of bypassing traditional technical safeguards. 

The article concluded that combatting social engineering requires a multidisciplinary approach 

that extends beyond technical interventions. It highlighted the need for enhanced behavioural 

awareness training, proactive organisational policies, and improved detection systems that can 

recognise and counteract psychological manipulation techniques. Crucially, it affirmed that the 



 

66 

human element remains the most vulnerable target in the cybersecurity chain and must therefore 

be the central focus of any effective mitigation strategy. 

4.2.2 Identifying social engineering attacks: A critical analysis of legal, psychological, 

criminological, and cybersecurity perspectives 

Chapter Three, comprising the second article of this study, offered a critical assessment of South 

Africa’s legislative, institutional, and behavioural response to the escalating threat of social 

engineering attacks. The article adopted an interdisciplinary perspective, drawing on 

cybersecurity, criminology, psychology, and law to evaluate the efficacy of existing frameworks 

and to identify both their limitations and opportunities for improvement in the country’s cybercrime 

prevention efforts. 

While the analysis centred on two primary statutory instruments — the ECTA and the Cybercrimes 

Act — it extended beyond legal analysis to consider behavioural and organisational dimensions 

of cybercrime prevention. The study acknowledged the Cybercrimes Act as a significant 

legislative advancement, introducing broader offence definitions and stricter sentencing; however, 

it also revealed persistent challenges in enforcement, public awareness, and technological 

adaptation. In particular, it underscored the need for improved investigative capacity, specialised 

training, and greater responsiveness to emerging attack forms such as deepfakes, AI-driven 

impersonation, and transnational cybercrime. 

In addition to evaluating legislative frameworks, the article examined organisational and 

behavioural mitigation strategies. These included security-awareness training, phishing 

simulations, multifactor authentication, access control protocols, and the promotion of a security-

conscious workplace culture. Emphasis was placed on the importance of cultivating a “human 

firewall” by equipping individuals with the behavioural awareness and critical thinking skills 

necessary to recognise and resist manipulation. 

Ultimately, Article 2 concluded that an integrated and adaptive approach — combining legal 

reform, behavioural science, organisational resilience, and the advancement of technical 

safeguards — is essential for effectively mitigating social engineering threats in South Africa’s 

evolving digital ecosystem. The findings strongly support the need for ongoing policy reform, 

multisectoral collaboration, and national awareness campaigns to build a more robust and future-

ready cybersecurity posture. 
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4.3 Conclusion on the problem statement and main objective 

This study set out to address a pressing and contemporary issue: the increasing prevalence of 

social engineering attacks in South Africa and the limitations of current frameworks in preventing 

and responding to these attacks. As stated in Chapter One, the central problem was the ability of 

cybercriminals to bypass technical defences by exploiting human vulnerabilities — such as trust, 

urgency, and fear — through sophisticated psychological manipulation and deception techniques. 

The primary objective of the study was to critically examine the methods employed in social 

engineering attacks and assess South Africa’s capacity — legally, organisationally, and 

behaviourally — to mitigate their impact. To achieve this, the research adopted an interpretive 

paradigm with a relativist ontological position and employed a qualitative, literature-based 

methodology. Two key questions guided the study: 

1. What are the psychological and operational dynamics underpinning social engineering 

attacks? 

2. How effective is South Africa’s legal and strategic response in addressing this form of cyber-

enabled crime? 

The objective was successfully met through the dual-article approach. Chapter Two (Article 1) 

provided a detailed conceptual analysis of social engineering, outlining its various forms, 

psychological foundations, and the role of emerging technologies — particularly AI and deepfakes 

— in amplifying its reach and credibility. Chapter Three (Article 2) offered a critical evaluation of 

South Africa’s legislative and institutional responses, focusing on the ECTA and the Cybercrimes 

Act, and highlighting both progress and persistent challenges in enforcement, public education, 

and legal adaptation. 

The study found that while legislative developments such as the Cybercrimes Act mark significant 

progress, their success is contingent on effective enforcement, cross-sectoral cooperation, and a 

national culture of cybersecurity awareness. Crucially, the research reaffirmed that social 

engineering is as much a behavioural issue as it is a technical or legal one. The most exploitable 

aspect of any security system remains the human element — requiring a broader, interdisciplinary 

response that blends technological innovation, robust legal tools, and behavioural resilience 

strategies. 

In conclusion, this dissertation fulfilled its main objective by offering a holistic assessment of social 

engineering attacks in the South African context and proposing actionable insights for improving 

national resilience. It emphasised the urgent need to move beyond traditional security models 
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and adopt integrated strategies that account for the human, technological, and legal dimensions 

of cyber risk. 

4.3.1 Answer to the research question 

As articulated in Section 1.6, the central research question of this study asked: “How can social 

engineering attacks be combatted in South Africa?” This question was comprehensively 

addressed through the integrated findings of Chapters Two and Three, which collectively 

demonstrate that combatting social engineering requires a multidimensional and interdisciplinary 

strategy. The study concludes that while South Africa’s legislative instruments, particularly the 

Cybercrimes Act and ECTA, form a critical foundation for criminalising and deterring social 

engineering offences, legislation alone is insufficient. 

Effective mitigation depends equally on behavioural resilience, organisational security culture, 

and technological adaptation. Therefore, an optimal national response must combine: 

• Robust legal enforcement and continuous policy reform. 

• Psychological and criminological insight into offender tactics and victim susceptibility. 

• Cybersecurity measures such as AI-driven threat detection, phishing simulations, and 

access control protocols. 

• Sustained cross-sector collaboration and public awareness campaigns as the primary 

platforms through which national prevention strategies are coordinated, communicated, and 

embedded across society. 

In essence, South Africa can combat social engineering effectively only through an integrated 

approach in which law, human behaviour, and technology are operationalised through continuous 

collaboration between government, industry, civil society, and the public. Public awareness 

initiatives and cross-sector cooperation are therefore not supplementary measures, but essential 

mechanisms for promoting national resilience, fostering behavioural change, and ensuring the 

effective implementation of all recommended mitigation strategies. 

4.4 Limitations of this study 

Although this study provides a comprehensive exploration of social engineering attacks in South 

Africa and critically assesses the country's legislative and organisational response mechanisms, 

it is important to recognise certain limitations that may have influenced the scope, depth, and 

generalisability of its findings. 
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Exclusive reliance on secondary data 

• The research was conducted solely through a literature-based review, relying on academic 

journals, legislative texts, reports, and expert commentary. While this enabled a 

theoretically rich discussion, the absence of primary data — such as interviews with 

cybersecurity professionals or surveys of affected organisations — meant that first-hand 

insights were not incorporated. As a result, the study may not fully capture practical 

experiences or operational challenges faced on the ground. 

Absence of quantitative or statistical analysis 

• As a qualitative study, this research focused on conceptual analysis and interpretive 

findings. No empirical or statistical methods were employed, which limited the ability to 

measure the frequency, prevalence, or impact of social engineering attacks quantitatively. 

A mixed-method approach could have allowed for a more robust triangulation of findings 

and the identification of statistically significant trends. 

Dynamic nature of social engineering attacks 

• Social engineering is a constantly evolving threat, with tactics continually adapting to 

emerging technologies such as AI, machine learning, and synthetic identities. While the 

study incorporates current fraud trends (notably from 2024), the fast-paced nature of 

technological innovation may render some observations outdated over time. 

Geographic and jurisdictional narrowness 

• The study focused exclusively on South Africa, examining its legal instruments such as the 

ECTA and the Cybercrimes Act. Although these were analysed in detail, limited reference 

was made to regional cybersecurity dynamics or international legislative comparisons. As 

such, the findings are context-specific and may not be generalisable to other legal or cultural 

environments. 

Scope of legislative coverage 

• The legal analysis centred primarily on the ECTA and the Cybercrimes Act, without 

extensively evaluating related frameworks such as the POPIA, the National Cybersecurity 

Policy Framework, or industry-specific compliance requirements. These exclusions may 

have constrained the overall assessment of South Africa’s legal preparedness. 

In acknowledging these limitations, this study highlights opportunities for future research to adopt 

empirical methodologies, expand comparative analyses across jurisdictions, and incorporate real-

time data from practitioners and affected organisations. Such research would serve to validate 

and build upon the foundations established in this dissertation, ultimately contributing to a more 

nuanced and actionable body of knowledge in the field of cybersecurity and social engineering. 
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4.5 Recommendations for future research 

While this study has contributed to a deeper understanding of social engineering attacks, it also 

highlights several areas in which further research is warranted. The following recommendations 

aim to guide future academic inquiry and practical intervention in the evolving field of 

cybersecurity: 

Empirical research and primary data collection 

• Future studies should aim to complement literature-based analyses with primary research 

methods such as interviews with cybersecurity experts, law enforcement officials, and 

affected organisations. Surveys and case studies could also offer rich, real-world 

perspectives on the nature and impact of social engineering attacks, particularly within 

South Africa’s key sectors. 

Comparative legislative analysis 

• A deeper comparison between South Africa’s cybercrime legislation and the regulatory 

frameworks of countries with advanced cybersecurity protocols — such as the United 

Kingdom, United States, and European Union — would be valuable. Such studies may 

uncover global best practices that could inform future policy revisions and legal reform 

within South Africa. 

Assessment of law enforcement and judicial capacity 

• Further research should investigate the practical enforcement of the Cybercrimes Act and 

ECTA. This includes evaluating prosecution rates, sentencing outcomes, and law 

enforcement capabilities to determine whether legal tools are being used effectively and 

where gaps in implementation may exist. 

Exploration of AI in cyber defence 

• As AI becomes increasingly central to both attacks and defence, future research could 

explore how machine learning, biometric security, and automated threat detection can be 

employed to identify and mitigate social engineering attacks. Additionally, AI-powered 

solutions to detect deepfakes and synthetic identities warrant focused investigation. 

Behavioural and psychological profiling studies 

• Given the inherently human-centric nature of social engineering, further exploration into 

user behaviour, risk perception, and psychological susceptibility would be beneficial. 

Research in behavioural forensics, decision-making psychology, and social cognition can 

guide the design of more effective training, awareness, and detection systems. 

Evaluation of public awareness campaigns 
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• Studies assessing the reach, effectiveness, and behavioural impact of national 

cybersecurity awareness initiatives would offer insights into whether these campaigns are 

successfully building user resilience against manipulation and deception. 

Sector-specific risk research 

• Targeted research examining how various industries — such as finance, healthcare, 

telecommunications, and education — experience and respond to social engineering 

attacks can support the development of tailored risk mitigation strategies and industry-

specific protocols. 

• As discussed in Chapter Three, the lack of psychologically informed security-awareness 

programmes and behaviourally grounded enforcement mechanisms remains a major 

barrier to effectively combatting social engineering attacks in South Africa. Addressing this 

challenge requires an interdisciplinary strategy that integrates legal reform, behavioural 

threat assessment, and organisational awareness initiatives. Future research should 

therefore explore how law enforcement agencies, educational institutions, and private-

sector organisations can collaborate to embed behavioural science principles into 

cybersecurity policy, training, and national prevention frameworks. 

4.6 Final remarks 

This study has provided a timely and comprehensive examination of the growing threat posed by 

social engineering attacks within the South African context. By exploring the operational 

mechanics, psychological drivers, and legislative responses to these attacks, the research has 

contributed both to academic understanding and to the practical discourse on cybersecurity 

resilience. It has highlighted that while technological defences are crucial, the human element 

remains the most vulnerable and frequently targeted aspect of any security system. 

Through the two articles presented in Chapters Two and Three, this dissertation has not only 

unpacked the methods and psychological manipulation strategies used by cybercriminals but also 

assessed the adequacy of South Africa’s legal and organisational countermeasures. The findings 

reaffirm the view that social engineering is a multifaceted attack requiring a multifaceted response 

— one that blends robust legal enforcement, behavioural interventions, and proactive 

organisational strategies. 

Meaningful progress in combatting social engineering will depend on South Africa’s ability to 

remain dynamic and adaptive. Legislation such as the Cybercrimes Act represents a significant 

step forward; however, without widespread enforcement, public education, and private-sector 

collaboration, its full potential will remain unrealised. Moreover, the complexity of modern 
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cybercrime — especially with the advent of AI-driven impersonation and synthetic identities — 

demands continuous vigilance and innovation across all levels of society. 

As the digital landscape evolves, so too must our defences. The study underscores the need for 

collaborative engagement across academia, government, industry, and civil society to build a 

strong, informed, and digitally resilient population. Education and awareness must be central 

pillars in this effort, equipping individuals with the tools to recognise, resist, and report 

manipulative cyber tactics. 

Ultimately, the fight against social engineering is not just a battle against cybercriminals — it is a 

broader challenge to strengthen digital trust and human resilience in an increasingly connected 

world. The work initiated in this dissertation provides a foundation for ongoing dialogue, research, 

and action, ensuring that South Africa is better prepared to meet the complex cyberattacks of 

today and tomorrow. 
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