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Abstract

To reach the maximum flow capacity of a network, network coding can be used. There
are various implementations of network coding. The most widely used method of
network coding is Random Linear Network Coding (RLNC). RLNC, however, is quite
susceptible to network errors. Due to this drawback, Matrix Network Coding (MNC)

was developed by Kim, et al. in 2011.

MNC improves on RLNC since it has better error-correcting capabilities. However,
since MNC uses matrices for encoding rather than coefficients, it adds complexity to
the system. Decoding is also more complex for MNC since the G-matrix is larger and

not always invertible, which is necessary for decoding.

We focused on methods to improve the decodability of MNC by improving on the
invertibility of the G-matrix for each decoding problem. This was done by selectively
choosing encoding matrices at source- and intermediate nodes to determine the effect
on the resulting G-matrix. For the first experiment, we only used encoding matrices
that were invertible at the source nodes. For the second method we attempted only
to choose encoding matrices that would, when used to encode data at intermediate
nodes, result in invertible output encoding matrices. Finally, we attempted to choose

only upper triangular matrices as encoding matrices.

From these experiments, we found that both of the first methods showed improvement
in invertibility of the G-matrix. The first method showed considerable improvement
for RLNC and a slight improvement for MNC while the second showed a substan-
tial improvement for MNC. Most network cases showed little improvement; however,
approximately 15% of network cases showed an improvement of 50% or more using
Method 2 on MNC. These network cases were comparable to RLNC with Method 1
applied. The final method has never been tested before and produces quite surprising

results, since no invertible G-matrices were found.

MNC has inherent error-correction abilities, and by limiting the encoding factors we
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might influence this capability. We, therefore, tested the influence of network depth
and burst errors on networks having only invertible matrices as encoding matrices.
The effect of burst errors have not been tested on MNC in previous studies. Among
other things, we found that more extensive networks have a lower increase in network
error propagation than smaller networks. Further research on the effect of burst errors

can still be done using different encoding factors.

Keywords: Random Linear Network Coding, Matrix Network Coding, Invertibility, Error

Correction Coding
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Opsomming

Netwerkkodering kan gebruik word om die maksimum vloei-kapasiteit van 'n netwerk
te bereik. Daar bestaan verskeie implementerings van netwerkkodering. Die mees
gebruikte netwerkkoderingsmetode is willekeurige lineére netwerkkodering (RLNC).
RLNC is egter baie vatbaar vir netwerkfoute. As gevolg van hierdie nadeel, is ma-
triks netwerkkodering (MNC) in 2011 deur Kim, et al. ontwikkel. MNC verbeter
op RLNC, aangesien dit beter fout-korreksie vermoéns het. Aangesien MNC egter
matrikse gebruik vir kodering eerder as koéffisiénte, maak dit die stelsel meer in-
gewikkeld. Dekodering is ook meer ingewikkeld vir MNC, aangesien die G-matriks

groter is en nie altyd omkeerbaar is, soos wat nodig is vir dekodering, nie.

Ons het op metodes gefokus om die dekodeerbaarheid van MNC te verbeter deur die
onkeerbaarheid van die G-matriks vir elke dekoderingsprobleem te verbeter. Dit is
gedoen deur die enkoderingsmatrikse by bron- en interne nodes selektiewelik te kies
om so die invloed op die resulterende G-matriks te bepaal. Vir die eerste eksperiment
het ons slegs enkoderingsmatrikse gebruik wat by die bronnodes omkeerbaar is, ter-
wyl ons vir die tweede metode probeer het om enkoderingsmatrikse te kies wat sou
lei tot omkeerbare matrikse as uitsette vir die internenodes. Laastens het ons slegs

bo-driehoekige matrikse gekies as enkoderingsmatrikse.

Uit die eksperimente het ons gevind dat beide die eerste twee metodes 'n verbetering
in die omkeerbaarheid van die G-matriks getoon het. Die eerste metode het aansien-
like verbetering getoon vir RLNC en 'n effense verbetering vir MNC, terwyl die tweede
metode 'n aansienlike verbetering vir MNC getoon het. Die meeste netwerke het min
verbeter; ongeveer 15% van netwerkgevalle het egter 'n verbetering van 50% of meer
getoon met die gebruik van Metode 2 op MNC. Hierdie netwerkgevalle was verge-
lykbaar met RLNC waarop Metode 1 toegepas is. Die finale metode is nog nie tevore
getoets nie en het taamlik verrassende resultate opgelewer, aangesien geen omkeerbare

G-matrikse gevind is nie.

MNC het inherente foutkorreksievermoéns en deur die enkoderingsfaktore te beperk,




kan ons moontlik die foutkorreksievermoé beinvloed. Ons het dus die invloed van
netwerkdiepte en hoé-digtheid foutlopies op netwerke met slegs omkeerbare matrikse
as enkoderingsmatriks getoets. In vorige studies is hoé-digtheid foutlopies nog nie
op MNC getoets nie. Ons het onder andere gevind dat meer uitgebreide netwerke 'n
laer toename in die verspreiding van netwerkfoute het as kleiner netwerke. Verdere
ondersoeke op die effek van hoé-digtheid foutlopies kan nog verder met verskillende

enkoderingsfaktore gedoen word.

Sleutelwoorde: Willekeurige Lineére netwerkkodering, Matriks netwerkkodering, Ombkeer-

baarheid, Foutkorreksiekodering
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Chapter 1

Introduction

In this chapter, the importance and relevance of research in Network Coding, and specifically
Matrix Network Coding is explained. The chapter contains background on the research area.
The research question and objectives are explicitly stipulated, and finally, an overview is given

of the chapters in the dissertation.

1.1 Background

In order to keep up with information demands in the modern world, it is crucial to
continually improve on the rate that information is sent through networks. Informa-
tion flow is the rate that information is sent through the network; this should be as

high as possible to send data through the network as fast as possible.

The traditional method to send data through a network is by use of routing protocols.
When using a routing protocol, data packets are created at the source node and sent
into the network. If more than one data packet arrives at any intermediate node at

the same time, the packets are sent one after another. In large networks where many
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packets can be sent simultaneously, such as is the case with many Internet of Things

(IoT), routing protocols are sub-optimal, creating bottlenecks at intermediate nodes [1],

2].

In 2000, Ahlswede, Cai and Li [1] proved that if intermediate network nodes are al-
lowed to combine their incoming packets, and transmit these combinations rather than
routing the packets one at a time, the information flow through the network can be in-

creased. This process of combining packets at intermediate network nodes is known

as Network Coding (NC).

Since the introduction of network coding, various ways of combining data at interme-
diate nodes have been proposed. For example, data can be combined on the physical
layer by a process known as Physical-layer Network Coding (PNC) using simultane-
ously arriving Electromagnetic (EM) waves [3]. Another method of combining packets
at intermediate nodes is by combining the digital bit streams received at intermediate

network nodes.

One of the most influential forms of network coding proposed is Linear Network
Coding (LNC) that considers a block of data as a vector over a particular base field [4].
For LNC, linear transformations are applied to any incoming packets before sending
them along to the next node. There are various methods of performing LNC. The
most widely known method of LNC is Random Linear Network Coding (RLNC), in-
troduced in 2006 [5].

One of the biggest problems associated with RLNC is that bit errors can propagate
through the network, corrupting all the data at the destination node [6]. One of the
methods to address this problem, Matrix Network Coding (MNC), was proposed in
2011 by Kim et al. [7].

Before the research problem can be introduced, some background information on MNC
is needed. We will discuss the basics of creating network graphs and how data is
traditionally sent through these networks. Then we will discuss the history and de-

velopment of network coding from concept to linear network coding. More specific
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network coding techniques, such as RLNC and MNC, will be discussed in later chap-
ters. Finally, we discuss Galois fields that are used to represent symbols for network

coding numerically.

1.1.1 Graph theory

A physical network can be represented mathematically as a graph, where a set of nodes
are connected through various edges. The nodes can represent any devices that send or
receive data, while edges represent the communication channels between these nodes.
The graph is denoted G = (V, £), where V represents the set of nodes (vertices) con-

nected through a set of channels or edges, £.

A network can be represented as a directed, acyclic graph [1]. The graph is directed
since information travels directionally from an input node, i, to an output node, j,
through an edge denoted as (i,j) € £. For any edge e = (i,j) € £ the head of edge
(i,j) is i = head(e) and the tail as j = tail(e).

A graph is considered acyclic if it does not have any directed cycles. An acyclic net-
work, therefore, has a clear order of edges, between intermediate network nodes. An

example of this type of graph can be seen in Figure 1.1.

The topology of a network is defined as the interconnection pattern of the nodes in the
network [8]. An easy way to represent the graph topology in Figure 1.1 is through an

upper triangular connectivity matrix as in Equation (1.1),
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Figure 1.1: Topology of a directed acyclic graph

S12345R
S|101 11000
1 000110
2 00100 . (1.1)
3 0110
4 011
5 0 1
R 0

In the matrix in Equation (1.1), each row represents a node with the connections it has
to nodes ahead of it represented as 1’s in the appropriate columns. For example, node

1 is connected to nodes 4 and 5.

A flow network is a network where each node has a capacity and receives flow. As
described in [9], information flows through a network as water does through a pipe.

Some pipes or channels are smaller than others, and fewer data packets can be sent at

4
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a time. The size of a water pipe is then synonymous with the channel capacity. The
throughput, the amount of data that can be transferred in a given amount of time, is

dependent on channel capacity.

1.1.2 Min-cut, max-flow theorem

According to [9], the min-cut, max-flow theorem is used to determine the highest possi-
ble information flow through the network, max-flow = v, using the network topology.
The min-cut = v is the smallest summation of the capacity of the edges that have to be

removed to disconnect the source from the destination (sink) node.

The theorem states that the maximum flow that passes from the source to the destina-
tion node of the network is equal to the capacity of the minimum cut between those

two nodes [9].

We will use the graph in Figure 1.1 condensed to Figure 1.2 as a simple illustration of

how the min-cut, max-flow theorem can be implemented.

A

Figure 1.2: Graphical representation of the min-cut max-flow theorem

In Figure 1.2, each channel is assumed to have a capacity of 1. The dotted lines are
possible minimum cut lines created for explanation purposes. The max flow for any
potential minimum cut line is the flow through that line. In this example, the flow

through A is 3, the flow through B is 4 and through C is 2. Of all the possible minimum
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cut lines that can be drawn over the figure, line C has the lowest flow and thus, the

min-cut, max-flow of this network is 2.

1.1.3 The butterfly network

One of the most commonly used network topologies used to explain the benefits of NC
is the butterfly network [9]. The network is quite simply a network with one source
node, S, two destination nodes, R1 and R, and 4 intermediate nodes (labelled 1 to 4) as

seen in Figure 1.3.

Figure 1.3: Butterfly network [9]

For simplicity, it will be assumed that each edge in the network has a capacity of one,

i.e. only one packet can be sent over the network in a single time interval.
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1.1.4 Routing

As discussed in [9], over the past few decades almost all computer networks were
based on a simple store-and-forward or routing method. For this method, data is encoded
at the source node and sent into the network. At intermediate nodes in the network,
data is routed to the destination nodes. If a node has more than one outgoing edge, the

data packet is replicated to be sent to all the outgoing edges.

The routing protocol can be applied to the butterfly network in Figure 1.3, where each
edge has a capacity of 1. As seen in Figure 1.4, two packets, P; and P, are sent from
the source node, both on different edges. P; is sent to node 1 and P, is sent to node 2.
Atnodes 1 and 2 respectively, the packet is replicated and sent out on both the output
edges. At node 3, both data packets will be received at the same time. Since the edge
capacity is one, only one packet can be sent over the edge between nodes 3 and 4 at a
time. For the routing protocol, the packets have to be both stored and sent one after
another in two time slots. Whichever packet is received at node 4, at a time, is then

also replicated and sent to both the destination nodes.

By sending the packets one at a time between nodes 3 and 4, the packets will use two
time slots to be sent over this edge. If we consider the time it takes to send one packet
over an edge as one time slot, it will take five time slots for both packets P; and P, to

reach both the destination nodes.

1.1.5 Network coding

In 2000, Ahlswede et al. proposed a method now known as Network Coding (NC) that
allows the network to achieve bandwidth optimality [1]. NC addresses the problem
identified in Section 1.1.4, where the data has to be sent between nodes 3 and 4 over

two time slots.

In [1], it is proposed to, rather than send the data one packet at a time, combine the

data into a single packet and instead send the combined data packet. This concept is

7
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Figure 1.4: Butterfly network with a basic routing protocol

illustrated in Figure 1.5.

In the simplest form of network coding, the data packet can be combined using Exclusive

OR (X-OR) operations.

From the example, it follows that the combined packet, P; is the same size as either
packet P; or P, due to the X-OR operation. The combination of the packets allows for a
faster transmission where only one time slot is used between nodes 3 and 4 rather than

the two time slots used for routing.

The example above is quite simplistic; however, in more extensive networks, more
information has to be added to the packets to indicate to the destination node which
packets were combined to create the received packet. Though this would add more
overhead, it also has to be noted that if even more nodes were connected at node 3, it

would take proportionally more time intervals to send all the data through the network
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Figure 1.5: Butterfly network on which network coding is implemented

using a routing protocol. By using network coding, the data could still be sent as only
one packet, regardless of the number of incoming nodes. This dramatically increases

and optimises the throughput of the network as practically determined in [10].

1.1.6 Linear network coding

In 2003, Li, Yeung and Cai [4] defined a sub-field of Network Coding known as Linear
Network Coding (LNC). Linear Network Coding is a coding scheme that considers a
block of data as a vector over a particular base field. The intermediate nodes can then
perform linear transformations of these vectors before passing them along [4]. It was
proven in [11] that only linear operations are needed to combine the network packets
over a Galois field of symbols. This was done with a deterministic network, a network

of which the network topology is known.
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A deterministic network, however, is not always the case. Especially for continuously
changing networks, the network topology is not always known, and it would take
additional time and information to add new nodes to the network. If the network
topology is unknown, the network is known as a non-deterministic network topology
[12]. Fragouli and Soljanin [13], proposed deterministic algorithms for the intermediate

network nodes to code data on non-deterministic networks.

We will discuss two specific types of linear network coding schemes, Random Linear
Network Coding (RLNC) and Matrix Network Coding (MNC). These coding schemes
will be discussed in-depth in the following chapters.

1.1.7 Galois fields

In NC, a Galois Field (GF) is used to represent a group of bits as an integer symbol [9].

According to [14], a finite field or Galois field is a type of field that contains a finite
number of elements. A field is a mathematical set on which multiplication, addition,
subtraction and division are defined and follow specific rules. The number of elements
in a Galois field is always a positive integer p”, where, p, is a prime number and the
field is defined as F,m or GF(p™). Fpn fields are used in information theory since all the

numbers in the field can be presented as m bits [14].

From the description, it is important to note that the addition or multiplication of two
elements in a Galois field results in another element that is still contained in the same
tield. As an example the addition and multiplication tables of GF(4) can be seen in

eq:intGF [14]:

10
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+10 1 2 3 x|0 12 3
0(01 23 0(0 000
1/1 032 1/0123 (1.2)
212301 2102 31
33210 3/03 12

1.2 Literature survey

MNC was introduced by Kim et al. in [7]. MNC was created to improve on the net-
work error correction capabilities of RLNC [7]. The paper, however, only served as
a conceptual introduction to the routing scheme and minimally small networks were
used. It was stated that the Galois Field size adds to the computational complexity of
the network. Kim also proposed that encoding factors at intermediate network nodes
are chosen such that the output encoding factors of those nodes would be invertible. It

was, however, never specified how this could be done.

Due to the improvement in network error correction capabilities, MNC performs well
in multihop, multicast scenarios, as shown in [15]. This idea was further expanded on

in [16] and [17] by using enhanced MNC techniques such as cache-aided MNC.

Despite the additional network error correction capabilities of MNC, decoding the

scheme proves problematic due to the added complexity of matrix encoding factors.

In 2016, Claassen and Helberg [18] did simulations to determine the effect of field size
on the invertibility of the G-matrix. It was found that due to the increased size of the
encoding matrices, the field size of MNC can be smaller than that of RLNC for equiva-
lent error-correcting capabilities. Similar to Kim, [7], they sugested strategically choos-
ing the encoding matrices so that the encoding matrices at the output of intermediate

network nodes would be invertible.

Error correction methods can be added to both MNC and RLNC to aid the decod-
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ing process. For RLNC, Forward Error Correction (FEC) can be used to encode each
source packet, as discussed in [6]. Since the process of packets propagating through
the network, might create more packets than are needed for decoding, these additional
packets can be used for error correction even in non-deterministic networks [7]. This

is known as intrinsic error correction and is used for MNC.

In 2016, [18] showed that for certain noisy channels, MNC with intrinsic error correc-
tion coding over a binary field is more likely to be decoded than RLNC with an inner
error correction code. This aligns with [7], that conceptually showed that MNC has a
higher error correction capability than RLNC since it provides up to L times minimum
distance. Due to the improved error correction capabilities, MNC improves on one of

RLNC’s most significant weaknesses.

The characteristics of the two Linear Network Coding schemes discussed above can be

seen compared in Table 1.1.

Table 1.1: Comparison of two different Network Coding schemes

RLNC[5] MNC [7]

Coding coefficient Scalar Matrix
Deterministic (D) or Non-deterministic (ND) ND ND

Field size Fom Fx
Complexity [7] O(N3*m?)  O(N3p’m?)
Error correction research Yes Yes

1.3 Research questions

MNC has higher inherent error correction capabilities than RLNC; however, decoding
MNC proves difficult due to large encoding factors. The problem that needs to be
investigated is if it is possible to choose encoding factors in such a way that MNC is

more decodable over small Galois fields.
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1.4 Research objectives
Objectives to be addressed when answering the research question is as follows:

e Investigate different ways of improving the invertibility of the G-matrix to im-

prove the decoding probability of MNC for small Galois fields;

e compare the influence of different methods of improving invertibility on the de-

codability of RLNC and MNC;

e investigate whether invertible output encoding factors at intermediate network

nodes result in higher decodability;
o test the effect of network depth on the propagation of errors through a network;

e and test the influence of different intensities of burst errors on the propagation of

errors through a network.

1.5 Dissertation overview

The remainder of the dissertation is structured as follows. Chapters 2 and 3 is a liter-
ature study on the relevant network coding techniques. In Chapter 2, Random Linear
Network Coding will be explained in detail while Matrix Network coding will be dis-
cussed in Chapter 3. Chapter 4 concludes the literature study with information on net-

works, network edges and the relevant error-correcting schemes for MNC and RLNC.

Chapter 5 presents the implementation of RLNC and MNC and how different tests
were designed and implemented to answer the research question posed in Section 1.3.
The chapter also gives an overview of the verification and validation of the implemen-
tation. Chapter 6 presents and discusses the results obtained from the RLNC and MNC

coding schemes.
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Chapter 7 concludes the dissertation, revisiting the work done in the previous sections

and presenting recommendations on future work.
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Random Linear Network Coding

This chapter is part of the literature study in which the network coding technique Random
Linear Network Coding is discussed. This chapter contains information on the encoding and
decoding of packets using RLNC. An example of how RLNC is also given to explain the concept
further.

2.1 Introduction

One of the most widely used and researched forms of network coding is RLNC. This
method was proposed in 2006 by Ho et al. [5] in which it was proven that the through-
put of the network could be achieved by randomly selecting encoding coefficients at
each node rather than having them predetermined. Choosing random encoding coeffi-
cients allows for non-deterministic networks where the network topology is unknown,

or the nodes and connections in the network are dynamically changing.

In this chapter, we discuss RLNC, and specifically how packets are encoded and de-

coded using this method. The discussion is based on work done primarily by [5] and
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elaborated by [19], [7] and [20].

2.2 Encoding

When packets are sent over a network using RLNC, these packets are encoded first at
the start node and then at each of the intermediate nodes. An overview of the encoding
process can be seen graphically represented in Figure 2.1. The symbols and equations

used to encode the data will be listed and discussed in this section.

<> (Xllpl +a21P2

af ((xllPl + (le P)+

a; (a%Pl + a%Pz)

Figure 2.1: Graphical representation of RLNC encoding

2.21 Source encoding

For RLNC, the data that will be sent from the source node can be represented as a
bitstream. The stream is subdivided into N packets, one for each of the source node’s

outgoing edges. These packets can be represented as P = [Py, P,, ..., Py] where each of
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the N packets has a length of L.m bits. The bitstream can be defined over a Galois field
Fom, creating L symbols of m bits each. In other words, each data packet is L.m bits or

L symbols long.

As mentioned in Section 1.1.2 the network must have a min-cut > N to avoid capacity

constraints.

The output packet Pé for each of the outgoing edges, t, of the source node, S, can be

calculated as follows:

N
Pt =) aiP, (2.1)
i=1
In Equation (2.1) local random encoding coefficients, AL = [ocﬁ,zxé, . (xf\]] are chosen

for each outgoing edge. The encoding coefficients are chosen at random over a finite
tield Fo». The encoding coefficients at the source node for any outgoing edge, t can be
combined into a global encoding vector that can transmitted along with the data on

the outgoing edges as seen in Equation (2.2):

g = [al, a5, ..., aly] = (1,85 - &N (2.2)

with t =1 — N the different outgoing edges.

The outgoing network packets can also be calculated as seen in Equation (2.3), created

by combining Equations (2.1) and (2.2):
N
Pi=g'P=) giP, (2.3)
i=1

The encoding vector is sent, along with the newly encoded data, as header information.

Figure 2.2 shows the format of the packet that will be sent through the network.

An ID can be added to the start of the packet, along with the header information,
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Encoding

Vector Data

Figure 2.2: Network packet structure

to identify the generation of the packet. The encoding vector will remain the same
size throughout the network. From Figure 2.2 it is clear that the header information

increases the overhead of each packet.

2.2.2 Encoding at intermediate nodes

The process described above for encoding at source nodes is similar to the encoding
process at intermediate network nodes. At an intermediate network node, either one
packet or multiple packets can be received at the same time. If only one packet is re-
ceived, that packet is multi-cast, as is, over all of the node’s outgoing edges. If multiple
packets are received, they are combined at the intermediate node, and the result of this
combination is also multi-cast over all the node’s outgoing edges. Note that in both

cases only one single packet is transmitted from any intermediate network node.

If, for example, h packets are simultaneously received at an intermediate node, T, these
incoming packets are all combined. Note here that / is not necessarily equal to N since
the internal structure of a network does not necessarily follow that of the start or end

nodes.

In order to combine the h packets, a new set of local encoding coefficients, At =
a1, a2, ..., ] are randomly chosen from the finite field F,n. The incoming packets,

Pr, , are then encoded similar to Equation (2.1) as seen in Equation (2.4):

h
PTout = Z “]pT] (24)
]:1 m

From Equation (2.4) it can be seen that only the local encoding coefficients are used to

encode the data of the received packets. The headers of the received packets are used to
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construct a new header for the outgoing packet, to accompany Pr, ,, that combines the
global encoding vector g of all /i received packets with the & local encoding coefficients

Ar.

This combination is done as seen in Equation (2.5) where g, ; is an i1 X N matrix made

up of the global encoding factors g/ of each of the & incoming packets.

Bnew — Ar- 8old
h ; (2.5)
§i =) g
j=1

withi = 1 — N. This would indicate g{ as the i-th element of the header of the j-th

incoming packet.

Considering this new header information calculated in Equation (2.5) along with the
original source information, we can calculate the output of any intermediate node,

Pr, ., as seen in Equation (2.6):

N
PTout = Z giPi (26)
i=1

where g; is the i-th element of the header information and P; is the i-th of N input

packets into the network.

2.3 Decoding

After the data has passed through the entire network, it will eventually reach a destina-
tion node where it has to be decoded. Each destination node has M incoming edges. It
is important to note that M > N. In order to decode the source packets, N linearly in-
dependent packets are required at each destination node. This allows only for packets

that add new information, necessary for decoding purposes.
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If, at a destination node, R, N linearly independent network coded packets Py, P, ..., Py
are collected over edges | = 1 — N, these packets can be calculated as seen in Equation

(2.7) using the network input packets and the global encoding coefficients:

N
PR =) 8iP, (2.7)
i=1

In Equation (2.7), i iterates over the encoding coefficients.

Even more specifically since P; has L symbols, each output symbol j = 1 — L can be

calculated as in Equation (2.8):

N
Pr(j) = Y_ giPi(j) (2.8)
i=1

The global encoding vectors of each of these packets can be used to form a generator
matrix, G. The generator matrix shows the coefficients by which the source packets
have been encoded and therefore also how they can be reconstructed. The creation of

G can be seen in Equation (2.9):

L, -
&1 4
1 .2 N
06 “ ... OC
1.2 N 2 % 2
G=[g,g g l=|" ° . (2.9)
1,2 N
AN AN &N |

Similar to combining the global encoding coefficients into a matrix, each of the j-th
symbols of N packets can be combined into a vector, Pr(j) = (Px(j), P2(j), ..., PX(j))-
Note that Pg(j), that will be used to reconstruct the source packets, is not a single
received data packet but rather a combination of symbols from N different incoming

packets. The j-th symbols of the N source packets can, similar to the received packets

Pr(j), be represented as P;(j) = (Py(j), Po(j), ..., Pn(f))-

The j-th elements of the packets received at the destination node can therefore be cal-
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culated using P;(j) and G similar to Equation (2.8) as seen in Equation (2.10):

Pr(j) = P(j).G (2.10)

for j =1 — L. In Equation (2.10) we see a set of linear equations over a finite field Fon.
If G is invertible, we can solve the equation for the source packets as seen in Equation

2.11):

P(j) = Pr(j).G™" (2.11)

for j =1 — L denoting the j-th element in the source packet.

24 Example

Consider an example, where data 110/101|010/100 have to be sent through the butterfly
network, examples of which can be seen in Figure 2.1. The data has to reach both
destination nodes, R; and R;. If we apply RLNC as discussed in this section, the data
is divided into two packets and represented as Galois field numbers. For this example,
the Galois field is chosen as F,3 or GF(8). This results in the packets at the source being,

Py = [6,5] and P, = [2,4].

For RLNC, various addition and multiplication operations are required over the Ga-
lois field. The addition (left) and multiplication tables (right) for GF(8) can be seen
in Equation (2.12) to be used as reference when calculating new packets and header

information.
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(2.12)
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At the source node, the packets are encoded for each outgoing edge. For each outgoing
edge, two encoding coefficients are chosen at random. The two encoding coefficients
are chosen due to the two outgoing edges, N = 2. For the first edge, the outgoing
coefficients are chosen as ¢! = [al,al] = [5,2] as in Equation (2.2). The output of the

first edge can be calculated using Equation (2.1) as seen in Equation (2.13):

= OC%Pl + DC%PZ

2.13
=5-[6,5]+2- 2.4 21
= [3,7] + [4,3]

= [7,4]

If the same process is followed for the second outgoing edge, with ¢> = [a%, a3] = [4, 3]

the output of the second edge will be PZ = [3,5].
The resulting packets that will be sent from the source node can be seen in Figure 2.3.

At nodes 1 and 2, respectively, only one packet is received. This packet is, therefore,

forwarded as is on all the outgoing edges of the particular nodes.
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| 1101011010 100 |

1
g Pl
—
| 101010 111 100 |

g P
—
| 100 011 011 101 |

Figure 2.3: Example of packet encoding at the source node using RLNC

Two packets arrive from nodes 1 and 2 at node 3 simultaneously. These packets are
combined to create a new output packet. Since there are two incoming edges at this in-
termediate node, i = 2. Since h = 2, two new local encoding coefficients are randomly
chosen as, At = [ay,a3] = [5,4]. Using Equation (2.4) we can calculate the output

packet, Pr,_,, of the intermediate node as seen in Equation (2.14)

2
PTout = Z a]PT]
]:1 m

= 0C1PT} + 061PT1

(2.14)
—5.[7,4]+4-[3,5]
=[6,2] + [7,2]

= [1,0]

For the header information at node 4, the information is calculated according to Equa-

tion (2.5) as seen below in Equation (2.15):
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new = At - Sold
5 2
4 3

= [5,4] -

(2.15)
—[5-5+4-4,5-2+4-3]

= [7+6,1+7)
= [1,6]

The input and output packets created at node 3 can be seen in Figure 2.4.

AS] PS] ASZ PS2
—— ————
| 0110 1100 010 010 | | 1111 0110 100 111 |

| 1101 1001 010101 |

Figure 2.4: Example of packet encoding at the intermediate node using RLNC

The destination node Rj, receives two encoded packets, one from node 1 and one from

node 4. Similarly R, receives packets from nodes 2 and 4, as seen in Figure 2.5

At node Ry, the header information from the two received packets is used to create the
G-matrix. The G-matrix is created according to Equation (2.9) with N = 2 as seen in

Equation (2.16)

al o 51
n, o 2 6
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Figure 2.5: Example of RLNC encoded packets received at the destination nodes of a
butterfly network

The inverse of the G-matrix which is required for decoding the input can be calculated

B [6 1]
Gl= (2.17)
2 5

For each data symbol in the data packets, j = 1 — L, the source packets can be cal-

as seen in Equation (2.17)

culated using Equation (2.11). For destination node Rj, the received data packets are
[7,4] and [1,0]. Since both the data packets are two Galois field symbols long, L = 2.
The packets are first combined by symbol to be Pg(1) = [7,1] and Pr(2) = [4,0].

Using Pg and G~! we can calculate the incoming packets. In Equation (2.18), for exam-
ple, we determine the first symbols of the input packets, P(1), using the first symbols
of the received packets, Pg(1):

P(1) = Pr(1)- G}

o {6 1]
2 5

(2.18)
—[7-6+1-2,7-1+1-5]
= [6,2]

From Equation (2.18) it is clear that the first symbol in the result is the first symbol of
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the first data packet and the second symbol is the first symbol from the second data

packet before encoding. Similarly with Pg(2), P(2) can be calculated as [5,4].

The input of R, can be used similarly to recalculate the input data of the network and

will yield the same results as for Rj.

2.5 Conclusion

RLNC is a popular network coding technique that can be used in networks with un-
known or dynamically changing topologies. We discussed how this method is applied
by encoding packets at both the source node and intermediate network nodes. This
was demonstrated through a small example. Packets are encoded using encoding co-
efficients that are randomly selected. The randomly selected coefficients can also be

selected more precisely according to some parameters.

One prominent drawback of RLNC is the possibility that errors can be catastrophi-
cally propagated through the network. The propagation can be mitigated using a FEC

technique as will be discussed in Section 4.4.

Another drawback of RLNC is that it requires an invertible generator matrix at the
destination node in order to be decoded. One method proposed to improve on this is

the more recently proposed MNC.
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Matrix Network Coding

The chapter on MINC is also part of the literature study in which the network coding technique
Matrix Network Coding is discussed. This chapter contains information on the encoding and
decoding of packets using MINC. An example of the process is also given. The chapter concludes
with a comparison of MNC and RLNC.

3.1 Introduction

MNC was introduced in 2011 by Kim et al. as a non-deterministic coding scheme that
improves on the network error correction capabilities of RLNC [7]. The implementa-
tion of MNC and RLNC is functionally the same, the significant difference between
the methods is that instead of the encoding coefficients used for RLNC, MNC uses ma-
trices as encoding coefficients. These encoding coefficients are created by randomly
choosing the symbols over a finite field, Fo». Since the size of the encoding matrix can
be varied, it is sufficient to limit the field to only binary numbers, F, as will become

apparent through the discussion.
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We follow the explanation of MNC as discussed in [7] and [20] with slight adjustments
to cohere to the logical explanation given in Section 3.4. In this chapter, we will discuss

how encoding and basic decoding is done to implement MNC.

3.2 Encoding

The main difference between MNC and RLNC is the size of the encoding coefficient, as
already mentioned. These encoding coefficients for MNC are chosen as p X p matrices.
To encode the source information with these matrices, the source packets also have to

be presented as matrices.

3.2.1 Defining data packets

Similar to RLNC, the source node has N packets, P;, P,, ..., Py defined over a finite field
Fym corresponding to the N output edges of the source node. These packets have a fixed
length of L symbols. For MNC, these data packets are represented as p-dimensional
vectors of g symbols, over Fo». g can be determined from the length of the data packet,

as L = pg symbols over a finite field Fym.

The data matrices can be constructed by representing the input data, P;, as p, g-dimensional

vectors using Equation (3.1):

P; = (P;(1),Pi(2),... Pi(p)) 3.1)

with all of the g-dimensional vectors as seen in Equation (3.2):

Pi(j) = (Bi(G = 1)g +1), P((j = 1)q +2),..., Pi(j4)) (32)

forallj = 1 — p. In Equations (3.1) and (3.2), P; represents all the different input
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packets to the source node fori =1 — N.

This rearrangement of the symbols of the source data results in a g4 X p data matrix,
where data is grouped into p columns of g symbols each. This is done to all the data
packets from the start node, intermediate nodes and the destination node. The data is

always represented in this format when it is captured.

As an example, consider a source packet P; that has 6 symbols [P;(1), P1(2), ..., P1(6)]
over Fon. If we use an MNC scheme with p = 2, we know g = 3 since L = pg and
L is the number of symbols in the packet, which in this case is 6. We can, therefore,

represent the data of P; as 2 columns of 3 symbols each as seen in Equation (3.3):

Pr=1P(3) Pi(4) (3.3)

3.2.2 Source encoding

Suppose that at the source node, N data packets have to be sent. These N packets,
Py, Py, ..., Py, are all represented as g X p matrices as discussed in Section 3.2.1 in Equa-

tions (3.1) and (3.2).

For these N packets, N encoding matrices, AL A%, AIS\’ , consisting of p X p symbols,
are constructed for each outgoing edge at the source node. Each of the elements is
chosen from the finite field F)”. Since N encoding matrices are created per output

edge, a total of N? independent encoding matrices are created at the source node.

Encoding at the source node is similar to that of RLNC as seen in Equation (2.1) where
the coefficient « is now expanded from a single symbol to a matrix of symbols Ag.

Encoding can take place for each of the g rows as seen in Equation (3.4):
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N .
Ps(j) = ) Pi(j) - As (34)
i=1
where j = 1 — q. More explicitly,
Ps(j) = P1(j)As + P2(j)AS + - - + P () A5 (3.5)

where j = 1 — g. Note that each data packet P;(j) contains p symbols which allows the
matrix multiplication required in Equation (3.5). Each row, j of the source data packets
is therefore encoded separately and then added together to create the new source data

matrix as seen in Equation (3.6)

Ps = (Ps(1); Ps(2); - ;Ps(q)) (3.6)

3.2.3 Header information representation

The N encoding coefficients are each represented as p X p matrices. Each of these en-
coding coefficients consist of p?> randomly selected symbols &; where j = 1 — p? that
were chosen over a finite field Fo». These matrices have to be sent as header infor-
mation along with the newly encoded data. To accomplish this, the matrix, as with
the data information in Section 3.2.1, can be written as a one-dimensional vector for

transmission.

If p = 2, a matrix encoding coefficient, A; can be written as seen in Equation (3.7):

X1 &3
A = — ‘Bi = |d1 &y N3 K4 (37)
&2 Q4
In Equation (3.7), B; represents the new formation of the single encoding coefficient.

In order to construct the header of the outgoing packet, each of the N encoding coeffi-
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cients have to be written in the same form of ;. The global encoding vector that is sent
as the header information can then be constructed as a vector consisting of vectors as

seen in Equation (3.8):

ﬁ = [1811 1821 T IIBN] (38)

B in Equation (3.8) is Np? symbols long since each B; is p? symbols long.

It is important to note that only at the source node can the local encoding coefficients
be directly used to construct the header of the packet. The encoding coefficients of the

intermediate network codes will be discussed in Section 3.2.4 below.

3.24 Intermediate node encoding

The data received at intermediate nodes are processed in the same manner as for RLNC
discussed in Section 2.2.2. If only one data packet is received, it is broadcast, as is, over
all the outgoing edges. If, however, more than one data packet is received simulta-
neously, these packets are combined, and the combined packet is broadcast over all

outgoing edges.

Say h data packets are received at an intermediate node T, a new set of encoding ma-
trices A1, A, ..., Ay, are generated, with elements randomly chosen from the finite field

Fom. The incoming packets, Pr, , are encoded as seen in Equation (3.9):

h
PTout (]) = Z PZ},‘" (])Ar (39)
r=1

for j = 1 — q. As with RLNC, only local encoding coefficients are used to encode the

data packets at intermediate network nodes.

The local encoding coefficients can be written as described in Equation (3.8) and the

global encoding vectors can be updated as seen in Equation (3.10):
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:B(new) = nB(old) At

h
Bi=) Bi-A (3.10)
r=1
fori=1— N.

From the differences mentioned between RLNC and MNC thus far, it should be noted
that MNC reduces to RLNC if p = 1. The encoding matrices will reduce to encoding
coefficients, and L will be left as L = g. For this reason, in this paper, the term MNC
implies p > 2.

3.3 Decoding

At the destination node, h different matrix combined packets will be received that are
decoded using the matrix encoding coefficients found in each packet header. The lin-
early independent encoding coefficients are combined into a matrix known as the G-

matrix seen in Equation (3.11):

AL A A
Al A2 ... oAb

G=|p' g - ,Bh]: :2 :2 ) :2 (3.11)
_A}\] A%\] A}Il\l_

This matrix is similar to the one defined for RLNC in Equation (2.9) except that each
factor A{ in the matrix is, in fact, itself a p x p matrix. This results in the G-matrix being
a N - p x h - p matrix. With standard MNC decoding, only N of the & incoming packets
will be used. This leaves the G-matrix to be N - p X N - p. The remaining packets can

be used for error-correcting purposes, as will be discussed in Section 4.5.

The N data packets are combined into j packets by taking the first row of each data

packet and combining this into the output packet, P, as seen in Equation (3.12)
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Po(f) = (P (7). P5 (1), Py (7)) (3.12)

for j = 1 — g. Using P, and the G-matrix we can determine the original source packets

as seen in Equation (3.13) similar to Equation (2.11).

P(j) = Po(j).G™" (3.13)

for j = 1 — g. In Equation (3.13), P(j) represents the j-th rows of all the input packets

as seen in Equation (3.14):

P(j) = (P1(j), P2(f), -+ . Pn(j)) (3.14)

for j — g. Decoding is done with the assumption that no errors occurred during trans-

mission.

3.4 Analytical basis

Here we will explain the analytical basis for why packets are encoded at the source
node and why they can then be decoded at the end node. This analytical explanation

is for a simple four-node network as seen in Figure 3.1.

For this explanation, no internal network coding is needed since only the basics of
encoding and decoding are explained. For the example, the source has two output

edges, N = 2 and we choose p = 2.

At the source node, data packets P; and P, have to be encoded. For the first outgoing
edge, these packets are encoded with encoding matrices A and C to produce the packet
Po1. For the second outgoing edge, the packets are encoded with the encoding matrices

B and D to produce the packet Pp,.
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Encoding P, P Encoding
matrices: matrices:
Aand C Band D

Figure 3.1: Network of 4 nodes aiding in the analytical description of MNC source
encoding

These calculations can be seen in Equation (3.15):
Po1 = LA+ P,C

(3.15)
Pop» = PiB+ P,D

Our goal is to rewrite one of the input packets, P,, in terms of the output packets to

compare it with the decoding method.
We can rewrite the input packet P; in terms of the other packets,

Py = (Po; — P,C)A™! (3.16)

Replacing Equation (3.16) into the equation for Pp; yields,

Pop = (Po1 — P,C)A™'B+ P,D
(3.17)
= Po1A"'B+ Py(D — CA™!B)

From Equation (3.17), P, can be determined as in Equation (3.18).
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P, = (Ppy — Py A™'B)(D — CA™'B)™1 (3.18)

We can now compare this packet P, to the method in which Pp; and Py, are used to
reattain P,. At the receiver, R;, the encoding factors are combined into a G-matrix as

seen in Equation (3.19):

A B
CcC D

(3.19)

the G-matrix can be inverted as seen in Equation (3.20):

A1+ A 'B(D—-CA'B)"1CA™! | —A"'B(D - CA~'B)!

—(D—-CA1B)"tcA~! (D—-CA-1B) !
(3.20)

G~ ! is required according to Equation (3.13) to decode the input packets. Since P, can
be determined by multiplying Pp with the second column of G~!, we can determine

P, as seen in Equation (3.21):

P, = —Po1A"'B(D — CA™'B) ™! + Pop(D —CA™'B) ! (3.21)

It is clear that Equations (3.18) and (3.21) are equal. This shows that the data that was
encoded at the source node using encoding coefficients can be decoded using the G-

matrix at the destination node.

3.5 Example

The example for MNC will follow a similar structure to the RLNC example in Section

2.4 and can be compared side by side to understand the similarities and differences
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between the methods. Consider an example, where the same data packet as for RLNC,

110 101| 010 100, has to be sent through the butterfly network.

The data has to reach both destination nodes, R; and R,. If we apply MNC as discussed
in this chapter, the data is divided into two packets and represented as Galois field
numbers. For the purpose of this example the Galois field is chosen as F,1 or GF(2)
which is normally the case with MNC. The two packets, of size L = 6, are then changed
to matrices as seen in Equation (3.2). For our example, p = 2and g = L/p = 3.
Therefore, the data is combined into matrices with 3 rows and 2 columns each. This

results in the packets at the source being,

11 01
Pi=10 1 and P, = |0 1
01 00

Calculations will be done over GF2 of which the addition (left) and multiplication
tables (right) can be seen in Equation (3.22) to be used as a reference when calculating

new packets and header information.

XOR AND
-l-‘Ol x‘Ol
0(0 1 0(0 O
1110 10 1

(3.22)

At the source node, the packets are encoded for each outgoing edge. For each outgoing

edge, two source encoding matrices, of size 2 x 2, are chosen at random.

01
Aél = and A%l =
0
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01
0

The output of the first edge can be calculated using Equation (3.4), as seen in Equation

(3.23):

P (1) =1 1 (1) (1) +[o 1} [1 2] (3.23)
=11 +[1 o]
=01

Equation (3.23) only shows the first row of the full source packet, Ps,. The full source
packets for the first edge, Ps, and for the second edge Ps, can be seen in Equation (3.24)

below:

01 10
Ps, =10 0land Ps, = [0 1 (3.24)
10 11

The header information will be presented as in Equation (3.8). The resulting packets

that will be sent from the source node can be seen in Figure 3.2.

Two packets arrive from nodes 1 and 2 at node 3 simultaneously. These packets are
combined to create a new output packet. Since there are two incoming edges at this
intermediate node, h = 2. Since i = 2, two new local encoding matrices are randomly

chosen as seen in Equation (3.25).
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Py P,
| 1101011010100 |

| 0110 1100 010010 | | 11110110100 111 |

Figure 3.2: Example of packet encoding at the source node using MNC

R R 029

Using Equation (3.9) we can calculate the output packet of the intermediate node, Pr, ,

for each row. In Equation (3.26), we can see this for the first row or j = 1.

=0110+[10}10 (3.26)
11 01

- |1 1+[1 o]

=01

The total output of the intermediate node can be similarly calculated as seen in Equa-

tion (3.27):

Pr,,=10 1 (3.27)
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For the header information at node 4, the information is calculated according to Equa-

tion (3.10) as seen below in Equation (3.28) fori =1, ‘B% = Aél and IB% = Aézz

2
Bi=)_ Bi A
r=1
B1 = B1A1 + BIA2

0 1{ |1 0 1 11110

= -
10| |11 1 1] |0 1 (3.28)
11 10
= -
10 10
|00
01

The second encoding matrix at node 4 can be calculated in a similar manner as seen in

Equation (3.29):

11
B2 = (3.29)
0 0

The input and output packets created at node 3 can be seen in Figure 3.3.

The destination node Ry, receives two encoded packets, one from node 1 and one from

node 4. Similarly R, receives packets from nodes 2 and 4, as seen in Figure 3.4.

Atnode Rj, the header information from the two received packets is used to create the
G-matrix. The G-matrix is created according to Equation (3.11) with N = 2and h = 2

as seen in Equation (3.30).
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AS] PSI ASz PSZ
e———— e————
| 0110 1100010010 | | 11110110 100 111 |

| 0001 1010010101 |

Figure 3.3: Example of packet encoding at the intermediate node using MNC

Figure 3.4: Example of MNC encoded packets received at destination nodes of a but-
terfly network

0100
1 A2
G—[ﬁl ﬁz} 1 AT _ {1001 (330)
Al A2 1011
1000

The inverse of the G-matrix which is required for decoding the input can be calculated

as in Equation (3.31):
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(3.31)

_ = O O
oS Rk O O

- o O =

0
1
0
_0 .

or each row in the data packets, j = 1 — g, Pg(j) can be created. Py is created by
placing the two received data packets next to one another as Pr = [PS1 PTM]. The

input packets, P can be calculated as seen in Equation (3.32):

P=Dg-G!
i 00 0 1)
0101
1000
1000 1
0110
100 1 (3.32)
. 0101
(1 1]0 1
1o 1/0 1
0110 0

The decoded packets from Equation (3.32) are the input packets, P = [ 2 ‘ 2} ] . The

same results can be seen when decoding at R,.

3.6 Comparison of RLNC and MNC

RLNC and MNC are quite similar as can be seen through the cross-references through-
out this chapter. MNC can be seen as an expansion to RLNC since the most consider-
able difference between the two is that for RLNC encoding coefficients are comprised

of one symbol, while for MNC, encoding matrices of size p x p are used.

For both RLNC and MNC, the input packets can only be recovered if the G-matrix is
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invertible.

The most significant drawback of RLNC is that errors can be propagated through the
network, causing catastrophic errors at the destination node. This is mitigated using
MNC since the additional information inherent to MNC allows for intrinsic error cor-
rection [7]. Additional packets received at the destination node can also be used for

error correction. This is the primary consideration for using MNC.

MNC also comes with drawbacks, the most important of which can be seen from Equa-
tion (3.13). The complexity of decoding can be troublesome with larger G-matrices.
According to [7], if the header overhead of MNC and RLNC is kept the same, the com-
plexity of MNC is estimated as O(N?p®>m?) while RLNC in comparison has a com-
plexity of O(N3m?) when N source packets are combined, at each node, p x p matrix

chosen over a finite field Fom.

The field size for MNC can be lower than for RLNC since MNC has bigger encoding
matrices [7]. Kim noted that if only a binary field, m, is used for MNC and m = m; p2
for RLNC, the complexity of MNC would be O(N3p3m;2) compared to O(N3p*m;?)
for RLNC [7]. Therefore, the complexity of RLNC would be slightly higher if a binary
field size is used for MNC and the RLNC field is p? times that of MNC.

The final drawback of both RLNC and MNC is that the G-matrix must be invertible,

which is often not the case for small field sizes.

3.7 Conclusion

MNC is very similar to RLNC but improves on its error correction ability. We dis-
cussed how MNC is applied by encoding packets at both the source node and interme-
diate network nodes and then decoding the packets at the destination node. This was
demonstrated practically through a small example. Contrary to RLNC, packets are

encoded using encoding matrices that are randomly selected rather than coefficients.
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The randomly selected matrices can also be selected more precisely according to some

parameters.

MNC can also be used in unknown topologies that will be discussed in the follow-
ing chapter. Additional error correction techniques for MNC will also be discussed in

Section 4.5.
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Networks, Errors and Error Correction

This chapter forms the final part of the literature study. It discusses Erdds Rényi graphs, Binary
Symmetric Channels, the Gilbert Elliot channel model, and the error correction techniques, For-

ward Error Correction and Coset Decoding.

41 Introduction

In order to do any testing on the network coding methods of MNC and RLNC, these
techniques have to be applied to real networks. Real networks are often affected by er-
rors. We will first look at the simple Erdés Rényi graph as a channel model to represent

the networks.

4.2 Erd6s Rényi graphs

The original paper on MNC [7] only included a simple graph consisting of 4 nodes
for testing. We will expand on this simple graph, as done in [15] and [20], by also
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considering the Erd8s-Rényi (ER) graph.

An ER-graph created by introducing random edges, E, between the nodes, V, of a
graph. The edges are added independently of one another, all with the same probabil-
ity ¢ to create the graph G = ER(V, d) [21].

To create the entire network for simulations, including the source and the destination
node, we will generate the internal network nodes using an ER-graph model and add
a source and destination node to the graph. The source node is connected through N
edges to N different nodes in the internal network in order to satisfy the min — cut,
max — flow theorem. The destination node is connected to M different nodes of the
network. M depends on the decoding scheme implemented, but it is presumed M >
N, again to satisfy the min — cut, max — flow theorem. An example of a graph can be

seen in Figure 4.1:

Figure 4.1: Example of an Erd6s Rényi graph with 9 intermediate network nodes, an
added source node (S), destination node (R)and N =M =3

A higher connectivity probability leads to more densely connected graphs. If graphs
are too sparsely connected, the min — cut, and, thus, the max — flow of the network is
lowered. The probability of connectivity in the network has to be chosen accordingly,

and a network that does not satisfy min — cut > N will not be evaluated.

4.2.1 Assumptions on graph connectivity

Some assumptions were made to simplify the calculations and to increase the proba-

bility of network coding:
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1. The capacity of all network edges is 1.

2. We will also not take into account the distance between nodes and assume that
all the packets arriving at any of the intermediate network nodes will arrive at

that node at the same time.

3. Allintermediate network nodes are connected with both input and output edges.

4.3 Communication channels

The edges between various nodes, as described above, represent communication chan-
nels. Ideally, communication channels are error-free, however, this is not always the
case, and in most practical scenarios, messages are altered by noise [9]. We will use
two channel-models to model this behaviour, a Binary Symmetric Channel (BSC) and

a Gilbert-Elliot (model) (GE).

4.3.1 Binary Symmetric Channel

According to [9], the BSC is often used to model communication channels in infor-
mation theory since it is one of the simplest noisy channels. It is a simplistic model
that can transmit one of two symbols, 1 or 0. The symbols transmitted over the net-
work have a crossover probability p and extrapolating from that, a probability p — 1 to

remain unchanged as seen in Figure 4.2.

It can be assumed that 0 < p < 0.5 so more bits are not changed than stays unchanged.
Even though only bit symbols of the set {0,1} can be sent over a BSC, we can still
implement this channel model for larger Galois field sizes since all Galois field symbols

can be represented as binary numbers.
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Bit transmitted Bit received

Figure 4.2: Graphical representation of a BSC and the probability of error

4.3.2 Gilbert-Elliot channel model

The GE is a channel model that simulates burst errors. The channel, proposed by
Gilbert [22] and Elliot [23], is based on a Markov chain of two states, one for normal

channel behaviour (N) and one for a burst channel (B).

In the N-state, the channel operates as a standard BSC, as discussed in Section 4.3.1
above, with a probability Py of a bit error occurring. The state of the channel stays in
the N-state with probability 1 — ¢ and can change to burst errors with probability ¢. In
the B-state, errors occur with a probability of Pg. Since burst errors cause bit errors to
occur more frequently, Py < Pg. The channel stays in the B-state with probability 1 — x

and can again change from the B-state to the N-state with probability «.

A graphical representation of this channel model can be seen in Figure 4.3. During the
B-state, the probability of a bit flip is higher than with the N-state, creating a more noisy
channel. The duration and frequency of these burst errors can be adjusted by adjusting
x and o, respectively. As «k increases, bursts are on average shorter, and as ¢ increases,

bursts have a higher probability of occurring and are, therefore, more frequent.

4.4 Error correction for RLNC

According to [6], when using RLNC as coding technique, one of the most prominent

problems with the technique is error propagation. Since data packets are combined
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Figure 4.3: Graphical representation of a GE channel’s Markov chain and channel states

together through linear operations, errors that occur early on can be combined multiple

times, potentially corrupting several data packets by the time the packets reach the

receiver. Concatenating a FEC code, specifically Reed-Solomon (RS) codes, with RLNC

is often used to lessen the propagation of errors [9], [6], [20] and [24].

Encoding using an FEC, data can be encoded at the source node using an outer-code

and an interleaver before even being encoded by RLNC encoding. The data is then sent

through the network, and at the destination node, data is first decoded using RLNC.

Then the FEC is decoded, by first decoding the interleaver and then the outer-code.

The encoding and decoding orders can be seen in Figure 4.4.

Input Outer Inner

npu > . > .

Data | Enco ding Interleaving E(r%cLo'\clig)g

Inner
Receiver . De- Outer
—> Decoding > . > :
Input
npu (RLNC) Interleaving Decoding

Source
Output

Output
Data

Figure 4.4: Concatenated encoding (above) and decoding (below) processes

For an outer code, we will use Reed-Solomon codes as in [18]. Reed-Solomon codes

are block-based, linear (1, k)-codes. In other words, k data bits can be used to generate
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k — n parity bits, resulting in a final code of n bits long.

The minimum distance, d, (Singleton bound) of an (#,k) linear block code is upper
bound by d < n — k 41 with an error correction capability of d/2. According to [25] RS-
codes can achieve the maximum of the bound and, therefore, have an error correction

capability as seen in Equation (4.1):

_n—k+1

a 2

(4.1)

If for example, a packet contains k data bits, n — k parity bits can be added at the end

of the data bits to create a packet of n bits as seen in Figure 4.5.

\ 4

< n

Data Parity Bits

A
=~
\4
A

n-k

\ 4

Figure 4.5: Packet structure for (n k) Reed-Solomon encoded packet

4,5 Network error correction from Matrix Network Cod-

ing

In his seminal paper on MNC, [7], Kim et al. first proposed that any additional packets,
h > N received at the destination node can be used for error correction purposes. In
this case the G-matrix is an N - p X h - p-matrix, as discussed in Section 3.3. These
additional columns have to be linearly independent of the others, thus increasing the

rank of the matrix [26].

[7] discussed several decoding techniques for MNC. Different methods can be used for

networks with known and unknown topologies. If the network topology is known and
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unchanging, the coefficients at intermediate nodes can be chosen with that foreknowl-
edge to create a G-matrix that is decoded with low complexity and high probability of
decoding.

For this study, however, as with [7] and [20], we will use networks with an unknown
topology, as is the norm for mobile networks. The networks used in this study was
already discussed in Section 4.2. There are various methods to decode linear block
codes, and much research has been done, such as in [27] and [28]. These decoding
methods assume identical constituent vertical codes that cannot be assumed for MNC
[7]. [7] determined that the task of pre-constructing the G-matrix without knowing
the network topology is quite complex, and it has to be assumed that the G-matrix is

entirely random.

Trellis representation

Since MNC is a finite field linear code, therefore it has a trellis representation [29], [30].
MNC could, therefore, be decoded using its trellis representation. Kim ef al. evaluated
this and determined that there are, at most min(ZN p,2(M=N)p ) states [29], this would
most often result in using (M — N)p. Larger values for p and large differences be-
tween M and N give better error correction abilities but will cause the method to be

too complex [7].

4.5.1 Sphere decoding for Gaussian noise

For networks where channel errors are modelled with Gaussian noise, i.e., AWGN,
Rayleigh or Rician fading channels, Kim et al. advocated and used a sphere decoder

[28] using list decoding.

To implement this method, a parity check matrix, H is created. This is done using the
generator matrix G. To create H, G is manipulated, through swapping columns and

Gaussian elimination the matrix, to have the form:
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G = [I|D] (4.2)

In Equation (4.2), I isa N x N identity matrix and D a N x (M — N) matrix. The order
in which columns are swapped to achieve the identity matrix has to be noted and used

to swap the columns in the parity check matrix as well [7], [31].

Using D, H can be determined as seen in Equation (4.3):

H= [—DT|IM_N} (4.3)

Using H, an algorithm, outlined in [7] is used to create the log-likelihoods of all the

elements of the output packets.

This process is not, even though it has a high probability of decoding, energy-efficient;
since it follows an iterative process. [7] proposed a less complicated and simplified

method, Coset decoding, for BSCs that will be more energy efficient.

4.5.2 Coset decoding for MNC

Coset decoding can be low on energy if codes with simple encoders are used at the
source. More energy can be saved if hard decision decoding is used instead of soft-

decision decoding.

We used [7] for the steps to implement Coset decoding since the steps are listed in the
article. The method uses any additional packets received to do error correction on the

received data, R(j) forj =1,2,...,.q.

For this method we also use the parity check matrix, H as determined using Equations

(4.2) and (4.3). Using H, a codebook C of Coset leaders can be created. The codebook

(K=N)

contains a list of the 27 cosets x; 4 C. x; is a binary string with minimal Hamming

weight in the coset fori = 1,2, ..., 2p(K=N),
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Looping through the data packets forj = 1,2,...,4:

Calculate the syndrome vector s = R(j)H'.

Use s to find a unique vector x, from x; for i = 1,2,...,2P(K-N) 5o that R(j)HT =

x, HT.

R = R(j) + x. is calculated as the codeword of G.

from R we can calculate the input vector, the estimated P(j) that when encoded

with G produces R(j).

4.6 Conclusion

ER-graphs can be used to create randomly connected networks of any given size. Be-
cause of their random connections, they mimic real-world networks and work well for
simulations. For network edges, we discussed two methods of creating edges with
network errors. The first is BSC’s that create random, evenly distributed errors. The
second network edge is the GE channel model that is a simple BSC with random burst

errors.

To correct these errors while implementing RLNC, we can concatenate RLNC with a
simple FEC scheme, such as Reed-Solomon codes. For MNC, we briefly discussed
decoding methods that use the additional data, that is not needed for decoding, to
correct errors. The most prominent method is Coset decoding that can be used for BSC

channels.
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Implementation

In this chapter, the design and implementation of four experiments will be discussed. We also

discuss how the experimental setup is verified, and the test implementation validated

5.1 Introduction

Four tests were designed in order to answer the research question and reach the re-
search objectives posed in Sections 1.3 and 1.4 respectively. The first experiment was
designed to improve on the decodability of MNC by increasing invertibility of the G-
matrix. The second test looks at a particular case in which the output encoding matri-
ces of intermediate nodes are guaranteed invertible. The third test will determine what
the effect of network depth is on the propagation of errors through an MNC network,

and finally, the effect of burst errors will be tested on the network coding technique.

In conclusion to this chapter, all the tests and implementations thereof have to be veri-

fied and validated.
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5.2 Invertibility improvement

5.2.1 Motivation

For NC, each encoding factor can be chosen at random at each of the intermediate
network nodes. By selectively choosing the encoding factors, we can alter the proba-
bility of decoding. This was proposed in [7] and [18] as a method to improve MNC. [7]
specifically chose the encoding factors at each intermediate network node based on

two factors:

e The combining coefficients are invertible;

¢ and all the non-zero matrix coding coefficients of the output packet are invertible

The first factor is said to be only for analysis purposes, and it is never clearly stated how
the second factor is achieved. There is no literature comparing the effects of selectively
choosing the encoding factors in this manner compared to choosing encoding factors
at random. Also, if done by iteratively choosing encoding factors until the output is

invertible, it can take a very long time and is not usable for practical implementations.

We will, therefore, test different methods that might still improve the invertibility of

the G-matrix but not require endless iterations to achieve.

5.2.2 Implementation

We tested two scenarios that implemented one, or both of the factors listed above in
different ways. For both scenarios, ER-graphs, as discussed in Section 4.2, were cre-
ated with intermediate network nodes being connected with probability é as seen in

Equation (5.1):

(5.1)




Chapter 5 Invertibility improvement

where 7 is the number of intermediate network nodes.

No errors were introduced into the network since the test only evaluates the probability

of data being undecodable due to an uninvertible G-matrix.

We will use two methods, as will be discussed below, to test whether we can improve
invertibility of the G-matrix. The fixed parameters that were chosen to realise both the

methods are listed in Table 5.1.

Table 5.1: Simulation parameters for invertibility testing

Parameter Value

Intermediate network nodes 10:5:30

Number of graphs of each node count 1000

Iterations per graph 100
Field size (Fm) 2
MNC p-value 2

The unmodified, RLNC- and MNC-schemes were used as the benchmark cases to com-

pare to the two methods discussed below.

Method 1

For the first method the source encoding factors are compiled into a matrix as they
would be in Equation (2.9) for RLNC or Equation (3.11) for MNC to create a G-matrix.
This matrix was tested and recreated at random until it was found to be invertible. It
is also possible to use a list of already invertible matrices to speed up the process and
use less processing power. This method increases the computational load at the source

node only.
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Method 2

For method 2, it was required that the encoding factors, [, B2, ..., Bn], that are the

outputs of any intermediate network node, should be invertible.

This was achieved by first choosing all encoding factors, whether at the start or in-
termediate nodes, to be only invertible matrices. For each of the encoding factors at
intermediate nodes to be chosen as invertible matrices, these factors should be of a size

p > 2. This stipulation limits this method to apply only to MNC.

Computations were performed at the intermediate node to determine the output en-
coding factors. If the output matrices are not invertible, up to 10 iterations were done

for which most cases resulted in an invertible matrix.
This method increases the computational load at all of the network nodes.

Both methods were implemented, and the results of the test can be seen in the Results

chapter, Section 6.2.

5.3 Upper triangular matrices as encoding factors

5.3.1 Motivation

Kim [7] suggested using encoding matrices such that all the non-zero matrix coding co-
efficients of the output packet at intermediate nodes are invertible. This was attempted
for a limited number of iterations using Method 2 in the previous section. Output en-
coding matrices are created by adding and multiplying different coefficients together
as seen in Equation (3.10) in Section 3.2.4. Invertibility of a random matrix is, however,

only held over multiplication but not addition [26].

We, therefore, want to investigate a small subset of matrices that are invertible and

for which invertibility is sustained over both addition and multiplication. Encoding
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factors can then be chosen from this subset of matrices to maintain invertibility of the

output encoding matrices throughout the network.

According to [26], an upper triangular matrix is invertible if its determinant, in this
case, the product of all the values on the diagonal, is not zero. Therefore for GF(2),
an upper triangular matrix with only 1’s on the diagonal is always invertible. This
matrix is known as a unit upper triangular matrix, according to [26], [32]. Equation

(5.2) shows such a matrix, L, with p = 4, where the X’s denote either 1 or 0.

X

1
(5.2)

0

0

o O O =
o = X X
— XX

From [33], it can be found that the upper triangularity of a matrix is sustained through
both addition and multiplication. Therefore, if we choose all encoding factors as ran-
dom upper triangular matrices with only 1’s on the diagonal, we will sustain upper

triangularity.

This will not sustain invertibility since it does not guarantee that there will be only 1’s
on diagonal of the new matrix. When looking back at Equation (3.10) in this context,
we find that when adding matrices, we use a X-OR operation. Due to this operation, 1’s
on the diagonal can only be sustained when an uneven number of matrices are added

together.

To sustain unit upper triangular matrices through a network, we must limit the net-
works to those that have only an uneven number of outputs to the source node and an

uneven number of inputs to any other node.
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5.3.2 Implementation

To test a network with only an uneven number of outputs from the source node N
and an uneven number of inputs to any other node, 1 and M, we will choose the test

network as seen in Figure 5.1.

Figure 5.1: Network graph used to test the use of upper triangular matrices

In Figure 5.1, we see a network that is simplistic yet meets the requirements to have an
uneven number of inputs and source outputs. The network also grants the opportunity

for network coding at node 3, where three packets are combined into one.

Using this network, we will test the theory of invertible upper triangular matrices,
along with methods 1 and 2 from the previous section against choosing the encoding
factors at random. For each method, 10 000 graphs will be used with encoding matrix

size 2 x 2, given p = 2 and field size GF(2).
The results of the test can be seen in Section 6.3 in the next chapter.

From the first experiment on invertibility improvement, we saw that in order to im-
prove the invertibility of the G-matrix, we eliminated some encoding factors. In doing

so, we also lower the number of possible combinations created through network cod-
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ing, therefore limiting the number of eventual G-matrices. Since MNC has intrinsic
error correction capabilities, [7], we will now evaluate the network error correction ca-
pabilities of a system with only invertible matrices as encoding matrices over different

factors in Sections 5.4 and 5.5.

5.4 The influence of network depth on error propagation

After first considering error-free graphs in Sections 5.2 and 5.3, we move on to a more
real-world scenario where network edges are error-prone. To test the effect of errors
on different network depths, we must first add errors to the still error-free graphs used
in the previous section. For the error model, we used a BSC model, as discussed in

Section 4.3.1.

In [7], a Binary Phase-Shift Keying (BPSK) modulation scheme with Gaussian noise
is used with a Signal to Noise Ratio (SNR) of SNR = 1 — 9. For a BPSK chan-
nel, the relation between SNR(dB) and the normalised signal to noise ratio, f]—g, is
10log(SNR(dB)) = IE,—Z [34]. The BSC function in Matlab uses a probability of error, P,
denoted by a number between 0 and 1 [35] not SNR or f]—g In order to get comparative
results, we can convert SNR to Bit Error Rate (BER) using Equation (5.3) where erfc is

the cumulative error function [36]:

_1 Ep
P, = 2erfc <\/;0> 59

gerfc (Vi0sNR/D)

The BER resulting from a SNR(dB) = 1 — 9 can be seen in Figure 5.2.

These BER values were used to generate errors in a BSC. The following experiment
was done to test the effect of network depth on error propagation through an MNC

system.
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1.E-01 ¢

1.E-02 ¢

BER

1.E-03 +

1.E-04 +

1.E-05

E_b/N_0 (dB)
Figure 5.2: BER against SNR(dB) for BPSK

5.4.1 Implementation

For different network depths, from 10 to 25 with intervals of 5, 1000 random ER-graphs
where created. All of the graphs have the same number of input edges, N, output
edges, M, and a network connectivity probability of 0.65. Graphs that did not reach
a min — cut of N where discarded. For each input node, L = 256, data bits where
used. For all the runs, MNC was used with a fixed field size of GF(2) and the size of
encoding matrices were kept as 2 x 2. The only variable is the network depth, varied by
changing the number of intermediate nodes. Each of the intermediate network edges

is a BSC with an SNR of 8 and 94B.
All of the parameters discussed can be seen summarised in Table 5.2.

The results of the test are discussed in Section 6.4.
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Table 5.2: Simulation parameters used to determine the effect of network depth on

error propogation

Parameter Value
Encoding type MNC
Field size (Fym) 1

MNC p-value 2
Number of graphs 1000
Network connectivity 0.65

N 3

M 4
Intermediate network nodes 10 :5: 25
Uncoded packet length (bits) 256
Channel type BSC
SNR for errors 8 and 94B

5.5 Influence of burst errors

In order to test the effect of the intensity of burst errors on MNC, we will compare the

number of erroneous packets received at the destination node of different error-prone

networks. As discussed in Chapter 4, there are different error correction methods avail-

able for RLNC and MNC that are implemented on error-prone channels. For MNC, we

use Coset decoding, as discussed in Section 4.5 and implemented as seen below.

5.5.1 Coset decoding

To implement Coset decoding, Matlab functions for Coset leaders, discussed in Section

4.5.2, were implemented that can be used in conjunction with the H-matrix to deter-

mine errors in the data packets.
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5.5.2 Burst errors

We modelled burst errors using a GE-channel model. The channel model is fully dis-
cussed in Section 4.3.2. To implement this channel model, we used two different states,
normal (N) and burst (B). If, for example, we choose the probability of burst errors
occurring to be ¢ = 10%. It would mean, the channel has the highest probability of
x = 0.9 to stay in N while there is a 10% chance to move to B. When in B, the channel
would tend to go back to normal with a 90% chance. This example can be visually seen

in Figure 5.3.

Figure 5.3: Implementation parameters of a GE channel’s Markov chain and channel
states

In Figure 5.3, it can also be seen that the two states have two different error probabili-
ties. Using Equation (5.3), we can calculate that the normal probability of errors in the
N state at SNR(dB) = 1 is 0.06. For example, we will create burst errors of double the
error probability of the N-state. In this case, the probability errors in the B-state is 0.11,

as seen in Figure 5.3.
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5.5.3 Motivation for the test

For most previous tests performed with MNC, only uniform error channels, such as
the BSC, or Additive White Gaussian Noise (AWGN) channels where used for experi-

mental implementation [7], [18].

The effect of burst errors has not been tested, while applying MNC, before. This test
will, therefore, be used to evaluate the performance of the intrinsic error-correcting

abilities of MINC over channels that exhibit burst error behaviour.

5.54 Implementation

For this experiment, we created 1000 graphs of 10 nodes each. The graphs are created
randomly as ER-graphs while the channels used are GE-channel models. The GE-

channel simulates burst errors on an unaltered BSC, as discussed in Section 4.2.

Several factors where kept constant during these experiments. The number of input
edges, N = 3, and output edges are M = 4. The field size for MNC is kept at GF(2)

and the encoding factors were chosen as 4 x 4 matrices, meaning p = 4.

For the errors, the unaltered BSC had a noise level of 5 — 11dB, which is the range
from which data can be decoded using a BSC. This was varied for the GE-channel to
determine the influence of burst intensity. Three different scenarios were created in
addition to the unaltered BSC. The probability of bursts occurring was kept the same
at 0 = 10% for all the scenarios. The variable factor is the burst intensity which was

varied between 10-times, 100-times and 1000-times the intensity of the unaltered BSC.
The parameters discussed above can be seen summarised in Table 5.3.

The results obtained from these experiments will be discussed in Section 6.5.
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Table 5.3: Simulation parameters used to determine the effect of burst errors for differ-
ent network depths on error propogation

Parameter Value

Encoding type MNC with Coset decoding
Field size (Fm) 1

MNC p-value 4

Number of graphs 1000

N 3

M 4

Intermediate network nodes 10

Uncoded packet length (bits) 256

Channel type BSC and GE
Burst intensity x 10, x100, x1000
SNR for errors 1 — 9dB

5.6 Verification and validation

According to Sargent [37], in order to trust the validity of the results created, we must
assure that programming and implementation was done correctly. We must, therefore,
verify that RLNC and MNC were implemented correctly. Validation of the program
consists of proving that the results can be used to compare the results to existing re-

search and that the implementation will answer the posed questions in Section 1.3.

5.6.1 Verification

In order to verify the MATLAB simulation models, hand-written examples following
the discussion of RLNC and MNC in Chapters 2 and 3 where implemented. Two such
examples were also discussed in-depth in Sections 2.4 and 3.5. For these tests, the
butterfly network, input data and encoding factors where identically replicated from
the hand-written examples into MATLAB. The data sent into the network and the data

decoded at the destination nodes where identical.
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As mentioned in Chapter 3, MNC is equal to RLNC when p = 1. This test was used
to further verify the validity of MNC by running the example for RLNC, discussed
in Section 2.4, on the MNC simulation. The same results were achieved for both the

network coding methods.

To verify that the implementation was done correctly for random graphs with ran-
dom encoding coefficients, random ER-graphs were implemented, and all the data
and encoding factors were randomised. This test was done before any bit errors were
implemented. No packets were decoded incorrectly while running several tests over
different encoding factor sizes and Galois field sizes; verifying again that the imple-

mentation was done correctly.

To verify the implementation of the Reed-Solomon outer code for RLNC and the Coset
decoding for MNC, the methods were first run without any errors occurring. With the
Reed-Solomon code and Coset decoding implemented for RLNC and MNC respec-

tively, no bit errors were introduced, and no packets were decoded incorrectly.

Then bit errors where introduced and a higher decoding rate was obtained with the
implementation of the FEC codes, compared to when the FEC codes were not imple-

mented.

5.6.2 Validation

For the three different experiments, we will evaluate whether the experiments are de-
signed in such a way that they can answer the research question and reach the objec-
tives set in Sections 1.3 and 1.4 respectively. We will then compare results from the

experimental setup with that of existing work.
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Evaluation of experimental setups:

In each experiment, specific care was taken to vary as few parameters as possible.
This was done to ensure that the test results are only dependent on the parameter
being tested. For example, in the experiment on network depth, only the number of
intermediate network nodes were varied. In all of the experiments, several random
graphs were created. This was done to eliminate the effect that one specific network

connectivity pattern can have on the results.

Comparison to existing work:

In the original simulation done by Kim et al. in [7], MNC was modeled with a sphere
decoding algorithm as discussed in Section 4.5.1. One of the tests in [7] was performed
to test the extent to which the number of input edges at the output node influence the
results. For this experiment 3, 4 and 5 inputs where evaluated. The experimental graph

discussed in [7] can be seen in Figure 5.4 below:

Figure 5.4: Network graph used in [7] for simulations

This graph has four fixed nodes, of which two are source nodes, and one is a destina-
tion node. Only one intermediate node generates the opportunity for network coding.
The sources both transmit uncoded packets, P; and P, respectively. MNC or RLNC

is only performed at the intermediate node to create P;. All the edges of the net-
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work are subject to Gaussian noise, specifically AWGN, with a signal to noise ratio

of SNR(dB) =1 — 9.

Since our ER-graphs only have one input and one output node, the network in Figure

5.4 was slightly adapted as seen in Figure 5.5.

Figure 5.5: New graph to represent the graph used in Figure 5.4

As seen in Figure 5.5, a new input node is added. This, effectively, did not change
anything to the setup since two different packets, P; and P, reach nodes 1 and 2 re-
spectively. These packets are forwarded from nodes 1 and 2 as would be the case for
5.4. For our experiment, source encoding is performed at the source node. This adds

an extra layer of encoding to the packets received at the destination node.

Even though the specific graphs with M = 3 — 5 were not discussed, we used graphs
similar to that seen in Figure 5.5 to recreate the results of [7]. For all the experiments
the size of the encoding matrices where kept p = 2. The parameters used for the MNC
implementation of [7]s experiment, as understood, can be seen summarised in Table

54.

The biggest change in this test from that in [7] is the channel type. Instead of Gaussian

noise, a BSC was used for this experiment.
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Table 5.4: Simulation parameters used by Kim et al. in [7]

Parameter Value

Encoding and decoding type MNC with Coset Decoding
Field size (Fym) 1

MNC p-value 2

Number of graphs 100 x 1000

N 2

M 3—5

Uncoded packet length (bits) 16

Errors Gausian for BPSK

SNR for errors 1 — 8(dB)

Table 5.5: Simulation parameters used to recreate previous results with a BSC

Parameter Value

Encoding and decoding type MNC with Coset Decoding
Field size (Fym) 1

MNC p-value 2

Number of graphs 10 000

N 2

M 3—+5

Uncoded packet length (bits) 16

Errors BSC

SNR for errors 1 — 8(dB)

The conversion of SNR to BER is discussed in Section 5.4. Since the channel type is

changed, the decoding method for MNC has to be changed from the sphere decoding

algorithm, discussed in Section 4.5.1, to Coset decoding, discussed in Section 4.5.

The simulation parameters used for the BSC test can be seen in Table 5.5, while the

results obtained from the test can be seen in Figure 5.6.
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Figure 5.6: Probability of packets at destination node containing errors for MNC over
BSCs

Figure 5.6 shows the probability that the packets, obtained at the destination node
after Coset decoding, contain errors over different SNR values. In the graph, it can be
seen that as the SNR increases, the probability of packet errors goes down. Also seen in
Figure 5.6 is that more input edges at the output node result in more decodable packets

and fewer errors; since more packets can be used for error correction.

The results, shown in Figure 5.6, are similar to those in [7]. The curves follow the same
order with M = 3 showing the most errors and M = 5 showing the least amount
of errors. The curves also follow a downward slope, showing fewer errors as the SNR
decreases. There are some discrepancies in values between the two experiments. These
discrepancies can be attributed to the differences between the graphs used in the two
experiments, the use of Coset decoding, that uses hard decision decoding, rather than

the soft decision sphere decoding of [7], and the use of source encoding.
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5.7 Conclusion

In this chapter, we discussed the implementation of four experimental designs. We
discussed both the implementation of certain parts of the experiments in MATLAB and
how specific parameters where chosen in order to answer the research question and
reach the objectives stated in Chapter 1. We also discussed how the implementation

and setup were verified and validated.

From the verification and validation exercises shown in this chapter, we conclude that
the experimental platform was implemented correctly and is suitable to investigate
the research questions. The results of the experiments can be seen compiled in the

following chapter.
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Simulation Results

The results of all the experiments are discussed in this chapter. Include the results of doing test-
ing on different methods to improve the invertibility of the G-matrix. We also show the effect
the network depth has on error propagation. Finally, the results of implementing a GE channel

model with different burst intensities are shown.

6.1 Introduction

We will now present the results from the implementation discussed in the previous
chapter. This shows the result of four experiments, the first to determine the impact
of choosing different encoding factors of the invertibility of the G-matrix. In contrast,
the second experiment shows the impact of choosing only invertible upper triangular
matrices as the encoding matrices for MNC. The third experiment shows the impact
of error propagation on networks of different sizes and the last experiment shows the

impact of different burst error sizes on networks implementing MNC.
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6.2 Invertibility improvement

For this test, we discretely chose encoding factors through two different methods as
described in Section 5.2. The test is valuable since it investigates small fields and limit-

edly connected networks found in real-world scenarios for RLNC and MNC.

Figure 6.1 shows a Complimentary Cumulative Distribution Function (CCDF) of the
percentage invertible G-matrices received at the destination node of randomly created
graphs. From Figure 6.1 we see that 80% of random networks that implement the
unmodified RLNC-scheme have only a 40% probability of correctly decoding received
packets at the destination node. Similarly, there is an increased probability from 51%
to 90% that a random network that implements RLNC with Method 1 will have a 50%

probability of correct decoding.
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Figure 6.1: Probability of a randomly generated network graph to have a certain per-
centage of invertible G-matrices, expressed as a CCDF

The average, median and standard deviation of the number of invertible G-matrices

for each method in Figure 6.1 can be seen summarised in Table 6.1:
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Table 6.1: Statistical parameters for the decodability of randomly generated network
graphs

Average Median Standard

Deviation
RLNC 50.0 51 12.2
RLNC Method1 715 73 16.4
MNC 42.8 45 11.5
MNC Method1 43.5 46 11.8
MNC Method 2 47.5 48 10.8

Consider the graphs for MNC in Figure 6.1. Both Methods 1 and 2 show some im-
provement in decodability over the unimproved case, although not as much as with
RLNC. However, not all graphs showed an improvement, with only 65% of randomly
selected networks showing some improvement. Closer investigation of these random

networks that show improvement is shown in Figure 6.2.
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Figure 6.2: Probability of a subset of network graphs, where method 2 shows improve-
ment, to have a certain percentage of invertible G-matrices, expressed as a CCDF

From Figure 6.2, it is seen that both Methods 1 and 2 improve the decodability of MNC.
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In the case of Method 2, the improvement shows that on average, in 55% of the cases

that MNC has a better probability of successful decoding than the baseline RLNC.

Figure 6.3 shows only the 15% of random networks that have more than 50% improve-

ment in decoding probability.
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Figure 6.3: Probability of a subset of network graphs to have a certain percentage of
invertible G-matrices, where method 2 shows an improvement of 50% or more, ex-
pressed as a CCDF

From Figure 6.3, it is seen that in some of the cases that have more than 50% improve-
ment from their baseline implementations, MNC with Method 2 even improves on

RLNC with Method 2.
The statistics from Figure 6.3 can be seen in Table 6.2.

It can be noted that the average percentage invertible G-matrices for MNC method 2
improves and all the other values are lower than in Table 6.1. From this, we can see
that Method 2 works exceptionally well for graphs that would otherwise have a lower

than average number of invertible G-matrices.
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Table 6.2: Statistical information derived from Figure 6.3 to describe the different meth-
ods analysed

Average Median Standard

Deviation
RLNC 39.6 40 13.9
RLNC Method1 56.4 57 19.2
MNC 26.2 27 10.4
MNC Method1 28.8 30 12.3
MNC Method 2 51.6 51 16.2

Figure 6.4 shows how the number of invertible G-matrices, and, therefore, the decodability

of the network changes for different numbers of intermediate network nodes.
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Figure 6.4: Percentage invertible G-matrices for graphs with various numbers of inter-
mediate network nodes

It can be seen that the percentage invertible G-matrices follow the same order, with
RLNC Method 1 having the most and MNC having the lowest percentage invertible
G-matrices. It can also be seen that the percentage invertible G-matrices also decrease

as the number of intermediate network nodes increases.
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6.3 Upper triangular matrices as encoding factors

For this experiment, we compared three different methods of selectively choosing en-
coding matrices to an unaltered MNC scheme. The methods were all tested on the
network seen in Figure 5.1. Method 1 and 2 from the previous section were imple-
mented on MNC along with the new method where only invertible upper triangular
matrices were used as encoding matrices. These three methods were then compared to

unaltered MNC, i.e., MNC for which encoding matrices were chosen at random.

The increased number of invertible G-matrices for each of the three methods when
compared to unaltered MNC, can be seen in Figure 6.5 below.
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Figure 6.5: Percentage increase in the number of invertible G-matrices, by selectively
choosing encoding factors, from using random encoding factors

It is seen in Figure 6.5 that both Method 1 and Method 2 show improvement from ran-
domly choosing encoding matrices using the network seen in Figure 5.1. The improve-
ment in the number of invertible G-matrices using Method 2 is significant at almost

250%. These results correspond to the results seen in Section 6.2.

Using only upper triangular matrices resulted in NO invertible G-matrices out of 10 000
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matrices. The upper triangular method is, however, only a specific case of Method 2
where instead of iterating to create invertible encoding matrices at the outputs of in-

termediate nodes, we chose only encoding matrices that would ensure this outcome.

When evaluating the G-matrix, formed using the upper triangular method, for the
specifications listed in Section 5.3, we find a matrix that is always of the form seen in

Equation (6.1), where X denotes either a 1 or a 0.

6.1)

X X
1 1
X X
1 1
X X
1 1

S R | O = | O =

e S T B Y

S = O = O =
S B O Rk | O -

Each of the intermediate matrices to the G-matrix is upper triangular with only 1’s
on the diagonal, as expected. Each of the 9 matrices inside of G is always invertible;

however, G is never found to be invertible.

The reason for this phenomenon is quite simple, according to Lay [26], a matrix, A is
invertible if, and only if, its determinant det(A) # 0. However, the determinant of any
square matrix is equal to 0, if any of the rows in the matrix are the same, i.e. not linearly
independent. In Equation (6.1), we find that each of the even rows of the matrix is the

exact same, resulting in the matrix always being uninvertible.

The G-matrix in Equation (6.1) consists of 9 sub-matrices. Each of the size 2 x 2 for
p = 2. If p was chosen to be any larger number, the same problem would still apply,
since the prerequisite of the matrices is to be upper triangular matrices with 1’s on the
diagonal. The final row, r;,, of each sub-matrix will always be r, = [r%,, rf,, ey rg_l, rﬁ] =

0,0, ...,0,1]. Therefore this method would not work regardless of the size of p.

The failure of the method is also independent of the size of the network, since adding

another row of matrices with the same form as seen in Equation (5.2), will only result
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in a G-matrix where even more rows are exactly the same.

We can see from these results that choosing all encoding matrices to be invertible upper
triangular matrices, though it does result in the output encoding matrices of each in-
termediate node being invertible, results in a G-matrix that would never be invertible

regardless of the size of the network or the size of the encoding matrices.

6.4 Network errors over network depth

After determining methods that improve on the invertibility of the G-matrix and dis-
cussing one method that would never result in invertible G-matrices, we move on to
error-prone networks. The first test is to determine what the influence of network
depth is on the propagation of errors through the network. The implementation of this
test is discussed in Section 5.4. By applying the implementation discussed in Section

5.4, we obtained the results shown in this section.

The graph in Figure 6.6, shows the effect of the number of intermediate network nodes
on the number of packets arriving at the destination node that contain errors. For this,
any output data that will be undecodable, be it due to errors in the data or the G-matrix
is deemed ‘erroneous packets’, similar to the method discussed in [7]. The result of this
is that if even a single error is found in any output packet data or header, the data has

a packet error.

Figure 6.6 shows the number of times packets at the destination node cannot be de-
coded without errors for networks of different sizes. This is all done at SNR = 8 and

9dB. It should also be noted that the y-axis has a logarithmic scale.

It can be seen from Figure 6.6 that, for the same SNR(dB), the greater the number of
intermediate network nodes, the higher the probability of receiving erroneous packets
at the destination node. The graph does appear to flatten as the networks become more

extensive and this can be seen for both SNR = 8dB and SNR = 9dB. Therefore, the
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Figure 6.6: Percentage erroneously decoded packets for graphs with various numbers
of intermediate network nodes

more extensive the network, the less the increase in the probability of packet errors.

6.5 Influence of burst errors

To see the effect of burst errors on MNC, different networks were created where burst
errors occur 10% of the time with an error rate of x10, X100 and x1000 the original
probability of the BSC. The motivation and setup for the test was discussed in Section

5.5 in the previous chapter. The results can be seen in Figure 6.7.

Figure 6.7 shows the probability of wrongly decoding packets at the output node of a
network for different SNR(dB) values. The probability in this graph is linear. In the
graph, four different results can be seen. The graph of x1 is equivalent to a normal
BSC channel without bursts and serves as the baseline results. From there the bursts

intensities get exponentially larger from x10 to x100 to x1000.
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Figure 6.7: Probability of wrongly decoded packets for networks with a GE-channel
model with bursts of various intensities

For all the graphs, it can be seen that for low SNR(dB), at least below 6dB, no data was
decoded without errors. It can also be seen that for high SNR(dB), SNR > 10.5, almost

all the data packets were decoded error-free regardless of the burst intensity.

The most exciting difference seen between the graphs is that the higher the burst inten-
sity, the steeper the decline from 1 — 0. It can also be seen that the SNR(dB) at which
some packets can be decoded without errors increases, the more intense burst errors
are. The results that are shown here apply to the implementation parameters discussed

in Section 5.5 and different results would be obtained with other parameters.

The intrinsic error correction of Coset decoding decreases the number of packet errors

since the method corrects both data and header errors.
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6.6 Conclusion

The results documented in this chapter show that selecting invertible encoding matri-
ces at the source node results in a significant improvement in the probability of cre-
ating an invertible G-matrix at the source node for RLNC and a small improvement
for MNC. It can also be seen that when choosing encoding matrices in such a manner
that the output of intermediate nodes is invertible, there is a much more significant
impact on the number of invertible G-matrices created for MNC. We also found that
some graphs show a much more significant improvement from choosing only invert-

ible matrices as output to intermediate nodes than others.

We also find that there is a slight decrease in the decodability of networks as the num-
ber of intermediate network nodes increases. In this experiment, the network con-
nectivity is dependent on the number of network nodes to assure minimum network

connectivity.

From the first experiment, we chose an even smaller subset of matrices that are in-
vertible upper triangular matrices as encoding matrices. This resulted in the output
encoding matrices of all the intermediate nodes always being invertible. The resulting
G-matrix was, however, never invertible. We also found that the form of the result-
ing G-matrix shows that this method would always result in an uninvertible G-matrix,

regardless of the size of the network or the size of encoding matrices.

From the results of networks with errors added to the network edges, we also find that
the deeper the network is, or the more intermediate nodes the network has, the higher
the error propagation through a network implementing MNC. It can, however, be seen
that for networks with intermediate nodes from 20 upwards, the error propagation

starts to plateau.

The final results obtained in this chapter is the influence of burst errors of different
intensities on the decodability of data sent through a network implementing MNC.

From the results, it can be seen that the higher burst errors are, the steeper the decrease
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in wrongly decoded packets. For the network setup used in this experiment, we would
recommend using MNC on networks with an SNR of 10dB or higher. The main effect
of high-intensity burst errors is that the decodability of packets over SNR(dB) has a
steeper decrease curve. Therefore, the same SNR(dB) of 10.5dB can be used for a BSC
as for a GE-channel with x1000 burst intensity of 10% probability.
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Conclusion and Recommendations

This chapter concludes the dissertation, giving an overview of the entire dissertation and ex-
plicitly stating how the research question was answered, and the research objectives were met.

Some suggestions and recommendations for future work are also discussed in this chapter.

7.1 Introduction

In this dissertation, we investigated whether it is possible to improve the decoding
efficiency of Matrix Network Coding (MNC). MNC was often compared with another
LNC technique, Random Linear Network Coding (RLNC) since RLNC is one of the
most used LNC techniques. The two techniques, RLNC and MNC, were discussed
throughout the literature study in Chapters 2 and 3, respectively. Chapter 4 presents an
in-depth discussion on networks and transmission through networks, and how error
correction techniques can be implemented for both RLNC and MNC to reduce the

effect of errors.

After the literature study, the implementation of specific tests was discussed in Chapter

83



Chapter 7 Research overview

5. These tests were used to answer the research question and objectives discussed
in Chapter 1. The methods were verified and validated, also in Chapter 5, and then

implemented. The results of the tests are given in Chapter 6.

7.2 Research overview

Invertibility improvement

For the first experiment, two different methods were tested to evaluate their impact on
increasing the likelihood of invertibility of the G-matrix for randomly created networks
when considering small field sizes. Larger field sizes increase the complexity of the

method.

For method 1, the encoding factors at the source node were chosen randomly from
an invertible subset of matrices. From Figure 6.1 and Table 6.1 it can be seen that
the RLNC-scheme showed a significant improvement in the probability of a randomly
created network to have a higher number of invertible G-matrices using method 1.

This improvement is much less pronounced when considering MNC, using method 1.

For method 2, we chose the encoding matrices such that the output of intermediate
nodes can be invertible. Method 2 has a much more significant impact on MNC than
method 1. This is evident from the increased average seen in Table 6.1. The average
decodability of MNC still does not reach that of the unmodified RLNC scheme. How-
ever, this does not take into account the additional benefits of MNC in terms of error

correction.

When looking only at graphs that show an improvement from the unmodified MNC
data using Method 2, as seen in Figure 6.2, we find that the improvement shown in

these graphs is even more significant than the unmodified RLNC.

15% of the graphs showed a significant improvement of 50% or more. For these graphs,
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the improvement is comparable to RLNC that was enhanced with Method 1. There is
possibly an intrinsic characteristic to these graphs that can be identified. If this char-
acteristic could be identified in future work, Method 2 can be used specifically on net-

works designed according to such graphs.

In Figure 6.4, there is a decline in the decodability of networks as the number of in-
termediate network nodes increases. This decodability is dependent on the average
network connectivity, which decreases with the number of network nodes, assuring
minimum network connectivity. The percentage improvement from Methods 1 and 2
stays approximately constant for the different methods and follows a linear pattern.
The decodability of MNC Method 2 at thirty intermediate nodes is similar to that of

the unmodified MNC at ten intermediate nodes.

Upper triangular matrices as encoding factors

For this experiment, we focused on a method through which to assure invertible ma-
trices as output encoding matrices to intermediate nodes. We, therefore, allowed only
upper triangular matrices with 1’s on the diagonal. From the previous experiment,
we know that in general, assuring invertible output encoding matrices at intermediate
nodes increases the probability of invertible G-matrices. In contrast, this specific case
always failed. We also see that the output G-matrix would be uninvertible regardless

of the network size and the size of the encoding matrices.

From these results, we conclude that using only upper triangular invertible matrices as
encoding matrices does not improve invertibility of the G-matrix. Due to the definite
invertibility of the G-matrix we can also conclude that using invertible matrices as
encoding matrices or assuring the output encoding matrices of intermediate nodes to
be invertible, though it does improve the probability of invertibility, does not assure it.
We can also theorise that when eliminating choosing only upper triangular invertible

matrices, we might be able to improve on the number of invertible G-matrices.
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The influence of network depth on error propagation

From the first experiment, we saw that in order to improve the invertibility of the G-
matrix, we eliminated some encoding factors. In doing so, we also lower the number of
possible combinations created through network coding, therefore limiting the number
of eventual G-matrices. This might influence the network error-correcting abilities of
the network. This experiment in Section 6.4 evaluates the influence of network depth

on the number of errors propagated through the system.

The experiment evaluates networks of varying depth over two network noise levels,
SNR = 8 and 9dB. For both noise levels, the graphs follow the same form, curving up
and flattening slightly as the number of nodes increases. From this, we can conclude
that the more extensive the network implementing MNC is, the less the increase of
error propagation. In other words, more extensive networks slow down error propa-

gation. This could be intrinsic to MNC and can be researched further.

Influence of burst errors

When evaluating the influence of burst errors of different intensities as seen in Section
6.5, we find that for the parameters discussed in Section 5.5, for a low SNR below
6dB, no data was decoded without errors. For burst occurring 10% of the time with
intensities, that range from a factor 1x BSC to a factor 1000x BSC, almost all data

packets are decoded error-free above SNR 10dB.

We also saw that the higher the burst intensity, the steeper the decline in the probability

of packet error, from all packets being filled with errors to almost no errors.

86



Chapter 7 Revisiting the research question

7.3 Revisiting the research objectives

We can now reevaluate the research objectives listed in Section 1.4 to see how and if

the objectives were met through the experiments listed above.

The first objective was to evaluate the different ways to improve on the invertibility of
the G-matrix for small Galois fields. This investigation was done mainly through the
tirst investigation, where different methods of choosing encoding factors were evalu-
ated and again in the second test that tests a particular case. The first experiment on
invertibility improvement also meets the second objective to compare these methods

for RLNC and MNC.

The third objective was met, mainly through Method 2 of the first experiment, where
we specifically attempted to create invertible encoding factors as outputs to intermedi-
ate network nodes. We found that the decodability is, in fact, higher. The test on upper

triangular encoding matrices is a more specific case of this test.

The final objectives were to test the effect of network depth and burst errors on error
propagation through a network. This was done choosing only invertible encoding

matrices, and the results are seen through the final two experiments.

These objectives answered smaller facets of the greater research question.

7.4 Revisiting the research question

The most prominent experiment done in answering the research question was improv-
ing the invertibility through different methods of choosing encoding factors of which
the results can be seen in Section 6.2. Through this experiment, we found that choosing
encoding factors to show invertibility at the start nodes showed some improvement in
the number of invertible G-matrices while doing this at intermediate nodes showed

considerable improvement.
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Since choosing encoding matrices over a small field to produce invertible output en-
coding matrices at intermediate nodes showed improvement, we did a further inves-
tigation by choosing only encoding matrices that are invertible upper triangular ma-
trices. This, however, resulted in no invertible G-matrices, as seen in Section 6.3. The
results from this experiment showed that choosing the encoding factors so that the out-
put encoding matrices are invertible, did not guarantee an invertible G-matrix, even
though it would make it more likely. Choosing only invertible upper triangular ma-
trices as encoding factors is also not a viable option, and this can, therefore, in future
work be eliminated as an option. Experiments can be done to determine whether it
would improve invertibility to eliminate invertible upper triangular matrices at only

the start or final nodes.

Choosing only invertible matrices as encoding factors limits the total number of out-
comes at the destination node, potentially limiting the effectiveness of error correction.
The experiments in Section 6.4 and 6.5 show the effects of errors on such a system; how

the network depth and burst errors influence the decodability of data.

7.5 Recommendations for future work

The research presented in this dissertation leaves ample opportunity for further re-

search in the field of network coding.

e In future work, it would be interesting to further investigate the influence that
choosing only specific encoding matrices has on the propagation of errors through

the networks. This will further the research, started in the final two experiments.

¢ In the experiment on invertibility improvement, Method 2 can, instead of being
applied to all nodes, be applied only to the final nodes directly before the des-
tination node. This would lower the computational complexity, but potentially

also the decodability.
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e It can also be investigated whether eliminating unit upper and lower triangular
matrices or other upper and lower triangular matrices as encoding factors would

increase invertibility.

e New research is still being done on the invertibility of matrices such as bisym-

metric matrices, and these matrices can be tested as encoding matrices.
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Abstract—Network Coding is used to achieve the maximum
flow capacity of a network. The most popular Linear Network
Coding scheme is Random Linear Network Coding (RLNC),
since no knowledge of the network topology is required to
implement this method. The greatest weakness of RLNC is that
it is vulnerable to errors. Matrix Network Coding (MNC) was
created to improve on the network error correction capability of
RLNC. MNC, however, has high complexity due to matrix mul-
tiplication and the matrix inversion of the Generator-matrix (G).
Another problem is that the G-matrix might not be invertible,
in which case, the source packets cannot be decoded at the sink
node. In order to improve the decoding capability of MNC, we
propose two different methods. The first is to create invertible
encoding matrices at the network source node, and the second
is to improve the probability of creating invertible encoding
matrices as the outputs of the internal network nodes. These
methods show an improvement on randomly generated networks
and the second method shows a proportional improvement of
50% or more on a certain subset of these networks.

Index Terms—Network Coding, Matrix Network Coding,
Generator-matrix invertibility

I. INTRODUCTION

In order to keep up with information demands in the
modern world, it is important to continually improve infor-
mation flow through networks. Improving the information
flow allows one to deliver as much information, as fast as
possible. Traditionally, information packets are created at the
source node and routed through the network to a sink node.
The internal nodes, therefore, perform no computations on
the packets. This method, however, is not optimal and cannot
always reach the maximum flow of a network [1].

Using the min-cut, max-flow theorem the maximum flow
that can pass through a network can be determined. The
minimum cut, min-cut = v, is defined as the minimum cut
of network edges so that no flow passes from the source to
the sink. The maximum flow, max-flow = v, is the maximum
rate of information flow between nodes. The theorem states
that the maximum flow that passes from the source to the sink
node of the network is equal to the capacity of the minimum
cut between those two nodes [2]. Ahlswede, Cai and Li [1]
proved that if internal network nodes are allowed to combine
their incoming packets, and transmit these combinations rather
than routing the packets one at a time, the maximum flow
proposed by the min-cut, max-flow theorem, can be achieved.

This process of combining packets at internal network nodes
is known as network coding.

In 2003, Li, Yeung and Cai [3] defined a sub-field of
Network Coding known as Linear Network Coding (LNC).
Linear Network Coding is a coding scheme that considers a
block of data as a vector over a particular base field. The
internal nodes can then perform linear transformations of
these vectors before passing them along [3]. It was proven
in [4] that only linear operations are needed to combine the
network packets over a Galois field of symbols. This was
done with a deterministic network, i.e., a network where
the underlying network topology is known and taken into
consideration when choosing coding coefficients.

Since the introduction of LNC, various different LNC
techniques were proposed. The most well known of these
is Random Linear Network Coding (RLNC). In [5], Ho et
al. proved that the multicast capacity of a network could be
achieved by randomly selecting the linear coding coefficients
from a large enough field, Fom. This coding scheme can be
used in networks where the underlying topology is unknown
or even dynamically changing.

One of the greatest drawbacks of RLNC is that it is very
susceptible to packet transmission errors. An error in a single
packet, received at a node, is combined with the other packets
and will typically result in the entire transmission being
discarded [6].

Matrix Network Coding (MNC) was created to improve on
the network error correction capabilities of RLNC [7]. MNC
was introduced in 2011 by Kim et al [7] as a non-deterministic
coding scheme that is in essence quite similar to RLNC. For
MNC, matrices of randomly chosen symbols over a Galois
field, Fym, are used as the encoding coefficients. This differs
from RLNC where symbols, instead of matrices, are used as
encoding factors [7].

Due to the improvement in network error correction capa-
bilities, MNC performs well in multihop, multicast scenarios,
as shown in [8]. This idea was further expanded on in [9] and
[10] by using enhanced MNC techniques such as cache aided
MNC.

Despite the additional network error correction capabilities
of MNC, decoding the scheme proves problematic due to the
added complexity of matrix encoding factors. In this paper,
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we provide a method to improve on the decodability of both
RLNC and MNC by addressing the requirement of having an
invertible transfer matrix.

In [7], it was stated that the Galois Field size adds to the
computational complexity of the network. We will present
techniques that improve the decodability specifically for small
field sizes since the decodability goes up as the field size
increases.

The rest of the paper is organised as follows: In Section
II, the RLNC and MNC-encoding schemes are discussed in
detail. In Section III, the main research question, that results
from the background information, is stated. In Section IV, we
discuss the method by which this research question will be
answered. In Section V, the implementation of the methodol-
ogy is discussed and the final results of this simulation is seen
in Section VI. Finally, conclusions are drawn from the results
and proposals are made for future work in Section VII.

II. BACKGROUND

A. Related Work

MNC was introduced by Kim et al. in [7], who proposed
that encoding factors at internal network nodes are chosen
such that the output encoding factors of those nodes would
be invertible. The paper however only served as a conceptual
introduction to the routing scheme and minimally small
networks were used.

In 2016, Claassen and Helberg [11] did simulations to
determine the effect of field size on the invertibility of the
G-matrix . It was found that due to the increased size of the
encoding matrices, the field size of MNC can be smaller than
that of RLNC. They also proposed that invertibility of the G-
matrix could be improved by choosing the correct encoding
factors.

B. Random Linear Network Coding Scheme

In networks where network coding has been implemented,
all the incoming packets are combined to form linear com-
binations that can then be passed into the network. At each
internal network node where more than one packet is received,
these packets are also linearly combined. The linear combina-
tions are created using randomly selected coding coefficients
from a Galois field Fh». When enough linearly independent
packets are received at the sink node, they can be decoded.
The full and more detailed description of RLNC that follows
below is based on the work of Ho et al. [5].

1) Encoding RLNC network packets: We will consider a
network with N source packets P = [Py, P, ..., Px], each of
length L defined over a Galois field F5=. The network must
have a min-cut > N to avoid capacity constraints. The output
packet Pf for each of the outgoing edges, ¢, of the source
node, S, can be calculated as follows:

N
Ps=Y alP,. (1)
=1

In (1) random encoding factors, AL, = [af,ad, ..., k] are
chosen for each outgoing edge. These encoding factors are
sent, along with the newly encoded data, as header informa-
tion. The header information increases the overhead of each
packet, but is outweighed by the benefits of RLNC.

The process described above is similar to the encoding
process at internal network nodes. At an internal node, all
h incoming packets are combined. h is not necessarily equal
to V. If only one packet is received, that packet is multicast,
as is, over all of the node’s outgoing edges.

If h packets are received at internal node, 7', a new set
of encoding coefficients, Ay = [o1, ag, ..., ap] are randomly
chosen from the finite field. The incoming packets, Pr,, , are
then encoded similar to (1) as seen in (2):

h
Pr,, =Y aiPr,. 2)
=1

The encoding vectors from each incoming packet, r, are
constructed into vectors as seen in (3):

gr = [a§7a£7 "'7a}‘\7} = [g’i’g;’ ’g]rv} (3)

with r =1 — h.

By combining all the g" vectors with Ay we are able to
create a new encoding vector that is multicast as the header
information from node 7'. This combination is done as seen
in (4):

h
gi =Y aigl. )
r=1

2) Decoding RLNC network packets: At the sink node, R,
the incoming packets have to be decoded to the original input
packets P. N linear independent combinations of the source
packets are needed for effective decoding.

The encoding vectors of each of the received packets are
combined into the generator matrix, G, as in (5):

Cyi a; .. &}]z
a a .. a
2 2 2
1 2 N
G=I[g,g" ...g" =] . o )
1 2 N
CVN aN .. QN

The generator matrix is used to decode each of the input
packets as seen in (6):

P(j) = Pr(j).G™" (©6)

for j = 1 — L denoting the j-th element in the source
packet.

The probability of invertibility of this GG-matrix increases
exponentially as the Galois field size increases. In this paper
we investigate the decodability of RLNC for smaller field
sizes and propose a method for improvement.

C. Matrix Network Coding Scheme

Matrix network coding, as described in [7] is an expansion
on RLNC. We will describe it below in contrast to RLNC as
previously explained.
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1) Encoding MNC network packets: The encoding of
MNC differs from RLNC in that the source packets, defined
over a Galois field Fym, are constructed into p X ¢ matrices
where the original packet length is L. = pq. These matrices
can be constructed by representing the input data, P;, as ¢,
p-dimensional vectors using (7)

P = (Pi(l)vl)i(2)7"'7pi(Q)) (7
with

forall j =1—gq.

Encoding is quite similar for MNC and RLNC. The main
difference is that instead of the encoding factors Ay, used
for RLNC, MNC uses matrices. For example, if k£ packets
are received at the internal node 7, k p X p matrices,
(A1, As, ..., Ay), are chosen over the field Fom to encode
these packets.

These matrix combination coefficients are used to calculate
the output matrix of the internal node as in (9):

P =P(1),P(2),...P(q) )

where for j =1 — ¢

N
P(j) = ZAZ- - Pi(5). (10)

From the differences mentioned between RLNC and MNC
thus far, it should be noted that MNC reduces to RLNC
if p=1. The encoding matrices will reduce to encoding
coefficients, and L will be left as L = ¢. For this reason,
in this paper, the term MNC implies p > 2.

2) Decoding MNC network packets: At the sink node,
different matrix combined packets will be received that are
decoded using the matrix encoding coefficients found in each
packet header. The encoding coefficients are combined into a
matrix known as the G-matrix seen in (11):

A A3 AY
Al A2 AN

a=1|2 "7 ’ (11)
Ay AR AN

The original packets, P;, are recovered similar to Equation
(6) as seen in (12):

P(j) = P,(j).G™! (12)

for j =1,2,...,q.

For both RLNC and MNC, the input packets can only be
recovered if the G-matrix is invertible.

Decoding is done with the assumption that no errors

occurred during transmission.

The greatest drawbacks of MNC can be seen from (12).
The complexity of decoding can be troublesome with larger

G-matrices. According to [7], if the header overhead of MNC
and RLNC is kept the same, the complexity of MNC is
estimated as O(N3L3m?) while RLNC in comparison has
a complexity of O(N3L*m?) when N source packets are
combined, at each node, with an L x L matrix chosen over a
finite field F5». The final drawback of both RLNC and MNC,
is that the G-matrix must be invertible, which is often not the
case for small field sizes.

ITII. RESEARCH QUESTION

Since encoding factors can be chosen at random at the
different nodes in the network, we have discretion in choosing
these encoding factors in such a manner that the end result
might be more easily decodable. This was exposed in [7] and
[11] as a method to improve MNC.

In this paper, we investigate different ways of improving
the invertibility of the G-matrix to improve the decoding
probability of both MNC and RLNC for small Galois fields.

IV. METHODOLOGY

To address the research question, we created flow network
graphs through which various different scenarios could be
evaluated by means of Monte Carlo simulations.

A. Network Setup

A network can be represented as a graph, G = (V, E).
where V is the set of vertices or nodes and E the set of
edges, representing the communication links, that connect the
nodes.

A directed, acyclic graph is a graph where all the edges
are oriented and creates no directed cycles, such that there is
a sequence of edges and no path can be found from any node
back to itself [12].

Erdos—Rényi graphs were used in [13] and [11] to assure
that the underlying network structure has as little influence
on the outcome of the simulations as possible when con-
sidering randomised networks with unpredictable topological
structures and changes. This will allow for other factors,
such as the encoding schemes, to be changed and evaluated.
Since Erdos-Rényi graphs are especially suited when trying
to randomise the graphs simulated, they closely approximate
the behavior of practical networks.

For an Erdos-Rényi graph, each of the network nodes has
a chance to be connected to any of the other nodes in the
network by a probability J. These connections are created
independent of one another and the distance between the
nodes, therefore, creating randomly connected graphs. Since
the connections are made randomly, graphs can be either
sparsely or densely connected.

According to [12], a graph is optimally connected if the
minimum number of outgoing edges, d,,;», node connectivity,
k, and edge connectivity, A, are the same. x refers to the
minimum number of nodes to remove before a graph becomes
disjoint while A is the minimum number of edges.
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From [12] the probability, 6 for a network with n nodes
was chosen as shown in (13):

(13)

The random networks that result from Erdos-Rényi connec-
tions can have multiple source and sink nodes. We, however,
only want to simplify our networks to networks with one
source and sink node. The Erdos-Rényi graph is therefore
only used to represent the interior of the graph. A source and
sink node are then added and connected to all the potential
source and sink nodes of the internal network, respectively.

If there are more connections at the source node than at the
sink node the direction of the graph can be reversed to assure
that the min-cut, max-flow theorem is realised. An example
of a resulting graph can be seen in Fig. 1.

Fig. 1. Example of Erdos-Rényi based random network graph with added
source (S) and sink (R) nodes

For simplicity the capacity of each of the edges is set to 1
and it is assumed that the distance between nodes is irrelevant.
It is also assumed that any packets that arrive at a network
node arrive simultaneously to create the greatest possibility
for network coding.

V. IMPLEMENTATION

Two methods were modeled to determine the effect of
strategically choosing the encoding factors for both RLNC
and MNC.

The parameters chosen to realise the methods are listed in
Table 1.

TABLE I

SIMULATION PARAMETERS
Parameter Value
Internal network nodes 10:5:30
Number of graphs of each node count 1000
Iterations per graph 100
Field size (Faom) 2
MNC p-value 2

The unmodified, RLNC- and MNC-schemes where used
as the benchmark cases to compare to the two methods listed
below:

1) Method 1: For the first method the source encoding fac-
tors are compiled into a matrix as they would be in Equation
(5) or (11) to create a G-matrix. This matrix was tested and
recreated randomly until it was found to be invertible. This

method increases the computational load at the source node
only.

2) Method 2: For method 2, it was required that the
encoding factors, that are the output of any internal network
node, should be invertible.

This was achieved by first choosing all encoding factors,
whether at the start or internal nodes, to be only invertible
matrices. For each of the internal encoding factors to be
chosen as invertible matrices, these factors should be of a
size p > 2. This stipulation limits this method to apply only
to MNC.

Computations were, performed at the internal node to
determine the output matrix. If the output matrices are not
invertible, up to 10 iterations where done for which most cases
resulted in an invertible matrix.

This method increases the computational load at all of the
network nodes.

VI. SIMULATION RESULTS

By applying the methodology and implementation, as de-
scribed in Sections IV and V, the following results were
found.

Fig. 2 shows a Complementary Cumulative Distribution
Function (CCDF) of the percentage invertible G-matrices
received at the sink node of randomly created graphs. From
Fig. 2 we see that 80% of random networks, that implement
the unmodified RLNC-scheme, have only a 40% probability
of correctly decoding received packets at the sink node.
Similarly, there is an increased probability from 55% to 90%
that a random network that implements RLNC with method
1 will have a 50% probability of correct decoding.

—=-RLNC

——RLNC Method 1
MNC

—=~MNC Method 1

—<MNC Method 2

Probability

T T T T T t + v
0 10 20 30 40 50 60 70 80 20 100
Percentage Invertible G-Matrices (%)

Fig. 2. Probability of a randomly generated network graph to have a certain
percentage of invertible G-matrices, expressed as a CCDF

The average, median and standard deviation of each method
in Fig. 2 can be seen summarised in Table II:
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TABLE II
STATISTICAL PARAMETERS FOR THE DECODABILITY OF RANDOMLY
GENERATED NETWORK GRAPHS

Average Median Standard

Deviation
RLNC 50.0 51 12.2
RLNC Method 1 71.5 73 16.4
MNC 42.8 45 11.5
MNC Method 1 43.5 46 11.8
MNC Method 2 47.5 48 10.8

Consider the graphs for MNC in Fig. 2. It is clear that both
methods 1 and 2 show some improvement in decodability
over the unimproved case, although not as much as with
RLNC. However, not all graphs showed an improvement,
with only 65% of randomly selected networks showing some
improvement. Closer investigation of these random networks
that show improvement is shown in Fig. 3.

From Fig. 3, it is seen that both methods 1 and 2 improve
the decodability of MNC. In the case of method 2, the
improvement shows that on average, in 55% of the cases that
MNC has a better probability of successful decoding than the
baseline RLNC.
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Fig. 3. Probability of a subset of network graphs, where method 2 shows
improvement, to have a certain percentage of invertible G-matrices, expressed
as CCDF

Fig. 4 shows only the 15% of random networks that have
more than 50% improvement in decoding probability.

From Fig. 4, it is seen that in some of the cases that have
more than 50% improvement from their baseline implemen-
tations, MNC with method 2 even improves on RLNC with
method 2.

The statistics from Fig. 4 can be seen in Table III.

It can be noted that the average for MNC method 2
improves and all the other values are lower than in Table
II. From this we can see that method 2 works especially well
for graphs that would otherwise have a lower than average
number of invertible G-matrices.

Fig. 5 shows how the number of invertible G-matrices,
and, therefore, the decodability of the network changes for
different numbers of internal network nodes.
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Fig. 4. Probability of a subset of network graphs to have a certain percentage
of invertible G-matrices, where method 2 shows an improvement of 50% or
more, expressed as CCDF

TABLE III
STATISTICAL INFORMATION DERIVED FROM FIG. 4 TO DESCRIBE THE
DIFFERENT METHODS ANALYSED

Average Median  Standard

Deviation
RLNC 39.6 40 13.9
RLNC Method 1  56.4 57 19.2
MNC 26.2 27 10.4
MNC Method 1 28.8 30 12.3
MNC Method 2 51.6 51 16.2
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Fig. 5. Percentage invertible G-matrices for graphs with various numbers of
internal network nodes

VII. CONCLUSION

Two different methods were tested to evaluate their impact
on increasing the likelihood of invertibility of the G-matrix
for randomly created networks when considering small field
sizes.

For method 1, the encoding factors at the source node were
chosen randomly from an invertible subset of matrices. From
Fig. 2 and Table II it can be seen that the RLNC-scheme
showed a large improvement in the probability of a randomly
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created network to have a higher number of invertible G-
matrices using method 1. This improvement is much less
pronounced when considering MNC, using method 1.

For method 2, we chose the encoding matrices such that
the output of internal nodes can be invertible. Method 2
has a much larger impact on MNC than method 1. This is
evident from the increased average seen in Table II. The
average decodability of MNC still does not reach that of
the unmodified RLNC scheme. However, this does not take
into account the additional benefits of MNC in terms of error
correction.

When looking only at graphs that show an improvement
from the unmodified MNC data using method 2, as seen in
Fig. 3, we find that the improvement shown in these graphs
is even greater than the unmodified RLNC.

15% of the graphs showed a significant improvement of
50% or more. For these graphs the improvement is compa-
rable to RLNC that was enhanced with method 1. There is
possibly an intrinsic characteristic to these graphs that can be
identified. If this characteristic could be identified in future
work, method 2 can be used specifically on networks designed
according to such graphs.

In Fig. 5 there is a decline in the decodability of networks
as the number of internal network nodes increases. This
decodability is dependent on the average network connectivity
which decreases with the number of network nodes, assuring a
minimum network connectivity. The percentage improvement
from methods 1 and 2 stays approximately constant for the
different methods and follows a linear pattern. The decodabil-
ity of MNC method 2 at 30 internal nodes is similar to that
of the unmodified MNC at 10 internal nodes.
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