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Abstract

Internet of Things (IoT) devices and applications are growing in popularity for smart
home use cases. Although experts have reported on the importance of implementing
security measures in smart home devices for several years, studies reveal that most
devices released on the market have multiple security vulnerabilities and, in many cases,
no implemented security mechanisms. These vulnerabilities of smart home networks are
mostly attributed to users’ ignorance of security. Many users are unaware and lack the
technical skills or knowledge about how their devices operate in their smart home
environment. EXisting research has raised the fact that users should be involved in
mitigating security issues and protecting their own smart home devices. This research
introduces a design that helps with user involvement and helps users protect their
devices using simple configurations that can alert users of intrusions, thus helping to
bring user awareness of their own smart home environment. These configurations create
device interaction rules that are added to an existing network intrusion detection system
(NIDS) in the smart home network. The research further discusses the generation of
rules through user configuration that can detect intrusions. The design can be
implemented in any internal smart home network irrespective of the number of users or
device profiles within the home environment. Another advantage to such rule generation
for smart home network use is that every smart home environment may not have the
same rules generated through user configurations, as the rules are totally dependent on
the user configurations. In addition to this, an existing attack signature is also introduced
to detect specific attacks. These rules generate alarms that alert the user if unwanted
interaction takes place between their devices or from an external network, in this way

making users aware of the security breaches in their smart home network.
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Introduction

1.1 Introduction

The Internet has become a fundamental technology in daily life. From shopping to
paying bills, performing financial transactions, social networks, and research, the
Internet has become the first stop for finding all the answers. The statistics of the
International Telecommunication Union (ITU) indicate that internet is used by 4.1
billion people, which is 53.6% of the global population [1]. In 2020, the percentage
increased by approximately 4%, making it to 59% by July 2020 [2]. With its vast
demand, there have been many opportunities for criminals to access information
legitimately. Many security measures have also been adopted as well. The Internet of
Things (IoT) has become a vibrant and promising technology to develop powerful smart

systems. [5]

IoT is the development of the Internet, where everyday computing devices or
interconnected machines connect and communicate with each other by using
electronics, software, sensors and can send and receive data without direct human-to-
human or human-to-machine interaction. The Global Standards Initiative on 10T defines
0T as “a global infrastructure for the information society, enabling advanced services
by interconnecting (physical and virtual) things based on existing and evolving
interoperable information and communication technologies” [9]. Various application
domains such as energy efficiency, Green IT, and logistics are starting to benefit from
loT [4].

Over the last few years, the immense growth of 10T has transformed the way we live
and interact with each other and with numerous types of devices and systems which

form part of the information communication technology (ICT) infrastructure [112]. loT



has an important impact on numerous application domains including health care, smart
home, agriculture, transportation, energy, manufacturing, and many others [112]. This

research focuses on smart homes.

A smart home environment is an environment in which devices can connect to the
Internet, analyse user data, and make autonomous decisions [24]. A smart home
environment has one or more smart home devices, including sensing devices, smart
appliances, health devices, and smart furniture. These devices usually come from

different vendors that support various types of communication technologies.

Smart homes can obtain and apply knowledge about the users and their surroundings to
provide more humanised home services and to perform daily tasks more easily than
before [110]. The use of smart home devices can instil the feeling of both security and
ease of use of these devices [111]. Thus, smart homes are a significant part of loT that
“[enable] a smart home user to have smart devices, multiple sensors and appliances that
can be remotely controlled and operated through smartphone applications or personal

computers”

1.1.1 loT devices

loT devices refers to physical or virtual objects. The ITU defines a thing as ‘an object
of the physical world (physical things) or the information world (virtual things), which
is capable of being identified and integrated into communication networks’ [9]. Virtual
things connect to a gateway to communicate to the external world or to external servers,
which may be a cloud or services such as applications of service providers that develop
these things. Devices or things need to communicate and transmit data to other things
or their application. Therefore, these things are linked to cloud services or external
servers using predefined authentication mechanisms provided by the service providers.
In this way, the thing is authenticated and authorised to communicate with its service
provider according to its service capabilities. The ITU defines a device as a host that has
the device capability exposure (DCE), provides underlying hardware/software support

to implement the functionalities of DCE, and can connect to external 10T devices [11].

Some service providers may transfer the data received from a thing to a server or to a

cloud, and then perform data analytics and even provide artificial intelligence (Al)



capabilities. Other services, such as weather information, may also be provided.
Therefore, service portals, application management, risk and security management, and
information management can also be dealt with at this stage. The data received may be
transferred or transformed using the same principles as mentioned above to an enterprise
architecture of storage and IoT services. Big corporations offer a wide range of
connectivity and data aggregation and data transformation in the form of single
products, software, hardware, infrastructure, connectivity, and analytics to interconnect
many devices and thereby make it possible to communicate with each other. The
architectures also mention aspects of security elements. The next section discusses the

security environment and risks associated with 10T.

1.1.2 loT Security Environment and risks

Cyber security relates to the protection of data and its systems. Any technological
advancement such as 10T, cloud computing, smart phones and how society utilises these

through the Internet adapts how these systems and data are protected [121].

All well-known 10T service providers provide security at the connectivity level to store
data for data transport and, at the administrator level, secure the 10T architectures that
are in place. The security features provided, at various points of the architecture, are the
same features that currently exist when connecting over the Internet. Firewalls or
authentication mechanisms that are present as part of the normal network security are
applicable to 10T devices as well. There are only generalised security features that
provide security to 10T devices only such as authorised software, firewalls to external
network when connecting to the external network, and this is seen as a loophole. Many
smart devices available in the market today, do not comply to security practices and
standards that generally one would find on personal computers, and security is not the

primary concern for various device manufacturers [100, 23, 139].

Much research discusses standardising 10T devices, however the technology is still
developing. A major concern is educating users about potential compromises of their
personal devices in the event of an attack as ‘security first” is an idea that has not been
efficiently applied to 1oT. Even loT devices developed by most large technology

companies such as Amazon, Google and Apple are not secure in reality [111].



The ITU also identified security threats that can affect safety and security capabilities
of the 10T [10]. Researchers have shown that there are several cases where smart things
were compromised [23, 24, 25, 26]. The main approach for attack is to compromise one
device or thing in the loT network and perform fraudulent actions towards another
connected thing, imitating the real one. Intruders have used ‘smart’ household
appliances to launch loT-based cyberattacks where everyday household things such as
home network routers, televisions, and refrigerators have been compromised. Once
compromised, it was used as a platform to send thousands of phishing and spam emails
[24].

There are several reasons why 10T systems are at risk [5, 10, 15, 16, 19]. Firstly, they
do not have well-defined boundaries. Secondly, they are highly dynamic and mobile as
they can continuously change their locations and operating patterns. All 10T systems are
different in terms of communication mediums, protocols, platforms, and devices. 10T
systems, or fragments thereof, may be physically vulnerable and/or controlled by
different parties [20, 23]. Conventional security countermeasures such as data
encryption, user authentication, and security network tools (firewalls, network address
translations (NATS)) act as the first line of defence against external threats. However,
intruders or unauthorised users can compromise these countermeasures and access 10T
devices [25].

Security concerns were raised, as early as 2006, for exposing smart home and its devices
to the internet [18]. Most manufacturers do not create security and privacy solutions by
design. This leads to a lack of security measures on loT and smart home devices. As of
2021, the low-end user penetration of the smart-home market reflects that user do not
favour using home IoT and smart-home solutions due to the number of security
compromises that have been raised by other smart home users. Privacy concerns are an
important factor that hampers the smart-home adoption according to research [116].
Smart home devices can monitor the status of their users, detecting when they are inside

the house, when they leave or what activities they are performing [117].

The ITU also identified the need for home automation solutions as a need for smart city
projects initiated by governments or integrated townships. This is because a smart home
can become a part of the ecosystem comprising of (but not limited to) numerous city

assets such as utilities, healthcare, transportation, waste management, law enforcement,
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etc. To become a part of the larger ecosystem, the smart home can help the entire
ecosystem integrate more efficiently and seamlessly; therefore, smart home/home
automation systems should be viewed as building blocks to build smart cities as well
[9]. Hence, the security vulnerabilities in smart homes can extend to smart cities as well.
Therefore, implementing security in a smart home could also help smart cities. Smart
home devices are designed to fulfil multiple functionalities and can connect directly to
the Internet, controlled with an app, pass data back and forth, connect to the Internet
through a router, connect to other devices within a network, and, possibly in the future,

connect to external devices on the Internet [24].

Many vulnerabilities and security attacks have threatened and infiltrated the sphere 10T
devices and networks which are increasing and evolving as 10T advances [14]; the
results from Williams et al. showed that 12.92% of consumer devices have

vulnerabilities and some devices have multiple vulnerabilities [14].

A study [18] showed that 40.3% of smart homes worldwide had five or more devices
connected to the internet. Out of this, 40.8% of homes had at least one vulnerable device
that risked the safety of the entire home. Studies also revealed that security of
televisions, webcams, home printers, smart lightbulbs, smart power switches, smart
plugs, and smoke-alarms could be easily compromised. The reported attacks on
Google’s nest devices put many families — including children — at risk due to security
vulnerabilities and hackers controlling smart homes, exposing a major flaw in smart

home devices, and thus calling for user security [7].

For example, in one incident in 2019, a couple’s smart home was breached, and hackers
took control of their smart home by compromising the households’ connected devices.
The attacker spoke to the couple through a kitchen camera while playing upsetting music
from the video system. The attackers also took control of the thermostat and adjusted
the room temperature to 90 degrees Fahrenheit. There have also been many reports of
security flaws in smart bulbs where the bulbs were hacked through commands that were
sent through the bulbs’ infrared invisible light to hack other connected IoT devices on
the home network. A smartphone’s vulnerability is that it can be used to launch an
acoustic side-channel attack [113]. Hackers have also used the integrated cameras and
microphones in Smart TVs to change channels or volume control and to spy on the

users’ daily routine and conversations [113]. ldentity and bank details can be stolen
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through a coffee machine when users shop using their cards [113]. Many other
researchers also noted that various smart home devices have numerous security
vulnerabilities. These have already been analysed and can be found in existing
vulnerability databases [13]. Another study [9] found many risks associated with users
in which smart cameras disseminated sensitive data that include geographical locations

and even combinations of usernames and passwords.

Smart homes, compared to other I0T applications such as smart cities, smart buildings,
and smart retail, are directly associated with users and are smaller networks that can
connect to the outside network using a hub or gateway [112]. Smart home networks are
also different from each other. These security risks can do more harm to a user than the
actual benefits from using the 10T devices. Users are unaware when their devices may
operate without being triggered by them. They are also unaware of which other devices
are connected to their devices, what information (possibly personal information) is
transmitted from their devices, where this information is stored, who has access to the
information transmitted, who has information on the events that are triggered by their

devices, and what can happen if these devices are compromised [26, 14].

The ITU gave a contextual description of home automation and further described the
interaction of users or homeowners. This highlighted two points of interaction. The first
was in use cases such as triggering a device by switching it on, and the second was when

the users would be alerted if an unwanted event such as fire or theft happened. [9]

When IoT smart home devices need to be configured, the major challenge is the lack of
configuration tools and interfaces, which offer minimal education to the user. These
configuration tools act as a safeguard measure for the users. Furthermore, users are
unaware of the technology that smart devices are built on, hence users prioritise the
convenience that a device offers over their security. To do this, user interactions need to
be understood in a smart home environment. A detailed discussion related to existing

research and context is provided in Chapter 2 and Chapter 3.

1.2 Research motivation

With the growth in 10T, wireless communication has focused on how to effectively

enable loT communication between devices [39], which is applicable also to smart home
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devices. However, users may not be aware that this sort of connectivity puts them at risk
of privacy and security breaches unless technological companies or third parties that
provide these services mange data ethically [111]. The value of such exchanged
information in smart homes is very high and may be confidential to its users. These
smart home devices become attractive targets for intrusions that aim to gain access to
sensitive information, violating confidentiality, integrity and availability of such users’

data [112].

Smart home devices face the risks associated with transferring and communicating data.
For example, the organisation of multiple points of data can quickly become personal
information as events are analysed in the context of time, location, and recurrence. The
consistent purchase of different types of food may disclose religion or ongoing health
concerns, for example, gluten-free products may indicate the lifestyle of users [40]. The
regular recurrence of events triggered by an application may indicate a person’s

routines.

The above vulnerabilities have risen with the increase in 10T, and smart home devices
driven by the conjunction of market forces and parallel innovation of technologies.
Products have changed from mere physical products to complex systems combining
sensors, processors, software, and digital user interfaces that are now connected to the
Internet and each other [41]. This complexity, especially in a smart home environment
with multiple devices from different manufacturers, makes implementing a single

security measure challenging.

The configuration of each capability for a specific device could be different, time
consuming, and complicated [8]. Hence, users must be aware and take security measures

so that their privacy and security are not compromised.

1.3 Research problem

In smart home environments, it is difficult to implement security mechanisms because:
(1) It is a heterogeneous ecosystem that integrates numerous types of devices,
technologies and services; (2) most of these devices are intended to perform a certain
functionality. Hence, security support is limited because of their weak capacities

(battery, CPU etc.); and (3) many devices or systems within these devices have remote
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infrastructures (analytics, cloud storage, or remote access to the devices) to offer their

services [119].

With the technological advancements such as IoT and Smart homes, more criminals
target users using the vulnerable point in the current information system. The intruder
will combine some social engineering methods and use personal information transmitted
by these devices to attack people, to seek their own interests [122]. Hence cyber security
awareness which relates to how much users are aware of risks associated in the systems
they use and how they can mitigate them in the event of an attack plays an important

role in securing these systems.

Privacy and security concerns including access control are the most significant among
factors in the 10T context due to the massive volume of personal and sensitive data they
collect. The privacy concerns and data security involving 10T devices and smart homes
need attention from multiple stakeholders such as manufacturers, security professionals,
government agencies, and the users themselves [115]. Hence there is substantial
evidence that information privacy is a major concern between a user and an online
entity. Despite this, few efforts have been made to explore the linkages between the
drivers/inhibitors of smart home devices and privacy concerns. Hence, current privacy
literatures are not only partial towards the information privacy perspective, but also lack
in developing a complete theoretical framework that will recognise and study the various

backgrounds of privacy concerns [116].

In a smart home, many devices are interconnected, and activities are automated. The
technology is deeply integrated into the users’ daily routine. In such homes, physical
privacy may be compromised either due to recording of various personal activities,
continuous surveillance or from intrusions such as invasion and spying on private
properties. The probability of physical privacy infringement has further increased
greatly with the arrival of advanced loT technologies, which are vulnerable even without
a physical intrusion. Existing research has recognised another negative aspect of home
automation on the users’ self-perception or peace of mind. Existing research also
indicates that much of the public fear’s automation, which can be a great psychological
barrier to adapting the automated technology. With the arrival of new attacks and
vulnerabilities, automated monitoring is vital to identify the risks occurring from such

threats or potential configuration or manufacturing failures [116].
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All of user’s connected devices can be affected due to the nature of smart devices and
loT and existing security vulnerabilities in the network. Data processing is another
vulnerability that can affect 10T devices [3]. Users may not be aware of these security
vulnerabilities [13] and thus not be aware of unauthorised access or how to prevent it.
This is a great shortcoming, as unauthorised access to the smart home system is one of
the most destructive actions and can cause several home privacies issues. Access control
is one of the best solutions for managing this threat, and it has been used to protect smart

homes and other 10T domains for many years [102, 112].

Many research papers concluded that users are at threat due to privacy and security
concerns. They include Bugeja et al. [75], which presented a comprehensive analysis
of potential intrusions and vulnerabilities to the security and privacy of users using a
smart home device and specifically devices, communications, and service. The authors
provide a solution by defining a security architecture framework and then raise the need
for additional research focused on four aspects of connected smart homes. These are (a)
identity management, (b) control of information flow, (c) risk assessment methods, and
(d) management methods of security. Jacobsson et al. [76] and Wilde et al. [72],
evaluated the vulnerabilities and threats of a smart home through a common risk analysis
method, ISRA (Information Security Risk Analysis), and discussed the consequences
for user privacy for specific scenarios. Pardeep et al. [77] also proposed the Anonymous
Secure Framework (ASF) for the smart home, based on four requirements, specifically
() anonymity and unlink ability, (ii) authentication and integrity, (iii) low
communication cost and computation complexity, and (iv) security safeguarding.
Chauvis et al. [120] in their research proposed a design using voice assistants to provide
the security state of the 10T network to users. This design uses a combination of
machine-learning-enriched devices and dynamic visualisation of 10T networks for the
voice assistant to communicate status and issues to the user. However further details of
the data or devices that was learned included, and a thorough solution on how it would
help the user was not detailed in the paper. These papers also identified that users are at

risk when using smart devices.

Users do not have the authority or indication of the data that is passed through the
different interconnected systems and of the various infrastructure that is used in 10T

systems. This ignorance of users on how smart homes work and transmit data can cause



more damage to the user than actual benefits offered by 10T devices. In the case of smart
home devices, the above-mentioned problems are increasing the risks of homes to
criminals [16,26]. In essence, users may not have the skills, or the time needed to
monitor their own smart home network. They may also not be able to understand data
from tools that are present to monitor and protect their smart home environment [120].
In addition, for nontechnical users, this is bothersome, especially as users do not know
how to protect themselves from intruders. Also, cyber physical attacks can affect

domestic life and a person’s behaviour and psychological state in their own home [92].

This lack of user awareness calls for a redesign of smart home configuration tools and
interfaces [22, 9]. Due to the development of threats, it is imperative to raise this security
awareness among users and specifically among smart home users [27]. Considering this,
the trust relationship between users and 10T devices is a major factor for 10T devices to
flourish. Several authors argued that users are responsible for safeguarding their own
devices and not performing appropriate 10T devices installations in smart home

environments can make their information vulnerable [45, 113, 115, 111].

Security and privacy are a major concern in smart homes to heterogeneous environment.
Users are not aware of all the risks associated and the research community have analysed
the risks users can face and has advised that users should be involved in protecting their
smart home devices and users should be aware of the security of their own smart home
devices as a need, considering that not all users are necessarily technologically literate
or inclined. This means that trust is needed to increase the adoption of smart home 10T,
and users must be educated on their responsibility around appropriate installations and

safeguards.
1.4 Research goal

With the real-life scenarios that have occurred, users were not aware of the intrusive
connections that happened within their homes except when the intruders started
controlling their homes [7, 8, 14, 113]. The goal of this research is to address the crucial
gap of how to involve users in smart home security as mentioned in various literature
by involving users (technical or non-technical) and showing them how to identify their
smart home devices in the smart home environment. The research aims to increase user

involvement by creating user configurations that can alert them of security breaches

10



happening in their smart homes. This should be achieved through user configurations
and thus make users aware of security intrusions happening in their smart homes through
alerts. The wide differences in devices, communication protocols, technologies used
within the smart home environment should not affect what the user will have to
configure. Given that users are both technically and non-technically capable and that
smart homes are a heterogeneous environment, a mitigation strategy that can be applied
when an intrusion happens is not in the scope of this research.

The research goal is achieved through the following specific goals.

e Develop a design that allows users to detect intrusions as they occur within
their smart homes based on user configuration.

o The configuration proposed should work for every smart home
environment irrespective of the number of devices or number of users
within the smart home.

o Users should be involved in configuring parameters that can alert them
about intrusions on their devices. These configurations and alerts
should make users aware of the security of their smart home.

o The configurations that a user inputs should be unique to how the user
wants the smart home device to function.

e Adapt the functionality of intrusion detection systems to configure, alert and
thus make users aware:

o Users are alerted about intrusions through the interface.

The goals are achieved by answering some key questions as follows.
1.4.1 What is the general architecture of 10T and that of the smart home?

This research question aims to offer an understanding of the existing general architecture

and the smart home and of how to develop the new design above.

1.4.2 What is the existing user-level security in the perception layer and the application

layer in the current loT architecture?

This research question is addressed through a comprehensive study of the user-level
vulnerabilities and existing security measures in the application layer and the perception

layer of different 10T smart home architectures.
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1.4.3 What methodology or technology can be used to improve security and privacy?

This will evaluate existing research that has been done to understand existing research
solutions to develop a solution that can be used for users to configure security so that

they can be alerted when their devices are not functioning normally.

1.4.4 What are some of the existing researches that provides user security and how does

the solution proposed at the user level differ?

This section will discuss any existing solutions that validate and verify how the proposed

solution differs from existing solutions.

1.5 Research methodology

This research uses a general 10T project methodology [108, 109] combined with a

quantitative approach and prototyping methodology to fulfil the research goal.

The 10T project methodology involves the structure of an 10T smart home project. There
are three steps involved in this methodology. They are (1) requirements analysis, (2)
preparation of development, and (3) loT software and hardware requirements. How

these would be applied are explained in the sections that follow.

Quantitative research is defined as the systematic empirical investigation of social
phenomena via mathematical, computational, or statistical techniques to develop and
use mathematical models, theories, and/or hypotheses about a phenomenon. It is carried
out using scientific methods such as the generation of theories, models, and hypotheses,
collection of empirical data, and data modelling and analysis [28]. Quantitative research
has the following steps: (1) identify a problem, (2) review the literature, (3) specify a

purpose, (4) collect data, (5) analyse and interpret data and (6) report and evaluate [29].

This research starts by reviewing existing literature studying 10T and the importance
and usability of loT applications and specifically smart homes. The research then
continues by reviewing literature by studying the 10T architecture and that of smart
homes. The existing literature is studied to understand and identify methods or
technologies that can be used to solve the research problem. This then evolves to identify

the design to meet the research goal. The design is developed using the structured system
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analysis and design methodology (SSADM) [90] as well as the requirements analysis
from the 10T project methodology. Once the design is developed, a prototype is
developed using the development preparation and hardware and software requirements
of the 10T project methodology leading to the development of the prototype using the
prototyping methodology.

The prototype is simulated to follow the working design and will be tested and measured
against the available standards. Data collected from the prototype is analysed,
interpreted through testing, and results are verified and validated in detail against the

design. These results are then evaluated and summarised.

1.6 Thesis layout

Chapter 1 introduces the research, explains and motivates the research problem,

identifies the research goal, and explains the research methodology for the research

Chapter 2 provides a background to 10T, and its applications motivate why smart home
devices were selected for research. It then continues by providing a thorough
investigation on loT architecture and smart home architecture. This chapter also

describes security, security vulnerabilities, and why security is required in 10T.

Chapter 3 describes existing security models in 10T and identifies any similarities or

differences between existing and the research proposed.

Chapter 4 proposes the design and conducts an in-depth analysis of the proposed design
to determine if it can indeed address the research problem. Individual entities in the

system are designed using structured system analysis and design methodology.

Chapter 5 models the functional prototype. The design is discussed in detail, and a

prototype is provided to demonstrate the proof of concept.

Chapter 6 validates and verifies the prototype against the functionalities and intrusion
detection rate on known and unknown intrusions. It evaluates the prototype with existing

research and available applications. The results are also analysed and noted.
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Chapter 7 concludes the thesis by summarising the importance of this study. It describes
the significance of this research and its specific contributions. The applications of this

research, its limitations, and the scope for improvement are also provided in this chapter.
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2
Internet of Things
(IoT)

Most of the major companies in the IT industry have invested in developing loT
products, and every day there is a new company that is introducing a new 1oT product
or service. With the growth in 10T and smart home devices, it is vital to understand what
loT is, provide background to loT, discuss the architecture and framework of 10T and

smart homes and its applications, and understand security and flaws.

2.1 Background to loT

The concept of 10T has been present for years. The first Internet appliance was
developed in 1980 at Carnegie Melon University; it was a Coke machine [5] that could
connect to the Internet and allow developers to check the status of the machine and

interpret whether a cold drink is available [5].

The actual concept of 10T was not conceived until 1999, although it has been in
development for decades. The term loT was first introduced by Auto-ID Labs in 1999.
It was introduced for radio frequency identification (RFID) devices by Kevin Ashton
[28]. Kevin Ashton first keyed the term ‘Internet of Things’ in a presentation he made
to Procter & Gamble! in 1999. In the same year, Neil Gershenfeld from MIT Media

! Procter & Gamble: also known as P&G, is an American multinational consumer goods company headquartered
in downtown Cincinnati, Ohio, United States, founded by William Procter and James Gamble, both from the United
Kingdom.
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Labs? spoke about things similar to 10T; and LG 3 Electronics also announced its first

smart refrigerator plans.

In 2003-2004, popular publications such as ‘The Guardian’ and ‘Scientific American’
mentioned 10T. In 2005, 10T reached a new recognition level when the International
Telecommunications Union (ITU) of the United Nations (UN) published its first report
on loT [29].

Over the years, 10T has evolved tremendously and is still a developing trend for both
academia and industry [30]. The number of companies that use the 10T is growing
exponentially. 10T has grown from 12% in 2013 to 29% in 2017 and 34% in 2019.
Organisations that have invested in 10T have grown considerably over the years. There
were altogether at least 10,000 connected devices and shared devices have doubled with
more than 100,000 from 3% to 6%. By 2020, more than 65% of companies will adopt
loT products [31]. With the increasing complexity of 10T devices, the number of devices
used in attacks are also increasing. Around 31 billion things are connected currently,
and it is projected that this number will rise to 75 billion by 2025. Majority of these

devices used by private consumers are smart home devices [123].

Every day a new company declares some loT-enabled product. The tools and
information available to secure smart home security and protect privacy has been
criticised and certain issued have emerged in the field [34]. Some researchers believe
that the value of the smart home devices market will reach 174 billion USD by 2025
[35].

A survey commissioned by Intel Corporation and conducted by TNS* also reveals that
we are headed for smart home growth. Nearly 68% of Americans are confident that
smart homes will be as common as smartphones in 10 years. Business intelligence from

the industry echoes consumer feelings and predicts that connected home devices will

2 MIT Media Labs: The MIT Media Lab is an interdisciplinary research laboratory at the Massachusetts Institute
of Technology devoted to projects at the convergence of technology, multimedia, sciences, art and design.

3LG:LG Corporation formerly Lucky-GoldStar is a South Korean multinational corporation. It is the fourth-
largest chaebol in South Korea.
4 TNS: Kantar TNS (formerly known as Taylor Nelson Sofres) is a market research and market information group.

Formerly listed on the London Stock Exchange and a constituent of the FTSE 250 Index, the firm was acquired
by WPP Group in October 2008 for £1.6 billion.
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grow at a compound annual rate of 67% in the next five years [36]. The next section

discusses the 10T applications.

2.2 10T Applications

Practical applications of 10T technology can be found in many industries today. ITU has
suggested that 1oT will link world objects in both an intelligent and a sensory manner.
The IoT vision enhances the integration between ‘anytime’, ‘anyplace’ for anyone and
‘anytime’, ‘anyplace’ for anything. 10T has been applied in a variety of diverse
environments, including logistics, asset tracking, transport, and smart environments
(homes, buildings, infrastructure), energy, defence, and agriculture. In principle, the IoT
can significantly have an impact in all aspects of society [6, 7, 112]. Furthermore, it

creates enormous opportunities for companies to develop new services and products.

Recently, South Africa has seen a tremendous rise in investment in 10T. The South
African loT market is estimated to reach more than 2 billion rand (ZAR) by 2020 and is
expected to transform all sectors’ as more connected devices are emerging within these

applications, as Vodafone suggests in Figure 2.1.
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Figure 2.1: Number of connected devices according to Vodafone research [31]

Eighty-four percent (84%) of IoT companies have seen an increase in the use of 10T

solutions in the last year, 12% of IoT invested corporations have at least 10,000
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connected devices, and the total share with more than 50,000 connected devices has
doubled from 3% to 6% [31].

In a survey from an loT-1 project in 2010, 65 IoT application sections were identified,
which were grouped into 14 domains. These domains are transportation, smart city,
smart home, agriculture, lifestyle, smart factory, retail, supply chain, health care,
emergency, user interaction, environment and culture, energy and tourism [30, 112].
Asghar et al. [32] in their paper classifies 10T applications into six domains, smart home
and smart building automation, healthcare, mobile communication, smart business,
enterprise and utilities [32]. Many academic journals have named and categorised
applications differently. HP classified 10T applications as smart home, wearables,
connected cars, smart cities, smart retail, precision agriculture, building management,
healthcare, energy, and 10T in poultry and farming [33]. The ITU has also defined 12
vertical domains and can be found in [9].

Smart home products can save time, money and energy for homeowners, with 87% of
homeowners saying that these devices have made their lives easier. As a result, smart
home products will become standard household brands in the coming years [35]. Users

must think twice before considering connecting a smart home 10T device.

To understand any loT application, including smart home applications and the way it
functions, it is important to understand the architecture of 10T and specifically that of

smart homes. These are explained in the next section.

2.3 loT building blocks

The 10T can be explained through its architecture, which varies depending on the
application in which it is accepted. The basic premise of architecture is explained by the
concept called the building blocks of 10T [5]. A general understanding of the basic

components was analysed and is presented in Figure 2.2.
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Figure 2.2: 10T Building Block Components

According to the above model, there are four main building blocks of 10T architecture,
namely things, gateways, network infrastructure, and cloud infrastructure. Things could
be physical or virtual, as explained earlier [33]. Things are devices in which information
is sensed by sensors or actuators [5]. A physical thing may be represented via one or
more virtual things, but a virtual thing may exist without any associated physical thing
[33]. Gateways are used for connectivity purposes, and it is an integral part between the
things and the network or cloud infrastructure. The network infrastructure (NI) is the
network that allows a secure and smooth flow of information. The cloud infrastructure

(C1) is the cloud where information storage and computing proficiencies take place.

The four building blocks are assembled into three components. The three main
components of 10T include things with networked sensors and actuators (TNSAS), raw
information and processed data stores (RI-PD-S), and analytical and computing engines
(ACE). TNSAs collect information from objects or the things. Raw information and
processed data stores (R1-PD-Ss) store the collected information in different forms: data,
text, videos, images, models, etc. Analytical and computing engines (ACESs) help in the

human-machine interactions and allow feedback as per the human requirements [5].

2.3.1 loT framework

The 0T provides various solutions to most of the problems that the workforce is facing.
The approach to achieve a solution is based on how components were integrated with

communication devices with the best convergence of hardware and software
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convergence. The software-defined hardware system processes the information, from
where the analysis, storing and retrieving of data is done. Communication systems help
to provide communication and allow protocols between objects or between things or
each component of 10T [5, 35]. This will only happen when an effective 10T architecture
layer is built. These architecture layers would differ depending upon the requirements
and tasks to handle. Several architectures are presented in literature. While one divides
architecture into layers based on characteristics, others have divided it into four layers
or seven layers [5, 36, 123]. This section gives an overview of the generally agreed basic
architecture of 10T which is the three-layered architecture, the architecture most used.

The three-layer framework consists of the application layer, the network layer and the

perception layer as shown in the diagram below.

Application Layer

Network Layer

Perception Layer

Figure 2.3: 1oT Framework

The perception layer is the lowest layer and is also known as the control layer. The layer
completes the collection of information of a person or things using perception tools such
as sensors and transmitters. When all information is collected, the perception layer
processes and packages the information and receives information from the network layer
to control the devices [42]. The perception layer contains the things mentioned in the
loT building block.

The network layer is the middle layer in the framework that consists mainly of

infrastructure components and is also known as the transmission layer, as it transfers the
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information from the perception layer to the application layer [42]. This network layer
constitutes the gateway or network in the general architecture.

The application layer is the top layer in the three-layer architecture. The application
layer analyses the information transmitted from the perception layer through the
network layer and recognises the 10T application. The application layer acts as the user
interface between the 10T and various types of users or things [42]. The applications

exist in the data processing application of the general architecture.

The building blocks of 10T and the general 10T architecture were explained above. An

analysis of these is provided in the next section.

2.3.2 Evaluation of the loT architecture, models, and framework

Devices or things connect to a gateway to communicate to the external world or to
external servers, which may be a cloud or services such as applications of service
providers including device makers. This makes up the perception layer. Devices or
things that need to communicate and send data to service providers or other things are
linked to the cloud services or external servers using predefined authentication
mechanisms provided by the device makers or service providers. In this way, the thing
is authenticated and authorised to communicate with its service provider according to
its service capabilities. This communication, in which data is transferred and
transformed happens over a network layer such as Ethernet, Wi-Fi, adaptive network
technology (ANT), Bluetooth, ZigBee, or cellular networks such as 2G, 3G, or 4G. This
communication happens through protocols or policies. Protocols may be used for
infrastructure, data, and messaging, and different protocols are used for different layers

of the network.

These protocols and policies used are dependent on the service providers and based on
the service capabilities that they provide. Some service providers may transfer
information to a server or cloud, which may perform data analytics and even provide
the capabilities of artificial intelligence techniques. Other services such as weather
information may also be provided. Therefore, service portals, application management,
risk and security management, and information management may also be dealt with in

this data transfer stage. The data received may be transferred or transformed using the
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same principles as mentioned above to an enterprise architecture of storage and loT
services. Service providers offer a wide range of connectivity, data aggregation, and
data transformation in the form of single products, software, hardware, infrastructure,
connectivity, and analytics to interconnect many devices. This interconnection serves to
enable them to communicate with each other, which constitutes the application layer.
Some service providers may also provide security as a third-party service.

There are aspects of security elements, which are also mentioned in the architectures. In
the three layers discussed in the previous section, it is visible that the perception layer
comprises users and things in use. The network layer composes the different protocols
and network infrastructure, which varies according to service providers. The application
layer constitutes the data management and applications that control the data sent to users
and things. These applications may also vary depending on service providers. The
constitution and components in each layer also provide a self-explanation of where users

are mostly involved, which is the perception layer and the application layer.

The smart home context and figure as explained by the ITU [10] is provided in the next

section.
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Figure 2.4: Home automation system [10]

In the home automation system diagram, the building blocks of the general 10T are
followed, where the home automation endpoints are the things, smart home gateways
are the gateway, the 10T platform is the network architecture, and third-party services
and solutions are the cloud infrastructure that includes applications from service

providers.
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Figure 2.5: User Interaction in a Home automation system [10]

The users’ or homeowners’ role in this architecture is minimal, as shown in figure 2.4.
Their role is to command or configure the devices in the home and alert the user of

events.

The International Telecommunication Union (ITU) [10] explained the design of smart
home automation design using the building blocks of general 10T. These building blocks
of 10T are things, gateway, 10T infrastructure, and cloud infrastructure. In the smart
home, the smart home devices are the things, a smart hub is a gateway that connects all
the devices within the smart home, the 10T platform is the network architecture, and
third-party services and solutions are the cloud infrastructure (which includes

applications from service providers).

The architecture of a smart home consists of the way devices communicate with one
another, how and where the information is stored and processed, and how the user

interacts with the devices and vice versa [10,42,131]

In essence, smart home architecture can be shown as in Figure 2.6. This architecture can
be split into two parts —the smart home internal architecture, which consists of the smart
devices, smart hub and where users primarily interact, and the infrastructure outside the
home, which is the external network. The smart home internal network part of the

architecture is the focus of this research.

In the smart home architecture shown in Figure 2.6, the internet service provider (ISP)
may take over the responsibility for secure service delivery. The service provider may

involve an external company for a deep security analysis when the level of security
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expertise level needed to detect advanced threats is beyond their competence. Users are
unaware of who has access to their information, so it is important for users to have a

ease in protecting their smart home devices.

Cloud Infrastructure

? Smart hub/
gateway

ISP

Smart

Smart
Coffee  Camera Smart bulb

machine TV lock

Smart home internal network infrastructure

Figure 2.6: Smart home network

Security in the 10T is an important component that needs to be considered. The
Vodafone 10T barometer [31] suggests that security is still a major concern, and of
10,000 connected devices, only 7% have considered security. Security and data privacy

concerns are hence seen as the biggest barriers in 10T.

Smart home networks and specifically smart home internal network without protection
can be considered an open environment and at high risk [22]. With the goal of a design

to involve users, this research hence focuses on the smart home internal network.

The next section provides a brief overview of 10T security.

2.4 loT security and privacy

loT applications offer their users convenience, but if personal security is not considered,

private data may be compromised. Therefore, security in the 10T cannot be ignored.
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As 10T grows, traditional security issues have become severe and new security issues
have arisen. The 0T contains many interconnected devices that communicate with each
other to achieve specific goals. These devices have different technologies and connect
to three different layers, which have been discussed in the framework section. The
devices in the perception layer may have to perform the processes of communication,
sensors, and identification. The application layer performs processing, visualisation, or
interpretation of necessary data through different software. The network layer is used to
connect the application layer and the hardware layer. Substantial work has been done to
enable more effective 10T adoption in these layers to address privacy and security
concerns [38] but ensuring privacy and security while enabling interoperability between
multiple devices remains a challenge given the heterogeneous nature of devices [38,
112].

Zhang et al. mention that security problems are created by poor program designs of
things, which can open a backdoor for malware installations. Then the networking
environment of things is heterogeneous, meaning different communication mediums

will face different security challenges [37].

One of the most significant aspects of improving the quality of 10T is the security of the
IoT framework. Although a considerable amount of work has been done in the area of
loT architecture and 10T framework protocols, the issues around the security of things
and the interaction between smart home loT that could affect users when using a smart

home 10T device have not been considered formally.

Figure 2.7 compiled using [43,45] defines the security architecture in 10T based on the
framework layers. The security in all three layers ensures that the 10T device being used
is secure. The application layer consists of 10T applications and an application support
layer. This layer includes the security of service support platform security, cloud
computing platform security, information development platform security in application
support layer, and 10T application includes smart home security, smart grid security,

and other application security [43].

The network layer is responsible for transforming information that comprises wireless
and wired networks, network interfaces, communication channels, and intelligent

processing. The network layer incorporates core system security, and access network
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security, security of the local network. It also includes Wi-Fi security, ad-hoc network

security, and 3G access network security, among others [43].

The perception layer includes RFID tags, sensor networks, smart cards, and wireless
sensor network® (WSN) sensors, which ensure the worthiness and secrecy of data. The
perception layer consists of RFID security®, RSN (RFID sensor network) security’,

WSN security® to mention a few [43].

Application Layer

loT Application Application Support Layer

Cloud computing platform Security

Network Layei

l Local area network Core Network Access Network

Perception Layel

Perception Network J \ Perception Node

Figure 2.7: Security architecture

> Wireless Sensor Network refers to a group of spatially dispersed and dedicated sensors for monitoring and
recording the physical conditions of the environment and organising the collected data at a central location.

® RFID security: security problems related to no uniform international encoding standard for RFID tag, conflict
collision, RFP privacy protection, trust management

"RSN security: (RFID sensor network) security: security problems of heterogeneous integration (integration of
RFID and WSN)

8\wsN security: cryptographic algorithms for WSN, key management in WSN, secure routing protocols for WSN,
trust management of WSN nodes
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Each network communication and IoT application has unique technology and unique
requirements [43]. Hence, applying security at the network layer and at application level
becomes difficult.

The next section explains the potential security threats at the perception layer and the
application layer and specifically evaluates at the user level using the security and

privacy controls.

2.4.1 Security in perception and application layer

The perception layer consists of sensors [43]. It collects, detects, processes, and
transmits information with the help of sensors and actuators. The first issue in the
perception layer is the strength of the wireless as signals are transmitted between sensor
nodes using wireless technology. Second, the IoT nodes are operated in an external
environment, which is vulnerable to tampering [47, 112]. The intruder can physically
damage or control the device by easily gaining access [43]. In addition to these, these
devices may also be susceptible to existing cyber-attacks [43]. Since devices in the
perception layer exchange a large amount of secure and private data, they are susceptible

to various attacks [46].

The diverse nature of network topologies in devices, sensors, and applications makes it
difficult to provide security for each component in the perception layer. One of the major
security goals of the 10T is to provide appropriate authentication mechanisms, a reliable
connection, and confidentiality of the data to each device connected to the network.
Hence, any threats to these in any network and particularly in a smart home network
could have a harmful impact on its users. Therefore, security for the user could be

provided in the perception layer by involving users.

The application layer supports different types of business services and assigns resources
in the selection, processing, and production of data. This layer also filters the data. It
includes service support platforms, cloud computing platforms and middleware. The
major issues in this layer originate from the different applications used by different

service platforms [43].
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Most devices found in a smart home that were analysed were discovered to have serious
security vulnerabilities [15, 93]. Many threats associated with these devices were also
defined in [22, 94]. The following figure is a representation of loT attacks based on the

architecture layer and the 10T building blocks applicable to smart homes from [95].
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Figure 2.8: 10T attacks per layer

Many of these smart devices require users to disclose some personal information in
exchange for advanced and more personalised services. This demands security and
privacy in the design of 10T technologies and services. In previous years, consideration
has been paid to the risks related to the use of simple 10T devices. Furthermore, certain
security attacks against commercial 10T devices and particularly in smart homes have
appeared in the media, contributing to raising public awareness of the security threats
associated with the world of 10T [79].

The intruder can perform the attack on the 10T system by damaging or tampering with
some device’s physical vulnerability or a wvulnerability in its network by using
vulnerabilities in routing protocol and other network-related protocol, or from
applications on the system, and could also have attacks from a malicious program, i.e.,
encryption attack. In smart home devices, this compromises the security and privacy of
smart homeowners. Based on these vulnerabilities, attacks can be classified into four

categories, as shown in the next figure [80].
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Figure 2.9: 10T attacks

loT framework solutions such as key administration and access control must also meet
the security requirements of the device or service they provide [51]. Security demands
cannot be accomplished in a single layer. For example, if an information security had
been applied in the perception layer, it is easy for an intruder to get private data easily
if the application layer is weak. Therefore, collaboration between various layers is
needed [43].

There are technical and non-technical security measures that can be provided. Technical
security measures include key agreement and authentication between various networks
to avoid man-in-the-middle attacks and other similar attacks that are dependent on the
public-key cryptosystem (PKI certificate), based on symmetric key cryptosystem and

certification transfer technology [43].

The nontechnical security measure lets customers or users understand the importance of
data security and how to use loT administration effectively in order to avoid and reduce
data leakage and compromise of data [43]. A design that meets this aim should involve
users and make them more aware of the security of their smart home devices through
alerts, considering both technical and not technical users can be considered as a

nontechnical security measure.
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A classification of countermeasures is represented in Table 2.1 [94].

Table 2.1: countermeasures per layer

a)  Anti-virus
b)  Anti-adware

IoT Layer Counter Attacks for the Specific Layers Counter Attacks for All Layers
1} Secure Booting for all loT devices
a) Low power Cryptographic Hash Functions
2) Devic]:e) AuIIhe11Lication using Low Power Techniques 1) Risk Assessment
a) ata Integrity L .
b) CRC - Cyclic Reduntancy Check b; imd]u?.g ?E“' d'l:"J:ﬂe.aLs
Physical c¢) Checsum ;) A]];]];] i::i p_ﬁc;:::
Layer d)  Parity Bit PR et - )
e)  WH Cryptographic Hash Function ©) E[]m lfj ne 1151;1].)‘r0\re|.nents
3)  Data Confidentiality f pgrading Systems
a)  Encryption Algorithms like Blowfish and RSA
4)  Data Anonimity
a) K- Anonimity . . .
1) Secure Communignion between the devices 2 I‘ntru.sEon DCLCCFI.OH .Mechamsms
a)  Network Authentication — challenge-response mechanisms specific to IoT Systems
b)  Point-to-Point Encryption for the confidentiality of the transmited Data
¢)  Cryptographic Hash Functions for the Inegrity of the transmited Data
2)  Implementation of Routing Security . L
Network a)  Use of Multiple Paths =) f)ecullgr]l]g_l?;:og‘ulj_r;::mes
Layer b)  Encrypting Routing Tables ;3) Intf‘[)%i;n [;etecL.wn Alarms
¢)  Hashing Routing Tables ) Monimrina Device‘;- =
3)  Secure User Data on the Devices 4 Access Control De;'iceﬁ
a) Data Authentication e) :Secu 1.'i.ty Personel )
b)  Data Confidentiality; Encryption Schemes of encrypting the data )
¢)  Data Integrity: Cryptographic hash functions
1) Data Security
a)  Authentication; biometrics, passwords, etc. 4)  Trust Management
b) Conﬁqentiﬂlity: Stmng Encryption S.chemes (AES) a) ) TI‘L‘[SI‘ relation between layers
Application <) Integrity; C).fmlc.rgmphlc Hash Functions b)  Trust of Security and Privacy
Lay 2)  Access Control Lists (ACLs) at each lay
yer 3) Firewalls at each layer )
. . ¢)  Trust betweeen loT and User
4)  Protective Software

Cybersecurity guidelines such as password policies, software updates, data transmission

security, and network interfaces should minimise unauthenticated disclosures, protect

device hardware against interfaces that threaten software integrity, make systems

resilient to outages, and implement means of reporting vulnerabilities for consumer 10T

as mentioned [105, 106, 107]. Most of these guidelines are for manufacturers of 10T

devices before a consumer 10T device is sold. NIST further defines cybersecurity and

privacy risks for 10T devices in terms of three high-level risk mitigation goals:

e Protect device security, which prevents a device from being conducting attacks

or compromising other devices on the same network.

e Protect data security which protects the confidentiality, integrity, and/or

availability of data stored on, collected by, processed by, or transmitted to and

fromthe 10T device. This goal applies to each 10T device except the ones without

any data that needs protection.
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e Protect individuals’ privacy which protects the privacy of a user. This goal

applies to all 10T devices that impact users directly or indirectly [105].

Security has been and remains a key concern in 10T as 10T systems, as security breaches
can risk not only the users’ privacy but can also cause physical harm if connected
devices are used maliciously. It is also a risk for manufacturers, since attackers could
get access to sensitive information, and this could result in damage of the manufacturers
reputation. The major objectives of I0T security are to ensure privacy, confidentiality,
integrity, and availability of these services offered [34, 105, 123] tying back to what has
been mentioned in NIST in the sections above. The following sections provide
definitions in the context of 10T [123].

e Confidentiality: Confidential information must be protected against
unauthorised exposure, either during transport or within storage.

e Privacy: Privacy and rights of individuals regarding the use of personal
information are addressed.

e Integrity: Integrity in the 10T context is defined as ensuring data or message was
not modified, or destroyed in transport, storage, or processing.

e Availability: Availability refers to systems and services being available when

required.

Commercial trends for protecting against the attacks caused by compromising the above
revolve mainly around detecting and preventive measures, such as encryption or two-
factor authentication. However, these have not been validated as successful measures
[92].

Karie et al. [110] comprehensively evaluated security standards and assessment
frameworks that can be implemented in smart home frameworks which included several
NIST special publications on security techniques, including the NIST SP 800-53 series,
International Organization for Standardization (ISO), and the International
Electrotechnical Commission (IEC) ISO/IEC security standards, including the ISO/IEC
27000-series of standards, 32 ETSI standards and 37 different conventional security
assessment frameworks. The evaluation included both security standards and
assessment frameworks as well as those under development. The results showed that

most of the conventional security standards and assessment frameworks did not address
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the security needs of smart home environments. Bahizad [132] in his paper assessed
security risk frameworks such as STRIDE, CVSS, Octave, NIST, 1SO and FAIR and
discussed that these security frameworks, due to the complexity of loT systems, are
unable to include all the different aspects of IoT and there are no frameworks
specifically developed for IoT.

A study conducted in [9] found many risks associated with users in which smart cameras
broadcast sensitive data, including geographical locations and even username and
password combinations. In addition, for non-technical users, this is bothersome,
especially as users do not know how to protect themselves from intruders. This lack of
awareness demands a redesign of smart home configuration tools and interfaces and
correlates to the generic threats caused by user unawareness [24]. An important design
consideration is that not all users are not technologically inclined, and many would not
be aware of the risks that smart home 10T devices bring forward. Given the increasing
number of real-life incidents of smart homes device invasions, user awareness of threats

to their smart home environments is crucial.

Several research has analysed how 10T sensors are added to smart home network and
several research have investigated ways to make devices safe from a technical point of
view. Overall, it was determined that security of these devices should be a priority.
When customers purchase these smart home devices, they want to connect to other
devices within the smart home network. Some authors have argued that users are
responsible for their own devices and their protection. The user is, in essence,
responsible for knowing what kind of information can be used when connecting devices
and understanding potential intrusions so that they do not put their privacy at risk [111,
124]. To help address this, Hammi et al. [112] proposed a taxonomy of security
requirements, challenges, and cyber-attacks on smart home environments as shown in
Figure 2.10.
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Systems that detect intrusions are known as intrusion detection systems (IDSs). These

systems detect intrusions and alert users of an intrusion that is occurring. IDSs are

defined as a software or hardware product that monitors and analyses the process of

detecting intrusions in a system or on a network and alerts users of these intrusions [21,

36, 53] using specific methodologies. In the context of this research, IDSs are systems

that uses the help of the users to detect intrusions in a smart home 10T environment and

alerts them of the intrusion that is happening within their smart home internal network.
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IDSs in 10T has been proposed and investigated, and many IDS frameworks have been
adopted to detect intrusions [15, 17, 19, 20, 26, 100, 124, 125, 126]. Most 10T smart
home devices have limited resources and adding in more capabilities introduces more

challenges for security and privacy [124].

As the whole of smart home internal network is considered which may or may not
consist of more than one device, a NIDS will be considered for this research. As all
users may not be technical savvy and the intrusion that occurs within their smart home
internal network will also be different, the scope of this research is detection and alerting

the user of an intrusion and not intrusion prevention or mitigation.

Due to the development of threats, it is imperative to raise security awareness among

users and specifically among smart home users [8].

2.4 Conclusion

This chapter provided a brief overview of 10T building blocks and led to the three-
layered frameworks that are followed to build any 10T model or infrastructure. It then
gave an overview of the attacks that could occur at each layer of IoT and the
countermeasures that could be provided. The study in security leads to many issues
mainly focusing on where users would be most vulnerable, which is the smart home

environment, and the generic threats and user unawareness.

The possibilities of 10T are vast and so are the risks that come with it. Smart home
appliances connected to 10T impose higher risks to privacy and personal data and
information. Since making users aware of security and having them have control of loT
devices was crucial in bringing the best out of smart home devices, an acceptable
approach to alert users if an intrusion has occurred in their smart home environment was
IDSs. Due to the number of threats emerging, user awareness and security offered to the
user is necessary. Bringing in user involvement and user awareness was considered a
gap by many literatures. The main goal of this research is to develop a design involving
users and making use of an IDS to alert them of security breaches. Hence, the next
chapter focuses on exploring existing research that enables user configurations to protect

smart home internal network.
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3

IoT IDSs & Smart
home security
frameworks

This chapter explores the existing research done in the analysis of the security of the
smart home environment and highlights the security solutions proposed in smart home
environments and their limitations. The chapter further explores the IDSs used in the
smart home environment and analyses the method with which intrusions are identified.

The capabilities and limitations are proposed in this literature.

3.1 Existing research on loT frameworks

Hammi et al. [112] provided a holistic view and comprehensive analysis of the security
of the smart home environments. Different cyberattacks and threats, with security and
safety requirements and challenges were discussed and a taxonomy provided for it. A
survey of recently proposed security solutions was also provided with recommendations
that can help smart homes. The findings from the survey indicated that many of the
recent publications on the topic of smart home security are briefed, with many of them
covering only a few security and threat aspects. As such, they cannot be considered
extensive surveys. Furthermore, many surveys are not dedicated to smart homes but
rather considered as loT-use cases. They should be dealt with as such. Finally, it was
discussed that many of the commercial products of the smart home market are the origin
of most of the known security faults. Several academic papers, company white papers,
case studies; and surveys were evaluated for this purpose. It was concluded that most of

the smart home systems are vulnerable to a wide variety of cyberattacks and that none
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of the formerly proposed smart security home architectures has considered the different

security challenges and issues.

Many research papers included surveys that discussed privacy and security challenges
in the 10T. Only limited research addressed access control, which is the authorised
access of the systems. However, these surveys did not cover all aspects of access control
and thus does not summarise the smart home requirements of access control [101].

This research also conducted a brief literature survey on the existing smart home
security. Mohammed et al. presents an overview of the current access control solutions
for smart homes in their survey. Their evaluation is based on specified requirements of
which multiuser management and access control systems allow users to easily manage
the policies that are relevant to this research. From their survey present in [101], it was
noted that the research that took consideration of the management policies in ensuring
security as well as multiuser management, were very few. The paper also discussed that
multiuser management, and flexibility of users regarding access control by using smart

home networks, was a great challenge even for future smart home networks.

Kuyucu et al. [127] and Williams et al. [128] discussed a survey on smart home security
systems; privacy; and security issues in existing literature. The survey considered
security based on communication technology, infrastructure and pre-determined user
behaviour, and security mostly taking into consideration a single user. They suggested
that these domains should include a user interface and that smart home designs should

take into consideration more than one user living in the smart home.

Lourme et al. [129] discussed what an IDS in a smart home environment should consider
in their research. The lack of technical skills of smart home users was mentioned as a
major challenge for security and privacy. The IDS should be designed simple enough

for the user and the user should be notified when an intrusion takes place.

Other related work on IDS use in smart home environments is presented in the table

below. The contributions and limitations of the research is provided below.

Table 3.1: IDSs used in smart home environments
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Ref. | Year | Scope Contribution Limitation

134 2020 Intrusion detection system | The paper presents early work of | Intrusion is detected
in smart home network | an IDS by detecting anomalies in | based on a certain input
using artificial immune | the smart home network, using | parameter. What the
system  and  extreme | Extreme Learning Machine and | parameter is, is not
learning machine hybrid | Artificial Immune System (AIS- | clearly defined. The Al
approach ELM). AIS wuses an input | system does not learn

parameter and based on the input | anything about users.
parameter ELM detects intrusions. | Users are not involved,
how the users are
alerted, and a mitigation
strategy is not proposed.

100 2019 Anomaly detection models | Behavioural data and Network | Only applicable for a
for smart home security data is collected, and a hidden | single occupant in a

Markov model is trained to detect | smart home. Users are

intrusions. This is discussed below | not involved in security

in more detail in section 3.1.6 but only a single user’s
behaviour is learned to
detect intrusions. How
the user is alerted, and a
mitigation strategy is not
proposed.

135 2021 Intrusion detection system | The research presented an IDS that | Users are not involved,
in smart home network | detects network anomalies using | and a mitigation strategy
using bidirectional LSTM | trained network characteristics | has not been proposed.
and convolutional neural | that uses a bidirectional long short-
networks hybrid model term memory (BiLSTM) and

convolutional  neural  network
(CNN) hybrid model. Intrusion is
detected based on  device
behaviour that is different to what
has been learned.

136 2020 HID-SMART: hybrid | The research proposes a Hybrid | Users are not involved,
intrusion detection model | Intrusion Detection (HID) system | and user behaviour is
for smart home using a random forest algorithm | based on a single user.

and misuse detection by using | How the users are
network and user behaviour. alerted, and a mitigation
strategy is not proposed.

137 2021 Behaviour-rule The paper proposed a behaviour | Users are not involved.

specification-based ids for
safety-related embedded
devices in smart home

rule specification-based IDS to
detect intrusions based on
specified behaviour on the device
activity.

How the users are
alerted, and a mitigation
strategy is not proposed.

IDSs that has user involvement is discussed in the sections that follow.
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3.1.1 Behavioural framework for Smart Home

Shams et al. introduced gaming as a method to create user awareness and encourage
user configurations in a smart home environment through the application of behavioural
and motivational models such as Technology Threat Avoidance Theory (TTAT) and
Fogg’s Behavioural Motivation Model (FBM). The elements of the framework were
then incorporated as a board game design. This was used to educate users about smart
home device capabilities and enhance the configuration behaviour to inform users of
privacy. How exactly these configurations are made possible, the impact of using these
where multiple users are involved, and extracting the exact device capabilities, are
beyond the scope of this research, however it is noteworthy that authors mention that
more research is required to evaluate the scenario of using gaming to enhance awareness

among users.

3.1.2 Supervised IDS for smart home

Anthi et al. [96] proposed an IDS for smart home 0T devices, which uses a three-layer
IDS to detect intrusions based on the type and profile of the normal behaviour of the
device in their paper. The system used standard machine learning classifiers to classify
loT activity as normal or intrusive. The features used were limited to network traffic
including destination IP, protocol, and packet size. The authors classified the intrusions
that have occurred based on supervised learning. Although a certain number of known
intrusions were detected, an extensive period of training is required, which may not be
practical for a smart home network. Moreover, this system is unable to provide alerts of

intrusions, and there is no involvement of the users.

3.1.3 |0T-IDM using Open-Flow

Nobakht et al. [97] discussed a host-based intrusion detection system (HIDS) based on
software-defined networking technology Open-Flow that provided intrusion detection
and mitigation technology in smart homes. The features used for the detection are from
network traffic. The signatures being used, and the exact mitigation strategy are unclear.
However, the technique itself was based on known intrusion signatures and was tested

against a single bulb. The viability of the research in multiple devices connected to smart
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home networks was not established. Additionally, the research did not provide

information on how signatures are formed and how users were involved.

3.1.4 Real-time DDoS detection in smart home

Procopiou et al. [98] proposed a lightweight algorithm based on chaos theory and
prediction to detect flooding and distributed denial of service (DDoS) intrusions. For
every series behaviour collected at a specific time, a forecast is generated, and the error
of the forecast against the actual value is assessed to determine if it is, in fact, an
intrusion. The actual detection is complex, as it evaluates the network for packets and
traffic. With heterogeneous networks and the exact smart home network being
unknown, detection could result in false positives. The research has not been extended

for any available threats and does not show any user interaction or involvement.

3.1.5 Anomaly detection in user daily patterns in smart home

Novak et al. [99] discussed anomaly detection in unusually short and long activities
carried out by users, specifically the elderly in a smart home environment using neural
network with self-organising maps. Behavioural activities were captured and any
activity deviating from it caused an alert. Although research involves users and could
potentially enable users to live alone, this could cause privacy issues if these activities

leak. Especially when the behavioural activities of users are captured.

3.1.6 Anomaly detection model for the smart home using Markov model

Ramapatruni et al. [100] employed a hidden Markov model-based approach that learns
what is normal activity based on sensor data such as closing and opening a door and
switching on and off a light bulb. Sensor data featured ‘closed’, ‘open’, ‘on’, and ‘off’
for each sensor. If the user is recognised as outside of their home (based on the Wi-Fi
connectivity of their mobile device), then any activity related to the doors will result in
an abnormal state. To test these activities within a smart home network, data was
collected for three weeks, and then anomalous activities were determined from normal
activities. This work shows that traffic from multiple sensors can be collected. To be

used in every smart home, there will be a training period. Only a single user within a
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smart home is considered and the research does not cover the use case when there is

more than one user in the smart home.

3.1.7 COLIDE

Arshad et al. [102] described a collaborative intrusion detection framework (COLIDE)
in their research, that is, an IDS that can be placed at the router level as well at the host
level to detect intrusions, where 6LOWPAN is used. IDSs placed at the router level are
able to block malicious traffic, and they do not consider the behaviour of the devices
themselves. Smart home networks are different; hence, it may not work in all smart

home environments.

3.1.8 SLASH framework

Sultan et al. in their paper SLASH (self-learning and adaptive smart home framework
by integrating 10T with big data analytics) propose a framework for enabling smart
adaptive home systems and self-learning, based on the occupant’s behaviour. The
framework suggests 0T smart home devices on a large network connected to a large
data analyser. As the name suggests, the framework proposes a self-learning and
adaptive smart home system. The device, for example, a light that is switched on by the
inhabitant, learns the routine of the occupant. After several recurrences, the lights will
be turned on when the occupant enters. To cover several scenarios of behaviour, many
sensor readings must be provided by different occupants in the house. This information
is then stored, analysed in a centralised system, and actions are taken based on each
scenario. The SLASH framework uses large data analytics for decision making. To
apply the SLASH framework, a component is required in each layer of the framework

for each routine to be stored, analysed, and processed [55].

Although it is proposed that the framework allows easier scalability, maintainability,
user-friendliness, and a combination of services. Privacy and security are major
challenges for this framework. Private information of the user is recorded for each
scenario and stored in the cloud. This framework does not discuss security within for its

USETrS.

40



3.1.9 EPIC framework

Liu et al. [57] discusses smart homes also becoming a medium for health care
innovations in their paper. Where corporates are using IDSs as remote health systems
based on smart homes. These remote health systems based on smart homes can access
patient’s health systems, caregivers can access patient’s health status promptly and
provide them with defensive instructions, helping to avoid emergency care and hospital
admissions. This reduces a large amount of societal costs. The elderly prefers this, thus,
there is a huge market for remote health monitoring systems in smart homes. In smart
home health systems, all devices send private information and communicate with health
care service providers through the Internet via a home wireless router (i.e., home
gateway). The paper addresses the traffic analysis using a smart community, which is a
smart network of connected smart homes. The EPIC framework focused on a resource
constrained 10T environment and took advantage of the wirelessly connected smart
homes to perform local traffic confusion for each smart home. The paper discussed a
utility-optimal differential privacy mechanism to confuse the source of traffic flow by
also allowing a multi-hop routing scheme. Therefore, the actual source or destination is

concealed.

This paper further discussed a framework that aids in securing the private information
of the user in a smart home by using obfuscation. However, once a proxy gateway is
figured out by the intruder, all the information that is passed through is leaked and users

are unaware of what will happen to their information or systems within the smart home.

3.1.10 Anomaly detection for smart home users

Yamauchi et al. [82] describes an anomaly detection method to detect intrusions for
smart homes based on user behaviour in their paper. User behaviour is presented as a
sequence of events. The method learns sequences of events for each of a predefined set
of conditions and detects intrusions by comparing the sequences of the events with the
learned sequences. This is managed through the home gateway. When a user behaves
differently to the sequence of events, an intrusion is triggered. The paper provides a way
to detect intrusions. How users can be alerted is unknown, and the framework does

discuss how users will be made aware if devices behave without the knowledge of the
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user. This paper does not highlight or discuss cases where there are several users in a

smart home network, and how intrusions will be alerted.

3.1.11 COSMOS

Nespoli et al. [130] did an extensive analysis on the current IDSs proposed in smart
homes in their research and concluded that much research defined specific proposals for
the smart home scenario. The IDSs presented focused on core techniques such as
anomaly or misuse detection and many used machine learning and artificial intelligence
techniques. A lot of the research focused on detecting network attacks and were based
on static conditions and only a few could adjust their operation to other factors like: the
type of attack, topology, mobility conditions, network traffic, or devices capabilities.
Many of these devices do not use the end nodes or devices within smart homes as well.
The paper addressed that the solution proposed was the only solution specialised in
smart home scenarios, that has detection capabilities, which was named as Collaborative
Seamless and Adaptive Sentinel for the Internet of Things (COSMOS). The design
states that COSMOS monitors network traffic and identifies any threats. A COSMOS
sentinel is deployed in every smart home appliance while a Security Information and
Event Management (SIEM) collects and analyses security events to detect massive and
distributed attacks. This analysis allows the development of cyber threat intelligence
information to prevent new attacks and to design a countermeasure mechanism. Many
tools such as Suricata as the network IDS, Kismet as the Wireless IDS, and many others,
were incorporated. They had existing signature databases to detect these intrusions
occurring in COSMOS.

The architecture proved to be viable in using existing signature databases to detect
known intrusions. It was noted that constrained resources, the numerous protocol stacks
in 10T, present different ranges, openness, modulations, topologies, various threats at
each layer of protocol stacks, several communication technologies, cost driven market
without the importance of security and non-technical users, are all challenges in
ensuring smart home security. The research further added that an ideal smart home IDS
would ensure that it does not require complex actions from the user [103,104]. It is

important to note that this would be applicable for any IDS proposed.
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3.2 Existing IDS security frameworks vs. Research proposed

Most of the security research involving IDS or smart home security frameworks focused
on authentication and access control [92,101]. Lately, there has been an increase in
research tackling the challenge of detection. They have been two-fold: knowledge-based
(using signatures of known attacks) or behaviour-based (detecting deviation from
normal behaviour). Much of the research discussed above fall into these categories. The

following was also noted:

e Detected specific type of attack

e Direct user involvement was much less or none. Including users to identify and
configuring parameters to detect security, was not considered in most of this
research.

e The use case of more than one user especially for user behaviour-based
detection models in a smart home environment were not of focus.

e Although multiple devices were considered in some research, many did not
consider the fact and the differences between them could cause the solution to
fail.

e The focus was on specific network elements or technologies; thus, they may
not work for all smart home environments.

e Intrusion detection using signatures only focused on known signature attacks.
The interpretation of which rules they use and how they would be used in a
smart home environment is lacking.

e How users were alerted was missed.

e There was no mitigation strategy for when an intrusion is detected.

e Many of these solutions are very complex and solutions may fail with the

existing challenges of smart devices.

Unlike human-controlled computers, an intruder can easily access a smart device
because of its continuous connectivity to the Internet. All these devices cannot afford to
have security algorithms in their structure because of their small size, low cost, and
portability. Most of these devices are handled by people without technical training and
not by skilled engineers. Hence, making users aware of security in smart homes is an

important factor.
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The goal of this research is to develop a design that involves users to identify their smart
home devices and configure parameters to detect intrusions using an IDS and to create
alerts for intrusions detected, thus making users aware of security breaches. The research
needs to consider existing limitations within the literature mentioned above. The
limitations that are considered to ensure that the goal of this research do not have the

same limitations are the following:

e Proposed solution should be applicable to a smart home environment where
only one or more than one user is living.

e Since some of the research limitations that was pointed out are in detecting
specific attacks only, and because the viability of using existing signature
attack database was successful [130], this research will also incorporate a
dataset of existing attack signatures to detect the most common network attacks

in 1oT. However, this should not become a complex task for users to perform.

Hence the security attacks and challenges that the proposed design addresses through
user configurations based on the security attack and challenges proposed in [112] are

as follow:

e Access control Identification, Node trustworthiness: identifying the devices
within the smart home environment. External attacks can be identified by
verifying that any other device from an outside network is not meant to connect
to a specific node within the network.

e Security Reporting and Security Auditing: reporting on incidents that take
place within the smart home as well as creating a log of events that occur in the
smart home environment. Although this may not be helpful for non-technical

users, it can be used in the event that a major intrusion takes place.

3.3 Conclusion

Many research papers provided risk assessments, threat modelling, and IDS frameworks
and described the vulnerabilities and mitigations to certain attacks. These papers also

identified that users are at risk when using smart devices. Researchers are starting to
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address these security flaws and vulnerabilities in 10T devices, however, most of them

are complex.

The smart home environment is complex and diverse security solutions that address all
the required security aspects such as privacy, confidentiality and the integrity of a smart
home. This is also complex and at present, consist of multiple systems that need to co-
operate, e.g., COSMOS - one important system that is always present is an IDS. The
configuration of the IDS to fit the diverse smart home environments requires user
behavioural information. Different ways to obtain this behavioural information has
been proposed in literature, e.g., using machine intelligence. The use of machine
intelligence is proposed as a proxy for user involvement since it does not require user
expertise. In our research, a simplification of smart home network complexities is
proposed, in such a manner that a user can provide direct input into how they would
require the smart home interactions to take place. Furthermore, continued interaction
with the IDS through user configuration and event alerts, raises the user awareness of

potential security threats.
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4

Smart Home User
Security Model
through User
Configuration

The aim of this chapter is to develop a design that involves users in detecting intrusions
adapting the methodology of IDSs, so that they are aware of what is happening within
their smart home environments. The solution should cater for multiple users or a single

user and should be easy enough to be applied by both technical and non-technical users.

4.1 Design Methodology-SSADM

In the next section, the chapter proposes how the design is developed using the IoT
project methodology as well as the structured system analysis and design methodology
(SSADM) [90] as mentioned in Chapter 1. This chapter describes the design as
developed through the different phases of the 10T project methodology as well as that
of SSADM. The phases of SSADM are as follows: Investigation of the current system,
proposed system options, requirements for the proposed research to resolve the issue of
user security, logical design of the proposed design as well as the physical design of the

proposed design.

The next section investigates smart homes by developing a threat model for smart homes

and a presentation of the participation of users to identify what kind of intrusions should
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be detected. The threat model falls under the section of analysing and interpreting data
in a SSADM to identify the exact problem and the various components within a smart

home environment to identify vulnerabilities and threats.

4.1.1 Brief threat model for the smart home

Ensuring internal security for the smart home is crucial in ensuring the physical security
of users and the devices themselves when considering the installation and deployment
of such smart home devices. Therefore, developing a threat model for home users who
are often unaware of the threats to privacy and security, is the preliminary step towards

improving security [12].

Kavallieratos et al. in their paper introduced a threat model for the smart home [13]. An
evaluation of trust methodologies is also available [at 118]. The design proposed in this
thesis adopts the methodology mentioned by Kavallieratos et al. Figure 4.1 shows the

steps identifying threats at the user level.

. . Identify .
Identify the Identify the | vulnerabilities | Identify

scenario assets . threats
in the assets

Figure 4.1: Threat Modelling

The steps used in the threat modelling are as follows: identify the scenario, the assets,

vulnerabilities, and threats

Identify the scenario: A connection from an external network is made to a smart home
device within the smart home environment which could result in an attack or
compromise of the smart home device that the user inside the smart home is not aware
of.

A connection from an internal smart home device that is compromised and connects to
another device within the internal network that the user of the smart home is unaware

of, is also a possibility.
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Identify assets: All smart home physical devices are connected to a home network.
This includes any smart home device connected inside the smart home internal network
that is connected to a router, a hub, or a gateway to communicate to the outside network.
Describing all available smart home devices available is out of the scope of this research.
However, a list of the most common smart home devices per utility category based on
market share and sales volume, can be found in the next table [19]. Any of these devices
that may be present in a smart home environment can be identified as an asset. An asset
might also be the privacy of the user, which can be compromised by the physical devices

being attacked.

Table 4.1: Home devices [19]

Utility Categories

Popular Devices

Smart security Cameras

Amazon Cloud Cam, NetGear Arlo Q, Nest Cam

Cameras

IQ, Wyze Cam Pan, Google Nest Hello, Ring Video Doorbell, Arlo

Doorbell Cameras

Audio Doorbell

Smart Locks

Kwikset with Amazon Key, August Smart Lock Pro

Smart Speakers

Amazon Echo, Google Home Max, Apple's HomePod

Smart Hubs

Wink Hub 2, Samsung Smart Things Hub, Google Wi-Fi

Smart Light Bulbs

Philips Hue, GE C-Life Smart Bulbs

Smart Thermostats

Nest Thermostat E, Ecobee4 Smart thermostat

Smart switches

TP-Link HS200 smart Wi-Fi Light Switch

Smart Security Systems

Simple Safe, Ring

Smart Plugs

Belkin WeMo Insight Smart Plug, TP-link Kasa Smart Wi-Fi Plug,
Amazon Smart Plug

Smart Smoke Detectors

Google Nest Protect, Ring Alarm

Smart Appliances

LG Signature Series Refrigerator, Samsung Electric Cooktop, LG
Turbo Steam Washer and Dryer

Smart Vacuums

iRobot Roomba, Shark IQ Robot, ECOVACS DEEBOT

Identify vulnerabilities:

Each of the identified assets has various security

vulnerabilities, which have already been analysed and can be found in existing
vulnerability databases [13]. The vulnerabilities of the prevailing smart home devices
were classified into four categories, viz. physical, network, software, and encryption.
[These can be found in [19]. The internal smart home network, if not protected

circumspectly from the external network, could have vulnerabilities as well.

Identify threats: In this specific scenario, threats are those that occur by bypassing the

router and accessing the smart home devices and taking control of them. The attacks
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that could occur through the internal network are also threats. Many types of research,
such as [3, 15, 16] described the attacks that could occur in the four categories, viz.
physical, network, software, and encryption. A list of threats based on smart home
architecture is provided in Chapter 2. While detecting all threats would be impossible,
especially when more and more devices emerge, users can be alerted once a connection
comes through to their devices in the smart home without their knowledge that

compromises their privacy.

The risk of a connection taking place without the users’ knowledge that compromises
the devices and users’ privacy is the threat on which this research focuses. The risk can
be mitigated by involving the user to capture user configurations so that users are alerted
when an unwanted connection takes place to the devices. The next section investigates

a common smart home architecture and proposes system options and requirements.

4.1.2 System options and Logical design for the proposed research

The section below discusses the proposed system options, the requirements for the
proposed research to resolve the issue of involving users in smart home security, and
logical design of the proposed design in the SSADM. This section starts by presenting

the system options.

For a smart home network, the architecture can be divided into three parts as per
architectural design explained in Chapter 2: the internal network, the residential gateway
or hub, and the external network [28]. When adapting the IDSs, it is important to notice
where the IDS can be placed. Since the research does not focus on a specific device, the
smart home environment, irrespective of devices, has to be monitored by the user. It is
apt to place the IDS in the smart home internal network where smart home devices
connect to a smart hub or router to connect to the Internet. Hence this IDS is a network
IDS (NIDS). An IDS on the network is an IDS placed at the network layer of the TCP/IP
stack, to monitor intrusions. A NIDS monitors the network traffic occurring within the
smart home internal network and uses user configurations to determine whether a

network connection is a risk or not, based on the configurations the user has captured.

Figure 4.2 shows the internal IDS framework for the smart home internal network. The

smart hub controls the connections between the smart home devices internally to the
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network and routes any traffic from the external network through to them, as shown
with grey arrows in Figure 4.2. The NIDS component is placed within the smart hub,
and communication between the hub, NIDS and its databases is represented with green
arrows. The blue arrows between the devices represent actions that one device can take
upon another. The hub itself could be protected using authentication mechanisms such
as username, password, and two-factor authentication. The smart hub itself, the security
of communication to the external network, the communication technology used within
various smart home environments, is not in the scope of this research. This research
focuses on the participation of users to configure parameters for their devices in a smart
home environment using a hub/router. Rules are generated using this configuration
together with a IoT dataset of existing attack signatures for the NIDS to detect intrusions
and unwanted behaviour of nodes. The next section describes how intrusions can be
detected.

Smart home internal network

User rule
dataset

Intrusion

rule

NIDS component dataset

Smart hub/gateway

ISP

Smart bulb
Coffee machine Camera Smart TV Smart lock

Figure 4.2: NIDS framework for the internal network of the smart home

4.1.2.1 Definition of user configurations for smart home devices

This section discusses the system requirements and requirements analysis for the system

options in the SSADM and IoT project management, respectively. These configurations
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must be presented in a user-friendly non-technical way since such users cannot be

expected to know network parameters. The following process is proposed:

1) The user first identifies each device within the smart home by providing it with a
unique name. This also helps in reporting back to the user in the event of an intrusion.
The device names set up by the user can be in any form, for example, a smart home

device clock can be represented as 10T1, coffee machine as 10T2, and so on.

2) The next task of the user is to establish whether that specific device can be triggered
by another device. A trigger in the context of this paper is a device that releases a
function to connect or activate another device. For example, a smart clock can trigger
or initiate the coffee machine to start making coffee at a specific time. Therefore, the
smart clock is allowed to make a connection with the coffee machine. Some devices,
such as smart cameras are devices that should not be triggered by another device.
Therefore, if the user has a smart camera, then the trigger device would be represented

as of null value.

3) The next and most important parameter is the trigger method. The trigger method is
stored as a number. The triggering method is captured so that the user knows that no
other device or connection should happen to a specific device apart from what has been
set up by the user. The triggering method can be of three types, and they are defined as

follows.

e Manually triggered; represented as 0.
e Automatically triggered (auto triggered) at a certain time or due to an action;
represented as 1.

e One device triggering another device; represented as 2.

The trigger method assesses each connection made to that specific device and evaluates
if it is allowed, based on the trigger method. Thus, devices such as a camera will have a
triggering method of zero. If a device ‘Clock’ is triggered automatically; this will be
represented with an initiation method 1. If device ‘Clock’ is the trigger device for device
‘Coffee’, then the triggering method will be 2. The afore-mentioned configurations are

the mandatory and basic configurations required to identify an intrusion.
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In addition to these, other configurations that are not mandatory, even though the user
may use them, are listed below. These configurations have not been used to build the
prototype and are purely a suggestion and this is after receiving the test results of the

prototype using the mandatory configurations.

1) The user may specify the time for a device when such a device can be active. An
example here: if a smart door should only be active at a specific time and not at other
times, then the time intervals at which it can be active should be specified, such as
07:00 am to 10:00 am. There may be more than one interval for a device. However, this
may also depend on the users within the smart home and the usage of the device. Hence,

a null value can be specified if the user wishes not to specify any time.

2) The next configuration that the user can specify is a remote media access control
(MAC) address known to the user that can be entered to allow connections to a specific
device. The hub must permit the incoming connection, and NIDS should not alert an
intrusion in such cases that the incoming connection is the same as the one which the

user specified.

The user should be able to define user configurations through a user interface of the
smart hub. Configurations must be applicable to any device within an internal network,

irrespective of the number of users.
As an example, consider the user configurations below.

Table 4.2: Rule sets of user rules

The device clock is auto triggered and not by any device. Therefore, O/clock/l

the trigger method is 1. There is no specific time that the user has
set up for the device and no remote connections or password set up

for the device; hence there are no other rules for the specific device.

The device switch is manually triggered and not by another device. O/switch/o/

Hence, the triggering method is 0. The device time specified is

between 7:00 am and 10:00 pm. Hence, any connections made
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outside of this time should be triggered as an intrusion. There is no

remote connection specified.

The device door is manually triggered and not by any other device. 0/door/0

There is no specified time for the device. There is a remote MAC
address that is specified; hence all connections taking place from

that remote MAC address should be allowed.

However, these user configurations defined above are not yet in a format that can be
used by the IDS. User configurations must be translated into a format that allows IDS
to detect intrusions. The translation of user configurations into rules is described in the

next section.

4.1.2.2 Generating rules from user configuration

Rules are generated from configurations that are mandatory because non-mandatory
configurations may not have a value. These rules are generated so that the NIDS can use
them. The smart hub allows or disallows connections using configurations that are not

mandatory.

To generate rules from user configurations, this proposed design evaluated the rules of
the 10T network dataset as well as the SNORT intrusion detection system, so that an
IDS or loT based-rule syntax is followed. The 1oT network dataset rules do not have a
defined syntax, while snort rules do. The proposed design adapts some of the syntaxes
of the snort rule IDS as snort rules have a defined syntax on how the rules are

formulated. More information on snort rules can be found in [62].

Snort rules have three parts: a rule header which defines the IP address, port, and
protocol details using actions such as alert, log, and pass where the action words are: in
alert: alerts and logs the packet, log: logs the packet, and pass: drops or ignores the
packet. The rule action follows the rule header, which is the attack signatures, and the
‘msg’- part, which is the response mechanism. The rule header syntax and specifically
that of the actions, is what is adapted in this study to generate rules out-of-user

configurations. The syntax part of attack signatures and response is not needed to
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generate rules out-of-user configuration. For example, consider the snort rules below:
the contents up to the first parentheses, form the rule header. The rest of the rule after

the first parentheses, forms the rule option.

e alerttcp 193.35.64.2/30 80 -> 130.165.13.8/25 121 (content:*‘| 00 01 86 a5|l;
msg:Imountd accessl;)

e alert tcp any any -> 130.160.13.2/24 any (flags: A; ack: 0: msg: NMAP TCP
PINGI;)

The action part of the rules starts with the protocol. In Figure 4.3, in the first rule, the
protocol is ‘tcp’. The protocol is followed by the IP address and port number. The first
IP address followed by the protocol is the source IP address, and the IP address and port
number specified after the arrow is the destination IP address and port number. In Figure
4.3, the source IP address is 192.34.64.2/30, which specifies any IP address in the range
0f 192.34.64.1 to 192.34.64.30 using a port number 80. In the second rule, the source IP
address and port number are specified as ‘any’, which means any source IP address and
any port number. The IP address after the source IP address is the destination IP address,
which is specified as 130.165.13.2/24.

The same method for specifying a range of IP addresses can also be used if the dynamic
host configuration protocol (DHCP), which, in a smart home internal network, is DHCP.
In this study, the known IP address is that of the smart home devices within the internal
smart home internal network. However, the IP address alone is not sufficient enough to
identify a device, and hence the smart hub and IDS should also know the MAC address
and ports of the devices. The triggering method, which is in the user configuration, is
also used as per user configuration. If one device connects to another device within a
smart home internal network, there could be a possibility that it could be an external
device connecting to the smart home internal network, and the MAC address of that
external device may not be known. Therefore, the MAC address identified the source
devices, which are devices within the smart home, which is also used as a rule. The
known port numbers are used as a rule or can be specified using any. Protocols are not

used, as many devices could use different protocols.

These devices within the internal network of the smart home are the destination devices

which intrusions can trigger. From a source device which connects to the destination
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devices, the same information, such as all network details, may or may not be known.
Hence, some information may be optional when rules are generated. Rules can also be
generated for remote IP addresses that the user is aware of and that are allowed to

connect to a specific device within the smart home.

The user configurations define connections that can be permitted to connect to a device.
Similarly, remote connections that are permitted, are also not intrusions. These rules are
generated using the keyword ‘pass’ and called direct rules. Any other connections that
take place, which would be considered unauthorised access, should be flagged as an
intrusion. These rules are created using the keyword “alert” and are called indirect rules.
These rules are kept in the user — rule data set. The rule syntax of the rules created, based

on the user configurations, has the following format.

Pass or alert <any/ source IP address> /<any port number>[ <destination IP
address\range>/<MAC address>/<port number>/<triggering method>

If any parameter is unknown, it is represented using ‘any’ as in the SNORT rule.
Imagine then that the device has a time specified and a remote IP address specified, as

well as a password. Then direct rules are created with triggering method 2 as below.

Pass192.168.0.3/1025/192.168.0.4/00-F0-56-F2-B5- 12/1026/2

The above rule states that a connection from the source IP address 192.168.0.3 using
port 1025 may be connected to device 192.168.0.4 with MAC address 00-F0-56-F2-B5-
12 — then using port 1026, trigger method 2 should be passed or allowed. This means
that only a specific source device can trigger a connection to the destination device using

triggering method 2. Since this connection is allowed, it is a direct rule.

The remote IP address specified 132.178.0.1 will also result in a rule as below, as this

connection should be allowed.

Pass132.178.0.1/any/192.168.0.4/00-F0-56-F2-B5- 12/1026/any

The indirect rules created for the same destination node are shown below.

Alert any/192.168.0.4/00-F0-56-F2-B5-12/1026/2

55



Alert any/192.168.0.4/00-F0-56-F2-B5-12/1026/1

Alert any/192.168.0.4/00-F0-56-F2-B5-12/1026/0

The rules state that any connection occurring to the destination device with IP address
192.168.0.4 with MAC address 00-F0-56-F2-B5-12 with port number 1026 and
triggering method 1(auto-triggered) or O(manually triggered) should not be allowed and
thus alerted as an intrusion. If a device should be manually triggered, then the user can
create a rule for that device with a manual triggering method, which then will not create
an indirect rule for manual triggering. In the above indirect rule, the device has a rule

that no manual triggering is allowed.

If a DHCP server is used in the smart home internal network, then the IP address range
within the internal network should be known and can be specified in the rule. The MAC
address will also ensure the identification of the specific device. The triggering method
plays a vital role in the rules to determine the way connections should take place on a

device and should detect intrusions this way.

The hub will allow or disallow connections using any time specified for the specific

device and any remote MAC address that is specified for the particular device.

Two-factor authentication should be applied on the smart hub, where every connection
that takes place between devices should provide the password set by the user on the hub
for a connection to be allowed. However, as mentioned before, security of the individual
components of the smart home infrastructure, is outside the scope of this study. IDS
alerts the user once an intrusion is detected. When a new device is added, the user can
add the configuration for that specific device. New configurations will not affect

existing configurations of any other device or the rules of any other device.

Below are examples of some of the direct and indirect rules created, based on the basic

and mandatory user configurations.

Table 4.3: Rule sets of user rules
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User Direct rule Possible rules

configuration.

O/clock/1 Pass Alert any 192.168.0.1/00-D0-56-
192.168.0.1/1024/192.16 | F2-B5-12/1024/0
8.0.1/00-D0-56-F2-B5-

12/1024/1 Alert any [0192.168.0.1/00-DO0-
56-F2-B5-12/1024/2

0/switch/0 Pass Alert any 192.168.0.2/00-E0-56-
192.168.0.2/80/192.168. | F2-B5-12/80/0
0.2/00-E0-56-F2-B5-

12/80/0 Alert any 192.168.0./00-E0-56-
F2-B5-12/80/2

Fridge/coffee/2 | Pass 192.168.0.3/1025/ | Alert any 192.168.0.4/00-F0-56-
192.168.0.4/00-F0-56- F2-B5-12/1026/1
F2-B5-12/1026/2

Alert any 192.168.0.4/00-F0-56-
F2-B5-12/1026/0

Camera/fridge/2 | Pass 192.168.0.5/1027/ | Alert any 192.168.0.3/00-G0-56-
192.168.0.3/00-G0-56- F2-B5-12/1026/1
F2-B5-12/1026/2

Alert any 192.168.0.3/00-G0-56-
F2-B5-12/1026/0

Door/camera/2 | Pass 192.168.0.6/1028/ | Alert any 192.168.0.5/00-H0-56-
192.168.0.5/00-H0-56- F2-B5-12/1027/1
F2-B5-12/1027/2

Alert any 192.168.0.5/00-H0-56-
F2-B5-12/1027/0
0/door/0 Pass 192.168.0.6/1028 | Alert any 192.168.0.6/00-10-56-

192.168.0.6/00-10-56-F2-
B5-12/1028/0

F2-B5-12/102/1
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Alert any 192.168.0.6/00-10-56-
F2-B5-12/1028/0

These rules are kept in the user rule data set. If the user changes any of the
configurations, then the rules created previously for the device, should be auto- deleted,

and new rules created based on the user configurations.

The IDSs have a separate mechanism to capture the log of all transactions taking place.
Therefore, the log-action word is not used. The IDS also alerts users once an intrusion
is detected. However, these rules are not enough to identify threats, as discussed in the
threat model. Hence, attack signature rules are also required to identify attacks, which

is explained in the next section.

4.1.2.3 Intrusion data set

In addition to these user configurations, known attack signatures are used as an
additional security mechanism to detect known intrusions such as DoS, malicious code
injection, Mirai botnet, and scanning. The standard I0T network dataset [88] released
by the 10T security community in conjunction with IEEE, is used unchanged in our work
to detect security attacks. The 10T network dataset consists of 137,986 packets of
various attack signatures. These rules are kept in the intrusion dataset to detect known
attacks. These rules are kept in the intrusion dataset to detect specific attacks. A sample
rule from the 10T network dataset [88] is represented below. The full 10T network
dataset with the attacks labelled can be found at [88].

ip.src ==192.168.0.15 and ip.dst == 192.168.0.13 and ((tcp.flags.syn == 1 and

tcp.window_size == 1024) or tcp.flags.reset == 1)

The 10T network connections in the 10T network dataset was interpreted through a

network sniffer tool as shown in Figure 4.3.
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» Time Source Destination Protocol  Length  Info

20.005120 43.227.116.77 192.168.0.23 TLSv1.2 1570 Server Hello[Packet size limited during capture]

30.005195 43.227.116.71 192.168.0.23 TP 1566 443 » 45900 [ACK] Seq=1461 Ack=1 Win=123 Len=1460 [TCP segment of

40.005315 43.221.116.71 192.168.0.23 Tcp 1566 443 » 45900 [ACK] Seq=2921 Ack=1 Win=123 Len=1460 [TCP segment of

50.005391 43.227.116.71 192.168.0.23 TLSv1.2 1566 Certificate[Malformed Packet]

6 0.005469 43.227.116.71 192.168.0.23 P 362 443 » 4500 [PSH, ACK] Seq=5841 Ack=1 Win=123 Len=264 [TCP segment
Seq=1 Ack=1461 Win=708 Len=p

70.005903 192.168.0.23 43.227.116.77 TCP 98 45900 » 443 [ACK]
8 0.015701 43.227.116.77 192.16 egnent] 443 + 45990 [PSH Seq=6105 2
90.017837 192.168.0.23 224.9.9.251 MDNS 171 Standard query 8x808d PTR _674A824 ooglecast. tep.local, "
10 0.017916 192.168.0.23 43.227.116.77 597 [TCP Previous segment not captured] , Application Data

110.018322 192.168.0.23 224.0.0.251 MDNS 167 Standard query 0x@08d PTR _674A0243. sub. googlecast. tcp.local, *
12 0.018718 192.168.0.23 224.0.0.251 MDNS 167 Standard query 0x00d PTR 674A6243. sub. googlecast. tcp.local, "

Figure 4.3: 10T network dataset connections

The user rule dataset and the intrusion dataset are used by the IDS to detect intrusions

and to alert the user on the smart hub user interface.

Figure 4.4 shows the data flow within the proposed internal smart home internal
network. In the data flow, the user enters configurations that create rules in the user rule
dataset. The IoT intrusion dataset is also available in the NIDS on the smart hub. When
an external connection attempt occurs to connect to any of the devices, the smart hub
verifies whether that specific device can be connected to that specific device. If it cannot,
then it should not allow the connection. If it can, then the smart hub verifies if it is from
a MAC address that is specified. If it is, then it should allow the connection. If it is not,
then the NIDS verifies the connection against the datasets to validate whether it is an
intrusion based on rules created with the mandatory configurations. The direct rules are
checked, followed by the indirect rules. If it is an intrusion, then it is alerted. If it is a

normal connection, then the connection is allowed.
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Figure 4.4: Intrusion detection data flow
4.1.3 Design achievement

The proposed design uses both the rules configured by the smart home user and the
parameters from the network connection. The design was evaluated based on gaps after
analysing the existing research mentioned in Chapter 3. The achievements mentioned
below represent the achievements of the logical design in the SSADM methodology and

tie into the threat analysis by mitigating the threats identified in the threat analysis.

Table 4.4: Achievements of logical design

Develop a design that involves the user to | The user configuration was introduced in the
identify the devices within their smart | design of the smart home internal network.
home and which can configure for their | Configurations are based on devices and a user

smart home environment. can set up configurations for the smart home.
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Create a seamless user configuration that
any user can use with their smart home

devices to detect intrusions happening.

The user configurations are simple and not
complex and can be managed by even non-
technical users. The back end creates the rules to

detect intrusions from these configurations.

Alert users of intrusions within their
smart home environment using their
configurations irrespective of device,

number of users, or smart home network.

The rules do not consider device profiles or the
number of users. It uses features that are common
to all devices to detect intrusions. Configuration
features are also irrelevant to the number of users,
and features such as time were purposely left out

to accommodate the number of users.

In addition, one should use existing attack
signatures to target the most common

attacks.

The 10T network dataset that has known attack
signatures was also introduced in addition to the

configuration rules to detect known intrusions.

The proposed system makes the user aware by alerting users if any external connection
is made to their smart home. Users are asked to identify and name their devices. The IP
addresses used by the devices inside the smart home system are known to the smart hub
and the IDS. Users can define a known or remote MAC address that needs to connect to
the internal smart home network through the user configurations; hence only systems
that are not known to the user connecting to the smart home devices will be identified

as an intrusion.

Once the logic design was achieved, the research evaluated building a physical design.
The conversion of the logical design into a working product is achieved through the
physical design. In this research, the physical design is achieved through a prototype as
discussed in Chapter 5. SSADM does not stipulate specific security rules as the approach
could be used for any project. However, since this research involves security, a secure
design was considered for the prototype in the next section by following the NIST

standards for loT.
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4.2 Security considerations for the physical design

There are many secure design methodologies with a wide range of applications. Secure
system design methods have evolved from checklists and standards to secure design
methodologies. The idea of checklists is to identify possible countermeasures and to
pick out security solutions. Checklists were followed by security standards such as
ISO/IEC 17799, ISO/IEC 27002, and GAISP (Generally Accepted Information Security
Principles). The distinction between checklists and standards is that the standards try to
establish international, authoritative, and generic security standards. Because of the
limitations of checklists and standards, security methods were developed. These
methodologies can be classified into five categories: stepwise; object-oriented; viable;
information modelling; and responsibility modelling. These methods are influenced by
previous information systems (IS) and software development methods [139, 140].

The security methods take the previous methods such as checklists and standards, and
adapt them in logical ways, using a repeatable process. Siponen [139] indicated that
user participation and other user-centred design methods should be part of future secure
information system design methods, which are pursued in the research presented in this

thesis. This method confirms that the design meets the user's expectations.

A structural design process methodology was proposed by [140]. The basic idea of the
methodology to secure a system is to protect its system assets on defined policies. An
asset is a resource within the designed system. Security is only considered for resources
that are required within the design. Resources which do not require security
considerations are not the main concern of a secure design, but they need to be identified

and documented. The methodology defined three phases as follows [140].

e ldentifying assets
e Defining policies for securing each asset

e Enforcing the policies on the assets

Further secure design methods tried to incorporate security in the design flow diagrams
(DFD) to improve the security of systems. A formal secure DFD (FSDFD) was proposed
in [141]. FSDFD also secure each asset in a design such that the security of each asset

will lead to a secured system.
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Hence it was identified that the first step to designing a secure system is to specify the
security requirements of the system [139,140,141], and then determine the security

requirements of the identified assets of which the system is composed.

loT security quality was also comprehensively described by [138] by defining a
transparency model. The model provides a framework for the 10T security-quality
metrics. The model was developed by mapping the security development lifecycle,
followed by many organizations such as NIST, Microsoft, Synopsys, and PwC, onto the

V-shaped product development process that many IoT vendors follow [138].
The model consists of the following:

e The “security by design” area consists of two parts: the process quality and the
respective product quality. Those in charge of product planning and
determining basic specifications are mainly responsible for this area. The goal
is to provide a basic policy for providing a secure product that would earn the
trust of users and define a basic process for implementing the policy. This is to
allow users to trust in management’s commitment to developing secure
products.

e The “security assurance assessment” area involves the evaluation results.
Those in charge of product development and quality assurance are responsible
for this area.

e The “security production” phase details the items of security management
during production. This is the responsibility of those that manufacture the
product.

e The “security operation” phase includes the aftersales security monitoring and
response to incidents. Those in charge of customer support, maintenance, and
product security incident response team are responsible for this area.

e The “compliance with law, regulation, international standard” section implies
that the public or industry requirements have been fulfilled. Compliance with

industry standards and regulations is relevant to all areas.

In this study, a DFD was developed for the logical design. The design was then

evaluated against the recommended security standards determined by NIST, for devices
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and non-technical support for 10T following the secure design explained. NIST [133]

defines an loT product to refer to three specific components as follows:

e the networking/gateway hardware (e.g., a hub).

e Companion application software (e.g., the application to interact with the 10T
device/devices).

e Backends (e.g., a cloud service, or multiple services, that may store and/or
process data from the IoT device).

The transparency model and NIST loT security controls were then adapted to develop a
secure design for the physical design which aligns with the structural design
methodology. This is explained in the next section.

4.2.1 Implementing a secure design.

The logical design was evaluated against the transparency model and structural design
methodology to plan for a physical design, the prototype. Since the physical design will
be a prototype, security by design and security assurance assessment are the main factors
that need to be considered for the physical design. The rest of the components in the
transparency model do not apply to the prototype and apply to a commercial product
hence will not be considered as part of the research. Defining policies of the assets and
enforcing policies from the structural design methodology is also applied in the sections
that follow.

Security by design: Security by design is to provide basic security in product planning.
This research adapted the NIST security requirements to evaluate the basic security of
the prototype as the first step as well as defining and enforcing secure policies of the

assets as explained in the sections that follow.

In this research, the backends are not within the scope of the research, so it is assumed
that security standards are met for the external network as per general security measures
and the evaluation of these standards in Chapter 2. The gateway or the hub is where the
user interface application resides, and the smart home devices are part of the internal
network; hence, security standards must be met for both. Security standards to be met
for 10T products include the following: hubs and smart home devices such as device

identification, device configuration, device protection, logical access to interfaces, and
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the cyber-security state awareness that can make information available and accessible
to authorised entities only; these have been explained in NIST and lie with the
manufacturers of the devices. The non-technical measures in terms of documentation,
queries and information broadcasting, can be found in the NIST publications that the

manufacturers of these devices need to adhere to.

The IDS has not been changed and adapted, and the security standards of IDS as
mentioned by NIST [135], must be taken into consideration. These were the security
requirements that needed to be documented but were not necessarily required for the
security of the prototype.

The application proposed by the research that resides in the hub is protected by the
security standards of the hub. The 10T devices, if in real-time, would have to follow the
security controls proposed by NIST; however, in this research, the devices are simulated

as part of the application.

The basic security controls of NIST were also followed for the physical design to
implement a secure design of the prototype and to enforce security policies for the assets
that require security. The following controls described by NIST [133, 134] were
adapted.

1. Access control and authentication

e Authorised entities to have access to the application.

e Authorised entities to configure authentication mechanisms (e.g., minimum
password length or complexity, force change of passwords on first use)

e Authorised entities to only configure rules.

e Authorised entities to enable or disable notification when an update is available

and specify who or what is to be notified.

The above controls will be validated as the application will reside on a local PC that can
only be accessed by authorized users. Moreover, the application itself has authentication

where users need to log in to access the application.
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2. Data storage

e Ability to cryptographically store passwords at rest, as well as device identity
and other authentication data.

e Ability to support data encryption and signing to prevent data from being
altered in storage.

e Ability to secure data in the device storage.

e Ability to use separate storage partitions for system and user data.

The password storage will be securely protected by existing secure rules of the device
in which the application resides. The application will not be made available or accessible

to any other users apart from the PC it is using.
3. Transmission of data

e External applications cannot discover or connect to the application.
e The application only communicates to the IDS and hub.
e Cryptographic algorithms should be used to protect data in transit.

e Ability to use one or more capabilities to protect the data it transmits from

unauthorised access and modification.

The device will act as a both client and server, hence there will be a minimal

transmission of data outside of the PC in which the application resides.
4. Auditing and monitoring

e Ability to generate an audit log for transactions happening.

e Ability to alert users of any password changes.

An audit log will be created and presented in the coming chapters for transactions that
could occur. All password changes abided by the existing security rules of the PC in

which the application resided and allowed for notifications.

4.3 Conclusion

The chapter proposed a design where users can identify their devices and incorporate

user configuration to alert them of intrusions, thus making them aware of security
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breaches within their smart home devices. The chapter explained in detail the smart
home network environment, the research proposed and user configurations that users
can use to detect intrusions occurring at the device level and within the network. The
design was then evaluated compared to the gaps found in existing research and it then
explained how the design tried to alleviate these gaps. Security concepts were
considered for the design. The next chapter evaluates the design through a feasibility

study and a prototype.
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5

Design using User
Involvement-A
prototype

This chapter discusses the prototype that simulates how users can control their smart
home devices and get notified, as and when required, when their smart home devices
are working whilst providing security controls per the design mentioned in the previous

chapter.

5.1 Prototype installation requirements and functions

Table 5.1 below captures the development preparation and hardware and software
requirements in the 10T project methodology. The software environment, platform, and
configurations in which the prototype was developed are explained. The first column
corresponds to the software artefact, and the second column showecases the specific

platform, version, and configurations on which the prototype was conceived.

Table 5.1: Software environment, platform, and configurations

Operating systems Windows 10, 64-bit

Programming language Python 3.7

Python tools/packages used PIP, Pandas, Matplotlib, Numpy, Scipy
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Integrated Development
Environment (IDE)

PyCharm Community Edition

Graphical User Interface
(GUI) development

Python Tkinter GUI Development Kit

The system requirements for the prototype or a system that requires PyCharm are

mentioned in the table below.

Table 5.2: System Requirements [83]

Requirement

Minimum

Recommended

Linux distribution that supports Gnome,

KDE or Unity DE.

Pre-release versions are not supported.

RAM 4GB of free RAM 8 GB of total system RAM.
) SSD (solid-state drive) with at
Disk space 2.5GB and another 1GB for caches
least 5 GB of free space.
Monitor
] 1024x768 1920x%1080
resolution
Microsoft Windows 8 or and advanced
version
The latest 64-bit version of
Operating MacOS 10.13 or an advanced version. Windows, macOS, or Linux
system (for example, Debian, Ubuntu,

or RHEL).

PyCharm is a IDE that functions on multiple platforms such as Windows, macOS, and

Linux operating systems. PyCharm is obtainable in three editions: Professional,
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Community, and Edu. The Community and Edu editions are open-source projects,
although they have fewer features than the Professional edition [83].

Python has several GUI frameworks, but Tkinter is the only framework built into the
Python standard library. Tkinter works on multiple platforms, so the same code works
on Windows, macOS, and Linux. Visual elements of Tkinter are rendered using native
operating system elements, so applications built with Tkinter does not look different to
the platform where they are run [84].

As mentioned in the research, the prototype showcases user involvement in identifying the
devices, enabling users to configure parameters that are then converted to rules. The rules
subsequently detect intrusions and alert the users. An additional 10T intrusion dataset is also
incorporated to detect attacks. When an intrusion occurs, the user is alerted. The intrusion
detection functionality is adapted through settings managed by the users ensuring they are
alerted. The differences in the heterogeneous environment, such as different
communication protocols and differences in devices, are not in the scope of this study.
The prototype requires network connectivity and uses the TCP/IP communication
protocol. The prototype functions and modules are explained in detail in the following

sections.

e Smart home loT devices

As alluded to in previous chapters, 10T devices highlight two or more devices that
connect and communicate with each other and a smart hub, such as a router or gateway.
It is this hub that monitors the connection between these devices. For the prototype
simulation, six 10T devices are modelled using a client-server architecture, where the

client acts as the smart home device and the server as the smart hub.
e Smart hub

The smart hub is an advanced gateway or router that is either software or hardware that
can connect to various devices and control them. It can also be a hosted service in the
cloud and connects to the IoT application and devices. In essence, the smart hub
correlates and manages the 10T devices and applies various security controls, including

identity, authentication, and authorisation. For this prototype, the smart hub is a software
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simulation module which was developed and runs behind an 10T application and acts as
the server that facilitates the connection of the smart home devices.

The focus of this research is not to develop or deploy a smart home environment but
rather a feasibility study and a prototype; hence the standards and frameworks
mentioned in Chapter 2 have not been comprehensively applied. Chapter 2 gave an
overview of the security standards mentioned for the hub, consumer 10T devices and
IDSs; however, the prototype developed in this study illustrates a feasible solution.
However, it has not yet been subjected to the rigour required for commercial
deployment.

The software development of the prototype happened in a secure environment as per
existing security standards and was developed on a local device. The application
developed to test the user rules did not connect externally to the network apart from the

local device being able to connect to the external network.

5.2 The prototype

The prototype intends to let the users decide how their devices should behave and alert
them if the devices communicate in a manner that is different from what the user has set
up. In the SSADM, the prototype serves as the physical design of the logical design

mentioned in Chapter 4.
The prototype is developed to satisfy the criteria below.

e Design fulfilment through the following:

o User to capture configurations.

o Rules to be created based on user configurations.

o Rules to detect intrusion from a known intrusion set.

o Rules to detect intrusions irrespective of the number of devices.
o Determine whether unknown intrusions can be detected; and

o Notify the user when an intrusion occurs through an alert.

The following are the assumptions of the prototype as per the architecture mentioned in
Chapters 2 and 4.
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e The smart hub that (a) routes the connection from the external network into the
internal network, and (b) routes the connection between the devices, can identify
the devices that connect to it; and

e Devices do not communicate directly but rather through the smart hub. Hence,

all the connections are known to the smart hub.

A smart hub and six smart home devices were chosen for simulation to verify and
validate the correct operation of the proposed NIDS. A client-server architecture was
used to verify and determine whether the created user rules correctly identify connection

attempts as intrusions.

The smart hub connects all devices and routes their respective connections from the
external network to the internal network. A user interface was developed for the smart
hub. The local device used to develop the application conformed to security, and the
user was authenticated successfully to access the device. Users identify each device
within the network by providing a unique name, its triggering device, and the device’s

triggering method.

User rules (both direct and indirect) are generated through user configurations and
known attack signatures are added to the intrusion dataset. The NIDS is configured to
monitor the smart home internal network. The prototype components implemented to

simulate the smart hub and smart home devices are illustrated in Figure 5.1.
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Figure 5.1: Data flow in the prototype

Verification was performed through the following test scenarios:

e Scenario 1: Verify if the user rule set operates as intended to detect unwanted
connections between internal smart home IoT devices.

e Scenario 2: Verify if the user rule set operates as intended to detect unwanted
connections from the external network.

e Scenario 3: Verify if an attack in the 0T network dataset detects intrusions when
connections are sent through; and

e Scenario 4: Verify if a user is alerted when an intrusion occurs.

The section hereafter explains the prototype functionalities.

5.2.1 Prototype functionalities

The prototype mainly needs to showcase the following functionality, which is divided
into two main modules, as below and will be detailed in the following sections of the

chapter.
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e Design that involves user — User configuration and rule creation:
o User to capture configurations.
o Connections to be allowed or disallowed based on non-mandatory
configurations.
o Rules to be created based on user configurations; and
o Dataset of user rules to be created.
e User alerts (making users aware of security breaches) — Intrusion detection
module:
o To check if rules from the 10T intrusion dataset detect intrusions; and
o Verify if the prototype detects an intrusion into the internal network from

a disallowed external network.

5.2.2 Design: User configuration and rule creation

The user should be able to set up user configurations, and direct and indirect rules
generated from the user configurations. Direct rules allow the connection, and indirect

rules should detect intrusions.

In a real-time system, the smart hub would have identified the smart home devices
connecting to it and validated that these devices connect to the same network as the
smart hub. The user should be able to capture the user configuration for each device
using a very simple scheme. In a real-time system, users may provide a password for all
connections or multiple passwords for each connection before approving the connection

made.

In the same way, a user interface is developed where the user captures the configurations
for each device. Six devices, D1, D2, D3, D4, D5, and D6, have been identified by the
smart hub as existing devices in the smart home internal network. The user needs to
identify these devices using a name and provide user configurations such as trigger

devices and triggering methods.

In the screenshot, Figure 5.2, the user sets up the configurations for how a specific
device, D1, should behave. The triggering device prompts the device and initiation
method, host ID, which is the MAC address, start time and end time. The start and end

time being when the device can have connections set up.
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The MAC address and time are non-mandatory fields for a specific device. When the
user rule button is clicked, then rules are generated using the mandatory fields and saved
to a user rule dataset.

The next screenshot, Figure 5.2, shows where the user can capture configurations in the
prototype and dataset generated in Figure 5.3. These configurations address the security

challenge of the identification of smart home devices.

 11:AB:16:72:86:EE

» “"

%" UserConfigs

o Smart Secure Home Setting User Configurations..,

Figure 5.2: User interface application landing page

The actual rules are created at the back end in a user rule dataset file. The NIDS will use
these to detect intrusions. When “User Config” is selected on the screen, the
configurations from the non-mandatory fields are set to be used while a connection
occurs. The sample user rule dataset generated as per configurations is shown in

Figure 5.3.
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Format View Help

168.0.1/1024/192.168.0.1/00-D0-56-F2-B5-12/1024/0
168.9.2/1025/192.168.0.2/00-E0-56-F2-B5-12/1025/1
168.0.5/1028/192.168.0.3/00-F0-56-F2-B5-12/1026/2
168.0.3/1026/192.168.0.4/00-G0-56-F2-B5-12/1027/2
168.0.6/1029/192.168.0.5/00-H0-56-F2-B5-12/1028/2
168.0.6/1029/192.168.0.6/00-10-56-F2-B5-12/1029/0

Figure 5.3: Setup of user configuration

configurations as in previous explanations in Chapter 4.

When all the configurations have been captured for each device, the intrusion dataset,

which are rules from the 10T network dataset of known attack signatures, is subsequently

created in a file. A sample of the dataset is shown in Figure 5.4.

Once the rules have been created in the datasets represented as files in the prototype, the

NIDS starts monitoring connections, which are explained in the next section.
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Figure 5.4: Intrusion rule dataset




5.2.2 NIDS

Once the NIDS has started monitoring the connections, the client, the smart home device
is ready to connect to the smart hub so that the connections from them can be validated
against the user configurations and the known intrusion dataset. The client is shown in

Figure 5.5, from where the smart home devices are initiated.

£} SHIDS Devices - O X

..f

Triggering Device ConnectDevice

Triggered Device SendCommand

> e
=

Triggering Method Disconnect a

Figure 5.5: Page to trigger device connections (internal connections between devices)

The devices are initiated by trying to connect, simulating a real-life scenario.
Connections are simulated, and the user identifies each device; for example, “Switch”
is used for this purpose. In a real-time environment, connections will be monitored as

and when they take place.

When a device is not allowed to connect to another device as per user configurations,
the rule generated in the rule set will trigger an intrusion and alert the user through the

pop-up screen, as shown in Figure 5.6.

In Figure 5.6, the device “Switch” tries to connect to “Fridge”, which is not part of the
automated scenario of the user’s smart home environment and alerts as an intrusion on

the user interface. This alert verifies scenarios 1 and 4.
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Figure 5.6: The user is alerted of the connection that was an intrusion.

External connections or known intrusions are simulated using the 10T network dataset,
which has attack descriptions and is passed through Hercules to the server to determine
whether intrusions are detected. The smart hub detects the intrusion and alerts the user.

This verifies scenarios 3 and 4.
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Figure 5.7: Invalid connection from an external connection detected as an intrusion

The prototype was tested to see if intrusions could be detected based on user

configurations and the intrusion dataset. These detections verify scenarios 2 and 4.
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All internal connections between devices and external connections that should not have
taken place as per user configurations were alerted as intrusions. Connections that could
take place between devices were not alerted as intrusions. Attacks classified under the

loT network dataset were also detected as intrusions.

All connections made through the NIDS were generated into a file log, captured in
Figure 5.8. A technical user can use this further to interpret connections that came
through the smart home.
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2021-02-01 23:10:48: Waiting for a Connection...

2021-02-01 23:10:48: Starting Smart Home IDS Local Host:
127.0.0.1 on PORT: 2000

2021-02-01 23:10:57: Connected to: 127.0.0.1 on pert 2000
2021-02-01 23:11:14: Inside DetectIntrusions:

2021-02-01 23:11:14: 192.168.0.1/1024/192.168.0.1/00-D0-56-F2—
B5-12/1024/0

2021-02-01 23:11:14: Normal Heartbeat...

2021-02-01 23:11:21: Inside DetectIntrusions:

2021-02-01 23:11:21: Alert 192.168.0.1/1024/192.168.0.1/00—
DO-56-F2-B5-12/1024/1

2021-02-01 23:11:21: Intrusion Attempt:Detected on Clock
2021-02-01 23:11:21: Intrusion

Packet —->192.168.0.1/1024/192.168.0.1/00-D0-56-F2—
B5-12/1024/1

2021-02-01 23:11:24: 192.168.0.1/1024/192.168.0.1/00-D0-56-F2~
B5-12/1024/1

2021-02-01 23:11:24: Normal Heartbeat...

2021-02-01 23:11:49: Inside DetectIntrusions:

2021-02-01 23:11:49: 192.168.0.2/1025/192.168.0.2/00-E0-56-F2—
B5-12/1025/0

2021-02-01 23:11:49: Normal Heartbeat...

2021-02-01 23:11:55: Inside DetectIntrusions:

2021-02-01 23:11:55: Alert 1%2.168.0.2/1025/192.168.0.2/00-
E0-56-F2-B5-12/1025/1

2021-02-01 23:11:55: Intrusion Attempt:Detected on Switch
2021-02-01 23:11:55: Intrusion

Packet -->192.168.0.2/1025/192.168.0.2/00-E0-56-F2—
B5-12/1025/1

2021-02-01 23:11:58: 192.168.0.2/1025/192.168.0.2/00-E0-56-F2—
B5-12/1025/1

2021-02-01 23:11:58: Normal Heartbeat...

2021-02-03 12:07:26: Waiting for a Connection...

2021-02-03 12:07:26: Starting Smart Home IDS Local Host:
127.0.0.1 on PORT: 2000

2021-02-03 12:07:43: Connected to: 127.0.0.1 on port 2000
2021-02-03 12:08:51: Inside DetectIntrusions:

2021-02-03 12:08:51: 192.168.0.1/1024/192.168.0.1/00-D0-56-F2~
B5-12/1024/0

Figure 5.8: Network log

5.3 Conclusion

The chapter discussed a prototype to simulate the proposed design discussed in Chapter 4.
Users can use a simple configuration to protect their devices and be aware of any intrusions
in their internal smart home network. The user rule dataset consists mainly of rules
generated through basic user configurations. The attack signatures or existing intrusion
data set were used to detect known attacks. External connections were sent through
Hercules to determine if intrusions could be detected. The rules generated from the user

configurations proved to detect these intrusions, where the configuration parameters,
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such as the trigger device and triggering method played an essential role in detecting
intrusions. Additional configurations were also provided for users who prefer additional
security for specific devices controlled by the smart hub, which also proved useful in
detecting unwanted connections. The configuration can be set up irrespective of the
number of users in the network and does not look at specific device profiles to identify

these intrusions. The next chapter evaluates the prototype and what has been achieved.
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6
Verification and
Validation

The developed prototype starts by identifying the devices within a user’s smart home
environment capturing a set of user configurations from the user to create rules within a
smart home internal network. The fact of users being involved, was identified as an
important factor to help with security issues in the smart home. The proposed solution
developed a design to involve users in identifying intrusions and alerting them, thus making
them aware of security breaches within their home. The results and test scenarios of each of

the prototype phases are shown in the next section.

6.1 Verification and validation of test results

This section evaluates the prototype. Verification and validation are carried out by providing

valid and invalid input to get the expected results. The following steps are required for this:

e Testing methodology

e Test analysis and results

6.1.1 Testing methodology

The research followed an approach based on the waterfall and prototyping model. In
conjunction with these approaches, the testing methodology, the VV model, is used in this
research as it was originally derived from the waterfall model [87]. The model executes
testing of the waterfall phases such as requirements, analysis, design, and implementation
into different testing phases such as unit testing, integration testing, system testing and
acceptance testing. As in the typical waterfall model, the output result will act as the input

to the next phase. The model will be executed by testing to see whether the prototype
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functions and meets the research goal. Based on the testing model, the test cases are

discussed in the next sections.

6.1.2 Test analysis and results

The test analysis will include test cases or test scenarios and test results. The test results

show the results of the test cases executed to test the prototype thoroughly. The efficiency

of the design developed can be determined by detecting intrusions that occur internally, as

well as intrusions that occur from outside the smart home network. The following are the

test cases identified to validate the verification scenarios:

Legitimate connections: These are connections that the user has configured and that
may take place, such as allowing one device to trigger another. These should not be
considered as an intrusion, neither should an intrusion be triggered, and the user
should not be alerted. This helps address the security challenge of identification in
access control by identifying the devices within the smart home environment, as
well as identifying any external connections other than that within the smart
home environment.

Invalid connections: These are connections that could occur between the devices,
but not as per user configurations. These could be an invalid connection taking
place, and intrusion should be triggered, and the user should be alerted. These
attacks would be classified under unauthorised remote access and would address
security challenges such as node trustworthiness in misbehaviour detection and
security reporting.

An attack signature from the loT dataset is sent via Hercules. These are intrusions
to which users should be alerted.

External connections: These are connections coming from the external network

which are not specified and should be detected as intrusions.

6.1.2.1 Test results

The test results are shown in Table 6.1.

82



Table 6.1: Test Cases and Results

Test case

Test result

These
connections that the user has configured,

Legitimate  connections: are
and which may take place. These should
not be considered as an intrusion, and the

user should not be alerted.

Intrusions were not alerted, and direct

rules allowed safe connections.

Connections from remote MAC

addresses were also specified.

Appendix Figures 1, 2, 3, and 4 show
proof of results where the user identified
the device and connections were made

which did not result in intrusions.

Invalid connections: These connections
may not take place based on the user
configurations. These are intrusions, and

the user should be alerted.

Users were alerted, and intrusions were

detected using the indirect rules

Figure 5.6 in Chapter 4 and Appendix

Figure 5 show proof of intrusions alerted

An attack signature from the IoT dataset is
sent via Hercules. These are intrusions, and

the user should be alerted.

The attack signatures were identified

using the 10T network dataset rules.

Figure 5.7, Appendix Figures 7 and 8

show proof of intrusions alerted.

External connections were sent via

Hercules. These are intrusions and the user

should be alerted

The connections were identified as
intrusions as shown in the proof in Figure
6.2. The user rule dataset identified these
as intrusions as the device was not
expecting a connection externally and
could not recognise the MAC address

identified.
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This also proved that the rules from user
rule dataset will first trigger an intrusion
if the connection is not meant to happen.
The attack rule dataset will only trigger
an intrusion if the rule matches the

connection being made.

In addition to legitimate connections, a list of invalid connections was made between
the devices that triggered intrusions. A list of unknown Hercules intrusions from
Hercules was sent through smart home devices to test whether unknown Hercules
intrusions that could occur in the future, might be detected. The unknown intrusions
were connections from an external IP address that was not present in either the user rule
dataset or the intrusion dataset. All intrusions were detected successfully. This is
because the indirect rules and the rule syntax, including the triggering method, were
derived from the user configurations. Attacks that were meant to be detected were
detected using the rules from the intrusion dataset or the user rule dataset. Remote MAC
addresses specific to certain devices were also sent through Hercules to that specific
device which was allowed and classified as a normal connection as shown in the figure

below.

4§ Hercules SETUP utility by HW-group.com - o X

UDP Setup | Serial  TCP Client | TCP Server | UDP | TestMode | About |
Received/Sent data TP

Ping X Disconnect]

TEA authorization
TEA key

1:/01020304  3: {09040BOC
205060708  4: |ODOEOF10

Authorization code
8|

PortStore test

I~ NVT disable

Received test data
Send
[00D056F2851F ™ HEX Send H I.U T

| e e ]
[ ™ HEX Send | ersion 3.0.2

Figure 6.1: Valid connection from MAC address
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The same remote MAC address was used to connect to other devices which had no
specification of that MAC address in the user configurations, and those were alerted as

intrusions as shown in the figure below.

Q Hercules SETUP utility by HW-group.com

UDP Setup | Serial  TCP Client | TCP Server | UDP | Test Mode | About |
Received/Sent dala

TCcP
Ping X Disconnect

TEA authorization
TEA key

1:|01020304 3 |030A0BOC
2:|05060708  4: [ODOEOF10

Authorization code
8

PortStore test

[~ NVT disable

Received lest data

[o00056F28512 [~ HEX Send M
! [ HEX Send || nevigrowpcom

Hercules SETUP stility
I ™ HEX  Send | Version 3.0.2

Send

Figure 6.2: Intrusion detected from MAC address where the MAC address was not specified

These validation scenarios proved that the design also helps with the mitigation goal of
protecting device security by ensuring that unwanted connections are not made through
the NIDS, and consequently help with the mitigation goal of protecting individuals’

privacy.

All connections made through the NIDS were generated into a file log as shown, as

proof in Figure 5.8 and would help in addressing the challenge of security auditing.

6.1.2.2 Evaluation of the test results

The uniqueness of the prototype lies in the design developed where users are asked to
capture how their devices should behave and the configurations and rules formulated
accordingly, based on the user configurations. Capturing the user parameter and forming
rules based on them is a unique approach that has not been done before to the author’s
knowledge in the smart home 10T context, to provide and facilitate the extra security
that is required at the user level. Moreover, there have been various calls for users to
also take responsibility to protect their smart home devices as mentioned in Chapters 1,
2, and 3. The user configurations were not only able to detect known intrusions but also

unknown intrusions at devices for connections that did not have a source IP address and
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where another device could not trigger it. Users were also alerted when intrusions
occurred. Devices that had another device triggering could not detect those unknown
intrusions, as the rule formations for such specific devices had source IP addresses
defined in them. The ability to make use of user configurations and alert users of
intrusions makes users aware, in contrast to what the survey and table highlighted in
Chapter 3. The adaptation of the IDS should be evaluated as well, and this is explained

in the next section.

6.1.2.3 Evaluation of IDS

The most common measures of IDS evaluation are precision, recall, and F-measure.
Precision (P) is the proportion of connections correctly identified as intrusions. Recall
(R) measures the proportion of intrusions which were correctly identified amidst the
total of all correctly identified intrusions and intrusions that are classified as normal.
These two measures are used in the F-measure (F), which calculates the harmonic mean
of precision and recall and provides a single weighted metric to evaluate overall

performance [19]. These are calculated using the following equations.

p=__'" 1
~ TP+FP @

Precision Equation

TP ,
" TP+ FN )

R

Recall Equation

. P.R ;
~ TP+R ®3)

F-measure equation
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FP, FN, TP and TN are described in the next section.

False positive (FP): non-intrusive behaviour that is wrongly classified as intrusive by
the IDS.

True positive (TP): non-intrusive behaviour that is successfully labelled as non-intrusive
by the IDS.

True negative (TN): normal behaviour that is successfully labelled as normal by the
IDS.

False negative (FN): Intrusions that are missed by the IDS and classified as normal/non-

intrusive.

Performance was tested and compared against that of two smart home environments,
where the first smart home environment has user configurations. Therefore, the user
configurations, the user rule dataset, and the intrusion dataset were present. The second
smart home has no user configuration and hence no user rule dataset and only the
intrusion dataset. This was to test the performance of the IDS in detecting intrusions

where user configurations are used and/or not used.

A random number of connections were sent through, from which 150 were legitimate
connections, 150 were attack signatures that were known and present in the 10T network
dataset, and 50 were invalid connections that occurred from external connections. There
was no conflict between the user rules and IDS rules; however, more than one rule did
detect the same intrusion. The user configuration rules detected invalid intrusions,

whereas the attack signatures also detected specific types of attack.

In smart home 1, all the valid connections from the detected user rule dataset detected
were 100%. All known intrusions were detected at 100% level, and all external
connections sent from external connections were also detected at 100%. Legitimate
connections also included remote MAC addresses specified for specific devices that
were considered normal. However, 10 external connections were sent from the remote
environment to devices, which were not specified and alerted as intrusions. Therefore,

the value of precision, recall, and F-measure is as shown in Table 6.2.
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Table 6.2: P, R and F measure the results of smart home environment 1

P R F-measure

1 1 0.94

In smart home 2, no user configurations were provided and hence no rules generated
based on user configurations. Only attack signatures were used. Any valid connections
made between the devices were not detected as there were no user configurations. All
known intrusions (attack signatures) were detected at 100% and all external connections
sent from external connections were also not detected and classified as normal, as there
were no rules to identify any external connections occurring on smart home devices.

Hence, the value of the measure P, R and F-measure is shown in Table 6.3

Table 6.3: P, R, and F measure the results of smart home environment 2

P R F-measure

0.90 0.33 0.49

These indicated that user rule datasets created through user configurations were
successful and that just using a predefined intrusion set may not yield the full results of
detecting intrusions, unless updated frequently. The user is not aware of any connections
that can control their smart home 10T devices, and because there are no user
configurations, they are not alerted to any intrusions. This will not bring about user
awareness with regard to protecting smart home devices, and the user is unaware of any
external connection that takes place with their smart home device that should not be

taking place.

It was noted that the non-mandatory field, such as the time for a specific device, did not
play a vital role in determining the security, as it just allowed or disallowed connections

at that specific time. An intrusion could occur in a device within the time it was active
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and where no user configurations were specified. Hence, user configurations and rules

generated from them became a critical factor in alerting users.

The specified remote MAC address was helpful, however, if the smart hub was not able
to determine the MAC address in the connection, or if the MAC address was not present
in the connection or specified for a device: then intrusion was alerted, and false alarms
were generated. If the external device of the MAC address, from which the external
connection came, was compromised, the smart home environment could be vulnerable
and could also be compromised as well. Consequently, it was noted that the specification
of an external remote MAC address from which a user may access their smart home
device might not be such a good option, for that could provide easy access into the smart
home environment for an intruder that had already compromised the device with the
unique MAC address.

6.2 Conclusion

This chapter discussed the validation of what was achieved through the prototype. It
was noted that all scenarios mentioned in the validation were successful. The prototype
proved that users can be involved in configuring their smart home devices using certain
parameters. These parameters can be used to detect intrusions occurring on their smart
home devices, while noting that real-time intrusions that have caused damage based on
examples mentioned in Chapter 2, are intruders connecting from an external network.
Although various literature reports have mentioned users presenting a gap in security,
with the complexity and difficulty of heterogeneous environments blocking them from
finding a holistic solution in addressing these security breaches, the prototype was
functional in alerting users when an external connection was made. This research at this
time proposes that disconnecting from the internet would be an ideal mitigation strategy
as soon as an intrusion is alerted as users are all not technologically savvy. Another
mitigation strategy that could be applied is packet filtering where external connections,
or connections that are invalid, are not allowed with specific devices. However, the
feasibility of this needs an extensive study. This is also due to the heterogeneous
environment that smart home environments present, and without proper analysis of each

smart home environment device being dealt with, existing security mechanisms within
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the smart home environment regarding any other generalised mitigation strategy, may

not be successful.
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7

Conclusion

This thesis focused mainly on conceptualising a design that involved users by adapting
IDSs to address the statement by many authors that users should be responsible for
protecting their own smart home devices. The overall result was involving the end users
and, through user alerts, making them aware of intrusions surrounding their smart home
environment and its devices. This chapter focuses on evaluating the extent to which the
objectives of this research study has been achieved, the scope for improvements, and

finally, addresses the scope for future research that should be considered.

7.1 Research Synopsis

IoT security and privacy issues are discussed in length, and various research tests have
shown the risks associated with them. Smart home devices are targets of these security
risks, and there have been many such real-life cases where smart home devices were
compromised without the knowledge of the user. Subsequently, trust is such an
important factor in these cases, and user security of smart home devices becomes a vital
factor. Therefore, it is also vital to detect intrusions that occur in them. In this thesis, a
new design involving users was introduced to detect intrusions through user
configurations and to create alerts when an intrusion occurs — thus making them aware
of security in an internal smart home network. The primary objective of this research
was to involve users in setting up their smart home devices and using these user
configurations as a base to detect intrusions. In addition, the rules of the 10T network
dataset were also used to detect intrusions. To achieve the objective of detecting

intrusions, a design was proposed, and a prototype was implemented.
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The thesis is constructed in the following format, thus answering the research questions

that were presented in Chapter 1.

The thesis began with an introductory chapter that addressed the major issues that 10T
currently has and eventually led to the problem statement. In verifying and validating
the problem, the dissertation discussed the 10T building blocks, general architecture of
loT, and led the way to smart home architecture. The security issues within the 10T
architecture were discussed, describing the different layers within the architecture. It
evaluated the layer in which the problem statement fell in Chapter 2 and discussed issues
specifically within the smart home vulnerabilities network. This led to the answers to
the following research questions: What is the essence of the current 10T architecture,
and what kind of security is provided by different service providers? What is the user-
level security in the perception layer and application layer in the current loT

architecture? And what methods can be applied in acquiring user security and privacy?

It then followed into the third chapter, evaluating major existing research in the field
and just generally around user security. This chapter also evaluated the user-security
component in existing research and evaluated methods that can be used. This helped to
answer the following research questions: How can user-level security be improved in
the application and perception layer in the current I0T architecture, will this really help
user security and privacy, and will this answer the first part of the question? What are
some of the existing research theories that provide user security, and how do the

solutions proposed at the user level, differ?

This led to Chapter 4, which conceptualised a logical design and presented a solution to
the problem statement by describing a design that made use of user configurations. Some
of these user configurations were mandatory and some were non-mandatory. These
mandatory user configurations created rules that detect intrusions. This answered the
second part of the research question: What are some of the existing research findings

that provide user security and how do the solutions proposed at the user level, differ?

The last question was answered by developing a prototype in Chapter 5 and evaluating
it in Chapter 6. It described how data would flow from one component to another and
showecased a client-server architecture using user configurations, rule generation, and

intrusion detection. It also validated and verified how intrusions are detected in two
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different smart home environments where one has user configurations, and the other

does not.

The next section explains the achievement of the research goal through the prototype.

7.2 Accomplishing the Research Goal

This section explains the accomplishments of the prototype and hence the attaining of
the research goal. The following sections offer a critical evaluation of what this research

has achieved.

7.2.1 Achievement of the prototype vs. the problem statement.

The idea of the research is to use user configurations to allow or disallow connections
and to create rules that ensure user security in 10T smart home devices; hereby the rules
use the user input on how the devices should behave to detect any intrusions occurring

in the smart home network. The prototype is developed to showcase the following:

e Developing a design that involves users is possible within a smart home
environment where simple user configuration can be used to alert users using
smart home devices. These can be achieved by bearing in mind the following:

o Configurations are simple enough to perform and

o Applicable to the smart home environment with one or more users,
where they are

o Adapting the IDS functionality and generating rules based on user
configurations to detect intrusions.

It is important to note that:

O

= Certain user configurations, such as time and remote MAC
address, may not be useful in security applications or in alerting
the user.

= User configuration such as remote MAC address or even remote
IP address may not be 100% effective in allowing connections

and may cause false alarms.

o Incorporating an existing 10T network dataset of known attack

signatures to detect existing intrusions, may be useful/recommended.
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7.2.2 What makes the proposed design unique?

e Devices are identified by the user providing a unique device name.

e Although the method of creating a rule is the same, the rules generated are very
dependent on the user configurations, and hence will be unique to each smart
home network. Most of the rule-based systems in 10T concentrate on network-
based information and, consequently, rules consist of typical network
characteristics. Many research findings including [111, 112] discussed that
existing security proposals, including the ones where IDSs are incorporated,
have challenges due to the differences in smart home environments. A solution
where users are involved has not been proposed thus far and only existing
databases have been incorporated to detect intrusions. The importance of users
protecting their own devices has been considered by many researchers. This
solution proposal, to the author’s knowledge, is the first of its kind in the smart
home environment that involves users in the rule configuration to detect
intrusions.

e All security systems, since they are mostly network-based or device-based, are
rule-based systems consisting of attack signatures that need to be fulfilled. The
prototype is not only user-based but can detect intrusions based on attack
signatures as well.

e Non-mandatory user configurations can allow and disallow connections to a
certain extent. However, rule generation seems to be a critical factor in alerting
users correctly.

e The user can change any user input at any point in time, and this will generate
new rules that are valid and delete the old rules for that specific device.

e The user configurations specified are independent of the number of users in the

smart home and independent of the individual devices.

7.3 Future research and limitations

Although the proposed methodology has achieved the objectives described in the
previous section, this research still has scope for improvement. The scope of

improvement and limitations is explained in the following subsections.
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7.3.1 Safeguarding the Smart Hub

The proposed design aims to involve users by using user configurations and alerting
users in the smart home where a smart hub is used. The smart hub can be protected using
a two-factor authentication; however, this might not be enough to protect the smart hub.
Once the smart hub is compromised, the attacker could compromise the smart home

environment as well.

Hence, the first and foremost improvement is to protect the smart hub. In the case where
an intruder is aware of the smart hub and tries to compromise it, they might try to spoof
the smart hub to learn about all the connections. The smart hub should be secured. The
system should be designed in such a way that an extra random password is required, or

encryption is required to make a connection with the smart hub initially.

7.3.2 Safeguarding smart home devices

Although smart home devices are protected using the user configurations and an
intrusion could be alerted, there could be a scenario where an attacker has compromised
a device that may not have any user configuration, because they are auto triggered,
through another device that can trigger the specific device or even physically tamper

with the device.

Any extra security mechanism that can be provided for smart home devices should be
provided, especially since the cases of intruders compromising smart home devices are
on the rise. Although intrusions may be detected, any kind of prevention should also be
implemented. Instead of making the devices discoverable to the external network, one
way would be to use network address translation on a smart home network where the

devices can use a private IP address and use public IP addresses on the external network.

7.3.3 Improving user configurations

Existing user configurations have been thought of that could alert the user of intrusions

and are independent of the number of users within the smart home environment.

The viability of introducing user configurations on devices should be investigated and

implemented if possible. This could help in a smart home environment where smart
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hubs are not used, and devices are directly connected to the cloud and are functional.

The viability of using user configuration on devices could be researched.

All aspects including the number of users in the smart home network, other initiating
features of the devices, and the functionality of the devices should be taken into
consideration as different protocols and logic within devices could become issues when
implementing the same set of user configurations for all devices. However, careful

consideration should also be given to using a user input that can generate a false alarm.

7.3.4 Improving mitigation through prevention or reaction

The existing research adapted an IDS to detect intrusions and alert users of intrusions.
However, an intrusion prevention system can be adapted in future to mitigate intrusion
impact by learning the kind of intrusions associated with smart home environments.
Again, a mitigation strategy would have to be devised so that it can be applied to all
smart home environments in view of the differences and complexities within the smart
home environment. This mitigation strategy will have to be thought through after
determining the detection strategy applied in the smart home environments. The
research did discuss the possibility of applying a packet filter — this, however, was not
implemented, as extensive analysis would be required to understand the infrastructure,
device configurations, security, communication technology, etc. within the environment
and it would therefore not be possible to say, if it would in fact be a generalised

mitigation strategy that would be applicable for all smart home environments.
7.3.5 Improving the intrusion detection rate

The existing research has a detection rate of 0.94 due to false alarms, where the ideal

rate would be 1.

Further research can be done to consider what other network details, device details or
aspects of an intrusive signature can be taken into consideration to detect an intrusion
that would not cause false alarms. Common device information may also be considered

to be included in the rules.

The 10T network dataset was incorporated to detect existing 10T intrusions; however,

using any kind of existing signature database would mean that these would have to be

96



continuously updated to ensure the latest attacks are identified. In future, any other
signature database could also be potentially incorporated providing that resource

capacities within the smart home environment are met.

Machine learning and artificial intelligence techniques may also be introduced to learn
about and detect new intrusions, network parameters or connections that may be specific

to the smart home environment.

7.3.6 Future improvements to the proposed design

Another future improvement for the design is to enforce the extra authentication
mechanism to check once a connection needs to take place between the device and, if
possible, configure the smart hub or improve the smart hub; this can occur in such a way
that certain details such as authentication, authorisation, unique ID or features specific
to that device can be requested for the devices. This can only be accomplished by
studying the various types of smart hubs or loT gateways and their common features in

greater detail.

Currently, the 10T network dataset rule is interpreted through a tcpdump tool that
interprets the source IP address and uses the 10T network dataset as its intrusion dataset.
Many datasets have many different formats, so that one improvement that can be made

is to accept and read any form of dataset for intrusion signatures sent to the IDS.

The main limitation of this research would be if an insider intrusion occurs in the
following form, i.e., where a user other than the original user who has set up the rule for
the device, changes the initial user rules or uses the information such as IP address
details to cause an intrusion to the devices in the smart home. Intrusions may occur from
a remote MAC address that is specified, which may also be considered as inside
intrusions. Unfortunately, inside intrusions have always been a problematic area in the

field of security and remain a limitation of this research as well.

The smart hub may not be able to identify the remote MAC address in an external
connection, which may also cause false alarms and can also be considered a limitation

of this investigation.
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The design was implemented within a smart home network that may have a limit to
several devices. Therefore, the processing power and speed in determining intrusions
will also be determined by the quality of the network within the smart home and is

scalable within the smart home networks.

This may be adopted to larger projects such as smart cities, and if high processing
servers and databases are provided with good network quality, the same configurations
may be considered for other 10T applications where numerous devices are connected.
The implementation of this in various other applications is dependent on the nature of
the devices used and the external connections that could occur. In loT applications
where external connections should be allowed, user configurations may not be
successful due to the number of external connections that could occur and all aspects,
such as, which connections can be allowed and should be alerted, so an intrusion would

be a major factor in determining the success of it.

The research was intended to provide a design involving the user to determine how their
devices should behave. Once the devices have been identified and configurations have
been made, the users should be alerted when their devices do not behave. This has been
achieved in the research. Although there are areas of improvement and limitations as
mentioned above, the research was successful in that it involved users in creating
configurations and to use them to detect intrusions and make them aware of intrusions
around security in 10T smart home devices. This was made using the induction inference

technique which is the inference based on observation through the prototype.

Given the heterogeneous and complex nature of smart home environments, one might
find that defining a holistic security solution and generalised mitigation strategy, and
using only existing attack signatures to detect intrusions, may not yield a 100% success
rate in any given smart home environment. The solutions have to be considered carefully
due to the differences, which is why the existing security risk frameworks do not
completely cover every aspect of 10T systems. As the number of devices increases, so
does the complexity of everything functioning together. It is better to think about first
detecting an intrusion at user level, where users are aware of their smart home devices
and environment which this research achieves rather than wait for a complete solution

where everything works together in a real-life scenario.
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Appendix A

Appendix A consists of screenshots of the functionality in the prototype. The screenshot
of each device configured in the prototype and how intrusions are triggered and detected

is also displayed.

| Triggered Device § Switch
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Appendix Figure 3: Client (Smart Home Devices) connecting to the Smart Hub
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Appendix Figure 4: Safe connections passed (same as user configuration)-intrusion not
detected
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Appendix Figure 5: Intrusions passed to device 3-intrusion detected
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Appendix Figure 6: Data set of user rules that reflect all intrusions

Receved/Sent data.
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Appendix Figure 7: Hercules connecting to the smart hub to connect to devices.

B3 Hercules SETUP utility by HW-group.com

UDP Setup | Sesial  TCP Clent | TCP Server | UDP | Test Mode | About |
Receved/Sert dala

Send

555.2223.72

ruex s || H11)5veus

" HEX Send

I[elhsvc-lD‘lBﬁSellSa\dmmdw\dﬁ-N"lﬂlﬂll]adhm ™ HEX Send |

TP
Ping X Discornect

TEA authorization
TEAkey

1:{01020304 3 |03040B0C
2|05060708 4 [ODOEOF10

Authorization code

]

PortStore test

I~ NVT disable

Received fest data

\eu.HW-groupcom
Hercales SETUP wtility
Version 3.0.2




& SHIDS o X | 89 Hercules SETUP utility by HW-group.com - u}
UDP Setup | Serial  TCP Client | TCP Server | UDP | Test Mode | About |

Received/Sent data
C gto 127,0:0.1 ...

TcP

Module IP P

127001 2000
Ping X Disconnect

1 TEA authorization -
[ TEA ke
1:/01020304  3:|09040B0C
2:|05060708  4: |ODDEOF10
Authorization code
PortStore test
™ NVT disable

Received test data
Send ‘
=
55222372 T HeX_Send | HIWsr5us

| [~ HEX Send v HW-group.com
Hercules SETUP wtility
[{eth src == 10:18:98 52 118 and arp and eth dst == FAEAEAEAE and fame. [~ HEX  Send | Version 3.0.2|

Appendix Figure 8: External connections present in 10T network data set sent to smart hub-
Intrusions detected
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