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ABSTRACT 

The Internet of Things (IoT) is fundamentally revolutionising diverse sectors such as 

agriculture, smart cities, and health, enabling critical applications such as environmental 

monitoring, military surveillance, and efficient waste management. These pervasive 

deployments often rely on Low-power and Lossy Networks (LLNs). The network caters 

for resource-constrained devices which rely on the Routing Protocol for Low-power and 

Lossy Networks (RPL) to facilitate efficient routing decisions. RPL is a widely used routing 

protocol designed for LLNs. Its operational integrity hinges on control messages like 

DODAG Advertisement Object  (DAO), DODAG Information Object  (DIO), and DODAG 

Information Solicitation (DIS) control messages, which collectively establish and maintain 

network topology. However, the limitations of IoT devices, including battery, processing 

capacity, and memory, as well as the complexities of RPL, make these networks 

particularly susceptible and vulnerable to various threats. Routing attacks pose a severe 

challenge to network stability and data integrity. Among these routing attacks, the DIS-

flooding attack stands out as the most destructive and resource-consuming threat. The 

attack specifically exploits RPL's DIS mechanism by overwhelming the network with an 

excessive volume of DIS messages. Such a disruption can lead to severe resource 

exhaustion, network congestion, and ultimately, a denial-of-service condition, significantly 

undermining the reliability of IoT network operations. The urgent need to counteract these 

sophisticated routing attacks is paramount to safeguarding the functionality of modern 

RPL-based IoT networks. 

Despite the proliferation of security models in the literature for general IoT environments, 

there remains a significant gap in the implementation of lightweight intelligent security 

models specifically tailored for RPL-based IoT. Existing solutions often struggle to 

balance detection efficacy with the stringent resource constraints of LLN devices. This 

research study’s primary objective is to address this critical gap by implementing a novel, 

lightweight and intelligent security model designed to effectively detect the DIS-flooding 

attack with a high detection rate, low false alarm and minimum program flash memory 

utilisation of the IoT devices. To achieve this, the study adopted a simulation-based 

quantitative approach. A robust experimental setup was created within the Cooja 

simulation tool, utilising nodes running the Contiki 3.x operating system. This environment 
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allowed for the precise implementation of the routing attacks that the study addresses 

and the generation of a comprehensive dataset under two distinct scenarios: a baseline 

normal operation and a DIS-flooding attack scenario. This dataset was then meticulously 

used to build, train, and test six(6) distinct machine learning (ML) algorithms, including 

Support Vector Machine (SVM), Random Forest (RF), Decision Tree (DT), Multilayer 

Perceptron (MLP), K-Nearest Neighbours (KNN), and Naive Bayes (NB).  

This study contributes three key advancements to the field: a theoretical contribution 

highlighting the imperative for intelligent and resource-efficient security models in RPL-

based IoT; a methodological contribution presenting a robust framework for implementing 

and evaluating routing attacks within the Cooja simulation environment; and a significant 

practical contribution underscoring the real-world applicability of the proposed DT-based 

lightweight and intelligent security model to detect anomalies in IoT networks.  

The results of this study demonstrate that a tree-based algorithm, the Decision Tree 

model, performed significantly well as compared to other evaluated models, showcasing 

its higher performance with below threshold False Negatives (FN), and a remarkably 

small model size. Specifically, the DT model achieved an outstanding 98.21% Matthews 

Correlation Coefficient (MCC),  99.12% accuracy, 99.12% recall, and 98.86% precision, 

coupled with an exceptionally low 3.79% FN rate. Furthermore, the model required only 

4.17 KB of program memory, confirming its suitability for deployment on resource-

constrained IoT device. 

The novelty of this study lies in the integrated implementation and evaluation of a 

memory-efficient intelligent detection model directly tailored to RPL-based IoT, validated 

within a realistic LLN simulation framework. Unlike prior approaches that prioritise 

detection performance without resource considerations, this work demonstrates that high 

detection accuracy and minimal memory footprint can be simultaneously achieved in 

RPL-based IoT environments. The findings provide a practical and scalable pathway 

toward securing LLNs against DIS-flooding attack, thereby enhancing the resilience of 

modern IoT networks. 

  

Key words-DIS-flooding attack, IoT, LLNs, Machine Learning, & RPL. 
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CHAPTER 1 

1 INTRODUCTION 

1.1 BACKGROUND 

The IoT network consists of smart connected devices that collect and exchange data with 

each other within an environment of deployment (Adebayo et al., 2019). This network 

transmits data to the edge device or cloud application over the internet for further 

processing. The capabilities of IoT networks enable their adoption for various uses, not 

limited to smart home, smart grid monitoring and environmental monitoring, but extends 

to management, patient monitoring, and smart farming (Mosa et al., 2024). One of the 

enablers of IoT applications is the LLNs. LLNs are made up of a collection of embedded 

resource-constrained devices, such as sensor-enabled microcontrollers. These 

microcontrollers have less processing and storage capabilities and are battery-powered, 

meaning that they have a limited lifespan (Medjek et al., 2021). The LLN devices are 

crucial to the operations of industrial and environmental applications (Goel et al., 2023). 

They communicate among themselves via lossy links to discover their neighbours, 

establish, choose and maintain optimal routes for application data transmission. 

The resource-constrained nature of IoT devices renders protocols like Ad hoc On-

Demand Distance Vector (AODV), Open Shortest Path First (OSPF), Dynamic Source 

Routing (DSR), and Routing Information Protocol (RIP),  unsuitable (Ankam & Reddy, 

2023), as they are not optimised for the resource limitations and unreliable links of IoT 

networks (Raghavendra et al., 2022). Therefore, the Routing protocol for Low power and 

Lossy Networks (RPL) was designed and developed to address the limitations of the 

current routing protocol, similarly providing an efficient routing in the LLN IoT networks 

(Mali & Govinda, 2023). RPL is the widely adopted standardised distance vector routing 

protocol for most IoT networks running on resource-constrained devices. RPL ensures 

energy efficiency, reliability over lossy links, and efficient use of the limited memory and 

processing power of the network when routing traffic across the network (Alanazi et al., 

2025). It builds and maintains a Destination-Oriented Directed Acyclic Graph (DODAG) 

(Aydın et al., 2024), a tree-like topology that allows child nodes to create routes by 

attaching themselves to the network through it by exchanging Internet Control Messages 
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Protocol Version six (ICMPv6) packets, that is, DODAG Information Solicitation (DIS), 

DODAG Object Advertisement (DOA), DODAG Information Object (DIO) packets (Medjek 

et al., 2021). RPL can effectively facilitate routing in LLNs; it possesses vulnerable 

mechanisms that intruders can exploit. Furthermore, the widespread adoption of these 

networks is an invitation which cybercriminals would never decline. This vulnerability 

opens up the cyberattack space even more. Cyberattacks within the RPL-based IoT 

network spectrum target the network functionality layer (layer three), particularly the 

routing protocols; hence, vulnerabilities of RPL are exploited (A. Almusaylim et al., 2020; 

Verma & Ranga, 2018). 

The Distributed Denial of Service (DDoS) attacks in IoT networks are capable of rendering 

network nodes, communication channels, and links unavailable, disrupting the normal 

operations of the network, ultimately impacting the normal operations of the network 

(Momand et al., 2021). Literature argues that flooding attacks, another type of DDoS, are 

among the active routing attacks intended to render services of systems unavailable, 

isolate the victim nodes from the entire network, and also target resources of network 

devices, such as the battery, by sending a large volume and congesting the network with 

malicious traffic (Koosha et al., 2022; Nisha et al., 2022). These resource-consuming 

attacks can be implemented by exploiting the vulnerabilities in the RPL routing protocol 

(Nisha et al., 2022).  

Securing the IoT has become a significant challenge and a crucial issue (Kamaldeep et 

al., 2021; Mukhaini et al., 2024). In the recent past, a number of mechanisms have been 

proposed to avert routing attacks in RPL IoT networks. Furthermore, comprehensive 

reviews such as (Ahmad & Alsmadi, 2021; Al-Amiedy et al., 2022; Sejaphala et al., 2025) 

provide a cross-sectional synthesis of the proposed techniques in literature, highlighting 

their strength and weaknesses, areas of improvement and suggesting directions for 

effective defence techniques suitable for LLN.  

In the current era, some of these IoT devices are very small and inexpensive, yet security 

can be very expensive to deploy through such devices. Moreover, traditional defence 

techniques cannot provide adequate detection of attacks (Violettas et al., 2021). Defence 

techniques such as Machine Learning (ML)-based techniques, Intrusion Detection 
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Systems (IDS), and secure-protocol techniques have been proposed in literature (Laiby 

& Subramanya, 2021). Trust-based protocols,  cryptography, and key management, 

which are secure-protocol techniques, highlight a remarkably high detection rate, but can 

be resource-intensive for the network and devices (Rabhi et al., 2023). As such, they fall 

behind in providing robust security for the LLNs. Traditional IDS (anomaly-based, 

signature-based, and specification-based) provides a different approach by specifying a 

network-level deployment to reduce load on the nodes (Pasikhan et al., 2023). However, 

IDSs are prone to false alarms and require large storage to update a database of 

reference signatures (Pasikhan et al., 2023) in the case of anomaly-based and signature-

based, respectively. Machine Learning-based techniques promise an effective capability 

in defending IoT LLNs against routing attacks by leveraging network logs as data input 

(Ioulianou et al., 2022) for classification and precise detection of routing attacks with less 

network resource consumption. ML-based techniques leverage network performance 

data for the effective analysis of the IoT network performance for attack detection and 

accurate predictions (Cakir et al., 2020). Similarly, employing such capability in the 

security and performance of LLNs is a promising solution, given the nature and 

characteristics of both the devices and the network.   

1.2 PROBLEM STATEMENT  

The ongoing adoption of IoT networks in distinct use cases, not limited to smart home, 

smart farming, and environmental monitoring exerts an effect on the increase in 

cyberattacks which similarly continue to grow at an alarming rate. Cyberattacks disrupt 

operations and critical network functions (Nisha et al., 2022), affecting the livelihood of 

persons, organisations and the state whose productivity and functionality rely on the 

efficient functioning of the network (Bediya & Kumar, 2020). Therefore, network 

disruptions may inflict compromised personal safety, financial loss and catastrophic 

implications in specific cases. As IoT networks are not secure in nature, research shows 

that routing attacks remain a serious risk to IoT networks with limited resources. Routing 

attacks are known to disrupt normal operations of the network, isolate network nodes, 

and congest communication channels with bogus traffic (Koosha et al., 2022). This poses 

a negative impact, where the availability and reliability of these IoT networks are of 

paramount importance (Sanders & Yau, 2021). These attacks exploit vulnerabilities of 
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RPL to carry out malicious activities like flooding the network with DODAG Information 

Solicitation (DIS) packets, dropping data packets, and tampering with network topology 

to introduce end-to-end delay (Raoof et al., 2019).   

A DIS-Flooding attack is an active routing assault aimed at the resources of targeted 

nodes. The attack is implemented by flooding victim nodes and links with a large volume 

of DIS ICMPv6 packets. DIS control message packets are one of the ICMPv6 packets 

used by RPL to establish and maintain optimal routes for IoT applications using Low 

Power and Lossy Network (Medjek et al., 2021). DIS packets are used for network 

discovery; a child node wishing to join a DODAG or to change a parent broadcasts DIS 

packets to neighbour nodes in its transmission range. Any node receiving a DIS 

broadcasted packet drops any activity and broadcasts DODAG Information Object (DIO) 

packets and resets its trickle timer (a node’s clock mechanism to regulate how often it 

transmits control messages such as DIO packets). This mechanism presents a 

vulnerability which can be exploited by intruders who may use a node(s) to transmit large 

volumes of DIS packets to victim nodes in the network, launching a DIS flooding attack 

(Pongle & Chavan, 2015). This degrades the performance of the network, affecting the 

operations, which could potentially lead to harm or catastrophic situations in some cases. 

As such, this poses a security threat to IoT applications relying on LLNs. 

As a result, the extensive use of IoT applications makes the security of their networks 

extremely vulnerable (Fatima tuz et al., 2019). Numerous defence methods have been 

suggested in the literature to safeguard RPL-based IoT networks from routing attacks 

(Pasikhani, Clark, Gope, et al., 2021). The defence techniques can be categorised into 

three groups: secure-protocol, conventional IDS and ML-based (Jamalipour & Murali, 

2022). In recent years, studies incorporating artificial intelligence, especially machine 

learning, suggest that algorithms based on machine learning offer effective methods for 

countering attacks (Fatima tuz et al., 2020). Nonetheless, limited focus has been directed 

towards their implementation in resource-limited IoT networks (Momand et al., 2021).  

Consequently, utilising network operational and traffic data to create an intelligent security 

framework for protecting IoT networks from routing attacks through the implementation of 

machine learning models becomes a feasible approach to addressing routing attacks. 
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Machine learning models are recognised for their capacity in identifying patterns in past 

data to forecast results. Furthermore, ML models promise to detect the presence of a 

routing attack  (Raman et al., 2023) with high accuracy and precision. However, as 

security is not a one-size-fits-all type of technology, there are identified open research 

opportunities in the security techniques against routing attacks.  Consequently, this 

research suggests a machine learning approach to protect RPL-based IoT networks from 

routing attacks, showcasing elevated detection precision, minimal false negatives, and 

the least utilisation of device program flash memory. This study employs a decision tree 

classification model, which is a supervised machine learning method noted for its 

straightforward learning decision rule and low memory usage to identify a DIS-Flooding 

attack. The research utilises network simulation logs to create a dataset, constructs and 

trains a decision tree model to identify routing attacks with high detection precision, 

minimal false alerts, and reduced impact on the program flash memory of the network 

device. 

1.3 RESEARCH QUESTION 

How can an intelligent machine learning model effectively detect RPL DIS-Flooding 

attacks in IoT networks while maintaining fewer false alarms? 

1.4 HYPOTHESIS 

An intelligent model based on a decision tree detects DIS-Flooding attacks with over 95% 

accuracy and introduces less than a 10% false negatives while maintaining low program 

flash memory utilisation of the IoT devices. 

1.5 RESEARCH AIM 

The research sought to present a safeguard against routing attacks in RPL-based IoT by 

creating a lightweight intelligent security framework. 

1.6 RESEARCH OBJECTIVES 

i. Theoretical  

• TO1: Explore routing attacks on RPL-based IoT to acquire a thorough 

understanding of their attributes, implementation, and theoretical effects. 
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• TO2: Review existing security mechanisms in RPL-based IoT to determine 

their applicability, strength, feasibility, and limitations in defending against 

routing attacks. 

ii. Empirical 

• EO1: To explore the influence of routing attacks on RPL-based IoT through 

experimental assessment of their effect on network performance and 

resource usage. 

• EO2: Examine and evaluate supervised machine learning algorithms for 

identifying routing attacks in RPL-based IoT, then identify the most effective 

algorithm for deployment to protect against routing attacks 

• EO3: Propose a smart, lightweight security model to combat routing attacks 

in RPL-based IoT and assess its efficiency and strength 

 

1.7 DELIMITATION 

This research focuses on the execution of DIS-Flooding attacks and assesses its effects 

on IoT networks through the Cooja simulation tool, and the development of a security 

model within a simulated environment for attack detection. Network performance is 

assessed using key indicators like Packet Delivery Ratio (PDR),  End-to-End (E2E) delay, 

Beacon Interval, and energy usage, providing an assessment of the effects of the DIS-

flooding attack. The system comprises sensors, a sink, sniffers, and an edge node. The 

sensor and sink communicate in a multi-hop mode, utilising the RPL protocol for packet 

routing, and sniffer nodes capture network traffic and transmit it to the edge device. 

 

A crucial assumption in this study is that sniffers are resource-rich nodes that 

communicate their data to an edge device via a separate secured network for analysis. 

Furthermore, the research specifically uses a simulation-generated dataset to build, train, 

and test six classification machine learning models using the data collected. It is important 

to state that the identification of the DIS-flooding attack takes place offline following the 

simulation as the models are not designed for real-time detection. As such, models are 

evaluated using their size for memory utilisation evaluation rather than real-time RAM 
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usage, among other performance metrics. Additionally, this study does not include model 

deployment and mitigation strategies; study relied solely on simulations, and no real 

network or testbeds were utilised. 

 

1.8 SIGNIFICANCE 

 

A Distributed Denial of Service attack threatens the availability and reliability of systems 

and networks. DDS disrupts their operations by flooding the victims with a large volume 

of bogus packets. An attack directed at the smart IoT environmental monitoring network 

could lead to catastrophic outcomes. Literature establishes that the application of 

intelligent models in IoT networks as a defence technique against flooding attacks is 

feasible. It promises accurate detection, minimum false negatives and quick response to 

network threats. The benefits of adopting an intelligent model for IoT security and 

performance are: 

i. Ensured network security 

ii. Improved detection accuracy 

iii. Reduced false negatives 

iv. Reduced memory consumption  

 

1.9 CONTRIBUTIONS 

A PhD is awarded not for “doing research” alone, but for making an original contribution 

to knowledge. Contributions can be categorised into three classes: theoretical, 

methodological, and practical contributions 

i. Theoretical contribution  

This dissertation shall be accepted in the university library as a contribution to the 

academic research community. Furthermore, six articles were developed from this 

study. 

• Five (5) journal articles 

• One (1) conference paper 

The study established that, though security is the main issue in IoT networks and 

an enormous amount of defence techniques (both conventional and intelligent) are 
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proposed in literature, there are still open challenges which are not addressed. 

Most published articles focus on detection accuracy, neglecting the resource 

consumption of the proposed techniques. 

 

ii. Methodological contribution  

 

This study developed an adoptable routing attack and baseline scenario 

implementation technique. Moreover, it offers a method to assess the 

effectiveness of machine learning models found in the literature by comparing their 

performance metric results. 

 

iii. Practical contribution  

A model based on decision trees can be trained on network operational and traffic 

data as a security technique with high detection accuracy and fewer false 

negatives, to realise its effectiveness in detecting routing attacks.  

1.10 CHALLENGES  

The study simulated two network scenarios: the first to mimic a DIS-Flooding attack and 

the other as a baseline scenario for comparison, collected network logs, transformed 

them into datasets, and developed an intelligent defence model against routing attacks. 

However, simulating a large network scenario for a longer time was not feasible. 

Consequently, the study focused on medium-sized network simulations. Moreover, it 

would be intriguing to evaluate the model on a testbed IoT network logs dataset. Access 

to an IoT testbed is still a major challenge among scholars in the area of security and 

performance of IoT networks. In this regard, several testbeds have been identified for 

future research. 

1.11 STRUCTURE OF THE STUDY 

This research study consists of six chapters: introduction, literature review and related 

works, methodology, results and discussion, cross-article and synthesis, and lastly the 

conclusion chapter. 

Chapter 1 
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This introductory chapter highlights the importance of securing LLNs against routing 

attacks and the feasible adoption of intelligent models. The chapter outlines the problem 

statement of the study, the research aim, the research question and objectives, as well 

as the dissertation structure. 

 

Chapter 2: Literature Review and Related Work 

Extending from Chapter 1, this second chapter provides a summary of the IoT and its 

applications, a routing protocol suited for resource-constrained devices and routing 

attacks exploiting its vulnerabilities, potential machine learning algorithms and related 

work. 

 

Chapter 3: Methodology 

The chapter offers an overview of research methodology to place the study within the 

context of research design. This chapter presents the research paradigm, research 

design, and various research methods utilised. 

 

Chapter 4: Results and Discussion 

This chapter presents the findings of this study, which covers the exploration of different 

defence techniques in the literature, the design of an implementation framework and the 

development of an intelligent defence model against routing attacks in IoT. 

Chapter 5: Cross-article synthesis 

This chapter presents a cross-sectional synthesis of published work from this study. It 

amplifies a coherent flow of findings presented in the articles and further highlights the 

contributions and the alignment of the articles to the specific research questions of this 

research.   

Chapter 6: Conclusion 

The conclusion chapter, being the last chapter of this dissertation, terminates  the 

research by summarising the study, encompassing the recommendations arising from the 

specific objectives of the study. This chapter further aggregates major findings and 

highlights the limitations of this research. 
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1.12 CHAPTER SUMMARY 

This chapter provided an in-depth overview of the research, highlighting the IoT networks 

and applications, and a brief overview of the vulnerabilities of RPL that DIS-Flooding 

exploit to transmit a large volume of DIS packets. The chapter underscores the 

significance of addressing the security of the IoT networks, leveraging their operation and 

traffic data logs to create a technique utilising machine learning for identifying routing 

attacks to enhance the network’s availability and dependability. The next chapter 

presents the overview of the study, diving deeper into IoT networks, the RPL protocol and 

related work. 
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CHAPTER 2 

2 LITERATURE REVIEW AND RELATED WORK 

2.1 INTRODUCTION 

This literature review chapter evaluates the work done in recent years by experts in the 

domain of performance and security of the IoT network. It first presents an overview of 

the IoT paradigm, extending to its use and applications. Further, the chapter reviews the 

RPL protocol and its operations in ensuring efficient routing and routing attacks that can 

exploit vulnerabilities of the network to disrupt its normal operations. Lastly, the chapter 

reviews related works, highlighting strengths, weaknesses,  and contributions of each 

study. 

2.2 INTERNET OF THINGS OVERVIEW 

These smart interconnected systems, highlighted in Section 1, include the IoT, which is 

described as resource-constrained tangible devices that are fitted with sensors, software, 

processing power, and additional technologies that allow them to link and share data with 

other devices via the internet (Rani et al., 2022). IoT encompasses diverse applications, 

including transportation and logistics, smart farming, smart grids, and smart factories as 

illustrated by Figure 2-1. 

 

 

 

 

 

 

 

Figure 2-1: Applications enabled by IoT networks (Mehmood et al., 2021) 



Page | 12 

 

IoT devices are expanding swiftly, directly impacting human lives, and assisting sectors 

such as manufacturing, logistics, and healthcare in making important decisions. The IoT 

sector is projected to exceed $2.4 trillion in annual revenue by 2027. This encompasses 

the increase in IoT devices from $8 billion in 2019 to $41 billion in 2027 (Ahmad & 

Alsmadi, 2021). The IoT has delivered considerable advantages to 21st century lives, 

communities, and sectors. Considering the uses of IoT, many IoT devices are limited in 

resources (minimal onboard memory, reduced energy, and low processing power) and 

are anticipated to run for extended durations; therefore, energy-efficient protocols are 

preferred.  

In industrial and environmental monitoring, IoT is characterised by a large deployment of 

LLNs with communication connections that exhibit minimal throughput and significant 

packet loss.  These features render cutting-edge routing protocols such as Ad-hoc On-

Demand Distance Vector (AODV), Dynamic Source Routing (DSR), and Open Shortest 

Path First (OSPF) unsuitable for LLNs. To address these limitations in the mentioned 

protocols in the LLNs, a set of standardised protocols is proposed, which includes Internet 

Protocol version 6 (IPv6) for Low-Power Wireless Personal Area Networks 

(IPv6LoPWAN) for the adaptation layer, IEEE 802.15.4 PHY/MAC for physical and Data 

Link Layer, Constrained Application Protocol (CoAP) for application layer, and RPL for 

network layer. In using the auto-configuration tendency of IPv6, new IoT devices can 

connect to existing networks easily through RPL, a network-layer routing protocol. This 

feature attracts attacks to hamper the network and disrupt its normal functionalities 

(Verma & Ranga, 2018). 

2.3 ROUTING PROTOCOLS 

Routing Protocols are sets of rules and algorithms used by network devices (such as 

routers or nodes in a wireless sensor network) to identify the best route for network 

traffic to traverse from an origin to a target. They enable the sharing of routing data among 

devices, supporting the construction and maintenance of routing tables that dictate how 

data packets should be forwarded. Routing protocols play a crucial role in guaranteeing 

effective, dependable, and scalable communication in wired and wireless networks, such 

as the internet and Local Area Networks (ANs), and wireless sensor networks (WSNs). 

Routing protocols are classified into three categories that is, the Distance Vector (DV), 
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Link State  and Hybrid.  DV are suited for simpler networks, allowing nodes to share their 

routing table with neighbours, using metrics like hop count and link quality. Link State, is 

suitable for larger networks; it allows nodes to share information about their directly 

connected links, building a complete network topology map.  The Hybrid combines the 

two approaches with reactive and proactive capabilities. 

Distance Vector (DV) protocols determine the best path for data transmission based on 

the distance (e.g., hop count or cost) to a destination, with each node sharing its routing 

information with its neighbours. In IoT mesh networks, particularly LLNs, routing protocols 

are adapted to address challenges such as energy efficiency, limited resources, and 

dynamic topologies. There are several routing protocols in the DV category that establish 

and maintain routes for application data traffic transmission and control message 

exchange in IoT applications running on mesh networks. This includes Ad-hoc Distance 

Vector Routing Protocol (AODV), and Routing Information Protocol (RIP) 

2.4 RPL ROUTING PROTOCOL  

The RPL is the de facto common network layer routing protocol for LLN IoT (Hachemi et 

al., 2020). This RPL was standardised in 2012 as RFC 6550 by the Routing Over Low-

power and Lossy Networks (ROLL), a working group of the Internet Engineering Task 

Force (IETF) (Verma & Ranga, 2018). The RPL has become widely recognised in both 

industry and the academy due to its capability to deliver effective routing among resource-

limited smart IoT nodes with IPv6 support, QoS provision, and adaptability to various 

network structures. The RPL employs energy-efficient methods to facilitate self-

organisation and self-healing in response to common node failures. Moreover, ensuring 

effective routing for IPv6 packets, these features of RPL promote its application in IoT 

solutions operating on the LLN framework.  

The RPL uses Destination Oriented Directed Acyclic Graph (DODAG) to build a tree 

topology which consists of a parent and two child nodes. The RPL consists of three 

control messages: DODAG Information Solicitation (DIS), DODAG Information Object 

(DIO), and DODAG Advertisement Object (DAO). When a new node aims to join an RPL-

based IoT network, it transmits a DIS to determine the availability of the DODAG. The 

root node regularly sends out DIO, and any node that wants to join the DODAG uses the 
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DIO information to calculate and establish its rank. The node adds the sender node to its 

parent list, and broadcasts the DIO. DAO is utilised to disseminate information needed to 

facilitate downward traffic toward offspring (Gawade & Shekokar, 2017). Nonetheless, 

the RPL is susceptible to routing assaults targeting IoT, including attacks like DIS-

flooding, rank, sinkhole, and worst parent, among others. These attacks exploit the RPL 

protocol feature to disrupt the operations of the networks (Wallgren et al., 2013). 

2.5 ROUTING ATTACKS 

Routing attacks target to disrupt functions of the network by exploiting some existing 

vulnerabilities in the network (Seth et al., 2021). In RPL-based IoT, these attacks can be 

divided into three groups e.g., resource consumption, network traffic and topology 

attacks. Resource consumption attacks aim at consuming network resources such as 

energy, and bandwidth, whereas traffic attacks aim at eavesdropping and/ or dropping 

network traffic packets while topology attacks disrupt normal functionality of the RPL.  

This study addresses the most destructive and catastrophic routing attack in RPL-based 

IoT - the  DIS-flooding attack (Nisha et al., 2022). This DIS-flooding attack affects the 

operations and functionality of the network, including resource consumption and 

potentially disrupting data traffic.  

DIS-flooding attack: This takes advantage of the unlimited number of DIS that a  node 

can send until it gets DIO. Malicious node(s) can exploit this vulnerability by repeatedly 

multicasting DIS control messages to its neighbour. The neighbours in the range 

immediately respond to the DIS and send DIO messages, thinking there is an 

inconsistency. The victim nodes also repeatedly reset their Tricker Timer after every DIS 

received, resulting in a rise in control message overhead and total energy usage (Garba, 

2022). Furthermore, this results in the formation of loops, the use of an unoptimised path, 

a decrease in PDR, and an increase in E2E delay (Ioulianou et al., 2022). This causes 

delays and routing loops in the IoT running the RPL routing protocol (Garba, 2022). Table 

2-1 outlines the impacts of DIs-flooding attacks on IoT systems based on RPL. 
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Table 2-1: Features impacted by routing attacks in IoT networks. 

Attack 
Data 

traffic 
Delay 

Network 

resource 

Routing 

Delay 
Packet Loss  Topology 

DIS-Flooding √ √ √ √ √ √ 

 

2.6 MACHINE LEARNING 

ML is a branch of Artificial Intelligence, which is recognised as the most suitable 

computational paradigm to have revolutionised the IoT environment (Hussain et al., 

2020). Variance of ML algorithms helps businesses and industries to grow by learning 

from model behaviour and utilises the models for classification or prediction without 

human intervention (Jahangeer et al., 2023).  

Machine learning algorithms can be grouped into four categories: supervised, 

unsupervised, semi-supervised and reinforcement learning algorithms. Supervised 

learning trains from labelled data; unsupervised learning uses unlabelled data; semi-

supervised learning is used in cases where labels are not present in the majority of rows 

in the data. Reinforcement learning gets rewarded for correctly interacting with the 

environment. In IoT networks, machine learning can integrate intelligence into the system 

for multiple objectives. These include security, especially attack detection and mitigation 

(Zahra et al., 2022). This study explores some of the supervised machine learning 

algorithms as security models against IoT routing attacks guided by the literature. 

2.7 RELATED STUDIES 

The network layer is tasked with delivering functionality by choosing an optimal route to 

target network packets for different types of systems, including IoT (Nisha et al., 2022). 

Attacks in this layer are meant to disrupt the functionality of the network. Therefore, an 

intelligent and lightweight security model demonstrating high detection and minimum 

false alarms is of crucial in mitigating this. The work in (Gothawal & Nagaraj, 2023) 

proposes a lightweight and intelligent IDS model based on finite automata to reinforce the 

security of the RPL routing mechanism.  
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2.7.1 Works on DL and ML  

(Ahmadi & Javidan, 2024) propose a trust-based technique using Long Term Short Term 

Memory (LSTM), a deep learning model, to detect blackhole, selective forwarding and 

rank attacks using a dataset generated from NetSim simulations with 16 nodes (Agiollo 

et al., 2021). Furthermore, the work in (Al Sawafi et al., 2023) also utilised a publicly 

available dataset, IoTR-DS, to evaluate the performance of supervised Deep Artificial 

Neural Network (DANN) and semi-supervised Deep AutoEncoder (DAE) in detecting DIS-

flooding, rank and wormhole attacks. The proposed model achieves an accuracy of 98% 

and an F1-score of 95% which outperformed SVM, LSTM, KNN, and J48 (DT). However, 

in the two studies mentioned, the memory utilisation of the proposed models is not 

presented.  

According to (Krari et al., 2024), simple traditional models provide a quick response time. 

In their study, Krari and colleagues compared the performance of LSTM, DNN, and SVM 

using a dataset generated from a Cooja simulation scenario with 20 nodes to detect DIS-

flooding attack. Their findings suggest that LSTM outperformed both SVM and DNN, 

achieving a 99.99% accuracy. These results highlight that SVM tops all models in terms 

of training time, which suggests its suitability.  The two studies (Sharma & Yadav, 2024) 

and (Krari et al., 2024), achieve high accuracy but the false alarm results of the suggested 

model are not shown. The models are contrary to this research, which presents the false 

negative outcomes of the models, among other performance metrics of the models. Aydin 

and colleagues evaluated the performance of eleven and two DL models in detecting four 

routing attacks (Aydın et al., 2024). With bagging, a tree-based model outperforms all 

models, including a neural network DL model, achieving a 99% accuracy, precision, and 

recall. A study (Alanazi et al., 2025) compared two DL models (GRU & LSTM) to detect 

five routing attacks using a Cooja simulation-generated dataset, where LSTM 

outperformed GRU by achieving 95% accuracy. The study also adopted the GRU DL 

model to detect seven routing attacks, including the DIS-Flooding attack (Bokka & 

Sadasivam, 2023). The model achieved 95% accuracy, 94% precision, and 81% recall. 

Though DL demonstrates acceptable results, however, according to literature  (Sejaphala 

et al., 2025), the benchmark for average accuracy, precision, and recall is 95% and 

above. DL’s performance from the synthesised studies falls exactly at the threshold. 
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Moreover, FN and model sizes results are not presented, which, however,  are significant 

performance metrics more especially in LLNs and the severity of having a compromised 

node in the IoT applications. 

2.7.2 Works on ML models  

The work in (Wakili et al., 2024) evaluates and compares five (5) models and suggests 

RF as the best detection model to enhance RPL security and QoS, achieving an accuracy 

and precision of 99% each and a 92% F1-score. The study further adopts and integrates 

a Reinforcement Learning (RL) module into RPL for flexible and adjustable routing based 

on the outcomes of RF. The study (Sharma & Yadav, 2024) also utilised the IoTR-DS 

dataset to implement and compare the performance of RF, MLP, KNN, SVM and DT in 

terms of accuracy to detect DIS-flooding, and other disruptive routing attacks. The study 

then proposes RF with a higher accuracy of 98%. Though the model achieves desirable 

outcomes, the question of model size still stands.  

(Abdulkareem et al., 2024) propose an IDS adopting a tree-based algorithm that is RF, 

DT, & extra trees to build a stacking ensemble learning model. Using the IRAD dataset, 

the authors reported an accuracy, precision, and recall of 99%, demonstrating the 

effectiveness of ML in detecting DIS-flooding, VN, and decreased rank attacks. 

Demonstrating the superiority of ensemble learning models, Rabhi and colleagues  

furthermore compared and stacked SVM, NB and  DT to implement an ensemble learning 

model, which achieved a 98% accuracy and precision with 0.006% FP (Rabhi et al., 

2022). RF and KNN ML models have been compared to detect four routing attacks, where 

the models achieved 99% & 98% accuracy, respectively (Mosa et al., 2024). Furthermore, 

Wang and others, in their study, compared five ML models: KNN, NB, LR, DT and RF 

(Wang et al., 2024). Where RF outperformed other models by achieving an 89% 

accuracy, the study further compared performance of their proposed model against 

publicly available datasets like IoT-Sentry, RLP-NIDDS17, and WSN-DS, and the model 

performed well with the simulation-generated dataset. 

Studies demonstrate that traditional ML models, more especially RF, KNN, DT, SVM and 

NB, continue to dominate the integration of ML in the security of the IoT network to 

safeguard and detect routing threats. However, most of these studies do not display the 
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size of the models, which is a crucial metric, more especially when the model is intended 

for utilisation in IoT devices with limited resources.   

Tables 2-2 and 2-3 present a comprehensive summary of the synthesised studies. Table 

2-2 demonstrates the proposed technique, strengths and limitations, dataset source, tools 

used to collect the dataset, and size of the network, including the number of malicious 

nodes presented for each study.  

Table 2-2 Summary of related work: Strengths and limitations 

Ref Technique Model Strength Weakness Dataset Tool NWS 

(Wakili et 

al., 2024)  

ML RF 99% accuracy Memory 

utilisation is 

not presented 

NA NA 50-x 

 

(Ahmadi & 

Javidan, 

2024)  

DL LSTM Multiple attack 

scenarios 

Memory 

utilisation is 

not presented 

public NetSim 16-x 

(Al Sawafi 

et al., 2023)  

DL DANN 98% accuracy  Memory 

utilisation is 

not presented 

public OMNET++ 100-16 

(Sharma & 

Yadav, 

2024)  

ML RF 98% accuracy FN & memory 

utilisation are 

not presented 

public NA NA 

(Krari et al., 

2024),  

DL LSTM 99% accuracy FN and 

memory are 

not presented 

simulated Cooja 20-x 

(Rabhi et 

al., 2022)  

ML Ensemble 98% accuracy Model size 

not presented 

Simulated Cooja 24-x 

(Aydın et 

al., 2024)  

ML Bagging 99% accuracy Model size is 

not presented 

Public ROUT-4-

2023 

- 

(Alanazi et 

al., 2025)  

DL LSTM 95% accuracy FN & model 

size not 

presented 

Simulated Cooja - 

(Bokka & 

Sadasivam, 

2023)  

DL GRU 95% accuracy Model size 

not presented 

Simulated  NetSim 20-2 



Page | 19 

 

Furthermore, Table 2-3 presents outcomes of the performance metrics derived from the 

synthesised studies. The results demonstrate that most studies did not display the MCC, 

FN and model size results, which, in contrast to this study, MCC, FN and model size 

results are presented. 

Table 2-3 Summary of related models' performance metrics 

2.7.3 More proposed techniques 

 A study (Ioannou & Vassiliou, 2020) proposed a local agent to accurately detect the 

sinkhole attack on the IoT. The research investigated the practicality of utilising local 

information and agents to identify malicious nodes. The proposed system utilised three 

types of local agents as anomaly detectors, namely support vector machines, binary 

logistic regression, and a threshold. In their finding, it was evident that the threshold-

based detection approach performed poorly. However, SVM, which was implemented as 

a local agent and binary logistic regression within the node's operating system yielded 

favourable outcomes in identifying sinkhole attacks. Nevertheless, the research failed to 

show the network's scale and the quantity of malicious nodes(s). The proposed 

implementation of binary logistic regression in a resource-constrained network like LLN 

cannot be a viable solution in detecting the attack, as it utilises memory and introduces 

computation overhead. Contrary to their study, we use a packet sniffing tool and an IDS 

Ref Accuracy Precision Recall MCC FN Model size Model 

(Wakili et al., 2024)  99 99 100 - - 10KB RF 

(Al Sawafi et al., 

2023)  

99 98 99 - - - DANN 

(Sharma & Yadav, 

2024)  

98 95 90 - - - RF 

(Krari et al., 2024) 99 - - - - - LSTM 

(Abdulkareem et al., 

2024)  

99 99 99 - - - Ensemble 

(Rabhi et al., 2022) 98 98 98 98.5 - - Ensemble 

(Aydın et al., 2024)  99 99 99 - - - bagging 

(Alanazi et al., 2025)  99 - - - - - LSTM 

(Bokka & 

Sadasivam, 2023)  

95 94 81 - - - GRU 
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to detect the network layer attacks, taking into consideration resource constraints on the 

network.  

In RPL, the intruder's exploit is the rank attribute. The rank indicates a node's position in 

the network in relation to the root node. It serves as a key factor in selecting parents in 

RPL networks. (Choukri et al., 2020) employed deep learning to identify the occurrence 

of rank attack in RPL. They suggested an IDS utilising the Multi-Layer Perceptron (MLP) 

neural network to authenticate and categorise normal and abnormal traffic. The proposed 

system achieved 94.57% in accuracy, 98% in F1 score, and 100% recall using a dataset 

of 852. Although the study demonstrates acceptable results in detecting, it is unclear what 

the outcomes would be in medium to large-sized network datasets. In this research, we 

consider a medium-sized network with more than four hostile nodes to assess the 

strength of our suggested algorithm. 

Multiple attacks impact different elements of the network. Some attacks affect control 

traffic, while some other affect data traffic. There are other attacks that target the 

resources of nodes. It is desirable to use data from multiple layers to detect attacks in 

IoT. (Alam et al., 2022) suggested a machine learning method to identify attacks in IoT, 

utilising multi-layer data. Authors utilise Python CICflowmeter in the architecture to extract 

features for every packet received by the root node. While features are being extracted, 

no new packet is sent to the CICflowmeter. This is time-consuming and could lead to a 

bottleneck on the root as it would be receiving a large volume of packets from the nodes 

in a medium-sized network. Although the approach seems feasible, it is clear that they 

have a very small network of 5 nodes. However, in a medium-sized network, the 

robustness of the proposed approach remains in question. 

It is of great importance to identify appropriate feature selection methods to yield good 

performance metrics. (Nandhini et al., 2022) proposed a comparative study for feature 

selection methods to classify RPL-based IoT attacks utilising ML models. The study 

evaluated the performance of KNN, Gaussian Naïve Bayes and SVM to classify RPL-

based IoT attacks under different feature selection methods (including univariate 

selection, feature importance, recursive feature elimination and correlation). KNN 
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outperformed SVM and Gaussian Naïve Bayes and illustrated much better results when 

recursive feature elimination.  

While the feature selection method is crucial, the quantity of features chosen significantly 

influences the effectiveness of the machine learning algorithm. (Sharma et al., 2019) 

proposed a supervised machine learning algorithm to act against RPL attacks. These 

authors compared the performance of random forest, decision tree and Naïve Bayes 

under different numbers of features. Employing a feature reduction technique, namely the 

filter approach, to decrease the feature count from 58 to 21, they achieved a 36% 

reduction to conserve processing and communication power. The reduced feature 

random forest classifier achieved great results with an accuracy of 99.33%. Compatible 

with this paper, our study considers, among other feature reduction techniques, filter 

techniques, wrapper techniques, and embedded techniques to decrease the number of 

features in the bid of reducing processing and communication energy. However, the size 

of the proposed model is still a question even in this study.  

Numerous network layer attacks exist for wireless sensor networks and RPL-based IoT. 

Extensive efforts have been made to identify practical solutions for detecting and 

alleviating these adversaries. It is, of course, significant to realise systems that can 

countermeasure large-scale attacks at a go. That process requires a dataset for such a 

large number of attacks. (Agiollo et al., 2021) suggested an IDS for identifying numerous 

threats in IoT networks. But first, the authors generated a dataset that contains five 

simulations for 14 well-known routing attacks. To detect attacks, they developed 

DETONAR, an IDS that combines signature-based and anomaly-based rules to discover 

nefarious or abnormal behaviour in the network traffic. Their system’s attack detection 

exceeded 80% for 10 attacks out of the 14 considered attacks, and maintained a type I 

error close to zero.  

Reinforcement-Learning-based IDS for 6LoWAPN was proposed by (Pasikhani, Clark & 

Gope, 2021). The proposed IDS uses reinforcement learning to identify diverse assaults 

on RPL, encompassing numerous attacks that current research has not addressed. 

Moreover, it is capable of identifying even attacks and mobile intruders that have not been 

encountered before. In the research, the authors examined the effectiveness of various 
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machine learning algorithms, including (Decision tree, k-nearest neighbour, neural 

networks, reinforcement learning, and Support vector machine). An intelligent attack 

detection and mitigation technique is essential in security against routing attacks in RLP-

based IoT. Most ML-based security methods primarily classify routing attacks and they 

have filled that gap (Momand et al., 2021). Authors proposed the support vector machine, 

one of the supervised machine learning algorithms, as a detection and mitigation scheme 

to act against rank, version number and DoS attacks. Simulated in the Cooja simulator 

tool with 30 nodes, the proposed scheme achieved a Packet delivery ratio of 76.8% low 

control message overhead and less energy consumption. Although the research nearly 

fulfils the criteria for a novel security approach in RPL-based IoT, it does not provide the 

results for detection rates and false negatives, which are the two metrics utilised to assess 

the effectiveness of security techniques. 

While past research findings confirm the significance of the problem and have proposed 

an algorithm to detect and classify routing attacks, there are still RPL-based security open 

concerns which must be addressed for the end-to-end functioning of IoTs in real-world 

deployments.  

2.8 CHAPTER SUMMARY  

The chapter provided the literature review connected to this research. It presented the 

IoT overview, highlighting its use case and applications, extending to the routing protocol 

designed for IoT networks with limited resources, and further discussed the most common 

research routing attacks in the IoT networks.  It finally reviewed related work, highlighting 

the strengths and weaknesses of some of the proposed works in the literature. The 

literature provides evidence that machine learning algorithms promise to be an effective 

detection technique with a high detection rate and a minimum of false alarms. Moreover, 

it was observed through literature that as much as ML algorithms can be effective, there 

is a limit to their integration in RPL-based  IoT simulated in the Cooja simulator with 

minimum false alarms and high detection rate. Additionally, the adoption of mitigation 

techniques after detection is still a challenge. However, mitigation is not within the scope 

of this study. The following chapter outlines the methodology utilised in this research. 
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CHAPTER 3 

3 RESEARCH METHODOLOGY 

3.1 INTRODUCTION 

This chapter outlines the techniques utilised in this research to fulfil its objectives and 

tackle the research gap highlighted in Chapter 1. The chapter presents a smart model to 

protect against routing assaults in IoT applications that uses mesh LLNs as its backbone. 

This is an experimental study, which depends on the network simulations for data 

collection. The chapter discusses research the paradigm, research methods, and data 

collection methods that align with studies in computing and information systems. The 

chapter furthermore demonstrates how this study fits into the selected concepts from a 

broader view. As this is an article-based PhD, several methods were adopted to 

accomplish the study's goal; therefore, the techniques used for each article are examined 

separately in the chapter. 

3.2 RESEARCH METHODOLOGY OVERVIEW 

3.2.1 Research paradigm  

Based on Rehman, (2016: 240), a research paradigm refers to a  philosophical view of 

the world that guides how research is approached, including beliefs regarding reality, 

understanding, and methods for gathering and analysing data. Four paradigms are 

dominant and relevant to computing and information systems research: interpretivism, 

common in studies involving user behaviours and culture in society; pragmatism, often 

used in studies where both technical performance and user experience are relevant 

particularly in studies developing models and/or artefacts; lastly, positivism, which is the 

basic paradigm of this study, relevant in studies where models and algorithms are tested 

using measurable metrics (Davies, 2018: 263). 

This research adopts a positivist philosophy because it investigates objective reality 

where model performance metrics exist independently of the researcher. The study is 

designed to test hypotheses regarding the relationship of cause and effect between 

routing attacks and network performance, along with the detection efficacy of the 

suggested intelligent model. This is accomplished by gathering only quantitative data 

from controlled simulation experiments of network and model performance metrics, 
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allowing for the statistical validation of results and the establishment of generalisable 

conclusions. 

3.2.2 Research design 

A methodology is an organised and systematic strategy for carrying out research and a 

way to gather data (Davies & Fisher, 2018; Rehman & Alharthi, 2016). It is a  framework 

that guides the entire approach to gathering and analysing data (Rehman & Alharthi, 

2016). Rather than just being a single technique (a "method"), methodology defines: 

• The theoretical basis for the research approach. 

• The overall strategy for the study that determines what kind of data is needed. 

• The rationale for choosing specific data collection tools (e.g., experiments, 

simulations, surveys, logs). 

In essence, methodology entails the critical process of designing how a research question 

is investigated. The structure for executing research is referred to as the research design. 

This also details the approaches and methods employed for gathering and examining the 

data (Sileyew, 2019). The research design is determined by the researcher's 

understanding of the subject and the objectives for reviewing and interpreting the data 

(Myers et al., 2013).  

This study adopted a positivist paradigm, which, according to (Mbanaso et al., 2023) 

influences the selection of the methodology. A study can be quantitative, qualitative, or 

mixed methods. Quantitative research methodology means the research depends on 

quantifiable or measurable information. Qualitative research approaches mean that the 

study is based on individual narratives or records that elaborate how individuals react or 

perceive reality within a community. Mixed research approaches utilise both quantitative 

and qualitative research methodologies (Apuke, 2017). This study adopted a quantitative 

research methodology for data collection since it is an experimental-based study (Bacon-

Shone, 2013).   

Figure 3-1 illustrates a three-phased research design employed in this study, that is, the 

literature review, empirical, and validation and contribution phases. The literature review 

phase establishes the theoretical elements of this study that directed this research. 
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The empirical phase utilises the findings from the literature review phase to set up 

simulations, model attack and baseline scenarios, evaluating the simulation results to 

examine the effect of the adversary on the network. Furthermore, the study utilises the 

simulation network logs to generate a dataset which is then used to build, train, test and 

compare different supervised machine learning models. Lastly, the validation and 

contributions phase authenticates and proposes a decision tree-based lightweight and 

intelligent model. 

3.2.3 Research tools 

In network security and performance, network operational logs are leveraged to build and 

train models for the classification and detection of routing attacks. This study utilised the 

following tools to achieve its aim: 

• Cooja simulation tool to conduct IoT mesh network simulation scenarios using two 

network topologies. It is an open-source simulation tool with comprehensive formal 

documentation and an extensive collection of tutorials for experimental use. 

• Visual Studio, using Python programming language libraries to preprocess the 

dataset, build, train, and test models.  

• Draw.io was used to design the figures of this study. Draw.io is a free online, cross-

platform graph visualisation software created using HTML5 and JavaScript. 

Figure 3-1: Research Approach utilised for this study 
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3.3 DATA COLLECTION AND ANALYSIS 

This study combined three complementary methods for data collection - Integrative 

Literature Review (ILR), Systematic Literature Review (SLR), and experimental, 

displayed in Figure 3.2 - aligning with specific Research Objectives (ROs) and 

contributing progressively to the final defence model. 

 

 

 

 

 

 

 

 

 

Articles 1 through 4 utilised literature review as methods of data collection. Specifically, 

article 1 adopted an integrative literature review, and articles 2,3 & 4 adopted a systematic 

literature review for data collection. Articles 5 & 6 utilised simulations for data collection 

through experimental setups.   

3.3.1 Methods 

1. Integrative Literature Review 

An integrative literature review research approach was adopted to critique and synthesise 

existing literature and contextualise current knowledge. The aim here is to provide an 

overview of the knowledge framework, analyse critically and possibly reframe, and 

thereby enhance the theoretical basis of the topic as it evolves. For newly emerging 

Figure 3-2: Articles: cross-sectional data collection methods 
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subjects, the goal is to develop initial or preliminary conceptualisations and theoretical 

frameworks instead of assessing existing models (Snyder, 2019). 

(i) Purpose of this study 

This is designed to examine the literature's knowledge base and to pinpoint research 

deficiencies, develop a problem statement, and outline the study's goal and 

objectives. 

(ii) Design adopted 

Article 1 reviewed the literature in the field of defence mechanisms in RPL-based IoT 

networks. 

(iii) Data collection 

Different academic databases, e.g., IEEE, Science Direct, etc., were consulted to collect 

several published studies that are relevant to this study. 

(iv) Data analysis 

Qualitative analysis was adopted to identify the research gaps this study aimed to 

address. 

(v) Contribution to overall research 

This study established the research gap, justified for developing an intelligent defence 

model and a conceptual framework for deployment of the defence model. 

2. Systematic Literature Review 

A Systematic Literature Review (SLR) is a procedure for locating and thoroughly 

evaluating pertinent research. A systematic review seeks to locate all empirical evidence 

that meets predefined inclusion criteria to address a specific research question or 

hypothesis (Snyder, 2019). Furthermore, it was created as a method to combine research 

results in a systematic, clear, and replicable manner and it has been termed the gold 

standard for reviews (Snyder, 2019).  

(i) Purpose of this study 
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To identify, evaluate, and synthesise existing publications on routing attacks and defence 

mechanisms in IoT LLNs. 

(ii) Design adopted 

Article 2 reviewed defence techniques (secure-protocol, IDS, and AI-based). 

Furthermore, article 3 dived deep into machine learning defence models. Lastly, article 4 

employed the design to conduct a review of routing attacks and theoretical 

implementation guidelines. 

(iii) Data collection 

The publications were sourced from academic databases, e.g., IEEE, ACM, Scopus, and 

these were screened using inclusion/exclusion criteria, and analysed following the 

defined SLR flow. Furthermore, each of the three articles that adopted SLR has its own 

subsequent collected data. 

(iv) Data analysis 

Qualitative thematic analysis was used to categorise types of defence techniques and 

routing attacks. Furthermore, quantitative analysis was conducted to assess the 

effectiveness of machine learning algorithms found in the literature regarding accuracy, 

precision, recall, F1-score, and false positive rate. Lastly, the analysis culminated in 

mapping network size and attack intensity.   

(v) Contribution to overall research 

The study established the research gap and justification for developing an intelligent 

defence model. 

3. Experimental 

(a) Simulations: Article 5 

(i) Purpose of this study 

To simulate and verify the effects of routing attacks on network performance 

(ii) Design adopted 



Page | 29 

 

Article 5 implemented DIS-Flooding attacks (see appendix 1)and baseline simulations in 

Cooja/Contiki and validated the effect of the adversary on the performance of the network 

compared to the baseline scenario. 

(iii) Data collection 

Network performance logs were captured during simulation runs. These logs contain data 

that includes the time packets are sent, received, the number of successful packets, the 

type of packet, the beacon interval, and energy consumption.  

(iv) Data analysis 

This entails comparative analysis of DIS-Flooding attack and baseline results based on 

the selected metrics to quantify attack severity. PDR, E2E delay, beacon interval, and 

energy consumption evaluation metrics were derived to assess the effect of the adversary 

on the network compared to the normal operations of the network.  

(v) Contribution to overall research 

The study provided experimental evidence of vulnerabilities and the effect of DIS-flooding 

on network efficiency. 

(b) Simulations: article 6 

(i) Purpose of this study 

To build, train, and test ML-based defence models against routing attacks and optimise 

the best-performing model. 

(ii) Design adopted 

Article 6 evaluated four machine learning models on simulation datasets and optimised 

the best-performing model as the intelligent defence model. 

(iii) Data collection 

This was derived from simulation dataset (CSV) generated from simulations (attack and 

baseline scenarios) and pre-processed into feature vectors suitable for Machine Learning 

input. 
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(iv) Data analysis 

Data analysis was undertaken through model training, testing, and cross-validation; 

performance assessed through accuracy, precision, recall, F1-score, false negatives and 

ROC-AUC. 

(v) Contribution to overall research 

This study ultimately contributes to the facilitation and creation of a smart defence model 

that combines precise identification and efficient resource consumption, forming the core 

practical contributions of this study. 

Different methods were adopted in this study because of its article-based format. Table 

3-1 below summarises the methods employed in the research, emphasising their 

objectives, data gathering, and analysis techniques and overall contribution to this study. 

Table 3-1: Summary of adopted methods used in this study 

 ILR SLR Experimental 

Articles Article 1 (Conceptual 
framework) 

Article 2 (Defence 
Mechanisms), Article 3 (ML 
Techniques), and Article 4 
(Routing Attacks) 

Article 5 (Validation and 
Implementation of Routing 
Attacks and Baseline 
Scenarios in LLNs) 

Article 6 (Comparison of ML 
Models for Routing Attack 
Detection), (Optimised 
Defence Model Proposal) 

Purpose Identify a research gap Explore the research study in 
depth and identify key 
elements for this study 

Assess the efficacy of the 
suggested framework and 
establish the effectiveness of 
the suggested mode 
 

Data Collection Articles from academic 
databases, including IEEE, 
ACM, Scopus, etc.  
 

Articles from IEEE, ACM, 
Scopus; screened via a 
defined inclusion/exclusion 
criterion 
 

Simulation logs (PDR, delay, 
energy consumption) and 
attack and baseline datasets 
(CSV) generated from 
simulations; pre-processed 
into features 

Data analysis Qualitative synthesis of 
existing research  

Synthesis of existing 
research: Qualitative 
synthesis; thematic 
categorisation of routing 
attacks & defences. 
Quantification of performance 
metrics, network size, 
Number of attacks and 
attacking nodes 

Statistical comparison of 
attack vs. baseline scenarios 
Model training/testing; cross-
validation; metrics: accuracy, 
precision, recall, F1,false 
negatives 

Contribution Research gap identification 
Conceptualisation of 
knowledge and development 
of a conceptual framework  

Identification of routing 
attacks 
Explore existing defence 
techniques 
Identification of simulation 
tools and performance 
metrics 
Theoretical framework 

Provision of  empirical 
evidence of vulnerabilities of 
RPL and validation of the 
framework. 
Assess the effectiveness of 
the suggested defence 
model. 
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3.4 SYSTEM MODEL  

In this study, a decision tree-based lightweight and intelligent defence model for DIS-

Flooding attack is proposed to accurately detect the attacks with a demonstration of low 

false alarm and program flash memory utilisation. An implementation diagram of the 

design and the structure of the suggested model is articulated in this section. This study 

utilises the Cooja tool to simulate a baseline and DIS-Flooding attack scenarios for 

dataset generation.  

Two datasets are generated: baseline_dataset.csv and disflooding_dataset.csv and 

these are concatenated to create a binary class dataset employed to educate and 

evaluate the models. The resulting dataset underwent data preprocessing stages in 

readiness for model fitting and classification. Figure 3-3 demonstrates the system 

architecture adopted in this study to achieve its aim. 

 

 

 

 

 

 

 

 

 

 Figure 3-3: System architecture flow diagram 
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3.4.1 Data source 

Using the Cooja simulator, a 25-sensor-node wireless sensor IoT network with 1 sink 

node was simulated for an hour as a baseline scenario. Then DIS-Flooding attack nodes 

were added to create a DIS-Flooding attack scenario, which also ran for an hour. In both 

scenarios, network logs (see appendix 2) were collected, and the Python programming 

language was utilised to extract valuable information from the network logs and generate 

Comma-Separated Values (CSV) files from both scenarios (see appendix 3), that is, 

baseline_dataset.csv and disflooding_dataset.csv.   

3.4.2 Preprocessing 

Data preprocessing involves applying several strategies to the data, including data 

cleaning, transformation, balancing, and splitting. The objective is to make the data 

suitable for supervised machine learning classification models. This study cleaned and 

organised data for analysis by handling missing values, efficiently scaling data and 

balancing the binary class dataset. This procedure guarantees that the data is precise, 

uniform, and prepared for modelling.  

3.4.2.1 Data cleaning 

It was observed that some columns and rows in the data files had missing values. The 

basic strategy of dealing with missing values would be discarding the entire rows and or 

columns, but that would result in data loss. Imputation was adopted to deal with the 

missing values. Univariate feature imputation was utilised to impute missing values with 

the statistical mean of each column. Furthermore, for each data file, a column ‘target’ was 

created with entries of 0s and 1s for baseline and DIS-Flooding, respectively, further 

concatenated into one base_disflooding data frame.  

3.4.2.2 Data scaling 

Normalisation and data standardisation techniques were applied as this is a requirement 

for many machine learning models, and it was observed with the Support Vector Machine 

and Multilayer Perceptron in this study. The mentioned models performed poorly with 
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unscaled data, which demonstrated the importance of scaling data for improved 

classification. 

3.4.2.3 Data balancing 

The binary class dataset of this study has 1475 and 1162 entries representing baseline 

(0) and DIS_Flooding (1) classes, respectively. Though the imbalance is not significant, 

for better classification, the Synthetic Minority Oversampling Technique (SMOTE)  was 

adopted to create synthetic data points to balance the dataset, so as to improve model 

generalisation and performance by reducing bias towards the majority class. 

3.4.3 Fitting and classification 

Upon preprocessing the dataset, supervised machine learning algorithms were created, 

trained, assessed, and analysed. The selection of the models and performance metrics 

was guided by the literature and the SLRs (Article 3) conducted in this study. In this 

subsection, we outline the training and selection techniques employed in our research.  

In this study, the dataset was divided into a training set and a testing set, with 70% 

allocated for training and 30% for testing the detection capability of the model given the 

dataset. Moreover, the research utilised six machine learning models: SVM, RF, MLP, 

KNN, DT, and NB.  

These are classification models for supervised learning that can learn from labelled data 

and forecast the class of unknown data. The models were selected based on guidance 

from the literature, their effectiveness in classification tasks, and their capability to reflect 

performance and quality regarding accuracy, precision, recall, false negatives, and 

Matthews Correlation Coefficient (MCC). This study evaluates and analyses the 

performance results of the 6 models to determine the best-performing one. 

3.4.4 Decision tree-based lightweight and intelligent defence model 

A Decision Tree is a supervised machine learning model that is non-parametric and used 

for both classification and regression tasks. It separates the data instances in its 

processes and generates decision rules based on data characteristics to predict the target 

variable's value. 
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The decision-making process of this paradigm can be represented as a tree, facilitating 

user interpretation. Decision nodes and leaves are the core components of decision trees. 

In the decision node, data is partitioned according to a specific parameter, while the 

leaves yield the outcomes or decisions (Wang et al., 2022) as depicted in Figure 3-4. 

In this experimental work, the splitting criterion employed was Gini, which quantifies the 

impurity of the split. It exhibits how well a split divides the total samples of binary classes 

into a specific node 𝑡. Mathematically, it can be expressed as in (1). 

                             𝐺𝑖𝑛𝑖(𝑡) = 1 − ∑ 𝑝𝑖
2𝑘

𝑖=1
                                                                                     (1) 

where, 𝑡 is the node, 𝑘 is the number of possible classes, and 𝑖 represents the class. 

 𝑝𝑖
2 proportion of samples belonging to the class 𝑖 in node 𝑡 

Then the prediction for the input  𝑥 can be expressed as in (2) 

                            𝑦̂(𝑥) = arg max
𝑖 ∈𝐶

𝑝(𝑖|𝑥 ∈ 𝑙𝑒𝑎𝑓)                                                                                 (2) 

where, 𝑐represents a class, either baseline or DIS-Flooding. 𝐶 is a set of classes 

{baseline, DIS-Flooding} 

𝑝(𝑖|𝑥 ∈ 𝑙𝑒𝑎𝑓) the probability of the class 𝑖 given that 𝑥 ends up in that leaf node, arg 𝑚𝑎𝑥 

chooses the class with the maximum probability 
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3.5 ETHICAL CONSIDERATIONS 

An examination of ethical concerns during research activities is essential to avoid ethical 

breaches (Kamiri & Mariga, 2021). Although this study is a no or low risk ethical one, the 

study followed the ethics process as defined in the FNAS document of the North-West 

University. The researcher signed the North-West University code of conduct, committing 

to uphold honesty, accountability, professional civility and good stewardship, and 

received ethical approval for the project. The risk application was scrutinised by the 

committee and ethical clearance number was approved (NWU-01333-24-A9),see 

appendix 4, ethical clearance. Beyond procedural clearance, additional ethical 

dimensions were considered. With respect to data privacy, the dataset utilised in this 

study was generated within a controlled Cooja simulation environment and did not involve 

human participants, personal data, or identifiable information. Consequently, no personal 

privacy risks were present. Nevertheless, secure storage practices and controlled access 

to the generated datasets were maintained to preserve research integrity and prevent 

unauthorised manipulation.  

It is worth noting that the experimental setup, simulation parameters, attack 

implementation methodology, feature extraction process, and model evaluation 

procedures were systematically documented. This approach mitigates reproducibility 

Figure 3-4: Proposed decision tree classifier architecture 



Page | 36 

 

risks and promotes methodological transparency, thereby supporting verification and 

replication by other researchers in the field. While this study involves the implementation 

of routing attacks within a simulation environment, such implementation was conducted 

strictly for defensive and evaluative purposes. The objective is to strengthen the resilience 

of RPL-based IoT networks rather than to facilitate malicious exploitation. 

3.6 CHAPTER SUMMARY 

In conclusion, a positivist paradigm was adopted because it assumes reality exists 

independent of humans, which aligns with the philosophical orientation of this study. A 

positivist paradigm assumes several methods, including quantitative, qualitative and 

mixed methods. However, this study adopted only a quantitative strategy, further utilising 

review and experimental methods for examining data. The following chapter presents the 

findings and analysis of this research.  
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CHAPTER 4 

4 RESULTS AND DISCUSSION 

4.1 INTRODUCTION 

This section presents the results of this research. It emphasises the findings and 

discussion of every article in this study in the “articles from the research study” section. 

For each article, the chapter presents purpose, methods employed to conduct the 

research, results and discussion, conclusion, and the full paper submitted for publication. 

Lastly, it presents a chapter summary of the findings of this chapter and introduces the 

next chapter. 

4.2 ARTICLES DEVELOPED FROM THE STUDY 

4.2.1 Article 1 

1. Article publication details 

Title: High-Level Defence Model against Routing Attacks on the Internet-of-Things 

Status: Published 

2. Article synthesis   

(i) Purpose 
 

This article is a theoretical study extracted from the initial proposal of this research. 

It aims facilitate the creation of a streamlined smart defence framework against a 

routing adversary in LLNs. Building on established findings from the literature, this 

article proposes a high-level end-to-end conceptual framework for the 

implementation and deployment of a lightweight and smart security model to protect 

against routing attacks in resource-limited IoT networks with limited memory, 

processing power, and energy.  

(ii) Methods 

 

An integrative literature review research approach was adopted to critique and 

synthesise existing literature and contextualise existing knowledge. 
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(iii) Results and Discussion 

As a conceptual study, this article does not only present empirical results but 

discusses findings based on the literature review. It highlights that there is still a 

research gap to exploit in the adoption of ML techniques as security models in IoT 

networks against routing attacks, further establishing that Edge computing is a 

feasible option for deploying models, taking into account the limited resources of IoT 

networks. 

(iv) Conclusion  

Though this article does not provide empirical results, through an integrative review, 

it presents a comprehensive conceptual model aimed at protecting IoT networks of 

resource-constrained devices against routing attacks, meaning that the field of 

adoption of machine learning algorithms still needs to be explored further. 

 

3. Full paper  
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4.2.2 Article 2 

1. Article publication details 

Title: A Systematic Literature Review on Defence Techniques against Routing 

Attacks in the Internet of Things 

Status: Published 

2. Article synthesis   

(i) Purpose 

 

This article provides a robust and comprehensive analysis by synthesising existing 

research on routing attacks and the defence techniques in IoT RPL-based networks. 

It achieves this by investigating the secure-protocol, conventional IDS and ML-

based IDS techniques. The article identifies their effectiveness, deployment, and 

application in predicting and alleviating routing attacks and offers insights into the 

state of RPL security. The article also identifies shortcomings in existing research 

and suggests avenues for future investigations to enhance IoT network security. 

(ii) Methods 

 

The study utilised a SLR research methodology to collect and analyse 39 relevant 

published studies between 2021 and 2024.  Publications were extracted using 

search keys from scholarly databases like IEEE, Scopus, ScienceDirect, and MDPI. 

(iii) Results and Discussion/ Findings 

The review is structured into two main sections: a cross-sectional comprehensive 

analysis of defence techniques (article distribution, simulation tools, and 

configurations) and a synthesis of related studies highlighting the scope of work, 

strengths, and challenges. Key findings include the prominence of ML-based IDS, 

constituting 43.59% of the selected publications, flooding attacks topping the attack 

category, appearing 22 times over 122 attack instances. It is established that 

commonly used simulation tools include Cooja Contiki OS, MATLAB, NetSim, 
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OMNeT++, and NS3, with varying simulation configurations. Subsequently, Cooja 

contributes 76% usage in the publications. The study further presents metrics for 

assessing the efficacy of defence strategies, demonstrating that detection accuracy 

is the most prominent metric for the evaluation of the technique. The review 

concludes with recommendations for improving defence techniques and addressing 

challenges like energy efficiency in low-power IoT devices. 

(iv) Conclusion  

This article presents a comprehensive systematic review of defence techniques 

against attacks on routing in LLNs. Defensive strategies can be classified into 

secure-protocol, conventional IDS, and ML-based IDS. Moreover, ML-based IDSs 

are the most researched between 2021 and 2024, demonstrating their adoption as 

a defence technique to identify bogus network traffic for IoT networks.  

3. Full paper 
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4.2.3 Article 3 

1. Article publication details 

Title: Machine Learning Algorithms to Defend against Routing Attacks on the 

Internet of Things: A Systematic Literature Review 

Status: Published 

2. Article synthesis   

(i) Purpose 

 

This article aims to theoretically evaluate the performance of traditional and 

advanced machine learning algorithms through a systematic literature review to 

determine the most effective algorithm for simulating the detection of routing attacks 

in IoT networks. The paper examines and consolidates current research to assess 

the efficiency of machine learning algorithms in identifying routing attacks in IoT 

networks that use RPL as the routing protocol. 

(ii) Methods 

 

This article employs an SLR methodology to review 17 published studies from 2018 

to 2023, sourced from databases like IEEE Xplore and ScienceDirect, focusing on 

ML-based detection techniques. Data was collected from the selected studies’ 

algorithm performance metrics such as precision, accuracy, F1-score, recall and 

FPR.  

(iii) Results and Discussion/Findings 

Traditional ML Algorithms Random Forest (RF) outperformed others, achieving 

99.3% accuracy, precision, recall, and F1-score, followed by SVM with 95.3% 

accuracy. Naïve Bayes demonstrated the best FPR  of  0.87%. On average, 

traditional algorithms achieved 91.67% accuracy and 2.75% FPR. In contrast, 

advanced ML Algorithms, such as Reinforcement Learning, led with over 98% in 

accuracy, precision, recall, and F1-score. Despite its high performance in detection, 
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it displays a poor FPR of 8% while Neural Networks achieved 97.88% accuracy, and 

Multi-Layer Perceptron achieved 98% F1-score. Advanced algorithms averaged 

96.03% accuracy and 4.79% FPR. The article establishes that there is a lack of 

public datasets. As such, most studies employ self-created datasets to train and 

evaluate their suggested models. It is further noted that some published studies do 

not address resource consumption, attack mitigation, or model placement 

strategies. The results suggest that while advanced ML algorithms excel in 

accuracy, traditional algorithms like RF, DT, and Naïve Bayes offer lower false 

alarms, making them suitable for IoT environments with very low fault-tolerance. 

RF’s superior performance across metrics highlights its potential as the most 

effective algorithm for detecting RPL attacks. 

(iv) Conclusion 

This article conducted a comparative analysis study using a systematic literature 

review to compare traditional and advanced machine learning models. 

Performance metrics of the algorithms were collected from the selected studies to 

draw a conclusion on which algorithm category and individual models perform 

better according to the literature.  

3. Full article 
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4.2.4 Article 4 

1. Article publication details 

Title: A Review of Routing Attacks in RPL-based IoT Networks 

Status: Accepted 

2. Article synthesis   

(i) Purpose 

 

This article uses SLR to identify suitable simulation tools for modelling RPL-based 

routing attacks, determine network performance metrics that might suggest the 

presence of routing attacks, and highlight gaps in existing literature regarding attack 

implementation details and the effects of routing attacks on the stability of networks, 

available resources, and traffic behaviours. In synthesising existing literature, the 

article seeks to provide a comprehensive understanding of routing attack 

characteristics, implementation details, and their impacts on network topology, 

resources, and traffic, ultimately identifying gaps for future research. 

(ii) Methods 

 

The study employs an SLR research approach to synthesise 38 published articles 

from different academic databases (IEEE Access, ScienceDirect, Springer, and 

MDPI) published between 2021 and 2024. Quantitative data collection was done on 

network size, simulation tools, number of attack nodes, attack intensity, and network 

performance metrics.  

(iii) Results and Discussion/Findings 

The article identifies Cooja running ContikiOS as the preferred simulation tool, 

highlights key performance metrics (throughput, packet delivery ratio, energy 

consumption, end-to-end delay, and control message overhead), and highlights 

vulnerabilities of RPL exploited by routing attacks. It outlines attack characteristics, 

defines attack intensity levels for impact adjustment and further provides a network 
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size and attack intensity mapping, which can be enablers of robust and effective 

defence models as far as a comprehensive training dataset is concerned. Lastly, it 

outlines implementation details (e.g., modification of RPL scripts (rpl-private.h, rpl-

timers.c) to implement DIS-Flooding by setting DIS transmission intervals to zero).  

(iv)  Conclusion 

The review provides a foundation for understanding routing attacks and their 

impacts, identifying gaps in implementation details and mitigation strategies. 

Additionally, the study provides a synthesised, readable network size and attack 

intensity mapping, and performance metrics. Ultimately, the article further 

emphasises the need for standardised simulation frameworks. 

3. Full paper 
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4.2.5 Article 5 

1. Article publication details 

Title: Design and Validation of an Adaptable Framework for Implementing Routing 

Attacks in Low-Power and Lossy Networks 

Status: In the pipeline 

2. Article synthesis   

(i) Purpose 

The purpose of this article is to evaluate the effects of the assault on the IoT. It 

addresses the lack of structured methodologies for implementing and simulating 

routing attacks, as well as for generating datasets, and ensuring simulation and 

experiment reproducibility for comparative analysis among studies. And lastly, the 

article proposes a methodical strategy for the execution and simulation of routing 

attacks to allow collaboration among researchers, enable consistent scenario 

comparisons, and support the development of robust and effective defence 

mechanisms against routing attacks, leveraging the generated datasets. 

(ii) Methods 

A quantitative methodological choice was adopted for data generation and collection 

following an experimental strategy and deductive research approach. Cooja 

ContikiOS was utilised to simulate two scenarios, the first with 25 sensor nodes and 

1 sink node, and the other scenario with 15% attack intensity of DIS-Flooding nodes. 

Data was collected from network performance metrics, that is, beacon interval, PDR, 

End-to-End Delay, CPU and energy consumption. 

(iii) Results and Discussion/Findings 

The simulation results validated the framework’s effectiveness in implementing a 

DIS-Flooding attack and baseline scenarios. Furthermore, they statistically 

demonstrated the effect of the attack on network performance metrics, 

demonstrating that attacked nodes exhibited a reduced beacon interval of less than 

50,000 ms. This result confirms heightened activity stemming from frequent 
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responses to DIS packets. The DIS-Flooding attack forced the attacked nodes to 

consume 0.75 mW compared to 0.5 mW in the baseline scenario, representing a 

20% increase that underscores the elevated processing demands during the attack. 

The attack scenario, furthermore, resulted in an average power consumption of 7.6 

mW, compared to 3.2 mW in the baseline - a 4.5 mW rise that confirms the resource-

intensive nature of DIS-flooding. PDR declined by up to 50%, with certain nodes 

dropping as low as 25%, primarily because nodes prioritised processing DIS 

packets and consequently discarded data packets. End-to-end delays also surged 

dramatically, reporting over 9,000 ms under attack versus less than 1,000 ms in the 

baseline. The discussion emphasises that this framework effectively induced 

network degradation, thereby validating its utility for implementing attacks. These 

results align closely with prior studies, reinforcing the critical need for standardised 

frameworks to enable reproducibility and facilitate comparative analysis. 

(iv) Conclusion 

This framework represents an adaptable framework for implementing routing 

attacks in LLNs, addressing the lack of standardised methodologies. The 

framework’s structured approach (cloning, modification, building, flashing, logging) 

enables reproducible experiments and fosters collaboration among researchers. It 

demonstrates the framework’s effectiveness via Cooja ContikiOS simulations, 

showing significant network degradation in DIS-Flooding attacks. This article 

provides a logical basis for generating standardised datasets and developing 

intelligent detection models, with plans to use collected logs for this purpose.  

3. Full article 
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4.2.6 Article 6 

1. Article publication details 

Title: A lightweight Intelligent Model against Routing Attacks in IoT-based LLN 

Status: Developing 

2. Article synthesis   

(i) Purpose 

This article proposes a lightweight intelligent model to detect DIS-Flooding attacks 

with a demonstrated  high detection accuracy, low false negatives, and less program 

flash memory utilisation. The latter ensures feasible adoption in resource-

constrained IoT devices. Furthermore, the model ensures openness and 

accessibility to allow ongoing research support in RPL-based IoT studies simulated 

on Cooja by making the dataset publicly available. Moreover, this article 

demonstrates the practical implications of the adoption of machine learning models 

as a defence mechanism in IoT networks.  

(ii) Methods 

For this article, a quantitative methodological choice was adopted for data 

generation and collection following an experimental strategy and deductive research 

approach. Cooja ContikiOS was utilised for the simulation of two network scenarios, 

where each scenario was simulated three times in each of two selected network 

topologies (random and linear). Additionally, Visual Studio was utilised to 

preprocess datasets and simulate selected machine learning models in terms of 

training, testing and validating the optimised model. Lastly, data was collected from 

the performance metrics of the models, that is, MCC, recall, false negatives, and 

program flash memory utilisation. 

(iii) Results and Discussion/Findings 

The findings of this article demonstrate that a decision tree is a suitable lightweight 

intelligent model to detect DIS-Flooding attacks, achieving a 4.17KB of program 

flash memory model utilisation, 3.79% of false negatives, and 98.21% of Matthews 
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Correlation Coefficient. It satisfies the predefined threshold values defined in the 

methodology of this article. Though models like support vector machine and multi-

layer perceptron achieved higher MCC, precision and accuracy, they score the 

same percentage of 99.14% recall, which defines the specificity of the model. 

However, the decision tree’s performance, grounded in the combination of the 

chosen performance metrics, meets the criteria.  

(iv) Conclusion 

This article proposes a decision tree as a lightweight intelligent model against 

routing attacks. It further establishes the practical implications of the adoption of a 

decision tree algorithm as a lightweight and intelligent model to defend IoT LLNs 

against routing attacks.  

3. Full article 
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4.3 CHAPTER SUMMARY 

In conclusion, routing attacks are still an enormous threat in IoT networks, and as such, 

defending against them is of paramount importance to ensure dependability and 

effectiveness of the networks. Furthermore, it was established that machine learning 

algorithms promise accurate detection of DIS-Flooding attacks leveraging network traffic 

data. This study proposed the decision tree as a lightweight and efficient intelligent 

security model to defend IoT networks from routing attacks. The next chapter presents 

the cross-article analysis and synthesis, which includes key findings, contributions and 

research questions and contributions mapping. 
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CHAPTER 5 

5 CROSS-ARTICLE ANALYSIS AND SYNTHESIS 

5.1 INTRODUCTION 

The research articles developed from this study were detailed in Chapter 4,  aimed at 

achieving the theoretical and empirical research objectives. This chapter provides a 

cross-article analysis and synthesis across the six articles produced in this study to 

comprehensively address the defined research problem. Firstly, the chapter integrates 

key findings across the articles; secondly, it establishes the contributions, and lastly, it 

presents a coherent mapping of research questions and the articles. In a PhD by article 

format, this chapter serves a vital function of consolidating the results of each article into 

a unified body, all contributing to the full study's primary objective.  

5.2 INTEGRATION OF KEY FINDINGS ACROSS ARTICLES 

The findings from the individual articles are integrated in this section to illustrate how this 

study collectively addressed the overarching aim of developing an efficient intelligent 

security model to defend IoT networks from routing attacks with a demonstration of high 

detection accuracy, low false negatives by leveraging network logs. The integration 

across the six articles confirms a coherent progression in addressing the research 

problem formulated to achieve the aim of this study,  as presented in Figure 5-1. 

The review articles of this study confirmed, theoretically, that IoT routing protocols, 

particularly RPL, are widely adopted in IoT networks with limited resources and are highly 

prone to various routing attacks, notably DIS-Flooding, sinkhole, and rank attacks as 

highlighted in related studies such as (Al-Amiedy et al., 2023), (Verma & Ranga, 2020), 

and (Pasikhani, Clark, Gope, et al., 2021). The articles further highlight that limited studies 

have addressed the lack of efficient intelligent models in RPL-IoT, as in (Kilincer et al., 

2021).  The finding provided the empirical basis for exploring the implementation of DIS-

flooding attacks and the development of an intelligent model.  
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Article 1 of this study highlights that security remains an ongoing challenge in IoT 

networks, despite various proposed solutions in existing literature. However, limitations 

are what keep the research gaps open. Furthermore, research studies in “the security 

techniques for IoT networks” are active and quite prominent in the European and Asian 

countries, with less footprint in African countries, South Africa in particular. India and the 

UK demonstrate dominance in proposing defence techniques for IoT networks. It is noted 

that defence techniques can be categorised into three categories: secure-protocol, IDS, 

and ML-based, and they demonstrate their effectiveness in detecting routing attacks. 

However, what sets them apart is their method of detection and footprint in the network 

resource consumption. Through Article 2, this study highlighted that machine learning 

techniques, particularly traditional machine learning, have been researched the most 

since 2021, constituting 64.7% of ML-based techniques. Moreover, the ML-based 

technique constitutes 44% of the total defence techniques, followed by secure-protocol, 

with 35% and intrusion detection, constituting 21%. Furthermore, selected publications 

investigated 124 instances of routing attacks and flooding attacks appeared 22 times, 

making them the most researched attack, representing 18% followed by the rank attack 

with 13%.  

Figure 5-1: Key concepts towards the proposed technique 
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Flooding attacks are proactive routing attacks that flood the network and victim nodes 

with a large volume of bogus traffic, impacting data packet delivery, increasing delay and 

network operational time, and consuming resources of the network and nodes (Koosha 

et al., 2022). It is noted that flooding attacks have similarities with most disruptive routing 

attacks, which suggests that learning patterns of flooding attacks for detection could 

potentially lead to the detection of other routing attacks. However, this would require an 

intelligent technique that can leverage network data to learn network behaviour in the 

presence of flooding attacks. 

Building on this foundation, Article 3 demonstrated that ML algorithms promise to 

enhance the detection of routing attacks, but with distinct percentages of detection 

accuracy and false alarms. By systematically synthesising published studies, the article 

compared the performance results of different machine learning algorithms. The results 

suggest that traditional machine learning techniques continue to excel in their integration 

in the security and performance analysis of IoT networks (also suggested in (Laiby & 

Subramanya, 2021), with better performance, of course, as compared to advanced ML 

models with regard to false alarms. This, however, demonstrates the superiority of 

machine learning techniques in leveraging network data for analysis and further detection 

of routing attacks. 

In Article 5, this study adopted and implemented a framework for the implementation of 

the routing attacks theoretically presented in Article 4. Subsequently, a DIS-Flooding 

attack scenario was implemented and its impact on the network performance metrics 

presented in Articles 2 and 4 was analysed, taking into account power, data transmission 

success, and network operation time. The study further generated data from network 

operation and traffic logs, motivated by the findings of Article 3 about a lack of publicly 

available datasets and the wide use of datasets generated from individual research study 

simulations and experiments (Sharma et al., 2019; Xu et al., 2023).  

Finally, Article 6 aggregates the cumulative findings of previous articles into a unified 

research study that proposes an intelligent technique, which integrates both high 

detection accuracy with low false negatives and efficient network resource consumption 

into a lightweight intelligent model to defend IoT LLNs against RPL routing protocols. The 
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article establishes that among the models which were compared (SVM, RF, DT, MLP, 

KNN, and NB), DT emerged as a suitable defence technique for resource-constrained 

IoT networks. It achieved an accurate detection performance (accuracy, precision, recall, 

and MCC) of over 95% threshold, with a false alarm of 3.79% which is below a 10% 

threshold and program flash memory utilisation of 4KB, suggesting its efficiency in terms 

of node storage utilisation. 

The integration across articles of this study is ultimately represented in a thematic model 

as follows: 

• Theme 1: Vulnerabilities in IoT networks (Articles 1, 2 & 4) 

• Theme 2: Feasibility of an intelligent detection approach (Article 3) 

• Theme 3: Towards an intelligent model for IoT security (Articles 5 & 6) 

The findings further demonstrate a clear development from identifying the research gap 

to synthesising literature, modelling and simulations, and finally to the implementation 

and analysis of a lightweight and intelligent detection technique for IoT network security. 

Table 5-1 summarises these cumulative findings, converging towards the conclusion that 

robust IoT network security requires effective, intelligent, and resource-aware defence 

mechanisms. 

Table 5-1: Cross-article building blocks 

 Article 1 Article 2 Article 3 Article 4 Article 5 Article 6 

B
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Simulation 

setup 

Simulations 

tools 

Performance 

metrics 

Network 

performance 

analysis 
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Network logs 

generation 
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5.3 CONTRIBUTIONS OF THE RESEARCH STUDY 

The contributions are articulated across theoretical, methodological, and practical 

dimensions as follows: 

5.3.1 Theoretical contributions 

To propose a resource-efficient intelligent security defence model, the authors of this 

dissertation deemed it necessary to conduct an ILR on existing literature to gain insight 

into various defence techniques and routing attacks in LLNs. These serve as the 

backbone of IoT applications running on resource-constrained devices. 

A thorough review of this study has advanced theoretical understanding of routing attacks 

further, providing a clear understanding of their impact, suitable simulation methods, and 

attack intensity, and suitable performance metrics, among other factors, which potentially 

lead to the utilisation of a widely adopted and supported simulation tool to implement and 

analyse routing attack scenarios. This lays a foundation for contextualisation of routing 

attacks and points in a clear direction for implementing attack scenarios. This study 

produced an article whose strength lies in its rich knowledge of understanding routing 

attacks and commonly used simulation tools, as it is important to select a suitable 

simulation tool for a research study. It highlights both the RPL scripts for modification to 

mimic an ongoing attack and performance metrics that can be observed to determine the 

successful implementation of the DIS-flooding attacks.  

This research study conducted an SLR to synthesise thirty-nine research articles that 

were published between the years 2018 and 2023. The article's findings paint a picture 

demonstrating that RPL has vulnerabilities that are exploited by routing attacks, as 

suggested in Al-Amiedy et al., (2023); Mukhaini et al., (2024). Moreover, secure-protocol 

techniques continue to present detection and mitigation of routing attacks; nevertheless, 

their feasibility in resource-constrained IoT networks is limited. The study established that 

there is a rise in the integration of machine learning algorithms as defence models for 

LLNs. Furthermore, findings established that most proposed machine learning-based 

techniques only detect attacks by classifying network traffic, without further implementing 

mitigation mechanisms. This established knowledge presents an open issue in the 

adoption of machine learning algorithms as defence techniques. It is further verified that 
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integration of secure-protocol and machine learning techniques could potentially provide 

a more efficient and robust intelligent security defence model to secure resource-

constrained IoT networks. The study provides a clear picture of how defence techniques 

in IoT networks can be distinguished and visualised by firstly categorising defence 

techniques into three distinct classes (secure-protocol, conventional IDS, and ML-based 

IDS techniques), further presenting their adoption and effectiveness, and then their 

strengths and weaknesses to clarify which defence techniques are suitable for RPL-

based IoT networks. 

Furthermore, this study adds that the Cooja simulation tool is widely adopted and suitable 

for the simulation of IoT networks with resource limitations. The model established that 

flooding attacks are the most destructive and researched routing attacks, and further 

notes that integration of machine learning and secure-protocol techniques could provide 

both detection and mitigation capabilities. The study also adds to the knowledge that there 

are limited publicly available RPL-based IoT networks datasets, further extending that 

most research studies still utilise simulation tools to collect and generate datasets for 

training and testing of their machine learning algorithms. The study further argues that 

supervised machine learning algorithms are mostly integrated for defence due to their 

lightweight nature and shorter training time, as well as their ability to train on small-scale 

datasets 

5.3.2 Methodological contributions 

Methodology, as defined by (Goundar, 2012), is a collective term for the structured 

process of conducting research, encompassing the steps and procedures that guide a 

study. In the context of this study, methodological contributions extend beyond the 

adoption of standard approaches; they involve the development and validation of routing 

attack implementation frameworks and systematic processes to benchmark proposed 

techniques based on the findings in the literature. 

Seventeen (17) articles were systematically collected for review from a pool of machine 

learning based defence techniques in IoT studies published between 2018 and 2023. The 

aim was to analyse and results from the selected studies to identify the best-performing 

machine learning model for adoption as a detection technique for IoT networks against 
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routing attacks. Models were grouped into two groups: traditional machine learning and 

advanced ML for comparison. Furthermore, performance metrics (accuracy, precision, 

recall, F1-score and false negative rate) results were collected for each machine learning 

model appearing in the selected studies. Averages were calculated for each model and 

compared between the two groups and within each group to dictate the best-performing 

algorithm in accordance with the literature. This method of comparing the same models 

from different studies may be utilised to benchmark the minimum acceptable performance 

results of ML models in detecting routing attacks. 

Part of this study’s methodological contributions is in proposing a routing attack 

implementation framework to model attacks and baseline simulation scenarios. The 

technique defines five (5) steps to the implementation of both scenarios, that is, repository 

cloning (clone baseline repository to create an attack repository for modification), code 

modification (modification of attack repository’s core RPL logical scripts to mimic a routing 

attack), building and compiling (clearing errors script), firmware flashing (involves loading 

the compiled file onto the flash memory of the microcontroller), and data logging 

(collection of network operation data or logs when simulations starts). This method 

ensures a structured, replicable implementation of scenarios, creating a logical platform 

for collaboration and ease of comparison studies among researchers and practitioners 

utilising simulation tools for IoT routing attack analysis studies.  

5.3.3 Practical contributions 

This study proposed a lightweight and intelligent model to defend against DIS-flooding 

attacks on LLNs. The study demonstrates the practical implications of the adoption of the 

decision tree model as a detection technique for routing attacks in IoT networks. The 

study first demonstrates that operation and traffic data logs of networks can be leveraged 

as an enabler to build, train and test machine learning models for adoption as detection 

techniques. Furthermore, the proposed routing attack implementation as a logical 

platform for collaboration can be adopted by academics and industry practitioners 

working in the same research area to ease collaboration on studies.  
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5.4 RESEARCH OBJECTIVE-ARTICLE MATRIX -THE GOLDEN THREAD 

This study established five (5) research objectives as building blocks to achieve its aim. 

Six articles developed from this study were strategically aligned to reach the overarching 

objective of the study, answer the research question, and ultimately address the need for 

a lightweight intelligent security model to counter DIS-flooding attacks in RPL-based IoT 

networks. 

Article 1 identifies a research gap and establishes a research question: the robustness 

and effectiveness of a defence model in detecting routing attacks with minimum false 

negatives, further demonstrating less network resource consumption. It then proposes a 

high-level conceptual framework, which contributed towards the implementation and 

development of the proposed model of this research, tapping into almost all RO, with an 

emphasis on the simulation parameters and setup and model deployment in RO3 and 

RO5, as this research study integrates machine learning into the security of  LLNs.  

Articles 2 and 3 address the foundations and exploration objectives (RO1 and RO2). 

Article 2, on the other hand, establishes a firm Systematic Literature Review (SLR) and 

comprehensively synthesises security techniques, including conventional techniques 

(trust-based, cryptography), conventional IDS (signature-based, specification), and ML-

based (traditional ML, DL and RL). Spanning across the five ROs, Article 2 presents the 

author of the study with a comprehensive, detailed analysis of performance metrics to 

consider for network and intelligent model evaluation, and placement of the model (node-

level, network-level, or hybrid placement) 

 Article 3 explores published works related to the integration of ML  as a security model 

in LLNs. Extending its impact, it presents an empirical approach, presenting a theoretical 

comparison of different machine learning algorithms to point the research in the right 

direction of the best performing model in literature, and which models to include in RO4.   

Article 4 directly presents an in-depth review of routing attacks to address RO1. Using 

the SLR method adopted in articles 2 & 3, this article demonstrates that there is a lack of 

a standard implementation framework for routing attacks. It further gives a brief overview 
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of the most used simulation tools, network size and attack intensity to assist this research 

study in formulating an effective simulation setup, baseline and attack modelling.  

Article 5 extends from the findings of Article 4. It designs and validates an implementation 

framework addressing RO3. The article further synthesises the DIS-Flooding attacks and 

empirically simulates two scenarios, the first mimicking the presence of DIS-Flooding 

attacks and the second as a baseline. Empirical simulation presented in the article 

generated a dataset used to train, test different ML algorithms in RO4 and RO5. 

Finally, Article 6 (in the pipeline) consolidates the findings of all preceding articles to 

propose a lightweight, robust intelligent defence model (RO5). This model integrates 

detection and efficiency, focusing on accurate detection, minimum false negatives and 

efficient program flash memory utilisation. The model is grounded in the theoretical, 

methodological, and empirical insights generated throughout this study. 

The articles' contributions to the intelligent model's development and the collective 

knowledge base are mapped against the research objectives in Table 5-2. 

Table 5-2: Research Objectives and Articles Mapping 

Research 

Objectives 

Article 1: 

ILR 

Article 2: SRL Article 3: SRL Article 4: SRL Article 5: 

simulation 

Article 6: 

modelling 

RO1: Review 

of RPL and 

routing 

attacks 

Partial  Points to the 

most 

researched and 

destructive  

attacks 

Partial In-depth 

taxonomy of 

routing attacks 

Synthesis of 

DIS-Flooding 

routing attack 

Discusses 

DIS-Flooding 

attacks 

RO2: Review 

of security 

techniques 

Identifies 

research 

gaps in 

existing 

studies 

proposing 

security 

techniques 

for IoT 

Comprehensive 

synthesis of 

defence 

techniques in 

the literature 

Demonstrates 

the 

applicability 

and usability 

of ML in 

defending 

against 

routing 

attacks 

  A brief review 

of existing 

studies 

adopting 

Machine 

learning 

models 

RO3: 

Evaluation of 

attacks 

Simulation 

setup and 

parameters 

Presents metrics 

for performance 

evaluation 

Presents 

factors 

targeted by 

attacks 

Demonstrate a 

lack of an 

implementation 

framework 

Design and 

validate the 

routing attack 

implementation 

framework 

Simulated 

attack 

scenario and 

baseline to 
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generate a 

dataset 

RO4: 

Evaluation of 

ML models 

 Presents the 

usability of ML in 

IoT for security 

Theoretical 

comparison 

of ML and 

established 

dataset 

sources 

 Contributes to 

the dataset 

generation 

Empirical 

validation of 

ML 

performance 

RO5: 

Development 

of an 

intelligent 

model 

Establishes 

a high-level 

conceptual 

framework 

for the 

intelligent 

defence 

model 

system  

Strategic 

deployment of 

the defence 

model for 

effective 

defence 

Points to the 

promising 

model to 

develop and 

optimise 

 Contributes to 

the dataset 

generation 

Development 

of an 

optimised 

intelligent 

model 

 

5.5 CHAPTER SUMMARY  

This chapter introduced a coherent flow of discoveries emerging from the articles 

produced from this study. It provides “the golden thread” that cuts across the articles, 

additionally mapping the aims of the articles with the research objectives formulated in 

Chapter 1. Furthermore, three categories of contributions are presented, that is, 

theoretical, methodological and practical.  The chapter highlights the contributions of this 

study, fitting into the three classes of research contributions. The next chapter concludes 

this study, overall discussion, challenges, and points to future research directions. 
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CHAPTER 6 

6 CONCLUSION AND FUTURE WORK 

6.1 INTRODUCTION 

This dissertation strove to address the growing challenge of routing attacks in LLNs, a 

critical network adopted by the IoT. By combining SLR, simulation-based 

experimentation, and machine learning modelling, the study highlighted its three classes 

of contributions. This chapter provides an overall discussion of the research environment, 

summarises the contributions, highlights the challenges and proffers future directions and 

recommendations. 

6.2 OVERALL STUDY CONCLUSION  

The study achieved key milestones aligned with the research objectives defined in the 

first chapter. First, this study, through the systematic literature review, identified a 

taxonomy of routing attacks and existing countermeasures (including secure-protocol-

based, traditional IDS, and machine learning-based IDS), thereby highlighting the 

research gaps with regards robust and effective IoT security techniques against routing 

attacks. Second, by implementing and validating DIS-Flooding attacks in the 

Cooja/Contiki simulation tool, the study provided practical evidence of their impact on 

network performance metrics such as PDR, E2E delay, and power consumption. Third, 

the research applied classification machine learning models to a dataset derived from 

simulation network logs, comparing the performance of different classifiers concerning 

accuracy, recall, FN, and model size, as the model is intended for resource-constrained 

devices, and selecting the most optimal for DIS-Flooding attack detection. Finally, a 

lightweight and intelligent defence model was proposed, with practical implications for the 

accurate detection of a DIS-Flooding attack with minimum false alarms, and feasible 

deployment in resource-constrained IoT devices, as far as the program flash memory of 

devices is concerned. 
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6.3 CHALLENGES 

Some of the challenges experienced in developing an intelligent security model to act 

opposed to the DIS-flooding attacks exploiting vulnerabilities of the RPL routing protocol 

are: 

i. Limited access journals that the university where this study is registered does 

not have a subscription to. 

ii. Fewer network logs as a default setting of the simulation tool 

iii. Inability of the simulation tool to simulate large networks for an extended period. 

iv. Lack of access to IoT Testbeds and / or real devices. 

These challenges, however, open avenues that this study plans to exploit in its future 

research directions. 

6.4 RECOMMENDATIONS AND FUTURE RESEARCH DIRECTIONS 

Security is still a challenge in the current digital world. Now, with the advancement of 

generative AI for automation, hackers take advantage of this technology without ethical 

considerations to compromise IoT systems. The study recommends that researchers 

continue to develop advanced security models to act against attacks. They could also 

contemplate collaborations and partnerships with governmental Research and Innovation 

(R&I) hubs and private institutions within the discipline of IoT network performance and 

security. 

The study is envisaged to transition into a post-doctoratal study as it takes a different 

direction, integrating testbeds or real-world IoT networks, delving deeper into the 

practicality of its nature. The study could establish some viable collaboration with 

researchers in government research institutions working on the integration of machine 

learning models to improve the security and performance of RPL-based LLNs. Getting 

access to IoT Testbeds would be beneficial to this study, transitioning into a post-

doctoratal study. Several testbeds have been identified, including:  

• FIT IoT-LAB (https://iot-lab.github.io/docs/boards/overview/),  

• w-iLab.t  (https://doc.ilabt.imec.be/ilabt/wilab/overview.html) 

https://iot-lab.github.io/docs/boards/overview/
https://doc.ilabt.imec.be/ilabt/wilab/overview.html
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• NITOS (https://nitlab.inf.uth.gr/NITlab/ ) 

These testbeds could be explored in the future to investigate their usability as the 

underlying networks for the IoT applications, and investigate their security vulnerabilities, 

especially routing, for those that use RPL as their routing protocol. 

6.5 CHAPTER SUMMARY  

This study provides theoretical, methodological and practical advances toward securing 

LLNs against DIS-flooding attacks. By bridging the gap between literature synthesis, 

experimental validation, and intelligent modelling, the study demonstrates a coherent 

path toward the implementation of an effective, resilient, and lightweight smart security 

model to defend IoT networks against DIS-flooding attacks. For future endeavours, the 

study, in addition to contributing to academic knowledge, offers actionable insights for 

practitioners aiming to secure IoT infrastructures. Both IoT network security academics 

and engineers will find the body and findings of this study significant to their research 

work. 
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