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ABSTRACT

The Internet of Things (loT) is fundamentally revolutionising diverse sectors such as
agriculture, smart cities, and health, enabling critical applications such as environmental
monitoring, military surveillance, and efficient waste management. These pervasive
deployments often rely on Low-power and Lossy Networks (LLNs). The network caters
for resource-constrained devices which rely on the Routing Protocol for Low-power and
Lossy Networks (RPL) to facilitate efficient routing decisions. RPL is a widely used routing
protocol designed for LLNs. Its operational integrity hinges on control messages like
DODAG Advertisement Object (DAO), DODAG Information Object (DIO), and DODAG
Information Solicitation (DIS) control messages, which collectively establish and maintain
network topology. However, the limitations of 0T devices, including battery, processing
capacity, and memory, as well as the complexities of RPL, make these networks
particularly susceptible and vulnerable to various threats. Routing attacks pose a severe
challenge to network stability and data integrity. Among these routing attacks, the DIS-
flooding attack stands out as the most destructive and resource-consuming threat. The
attack specifically exploits RPL's DIS mechanism by overwhelming the network with an
excessive volume of DIS messages. Such a disruption can lead to severe resource
exhaustion, network congestion, and ultimately, a denial-of-service condition, significantly
undermining the reliability of loT network operations. The urgent need to counteract these
sophisticated routing attacks is paramount to safeguarding the functionality of modern
RPL-based loT networks.

Despite the proliferation of security models in the literature for general IoT environments,
there remains a significant gap in the implementation of lightweight intelligent security
models specifically tailored for RPL-based loT. Existing solutions often struggle to
balance detection efficacy with the stringent resource constraints of LLN devices. This
research study’s primary objective is to address this critical gap by implementing a novel,
lightweight and intelligent security model designed to effectively detect the DIS-flooding
attack with a high detection rate, low false alarm and minimum program flash memory
utilisation of the IoT devices. To achieve this, the study adopted a simulation-based
quantitative approach. A robust experimental setup was created within the Cooja

simulation tool, utilising nodes running the Contiki 3.x operating system. This environment
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allowed for the precise implementation of the routing attacks that the study addresses
and the generation of a comprehensive dataset under two distinct scenarios: a baseline
normal operation and a DIS-flooding attack scenario. This dataset was then meticulously
used to build, train, and test six(6) distinct machine learning (ML) algorithms, including
Support Vector Machine (SVM), Random Forest (RF), Decision Tree (DT), Multilayer
Perceptron (MLP), K-Nearest Neighbours (KNN), and Naive Bayes (NB).

This study contributes three key advancements to the field: a theoretical contribution
highlighting the imperative for intelligent and resource-efficient security models in RPL-
based loT; a methodological contribution presenting a robust framework for implementing
and evaluating routing attacks within the Cooja simulation environment; and a significant
practical contribution underscoring the real-world applicability of the proposed DT-based

lightweight and intelligent security model to detect anomalies in loT networks.

The results of this study demonstrate that a tree-based algorithm, the Decision Tree
model, performed significantly well as compared to other evaluated models, showcasing
its higher performance with below threshold False Negatives (FN), and a remarkably
small model size. Specifically, the DT model achieved an outstanding 98.21% Matthews
Correlation Coefficient (MCC), 99.12% accuracy, 99.12% recall, and 98.86% precision,
coupled with an exceptionally low 3.79% FN rate. Furthermore, the model required only
4.17 KB of program memory, confirming its suitability for deployment on resource-

constrained loT device.

The novelty of this study lies in the integrated implementation and evaluation of a
memory-efficient intelligent detection model directly tailored to RPL-based loT, validated
within a realistic LLN simulation framework. Unlike prior approaches that prioritise
detection performance without resource considerations, this work demonstrates that high
detection accuracy and minimal memory footprint can be simultaneously achieved in
RPL-based loT environments. The findings provide a practical and scalable pathway
toward securing LLNs against DIS-flooding attack, thereby enhancing the resilience of

modern loT networks.

Key words-DIS-flooding attack, loT, LLNs, Machine Learning, & RPL.
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CHAPTER 1

INTRODUCTION
1.1 BACKGROUND

The loT network consists of smart connected devices that collect and exchange data with
each other within an environment of deployment (Adebayo et al., 2019). This network
transmits data to the edge device or cloud application over the internet for further
processing. The capabilities of loT networks enable their adoption for various uses, not
limited to smart home, smart grid monitoring and environmental monitoring, but extends
to management, patient monitoring, and smart farming (Mosa et al., 2024). One of the
enablers of 0T applications is the LLNs. LLNs are made up of a collection of embedded
resource-constrained devices, such as sensor-enabled microcontrollers. These
microcontrollers have less processing and storage capabilities and are battery-powered,
meaning that they have a limited lifespan (Medjek et al., 2021). The LLN devices are
crucial to the operations of industrial and environmental applications (Goel et al., 2023).
They communicate among themselves via lossy links to discover their neighbours,

establish, choose and maintain optimal routes for application data transmission.

The resource-constrained nature of loT devices renders protocols like Ad hoc On-
Demand Distance Vector (AODV), Open Shortest Path First (OSPF), Dynamic Source
Routing (DSR), and Routing Information Protocol (RIP), unsuitable (Ankam & Reddy,
2023), as they are not optimised for the resource limitations and unreliable links of IoT
networks (Raghavendra et al., 2022). Therefore, the Routing protocol for Low power and
Lossy Networks (RPL) was designed and developed to address the limitations of the
current routing protocol, similarly providing an efficient routing in the LLN loT networks
(Mali & Govinda, 2023). RPL is the widely adopted standardised distance vector routing
protocol for most lIoT networks running on resource-constrained devices. RPL ensures
energy efficiency, reliability over lossy links, and efficient use of the limited memory and
processing power of the network when routing traffic across the network (Alanazi et al.,
2025). It builds and maintains a Destination-Oriented Directed Acyclic Graph (DODAG)
(Aydin et al., 2024), a tree-like topology that allows child nodes to create routes by

attaching themselves to the network through it by exchanging Internet Control Messages
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Protocol Version six (ICMPv6) packets, that is, DODAG Information Solicitation (DIS),
DODAG Object Advertisement (DOA), DODAG Information Object (DIO) packets (Medjek
et al., 2021). RPL can effectively facilitate routing in LLNs; it possesses vulnerable
mechanisms that intruders can exploit. Furthermore, the widespread adoption of these
networks is an invitation which cybercriminals would never decline. This vulnerability
opens up the cyberattack space even more. Cyberattacks within the RPL-based loT
network spectrum target the network functionality layer (layer three), particularly the
routing protocols; hence, vulnerabilities of RPL are exploited (A. Almusaylim et al., 2020;
Verma & Ranga, 2018).

The Distributed Denial of Service (DDoS) attacks in loT networks are capable of rendering
network nodes, communication channels, and links unavailable, disrupting the normal
operations of the network, ultimately impacting the normal operations of the network
(Momand et al., 2021). Literature argues that flooding attacks, another type of DDoS, are
among the active routing attacks intended to render services of systems unavailable,
isolate the victim nodes from the entire network, and also target resources of network
devices, such as the battery, by sending a large volume and congesting the network with
malicious traffic (Koosha et al., 2022; Nisha et al., 2022). These resource-consuming
attacks can be implemented by exploiting the vulnerabilities in the RPL routing protocol
(Nisha et al., 2022).

Securing the loT has become a significant challenge and a crucial issue (Kamaldeep et
al., 2021; Mukhaini et al., 2024). In the recent past, a number of mechanisms have been
proposed to avert routing attacks in RPL loT networks. Furthermore, comprehensive
reviews such as (Ahmad & Alsmadi, 2021; Al-Amiedy et al., 2022; Sejaphala et al., 2025)
provide a cross-sectional synthesis of the proposed techniques in literature, highlighting
their strength and weaknesses, areas of improvement and suggesting directions for

effective defence techniques suitable for LLN.

In the current era, some of these 10T devices are very small and inexpensive, yet security
can be very expensive to deploy through such devices. Moreover, traditional defence
techniques cannot provide adequate detection of attacks (Violettas et al., 2021). Defence

techniques such as Machine Learning (ML)-based techniques, Intrusion Detection
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Systems (IDS), and secure-protocol techniques have been proposed in literature (Laiby
& Subramanya, 2021). Trust-based protocols, cryptography, and key management,
which are secure-protocol techniques, highlight a remarkably high detection rate, but can
be resource-intensive for the network and devices (Rabhi et al., 2023). As such, they fall
behind in providing robust security for the LLNs. Traditional IDS (anomaly-based,
signature-based, and specification-based) provides a different approach by specifying a
network-level deployment to reduce load on the nodes (Pasikhan et al., 2023). However,
IDSs are prone to false alarms and require large storage to update a database of
reference signatures (Pasikhan et al., 2023) in the case of anomaly-based and signature-
based, respectively. Machine Learning-based techniques promise an effective capability
in defending IoT LLNs against routing attacks by leveraging network logs as data input
(loulianou et al., 2022) for classification and precise detection of routing attacks with less
network resource consumption. ML-based techniques leverage network performance
data for the effective analysis of the 10T network performance for attack detection and
accurate predictions (Cakir et al., 2020). Similarly, employing such capability in the
security and performance of LLNs is a promising solution, given the nature and

characteristics of both the devices and the network.

1.2 PROBLEM STATEMENT

The ongoing adoption of IoT networks in distinct use cases, not limited to smart home,
smart farming, and environmental monitoring exerts an effect on the increase in
cyberattacks which similarly continue to grow at an alarming rate. Cyberattacks disrupt
operations and critical network functions (Nisha et al., 2022), affecting the livelihood of
persons, organisations and the state whose productivity and functionality rely on the
efficient functioning of the network (Bediya & Kumar, 2020). Therefore, network
disruptions may inflict compromised personal safety, financial loss and catastrophic
implications in specific cases. As loT networks are not secure in nature, research shows
that routing attacks remain a serious risk to loT networks with limited resources. Routing
attacks are known to disrupt normal operations of the network, isolate network nodes,
and congest communication channels with bogus traffic (Koosha et al., 2022). This poses
a negative impact, where the availability and reliability of these |oT networks are of

paramount importance (Sanders & Yau, 2021). These attacks exploit vulnerabilities of
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RPL to carry out malicious activities like flooding the network with DODAG Information
Solicitation (DIS) packets, dropping data packets, and tampering with network topology
to introduce end-to-end delay (Raoof et al., 2019).

A DIS-Flooding attack is an active routing assault aimed at the resources of targeted
nodes. The attack is implemented by flooding victim nodes and links with a large volume
of DIS ICMPvV6 packets. DIS control message packets are one of the ICMPv6 packets
used by RPL to establish and maintain optimal routes for loT applications using Low
Power and Lossy Network (Medjek et al., 2021). DIS packets are used for network
discovery; a child node wishing to join a DODAG or to change a parent broadcasts DIS
packets to neighbour nodes in its transmission range. Any node receiving a DIS
broadcasted packet drops any activity and broadcasts DODAG Information Object (DIO)
packets and resets its trickle timer (a node’s clock mechanism to regulate how often it
transmits control messages such as DIO packets). This mechanism presents a
vulnerability which can be exploited by intruders who may use a node(s) to transmit large
volumes of DIS packets to victim nodes in the network, launching a DIS flooding attack
(Pongle & Chavan, 2015). This degrades the performance of the network, affecting the
operations, which could potentially lead to harm or catastrophic situations in some cases.

As such, this poses a security threat to loT applications relying on LLNs.

As a result, the extensive use of loT applications makes the security of their networks
extremely vulnerable (Fatima tuz et al., 2019). Numerous defence methods have been
suggested in the literature to safeguard RPL-based loT networks from routing attacks
(Pasikhani, Clark, Gope, et al., 2021). The defence techniques can be categorised into
three groups: secure-protocol, conventional IDS and ML-based (Jamalipour & Murali,
2022). In recent years, studies incorporating artificial intelligence, especially machine
learning, suggest that algorithms based on machine learning offer effective methods for
countering attacks (Fatima tuz et al., 2020). Nonetheless, limited focus has been directed

towards their implementation in resource-limited loT networks (Momand et al., 2021).

Consequently, utilising network operational and traffic data to create an intelligent security
framework for protecting loT networks from routing attacks through the implementation of

machine learning models becomes a feasible approach to addressing routing attacks.
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Machine learning models are recognised for their capacity in identifying patterns in past
data to forecast results. Furthermore, ML models promise to detect the presence of a
routing attack (Raman et al., 2023) with high accuracy and precision. However, as
security is not a one-size-fits-all type of technology, there are identified open research
opportunities in the security techniques against routing attacks. Consequently, this
research suggests a machine learning approach to protect RPL-based IoT networks from
routing attacks, showcasing elevated detection precision, minimal false negatives, and
the least utilisation of device program flash memory. This study employs a decision tree
classification model, which is a supervised machine learning method noted for its
straightforward learning decision rule and low memory usage to identify a DIS-Flooding
attack. The research utilises network simulation logs to create a dataset, constructs and
trains a decision tree model to identify routing attacks with high detection precision,
minimal false alerts, and reduced impact on the program flash memory of the network

device.

1.3 RESEARCH QUESTION

How can an intelligent machine learning model effectively detect RPL DIS-Flooding
attacks in loT networks while maintaining fewer false alarms?

1.4 HYPOTHESIS

An intelligent model based on a decision tree detects DIS-Flooding attacks with over 95%
accuracy and introduces less than a 10% false negatives while maintaining low program
flash memory utilisation of the loT devices.

1.5 RESEARCH AIM

The research sought to present a safeguard against routing attacks in RPL-based loT by
creating a lightweight intelligent security framework.

1.6 RESEARCH OBJECTIVES

Theoretical

e TO1: Explore routing attacks on RPL-based |oT to acquire a thorough
understanding of their attributes, implementation, and theoretical effects.
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e TO2: Review existing security mechanisms in RPL-based |oT to determine
their applicability, strength, feasibility, and limitations in defending against

routing attacks.

Empirical

e EO1: To explore the influence of routing attacks on RPL-based IoT through
experimental assessment of their effect on network performance and
resource usage.

e EO2: Examine and evaluate supervised machine learning algorithms for
identifying routing attacks in RPL-based |oT, then identify the most effective
algorithm for deployment to protect against routing attacks

e EO3: Propose a smart, lightweight security model to combat routing attacks

in RPL-based loT and assess its efficiency and strength

1.7 DELIMITATION

This research focuses on the execution of DIS-Flooding attacks and assesses its effects
on loT networks through the Cooja simulation tool, and the development of a security
model within a simulated environment for attack detection. Network performance is
assessed using key indicators like Packet Delivery Ratio (PDR), End-to-End (E2E) delay,
Beacon Interval, and energy usage, providing an assessment of the effects of the DIS-
flooding attack. The system comprises sensors, a sink, sniffers, and an edge node. The
sensor and sink communicate in a multi-hop mode, utilising the RPL protocol for packet

routing, and sniffer nodes capture network traffic and transmit it to the edge device.

A crucial assumption in this study is that sniffers are resource-rich nodes that
communicate their data to an edge device via a separate secured network for analysis.
Furthermore, the research specifically uses a simulation-generated dataset to build, train,
and test six classification machine learning models using the data collected. It is important
to state that the identification of the DIS-flooding attack takes place offline following the
simulation as the models are not designed for real-time detection. As such, models are

evaluated using their size for memory utilisation evaluation rather than real-time RAM
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usage, among other performance metrics. Additionally, this study does not include model
deployment and mitigation strategies; study relied solely on simulations, and no real

network or testbeds were utilised.

1.8 SIGNIFICANCE

A Distributed Denial of Service attack threatens the availability and reliability of systems
and networks. DDS disrupts their operations by flooding the victims with a large volume
of bogus packets. An attack directed at the smart loT environmental monitoring network
could lead to catastrophic outcomes. Literature establishes that the application of
intelligent models in 0T networks as a defence technique against flooding attacks is
feasible. It promises accurate detection, minimum false negatives and quick response to
network threats. The benefits of adopting an intelligent model for loT security and
performance are:

i.  Ensured network security

ii. Improved detection accuracy

iii. Reduced false negatives

iv.  Reduced memory consumption

1.9 CONTRIBUTIONS
A PhD is awarded not for “doing research” alone, but for making an original contribution
to knowledge. Contributions can be categorised into three classes: theoretical,

methodological, and practical contributions

i.  Theoretical contribution
This dissertation shall be accepted in the university library as a contribution to the
academic research community. Furthermore, six articles were developed from this
study.
e Five (5) journal articles
e One (1) conference paper
The study established that, though security is the main issue in loT networks and

an enormous amount of defence techniques (both conventional and intelligent) are
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proposed in literature, there are still open challenges which are not addressed.
Most published articles focus on detection accuracy, neglecting the resource

consumption of the proposed techniques.

i. Methodological contribution

This study developed an adoptable routing attack and baseline scenario
implementation technique. Moreover, it offers a method to assess the
effectiveness of machine learning models found in the literature by comparing their

performance metric results.

iii.  Practical contribution
A model based on decision trees can be trained on network operational and traffic
data as a security technique with high detection accuracy and fewer false

negatives, to realise its effectiveness in detecting routing attacks.

1.10 CHALLENGES

The study simulated two network scenarios: the first to mimic a DIS-Flooding attack and
the other as a baseline scenario for comparison, collected network logs, transformed
them into datasets, and developed an intelligent defence model against routing attacks.
However, simulating a large network scenario for a longer time was not feasible.
Consequently, the study focused on medium-sized network simulations. Moreover, it
would be intriguing to evaluate the model on a testbed loT network logs dataset. Access
to an loT testbed is still a major challenge among scholars in the area of security and
performance of IoT networks. In this regard, several testbeds have been identified for

future research.

1.11 STRUCTURE OF THE STUDY

This research study consists of six chapters: introduction, literature review and related
works, methodology, results and discussion, cross-article and synthesis, and lastly the

conclusion chapter.

Chapter 1
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This introductory chapter highlights the importance of securing LLNs against routing
attacks and the feasible adoption of intelligent models. The chapter outlines the problem
statement of the study, the research aim, the research question and objectives, as well

as the dissertation structure.

Chapter 2: Literature Review and Related Work

Extending from Chapter 1, this second chapter provides a summary of the loT and its
applications, a routing protocol suited for resource-constrained devices and routing
attacks exploiting its vulnerabilities, potential machine learning algorithms and related

work.

Chapter 3: Methodology
The chapter offers an overview of research methodology to place the study within the
context of research design. This chapter presents the research paradigm, research

design, and various research methods utilised.

Chapter 4: Results and Discussion
This chapter presents the findings of this study, which covers the exploration of different
defence techniques in the literature, the design of an implementation framework and the

development of an intelligent defence model against routing attacks in loT.

Chapter 5: Cross-article synthesis

This chapter presents a cross-sectional synthesis of published work from this study. It
amplifies a coherent flow of findings presented in the articles and further highlights the
contributions and the alignment of the articles to the specific research questions of this

research.

Chapter 6: Conclusion

The conclusion chapter, being the last chapter of this dissertation, terminates the
research by summarising the study, encompassing the recommendations arising from the
specific objectives of the study. This chapter further aggregates major findings and
highlights the limitations of this research.
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1.12 CHAPTER SUMMARY

This chapter provided an in-depth overview of the research, highlighting the loT networks
and applications, and a brief overview of the vulnerabilities of RPL that DIS-Flooding
exploit to transmit a large volume of DIS packets. The chapter underscores the
significance of addressing the security of the loT networks, leveraging their operation and
traffic data logs to create a technique utilising machine learning for identifying routing
attacks to enhance the network’s availability and dependability. The next chapter
presents the overview of the study, diving deeper into loT networks, the RPL protocol and

related work.
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CHAPTER 2

LITERATURE REVIEW AND RELATED WORK
2.1 INTRODUCTION

This literature review chapter evaluates the work done in recent years by experts in the
domain of performance and security of the loT network. It first presents an overview of
the loT paradigm, extending to its use and applications. Further, the chapter reviews the
RPL protocol and its operations in ensuring efficient routing and routing attacks that can
exploit vulnerabilities of the network to disrupt its normal operations. Lastly, the chapter
reviews related works, highlighting strengths, weaknesses, and contributions of each

study.

2.2 INTERNET OF THINGS OVERVIEW

These smart interconnected systems, highlighted in Section 1, include the loT, which is
described as resource-constrained tangible devices that are fitted with sensors, software,
processing power, and additional technologies that allow them to link and share data with
other devices via the internet (Rani et al., 2022). loT encompasses diverse applications,
including transportation and logistics, smart farming, smart grids, and smart factories as

illustrated by Figure 2-1.

Transport
and

logistics

o
. -
M
Smart
home

Smart
healthcare

Smart
vehicle

Figure 2-1: Applications enabled by IoT networks (Mehmood et al., 2021)
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loT devices are expanding swiftly, directly impacting human lives, and assisting sectors
such as manufacturing, logistics, and healthcare in making important decisions. The loT
sector is projected to exceed $2.4 trillion in annual revenue by 2027. This encompasses
the increase in loT devices from $8 billion in 2019 to $41 billion in 2027 (Ahmad &
Alsmadi, 2021). The loT has delivered considerable advantages to 215t century lives,
communities, and sectors. Considering the uses of loT, many IoT devices are limited in
resources (minimal onboard memory, reduced energy, and low processing power) and
are anticipated to run for extended durations; therefore, energy-efficient protocols are

preferred.

In industrial and environmental monitoring, 10T is characterised by a large deployment of
LLNs with communication connections that exhibit minimal throughput and significant
packet loss. These features render cutting-edge routing protocols such as Ad-hoc On-
Demand Distance Vector (AODV), Dynamic Source Routing (DSR), and Open Shortest
Path First (OSPF) unsuitable for LLNs. To address these limitations in the mentioned
protocols in the LLNSs, a set of standardised protocols is proposed, which includes Internet
Protocol version 6 (IPv6) for Low-Power Wireless Personal Area Networks
(IPv6LoPWAN) for the adaptation layer, IEEE 802.15.4 PHY/MAC for physical and Data
Link Layer, Constrained Application Protocol (CoAP) for application layer, and RPL for
network layer. In using the auto-configuration tendency of IPv6, new loT devices can
connect to existing networks easily through RPL, a network-layer routing protocol. This
feature attracts attacks to hamper the network and disrupt its normal functionalities
(Verma & Ranga, 2018).

2.3 ROUTING PROTOCOLS

Routing Protocols are sets of rules and algorithms used by network devices (such as
routers or nodes in a wireless sensor network) to identify the best route for network
traffic to traverse from an origin to a target. They enable the sharing of routing data among
devices, supporting the construction and maintenance of routing tables that dictate how
data packets should be forwarded. Routing protocols play a crucial role in guaranteeing
effective, dependable, and scalable communication in wired and wireless networks, such
as the internet and Local Area Networks (ANs), and wireless sensor networks (WSNs).
Routing protocols are classified into three categories that is, the Distance Vector (DV),
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Link State and Hybrid. DV are suited for simpler networks, allowing nodes to share their
routing table with neighbours, using metrics like hop count and link quality. Link State, is
suitable for larger networks; it allows nodes to share information about their directly
connected links, building a complete network topology map. The Hybrid combines the

two approaches with reactive and proactive capabilities.

Distance Vector (DV) protocols determine the best path for data transmission based on
the distance (e.g., hop count or cost) to a destination, with each node sharing its routing
information with its neighbours. In [oT mesh networks, particularly LLNs, routing protocols
are adapted to address challenges such as energy efficiency, limited resources, and
dynamic topologies. There are several routing protocols in the DV category that establish
and maintain routes for application data traffic transmission and control message
exchange in loT applications running on mesh networks. This includes Ad-hoc Distance

Vector Routing Protocol (AODV), and Routing Information Protocol (RIP)

2.4 RPL ROUTING PROTOCOL

The RPL is the de facto common network layer routing protocol for LLN loT (Hachemi et
al., 2020). This RPL was standardised in 2012 as RFC 6550 by the Routing Over Low-
power and Lossy Networks (ROLL), a working group of the Internet Engineering Task
Force (IETF) (Verma & Ranga, 2018). The RPL has become widely recognised in both
industry and the academy due to its capability to deliver effective routing among resource-
limited smart 0T nodes with IPv6 support, QoS provision, and adaptability to various
network structures. The RPL employs energy-efficient methods to facilitate self-
organisation and self-healing in response to common node failures. Moreover, ensuring
effective routing for IPv6 packets, these features of RPL promote its application in loT

solutions operating on the LLN framework.

The RPL uses Destination Oriented Directed Acyclic Graph (DODAG) to build a tree
topology which consists of a parent and two child nodes. The RPL consists of three
control messages: DODAG Information Solicitation (DIS), DODAG Information Object
(DIO), and DODAG Advertisement Object (DAO). When a new node aims to join an RPL-
based loT network, it transmits a DIS to determine the availability of the DODAG. The

root node regularly sends out DIO, and any node that wants to join the DODAG uses the
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DIO information to calculate and establish its rank. The node adds the sender node to its
parent list, and broadcasts the DIO. DAO is utilised to disseminate information needed to
facilitate downward traffic toward offspring (Gawade & Shekokar, 2017). Nonetheless,
the RPL is susceptible to routing assaults targeting loT, including attacks like DIS-
flooding, rank, sinkhole, and worst parent, among others. These attacks exploit the RPL

protocol feature to disrupt the operations of the networks (Wallgren et al., 2013).

2.5 ROUTING ATTACKS

Routing attacks target to disrupt functions of the network by exploiting some existing
vulnerabilities in the network (Seth et al., 2021). In RPL-based loT, these attacks can be
divided into three groups e.g., resource consumption, network traffic and topology
attacks. Resource consumption attacks aim at consuming network resources such as
energy, and bandwidth, whereas traffic attacks aim at eavesdropping and/ or dropping

network traffic packets while topology attacks disrupt normal functionality of the RPL.

This study addresses the most destructive and catastrophic routing attack in RPL-based
loT - the DIS-flooding attack (Nisha et al., 2022). This DIS-flooding attack affects the
operations and functionality of the network, including resource consumption and

potentially disrupting data traffic.

DIS-flooding attack: This takes advantage of the unlimited number of DIS that a node
can send until it gets DIO. Malicious node(s) can exploit this vulnerability by repeatedly
multicasting DIS control messages to its neighbour. The neighbours in the range
immediately respond to the DIS and send DIO messages, thinking there is an
inconsistency. The victim nodes also repeatedly reset their Tricker Timer after every DIS
received, resulting in a rise in control message overhead and total energy usage (Garba,
2022). Furthermore, this results in the formation of loops, the use of an unoptimised path,
a decrease in PDR, and an increase in E2E delay (loulianou et al., 2022). This causes
delays and routing loops in the IoT running the RPL routing protocol (Garba, 2022). Table

2-1 outlines the impacts of DiIs-flooding attacks on IoT systems based on RPL.
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Table 2-1: Features impacted by routing attacks in loT networks.

Data Network | Routing

Attack Delay Packet Loss | Topology
traffic resource | Delay

DIS-Flooding \ \ \ \ \ \

2.6 MACHINE LEARNING

ML is a branch of Artificial Intelligence, which is recognised as the most suitable
computational paradigm to have revolutionised the loT environment (Hussain et al.,
2020). Variance of ML algorithms helps businesses and industries to grow by learning
from model behaviour and utilises the models for classification or prediction without

human intervention (Jahangeer et al., 2023).

Machine learning algorithms can be grouped into four categories: supervised,
unsupervised, semi-supervised and reinforcement learning algorithms. Supervised
learning trains from labelled data; unsupervised learning uses unlabelled data; semi-
supervised learning is used in cases where labels are not present in the majority of rows
in the data. Reinforcement learning gets rewarded for correctly interacting with the
environment. In loT networks, machine learning can integrate intelligence into the system
for multiple objectives. These include security, especially attack detection and mitigation
(Zahra et al., 2022). This study explores some of the supervised machine learning

algorithms as security models against loT routing attacks guided by the literature.

2.7 RELATED STUDIES

The network layer is tasked with delivering functionality by choosing an optimal route to
target network packets for different types of systems, including IoT (Nisha et al., 2022).
Attacks in this layer are meant to disrupt the functionality of the network. Therefore, an
intelligent and lightweight security model demonstrating high detection and minimum
false alarms is of crucial in mitigating this. The work in (Gothawal & Nagaraj, 2023)
proposes a lightweight and intelligent IDS model based on finite automata to reinforce the

security of the RPL routing mechanism.
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2.7.1 Works on DL and ML

(Ahmadi & Javidan, 2024 ) propose a trust-based technique using Long Term Short Term
Memory (LSTM), a deep learning model, to detect blackhole, selective forwarding and
rank attacks using a dataset generated from NetSim simulations with 16 nodes (Agiollo
et al., 2021). Furthermore, the work in (Al Sawafi et al., 2023) also utilised a publicly
available dataset, 10TR-DS, to evaluate the performance of supervised Deep Atrtificial
Neural Network (DANN) and semi-supervised Deep AutoEncoder (DAE) in detecting DIS-
flooding, rank and wormhole attacks. The proposed model achieves an accuracy of 98%
and an F1-score of 95% which outperformed SVM, LSTM, KNN, and J48 (DT). However,
in the two studies mentioned, the memory utilisation of the proposed models is not

presented.

According to (Krari et al., 2024), simple traditional models provide a quick response time.
In their study, Krari and colleagues compared the performance of LSTM, DNN, and SVM
using a dataset generated from a Cooja simulation scenario with 20 nodes to detect DIS-
flooding attack. Their findings suggest that LSTM outperformed both SVM and DNN,
achieving a 99.99% accuracy. These results highlight that SVM tops all models in terms
of training time, which suggests its suitability. The two studies (Sharma & Yadav, 2024)
and (Krari et al., 2024), achieve high accuracy but the false alarm results of the suggested
model are not shown. The models are contrary to this research, which presents the false
negative outcomes of the models, among other performance metrics of the models. Aydin
and colleagues evaluated the performance of eleven and two DL models in detecting four
routing attacks (Aydin et al., 2024). With bagging, a tree-based model outperforms all
models, including a neural network DL model, achieving a 99% accuracy, precision, and
recall. A study (Alanazi et al., 2025) compared two DL models (GRU & LSTM) to detect
five routing attacks using a Cooja simulation-generated dataset, where LSTM
outperformed GRU by achieving 95% accuracy. The study also adopted the GRU DL
model to detect seven routing attacks, including the DIS-Flooding attack (Bokka &
Sadasivam, 2023). The model achieved 95% accuracy, 94% precision, and 81% recall.
Though DL demonstrates acceptable results, however, according to literature (Sejaphala
et al., 2025), the benchmark for average accuracy, precision, and recall is 95% and

above. DL’s performance from the synthesised studies falls exactly at the threshold.
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Moreover, FN and model sizes results are not presented, which, however, are significant
performance metrics more especially in LLNs and the severity of having a compromised

node in the loT applications.

2.7.2 Works on ML models

The work in (Wakili et al., 2024) evaluates and compares five (5) models and suggests
RF as the best detection model to enhance RPL security and QoS, achieving an accuracy
and precision of 99% each and a 92% F1-score. The study further adopts and integrates
a Reinforcement Learning (RL) module into RPL for flexible and adjustable routing based
on the outcomes of RF. The study (Sharma & Yadav, 2024) also utilised the 10TR-DS
dataset to implement and compare the performance of RF, MLP, KNN, SVM and DT in
terms of accuracy to detect DIS-flooding, and other disruptive routing attacks. The study
then proposes RF with a higher accuracy of 98%. Though the model achieves desirable

outcomes, the question of model size still stands.

(Abdulkareem et al., 2024) propose an IDS adopting a tree-based algorithm that is RF,
DT, & extra trees to build a stacking ensemble learning model. Using the IRAD dataset,
the authors reported an accuracy, precision, and recall of 99%, demonstrating the
effectiveness of ML in detecting DIS-flooding, VN, and decreased rank attacks.
Demonstrating the superiority of ensemble learning models, Rabhi and colleagues
furthermore compared and stacked SVM, NB and DT to implement an ensemble learning
model, which achieved a 98% accuracy and precision with 0.006% FP (Rabhi et al.,
2022). RF and KNN ML models have been compared to detect four routing attacks, where
the models achieved 99% & 98% accuracy, respectively (Mosa et al., 2024). Furthermore,
Wang and others, in their study, compared five ML models: KNN, NB, LR, DT and RF
(Wang et al., 2024). Where RF outperformed other models by achieving an 89%
accuracy, the study further compared performance of their proposed model against
publicly available datasets like loT-Sentry, RLP-NIDDS17, and WSN-DS, and the model

performed well with the simulation-generated dataset.

Studies demonstrate that traditional ML models, more especially RF, KNN, DT, SVM and
NB, continue to dominate the integration of ML in the security of the loT network to

safeguard and detect routing threats. However, most of these studies do not display the
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size of the models, which is a crucial metric, more especially when the model is intended

for utilisation in loT devices with limited resources.

Tables 2-2 and 2-3 present a comprehensive summary of the synthesised studies. Table

2-2 demonstrates the proposed technique, strengths and limitations, dataset source, tools

used to collect the dataset, and size of the network, including the number of malicious

nodes presented for each study.

Table 2-2 Summary of related work: Strengths and limitations

Ref Technique | Model Strength Weakness Dataset Tool NWS
(Wakili et | ML RF 99% accuracy | Memory NA NA 50-x
al., 2024) utilisation is

not presented
(Ahmadi & | DL LSTM Multiple attack | Memory public NetSim 16-x
Javidan, scenarios utilisation s
2024) not presented
(Al Sawafi | DL DANN 98% accuracy | Memory public OMNET++ | 100-16
etal., 2023) utilisation is

not presented
(Sharma & | ML RF 98% accuracy | FN & memory | public NA NA
Yadav, utilisation are
2024) not presented
(Krari et al., | DL LSTM 99% accuracy | FN and | simulated | Cooja 20-x
2024), memory are

not presented
(Rabhi et | ML Ensemble | 98% accuracy | Model size | Simulated | Cooja 24-x
al., 2022) not presented
(Aydin et | ML Bagging 99% accuracy | Model size is | Public ROUT-4- | -
al.,, 2024) not presented 2023
(Alanazi et | DL LSTM 95% accuracy | FN & model | Simulated | Cooja -
al., 2025) size not

presented
(Bokka & | DL GRU 95% accuracy | Model size | Simulated | NetSim 20-2
Sadasivam, not presented
2023)
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Furthermore, Table 2-3 presents outcomes of the performance metrics derived from the
synthesised studies. The results demonstrate that most studies did not display the MCC,
FN and model size results, which, in contrast to this study, MCC, FN and model size

results are presented.

Table 2-3 Summary of related models' performance metrics

Ref Accuracy | Precision | Recall | MCC | FN | Model size | Model
(Wakili et al., 2024) | 99 99 100 - - 10KB RF

(Al Sawafi et al, |99 98 99 - - - DANN
2023)

(Sharma & Yadav, | 98 95 90 - - - RF

2024)

(Krari et al., 2024) 99 - - - - - LSTM
(Abdulkareem et al., | 99 99 99 - - - Ensemble
2024)

(Rabhi et al., 2022) | 98 98 98 98.5 - - Ensemble
(Aydin et al., 2024) 99 99 99 - - - bagging
(Alanazi et al., 2025) | 99 - - - - - LSTM
(Bokka & |95 94 81 - - - GRU
Sadasivam, 2023)

2.7.3 More proposed techniques

A study (loannou & Vassiliou, 2020) proposed a local agent to accurately detect the
sinkhole attack on the loT. The research investigated the practicality of utilising local
information and agents to identify malicious nodes. The proposed system utilised three
types of local agents as anomaly detectors, namely support vector machines, binary
logistic regression, and a threshold. In their finding, it was evident that the threshold-
based detection approach performed poorly. However, SVM, which was implemented as
a local agent and binary logistic regression within the node's operating system yielded
favourable outcomes in identifying sinkhole attacks. Nevertheless, the research failed to
show the network's scale and the quantity of malicious nodes(s). The proposed
implementation of binary logistic regression in a resource-constrained network like LLN
cannot be a viable solution in detecting the attack, as it utilises memory and introduces
computation overhead. Contrary to their study, we use a packet sniffing tool and an IDS
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to detect the network layer attacks, taking into consideration resource constraints on the

network.

In RPL, the intruder's exploit is the rank attribute. The rank indicates a node's position in
the network in relation to the root node. It serves as a key factor in selecting parents in
RPL networks. (Choukri et al., 2020) employed deep learning to identify the occurrence
of rank attack in RPL. They suggested an IDS utilising the Multi-Layer Perceptron (MLP)
neural network to authenticate and categorise normal and abnormal traffic. The proposed
system achieved 94.57% in accuracy, 98% in F1 score, and 100% recall using a dataset
of 852. Although the study demonstrates acceptable results in detecting, it is unclear what
the outcomes would be in medium to large-sized network datasets. In this research, we
consider a medium-sized network with more than four hostile nodes to assess the

strength of our suggested algorithm.

Multiple attacks impact different elements of the network. Some attacks affect control
traffic, while some other affect data traffic. There are other attacks that target the
resources of nodes. It is desirable to use data from multiple layers to detect attacks in
loT. (Alam et al., 2022) suggested a machine learning method to identify attacks in loT,
utilising multi-layer data. Authors utilise Python CICflowmeter in the architecture to extract
features for every packet received by the root node. While features are being extracted,
no new packet is sent to the CICflowmeter. This is time-consuming and could lead to a
bottleneck on the root as it would be receiving a large volume of packets from the nodes
in a medium-sized network. Although the approach seems feasible, it is clear that they
have a very small network of 5 nodes. However, in a medium-sized network, the

robustness of the proposed approach remains in question.

It is of great importance to identify appropriate feature selection methods to yield good
performance metrics. (Nandhini et al., 2022) proposed a comparative study for feature
selection methods to classify RPL-based loT attacks utilising ML models. The study
evaluated the performance of KNN, Gaussian Naive Bayes and SVM to classify RPL-
based loT attacks under different feature selection methods (including univariate

selection, feature importance, recursive feature elimination and correlation). KNN

Page | 20



outperformed SVM and Gaussian Naive Bayes and illustrated much better results when

recursive feature elimination.

While the feature selection method is crucial, the quantity of features chosen significantly
influences the effectiveness of the machine learning algorithm. (Sharma et al., 2019)
proposed a supervised machine learning algorithm to act against RPL attacks. These
authors compared the performance of random forest, decision tree and Naive Bayes
under different numbers of features. Employing a feature reduction technique, namely the
filter approach, to decrease the feature count from 58 to 21, they achieved a 36%
reduction to conserve processing and communication power. The reduced feature
random forest classifier achieved great results with an accuracy of 99.33%. Compatible
with this paper, our study considers, among other feature reduction techniques, filter
techniques, wrapper techniques, and embedded techniques to decrease the number of
features in the bid of reducing processing and communication energy. However, the size

of the proposed model is still a question even in this study.

Numerous network layer attacks exist for wireless sensor networks and RPL-based loT.
Extensive efforts have been made to identify practical solutions for detecting and
alleviating these adversaries. It is, of course, significant to realise systems that can
countermeasure large-scale attacks at a go. That process requires a dataset for such a
large number of attacks. (Agiollo et al., 2021) suggested an IDS for identifying numerous
threats in loT networks. But first, the authors generated a dataset that contains five
simulations for 14 well-known routing attacks. To detect attacks, they developed
DETONAR, an IDS that combines signature-based and anomaly-based rules to discover
nefarious or abnormal behaviour in the network traffic. Their system’s attack detection
exceeded 80% for 10 attacks out of the 14 considered attacks, and maintained a type |

error close to zero.

Reinforcement-Learning-based IDS for 6LoWAPN was proposed by (Pasikhani, Clark &
Gope, 2021). The proposed IDS uses reinforcement learning to identify diverse assaults
on RPL, encompassing numerous attacks that current research has not addressed.
Moreover, it is capable of identifying even attacks and mobile intruders that have not been

encountered before. In the research, the authors examined the effectiveness of various
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machine learning algorithms, including (Decision tree, k-nearest neighbour, neural
networks, reinforcement learning, and Support vector machine). An intelligent attack
detection and mitigation technique is essential in security against routing attacks in RLP-
based IoT. Most ML-based security methods primarily classify routing attacks and they
have filled that gap (Momand et al., 2021). Authors proposed the support vector machine,
one of the supervised machine learning algorithms, as a detection and mitigation scheme
to act against rank, version number and DoS attacks. Simulated in the Cooja simulator
tool with 30 nodes, the proposed scheme achieved a Packet delivery ratio of 76.8% low
control message overhead and less energy consumption. Although the research nearly
fulfils the criteria for a novel security approach in RPL-based IoT, it does not provide the
results for detection rates and false negatives, which are the two metrics utilised to assess

the effectiveness of security techniques.

While past research findings confirm the significance of the problem and have proposed
an algorithm to detect and classify routing attacks, there are still RPL-based security open
concerns which must be addressed for the end-to-end functioning of loTs in real-world

deployments.

2.8 CHAPTER SUMMARY

The chapter provided the literature review connected to this research. It presented the
loT overview, highlighting its use case and applications, extending to the routing protocol
designed for loT networks with limited resources, and further discussed the most common
research routing attacks in the loT networks. It finally reviewed related work, highlighting
the strengths and weaknesses of some of the proposed works in the literature. The
literature provides evidence that machine learning algorithms promise to be an effective
detection technique with a high detection rate and a minimum of false alarms. Moreover,
it was observed through literature that as much as ML algorithms can be effective, there
is a limit to their integration in RPL-based loT simulated in the Cooja simulator with
minimum false alarms and high detection rate. Additionally, the adoption of mitigation
techniques after detection is still a challenge. However, mitigation is not within the scope

of this study. The following chapter outlines the methodology utilised in this research.
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CHAPTER 3

RESEARCH METHODOLOGY
3.1 INTRODUCTION

This chapter outlines the techniques utilised in this research to fulfil its objectives and
tackle the research gap highlighted in Chapter 1. The chapter presents a smart model to
protect against routing assaults in loT applications that uses mesh LLNs as its backbone.
This is an experimental study, which depends on the network simulations for data
collection. The chapter discusses research the paradigm, research methods, and data
collection methods that align with studies in computing and information systems. The
chapter furthermore demonstrates how this study fits into the selected concepts from a
broader view. As this is an article-based PhD, several methods were adopted to
accomplish the study's goal; therefore, the techniques used for each article are examined

separately in the chapter.

3.2 RESEARCH METHODOLOGY OVERVIEW
3.2.1 Research paradigm

Based on Rehman, (2016: 240), a research paradigm refers to a philosophical view of
the world that guides how research is approached, including beliefs regarding reality,
understanding, and methods for gathering and analysing data. Four paradigms are
dominant and relevant to computing and information systems research: interpretivism,
common in studies involving user behaviours and culture in society; pragmatism, often
used in studies where both technical performance and user experience are relevant
particularly in studies developing models and/or artefacts; lastly, positivism, which is the
basic paradigm of this study, relevant in studies where models and algorithms are tested

using measurable metrics (Davies, 2018: 263).

This research adopts a positivist philosophy because it investigates objective reality
where model performance metrics exist independently of the researcher. The study is
designed to test hypotheses regarding the relationship of cause and effect between
routing attacks and network performance, along with the detection efficacy of the
suggested intelligent model. This is accomplished by gathering only quantitative data

from controlled simulation experiments of network and model performance metrics,
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allowing for the statistical validation of results and the establishment of generalisable

conclusions.

3.2.2 Research design
A methodology is an organised and systematic strategy for carrying out research and a
way to gather data (Davies & Fisher, 2018; Rehman & Alharthi, 2016). It is a framework
that guides the entire approach to gathering and analysing data (Rehman & Alharthi,
2016). Rather than just being a single technique (a "method"), methodology defines:

o The theoretical basis for the research approach.

o The overall strategy for the study that determines what kind of data is needed.

« The rationale for choosing specific data collection tools (e.g., experiments,

simulations, surveys, logs).

In essence, methodology entails the critical process of designing how a research question
is investigated. The structure for executing research is referred to as the research design.
This also details the approaches and methods employed for gathering and examining the
data (Sileyew, 2019). The research design is determined by the researcher's
understanding of the subject and the objectives for reviewing and interpreting the data
(Myers et al., 2013).

This study adopted a positivist paradigm, which, according to (Mbanaso et al., 2023)
influences the selection of the methodology. A study can be quantitative, qualitative, or
mixed methods. Quantitative research methodology means the research depends on
quantifiable or measurable information. Qualitative research approaches mean that the
study is based on individual narratives or records that elaborate how individuals react or
perceive reality within a community. Mixed research approaches utilise both quantitative
and qualitative research methodologies (Apuke, 2017). This study adopted a quantitative
research methodology for data collection since it is an experimental-based study (Bacon-
Shone, 2013).

Figure 3-1 illustrates a three-phased research design employed in this study, that is, the
literature review, empirical, and validation and contribution phases. The literature review

phase establishes the theoretical elements of this study that directed this research.
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Figure 3-1: Research Approach utilised for this study

The empirical phase utilises the findings from the literature review phase to set up
simulations, model attack and baseline scenarios, evaluating the simulation results to
examine the effect of the adversary on the network. Furthermore, the study utilises the
simulation network logs to generate a dataset which is then used to build, train, test and
compare different supervised machine learning models. Lastly, the validation and
contributions phase authenticates and proposes a decision tree-based lightweight and

intelligent model.

3.2.3 Research tools

In network security and performance, network operational logs are leveraged to build and
train models for the classification and detection of routing attacks. This study utilised the

following tools to achieve its aim:

e Cooja simulation tool to conduct loT mesh network simulation scenarios using two
network topologies. It is an open-source simulation tool with comprehensive formal
documentation and an extensive collection of tutorials for experimental use.

e Visual Studio, using Python programming language libraries to preprocess the
dataset, build, train, and test models.

e Draw.io was used to design the figures of this study. Draw.io is a free online, cross-

platform graph visualisation software created using HTML5 and JavaScript.
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3.3 DATA COLLECTION AND ANALYSIS

This study combined three complementary methods for data collection - Integrative
Literature Review (ILR), Systematic Literature Review (SLR), and experimental,
displayed in Figure 3.2 - aligning with specific Research Objectives (ROs) and

contributing progressively to the final defence model.

O O

ITLR
Contextualisation of existing literature

and preliminary conceptualisations

tools

ARTICLE 3 Ins.ighl into different d‘cl‘cnccv
techniques, attacks and simulation
SLR
Theoretical evaulation of machine ARTICLE 4
learning algortihms

O

SLR
ARTICLE 5 ‘Il’|S|gT|t into m.mmg attacks, attalck
intensity, metrics, and network size.
EXPERIMENTAL

Validation of attack impl i ARTICLE 6
framework through analysis of attack O

effects on IoT O

EXPERIMENTAL
Performance comparison and

evaluation of models

Figure 3-2: Articles: cross-sectional data collection methods

Articles 1 through 4 utilised literature review as methods of data collection. Specifically,
article 1 adopted an integrative literature review, and articles 2,3 & 4 adopted a systematic
literature review for data collection. Articles 5 & 6 utilised simulations for data collection

through experimental setups.

3.3.1 Methods
1. Integrative Literature Review

An integrative literature review research approach was adopted to critique and synthesise
existing literature and contextualise current knowledge. The aim here is to provide an
overview of the knowledge framework, analyse critically and possibly reframe, and

thereby enhance the theoretical basis of the topic as it evolves. For newly emerging
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subjects, the goal is to develop initial or preliminary conceptualisations and theoretical
frameworks instead of assessing existing models (Snyder, 2019).
(i) Purpose of this study

This is designed to examine the literature's knowledge base and to pinpoint research
deficiencies, develop a problem statement, and outline the study's goal and

objectives.

(i) Design adopted
Article 1 reviewed the literature in the field of defence mechanisms in RPL-based loT
networks.

(iii) Data collection
Different academic databases, e.g., IEEE, Science Direct, etc., were consulted to collect
several published studies that are relevant to this study.

(iv) Data analysis
Qualitative analysis was adopted to identify the research gaps this study aimed to
address.

(v) Contribution to overall research
This study established the research gap, justified for developing an intelligent defence
model and a conceptual framework for deployment of the defence model.

2. Systematic Literature Review

A Systematic Literature Review (SLR) is a procedure for locating and thoroughly
evaluating pertinent research. A systematic review seeks to locate all empirical evidence
that meets predefined inclusion criteria to address a specific research question or
hypothesis (Snyder, 2019). Furthermore, it was created as a method to combine research
results in a systematic, clear, and replicable manner and it has been termed the gold
standard for reviews (Snyder, 2019).

(i)  Purpose of this study
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To identify, evaluate, and synthesise existing publications on routing attacks and defence
mechanisms in [oT LLNs.
(i) Design adopted

Article 2 reviewed defence techniques (secure-protocol, IDS, and Al-based).
Furthermore, article 3 dived deep into machine learning defence models. Lastly, article 4
employed the design to conduct a review of routing attacks and theoretical

implementation guidelines.

(iii) Data collection

The publications were sourced from academic databases, e.g., IEEE, ACM, Scopus, and
these were screened using inclusion/exclusion criteria, and analysed following the
defined SLR flow. Furthermore, each of the three articles that adopted SLR has its own
subsequent collected data.

(iv) Data analysis
Qualitative thematic analysis was used to categorise types of defence techniques and
routing attacks. Furthermore, quantitative analysis was conducted to assess the
effectiveness of machine learning algorithms found in the literature regarding accuracy,
precision, recall, F1-score, and false positive rate. Lastly, the analysis culminated in
mapping network size and attack intensity.

(v) Contribution to overall research
The study established the research gap and justification for developing an intelligent
defence model.

3. Experimental

(@) Simulations: Article 5

(i) Purpose of this study

To simulate and verify the effects of routing attacks on network performance

(i) Design adopted
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Article 5 implemented DIS-Flooding attacks (see appendix 1)and baseline simulations in
Cooja/Contiki and validated the effect of the adversary on the performance of the network
compared to the baseline scenario.

(iii) Data collection

Network performance logs were captured during simulation runs. These logs contain data
that includes the time packets are sent, received, the number of successful packets, the
type of packet, the beacon interval, and energy consumption.

(iv) Data analysis
This entails comparative analysis of DIS-Flooding attack and baseline results based on
the selected metrics to quantify attack severity. PDR, E2E delay, beacon interval, and
energy consumption evaluation metrics were derived to assess the effect of the adversary
on the network compared to the normal operations of the network.

(v) Contribution to overall research
The study provided experimental evidence of vulnerabilities and the effect of DIS-flooding
on network efficiency.

(b) Simulations: article 6

(i) Purpose of this study
To build, train, and test ML-based defence models against routing attacks and optimise
the best-performing model.

(i) Design adopted
Article 6 evaluated four machine learning models on simulation datasets and optimised
the best-performing model as the intelligent defence model.

(iii) Data collection

This was derived from simulation dataset (CSV) generated from simulations (attack and
baseline scenarios) and pre-processed into feature vectors suitable for Machine Learning
input.
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(iv) Data analysis

Data analysis was undertaken through model training, testing, and cross-validation;
performance assessed through accuracy, precision, recall, F1-score, false negatives and
ROC-AUC.

(v) Contribution to overall research

This study ultimately contributes to the facilitation and creation of a smart defence model
that combines precise identification and efficient resource consumption, forming the core

practical contributions of this study.

Different methods were adopted in this study because of its article-based format. Table
3-1 below summarises the methods employed in the research, emphasising their

objectives, data gathering, and analysis techniques and overall contribution to this study.

Table 3-1: Summary of adopted methods used in this study

depth and identify key
elements for this study

ILR SLR Experimental
Articles Article 1 (Conceptual | Article 2 (Defence | Article 5 (Validation and
framework) Mechanisms), Article 3 (ML | Implementation of Routing
Techniques), and Article 4 | Attacks and Baseline
(Routing Attacks) Scenarios in LLNs)
Article 6 (Comparison of ML
Models for Routing Attack
Detection), (Optimised
Defence Model Proposal)
Purpose Identify a research gap Explore the research study in | Assess the efficacy of the

suggested framework and
establish the effectiveness of
the suggested mode

Data Collection

Articles from academic
databases, including IEEE,
ACM, Scopus, etc.

Articles from IEEE, ACM,
Scopus; screened via a
defined inclusion/exclusion
criterion

Simulation logs (PDR, delay,
energy consumption) and
attack and baseline datasets
(CSV) generated from
simulations; pre-processed
into features

Data analysis

Qualitative synthesis of
existing research

Synthesis of existing
research: Qualitative
synthesis; thematic
categorisation of routing
attacks & defences.
Quantification of performance
metrics, network size,
Number of attacks and
attacking nodes

Statistical comparison of
attack vs. baseline scenarios
Model training/testing; cross-
validation; metrics: accuracy,
precision, recall, F1,false
negatives

Contribution

Research gap identification
Conceptualisation of
knowledge and development
of a conceptual framework

Identification of routing
attacks

Explore existing defence
techniques

Identification of simulation
tools and performance
metrics

Theoretical framework

Provision of empirical
evidence of vulnerabilities of
RPL and validation of the
framework.

Assess the effectiveness of
the suggested defence
model.
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3.4 SYSTEM MODEL

In this study, a decision tree-based lightweight and intelligent defence model for DIS-
Flooding attack is proposed to accurately detect the attacks with a demonstration of low
false alarm and program flash memory utilisation. An implementation diagram of the
design and the structure of the suggested model is articulated in this section. This study
utilises the Cooja tool to simulate a baseline and DIS-Flooding attack scenarios for

dataset generation.

Two datasets are generated: baseline_dataset.csv and disflooding_dataset.csv and
these are concatenated to create a binary class dataset employed to educate and
evaluate the models. The resulting dataset underwent data preprocessing stages in
readiness for model fitting and classification. Figure 3-3 demonstrates the system

architecture adopted in this study to achieve its aim.

baseline
disflooding

Data Source

Cooja Contiki

- Data cleaning

b Data Balaning

ﬂ

disflooding_dataset.cs
baseline_dataset.csv

Data Preprocessing

baseline_disflooding_dataset.csv

Fitting and Classification

Performance results

Proposed Model

Figure 3-3: System architecture flow diagram
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3.4.1 Data source

Using the Cooja simulator, a 25-sensor-node wireless sensor loT network with 1 sink
node was simulated for an hour as a baseline scenario. Then DIS-Flooding attack nodes
were added to create a DIS-Flooding attack scenario, which also ran for an hour. In both
scenarios, network logs (see appendix 2) were collected, and the Python programming
language was utilised to extract valuable information from the network logs and generate
Comma-Separated Values (CSV) files from both scenarios (see appendix 3), that is,

baseline_dataset.csv and disflooding_dataset.csv.

3.4.2 Preprocessing

Data preprocessing involves applying several strategies to the data, including data
cleaning, transformation, balancing, and splitting. The objective is to make the data
suitable for supervised machine learning classification models. This study cleaned and
organised data for analysis by handling missing values, efficiently scaling data and
balancing the binary class dataset. This procedure guarantees that the data is precise,

uniform, and prepared for modelling.

3.4.2.1 Data cleaning

It was observed that some columns and rows in the data files had missing values. The
basic strategy of dealing with missing values would be discarding the entire rows and or
columns, but that would result in data loss. Imputation was adopted to deal with the
missing values. Univariate feature imputation was utilised to impute missing values with
the statistical mean of each column. Furthermore, for each data file, a column ‘target’ was
created with entries of Os and 1s for baseline and DIS-Flooding, respectively, further

concatenated into one base_disflooding data frame.

3.4.2.2 Data scaling

Normalisation and data standardisation techniques were applied as this is a requirement
for many machine learning models, and it was observed with the Support Vector Machine

and Multilayer Perceptron in this study. The mentioned models performed poorly with
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unscaled data, which demonstrated the importance of scaling data for improved

classification.

3.4.2.3 Data balancing

The binary class dataset of this study has 1475 and 1162 entries representing baseline
(0) and DIS_Flooding (1) classes, respectively. Though the imbalance is not significant,
for better classification, the Synthetic Minority Oversampling Technique (SMOTE) was
adopted to create synthetic data points to balance the dataset, so as to improve model

generalisation and performance by reducing bias towards the majority class.

3.4.3 Fitting and classification

Upon preprocessing the dataset, supervised machine learning algorithms were created,
trained, assessed, and analysed. The selection of the models and performance metrics
was guided by the literature and the SLRs (Article 3) conducted in this study. In this

subsection, we outline the training and selection techniques employed in our research.

In this study, the dataset was divided into a training set and a testing set, with 70%
allocated for training and 30% for testing the detection capability of the model given the
dataset. Moreover, the research utilised six machine learning models: SVM, RF, MLP,
KNN, DT, and NB.

These are classification models for supervised learning that can learn from labelled data
and forecast the class of unknown data. The models were selected based on guidance
from the literature, their effectiveness in classification tasks, and their capability to reflect
performance and quality regarding accuracy, precision, recall, false negatives, and
Matthews Correlation Coefficient (MCC). This study evaluates and analyses the

performance results of the 6 models to determine the best-performing one.

3.4.4 Decision tree-based lightweight and intelligent defence model

A Decision Tree is a supervised machine learning model that is non-parametric and used
for both classification and regression tasks. It separates the data instances in its
processes and generates decision rules based on data characteristics to predict the target

variable's value.
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The decision-making process of this paradigm can be represented as a tree, facilitating
user interpretation. Decision nodes and leaves are the core components of decision trees.
In the decision node, data is partitioned according to a specific parameter, while the

leaves yield the outcomes or decisions (Wang et al., 2022) as depicted in Figure 3-4.

In this experimental work, the splitting criterion employed was Gini, which quantifies the
impurity of the split. It exhibits how well a split divides the total samples of binary classes

into a specific node t. Mathematically, it can be expressed as in (1).
Gini(t)=1- Y. _ p? (1)
where, t is the node, k is the number of possible classes, and i represents the class.
p? proportion of samples belonging to the class i in node t
Then the prediction for the input x can be expressed as in (2)
y(x) = argmaxp(i|x € leaf) (2)

where, crepresents a class, either baseline or DIS-Flooding. C is a set of classes
{baseline, DIS-Flooding}

p(ilx € leaf) the probability of the class i given that x ends up in that leaf node, argmax

chooses the class with the maximum probability
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Figure 3-4: Proposed decision tree classifier architecture

3.5 ETHICAL CONSIDERATIONS

An examination of ethical concerns during research activities is essential to avoid ethical
breaches (Kamiri & Mariga, 2021). Although this study is a no or low risk ethical one, the
study followed the ethics process as defined in the FNAS document of the North-West
University. The researcher signed the North-West University code of conduct, committing
to uphold honesty, accountability, professional civility and good stewardship, and
received ethical approval for the project. The risk application was scrutinised by the
committee and ethical clearance number was approved (NWU-01333-24-A9),see
appendix 4, ethical clearance. Beyond procedural clearance, additional ethical
dimensions were considered. With respect to data privacy, the dataset utilised in this
study was generated within a controlled Cooja simulation environment and did not involve
human participants, personal data, or identifiable information. Consequently, no personal
privacy risks were present. Nevertheless, secure storage practices and controlled access
to the generated datasets were maintained to preserve research integrity and prevent

unauthorised manipulation.

It is worth noting that the experimental setup, simulation parameters, attack
implementation methodology, feature extraction process, and model evaluation

procedures were systematically documented. This approach mitigates reproducibility
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risks and promotes methodological transparency, thereby supporting verification and
replication by other researchers in the field. While this study involves the implementation
of routing attacks within a simulation environment, such implementation was conducted
strictly for defensive and evaluative purposes. The objective is to strengthen the resilience

of RPL-based loT networks rather than to facilitate malicious exploitation.

3.6 CHAPTER SUMMARY

In conclusion, a positivist paradigm was adopted because it assumes reality exists
independent of humans, which aligns with the philosophical orientation of this study. A
positivist paradigm assumes several methods, including quantitative, qualitative and
mixed methods. However, this study adopted only a quantitative strategy, further utilising
review and experimental methods for examining data. The following chapter presents the

findings and analysis of this research.
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CHAPTER 4

RESULTS AND DISCUSSION
4.1 INTRODUCTION

This section presents the results of this research. It emphasises the findings and
discussion of every article in this study in the “articles from the research study” section.
For each article, the chapter presents purpose, methods employed to conduct the
research, results and discussion, conclusion, and the full paper submitted for publication.
Lastly, it presents a chapter summary of the findings of this chapter and introduces the

next chapter.

4.2 ARTICLES DEVELOPED FROM THE STUDY
4.21 Article 1

1. Article publication details

Title: High-Level Defence Model against Routing Attacks on the Internet-of-Things
Status: Published

2. Article synthesis

(i) Purpose

This article is a theoretical study extracted from the initial proposal of this research.
It aims facilitate the creation of a streamlined smart defence framework against a
routing adversary in LLNs. Building on established findings from the literature, this
article proposes a high-level end-to-end conceptual framework for the
implementation and deployment of a lightweight and smart security model to protect
against routing attacks in resource-limited loT networks with limited memory,

processing power, and energy.
(i) Methods
An integrative literature review research approach was adopted to critique and

synthesise existing literature and contextualise existing knowledge.
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(iii) Results and Discussion

As a conceptual study, this article does not only present empirical results but
discusses findings based on the literature review. It highlights that there is still a
research gap to exploit in the adoption of ML techniques as security models in 0T
networks against routing attacks, further establishing that Edge computing is a
feasible option for deploying models, taking into account the limited resources of loT

networks.

(iv) Conclusion

Though this article does not provide empirical results, through an integrative review,
it presents a comprehensive conceptual model aimed at protecting loT networks of
resource-constrained devices against routing attacks, meaning that the field of

adoption of machine learning algorithms still needs to be explored further.

3. Full paper

Page | 38



Indonesian Journal of Computer Science
ISSN 2549-7286 (onling)
Jin. Khatib Sulaiman Dalam Ne. 1, Padang, Indonesia
Website: ijes.stmikindonesiaacid | E-mail: ijes@stmikindonesiaacid

High-Level Defence Model against Routing Attacks on the Internet-of-Things

Lanka Chris Sejaphala?, Vusumuzi Malele? , Francis Lugayizi®
chris.sejaphala@nwu.ac.za, vusimalelei@nwu.ac.za, francis.Lugayizi@nwu.ac.za
North-West University, South Africa

Article Information Abstract

Submitted: 1 Feb2024 This paper aims to answer the following research question: “To what extent
Reviewed: 11 Feb 2024 can an intelligent security model effectively defend against routing attacks in
Accepted : 27 Feb 2024 RPL-based Internet of Things (loT) with a demonstration of less network
resource consumption, high detection rate, and minimal false negatives?” To
answer this question, this paper proposes a high-level conceptual framework
to defend the 0T against routing attacks. In recent works, mitigation
techniques have been proposed to act against routing attacks, however
conceptual defence or mitigation framework is not presented as a set of steps
to follow to develop an effective and robust intelligent security model. This
paper aims to present a high-level conceptual defence framework against
routing attacks; specifically, sinkhole, rank, DIS-Flooding, and worst parent.
The four mentioned routing attacks are capable of disturbing loT network
functions and operations, and consuming network resources such as memory
and power.

Keywords

Internet of Things, RPL,
Machine learning,

Atribytion-ShareAlike 4.0 International License Vol. 13, No. 1, Ed. 2024 | page 669

Page | 39




ISSN 2549-7286 (online)

A, Introduction

In recent years, technology has evolved significantly, leading to distinct
generations characterised by major advancements and innovations. The current
generation of technology is characterised by the proliferation of the internet users,
1oT, Artificial Intelligence (Al), cloud computing, etc. It encompasses the third and
fourth industrial revolutions [1]. The third industrial is referred to as the digital
revolution characterised by the advent of the internet and digital technology. This
revolution gave rise to the integration of Information Technology into various
industries and transformed how people communicate, work, and access
information.

The current phase of the industrial revolution, the 4% Industrial Revolution
(#IR} is characterised by the convergence of physical, digital, and biclogical
technologies, involving advancements in Internet-of-Things (loT), Machine
Learning, Three-Dimensional (3D] printing, Nanotechnology, and Biotechnology to
name a few. The 4th Industrial Revolution aims to create “smart” and
interconnected systems that can enhance efficiency and productivity across various
sectors, including transportation, manufacturing, mining, agriculture, health, and
energy [2].

The loT is a paradigm of interconnected devices that collect and exchange data
with each other from the environment of deployment and share the data over the
Internet to achieve a particular goal (see Figure 1). This paradigm is used in a wide
range of applications including home security management, industrial automation,
smart energy monitoring and management, surveillance and military, smart cities,
and farming, to name a few.

The loT applications are growing rapidly, bringing significant differences in
human lives, and helping industries like manufacturing, logistics, and health make
critical decisions. The [oT market is estimated to grow over $2.4 trillion annually by
2027. This includes the growth of loT devices from 8 billion in 2019 to 41 billion in
2027 [3]. The loT has brought very significant benefits to our lives, society, and
industries. Given the applications of [oT, most of the loT devices are resource-
constrained (small on-board memory, less energy, and low computation
capabilities] and are expected to operate for a long period; thus, low power-
consuming protocols are desired. Due to its resource constraint (energy, memaory,
computation) nature, loT devices use standardised Routing Protocol for Low-power
and Lossy networks (RPL) to communicate their routing information among
themselves and route their observed data to the sink node.
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Figure 1. Applications of the Internet of Things [4]

RPL is the only DeFacto standardised network layer routing protocol for Low-
power and Lossy Network (LLN) loT [5]. Standardised in 2012 as RFC 6550 by
Routing Over Low Power and Lossy Networks (ROLL) which is a working group of
the Internet Engineering Task Force (IETF) [6]. The RPL has gained much popularity
in the industry and academia because of its capability to provide efficient routing
among resource-constrained smart IPvé-enabled loT nodes, Quality of Services
(QoS) support, and flexibility in adapting to different network topologies. The RPL
uses low energy-consuming techniques to support self-organisation and self-healing
for handling frequent node failure. Furthermore, providing efficient routing for IPvé
packets, these capabilities of RPL favours its usage in the loT applications running
on LLN infrastructure.

While loT opens doors to the realisation of the connected world and new
networking possibilities, it is vulnerable to routing attacks. The most common types
of attacks in loT running RPL are routing attacks since all nodes in the network
partake in packet forwarding for the whole network [7]. These attacks cause
massive data theft and system susceptibility [8]. Moreover, an increase in connected
loT devices and their insecure nature gives adversaries more options to gain access
to the devices and use them to launch further large-scale catastrophic attacks like
DDoS [9]. The popularity of RPL in loT applications renders the security of this
protocol of paramount importance. In other words, the deployment of RPL-based
loT has caused critical security vulnerabilities simultaneously, as such it has become
crucial to address these vulnerabilities in RPL-based loT [10]. The RPL as a widely
deployed routing protocol in loT is susceptible to routing attacks such as DIS-
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flooding, sinkhole, rank, and worst parent attacks to name a few. Routing attacks
pose a great threat to IoT running RPL as a routing protocol; and may affect its
performance and functionalities [11].

In recent years, traditional technigues have been proposed; however, in
literature, it is reported that Machine Learning techniques are more effective in
terms of analysing loT network traffic and making accurate predictions [12]. As such
Machine Learning algorithms are utilised to monitor the behaviour of the network,
classify network traffic, detect and mitigate network attacks, etc. However, these
intelligent security models impose memory and computational power challenges in
the loT network, they require large memory and computational power to carry out
their functions. In this study, edge computing is realised as a suitable solution to the
challenges faced by intelligent model deployments.

This paper aims to propose a high-level conceptual framework that will
contribute towards the development of a defence model that will effectively defend
against routing attacks in RPL-based loT with a demonstration of less network
resource consumption, high detection rate, and minimal false negative. Taking
advantage of the memory and computational capability of edge computing, as its use
in model deployment to defend against routing attacks in loT remains limited.
Despite this introduction, this paper comprises of the following sections: literature
review, methodology, proposed model, and conclusion and future studies.

B. Research Method

In this section, experimental setup and methods of data collection and analysis
are presented. However, prior to the latter, this section will discuss both network
and adversary modelling as a subsection of the experimental setup.

+ Experimental setup

To run different simulation scenarios, the study utilises NetSim V13.2 installed
on an HP laptop running a 64-bit Windows 10 Pro Operating System and 16GE RAM.
MATLAB R2023 is utilised for performance metrics visualisation, the edge
computing device is simulated as an HP PC running Linux 05 with 16 GB memory.

+ Network Modelling

We conduct extensive simulation experiments using NetSim to model 1oT
running RPL. Where [oT nodes are uniformly distributed in a defined network area,
with a single DODAG root. The communication range of each node is 50m with a
normal data rate of 250Kbps, and 802.15.1 MAC/PHY operates with a default
configuration.

+  Adversary Model

The attack model is followed to capture the performance of the network under
different numbers of attacking nodes defined as percentages and to evaluate the
robustness of the proposed scheme. The paper defines 5%,10%, and 15% for each
network size (e.g, 25,36, and 64) as attacking nodes as a mechanism to evaluate the
performance of the proposed scheme. As presented in Table 3 below, a network size
of 25 loT devices provides 1 attacking node at 5% attack, and a network size of 36
10T devices provides 5 devices attacking nodes, and so on.
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Table 1. Attack percentage distribution

Attack %
Network
Size 5% 10% 15%
25 1 3 4
36 2 4 5
64 3 6 10

* Evaluate performance

To evaluate the performance of the proposed model, the paper considers the
following performance metrics accuracy, precision recall, and area under ROC.
These metrics are most used to evaluate the performance of Machine Learning
algorithms. Furthermore, the paper utilises network performance metrics to
evaluate the performance of the network during a network attack, no attack, and
after the mitigation of the attack. Metrics that are considered are packet delivery
ratio, energy consumption, detection rate, false negative, control message overhead,
and end-to-end delay.

* Assumptions and Limitations

The network can only maintain one DODAG instance. The security of edge
device is not the scope of this work, as such, the paper assumes that the edge device
is secured.

+ Data Collection and Analysis

Wireshark as a packet sniffing application is utilised as a data collection tool.
Wireshark has the capability to capture network packets and display them at a
granular level [25]. It can be used for real-time or offline analysis to assist with
network analysis and ultimately network security. Collected data is analysed using
a graphical representation. Both MATLAE and/or Microsoft Excel applications are
utilised for the presentation of data.

C. Resultand Discussion

This paper proposes a high-level conceptual framework to defend against
routing attacks in loT running RPL routing protocol. The framework utilises edge
computing technology to deploy the Intelligent Security Model at the edge of the
network. The high-level conceptual framework is depicted in Figure 2 and details
of each component are described in the following subsections.

* High-level conceptual framework

The proposed framework implements ensemble learning, where multiple
supervised machine learning algorithms are integrated into one model for the
classification of network traffic data, detection of attacks, and identification of
malicious nodes. A list of malicious nodes list is forwarded to the 6LowPWAN
Border Gateway (6BG), which then multicast the malicious node list to the legitimate
nodes with an instruction of selective-forwarding. As depicted in Figure 2, a
proposed conceptual defence framework is presented. Edge computing technology
is utilised to deploy the Intelligence Security Model, the framework uses packet
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sniffing devices to forward the network traffic as a pcap file to the model deployed
at ML-enabled edge device for analysis.

The output from the ML-enabled edge device is a list of malicious nodes
identified in the network and is sent to the 6BG for mitigation. During mitigation,
legitimate 0T nodes are instructed to drop control message packets from the
malicious node list as a mitigation mechanism. While MATLAB is used to capture
and display the performance of the network and the Intelligent Security Model.

Mitigation

Figure 1. Proposed conceptual defence framework.

¢ High-level conceptual framework: Literature Contribution

It is fundamental to develop security techniques that detect and mitigate
routing attacks with less or close to zero network overhead. Current state-of-art
security solutions use traditional techniques (e.g., trust-based, rule-based,
signature-based, encryption, and key-management, etc.) trying to ensure the
security of the RPL-based loT [13]. While securing the network, these techniques
introduce heavy mechanisms at the expense of 1oT devices and the overall network
performance. To launch an attack, cybercriminals generally modify an existing
attack code to replicate an attack. This is where the power of edge-enabled
intelligent mitigation techniques proves to be an ideal solution because they rely on
past learning rather than signature and rules which can be changed easily [14] while
the computations are done on the edge of the network instead of at the IoT device
level.

The fact that a large amount of data is acquired from loT devices with limited
resources such as computing, has rendered conventional techniques ineffective
leading to the emergence of intelligent systems [12]. In recent years, research work
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in the integration of artificial intelligence particularly machine learning as a security
solution has been conducted [15]. It is evident that machine learning-based methods
promise to be a viable solution against routing attacks, but little attention has been
given to loT [16]. It is expected that machine learning algorithms promise to
produce desired results in efficient and effective mitigation approaches to address
some of routing attacks in RPL-based 0T networks [17]. In the context of networks,
the most used machine learning techniques from literature are supervised learning
[18], they achieve high-performance metrics percentage in classifying several
attacks. However, most of the proposed machine learning-based security technigues
in RPL-based 10T only classify attacks without mitigation. It is known that RPL-
based loT has adopted some spectrum of wireless sensor network attacks [19]. In
their study, they proposed a machine learning class, ensemble learning-based
intrusion detection system for RPL-based loT to detect against selected seven
network layer attacks which use four different classifiers. The four classifiers e.g,
boosted trees, subspace discriminant, RUS boost tree and bagged tree were trained
and tested. Boosted tree achieved the highest accuracy of 94.5% and RUS boosted
tree achieved a better area under ROC of 98%. However, their proposed system only
classifies normal and attack traffic it does not neither identify malicious nodes nor
mitigate them. Their system model does not offer an end-to-end mitigation
mechanism.

Although in the recent past, some works have been done on traditional
techniques aiming at securing RPL, showing acceptable results [20]. However,
although these conventional technigues promise to mitigate routing attacks in RPL-
based IoT, most of them do not evaluate resource utilization and communication
overhead during detection and mitigation [21]. Furthermore, with conventional
techniques, it is also not feasible to address multiple attacks with only one technigue
[22]. Moreover, these conventional techniques either introduce communication
overhead, computation performance issues, and/or energy consumption in these
LLNs. A conventional end-to-end mitigation technigue to act against Network
Isolation Attacks in defending RPL [23]. Unlike [19] and [23], [24] not only
employed an intelligent security model to identify anomalies in the IoT but also
realised and utilised fog computing for model deployment. In ensuring that the
proposed model does not contribute much to loT device resource consumption.
They allowed expensive computation of the detection model to be handled by a fog
device equipped with computational power and memory. However, as far as [19]
realised the power of the intelligent model, they could only identify attacks, without
mitigation. But [23] implemented end-to-end detection and mitigation technigue.
Whereas [24] integrated methods in [19] and [23] into fog computing to realise an
end-to-end defence against one type of attack, DDoS, by classifying network traffic.
This paper then proposes the integration of an intelligent security model into an
edge device to defend against multiple routing attacks. Furthermore, evaluate both
the performance of the model and network under different performance metrics.

In the 10T environment given its large-scale deployment, applications, and
wide uses it is vital to develop an intelligent security model against routing attacks
aiming at disrupting network functionality. The security model must be able to
achieve a high detection rate, and almost close to zero false negative while
mitigating the attacks with close to zero network overhead. Furthermore, the model
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must consider the resource-limitation nature of the RPL-based 0T networks. To the
best of our knowledge through literature, such an intelligent security model has not
yvet been developed. The work illustrated in Table 2 presents the theoretical
contribution that our proposed model promises to close the gap.

Table 2. Theoretical gap contribution

Open issues
i Effects of | Proposed Spectrum | Mitigation | Network
Studies attacks technique of attacks performance
on the | Resource metrics
network | consumption
Not Addrresed Difficult | Techniques | Presented
- addressed to are able to
B - address mitigate
3 multiple | and isolate
@ _E attacks malicious
= nodes from
- the
network
- Not Partially Able to Techniques | Not
= % addressed | addressed address only addressed,
& o mutliple | attacks only machine
=B attacks at | they do not | learning
SE E once provide metrics
=3 mitigation | evaluation
“ mechanism | are presented
Will be Will be Mutliple | Malicious | Both machine
» E addressed | addressed, attacks nodes will | learning and
= E computations | will be be network
G to be done on | addressed | identified, | performance
E E edge device isolated metrics will
EZ and attacks | be presented
2 will be
mitigated

This paper attempts to close the gap of the need for a supervised machine
learning mitigation model to act against routing attacks, to secure the network, and
maximise its performance. As such, the paper contributes an intelligent security
model as a defence mechanism against routing attacks in loT running RPL as a
routing protocol. The model will integrate best-performing supervised algorithms
for the classification of network traffic, detection of attacks, and identification of
malicious nodes. The model will take advantage of the edge computing technology

and have all the computations done on the edge device, not the loT device level.

D. Conclusion
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In this paper, we proposed a high-level conceptual framework to defend
against routing attacks in loT running RPL. The framework displays the use of edge
computing technology to store and execute the defence model, as edge computing
technology is capable of integrating high-performing (in terms of memory storage
and computational power) devices closer to the loT end-devices. The framework
demonstrates high-level end-to-end mitigation.

This paper aims to contribute towards the development of an effective and
efficient Intelligent Security Model to defend against routing attacks in loT networks
running RPL. As such, the primary contribution of this paper is to propose a high-
level conceptual framework for defence against routing attacks. The secondary
contribution of the paper is the identification of a theoretical gap in the literature to
utilise edge computing integrated intelligent security model to defend loT against
routing attacks. Limitations of the study are that the simulation tool can only
simulate homogeneous [oT device networks.

In future work, routing attacks defence is intended to be addressed by
developing an intelligent security model to defend loT against routing attacks.
Furthermore, future work will enhance the performance of the Intelligent Security
Model by providing feedback on its performance and suggestions to improve its
performance metrics. In such a way that the model will not only defend against the
routing attacks, but its poor performing metrics will be improved from performance
feedback.
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4.2.2 Article 2
1. Article publication details

Title: A Systematic Literature Review on Defence Techniques against Routing

Attacks in the Internet of Things

Status: Published

2. Article synthesis

(i) Purpose

This article provides a robust and comprehensive analysis by synthesising existing
research on routing attacks and the defence techniques in IoT RPL-based networks.
It achieves this by investigating the secure-protocol, conventional IDS and ML-
based IDS techniques. The article identifies their effectiveness, deployment, and
application in predicting and alleviating routing attacks and offers insights into the
state of RPL security. The article also identifies shortcomings in existing research

and suggests avenues for future investigations to enhance |oT network security.

(i)  Methods

The study utilised a SLR research methodology to collect and analyse 39 relevant
published studies between 2021 and 2024. Publications were extracted using

search keys from scholarly databases like IEEE, Scopus, ScienceDirect, and MDPI.

(i) Results and Discussion/ Findings

The review is structured into two main sections: a cross-sectional comprehensive
analysis of defence techniques (article distribution, simulation tools, and
configurations) and a synthesis of related studies highlighting the scope of work,
strengths, and challenges. Key findings include the prominence of ML-based IDS,
constituting 43.59% of the selected publications, flooding attacks topping the attack
category, appearing 22 times over 122 attack instances. It is established that
commonly used simulation tools include Cooja Contiki OS, MATLAB, NetSim,
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OMNeT++, and NS3, with varying simulation configurations. Subsequently, Cooja
contributes 76% usage in the publications. The study further presents metrics for
assessing the efficacy of defence strategies, demonstrating that detection accuracy
is the most prominent metric for the evaluation of the technique. The review
concludes with recommendations for improving defence techniques and addressing

challenges like energy efficiency in low-power loT devices.

(iv) Conclusion

This article presents a comprehensive systematic review of defence techniques
against attacks on routing in LLNs. Defensive strategies can be classified into
secure-protocol, conventional IDS, and ML-based IDS. Moreover, ML-based IDSs
are the most researched between 2021 and 2024, demonstrating their adoption as

a defence technique to identify bogus network traffic for IoT networks.

3. Full paper
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Abstract— The proliferation of the Intermet of Things (IoT) has
attracted different sectors such as agriculture, mamifacturing, smart
citles, mansportation, ete. o adopt these rechnologles. Mozt loT
networks utilize Routng Protocel for Low Power and Lossy
Merworks (RPL) to exchange coatrol and data packets across the
network, However, RPL is susceptible to routing attacks such as
rank attacks, DIS-flocdng, stc. In recent vears, different defense
technigques have been propossd to act against thess attacks ie,
Secure-Protocol, conventional Intrusion Detection Systems (IDS),
and Machive Learing (ML)-based This systematic literabure
review explores 39 published papers in the demain of defense
technygues agalnat routng atacks in RPL-based ToT. The fndings
of this stady suggest that most Secure-Protocol can detect and
tritigate routing attacks utilizing diswibuted placement, ML-based
can detect most attacks but lack mitigation mechanizms, and
conventicnal TDS technique utilizes a hybrid approach in detection
and placement stratepies. Additicnally, this study reveals that India
publishes more research papsrs in ML-based and Secure-Frotocol,
Furthesmore, flooding artacks are the most discused attacks in the

selected smdles, Finally, Cooja Contlkl is the most used siomilation
ool

Keywords—Defense lechnique, RPL, Bouwring affacks, ToT

I.  INTRODUCTION

The Internet of Things (IoT) emerges with different
innovations  including  smart  agriculture,  epvironmental
menitoring, and smart grids, to name a few [1]. However, the
broad adoption of IoT faces challenges in terms of security
due to some of its characteristics, L.e., direct access to devices
from the internet, the commmnication nature of wireless
media, and potential unattended operations of relevant
deplovment. One of the significant enablers of IoT technology
15 the Low-power and Lossy Networks (LLNs) which
comprise interconnectad devices with low compuiational
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capabilities and less storage and are often operating on
batteries  such as sensor nodes and acmators  [2).
Commupication technologies in LINs are subjected 1o
limitations such as short communication range, high packet
loss, low data rate, dynamically changing topology and frame
size limitations. Such limitaticns render the development of
efficient routing protocols for LLN: of significant importance,
Routing is one of the fundamental driving forees of LLNs, it
provides connectivity to various applications and enables
seamless eomnmnication among IoT devices [3]. LLNs run on
resonrce-constrained devices like radio ransceivers and ulira-
low powered micro-comtrollers as such. traditional routing
protocols like Ad hoc On-Demand Distance Wector (AODV),
Open Shortest Path First (OSPF), Dynamic Source Routing
{DRS ) are not suitable to facilitate data ransmission betwesn
such devices due to network and device characteristics[4].

To overcome the limitations of traditional routing
protocols i1 LLWS, the Intemet Engineering Task Force
(IETF) group for Routing Owver Loss-power and Lossy
Wetworks (ROLL) has introduced and standardized the IPve
Reouting Protocol for low-power and Lossy Metworks (RPL)
to meet various requirements of applications and obligations
[5]. Moreover, it satisfies the routing necessities of LLNs [6].
It is worth noting that, the RPL as a prominent infusion to
routing limitations in IoT is vulnerable to many network layer
attacks, particularly routing attacks [7]. Some examples are
DIS Flooding, Rank. Sinkhole, and Worst Parent attacks.
These attacks exploit the vulperabilities nberent in RPL-
based IoT systems by consuming devics power, causing
topelogy inconsistencies, dropping data packets, and creating
delays in packet delivery.

Recent review works demonsirate that BPL is susceptible
1o many routing attacks, additionally, several researchers have
proposed defense techniques [8-10] to defenwd the IoT from
those routing attacks. However, these studies do not discuss
the three techniques this smdy covers Le., Secure-Protocol,
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conventional  Intrusion Detection Systems (IDS), and
Machine Learning (ML)-based defense techniques in one
paper. To the best of our knowledge this is the first review to
discuss traditional and advanced defense techniques and to
provide a link between publication country of origin, adopted
defense technique, academic library, and year of publication.
The contributions of our study are as follows 1) provide a
comprehensive SLR method relevant to different RPL defense
techniques, 2) formulate a set of research questions pertinent
to various defense techniques, distributions of publications,
statistics of network simulation tools, configurations setups,
and discussed attacks. 3) provide a link between the
publications of the origin country, defense techniques
adopted, academic library, and year of publication.

The rest of the paper is organized as follows, section IT
provides related work of the study, Section ITI discusses the
methodology used to conduct this SLR study, a discussion of
results is presented in Section IV, and lastly, the conclusion in
Section V.

II. RELATED WORKS

The advent of IoT networks and their applicability in
different sectors has ignited significant academic and
industrial interest, especially in RPL security. This section
provides a review of related work in the domain of security
techniques in RPL-based IoT. We rigorously identify and
evaluate four existing systematic review and traditional
review papers that are pertinent to the critical aspects of our
domain of interest.

Authors of [11] conducted a comprehensive traditional
review comparing the Secure-Protocol and IDS security
solutions. They, furthermore, gave an analysis of the RPL-
specific attacks and their countermeasures highlighting
essential attributes i.e., topology, resources, and traffic
affected by these attacks. The study [8] provides an analysis
of machine learning-based techniques to secure IoT
following the SLR methods. The study presents a
comprehensive review of different machine learning
detection models and their pros and cons. However, the study
is focused on application layer attacks.

The study [10] presents an extensive review of several
routing attacks. In addition, it further provides an in-depth
description of IDS and its different detection strategies that
can be adopted for the detection of routing attacks. However,
the study lacks an analysis of Secure-Protocol defense
techniques. Authors of the study [9] demonstrated the
significance of the Secure-Protocol as a defense technique
against routing attacks. They further provide a distribution of
publications; however, the study lacks a relationship between
the publication year, country of origin, academic library, and
defense techniques.

Table I below provides a summarized analysis of the
related work.

TABLE I SUMMARY OF RELATED STUDIES

Study | Scope of work Strength Similarity | Limitation
with our
study
[11] A review of The study Overview The study
comparison of provides an in- of security lacksa
Secure-Protocol | depth analysis of solutions review of
and IDS, RPL- RPL-specific for RPL Machine
specific attacks attacks and their learning as
and their countermeasures. a potential
countermeasures, security
attack taxonomy, solution
and cross-layer
security solution
forRPL
[8] SLR on machine The paper Overview The paper
learning and presents a of machine lacksa
deep learning- comprehensive learning teview of
‘based techniques review of techniques traditional
to detect large- machine learning solutions
scale attacks and deep 1Le., Secure-
learning-based Protocol
techniques and therr
attack focus
1s not
routing
attacks.
[10] SLR on RPL and The study Overview The
its existing presents an of IDS research
threats. and extensive review | techmiques | paper lacks
classification of of RPL threats a review of
IDS techniques. and the Secure-
classification of Protocol
relevant IDS and
techniques. machine-
learning.
defense
techniques
51 SLR on attacks The review Overview The study
defense provides a of secure- lacksa
mechanisms in comprehensive protocol review of
RPL-based in-depth analysis | techniques both IDS
6LoWPAN of various RPL and
security machine
mechanisms, learning-
challenges. key based
issues, and defense
recommends techniques
future research
directions.

III. RESEARCH METHODOLOGY OF SLR STUDY

To gain an insight into which studies have been publishing
in the sphere of defense techniques against routing attacks in
LLN, the Systematic Literature Review (SLR) method was
adopted in this article. This section of the article covers each
step of SLR methodology in detail. In sections B, C, and D,
the paper gives an explanation of key concepts of the SLR
protocol, followed by Section E which explains the validation
results of collected and synthesized publications

A. Research questions and SLR profocol

This paper aims to evaluate studies between 2018 and
2023 in the domain of defense techniques against routing
attacks in RPL-based IoT have been conducted. To achieve
this goal, it is required an understanding of RPL and different
routing attacks that are threats to the RPL-based IoT.
Secondly, we investigate different defense techniques which
are proposed in the year range. This includes compiling
findings, outlining weaknesses and strengths, and presenting
empirical evidence in detecting and mitigating routing attacks.
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Lastly, give recommendations, challenges, and future research
areas. To meet the objectives, we formulated several research
questions as follows:

¢ RQI: What is the distribution of studies into
defense techniques in RPL-based IoT regarding
country of origin, year of publication, type of
defense technique, and academic library?

¢ RQ2: Which simulation tools are mostly used,
and which configurations are mostly used
particularly simulation area, simulation time,
transmission range, and interference range?

¢ RQ3: Which attributes can be used to evaluate
the robustness of defense techniques?

¢ RQ4: Which types of detection and placement
strategies demonstrate the capability of
addressing most attacks?

¢  RQ35: Which routing attacks are mostly addressed
by the proposed defense techniques?

e RQ6: Which proposed techniques are capable of
detecting and mitigating routing attacks?

e  RQ7: Which performance metrics are commonly
used to evaluate the performance of defense
techniques?

e RQS8: What are the best defense techniques,
detection and placement strategies, challenges,
and future research areas?

B. Identfificafion of academic databases and Search
keywords

In this step, we explored academic information sources, and
four databases were exploited to extract and collect
publications for inclusion in the subsequent extraction and
synthesis procedure. In this article, a set of search keywords
is declared by the union of specific and broad keywords to
achieve a reasonable number of publications that are suitable
to the research topic. From background section 2.1, RPL is a
standardized routing protocol for IoT specifically LLN
networks, However, the ‘IoT" keyword is implicit in most
publications, and ‘RPL’ is in the title abstract and keyword
sections. So, we used two sets of keywords relevant to IoT
and RPL subjects to collect publications. But, because we
want an insight into defense techniques, we added two more
sets of keywords ‘mitigation technique’, ‘security model’,
‘defense strategy’, ‘detection scheme’; and ‘routing attacks’,
and ‘network layer attacks’ to have two groups of keywords.
It is worth mentioning that we eliminated keywords that were
not relevant to the scope of this article.

C. Publicafions selection crilerion

This step outlines the publication selection criteria used
to retrieve publications aligned with the scope of this article.
We used five factors to select and include publications that
are aligned with our article, namely: publication year,
language, duplications, type of publication, and availability
of full text. First, we defined a publication year filter from

DOI: 10.5281/zenodo.14449371

2018 to 2024 to include studies. Secondly, we only included
publications that are published in the English language. This
was done manually by screening the title and abstract of the
studies. Thirdly, manually checking whether there are no
duplicated publications from multiple databases. Fourthly,
we determined the type of publication. In this procedure, we
only considered studies that are conference proceedings,
journal articles, and/or book chapters. And lastly, we only
considered publications from which we could get their full-
text reading. Table II below presents a summary of inclusion
and exclusion elements considered in this study.

TABLE II. LIST OF PUBLICATIONS SELECTION CRITERIA

Inclusion Exclusion

Published between 2018 & 2024 A study is a duplicate

Wiritten in the English language Published in a language other than
English

A study remains within the | Not relevant to the scope of this

borders of routing attacks in RPL | article

A study is a journal article, a book | It is a grey literature

chapter, and a conference

proceeding

Full-text reading 1s available Full-text reading is not available

D. Extraction of articles and synthesis

In this step, we explain how the final set of selected
publications was produced from the initial set of retrieved
publications. We explored the titles and abstracts of the
selected publications to identify those that are relevant to
RPL or LLN research and excluded those that are not. We
further used the full-text read to include publications that
focus on the prevention, mitigation, and detection of routing
attacks in RPL.

E. Validation results

In the last step of our SLR study, we present three broad
steps used to select studies. Refer to Fig. 1. The selected four
databases of digital libraries produced 5,848 results with
1,513 from IEEE Xplore, 1,403 from ScienceDirect, 1,176
from MDPI, 962 from Springer, and 794 from IEEE Access.
We then applied the publication year range and studies
written in English exclusion criteria which reduces the results
to 1,241. Excluding 685 duplicate studies the returned results
were then reduced to 556.

To select relevant RPL-based studies within our scope, we
screened their titles and abstracts, resulting in the exclusion of
319 and the inclusion of 237. The final set of studies which
formed part of this SLR was a result of the conducted full-text
reading and it was discovered that only 39 studies were
relevant to the scope of this study.
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Fig. 1 Diagrammatic representation of SLR methodology steps

IV. RESULTS AND DISCUSSION

This paper focuses on reviewing proposed defense
techniques and determining the most suitable technique to
defend RPL-based IoT against routing attacks. Thus, 39
publications proposing defense techniques are selected and
critically evaluated to answer the research questions provided
in the methodology section and achieve the objective of this
paper.

1) RQ1: What is the distribution of studies into defense
techniques in RPL-based IoT regarding country of origin,
vear of publication, academic library, and tvpe of defense
technique?

It is important to understand the distribution of
publications, including academic sources, year of publication,
defense technique, and country of origin. This information
gives an insight into the spread of publications across
countries, years, and academic libraries.

Fig. 2 presents the percentages of distribution of the
selected studies across the four academic databases mentioned
in section 4. Most of the studies were found in the IEEE
Xplore and Science Direct constituting 44% and 23%
respectively.

Furthermore, Fig. 3 depicts that most of the selected
publications were published in 2022, 2021, and 2023 with 11,
9, and 8 publications, respectively.

DOI: 10.5281/zenodo.14449371
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Fig 2 Contribution of Academic Libraries
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Fig. 3 Distribution of publications by year

It is also important to note that most of the selected
publications proposed Machine Learning-based IDS as their
defense techniques. As depicted in Fig. 4, ML-based IDS is
the first largest proposed defense technique amounting to 17
publications; 11 are traditional Machine Learning, 4 are Deep
Learning (DL), and 2 are Reinforcement Learning(RL). The
second largest defense is Secure-Protocol with 14 publications
in total and a threshold-based detection strategy is proposed in
5 studies followed by specification and trust-based detection
strategies proposed in 3 studies each. Furthermore,
Conventional Intrusion Detection Systems (IDS) constituted 8
publications. Four techniques were found in IDS studies i.e.,
anomaly, specification, signature, and hybrid. Anomaly and
Hybrid detection strategies are each proposed in 3 studies.

Fig. 5 presents the country of origin of the selected studies.
Most of the selected publications are written by authors from
India which are 12 in total followed by the UK with 6
publications. Furthermore, Saudi Arabia, Canada, Algeria,
Malaysia, and Turkey, each has 2 papers from the selected
studies.

W jtaly

B Saudi Arab

B india
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W uk

B Tunisia

W Canads

B Oman

B Australia

W paistan

W Algeria
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Moroceo
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Number of Publications
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Conventional-IDS

Defence technique

Secure-protocol

Figure 4 Distribution of different defense techmques and the adopted detection

strategies
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Fig. 5 Contribution by Country of origin

However, the information presented in Fig. 2,3.4 & 5 does
not tell us the story as there is no link between them. Most of
the SLR studies do present this information without including
the link [9] we saw this as a loophole in most SLR and
traditional literature review studies. We then developed a way
to present the link between the distribution information of
publications in Table III which presents the link between the
distribution factor of publications.
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TABLE III. DISTRIBUTION OF DEFENSE TECHNIQUES IN ACADEMIC LIBRARY,
COUNTRY OF ORIGIN AND YEAR OF PUBLICATIONS

Defense Techniques
Secure-Protocol Conventional IDS ML-based IDS

India[2 |2021;1]2022: 1|
Canada[1 | 2022] Turkey [1]2021] 2019]
IEEE India[1 | 2021] India[1 | 2022; 1| 2018] Canadal[l | 2023]
Xplore USA[1 | 2018] Ttaly[1 | 2021] UK[1 | 2022; 1|2021]
- Singapore[1 | 2018] Cyprus[1 | 2020]
= Moroeco[1 | 2020]
_‘E IEEE Saud1 Arabia[l | 2022] Turkey[1 | 2020]

3 Access UK][1 | 2020]
2 Saudi Arabia[1l | 2020] UK[Z2 | 2022] Oman([1 | 2023]
E MDPI Algenall | 2023] Malaysia[2 | 2022]
s Australia[1 | 2023]
< Springer India[1 | 2021] Tunisia[1 | 2023]
Algeria[1 | 2021] Greece[1 | 2021] UK[1 | 2023]
Science Iran[1 | 2022] India[1 | 2019] India[1 | 2022]

Direct Pakistan[1 | 2020]

India[l [ 2022; 1 [2023]

The table gives an insight into the distribution of
publications. It also demonstrates which defense techniques
are most proposed in which countries and academic libraries
e.g. ML-based IDS is mostly published in IEEE Xplore with
9 publications of which 5 are from India followed by the UK
with 2 publications. Malaysia published 2 ML-based IDS
studies with MDP. However, the second country to publish the
most ML-based IDS is the UK with 3 followed by Malaysia
across our academic libraries. It can also be seen that India,
and the UK are the leading countries to propose Conventional
IDS as a defense technique against routing attacks with 2
studies each. Between 2021 and 2023 it appears that Secure-
Protocol has been proposed mostly in India, constituting 4
publications followed by Saudi Arabia with 2 in 2020 and
2022.

2) RQ2: Which simulation tools are mostly used, and
which configurations are used particularly simulation area,
simulation time, transmission range, and interference range?

It is observed that studies conduct their simulations using
Cooja Contiki OS, MATLAB, NetSim, OMNET++, and
NS3. From the selected studies 28 used Cooja Contiki OS,
then 6 used MATLAB and NetSim equally, furthermore, 2
used OMNET++ and lastly, only one study was found to have
used NS3 and Cooja Contiki OS. Fig. 6 presents a graphical
presentation of the used simulation tools.

It is also identified that two studies did not disclose the
simulation tools that they used in their experiments [12] &
[13]. It is likewise noted that the selected studies choose
simulation environments ranging from 100x100m to as large
as 1000x1000m except for studies [14] & [15] that choose
70x70m and 5x5m, respectively. Furthermore, the
transmission range of nodes in the network was also seen from
the selected studies, and it was deduced that 9 of the selected
studies used a transmission range configuration of 50m,
whereas only one study [16] opted for a transmission range of
100m, however, the simulation area is not presented in that
study.
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Fig. 6 Percentage of usage of simulation tools

Table TV below shows the technical configurations of the
simulation area as well as adopted defense techniques,
detection, and placement strategies. It is used to answer RQ2,
RQ3, and RQ4.
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TABLE IV. TECHNICAL ANALYSIS OF PROPOSED DEFENCE TECHNIQUES

= o
. z in % r iz g g
z 5 23 s & = o2 22 | 28
[~ 2 ] 5% S z= g z= 5
= A= z = = Z= E 2
[21 Secure-Protocol Threshold-based Distributed 50 25,10 Yes Cooja 1 300x200 - -
51 Secure-Protocol Trust-based Distributed 50, 100, 150 10% Yes MATLAB 1 100x100 - -
[17] Secure-Protocol Threshold-based - 20,40 - - Cooja 4 20x20 - -
[1] Secure-Protocol Threshold-based - 25 - Yes Cooja 1 100x100 30 25
[3] Secure-Protocol Trust-based Decentralized 35 3 Yes Cooja 1 - 50 -
[4] Secure-Protocol Authentication- Distributed 18.28 3 Yes Cooja 1 200%200 50 -
based
[18] Secure-Protocol Trust-based Distribution 28 2 No Cooja 3 210x150 - -
[6] Secure-Protocol Hybrid (thresh- Distributed 30 5 No Cooja 1 - 50 -
spec)
[19] Secure-Protocol Threshold-based Dustributed 100 30 No OMNeT— 1 200x200 30 -
[20] Secure-Protocol Anomaly-based Distributed 50 1 No Cooja 1 280x150 50 70
[21] Secure-Protocol Specification- Dustributed 350 10 No Cooja 1 100x100 30 25
based
[22] Secure-Protocol Specification- Distributed 25.40.65 - No Cooja 1 300300 25 50
based
[23] Secure-Protocol Specification- Distributed 13 1 No Cooja 1 200x200 50 100
based
[24] Secure-Protocol Threshold-based Distributed 20 4.1 No Cooja 2 100x100 50 100
[25] Conventional-IDS Anomaly-based Hybnd 816,24 12 No Cooja 1 - - -
[26] Conventional- IDS Anomaly-based Hybnd 10 1 No Cooja 1 - - -
[27] Conventional-IDS Hybnd Centrahzed 16 1 No NetSim 14 - - -
[28] Conventional-IDS Specification- Distributed 10.20,30.40.50.60 - - MATLAB 2 1000x1000 - -
based
[14] Conventional-IDS Anomaly-based Distributed 36 6 No Cooja. 2 70x70 - -
NS3
[29] Conventional-IDS Hybnd(S1g-Spe) Hybnd 12 1 - Cooja 6 - - -
[30] Conventional- IDS Signature-based Central 30 20% - Cooja 4 - - -
[31] ML-Based Supervised- Distributed 30 - - Cooja 3 100x100 - -
learning
[32] ML-Based Supervised- Centralized 10,20.40.100 No Cooja 5 - - -
Learning
[16] ML-Based Renforcement- Centrahzed 30 No Cooja 1 - 100 30
Learmng
[12] ML-Based Deep-Learning - - - - - 1 - - -
[33] ML-Based Supervised- Decentralized 16,32,64,128 10%, Yes NetSim 10 250250 50 -
learning 20%,
30%
[34] ML-Based Supervised- Centralized - - - Cooja 4 - - -
Learning
[35] ML-Based Supervised- - 25 1 - Cooja 3 200x200 - -
Learmng
[13] ML-Based Supervised- - 30 6 - 2 - - -
Learning
[36] ML-Based Deep-Learmng - 10 2 No Cooja 1 - - -
[15] ML-Based Supervised- - 25 - No Cooja 1 5x5 - -
Learning
[37] ML-Based Supervised- Centralized - - No MATLAB 7 - - -
Learming
[38] ML-Based Reinforcement- Decentralized 16,32,64.128 10%, Yes NetSim 8 850x850 50 -
Learning 20%,
30%
[39] ML-Based Deep-Learning Centrahized 6.11.16 113 No Cooja 1 - 50 -
[40] ML-Based Deep-Learming - 100 6 - OMNeT— | 3 500x500 60 -
[#1] ML-Based Supervised- - 50 2 Yes Cooja 2 - - -
Learmng
[42] ML-Based Supervised- - 11 3 - Cooja 7 200x200 - -
Learning
[43] ML-Based Supervised- - 20,50 - - Cooja 2 - 50 100
Learning

3) RQ3: Which attributes can be used to evaluate the

robustness of defense techniques?

In most IoT applications, devices are deployed in large
numbers. Hence, network size and number of malicious nodes
in a network, play a vital role in testing the robustness of

security solutions in ToT environments.
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The authors of the study [2] considered a network size of

50 nodes against 10 malicious nodes to test the robustness of

their proposed scheme. Similarly, authors of the study [5]
implemented three scenarios in their study, where they have
50, 100 & 150 network sizes with 10% of each network size

as the malicious nodes. However, they only considered one
type of attack in their study. In contrast, the study [18] despite
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having a smaller network size of 28 nodes and less number of
malicious nodes of two nodes as compared to the studies [2]
& [5], they tested the robustness of their proposed scheme by
having multiple types of attacks in their study. It is relevant to
consider multiple types of attacks when developing a defense
scheme for networks such as IoT because these types of
networks are susceptible to different types of attacks. In [30],
the authors tested the robustness of their proposed scheme in
a 30-node network size with 10% of them as malicious nodes
where they implemented 4 different types of attacks in their
scenarios. This ensures that the defense scheme can address
multiple attacks. Furthermore, there are studies that
considered a larger number of different types of attacks but
only one malicious node was considered [7] & [27]. The
former implemented two scenarios with 25 & 50 nodes in their
network, while the latter only had 16 nodes in their simulation.
However both studies considered a large number of attacks.
Although, the robustness of their defense scheme might be
jeopardized because of the number of malicious nodes
considered and the network size. The study [33] demonstrated
a desirable robustness test. By implementing scenarios of
16,32.64, & 128 network sizes and 10%,20%, & 30% as
malicious nodes in each scenario. The study addressed eight
different routing attacks. Though network size and the number
of malicious nodes can be used to evaluate the robustness of
the defense techniques, multiple attacks can also add a cherry
on top.

4) RO4: Which tvpes of detection and placement
strategies demonstrate the capability of addressing most
attacks?

In this study, we demonstrated that three types of defense
techniques can be employed to defend IoT networks against
routing attacks, i.e., Secure-Protocol, conventional IDS, and
ML-based IDS. However, the effectiveness of these
techniques depends on the adopted detection strategy i.e.,
threshold, trust-based, signature-based, anomaly-based,
hybrid, supervised-learning-based, etc., and placement
strategy i.e., distributed, centralized, and hybrid. An adopted
detection strategy that can address more than two attacks
could be very effective in defense against routing attacks.

Authors of [17], adopted a threshold-based detection
strategy to address four types of attacks. Althought they did
not present their placement strategy it can be assumed to be
distributed. Whereas authors in [18], adopted a trust-based
strategy to detect three types of routing attacks. Studies by [7]
& [29] adopted a hybrid strategy for both detection and
placement in their proposed IDS techniques. The former can
detect thirteen attacks, while the latter addresses six attacks.
Moreover, they [27] adopted a hybrid detection strategy and
utilized a centralized placement strategy to act against
fourteen routing attacks. Authors of [30] adopted a signature-
based detection strategy which is centralized to detect four
attacks in their IDS. Studies that employ ML-based defense
techniques appear to address more attacks than both IDS and
Secure-protocol, where a centralized supervised learning-
based detection strategy is realized [32], [34] & [37].
However, in [33], although they utilized supervised-learning-
based detection the placement strategy used is decentralized,
and their proposed technique addresses a total of eight attacks.
Centralized placement of detection strategy appears to be
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effective, especially in a network of resource-constrained
devices like LLNs. However, to consider mitigation of the
attacks nodes in the network must participate; therefore, a
hybrid placements strategy can be very effective in detecting
and ensuring mitigation of routing attacks in RPL-based IoT
networks, while both hybrid and supervised learning-based
detection strategies demonstrate their effectiveness in
addressing multiple attacks.

5) RQS5: Which routing attacks are mostly addressed by
the proposed defense techniques?

Routing attacks can be divided into three categories
according to their impact on the network i.e., traffic, network
device resource, and topology impacting attacks. Traffic-
impacting attacks such as Sinkholes, Wormhole, Blackhole,
Grayhole, etc. are considered the most detrimental attacks in
IoT [9, 27, 44]. However, flooding attacks seem to top the list
of most investigated attacks in the selected studies. Flooding
attacks exhaust the resources of network devices in the case of
RPL-based IoT, particularly the energy of the devices, since
most of the IoT devices are battery-powered. Furthermore,
DIS-flooding attacks prevent nodes from participating in the
transmission of both data and control messages. Fig. 7 below
presents the distribution of investigated attacks in the selected
studies.

It is found that 22 flooding attacks were investigated in the
selected studies, followed by 16 rank attacks, which are
resources and topology-impacting attacks, respectively.
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Fig.7 Distribution of discussed attacks in the selected studies

Moreover, the hole-family attacks i.e., Blackhole, Sinkhole,
and Wormbhole which are traffic-impacting attacks were found
tobe 13,11, & 9, respectively. Version Number attacks impact
topology and, therefore, affect end-to-end delay and it appears
12 times in the selected studies as one of the most investigated
attacks. To this end, it is evident that Flooding attacks, Rank
attacks, Blackhole attacks, Version Number attacks, and
Sinkhole attacks appear to be investigated most in the
literature.
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6) RQ6: Which proposed techniques are capable of
mitigating routing attacks?

Applications of ToT span multiple sectors including
manufacturing, agriculture, health, smart homes and cities
[45] as such their security is of great importance. However, in
the case of attacks in the network, it is significant to detect and
mitigate those attacks to allow normal functionality of the
network. When developing defense techniques against
attacks, more especially routing attacks mechanisms must be
in place to then mitigate the attacks. Most of the Secure-
Protocol techniques in the selected publications demonstrate
the capability to mitigate the routing attacks that is 11 out of
13 proposed techniques mitigate the attacks. However, in
studies that proposed IDS as their defense technique only 2
studies out of 8 can mitigate the attacks. Additionally, while
ML-based defense techniques demonstrate a high detection
rate, they lack mitigation mechanisms. Of the selected studies
that employ ML as their defense only one study presented that
their proposed technique could mitigate the attacks. The
Secure-Protocol defense techniques demonstrate the results of
attack mitigation.

7) RQ7: Which performance metrics are commonly used
to evaluate the performance of defense techniques?

To evaluate the performance of RPL-based IoT networks
several performance metrics can be used such as Packet
Delivery Ratio (PDR), Control Message Overhead (CMO)
which represents the number of control messages generated
during an attack, throughput, End-to-End Delay (E2E),
Energy Consumption (EC), Packet Loss Ratio (PLR)
indicating the number of packets lost relative to the packets
transmitted, etc. Fig. 8 depicts the distribution of evaluation
performance metrics used in the selected studies.
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Fig_ 8 Occurrence of evaluation metrics in selected studies
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These metrics can also be used to measure the impact of
routing attacks and the effectiveness of defense techniques on
network performance. However, to evaluate the performance
of the defense techniques, metrics such as Detection Rate
(DR), Accuracy, True Negative (TN), False Positive (FP),
False Negative (FN), True Positive (TP)/ Recall, etc., can be
used. The most used evaluation metric for the defense
techniques is detection / Accuracy which appeared 22 times in
the selected studies. This metric is used to measure the number
of detected malicious compared to the overall number of
malicious nodes. To evaluate the effects of defense techniques
we expect PDR to increase and PLR to decrease. However,
most studies opted for PDR instead in which it appears 17
times and PLR only appeared 4 times in the selected studies.

The third most used metric is TP/Recall which measures
the correct prediction of positive outcome by the defense
technique. We mostly observe this metric in ML-based
defense techniques. EC metric in RPL-based IoT is a crucial
metric to consider because of the nature of the LLN devices
we do not want to implement heavy techniques that harvest
the energy of the nodes. The fifth most utilized metric is
precision, especially for ML-based, which appears 12 times
followed by E2E and F1-Score which both appear 10 times
each. Functionality of RPL depends on Control messages
exchanged between the nodes, hence CMO is an important
metric to be considered in an RPL environment, it appears 9
times in the selected publications.

TABLE V presents the actual results obtained by the
proposed defense techniques against routing attacks in RPL-
based IoT. These are, however, the standard evaluation
metrics commonly utilized to measure the performance of the
network and the proposed defense techniques

It is recommended that the performance of a defense
technique achieve at least 90%, more especially
detection/accuracy, however, there are proposed techniques
that obtained less than 90% detection/accuracy [27] in an IoT
environment, this cannot be accepted because it implies that
the technique can leave out more than 10% of the attacking
nodes in the network which can still have a great impact on
the performance of the network. Moreover, PDR is also an
important metric to consider, and we must always strive for
higher PRD, which evaluates the performance of the network
under attacks and after attack i.e., upon mitigation of routing
attacks. the proposed techniques in [39] obtained 69% of
PDR, which means over 30% of packets are lost during
network operation. Moreover, the technique in [31] achieved
76% of PDR which is still low same as [16] which produces
80% PDR indicating that 20% of packets are lost.
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TABLE V. STANDARD PERFORMANCE METRICS RESULTS OF SELECTED STUDIES
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There are, furthermore, other uncommon evaluation
metrics used to measure the performance of the proposed
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techniques. These metrics are presented in Table VI below.
We used a table to track the frequency of occurrence of these
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metrics. Other researchers can explore this table and use some
of these metrics to evaluate their proposed techniques.

TABLE VL. UNCOMMON PERFORMANCE EVALUATION METRICS
USED IN THE SELECTED PUBLICATIONS

Evaluation occurrence | Evaluation occurrence
metric metric
No of Device 1 CPU 1
detached
Single-hop 1 Data Packet 1
Average Trip overhead
Time
Isolation Latency | 1 Average reward 1
Avg routing 1 Average Packet 1
packets per min Delivery Time
No of DAO 1 Kappa 3
forwarded
Attack 1 MCC 4
Identification
Attack detection 1 Cross Entropy 2
Preferred parent 2 Expected 1
change rate Transmission

Count
Network 1 RAM & ROM 1
overhead

8) RQS: What are the best defense techniques, detection
and placement strategies, challenges, and fiiture research
areas?

Three defense techniques were discovered i.e., Secure-
Protocol, Conventional IDS, and ML-based technique.
Amongst the three, Secure-Protocol appears to detect and
mitigate routing attacks though it is limited to not more than 4
attacks. however, from the selected publications most of the
ML-based techniques only detect attacks with high accuracy
but lack mitigation mechanisms. This was discovered to be the
limitation of most of the ML-based studies. One of the reasons
for this lack of mitigation is the lack of pipeline development
and deployment of the ML technique. Additionally, most of
the Secure-Protocol techniques utilize a decentralized
placement strategy to implement their defense techniques,
while conventional IDS takes advantage of a hybrid placement
approach utilizing both centralized and decentralized
placement.

The future research direction the authors of this study will
take is to investigate and set up a simulation environment for
routing attacks in RPL-based IoT to measure their impact on
the network. Furthermore, implement an ML-based defense
technique that can detect and mitigate the investigated routing
attacks. Taking into consideration the placement strategy; it
was discovered that hybrid placement proves to be an efficient
strategy that guarantees centralized detection and distributed
mitigation implementation. Moreover, some secure-protocol
detection strategies can be deployed to mitigate the attacks. In
conclusion, integration of ML-based IDS and Secure-Protocol
appears to be an effective approach to defend RPL-based IoT
against routing attacks.

V. CoNCLUSION

The Internet of Things (IoT) emerges with different
innovations including smart agriculture, environmental
monitoring, and smart grids, to name a few. One of the
significant enablers of IoT technology is the Low-power and
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Lossy Networks (LLNs) which comprise interconnected
devices with low computational capabilities and less storage
and are often operating on batteries such as sensor nodes and
actuators. However, the broad adoption of IoT faces
challenges in terms of security due to some of its
characteristics, i.e., direct access to devices from the internet,
the communication nature of wireless media, and potential
unattended operations of relevant deployment. This study has
conducted a Systematic Literature Review on the defense
techniques against routing attacks in RPL-based IoT; as such
9 research questions were formulated to assist the researcher
in gaining an insight into the defense techniques that can be
implemented to defend the RPL-based IoT against routing
attacks that take advantage of vulnerabilities of RPL protocol
to affect traffic, topology, and resources of the network.
However, the defense techniques in the studies demonstrate
the effectiveness in detecting the attacks. With proper
implementation and strategic placement of the techniques and
integration into a hybrid defense technique, the technique can
be effective in detection and mitigation, efficient to the
network resources consumption and robust to address and
cope under a large number of attacks.
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4.2.3 Article 3
1. Article publication details

Title: Machine Learning Algorithms to Defend against Routing Attacks on the

Internet of Things: A Systematic Literature Review

Status: Published

2. Article synthesis

(i) Purpose

This article aims to theoretically evaluate the performance of traditional and
advanced machine learning algorithms through a systematic literature review to
determine the most effective algorithm for simulating the detection of routing attacks
in IoT networks. The paper examines and consolidates current research to assess
the efficiency of machine learning algorithms in identifying routing attacks in loT

networks that use RPL as the routing protocol.

(i)  Methods

This article employs an SLR methodology to review 17 published studies from 2018
to 2023, sourced from databases like IEEE Xplore and ScienceDirect, focusing on
ML-based detection techniques. Data was collected from the selected studies’
algorithm performance metrics such as precision, accuracy, F1-score, recall and
FPR.

(i) Results and Discussion/Findings

Traditional ML Algorithms Random Forest (RF) outperformed others, achieving
99.3% accuracy, precision, recall, and F1-score, followed by SVM with 95.3%
accuracy. Naive Bayes demonstrated the best FPR of 0.87%. On average,
traditional algorithms achieved 91.67% accuracy and 2.75% FPR. In contrast,
advanced ML Algorithms, such as Reinforcement Learning, led with over 98% in
accuracy, precision, recall, and F1-score. Despite its high performance in detection,
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it displays a poor FPR of 8% while Neural Networks achieved 97.88% accuracy, and
Multi-Layer Perceptron achieved 98% F1-score. Advanced algorithms averaged
96.03% accuracy and 4.79% FPR. The article establishes that there is a lack of
public datasets. As such, most studies employ self-created datasets to train and
evaluate their suggested models. It is further noted that some published studies do
not address resource consumption, attack mitigation, or model placement
strategies. The results suggest that while advanced ML algorithms excel in
accuracy, traditional algorithms like RF, DT, and Naive Bayes offer lower false
alarms, making them suitable for loT environments with very low fault-tolerance.
RF’s superior performance across metrics highlights its potential as the most

effective algorithm for detecting RPL attacks.

(iv) Conclusion

This article conducted a comparative analysis study using a systematic literature
review to compare traditional and advanced machine learning models.
Performance metrics of the algorithms were collected from the selected studies to
draw a conclusion on which algorithm category and individual models perform

better according to the literature.

3. Full article
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Absciract

Thke Interost Df'l'hi.n.g'; |I-D".|.':- haz become Lnnru:..l.n.gi'r F-DPula.l:: upﬁn.l.n.g vast aPFLina.ﬁn.n.
possibilities in different felds: inclnding wmart eide:, healtheare, mam faetoring, apriculnore,
ete. IoT comprze: resource-constrained deviees deployed in Low FPower and Lossy
MNerworks (LLIMs). To sadsfy the roudne requirements of these nerwodks, the Internet
E.n.gm.een.n.g Tazk Fores '.EE.TF: created a standardized .B.uu.u.ng FProtoeol for hw—Pmrur
and Losiy Metworks (BPL). Flowever, this routing protocal is wulnerabls to pouting
amacks, me_pu.n.g re=sgarchers o propase sareral ‘ber:hm'qu:: to defend the petwork
againit sach amack:. Machine learning approachke: demonstare effectre ways to denect
such attacks o L:.l:gl: q_u.a.ntil:ies. Therefore, thiz Papex 'I:f‘:[lm.ﬂ.\:i.l:ﬂ].l‘_'.‘ s}nrb::ir.zd 17
puablications to compare the performance of traditonal and advaneced machine learning
algorithms to ientfy the best algodthm for detecting RFL-based IoT routing attacks. The
findings of thizs paper show that machine leaming algorthms are capable of effectre
detection of many routing amacks with high aceuracy and a low False Positre Rate.
Furthermore, the result: demonstrate that on average, advanced machine learning
alporithms ean achiewe an accuracy of 8#6.03% compared to maditonal machine learning
alporithm s which achieved 91.67%%. Traditional machine leaming dlporithms demonstrated
the best performance on arerage Falie Fositiee Rate by achisving 2. 75%: compared to their
counterparts which gained 4.75%. Howevrer, Random Forest showed the best performance
and outperformed all the alporthme in the selscted publieation: by achieving owver $9%:
accumacy, precision and recall.

Eeywords: BEFL, IoT, LININs, Machine learming, routing attacks

L INTRODUCTION

The IoT iz a paradigm of interconnected devices which eolleer and exchange dam
with each other from an environment of deployment and share the data over the

(e O

Thi: work 1z ieensed under 2
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internet to achieve a partienlar goal [1]. This paradigm is used in a wide range of
applications inchiding home secusty management, indnstrial automation, smart
energy momnstoring and management, surveillance and military, smart cities, and
farming, ete.

Dme to itz charactesistics and natere, JoT has howtations regarding energy,
memory, and computational capabilities, which tradibonal routing protocols
cannot satisfr[2]. The Intemet Engineering Task Force (IETF) wodking gronp
designed and standardized Ronting protocol for low-power and Lossy networks
(FFL) to satisfy the routing needs of Low Power and Lossy Networks (LLNS) and
to enable the resource-constrained devices to commumcate their roubng
information among themselres and route their ohserved data to the root node[3,
4]. However, RFL as the DE facio ronting protocel in IoT is susceptible to
different ronting attacks (1e. flooding, sinkhole, worst parent attacks, etc) [3].
Routing attacks pose a great theeat to the RPL-based IoT and can affect its
performance and fenctionalities [4].

Different defence techniqnes against ronting attacks in EPL-based IoT have been
stndied i the recent past, inclnding the secure protocol, IDS and machine
learning-based [6-8]. Mlachine learming techmigues are encrently anew and more
effective techmiques used to deal with ronting attacks in EPL as compared to
teaditional approaches [9]. Machine learning helps to analyse the IoT attack data
and make aceurate predictions in detecting routing attacks. This paper presents
the findings of the Systematic Literature Review (SLE) method which is emploved
to identify the best-performing machine-learming algonthm to detect rontng
attacks in RPL-based IoT. Several SLE studies have been conducted in the past to
try and find gaps in the machine learning-based detection techniques in RPT -based
IoT[10-12]. Unlike in [13] in which anthors highlighted strengths and limitations
of machine learning algonthms, onr study’s primary cbjective is to use the SLE
method to identify the best-performing machine learning algorithms. Heowever,
anthors in [14] highlighted that most studies nse porrate or self-generated datasets,
which is one of the fandamental doves of onr stndy. The selected stedies nsed
network simmlation tools to generate thesr trasning and testing datasets, becanse of
lack of publicly available datasets[13] .

The primary ohjective of this paper is to 1se a systematic literature review method
to :dentify the best machine learning alposthm for the detection of ronting attacks
in RPL-based IoT. Coatdbutions of this paper are that the siudy uses the SLE
method to select and screen publications for inclusion and exclnsion,
Furthermore, provides 2 compressive snmmarsed review of stadies which
proposed machine learning slgorithms to act against ronting attacks in IoT, Lastly,
the stady :dentifies the best-pecforming machine learning algorithm from the
inclnded publications
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The rest of the paper is ogganized as follows: Section 2 presents a ecitical review
Literatire in thes area. Section 3 we propose onr sobust SLE methodology inchnding
inclesion and excluzion edteria followed to achieve relevant publications. Section
4 gires mnsight into the findings and analysis. Last, Section 5 concludes this paper
by highlighting a summary of findings, hmitations of the study, recommendations

and scope of future work
2. METHODS

This paper adopis the Systematic Literature Review (SLE] methodology to
systematically source, analyze, and synthesize data into insightful information, with
the aim of addressing the research question and presenting the findings in a
comprehensre manner. The research design followed for the SLR is idlnstrated in
Figne 1, outlining the stouetured process nadertaken to aclueve the objectves of
this study. The design encompasses stages 2-5, which are essential for the selection
and inchision of relevant publications for the review.

Figure 1. The adopted SEL research design.

The SLE approach employed in this paper consists of six codtical stages. These
stages ensnge a ggoroms eTiew process, allowing for a systematie collection and
evalnation of relevant literatuge. The stages ace as follows:

1. Stage 1: Focmmlating the key research question. The sesearch grestion

that grudes this study is: Wihich mocbive feorming alporitbm, Fased om #he
symtbericed publications, dewonsirates the best performance in fermr of avewragy,
precision, gnd recali?
Stage 2: Defining search keywords. This stage involves selecting specific
keyvrords to nacrow down relevant stndies within the scope of machine
learning in BEPL (Fouting Protocel for Low-power and Lossy Networks)
and IoT (Intecnet of Things).

I3
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Stage 3: [dentiffing academuc databases. Relevant acadennic bbraries were
identified to sousce publications, inclnding reputable databases such as
IEEE Zplore, Sciencelhrect, MDPI, and Sponger. These somrces
prowide a wide range of high-guality peer-reviewed articles.

Stage 4: Screening and inclusion of sindies (as detailed in Table 1). This
stage wnvolred the selecton process, where stdies were screened based
on predefined cotema A total of 73 studies imtially met the year and
langnage criteria, bt after screerung, 22 duplicate studies were excluded,
18 studies were dismissed due to wrelevant titles or abstracts, and 16 were
exclnded due to the nnavailability of full texts. As a result, 17 studies were
ultimately inclnded for anakysis.

Stage 5 Data extraction and synthes:s. In this stage, data were
meticnlonsly extracted from the selected studies, and the relevant
information was synthesized to ensure meamingful insights were drawn.
Stage 6: Presentation of findings. The final stage involves presenting the
synthesized findings derived from the 5LE process, which will be
dizcussed in detail in the subsequent sechon of this paper.

Table 1. List of Publications selection criteria

Inclusion Exclusion

Published between 2018 & 2023 A stody is a duplicate

Written in the English langnage Published in 3 langnage other than
English

A study remains within the borders INot selevant to the scope of this

of machine learning in BPL and/or  article

IaT

A study is a journal article, 2 book  Is a grey hiterature

chapter and a conference proceeding

Full-text reading is avadlable Full-text reading is not avadlable

3. RESULTS AWND DISCUSSION

3.1 5LE Results

This section presents the findings of the Systematic Literatnre Review conducted
in this paper. The main objective of this paper iz to compare the performance
results of machine learning algonthms from different stndies in detecting rosting
attacks in RPL-based IoT. The selected stndies nsed self-generated datasets from
different simnlation tools (eg., Cooja, MATLAB, NetSim and OMNeT++) to
develop and fit their selected machine-learning algonthms. Howerer, some of the
findings of this paper are that most studies that tey to defend IoT nsing machine
learning alporithms do not:
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Page | 71




Journal of Informarion Systems and Informatics
Vol 6, Mo. 3, September 2024

p-IS5N: 2656-5935 htrp:/ /jonmnal-isi org/index php /s e-I55M: 2656-4852
1. Demonstrate the impact of the chserved attacks
2. Energy consumption of the proposed models iz not well addressed
3. The placement strategy of the detection model is not presented
4. The proposed techniques only classify oc detect the attacks, they do aot

identify intmiders nor mitigate the attacks.

In this paper, we have summarnised the findings of different studies companng
traditional and advanced machine learning algorithms in Tables 2 and Table 3
zespectively. Table 3 displays a comparison sesnlts of different traditicnal machine
learning algorithms from synthesised studies. Only one study from the selected
studies had fitted Random Fosest (BF) in thewr penerated dataset.

Table 2. Performance metrics of traditional machine learning algosthms
RF DT ENN Maive Bayes Google AuroML SVM

Aceuracy 99530 9269 9312 7395 - 9530
Precision 9920 8503 9050 D6.40 93.30 9291
Becall 9930 8010  Be.el 89.35 93.30 94.51
Fl-Score 9930 B473 8715 96.10 93.530 9413
FER. - 1.52 540 087 - 291

From the gesults, it appears that RF outperformed all the selected algorithms
aclieving an accuracy of 99.30%% followed by SVM which achieved an aconracy of
93.30%. However, Naive Baves outperformed both BF and 5VAL in terms of
precision and FPR achieving 96.40% and 0.87% sespectively; followed by DT
which achieved an FPR of 1.82%. Though Naive Bayes' acengacy is the lowest it
displaved exceptional results following BF though its FPR is not known. Figare 2
presents a graphical representation of Takle 2. It displays averages of the evaluated
performance metncs of traditional machine-learning algorithms.

Avrg Performance of Traditional ML
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Figure 2. Performance metnes of traditional machine learming algonthms
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Oin average the traditional machine learning algonthms achieved an aconracy of
91.67% and an FPR of 2.75%. This is however acceptable given their ability to
produce such a low FEFP and a precision of 93.46%.

Table 3 presents the results of advanced machine learning alporithms. As
presented below FReinforcement learming algorithms outperformed all the
algorithms in terms of aceuracy, precision, Recall and Fl-Score; in its pecformance,
it achieved more than 95% in all the performance metrics but inenrred a higher
FPE of §% which is still good but not acceptable. Followed by Neunral WNetwods
(NI} which aclieved an aconracy of 97.558% but ensembled achieved a hugher
precision and recall of 96.70% and 96.52% respectively. Moreower, Mnlti-Tayer
Perceptron (MLFP) achieved the lowest FPE and second highest Fl-Score of 98%.

Table 3. Performance metrics of different advanced machine learning
Metrics N MIFP Ensembled Log Reglessiml Beinforcement

Aceongacy 9788 9111 26.50 96.18 98.50
Precison 2200 26.00 26.70 95.65 98.60
Fecall D200 9385 96.25 9344 95.00
Fl-Score 9200 9500 - 20.80 98.30
FPE - 1.1a - 5.20 §.00

Advanced machine learning algonthms appear to have achieved over 84% on all
the performance metrics 1e., acouracy, precision, recall, and fl-score and below

5% of FPE. as displayed in Fignre 3.

Avrg Performance of Advanced ML
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Metrics

Figure 3. Performance metrics of advanced machine learning algonthms
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From the results in Fignre 2 and Fignee 3, it i5 evident that advanced machine
learning algorithms wield significant performance in detecting routing attacks.
However, they turn out to ineur a higher false alarm as compared to traditional
machine learning algorithms. However, results in Table 3 and Table 4 demonsteate
that Fandom Forest achieves significantly higher acenracy and precision, Reecall
and Fl-5core. However, Naive Bayes demonstrated a very low False alarm
percentage of 0.87%. Furthermore, Reinforcement learming achieved higher
accuracy, precision and recall percentages followed by ensembled learning then
MIP coming second in Fl-5core. From the preseated resnlts, on average, it can
be conclnded that tradiional machine learming algonthms seem to excel in
masntaning a very low FPE while advanced machine learming algporithms are good
at producing higher acenracy and precision. However, individual algossthms
demonstrate that Random Forest yields the best result as compared to all the
algoathms presented in this paper.

3.2 Discussion

As recent works mggest, intelligence defense techniqnes are prominent solntions
to defend agminst attacks m IoT [14, 13], partienlarly machine learming as it
improves the attack detection rate nsing efficient learning techniqnes [16]. In ther
study [16], the anthors proposed a machine learming-based techmigne to detect
version mumber, rank and DoS attacks. The techaique employs a Support Vectos
hfachine (SWVAL) integrated into each node of an RPL-based IoT.

In 2021, a Random Forest classifier [17] was proposed to defend IoT against five
types of attacks. Although the proposed techmigne aclueves a high detection cate,
it does not mitigate the attacks. The anthors in [18] proposed a reinforcement
learning model for Softerare-Defined IoT networks to combat rank attacks. Thesr
experimental resnlts demonstrated that a State Action Feward State Action
(SARSA) model is more effective in facihitating the implementation of Intmision

Prevention Systems.

The study [19] compared the pecformance of fonr supervised-learning alposithms,
namely Logistic Regression, SV, Ganssian MNamre Bayes, and Newnal Netwrocks,
to detect version anmber attacks. The MNeural Network outpecformed traditional
machine learning algorthms and achieved an acenracy of 97.76%. Another study
[20] proposed a distobuted One-Class SVAL (OCSVM) to detect outhiers related
to 10 types of attacks. The results of the OCSVM are communieated o a hybrd
centralized D35, However, the CCSVM adds energy consnmption overhead.

To addeess blackhole, sinkhole, deczeased cank and selective forwarding attacks,

the study [21] proposed a fiuzzy KNI classifier. The anthors in [22] proposzed an
ensembled classifier consisting of SWAL, MNaive Bayes, and a Decision Tree to
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detect blackhole, hello flooding, and version anmber attacks. The resulis show
that nsing the ensembled method yields hugher performance than a single classifier.
The anthors in [23] compared the performance of Mictosoft Azice SVM, Decision
Tree, and Google AntoMML to detect rank and blackhole attacks. Google AntolML
achieved a hugher precision of 93.3%% and outperformed AMicrosoft Aznce’s SV
and Decision Tree based on other evaluation metoes. In [24], the anthors
proposed an Artificial MNenral Metwork nsing Multi-Tayer Perceptron (MLF) to
detect rank attacks in BPL-based IoT. The proposed technigne produced a
precision of 100% and an acenracy of 26%. However, the technique does not
mitigate the attack, and no placement strategy was provided.

The study [25] compared the performance of SVA and Binary Logistic Regression
(BLE) to detect sinkhole attacks in IoT. The results indicated that BLE
ontperformed SVAL and it was implemented for detection. However, the energy
consumption of the proposed BLE. was not presented, thongh it is reported to be
Lightweight. The study [26] proposed an ensembled method to detect seven
ronting attacks in BPL-based IoT. This stndy ntilized the RPL-ININIDS17 dataset
to train and test the proposed techmque.

The anthors in [27] proposed a Reinforcement-learning technigne to defend
against eight routing attacks in RPL-based IoT. The techrigue combines
homogeneons machine learning alporithms, such as SVAL Decision Tree (DT),
EINNI, E-Means, and Logistic Begression. To achiere optimnm performance, they
nsed Dieep Q-MNetwork (DOMN) and Deounble DOQN (DDOQN) to appromimate the
Q) function for valme-action selection.

The wotk in [28] investigated the performance of VM, Logistic Regression (LR,
and Gated Recnrrent Unit (GELT)-based Deep Learming to defend against hello
flooding attacks in FEPL-based IoT. Their results indicated that GRU
outperformed both SVM and LR, yielding higher acenracy and PDE. The
proposed techmigre, implemented with Fecnrrent INenral Networks architecture,
is nsed to classify malicions nodes and mutigate hello flooding attacks.

The anthors in [29] proposed a hybrid Deep Learning Artificial Nenral Network
(DANIN) to classify netwodk teaffic. The performance of the proposed technigne
was compared with J48, SVAL KINM, and Long Short-Term Memory (LSTAL,
with DANN achieving 98% acencacy and a 92% Fl-Score. To detect rank and
wornhole attacks, the anthors in [30] proposed a Machine Learning Lightwesght
Gradient Boost Machine Model (ML-LGELL) to classify rank, wormhaole, and
nocmal attacks. In their stndy, they compared the pecformance of GRU-DL, SVAL
Gradient Boost (GEB). and Extended Gradient Boost (30GE), with the proposed
technigqne showing better performance in terms of aconracy and precision.
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The stndy [9] proposed a stacking ensembled method that combines the results of
C4.5 and SVAL This technigne was integrated into a Hybrid IDS to detect seven
ronting attacks in IoT. The sindy compared C4.5, MLP, SV, and Naive Bayes,
with the experimental results showing that the ensemble of C4.5 and 5V
outperformed other indrridnal technigues in terms of acencacy and false alarms.
The stady [31] proposed the ProSenAD model to detect rank and wormhele
attacks. The proposed technigque optimizes LGBM for mmlticlass classification to
detect protocol-specific and sensor network attacks. The anthors compared
several machine learning algonthms, but the ProSenAD model ontperformed
them in terms of classification accuracy.

Table 4 summarizes the findings of this paper, outlining the strengths and
limitations of the study and proposed defence technique, names and aumber of
attacks addressed, and whether the stody demonstrates the impact of the studied
attacks or not; frthermore, demonstrates if the proposed techniqne mitigates the
attacks or not. Lastly, the machine learming algorsthms were investigated, and the
size of the dataset nsed in the stmdy.

Table 4. Summarized findings from the included publications

i: T - g .
: A 3 g
i & g s 5 E e 5
W sl g & E - E
= = E
[17] SVAL Generated 4 theproposed  Thoughthe  Version Yes
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compared to mumber of
baze BFL malicions
nodes is not
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Forest -NA 90460 technique i
Classifier detection rate does not Selective
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From Table 4 presented the evident that machine learning algorithms are capable
of addressing several ronting attacks where we zee over only 5 studies out of 17
addresses only one attack. However, most of the stadies we synthesised did not
disclose their dataset size which also affect the performance of the machine

learning alpocithms.
4. CONCLUSION

In conchision, machine leaming algonthms display an effective and efficient way
to detect routing attacks. From the studies that were synthesised, it is evident that
machine learning algorithms can detect many routing attacks with high acenracy
and precision while also displaying a significantly low False Positive Rate. This
paper investigated the performance of different machine-learning algorithms from
17 publications that met the inclusion criteria of this paper, and it was discovered
that between traditional machine learning and advanced machine-learning
algorthms, on average adwvanced machine learning demonstrated the best
pecformance over traditional machine-learning algorithms. Howerer, this paper
mms to identify the best machine learning algorthm from the synthesises
publications. It was then discovered that Random Forested demonstrated the best
remlts in terms of aceneacy, precision, Recall and Fl-Score. Althongh dataset size,
featnre engineering techniques msed, mumber of features selected, nmumber of
attacks, and traning time are some of the factors that are to be considered,
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howerer, they are not within the scope of this paper but are to be considered. In
future, the anthors intend to generate datasets of different attacks and legitimate
traffic nsing one of the simmlation tools described in the hiteratare to compare the
pecformance of machine learning algorithms. The anthors will train and test the
algorithms on the same dataset and cons:der all factors mentioned, furthermore,
propose the best-pecforming model for implementation to defend IoT against
ronting attacks.
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4.2.4 Article 4
1. Article publication details
Title: A Review of Routing Attacks in RPL-based loT Networks

Status: Accepted

2. Article synthesis

(i) Purpose

This article uses SLR to identify suitable simulation tools for modelling RPL-based
routing attacks, determine network performance metrics that might suggest the
presence of routing attacks, and highlight gaps in existing literature regarding attack
implementation details and the effects of routing attacks on the stability of networks,
available resources, and traffic behaviours. In synthesising existing literature, the
article seeks to provide a comprehensive understanding of routing attack
characteristics, implementation details, and their impacts on network topology,

resources, and traffic, ultimately identifying gaps for future research.

(i)  Methods

The study employs an SLR research approach to synthesise 38 published articles
from different academic databases (IEEE Access, ScienceDirect, Springer, and
MDPI) published between 2021 and 2024. Quantitative data collection was done on
network size, simulation tools, number of attack nodes, attack intensity, and network

performance metrics.

(iii) Results and Discussion/Findings

The article identifies Cooja running ContikiOS as the preferred simulation tool,
highlights key performance metrics (throughput, packet delivery ratio, energy
consumption, end-to-end delay, and control message overhead), and highlights
vulnerabilities of RPL exploited by routing attacks. It outlines attack characteristics,
defines attack intensity levels for impact adjustment and further provides a network

Page | 84



size and attack intensity mapping, which can be enablers of robust and effective
defence models as far as a comprehensive training dataset is concerned. Lastly, it
outlines implementation details (e.g., modification of RPL scripts (rpl-private.h, rpl-

timers.c) to implement DIS-Flooding by setting DIS transmission intervals to zero).

(iv)  Conclusion

The review provides a foundation for understanding routing attacks and their
impacts, identifying gaps in implementation details and mitigation strategies.
Additionally, the study provides a synthesised, readable network size and attack
intensity mapping, and performance metrics. Ultimately, the article further

emphasises the need for standardised simulation frameworks.

3. Full paper
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This paper seeks to address questions regardmg suttablke
smulation tools, factors mpacted by routing attacks (such as
performance metnes and attack mfensity  for realstic
smulation), and mplementation details, mchidmg attack
desenptions, chamctenstics, and steps to smulate routmg
attacks m Low-power and Lossy [oT Networks. Smkhole, rank
DI5-floodng, and Worst parent attacks are only some of the
novelmtemalthreats to FPL, which are considered in this study.
While there exist pubbcations pertaming to routng attacks m
LIN:, a com sive eview & missing m highhghts the
charactenstics, mplementation, and algorthms of routing
attacks. The edge behmd this research paper i= to gather all
thenecessary tools for an m-depth understanding and
mplementation of moutmg attacks m a smele volume.

Based on the lterature search fmdings, a structured analyss of
the deseniption, charactensties, and algporthms of routmg
attacks needs to be conducted to wdentify research zaps and
mplementation of these moutmg attacks for academx
expermental puiposes. This research paperamms to address the
zues related to the mplementation of routmg attacks with the
following research gquestions:

* Which simulafion toolis suitable formplementing RPL-

based routmg attacks?

* Which network performance metnes may demonstate
the presence of routing attacks?

* Whatpercentage of mabcious nodes significantly mmpact
the networks performance proportional to legtimate
nodes?

® What key steps or framework can be adopted to
implement routmg attacks?

As such, the contmbutions of this paper are as follows: The
paper lLys a thorough foundation of descphons
and characteristics of the selected mwuting attacks; disects
related work and provides a synthesised summary highhshting
the contnbutions and lmitations of the selected works.
Furthermore, it brngs forth the mplementation structare and
algonthm:s of the addressed routing attacks.

Lookmg ahead: The synthesized related work 1 presented m
Section II, Section III lays out the FPL overview and
operations, Section [V provides a comprehensive diseussion of
the routmgz attacks m gueston, the adopted methodology 1=
presented m Section V, Sectton VI discusses the fmdmgs of thas
research paper, and Section VII conchides it

II. EELATED WORE

In recent years, resource-constramed networks have gamed
populanty m academic and mdustnal research areas, from
network performance optimisation to secunfy threat detection
and mitisation. With the rapid growth of RPL-based IoT
appheations, the proviswon of attack review = of meat
importance. Thus, the focus of this study i to conduct a review
of the RPL-based IoT network's securty threat, particularly the
mwutmg attacks.

Jahangeer m ther study [1] conducted a review of
the securty of IoT petworks from the perspective of the netwok
layer. The study reviewed state-of-the-art works, inchidmg
machme leamingbased algorthms and techniques, and
evaluated performance parameters such as energy consumpton
and throughput. Authors of the study [7] they conducted a
detalled review of the detection of sinkhole attacks m RPL-
based networks. The authors presented the characteristics and
descnption of the snkhole attacks However, they did not facdor
in the mplementation of the addressed attack. An overview of
the RPL network and secunty features is presented m [£]. The
study presents a detalled review of rank and blackhole attadks
and secunty solutions agamst these attacks for RFL-based
networks. However, mplementations of the attacks am not
presented. Furthermore, t = not evident as to which factors ther
focus attacks affect.

HNish et al [6] presents a DIS-floodmg attack overview,

demonstrating thatthere are two types of such attacks, namely,
umicast and multicast DIS-flooding attacks. The study further
notes that the attacks affect the msources of LLN nodes,
particularly energy. Authors of the study [9] provides a
comprehensive survey of fourteen RPL-specific attacks and
ther mimigation technques. The study further demonstrated the
impact of the attacks on the resources, traffic, and topology of
the network. The study [10] provides a wanous number of
wutmg attacks affecting RFL. Addiwnally, the study
categonses these attacks m terms of affected factors such as
topology, resources, and traffic flow. The study, furthermore,
highbghted subdmisions within each category of affected
factors to demonstate the effects of routmg attacks m ther
taxonomy of RPL routmg attacks.
Table I exhibitz a comprehensive summary of synthesised
1elated work, hishhghtmg the descrption of the paper, major
contrbution, and the number of attacks addressed. It further
highlights whether or not the study presents implementation of
attacks, and affected factors (topology, traffic, & resources);
lastly, the limifations of the studmes.

TAELEL SUMMARY OF SYNTHESISED RELATED WORK

FBaference Diescription Major Conmibaten | Numbs | Implemenmtion | Afected Limimtion
of Factors
artacks (Topalagy
maffic &
Fesources)

11 A review of the The study reviews 7 Hao o Implementation of attacks
security of IoT routing attacks, iz mot presantad
networks at the existing detection
oetwork laver appreaches, and

pErspeciive evaluation parameters
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select 3 node with the mmimum rank valie as its prefemred
parent [4].

V. LLNS ATTACES OVERVIEW

In thi= section, the study presents an overview of Fank,
Smkhole, Worst Parent, and DNS5-floodmg attacks that
negatively affect the network from optimal convergence,
excessively consume network resources, and greathr affect the
overall performance of the LLNs. We outlne the charactenstics
and deserphion of the mutmg attacks, vulnerabibities of EPL
thatthese routmg attacks can exploit, and the affected factos
and performance metres.
LIMs are susceptible to vanous attacks, mehdmg moutmg
attacks. These attacks ame detiimental tonetwork topology,
resources and traffic, mtending to destabihse the network’s
quality of services [18]. An attackermav mtentionally vielate
one or more of the notions of the mnk property mentioned m
Section 2 to mshigate vanous routing attacks that may disrupt
network traffic, deplete network resources or sub-optomise the
LIN": parformance.

A. Dis Flooding Artacks

In normalRPL operations, a new node(s) or node(s) who
loses connection with s parentssends a DIS control packetto
sobeit DIO packets from #s neighbour nodes. One way to
transmit the DIS packets 15 to broadeast them such that they
reach any nodem theradio mnge of the sender. Uponmcept of
the DIS packet, the tnckle timer of the receiver i eset, and the
nede then broadeasts s DIO packet. An attacker can exploat
the mulcast sobetation technuque of EPL to launch a DIS-
floodmg attack [25, 26] An attacker frequently tansmits DIS
packetsto the victmn nede m #s transmission range [27] and
imnores any DIO packets sent by neighbour nodes. Unicast or
broadeast DIS control packets merease control meszage
overhead and energy consumpton. Furthermore, & causes the
unavalability of legtmnate nodes, lnk channels, ete. Multicast
DIS control packets cause a frequent rezet of the trckle timer
of the recerving nodes to B3 mmmum vaklie and abort the
scheduled emission of DIO packets. The frequent tickle timer
resets due to massme DIS recerved and massive DIO
transmitted by victin nodes merease the control packet
overhead [15, 28] The DIS Floodmg attacks ame msource-
affecting attacks. Thus, arapid merease m control packes
mereases the energy consumption of the affected nodes,
resultmg m ashortened network bfespan and, addihonally,
reducmg the availability of commumication lmks [6] and
degradmg the efficiency of the network.

To mplement the DIS-flooding attacks, rpl-privare. b and
1pl-timerz.e senpts can be moddfied and ame found in thes path
contiki/core/netapl! The senpt rpl-privateh contams DIS
operation constant. The DIS transmession mterval s different
from one RPL's implementation to another[1 7]. The mtervalis
handled by RPL_DIS INTERFVAL amd
RPL DIS START DELAY comnstants [13]. To accelerate DIS
packets dispatched by the mabeious node, these constants may
be set to zero (0.

E. Sinkhole arracks

The attack attracts and mtercepts a significant portion of the
network traffic, effectvely disrupting the network’s routmg
services [13]. In this attack, a mabowous node dissemmates
faulty routing mformation to fabncate tself as a better route
[28, 30] t does thatby decreasmg s OF metme which 15 used
tocalculate the rank value [31] So thatall the neighbour tra ffe
mn the netwoik 15 dwected through the malbcious node [2]. A
smkhole attack may selectrvely drop recerved packets or may
completely drop all packets, alterng the communicaton
stream, and performmme packet modification [2] These attacks
may affect topology and data traffic; furthermore, affectmg
end-to-end delay, packet debvery ratio, and throughput [3]
The scrpt to modify to mplement the smkhole attacks &
rpl_mrfhofc found m the path conmtiki‘core/meripl’. Thi
function  caleulate_rank{rpl_paremt_t  *p, rpl_rank ¢
base_rank)is usedto calenlate the mnk value of s targetnode.

C. Rank attacks

The Rank attacks can occur by manpulsting lnk
parameters. The attacker advertes egther a lower or a higher
rank value m case of a decreased rank attack and anmereased
rank attack, respectively [32]. In the case of decreased rank
attacks, legfimate nodes will choose a lower-anked node as the
prefermed parent, resulting in data tra ffic routed to the ma bcious
node. The rank attack 152 data traffic flow-affectnpattackthat
causes energy depletion, and loop creation, decreases the packet
debvery ratio and memeases end-to-end delzy [33]. The rank
attack explotts the mabilty of RPL to venfy the rank vales of
nodes in the network. The malicwous node dissemmates DIO
packets with a sipmficantly lower mnk value than #s actual
wvalue to decerve the neighbour nodes that # provides the lowest
cost path to the oot node. This 15 done by miab=mg these
constants EFL_CONF_MIN_HOPRANEINC and
FPL_MAY FANKINC to zero (0) [34].

The senpts that need modification to mplement rankattzdes
are rpl-private.h and rpl_mrfhafc can be found m the path
contiki‘core/netapl! The rpl-privare.h  scnpt stores Contiki
EPL mplementation declaratons such as mode of operation,
ICMP control packets default values, DAG mutmg tables
timmegs, and other essential mformation[l5] Morover, the
scrpt rpl_mrfhafc stores a function
caleulate_rankirpl_parent_t *p, rpl_rank_t base_rank) that s
used to caleulate the rank valie of its target node.

D. Worst parent attack

FPL does not offer 2 mechanism to monitor node
behaviour, it beleves thatevery node 1s dependable and that it
adheres to the protocel’s standard poliey[35]. In Worst Parent
Attacks, an adversary would choose a reverse pobicy of EFL
and choose an optmmal route to the smk nede by selectmg a
parentwith a hisher mnk vahe [4, 9]. The attackermodifies the
OF to choose the worst rank node asa parent [24]. This delays
packettransmission and raises the ETX of all descended nodes
of the mahcious node [19]. The WPA 1 a network data traffic
affectmg attack causmg an End-2-End Delay (E2E) and
ameduction i thepacket delvery mtio. Furthemmore, 1t
prevents the network from optimal convergence and solates
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[71 Arsview of Theresearch reviewed 1 Ho o Implementation of attacks
the deterdon of sinkhole atack and is not presented
sinkholeatacks m | detecton technigues
FPL-based
nemworks
[8] Areviewofsecure | Feview of blackhels 2 Mo o Implementation of atacks
routing challenges and rank attacks is not presented
in LLNs
[6] The smdy reviews | A demailed overvew of 1 i Tes Implementation of atacks
DI%-flooding BPL and DI5-floodne is not presented
artacks attack
] Acomprehensive | Provides a review of 14 Ho FCH Implementation of attacks
murvey exchsneal 14 roufing attacks is not presented
RPL-baszed attacks
[10] Asmdy of EPL Provides a review of 17 Hio Yes Implementation of attacks
atacksand defene | 17 routing attacks and is not presentad
mechanisms in [oT categorise them
accordimg to affected
factors

In the related work, & hasbeen discovered thatmany previous
studies do not consider a stmetured mplementa tion method for
routmg attacks, however, our study offers a unique perspectve
on the mplementation of the mutmg attacks m the EPL
network. Ulmately, if provides a comprehensnre descrphon
of routmg attacks, effects and factors mpacted, and
mplementation of routmg attacks m LIMs. It further presents
attackmg percentagesthat can be adopted to mme operations
of the networks under routing attacks.

IO. ERPL OVERVIEW AND OPERATIONS
This section bnefly overviews the Foutmg Protocol for
Low-power and Lossy Networks (RPL) and 5 operations. It
akso outlmes the control packetsused by RPL to construet and
mamtam the network topology to ensure efficent
communication and optimal delivery of data packets.

FFL & a distance vector source routng protocol which
supports unicast and multicast data tansfer methods [11] It
employs a Desimation-Cnented Dmected Acyche Graph
(DODAG) to construct a tree-bke topelogy [12] The DODAG
compnses a sink or reot node and leaf nodes [13]. It has thmee
prmary tra ffic flows, namely, upward, downward, and non-oot
routmg multipomt-to-pomt, pomt-to-mulipomt, and pomt-to-
pomt, respectively [14]. EPL 1= an IPv6 routng protocel that
allows transmiter nodes to create, find, and choose a packet
transmission path to the destmation root [15]

DODAG root utibses four Internet Control Message Protocol
version 8§ (ICMPvé) to create and mamtam the topology of the
LLNs, namely, DODAG Informaton Object (DIO), DODAG
Object  Advertisement (DAO), DODAG Informaton
Sohetation (DIS), and DODAG Object Adverhsement-
Acknowledgement (DAC-ACK). Te start a new DODAG, the
smk node transmis a DIO to dissemmate the latest routng
mformation among DODAG nodes [16]. These mchde
RPLmstancelD, s mok value, DODAG ID, Objectrve
Function Code, and version number. Upon recernnmg a DIO
packet, the node processes it and chooses a prefemred parent
based on the recernved rank valne. Then, a unicast packet, DAQ,
&5 used to disseminate a child node’s details to a parent node
and to connect the child to the parent node. Upon recermg

the DAOD packet, the parent node will unicast a DACQ-ACK to
acknowledge the child-parent communica tion to the child node.
DIS packets are depatched exther unica st or multicast by new
nodes or nodes that lost ther parents to soheit DIO packes
from newghbour nodes and to jom the estabbshed DODAG
structure [17]. When recerwmg a multicast DIS packet, the
recerver resets B3 tnckle tmmer (which defmes the mterval of
sendmg DIO) and multieast DIO packets Any recemver of DIO
packets processes them and umweast a DAOD packet to the
preferred parent. Futhermore, it 15 observed that a mse m DAQ
and DIO packets signaks an unstable network topology, which
may give nse to end-to-end delay, decrease packet debvery
ratic and petwork throughput, and degrade the network's
efficiency [18]

InEPL routing protocel eperations, nodes awan DI0 messages
from neighbouring nodes before jommg the tree topology.
These DI packets are transmiited on an mterval basis byveach
node usmg the trickle algonthm [19]. Tnckle tmer mtervals are
longer and shorter when the network 15 stable and unstable
respectively [20]. Momover, when the network &= unstable, the
tnckle tmer & reset to send DIO packets more frequently [21]
A nodemay recemve severalDIO packets from neighbournodes
withm its ransmission range; & then chooses a prefened parent
based on the rank vale caleulated using the Objective Funchon
(OF) mechanism encapsulated m the DIO packets. Metnes used
to defme OF s meremental factor meluide hnk rehabibty, Hop
count, energy consumption, ETX, ete.[22]. The IETF describes
two objectrve funchon standards to caleulate the rank
value namely, Objective Function Zero (OF)) and Minmium
Fank wih Hysteresis Objectrre Funchon (MEHOF), the
former employs the hop count meinc to dictate the shoitest path
to the smk, and the htter employs the Expected Transmission
Count (ETX) metme to assess Imk quality and dictate routes
with the lowest cost [23] The rank value signifies a node’s
position relative to the sk, # memasss moving down the
DODAG tree from root to leaf nodes [24]. The rank valkue
ensures optmmal topological formation, network resources
utiisation and quality traffic paths to the DODAG root [4, 12].
The notions of the mnk property are thatrank stmectly inereases
from root to leaf nodes m DODAG, a chid node musthave a
greater rank vale than its parent, and lastly, a child node must

Page | 88




severz] nodes from the entwe network [24] WPA & a sub-
optmal attack, # does not mcrease packet loss nor consume
network resources [4]. Furthermore, it 1= noted that it 15 tedions
to detect such maheious nodes smee they do not demonshate
abnormal behaviour but only choose a worst-rank parent. The
senpt for modificatton to mplement the WPA rpl-mrhefc
= found m the path contiki/core/met/1pl.

Table II presents a synthesised overview of the attadks
mvestgated m this research study. It exhibitz the affected
factors of each attack, thempact on network performance
mehidmg  affected peformance metncs, and lastly, the
exploited vnnerabilities of the RPL protocol

TABLET ATTACES IMPACT AND EXPLOTTATION
Antacks Affected Factor Impact on network Performance EPL Vulnerahility
Metrics
Fuank Topology Sbiliy P2 Lack of verification of
Fank Vahe
Sinkhols Diata raffic Relinhility PM4. PMS Hizh dat loss
Worst Parent Diata raffic Sbiliy PM2 P4 Lack of restriction on
parent selection
DI5-Flooding Fesources Anzilability PAMI, PM3, PMS Lack of restrictions on
the number of DIS
dissemination
PMI- Conmool Message Overhead, PM2- Delay, PM3-Enerry Conmmption, PMA-Packet Delivery Ratio, PAS-Troughput

These attacks compromise the availabilify, stability, and
secunty ofthe LI M= allowing adversanes to mtercept or distupt
communicaton between legtmmate nodes [36]. BPL budds i#s
topology usmg its control packets; modification m the contents
of the packets gives nse to routmg attacks [33] These attacks
cause bop creation, decrease packet delvery ratio and energy
depletion, merease packet delvery latency, and low throughput
Ultmately, they affect network efficiency and mhabity by
degrading s performance. However, it 15 mportant to be abk
to mplement netwoik scenanos that mmmie real-world routing
attacks for the smulation of network resthency and the
development of defence techniques.

V. METHODS
This paper aims to synthesise reviews on mutmg attacks n
RFL-based IoT networks. The authors observed that it is
necessary to understand the routing attacks in the protocelm

question, the RPL. They then adopted the Systematic Liera tume
Review (SLE) presented in [37] The adopted method consiss

of five steps:
A. Definition of search keywords:
They defmed an amay of keywords to query academw
databases for elevant studwes, such as “EFL"
B. Hentification af academic databases:

The authors ddentified databases to query ther stucture
keywords amay. They quened IEEE Access, ScenceDimect,
Sprmger, and MDFI. These are major academic databases.

C. Query and Retrisval af Studies:

The study reimeved 931 studies pubhshed m the years from
2021 to 2024, To filter the results, the authors defined screenmg
and exchision entena, which enabled them to get the elevant
studees from the query

D. Screening & exclusion of sindies

The authors excluded publications without full-text access,
those that fall outzide the borders of the review of EPL attacks
routmg attacks m RPL, LN wutmg attacks, or routing attacks
i IoT, and dupheates.

E. Inclusion of studies

The study then ended uwp eviewng 338 studies that are
relevant and fall withm the borders of this study.

To select relevant review EPL-based attacks publications
withm our scope, the authors of this paper screened tiles and
abstracts, resulting m the exclusion of 858 and the melusion of
73. The final set of publications, which were conzidered m this
review, was a result of the conducted full-text readmg. The study
then found that 38 pubheations were relevant and mchided m the
study.

TABLENI PUBLICATION SELECTION CRITERIA

No | Imnclosion Exclusion

1 Publiched batoreen 2021 &
2024

A study is a duplicate

2 Englizh langnage Noo-English

El A publication remams withm
the borders of this study

Mot relevant

4 Full-text reading is available Iz a grey literamre

VI. DISCUSSION

The goal of this sechion 1= to present the outcomes of the
study. The study answers questions melated to the sutable
smultion took, discussion of factors affected by routmg
attacks, nchidingperformance metes, attackmgpercentape for
better attack smulation, apd lasily, mplementation which
mchides desenptions of the mutmg attacks, characterstics, and
mplementation of routmg attack-lke simulation.
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A Which simularion tool iz suitable for implementing RPL-
based routing attacks?

Several smubation tools, such as NetSm, MATLAB, Cooja,
etc., may beused to smukate IoT networks. Different stadies
utithse different tock for ther smultion expermments
dependmg on ther mitended scenanos, topology, use cases, etc.
However, as per thereviewed bferature, most researchers
prefer the Cooja monmg ContikiDS for thewr RPFL-based IoT
simulations [2, 18] According to [36], smulations conducied
usmng the Cooja platform have proven to be quite accurate;
Cooja presentsidealmal-world scenanos. Cooja =a Java open-
source, portable, and mulitaskmg operatmg svstem for IoT,
partienlary LLNs running the EPFL protocel [32]. Thi tool
simulates the bmary code of actual sensor devices operatingon
the Contiki O5. It offers several modes to repheate real-woild
envronments and mchlides auxibary tools to help measum
vanous metncs that assess system performance [28].

B. Which netwerk performance metrics may demonstrate the
presemnce aof routing artacks?

The synthesised pubbcations highheht metnes that can be
evaluated to determme the presence of the routing attack(s)m
the IeT networks [16], namely, throughput, packet delnvary
ratw, energy consumpiion, end-to-end delay and control
message overhead. Throughputis the measure of the am ountof
useful data that can be transmitted per unit of tme and 1s
expressed m Mbps. The higher the throughput, the better 1= for
the netwoik. Among network performance metnes, throughput
= the most erfical one for evaliation [13]

Packet Delrvery Ratio &5 the percentapge of source-transmitted
packetsthatreach ther destination [15]It assists m calenlatmg
network rehabity. Energy Consumption refers to the amount
of energy consumed by network nedes throughout the network
bfetmne. It canbe computed by summmg the power consumead
durng node sleep mode, for processmg, recerving data, and
transmittmgdata [18] End-to-end Delay i= the measure of tme
a packet ttavek from source to destmation through the network
[29]. It is a common concept in Internet Protocol (1F) networks.

It different from Found-Trop Tme (B TT), which defines time
from source to destmation and backto source. Control Messaze
Owerheard denotes the oumber of contml packets tansmitted
dunmg thenetwork muntmme to constmet and mamtam the
network topology. In a case of network mstabaity, control
packets are generated by the nodes to optmie the routmg
topology [16] ultimately stabilising the network. An mereasem
control packets dem onstrates network mstabildy. The presented
metnes may be used to wdentify discrepancwes in the network,
which would potentmlly mdicate the presence of moutmg
attacks.

C. What percentage af malicious nodes significantdy impact
the netwerk's performance in propertion to lagitimate
nodes?

The percentage of mahciousnodes m the network mayhave
a significant mpact on the perfformance of the network; thus, o
munie the effect of routng attacks, one needs to consider the
pumberof mabictous nodes agamst the network size. The higher
the attack mtensity, the greater the mpact can be ohserved on
the petwork peformance. Bokka et al in them study [13]
evaluated the effect of 2 mabelons nodes m a network of 20
nodes It was observed that the mpact wasmoderate but higher
than what was observed m [32] wher they consdered 1
makicions node out of 22 nodes, which yielded a low mpact that
one would mistake for one of the charactensties of LLNs,
namely, low data rate andlossy nks. However, the studwes [14,
18, 34] consudered 7%, 8%, & 3% attacking nodes m thew
petwork smmulations, espectvely. It was observed that thewr
attack mtensty demonstrates a3 modemte mpact with
asignificant declme m PDRE and throughput, an merease m
control message overhead, and energy conmamption. High
mpact 15 observed m Nandhmi et al study [33] where they
measured the mpact of the attack at 14% of mabowus nodes,
we observed a large number of packets bemg dropped and the
presence of sizmificant delay and energy consumption. Tablke IT
presents the attack percentage, netwoik sme and attack
percentage and level of attack mpact and performance metes
per publication.

TABLE IV. ATTACH PERCENTAGE AND IMPACTED METRICS PER STUDY

Pef Simmlstion | Size | Attack | Impact Arack % Performance mefrics

[13] | Nesimm | 20 2 M 10% Throughput, E2ED, CMO

[29] Neathim 5 1 H 0% Throughput EXED, PDE, EC,

13 Cooa 13 1 M T EC. PDE. Radio Duiy Cyde

[15] Cooia 16 3 H 100, EC. CMO, PDR.

5] Tooa 3 1 M 0% Deky, LM, Throuzhput

[32] Cooja 7 1 L £ Frdio Duty Cycle, EC

[14] Nathim 16 2 M 13% PDE, CMO, Thronghput EXED

[18] Cogja 12 1 M D EZED, PC,

[25] Coaja 2 1 L Ha PC_FLE,

[34] Coaia 12 1 M % DPC. Throuzhput

I3] N52 172 32 H 6% Throughput, EXED, PDE.

[38] Toma | 100 | 50 H TG 75D, Throughpw:, EC, POR

[33] Coaja 0 10 H 14% PDE, CMO, EXED, EC
Lowl, Medium-M high-F Enegy Consumption-EC, snd-to-snd delay- 2EC, Padkst Delivary Ratie-POE, Centrol Message Ovachead-CMO, Packst Loss Ratc-PLE
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Te propose effectrve detection and mihzatwn techmques, 5%
attackmgnodes could be used a5 a mmimum attack percentages,
astt 15 closer to the charactenshics of LLN=; so the technuques
should be able to detect such a small numberof attacks, as they
canhavea siznificant mmpact m the long mn. Secondly, 7-13%
demonstrate moderate mpact, and anything above and
mchudmg 14% can be used for high-mmpact analysis.

D What key sieps or framework can be adopted to implemeni
routing attacks?

To analyse the performance of the network under routing
attack, penerate attack datasets, develop detection and
mitigation techniques, ete_, it 15 vital foresearchers to develop
scenanos that mmie ealword routing attacks. Many works,
mchidmg [14-16], presents smmulation results demonstratmg
the presence of routmg attacks m the network. However, a
structured mplementation 15 never presented, which m mamy
cases lmits the companson of sunulation scenanes and defence
technuques amongresearchers. This study, however, identified
high-level steps that were observed to occur m the synthesised
hterature [25, 33] as Ad-hoc methods. The paper observed that
it 5 significant for researchers to adopta structured method to
mplement routmg attacks, which would potentially fusl
cooperation among them.

The study. The potentialkey steps which may be adopted m the
mplementation of routmg attacks m LI N: melude cloning of
Contki project file, modifymg the operations of the RPL
protocol by moddfymg the core files, meludmg the header and
source scrpts to mimic the routmg attack of mterest, compilng
the edited senpts and comectmg emors, loadmg the compiled
senpts mto the firmware of the selected mote, and hstly, bz
collection which mvolves collectmg network operation data,
mehiding packets sent, recerved, time, power consumption, ete.

VII. CONCLUSION

Thys paper explores four routmg attacks—DIS floodmg,
smkhole, rank, and womst-parent attacks—alongside netwoik
metnes that mdwate ther presence. It also wentifies key steps
forthe siractured mplementa ton of these attacks m Low-power
and Lossy IoT Networks. It was discoversd that these four
attacks bave an mpacton network topology, resources, and data
tra ffic. Moreover, they affect the performance of the network m
terms of packet delvery rato, end-to-end delav, control
message overhead, throughput, and energy consumption. It =
observed that having a stmctwed mnplementation would
potentially allow ease of comparative analysis of studies,
algorthms, adophon of defence techmigues, ete. An ideal
mmmmum attackmtensity i observed to be 5%, which provides
a low to moderate mnpact on the network, and 15% demonstates
a high mpact on network performance. Attack mtensity =a vay
mportant metric to evaate the mbustness and effectivens = of
defence techniques.

The focus of future research will explore an ad-hoc
mplementation framework, then propose andadopta structued
mplementation frmework for routmg attacks that can be
adopted to allow easy compamson of proposed defence
techniques, scenanos in bterature, and collaboratwons among

esearchers. Furthermore, propose attacks and network logs
meodules. Another future dwection is explonng machme leaming
algonthms to determme the best-performmg model based on
network data collected usmg the mplementation framewoilk to
be proposed.
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4.2.5 Article 5
1. Article publication details

Title: Design and Validation of an Adaptable Framework for Implementing Routing

Attacks in Low-Power and Lossy Networks

Status: In the pipeline

2. Article synthesis
(i) Purpose

The purpose of this article is to evaluate the effects of the assault on the loT. It
addresses the lack of structured methodologies for implementing and simulating
routing attacks, as well as for generating datasets, and ensuring simulation and
experiment reproducibility for comparative analysis among studies. And lastly, the
article proposes a methodical strategy for the execution and simulation of routing
attacks to allow collaboration among researchers, enable consistent scenario
comparisons, and support the development of robust and effective defence

mechanisms against routing attacks, leveraging the generated datasets.

(i)  Methods

A quantitative methodological choice was adopted for data generation and collection
following an experimental strategy and deductive research approach. Cooja
ContikiOS was utilised to simulate two scenarios, the first with 25 sensor nodes and
1 sink node, and the other scenario with 15% attack intensity of DIS-Flooding nodes.
Data was collected from network performance metrics, that is, beacon interval, PDR,

End-to-End Delay, CPU and energy consumption.

(iii) Results and Discussion/Findings

The simulation results validated the framework’s effectiveness in implementing a
DIS-Flooding attack and baseline scenarios. Furthermore, they statistically
demonstrated the effect of the attack on network performance metrics,
demonstrating that attacked nodes exhibited a reduced beacon interval of less than

50,000 ms. This result confirms heightened activity stemming from frequent
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responses to DIS packets. The DIS-Flooding attack forced the attacked nodes to
consume 0.75 mW compared to 0.5 mW in the baseline scenario, representing a
20% increase that underscores the elevated processing demands during the attack.
The attack scenario, furthermore, resulted in an average power consumption of 7.6
mW, compared to 3.2 mW in the baseline - a 4.5 mW rise that confirms the resource-
intensive nature of DIS-flooding. PDR declined by up to 50%, with certain nodes
dropping as low as 25%, primarily because nodes prioritised processing DIS
packets and consequently discarded data packets. End-to-end delays also surged
dramatically, reporting over 9,000 ms under attack versus less than 1,000 ms in the
baseline. The discussion emphasises that this framework effectively induced
network degradation, thereby validating its utility for implementing attacks. These
results align closely with prior studies, reinforcing the critical need for standardised

frameworks to enable reproducibility and facilitate comparative analysis.

(iv) Conclusion

This framework represents an adaptable framework for implementing routing
attacks in LLNs, addressing the lack of standardised methodologies. The
framework’s structured approach (cloning, modification, building, flashing, logging)
enables reproducible experiments and fosters collaboration among researchers. It
demonstrates the framework’s effectiveness via Cooja ContikiOS simulations,
showing significant network degradation in DIS-Flooding attacks. This article
provides a logical basis for generating standardised datasets and developing

intelligent detection models, with plans to use collected logs for this purpose.

3. Full article
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Design and Validation of an Adaptable Framework for
Implementing Routing Attacks in Low-Power and Lossy
Networks

Abstract

Low-power and Lossy Netwodks (LLNs) are an emerging technology that modemizes
how IoT devices commmunicate and transmit netwodk taffic. The capability of IINs
to allow IoT mesonrce-constmined dewices to commnnicate make: them sunitable for
adoption in IoT applications such as environmental montoong, muilitary snoredlance,
ete. Given their well-vested smitabality in IoT, LINs are susceptible to ronting attacks,
which pose threats to the degradation of mesources, tmffic, and topolopr of the
network It is wital to defend the networck from rowting attacks. To defend against
omting attacks, a standard framewods for sonting attack implementation shonld be
adopted, which allows: ease of scenado companson, defence technignes adoption,
and fosters collabomtion among researchers in the field of rooting artacks in ITMNs.
Many simdies demonstrate the impact of routing attacks, but only a few present the
frameworks for implementing routing attacks. This stndy proposes an adaptable
framework for routing attack implementation that fostess collabomtion and allows
for easy companson smdies, and potentially contributes to the design of mobmst
defence technignes apainst ronting arracks. In addition, the paper presents a
comprehensive review of existing works and a methodology for the reprodneibiliey
of this study. The stdy milized the proposed famework to implement and sinmlate
1 DIS-Flooding attack and baseline scenarios for companson. The Simmlztions wese
condncted on Cooja Conitki to evalmate the frameworks effectiveness. Resnlts
ndicate sipnificant degradation 30% in packet delivery mtio, and increased control
message overhead, end-to-end delzy, and mereased 20°% enerpy consnmption,
demonstrating the framewods’s ntility for ronting attack implementation.

Eeywords: EPL, LIN:, Ronting Attacks, DI5-Flooding attack

1. INTRODUCTION

The RPL iz crucial to IoT as it optimises resonrce consumption and ensums
reliable data transmission in a resource-constramed environment [1]. Its abdity to
establish commmunication paths between sensor nodes makes it indispensable for
IoT applications, inchiding smart aprionlture and smart cites. However, the

This wozkis Leensed nader a
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increase in adoption of connected devices expands the attack terrain, making it
cmcial to address wulnerabilities and protect sensifive mformation from potental
threats [2].

Most works on RPL attacks are concentrated on the impact of attacks in network
performance analysis and/ or datasetcollection forintellizent detection technicues
under attacks, with minimal reference to how opetating system modules may be
modified to effectively launch such attacks [3]. Furthermore, malicions nodes
cannot be altered during simulation.

The importance of seourity system development within IoT ecosystems holds
immense significance [4]. However, a robust routing attack implementation &
ndispenzable to ensure a stoichwed security system design, reproducihbke
expecments, and comparative analysis of research works in the field of ronting
attacks on RFL. The discovery of this study is expected to lay the gronndwod: for

the cucrent and fitnre academic and industrial works in relation to routing attacks
in LINs.

The motivation of the study stems from three primary observations ie. RTL
mntroduces intricate mechanisms that create multiple attack vectors, current
approaches to ronting attack research lack standardized attack implementation and
often rely on ad-hoc and meonsistent methodology, making comparative analvss
a challenge. Furthermore, a stmchwred framework enables systematic exploration
of potential network milnerabilities and facilitates more robust security designs.
The study contributes a comprehensive framework for routing attack
implementation in LINs, enabling reproducible experiments, as well as a
stmctired and systemized metlmdologv for ronting attack impact analysis. The
stndy, fllrﬂJEﬂJJOIﬁ provides simulation-based validation de::lmnsuaung the
effectiveness of the adopted methodology and proposed framework nsing Coop
ContlkiO5 to assess attack impact on RFL networks, and qlmmtamfe analyzis of
attack effect on the network key performance metrics 1e. Control Messge
Ovechead (CMO), power consumption, and Packet Delivery Ratio (PDER).

1.1 RPL Overview

LI devices force a reduced transmission range; as a result, the network nses the
sensors as intermediate nodes for efficlent data transmiszion to the sink
Furthermore, the network suffers from low packet data rate, packet losses,
resonece-constrained devices, and offers a Maximum Transmission Unit (MTU)
of 127 bytes. Therefore, the transmission of data in such low-power and lossy
networks requires a ronting protocol that can address these challenges. RTL
promizes to address the challenges faced by the LINs RPL aims to facilitate
Protocol Data Units PDUs) between sensor devices with low latency and
reliabdity while minimising the power utilisation of devices. he RPL protocol a
proactive roufing mechanism, establishes and maintains a routing topology known
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as a Destination-Ogented Directed Acyclic Graph (DODAG) throvugh the
penodic exchange of control messages. DODAGs are hierarchical stonctires at
the node level to ensure efficient data transmission [2].

RPL defines four control messages to carry ontits responsibilities ie. Diestination
Information Solicitation (DIS), Destination Information Object (DIO),
Destination Advertisement Object (DAQ), and DAO-Acknowledgement (DAC-
ACE). DIS packetz are nsed by new sensors or those that lost their parents to
solu:at DIO packets from nodes connected to the DODAG to connect or update
their DODAG stmctue. DIS packets can be multicast or broadcast Upon
receiving a multicast or broadcast, the receiver assumes that the network &
unstable, then resets its trickle timer and multicasts a DIO packet [5]. A Trickle
algonthm is nsed to fadlitate transmission ntervals of D10 messages. RPL utilizes

this alpodthm to manage the rate at which DIO packets are transmitted to
increase the chance of the DIS sender joining the DODAG.

DIO packets are nsed to transmit information about the ecurrent DODAG
topology. such as the Ohbjective finction nsed, DODAGID. RFLInstancelDD,
WVersion number and con fignration metrics_ and the rankvalne of the sendernode
DIO packets are nsed by receiving nodes to choose a preferred parent and jom a
DODAG. Upon receiving a DIO, a node then selects a preferred parent based on
the nsed routing metric (rank valwe, hop count, or expected transmission count)
and nnicasta DAQ packet to its preferred parent DAQ packets are nnicasted by
a child node to provide its parent with a downward route, and DAC-ACK i m=ed
by the parent node to acknowledge receipt of a DAOC . Broadcasting DIS packets
forces nodes to reset their trickle timer.

1.2 DIS-Flooding Attacks

Attackers transmit larpe volumes of packets to the network to consume
communication resources or render tarpet devices nnavailable [2, 6]. A technique
for transmitting DTS packets involves broadcasting them to all nodes within the
sender’s radio transmiszion range. Upon receming a DIS packet. the receving
node’s trickle timer is reset, triggenng the broadcastofits DI packet. An attacker
can exploit the multicast solicitation mechanism of the RPL protoco] to initiate a
DIS-flooding attack [7].

The attacker either broadeasts or multicasts DIS packets to the victim nodes [8]
Upon recerming DIS packets, machm nodes reset their tockle tmer and mlficast
DIO packets thronghont the network [3]. An attacker persistently sends DIS
packets to a target node within its transmission [9], disregarding DIO packes
transmitted by neichbonring nodes. Thense of multicast or broadeast DIS contral
packets elevates controlmessage overhead and energy consimupnnn'I'l.us dispts
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the availabiity of legitimate nodes, commmnication channels, and other network
resonrces [10]. Broadeast and DIS packets togger frequent resets of the trickle
tmer in receiving nodes to s minimum valee, intermpting the scheduled
transmission of DIO packets. These repeated trickle timer resets, cansed by a high
volnme of recerred DIS packets and excessive DIO transmissions from victm
nodes, significantly increase control packet overhead [6, 11]. DIS-flooding attacks,
as resonrce-intensive attacks, rapidly escalate the energy consumption of affected
nodes, leading to a rednced network lifespan, diminished availlability of
communication links [5] and degraded network efficiency.

2. LITERATURE REVIEW

In this section authors present reviews of existing works that present the ronting
attacks implementation framework and /or adopted simulation methodology for
RPL Networks. Publications included in this section demonstrated that they can
implement rontng attacks in RPL.-based networks, it is essenfial to investizate and
svnthesise the methodologies employed for implementing routing attacks.

The study [3] introduces the implementation of known routing attacks using
Contli-NG. It farther proposes a framework to faclitate the simulation
experiment of multiple RPL attacks nnder distinct sefups in terms of seventy and
duration. Using C preprocessor instmictions to command which attack code o
execute ducing buld. However, the proposed reference implementation is the
antomation of attack lannch, as thez;'used Boaolean variables to manage the timing
and activation of a routing attack. The authors of the paper [10] demonstrated the
impact of sinkhole attacks on the RPL network However, the paper uses an ad-
hoc methodelogy which does not gmﬂntee the re.-pmdm:ﬂ:ﬂ.ttv of their work
Work in [12] demonstrated the impact of six routing attacks. Their adopted ad-
hoc framework embeds attacker code on each sensornodein the network, wherein
a node mnst check if it is an attacker or not. This increases the margin of ecror and
doe: not demonstrate feazibility. Furthermore, attacking nodes are hard coded
which hinders attack density alterations. Przemyslaw and Jaroslaw in their stady
[6] implemented fonr routing attacks aiming to assess the network’s performance
nnder ronting attack condiions. An ndividual attack was simmlated and logged.
However, a clear framewosk that was followed iz not presented, though the results
demonstrate the impact of the simulated attacks.

The smdy [4] lke [8] evanated the impact of multiple ronting attacks. Though
their results dlustrate the expected impact of each attack on the network, the
method of attack implementation is not presented. This hinders reproducibility
and ease of comparison. The authors of the work [13] evalnated the performance
of DIS-Flooding attacks using the NetSim simulaton fool In therr
implementation of the attack, the malicions code iz integrated into every sensor
node’s source code and for every network event, each node checks i it is a
malicions node or not If it s a malicions node, it transmits and drops DIS and
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DIO packets respectively. T}:u:uugh the authors provided implementation steps;

however, it does not gnarantee reproducible experiments. The same can be
observed from theworkin [13], wheread-hoc methods are nsed to implement and
analyse the impact of routing attacks in LTNs. Theuse of ad-hoc methods is ako
ohserved in the work [14]. The paper demonstrates the impact of the DAO
flooding attack and further proposesa secre protocolas a measwnre against the
attack using ad-hoc methods, which would be an obstacle for the research
commmuanity. Modification of routing protocol logic appears to be a viable way o
Jrnplementmuung attacks. The study [15] adopted such an approach to unphament
DI5-Flooding attacks. The study proposes a modification of protocol logic filks n
Cooja’s core folder to implement ronting attacks. The modified files are then part
of the Cooja core project directory. The works [6, 7] adopted the methodolbgy
presented in the work [15] to analyze the impact of six and four ronting attads on
network performance, respectively. It is, however, not clear which protocol logie
files normal and attacking nodes nse in both studies. Farthermore, it appears that
the proposed framework cannot implement multiple attacks in a single simulation
SCENALO.

The studies [6, 7] flusteate that having a structiured implementation of routing
aftacks could potentially mfluence reproducible experiments, improve
comparative analysis of proposed stadies, and, as such, foster the generation of
standardised datasets and nltimately the development of robust and effective
secrity mechanisms against ronting attacks.

3. METHODS

This section focuses on the adopted methodology to reach the objectives of this
paper. It 35 essential to note that this paper aims to propose a routing attack
implementation framewodk on Routing Protocol over Low-power and lossy
networks (RPL), which is a widely nsed ronting protocol for resmuce-oonstm.u‘ed
ToT devices due to ifs scalability and enecgy efficiency. The significance of the
frameworkis to fosterrep.toduuble experiments, comparative analysis studies, and
research collaborations.

Furthermore, given the adoption of machine learning in the fight against ronting
attacks, as suggested in the work [16]. The systemised methodology (see Fig. 1)
adopted promises the generation of standard IoT ronting attack datasets and
ultimately the design and development of robmst and effective security technicues.
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Figure 1. Proposed methodeology for ronting attacks simulation
3.1 Simularion Serup
Simulation Environment
Coojaserves as a desirable and widely nsed simulation platform desgned exphmtb?
for the ContikiO3 [7], an enabler of the low-power IoT space [17]. Cooja, with is
concentration on wireless sensor simnlations, offers researchers and developers a
powerful ablity to simmlate their ContkiOS-based applicatons before
deployments. The Coojais a widely adopted simulation tool in both academic as
well as in industrial simmlation setups. It 32 an open-sonrce platform that fosters
commmaity-driven contributions and improvements, ensudng its ongong
televance and efficacy within the low-power and lossy IoT ecosvstem
The environment supports a whole range of featares, such as simulation of
ContikiO3 operable devices and emulation of kmited resonurces devices [15] that
enables the creaton and virtmalisation of RPL-based network setups and
topological stmctages. Farthermore, it allows multiple node simulations, which
enables researchers to evaliate the performance of protocols and networks in a
controlled virtnal environment.

Simmulation Parameters

To evaliate the effectiveness of the proposed framework, a simulation setip was
designed following the framework of routing attacks implementation in IoT nsngE
the Cooja simulation platform. The following Table 1 highlights the simulation
setup where a network simmlation area of 100 m x 100 m was set np, comprsed
of 25 sensor nodes, 1 sink, and 4 attacker nodes. The simulation ntlised the Sky
mote and employed the UDP as the transport protocol, along with the TEEE
802.15.4 standard for the PHY and MAC lavers. The Tmote Sky is a widely nsed
wireless mote desizned forresearch and Efxpenmeutaﬁnnmh:w—puwermﬂl.om
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Networks (LLNs). It is equipped with 92kb flash memory and 16 MHz CPU,
which makes it snitable for field deployment, implementation ofIDS and roufing
protocols with logping. amongst others.

Table 1. Simulation setp

Settings Values
Simulation tool Cooja ContlaO3s
Mote type Sky Mote
Dimension area 100 m = 100 m

Transmission range| 50 m

Sensor nodes 25

Sink node 1

Attacker nodes 4

Radio Medmm Unit Disk Graph Medmm
Data rate 256kbps

The study defines a 15% attack intensity to simmulate the network attack scenario.
It iz worth noting that, though the number of malicions nodes does affect the
performance of the network however, the number of attacked nodes can
nltmately vield desirable and realistic results. One can have 10 malicious nodes,
for example, which only attack 12% of the network, as compared to a smaller
number of malicions nodes steategically placed to attack a larper number of
legitimate nodes. As snch, this study adopts the attack model and ntensity
distribution proposed in the work [16] as presented in Table 2. however, it onk
foenses on 25 netwodk sizes with a 15% attack intensity. The attack ntensity
denotes the number of attacking nodes. As presented in Table 2 below, 2 netwod:
size of 25 nodes has 15% of attacking nodes.

Table 2. Attack intensity distobution

NETWORE sIZE ATTACEINTENSITY
5% 10% 15%
25 1 3 4
36 2 4 5
64 3 i 10

3.2 Baseline Scenario
The IoT simmlation environment for the baseline scenario (see Fig. 2) is for

comparison with the networkattack scenario. In the baseline scenario, we consider
a total of 25 sensors, 1 snifferand 1 sinknode. Thelogs collected from the baseline
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scenario becanse a benchmark for comparison and evalnation of results obtained
in the attacked network

®

& @ p? ® @
=

"hkﬁbﬁi ® @

Figure 2. Baseline scenario simmlation area

3.3 Arrack Modelling

This step involves attack definition, profiling, and definition of attack triggers. The
study modelled two routing attacks such as. DIS-Flooding and Sinkhole attacks.
D]S—Flood.mg attack, the attacker node broadcasts DIS packets to sensor nodes m
its transmission fange, fOIl::ulg victim nodes to transmit DIO packets and remain
actively listening to incoming packets, thus consuming their energy and creating
mstabjhtv and suboptimisation of the netw ork. The sinkhole attacker, on the other
hand, transmits and manipulates the routing metric (rank valie) of the RFL
protocol to appear as the preferred parent to its neighbours, then drops UDP
packets transmitted on its way. Aftacks are topgered once attacking nodes ae
placed in the simulation environment.

3.4 Implementation

It is worth noting that in the third-last step of onr methodology, we adopt the
proposed framework presented in Section 4. In this step, we implement the five
steps defined in the proposed framework thatis, doning, modification, buidng
and compiling, code flashing and logging.

3.5 Ewvaluation

Routing attacks are severe and resultin network pecformance degradation. In thi
work, we evalnated the network performance dudng attack smulations and
considered the most responsive and essential network performance metrics such
as Power consumption, End-to-End Delay, Packet Delwery Ratio, Contml
Message Ovechead, and beacon interval
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Packet Delivery Ratio (PDR) presents the proportion of data packets snccessfully
received at a root node to those transmitted by the sensor nodes.

PDR = E-'—'—”J + 100 (1)
It iz computed neing equation 1, where Prdenotes the quantity of transnutted dat
packets and Pr denotes those that are successfully recerved at the root
The end-to-end delay presents the average of different delays associated with each
packet sent and recerved by sensor nodes and sink node, respech"rel_l;' computed
by equation (2), where Ty and Tr denote the time when each packet is sent by
senzor nodes and recerved by sink node, respectively.

pT s — "
Delay = Zi=a(Ti=T50) (;: rp) 2)

Energy consumption = one of the cmcial network pexfommnce metrics o
consider in the LT.Ns, it affects network performance in various ways. It refers o
the amount of operating power consumed by each sensor node n a network
Lifetime, computed by equation (3)

(CPU=0.54 LPM+0,0005 +Tx+17 4 +Tx+18,8) 31 (3)
32768

PC (mW) =

{PUdenotes active mote power consnmption ducing computations, L PM denots
power consumption during standby mode, and Tx and Ex denote power
consumed ducing transmission and hstemng respectively.

Control Message Overhead (CMO) represents the number of control packets ie
DI5, DIO, and DAQ transmitted during the network’s mntime. Where srr denofes
the network mntime, DIS, DIO, and DAO denote the respectire control packets.
CMO is computed nsing equation (4)

CMO = E?:i(ﬂf.’if +DI0; + DAGI-] (4)
3.0 Validation
To validate the effectiveness of the proposed framework, the authors of ths wods
compared the outcomes of the attack and baseline scenanos. An attack within the

network can be identified by a declne in network performance, which can be
viewed on the selected network performance metrics.
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This section presents the methodology which was adopted to condnet this stady
Highlighting the network simulation setup, which includes the simmulation
environment and parameters. Further, presenting a baseline scenario and attack
modelling.

3.7 Proposed Framework

The literatoee demonstrates that attacks, particnlarly routing attacks in Routing
over Low-Power and Lossy Networks, have been investizated and evaluated [S,
15]. However, the ourrent literatire does not present a comprehensive framewor:
for the implementation of routing attacks. As such, this paper proposes an
adaptable framework to implement and lannch ronting attacks in Cooja ContiliOS
for academic purposes, as shown in Figure 3, and farthermore, insinuates the
stmictured attack implementation and impact analysis, which will subsequently
enable standardised detection and mifization technigues mmplementations for
adoption in real-world 1T applications.

| Rnuhnp Allacks Implamaniaticn Frameawork |

Figure 3. Routing attacks implementation framework

Owr proposed framework follows frve steps of implementation, which are
cloning, modification, bulding, flashing, and logging:

Repository Cloning-Clone Contiki files to several attack types (IN) you want to
implement. Rename the cloned folders to the names of theattacks mvestlgated for
simplicity, that is, attack-1, attack-2, . .. attack-IN. This approach not only
sepatates attack and legitimate core foh:lers but also ensures modification of the
logical operations of the legitimate and attack ronting (see Fig. 3). It further allows
the implementation of multiple attacks, as most implementations in the literature
consider indiidual attacks trigpered when their simulation starts [3].
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Caode Modification- Expleit the routing protocal’s logic as part of implementing
the attack(s). This can be done by medifying specific (4 and ¢ extension) files in
the core flder of the project for each attack Then modify the
PROCESS_THREAD() function in the amack-T.c. ... arack-IN.c setipt(s) for the
malicions nodeto execute during the attack. Modification of protocollogicenables
the mmplementation of different routing attacks with different logical
characteristics. Some of the scopts to modify the logic of the protocol are:
rpkpravare b stores private declarations of RPL, such as defanlt vales for ICMP
packets, mode of operation, timings, etc.

rpklrimer.c handles all timing-related operations of the RPL protocol The script
uses a tickler timer alporithm to adapt the sending rate of control packets sudh as
DIS, DAO and DIO based on network stabdity.

rpkmrhefc implements the minimum Rank with Hysteresis Objective Function
(MBHOF), the defanlt OF used by child nodes to select parentnodes. It calenlates
rank vahie based on Ezpected Transmission Count (ETX) or latency metrics, and
it further helps to facilitate the selection of the preferred parent node based on the
rank value contained in a DIO packet

rikicepd. cimplements the ICMPvS finctionalities specific to RPL by handling the
encoding and decoding of the RPL ICMPv6 control messages. Encoding means
constmicting the message, ie. filling in the current types, fields, and payload.

Building and Compiling- The sougce codes of swers and sink s seripts in the
original Contiki folder (Nerma) and amack-T.c, ..., armack-INe from the coned
folders [drmack-1, ..., - Arack-IN) are budt nsing their respectve makgibmaluds, as
shown in Fipure 4. The Makghk indlude is a confipnration file that defines hardware-
specific settings, compiler options, paths to the libraries, header files and souress
directories needed during compilation, and mles that are essential for building the
firmware correctly for a specific target device. The compiler then generates a
binary firmware image file.

b,  Attack makefile nchide
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Figure 4. Snippets of makefile incinde files for sensor and sink nodes (), and a
malicions node (b)

Firmware Flashing- After a successful compilation, the binary firmware is then
flashed or loaded onto the microcontroller(s) of the target node(s). In this case
the wsmks semsore, and aftack-Te ..., afack-INre  are flashed onto the
microcontrollers of the root node, sensor node(s) and malicious nodefs)
respectively.

Data Logging- The simnlation environmentis instmcted to log key events such
as protocol messages, data packets, node behavionr, resonrce consumptions, etc.,
during simmlation. The proposed framework utilises a sniffing module to log and
collect network statistics.

4. RESULTS AND DISCUSSION

In this section. a comparison of baseline and DIS flooding attack scenarios 5
presented to evalnate the effectiveness of the proposed framework. Five I1INs
performance metrics are used to demonstrate the presence of a DIS Flooding
attack in the RL-based IoT network The DIS Flooding attack is a resonrce
consumption attack, where a malicions node(s) broadeasts DIS packets to nodes
within its transmission range. Upon receipt of DS packets, nodes drop whaterer
activity it was processing and transmit a DIO packet to the sender of DIS
packets—in onur caze, the malicions node. Because a large volnme of DIS packets
is transmitted , this triggers the transmission of DIO and DAO packets.

A comparizon of the beacon interval between the two scenacios, shown in Figure
5. Dudng the DIS Fooding attack. it 15 observed that some motes report a very

low beacon interval, demonstrating thatthesemotes areactively transmitting DIO
and DAOQ packets in response to the DIS broadcast packets.

Awmnge b Beecan i
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Figure 5. Comparison of average beacon interval in milliseconds

Low beacon mterval demonstrates thatnodes are active and transmitting packets
at a very high speed. It is observed that modes nnder attack reported an average
beacon mterval of less than 50000ms=

The average CPU and power consumption of the attacked motes demonstrate the
presence of DIS flooding attacks in the network As a DIS flooding attack = a
resonrce consumption attack, itis vital to present these metrics as they indicate an
ongomng attack. It can be observed, as shown in Figure 6 and Figure 7; that attacked
motes consume more power in an attack scenario as compared to a baseline
SCENArno.
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Figure 6. Comparizon of average mote CPU consumption
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Figure 7. Average mote's power consnmption

It can be observed that attacked motes consume their processing power (CPU) as
they trv to process the incoming D15 packets and transmit DIO packets as they
respond to the DIS packets, as shown m Fignre. 8. On average, baseline and DIS
flooding attack scenarios demonstrate CPU consumption of 0.5 mW and 0.75
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mW, respectively; attack scenarios consume over 20% more of the total CFU
power than the baseline scenario. Further, on average power consumption, these
inclnde CPU, LPM, T=. and Rx; the proposed framework demonstrated i
effectiveness in attack implementation, as we see an increase in average power
consumption. The presence of the attack can be witnessed as i consumes, on
average, 7.6 mW, and the baseline scenario consumes only 3.2 mW, that is, the
attack consnmes 4.5 mW more average power than the baseline scenario.

We futhermore observed that the presence of the attack also affects packet
delivery ratio and end-to-end delay, as exhibited respectively, as shown in Fignre
8 and F’Jgu.re Q.
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Figure 8. Average Packet Delvery Ratio (FDE)
The implemented DIS flooding attack demonstrates a drop in packetdeliveryratio
as low as 25% for mote 20. This is becanze attacked nodes drop any activity when
they receive DISpacLﬂts which mchide data packets of the deployed environment
We ohserved 2 30% decrease in PDR in the presence of the attack. It can be seen
that the attack also increases end-to-end delay, as shown in Figuee. 9.
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Figure 9. Average End-to-End Delay

Node 15 suffers a great delay as the attack scenario recorded a delay of over 9000
ms as compared to the baseline scenario that recorded a delay of i st less than
1000 ms.

The proposed framework demonstrates its effectiveness in implementing and
lannching attacks in RPL-based network simmlations. Itis observed that the attack
was successfully implemented and lanched, and the degradation of the netwod:
performance subsequently proves the effectiveness of the proposed framework

5 CONCLUSION

This study proposes an adoptable ronting attack implementation framework
foster collaboration among researchers in the field of ronting attacks in RPL.-based
IoT and zmooth compatison of scenarios from different publications. It was
abstracted from literatire that researchers in the frilled of routing attacks in RPL-
based networks use ad-hoc methodologies to implement ronting attacks, which
can have a great impact when it comes to comparison of scenarios and
experiments, and collaboration amongst researchers. The sty painted a vivid
pictce of the importance of a stouchured framework for implementing routng

attacks to inflnence the reprodncibility of expenments and comparatire analyss
of attack scenarios, and subsequently, comparative analysis of proposed detechion
technicues.

The smdy proposed a routing attack implementation framework which
demonsuated itz effectreness by ne]d_mg network degradation results when the
framework was mplemented. It = explicitly clear that the performance of the
network degrades in terms of PDR, CMO, Delay and beacon mterval upon
adoption of the proposed framework Fumre direction, the authors of this wodk

are going to nse the logs collected in this stady to generate a network dataset
which can be nsed to build and propose an intellizent model to detect the rontine

attack in the RPL-bazed networks.
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4.2.6 Article 6
1. Article publication details

Title: A lightweight Intelligent Model against Routing Attacks in loT-based LLN
Status: Developing

2. Article synthesis
(i) Purpose

This article proposes a lightweight intelligent model to detect DIS-Flooding attacks
with a demonstrated high detection accuracy, low false negatives, and less program
flash memory utilisation. The latter ensures feasible adoption in resource-
constrained loT devices. Furthermore, the model ensures openness and
accessibility to allow ongoing research support in RPL-based loT studies simulated
on Cooja by making the dataset publicly available. Moreover, this article
demonstrates the practical implications of the adoption of machine learning models

as a defence mechanism in loT networks.

(i)  Methods

For this article, a quantitative methodological choice was adopted for data
generation and collection following an experimental strategy and deductive research
approach. Cooja ContikiOS was utilised for the simulation of two network scenarios,
where each scenario was simulated three times in each of two selected network
topologies (random and linear). Additionally, Visual Studio was utilised to
preprocess datasets and simulate selected machine learning models in terms of
training, testing and validating the optimised model. Lastly, data was collected from
the performance metrics of the models, that is, MCC, recall, false negatives, and

program flash memory utilisation.

(iii) Results and Discussion/Findings

The findings of this article demonstrate that a decision tree is a suitable lightweight
intelligent model to detect DIS-Flooding attacks, achieving a 4.17KB of program

flash memory model utilisation, 3.79% of false negatives, and 98.21% of Matthews
Page | 112



Correlation Coefficient. It satisfies the predefined threshold values defined in the
methodology of this article. Though models like support vector machine and multi-
layer perceptron achieved higher MCC, precision and accuracy, they score the
same percentage of 99.14% recall, which defines the specificity of the model.
However, the decision tree’s performance, grounded in the combination of the

chosen performance metrics, meets the criteria.

(iv) Conclusion

This article proposes a decision tree as a lightweight intelligent model against
routing attacks. It further establishes the practical implications of the adoption of a
decision tree algorithm as a lightweight and intelligent model to defend IoT LLNs

against routing attacks.

3. Full article
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A lightweight Intelligent Model Against Routing
Attacks in IoT-based LLN

Absrace—Low-power and Lossy Metworks (LLN:) play a
significant role in ToT application: romming on resomrce
constraimned device:—device: with mited program flash memory,
computing capability, and battery life. To route traffic data of the
IoT applications, LLN: utilize BFL, the de facto routing protocol
that iz desigmed to create and maintain rowtes for data
transmission efficiently. LLN: are widely nsed in a wide range of
IoT application:, cleding environmental monitoring,
agriculfure, surveillance, waste management, efc. However, the
rapid growth of IoT metworks has also atiracted a sigmificant
number of routing attacks, like DIS-Flooding attacks, that exploit
vulmerabilities of RPL. DIS-Flooding attack is a form of Denial-of-
Service attack that exploits the RPL mechanism and floods the
petwork with DIS packets with the aim fo deplete metwork
resonrces, render some channek and modes mmavailable, and
furthermore, disrupt operations of the network, which conld lead
to catasfrophic sitwations I some extreme cases. Thiz stody
proposes a lightweight intellizent model against DIS-Flooding
attacks in LLN:. Using a simulation-generated dataset, the study
evaluated the performance of sit machine karning alrorithms
based on detection accuracy, false negatives, and program flazh
memory. The findings of the study demonstrated that the dedsion
tree achieved a detection accuracy of 920.13%% and a false nezative
rate of 3.79% with a 417EB program flash memory (ROM)
requirement.

Eaywords—IoT, flooding atvtack, intelligenst model, LINs:, RPL

I. INTRODUCTION

The probiferation of IoT applhcations has found a diverse
adoption m different sectors, from military swrveilance,
envronmentalmontormng, meliding a grcubure and mdustrial
to healtheare and transportation]l] Mest IoT monstormg
appheations are mplemented on smart devices with Imeed
processing capabiity, imited program flash memory, and
battery Lfe. These smart devices use Low-power and Lossy
Metworks (LLNs), a network for resource-constramed devices
to communicate amongst themselves and tansmit them
montormg data on a hop-to-hop basis to the base station (smk
node) [2] However, such commumnication of IeT devices
requires a routmg protocol specially desigmed for resource-
constramed devices. A working Group for the Routmg Protocel
of Low-power and Lossy Networks (ROLL), the Intermational
Engmeermg Tazk Force (IETF) desizned and developad a

OOK-X-RROO- OO - X000 ©20XX IEEE

Fouting Protocol for Low-power and Lossy Netwodks (RPL),
the de facto routing protocol for LLNs [3].

EPL 1 a distance vector routmg protocol that facihtates
routing and node nteraction in a mesh topology with the aim to
meet the requoements of the LLN [4] Momweover, the protocol
provides an efficient routmg soltion tadored to LLNs to addres
the LLNs' resource-constrained nature [3]. However, it was
designed prmanly to optimize the performance of LLN:
without pnontizmg security requirements [6] The protocol
builds a Destination-Cmented Dect Acvelie Graph (DODAG),
a hiermrchical tee-lke topology that compnses a smgle
destmation (smnk' root node), leaves (child and parent nodes).
FPL uses four [ICMPv6 packets (DIS, DIO, DAO, DAD-ACK)
to create and mamtam a DODAG for dvnamic parent selection
and ultmmately optimal route selection [7]:

+  DODAG Information Solictation (DIS) packet —used
by nodesto sobiett DODAG mformation and to jom the
network, or by node(s) already m the network that need
to change thewrparent. The DIS packet can be broadeast
m the node’s tiansmisswon range. Any node recervmg
the broadeast DIS packet stops any process I was
executing, resets its trockle time, and unwkast a
DODAG Information Object (DIO) packet to the DIS
sender [E].

* DODAG Information Object (DIO) packet —aunicast
or multwast packet from a parentnode to 2 child node
with DODAG confisurations melhdmy DODAG
version number, EPLInstance, routmg metnc to
caleulate mok valne, and parent node’s rank metic.

+  DODAG Object Advertisement (DA - is a unwast
packet sent by the child node to the selected parent.

*  DAO-Acknowledgement (DAC-ACK)- Upon
recerving 3 DAQ, theparent node then unicasta DAC-
ACE.

Attacks on IoT networks are escalating rapidly due to the
widespread use of LLN: m dfferent sectors [6]. The design
vulneabibhe: of FPL make #t susceptible to a mange of
sophisticated routmg attacks that can exploit network secunty
and performance [4]. Though EPL has secunty modes for
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control messages, attacks that mtermmupt routing paths and dan
resources can stll be launched [5]. As such, there 5 mmmum
securtty mechanism m the RPL protocol for routing attacks [9]

Eoutmg attacks are network funchonalty dismuptors that am
to deplete network resources, affect data packet debvery,
mtroduce delavs, and mterfere with nommal operations of the
network. An example of such an attack 15 the Distributed Denml
of Service attacks exploiting the DIS packet mechaniom to fiood
nodes with DIS packets mtended to deplete network resources,
dempt communication between nodes and deem other nodes
unavailable [l] DISfloodng attacks degrade network
performance by consummg battery power of the network,
additronally, rendermg devices unavailable, decreasmg packet
delvery ratio, and subsequently mereasmgend-to-end deby and
control message overhead.

Detection techniques have been proposed m the bterature to
try to defend the LLNs agamst routing attacks, as suggested m
these comprehensmve reviews [10, 11]. Different technigues
from secure-protocol Intusion Detection Systems (IDS) to Al-
based have been proposed, tested and evaluated with shrengths
and weaknesses highhshted m the work [12, 13]

Traditional techniques forprotectingIoT are no longer effectwe
because of emerzng vulberabibfies m the LIMs [3]. IDS
demonstrates its abiity to defect routng attacks usmg
technigues ke signature-based, anomaly-based, specification-
based and hybnd-based However, these techmaues hawve
hmatattons [6] However, sach one of them has s own
challenges; siznature-based, it depends on a database orpatians
found m earher attacks discovered. However, this database mmst
be updated mgularly. Anomaly-based: system behaviour 15
observed fora certam tme_and a profile that meludes all system
operations is created. Hybnd: combines both technigues[14].

Fecent advancements m machme leamimg (ML) provide a
promizing alternatove for adaptrve, data-dmven attack detechon
systems. ML detection mechanisms leverage netwoik data o
autonomously distmpnsh between nommal and abnomnal
network operations, demonstrate a higher detection rate, and
provide adequate adaptability and generabizaton over traditional
mechanizms [4].

To accurately detect DIS-Floodmg attacks with low fals
negatives, this study proposed a decision tree-bazed hehtweight
mteligent defense model agamst DIS-Floodmg attacks for InT
monitormg appheattons mnnmegon LLN:, with a demonstration
of efficacy on the program flash memory ofthe nodes. The man
contrtbutions of the work are as follows:

* A program flash memory was miroduced as a new
evalnation metne for ML, mtended for resource-
constramed devices

* Dataset demved from smulatton network operation,
packets, sent tme, 1ecemved tmme, mter-packet time,
beacon, mterval cpu, tx, 1%, to name a few.

* Decision ftree, as a lbghtwerght wvet powerful
classification algonthm, was adjusted to optmize ®s

performance.

* Dataset. By ensuimg openness and accessibility, our
dataset ensures long-term availabiify and cngomg
support for research. It can be accessed from the
followmg Imk.

Thi= paper & organized as follows: Section I provides
lterature and related work on mtellizent modek, Methodology
is dicussed m Section II1, which explams details of the methods
adopted to conductthe study, Section IV shows the perform ance
resultz with detailed discusmion, and lastly, the conclision s m
Section V, which reflects on the fmdmg=, and pomts ata futue
research direction.

II. LITERATURE REVIEW

A. Supervized machine learning algorithms

1} Decision tree

Decrion Tree (DT) 5 a classie supervised lammg model
that utiisez a tree-hke mraph to represent a flow-chart-like
structure for makmgdecsions. The alponthm hasprovento be
a hishly successful generalpurpose method for both
classfication and Io features. Decision trees are considered
mterpretable due to ther shaightforwand, easy-to-undersmand
computation process. The constuction of a2 decion tree
typically mvolves two conceptualphases: prowmg and pruning.
The leammg process commonly uses recursive parfifioning,
where a dataset & mpeatedly spht based on selected tests until
no further partiionmg is needed or possible.

2} Random forast

Random Forest (BF) 1= a powerful machme kammg
algonthm which has become a standard data analysis tool m
vanous fields, meludmg anomaly detection. It operates as an
ensemble lrammg method that combmes the output of mulhiplk
random decision frees to amive at 2 single, more robust result
[6]. Each treem a Random Forest &= built from 3 random sampk
of the tammg data with replacement (bootstrap aggregatmg or
bagemg), and durmg the tree construction, only a random subset
of features i considered for each spht. Fuithermore, the fmal
prediction 15 typically determmed by averazing the predictions
of mdrvidual trees for regression or by a2 majonty vote for
classification. Addtwnally, this ensemble approach enhanees
predictive accuracy and helps mitizate overfiting, a common
izsue with mdnidual decision trees. Random Forests areknown
for ther smmplicrty, effectiveness, and ability to handle high-
dimensional data, making them popularin both mdustry and
academa [15]

3} Suppert Fector Machine

Support Vector Machme (5VM) & prmarly used for
classification, regression, and outher detection problems [15]
Footed m statstical leammg theory, SVM amms to find an
optonal hyperplane that best separates different classes m a
high-dmenswonal feature space. it = worth notmg that the com
prnciple myvolves maxmmismg the margm, which is the distance
between the hyperplane and the closest data pomts (suppont
vectors) from each class. SVM can effectvely handle bothlmear
and non-lmear classification tasks by employmg the "kemel
tmck." which mpheitly maps mput dats mto higher-dimenzional
spaces where a Imear separation might be poszible [16] SVM
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has been widely adopted m vanous fields due to its strong
mathematical foundation and excelent performance.

4} K-Nearest Neighbor

E-Meamest Meighbor (FINI) is 8 non-pamametric, supervised
kaming classifier nsed for both classificaton and regression
tasks [15]. When classifyimg a new data pomt, FINI identifies
the . closest data points (peighbors) in the traming datase
based on a distance metric, such as Enclidean distance The clas
of the new data point is then determined by the majornty clas
among its K neamst neighbors.  Fumheomore, FRI &
considered a "lazy leaming™ alzomthm because it does not buid
3 peneralised model durng the raming phase but mther stores
the entire trainng data set and perfomms computstions only when
a prediction iz requested [17] The perfommance of ENI s
sipmificantly inflnenced by the choice of ' and the distance
meiTic used.

b Muiti-Layer Percapiron

A Walti-Layer Perceptron (MLF) is a rype of amificial neumsl
network composed of multiple layers: an input layer, one or
more hidden byers, and anowputlayer. Inspired by the smcnm
and function of biclogical neural networdk s, MLPs are desizned
to receive, process, and mansmit data [1]1t is a feedforwax
neural network, meaning that mformation flows in only ome
dmection, from the mput layer throngh the hidden layers to the
output layer [1]. MLPs are capable of leaming relationships
between both near and non-lineardata and areknown as zood
noo-linear approximaters. The most common traming @ lgorthm
for MLPs i backpropagstion which mwolves adjustng the
connection weights between neurons to mmimiss the difference
between the network's output and the desired output. MLPs am
widely nsed fortasks such aspattemn classification and funcdon
TEETRSEI00.

6} Naive Bayes

MaiveBayes (MB) & a probabilistic classification alzomnthm
based on Bayes'theorem, which makes a "nanre” assumptionof
mdependsnce between features ghven the class. Despite this
strong mdependence 3 ssumption, which is oftennot met m real-
wordd data, Maive Bayes classifiers have demonstmted
rematkable effectreness and efficiency in vanons applications
Itis a genemtive kamng alzornthm tha tmodels the distribution
of mputs for a gven class[15] The algorithm calmlates the
probability of & gven data pomt belonzng to & particular clas
based on the probabilities of its feamres. The alsmorthm is
ditimpnished by itz computatonal speed and efficiency
prediction operations. It is particulardy well-suited fortasks like
text categorisation, spam filtering, and sentiment analysis.
B. Related work

Severa] recent womk:s have made simificant efforts to
enhance the security of LIM:s agamst vanous routng attacks.
They further demonstmated the feasbility of adopting machme
leaming models for hisher acouracy and precision i routing
attack detection whilk minimising false alarms[13]

A study evalated the perfommance of fore modals nsing a
Cooja simuls tion-genera ted dataset [4]. The smdy compared the
performance of EMNM, Maive Bayes, Logstic Fegression,
Decikion Tree, and Fandom Forest to detect three routing
attacks (blackhole, floodmg and version nomber attacks) The

smdy proposes modom forest as the best-performing model
achieving an acouracy of 88 .99%.

The study [#] employed a deep leaming-based Gated
Fecurment Unit model to distmpnish berween nommal and
aboommal network beha vionron FPL. The modelis tmned on a
simulated dataset generated usng MetSim with 20 nodes and
achieved an accuracy of 95%, 94% precision, 81% recall and
87% Fl-score.

Demonsiratngthe apphcability of deep leaming models, the
stmdy [5] proposed GEU and LTSM to detect five routing
attacks in BPL. The models were trained and rested on the Cooja
simulation-genemated damset of 10845 data samples of the fre
attacks. The modek achieved 90% and 95% acooracy,
respectively. The fmdmgs prove that the suggested technigue
performs well in identifyimg muliple threats but faces
challenges in & resource-consiraned envirenment.

Anthors of the study m [§] evalated fourmachne leaming
modek ona ROUT-4-2023 dataset. The study demonstratedthat
random forest achieved 99% acouracy while EWNN achieved
98%. A muliiclsss dataset comprising 16 features and 1639975
mstances representing three attacks and nommal network mafhe
claszes, Contrary to our smdy, the study did not present the fake
negative reults and memory requirements of the model The
stdy [1] utilised the same dataset as [§] to train and test andom
forest, decision free and baggng modek to detect blackhole,
vemsion number, floodng, and decreased rank attacks. Using 5-
fold cross-validation iterations, the decision tree achieved 29%
CCUTACY.

Uking the WEEA feature selection tool for optimal model
performance, a study m [7] utdised the Cooja simulated dataset
to train and evaboate the performance of SVM, Decision Tree,
ensembled leaming and Maive Bayes models. The results
muggest ensembled leammpg desmonstrates higher detection
aocuracy of 988% while the decision tree and MNaive Bayes
achieved %4% accuracy; furthermore, SMWV iz the lowest
performer, achieving 95% accuracy.

The smdy [18]proposes an ensemble leaming model o
defect vamous routing attacks. The study mfegrates mndom
forest, decision tee, and exta trees algorithms to buid an
ensembled model Authors of the study further compared ther
proposad model a gainst some modals proposed m the Litera ture
nsing the IFAD dataset. Ther proposed model demonstmted
that it is effective in detecting the routing artack in question by
achieving 99% acouracy, precision, and recall Nevertheless, the
model demonstrates hish mcall the smdy lcks the memony
requirements of the model
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TABLEI SUMMARY OF RELATED WORE

Attack intensity increases from 1 to 3, then 5 dis-floodmg
attacking nodes. Furthemmore, two (2) different Cooja defauk
topologies were simulated { lmear and modom); each topology

FEF | MOD | ATIAC | DATAS | FEAIUR | MOT | N | MOD . ! : L .
FLS S ET S E SIT FL consists of three (3) 10-miute simulations for the baseline
E SIIE scenano and three (3) 10-minmte simulations for the atmd
181 4 3 simulatio 24 Zl 11 HA scenano. Thatis, two hours of simulation mntime exchdng
8 — simulation preparations and finalization. The simulation
Bl ! 8 S"T:th i N:um W omA pammeters are stated in Table IT.
ot
&l F] 5 Timmalan A Cuoja MA HA TABLE I SMULATION PARAMETERS
o2 PARAAMFTFRS VALUFS
= 3 = :‘_{fgf; L& HA [ HA | HA Mo of simulations 1z
71 4 3 Simulat Ha HA 14 HA Simulation toel Cooja Contikid X
oan
mm | 3 3 EAD T A | WA | ma Area 100z X 100z
Simuiation timse 10 mimmizs
Existing anlt5 demuns:tratelt.epuwnt'm.anhmellumiug a.nd X pErar— Ty T
deep laming models I accumately detecting varons routng
attacks im LI Ns. However, most of these smdies naglect the Mot ROM&RAM #EEL & LOER
size of themodel as a contrbuting fa ctorfior the selection of the Fadio Madium UDGM
best-performing model for LIN micrecontrolers with Emited ——— SO
program flash memory _
Data packet sizs 127 Bytus
. METHCDOLOGY TEEE standard Contki MAC 801154
While the ideal approach for data collection inmvobhres
zathermg from realwordd IoT network devices, which entails B, Daraset

technical complexity and cost, we find it feasible to adom a
simulation-basad methodology to create an FFL-based IoT
network and collect simulation data from it. To ensure the
melevance of onr simulation, we calibmated the simulation
parameters based on empirical data and theoretical models that
closaly resemble those found i actual To Toetworks. The ability
to simulzate an IoT network scenano and mamtain hizh fideliy
to real-world condfions enables the creation of effective and
apphcableda tasets forresearch and development purposas in the
fiald of FPL security and performance.

A 3.0 Simulation setup

Thiz paperutilizes the Cooja Contki simulation tool which
fomishes nodes with identical CPU and memory condizmrs tims
as meal IT devices, facilEatmg the extraction of simulated
network messages.

The simuls tion network comprised 25 sensors, 1 sink and 2
sniffer Sky Tmotes as depicted m Fig. 1.
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Fig 1. Simulation smvirmmentof 25 semsors, a sink and 2 sniffer nodes

Datasets contaming both categorical and numencal featumss
were extracted from network logs. The dataset comprises dats
maffic logs, mote operation time, protocol-level metrics, and
power consumption. Two datasets were derived from the tao
scenamos, that is, baselmecsv with 1475 instances and
defloodng csv representing the minorty classwith 1164. Thes
two datasets am then concatensted to form one bmary class
dataset with 2640 data pomts or eniries and 24 features.

C. Data Preprocassing

Crur dataset consists of 2 classas: baselme and DIS-flooding,
To ensure the best results of the selected models, we applied
several data processing techniques to the dataset. Label
encoding was used to convert the target colimns’ names o
numerical binary vales. The number of nommal raffic is 12%
maore than that of the DIS-flooding attack data points, which
declzres the datazet mbalance.

» Feature engineering is the process of extracting relevant
information from existing data_This step is critical asthe
chamactenzation abiity of the feamme set diectly
mfluences the accuracy and genemlization of the
detection algomthms [19]. Ten (10) relevant featars
wee selected usimg the SelectBest Python Bhrary.

o Darg Scaling: The selected feamres underwent scaling
usmg StandardScalerto nommalize ther ranges, which i
cmucial for alporithms sensitive to feature mamimdes
201

»  Resampling: To ensure a balanced dataset, the Synthetc
Mmorgy Over-samplng Technigue (SMOTE) was
adopted. Its power 5 observed from its capabilities to
generate synthetic data samplas for mmornty classes by
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adopting k-nearest neighbors to randomly select dat
points from each mimorty class sample and creating
synthetsic pomts along the Ime segments jommg thess
neighbors [21].

4} Train-Test Spirt; The dataset was split between
mamng and test data pomts, with 70% maning and 3%

testimg usmg stratified samplng.

D 3.3 Medel Selection

S (§) supervised machine leaming a leorithms were chosen,
backed by Lterature as the most ressarched and suited
algorithms for LLN:s considering their resource-constramed
namre. In different studies, each of the selected alzorthms

demonstrates the ability to detect atizcks with high acouracy and
lowr fakse alamms.

» Decision tree: Is considered mterpretable due to s
straightforward, easy-to-understand computon
pIoCess

» Fandom forest: They are known for their simplicity,
effectiveness, and ability to handle hish-dimensional
data, making them popular

» Support Vector Machine: has besn widely adopted
vanous fiekds due to itz soong mathemsticsl
fonndztion and excellent performance

»  Mnlti-layer Percepiron are widely used for tasks such
a3 pattem classification and function regression

»  E-Mearest Meighbor is simnificantly mfluenced by the
choice of ' and the distance metmic used

» HMaive Bayes is distingmished by its computational
speed and efficdency @ prediction operations. It is
particulardy wel-suited for tasks lke texx
categorization, spam filterme, and sentiment anabysis

E  Evaluation Metrics

The alzomthms were assessed aginst the followmg
perfommance meincs: accuracy, precision, recall Fl-score, Area
TUnder the Feceiver Opem ting Charmctenstic (AUC-FOC), Amea
TUnder the Precizion-Fecall Curve (AUC-FE), Matthens
Comelation Coefficient (MCC), False Megative Fate, False
Pozitive Fate, and memory requirements for resource-
constramed devices to evalhiate their effectiveness m detectmg
Diz-flooding amacks.

Acouracy: represents the proportion of comectly classified
instances out of the total mstances [22] given m (1)
TR-TN

Accurary =————
TR+ TN+ FP+FK

(1

Precision: & the mtie of comectly predicted positive
ohservations to the totalpredicted positive observations [22]@m
2

N
Precision = p—— )

Fecall messares the proportion of actualpositive instances
that were comectly dentified [23]@m (3).

Racall =

TF+FF G)

Fl-5core: is the hammonic mean of precizion and recall
providing a single metric thatbalances both precision and recal
R3]m

T
Fl-Score _E*Fh:l:mn-ﬁr:'l (4}

Martthews Comelation Coefficient (MCC): & 3 measare of
the quality of binary classifications that considers true and falke
posithves and negatives, providing a balanced meamrme even f
the classas are of very different sizes [21]m (5)

_ TP «TN —FP s FN
B (TP + FP)(TF + EN)(TN + EP}(TN + FN)
F. Model sefection

Memory requirements of the model play & cucial mole in
determining the best model for LIMN: devices with constraimed
resources, especially memory, processing, and power. Guided
by the lteramre, the best model was sslected based on the
satisfaction of the following thresholds:

*  Detection accuracy over 85%
*  False negative below 10%
*  Memory Requirements below 15KB

Memory requirement & a cucial metnic for evaluating the
feasibility of deploying models on resoume-constmamed LT
devices

& Decizion tree defense model

A Decision Tres 15 a non-parametic supervised machine
leaming model uwtilized for classification and megession
applications. It consistently divides the data based ona particolar
attrbute. It demves decision mles from the data properties.
Ttilizing thosemles, & forecasts the value of thefarget varable

The decision-making process of this pamdizm can be
represented as & free, facilitating nser misrpretation. Decision
nodas and leaves are the core components of dacision rees. In
the decision node, data is partitioned according to a specific
parameter, while the leaves yield the outcomes ordeckions[22].

1} Modelling

In this experimental wotk, the spliting criterion employed
was Gini, which guantifies the mpurity of the split. Tt reveals
how well a split divides the totalsamples of binary classesma
specific node ¢. Mathematically, it can be expressed as i (5)

MCC

(5}

Ginilt) =1—- ¥* g 6)

=1 TF

Where, t iz the node. &k & the oumber of possible classes, andi
represents the class.

1 proportion of samples belongmg to the class { in node ¢
Then the prediction for the input x can be expressed as m (7)

Fix) = argmanp(ilx € leaf) M
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Where, crepresents a class, either baseline or DIS-Flooding, ©
i @ set of classes {baseline, DIS-Flooding}

pil|x € leaf) theprobability of the class [ gventhaty endsap
in thatleafnode, arg max chooses theclass with the maxom
probabiliny

2) Hyperparameler nming

To optimize the decision tree classifier for distingnishin g
baseline FPL tmaffic from DS flooding attacks i low-power
and lossy networks (LLMs), we performed hyperparmmeer
tuming using grid search with 5-fold coss-valdation on the
taming dataset. The search focused on key parameters to
balince model complexity and genemlization: max_depth
(explored walues: 5, 10, 15, MNone) and mm_samples_sph
(explored vahes: 2, 5, 10} The Gni mmpurity crienon was
fmed, as it provided efficient splits alizned with the binany
classification task. The optimal confiumtion, yielding the
hishest Matthews Comelation Coefficent (MCC) of 098 on
validationdata, was max_deptb=l0 andmim samples split=3.
This setup remlted n a3 tee with modemte depth to capus
mabtle attack pattems without overfinting to noise m simulated
tmaffic traces.

IV. BESULTS AND DNSCUSSION

Ag it is stated in Section I, this paperis aimed at proposing
an imtellipent dafense model to act agamst resouUTCe-CoNMNE
routing attacks known as DIS-flooding attacks. As such, the
paper tramed and tested s supervised machine leaming
algomithms on the dataset genemated from simulations. This
section presents the results of the performance of the modek and
provides a cross-cutting findings discussion.
A Resuliz

The four model: were evahated in temms of accuracy,
precision, Fl-score, and fake positives. These performance
medrics are categonsed asbaseline performance metrics, a5 they
donot rea lly present the robustmess of the models; however, they
present the ability of the model to comectly classify the unseen
data.

1) Derection Ability
Depicted m Fig. 1 = themodels’ performance comparnson o
terms of baseline metrics.

Cormpmsttcumn el sk v Pl masss Frlma

Fig I. Dwtecticn accumcy of the models and fake positive performance

With the defined threshold of 95% detection, Naive Bayes
appears to fall below the threshold by achieving 4% acoumcy

and precision, 93% F1-5core, and high false positves above the
threshold of 10%. In contrast, other models have ther detection
ability above the threshold, with specific emphasis on SV,
EMM, and MLP achieving 99% accuracy and F1-Score, 100
precision, and zero (0) fale positives; and mndom forest and
decision tree, though they demonstrate the ability to comectly
classify the binary lbels with performance over the threshold
maoreover, they seem to lack i terms of false alamms were both
maodeak achieved 5% fakepositive which is abowe threshold of
3%

Fig 2 displaysthe confosion matrix demonstrating the total
number of comectly and incomectly classified baselne entries,
and comectly and mcomectly classified attack entmies. The

results demonstrate the contiouing hish performance of 5V,
EMM and MLF, and random forest and dedision tree being the

second performing modals class, then Maive Bayes beimng the
waorst performing out of all st models.
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Fig 3. Coofasicn matrix
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2} The drea Under the Curve (AUC)H

Curves are useful especilly m a genemal classification
problem ke anomaly detection, spam detection or perfonnance
detection. This subsection presents the Area Tnder the Curve of
the Feceiver Operating Charactenstic Curve (ATUC-RCO) and
Precision-Fecall Cume (AUC-FRC), demonstrating the
performance of the models across all possible thresholds, and
the trade-off between precision and recall respectively.

Fig. 3 depicts an ATUC-EOC curve of the modals. The
curves indicate the best five perfforming models (SWVA, MLP,
EMHM, modom forest, and decision tree) stll demonstrate ther
effectiveness m detecting Dis-floodng attack with a value of
90% while Naive Bayes achieved 98%.

P A R

Fig 4. AUCEOC curves
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While Fiz 4 demonsiraies the trade-off between precision
and recall that &, as precision mcreases, recall decreases and
vice versa. However, the best five models achisved a
performance of 99% each for AUC-PRC and Maive Bayes,
achieving 98%.
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Fig. 5. AUCPRC curves

The AUC vahe of #0% demonstrates that the models can
differentiate the Di-flooding attacks class from the nommal
network operations class by almost 100%. This 5 a clear
indication of the effectiveness of machine leammg models n
IoT for security and performance, levers gng the network trafic
data and logs genemmted by IoT netwodks.

3) Resuliz af Robuest Performance

Fig. 4 demonstrates the mobusmess of the models to comectly
clazsify almostall mstances, with anexcelsnt balance betoesn
sensiivity and specificity. The results show that the modeks am
almost perfect, with few emors acress all categones of the
confusion matrix, thatis, hisgh TP and TH, and low FP and FH.
5VM and MLPobtained 99%, modom forest, decision tree, and
EMN achieved 98% and Maive Bayes achieved 88%, which
suggests that Maive Bayes is the worst performer compared o
the other five models with different chalenges.
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Fig 6. MOCC, Recall and falie naptive

In contrast, the perfformance of VM and MLP appears
have the same falss negative value of 3% as the mndom fomest

and decision tree, while EMNIN reported a valne of 5% and NaTve
Bayes reported 31% false negatives.

In the guest forthe adoption of mtellizent models for LLMN:"
security and performance, it is worth noting the storage
mplications of the modsal on resource-consiramed IoT devices
with Emited ROM and BAM on their microcontrollers. For that
reason, model size & also nsed as part of the selection crteris,
with more vale as models appear to performm well in othe
performance metnics. Moreover, models can be tuned overtime
and against until desirable results are obtaned. However, model
size plays a sipnificant ok o the context and embedded
deployment. Fiz. § presents the model file size @ Eilobytes
EEB).

Maive Bayes classification models are so simple that their
size is 1.32EDb compared to EMM, with a size of 307TEDL. ENN
can be memory-mtensive if the entire trammg dataset needs o
e stored for prediction, which might be a Imitation for very
large datasets on resource-constramed devices.
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The random forest classifier with 50 trees has the second
largest space requirement of 144Eh. While 5V and MLP
modek’ memory space mequiements (1923 and 23.09,
respectively) are just above the threshold Additonally, the
decision tree taking up less than 50% of the available ROM =
rematkable.

TABLE IIL SHOWE THE FERFORMANCE SUMMARY OF THE MODFELS.

Modd | Ace | Proc | Recal | FI- | ROC | PRC | Moc [P0 | ROM
RF | 9902 | esss| 9s14| o9 | seos | eeos| sea1 | 379 | 14438
MLr | 9os | 100 | 9514 | 9957 | oeoe | sooe | eeo3 | 370 | 1308
sve | 9o | 100 | 9814 | 9957 | seos | seoe | 9803 | 370 | 1823
ENN | 9949 | 100 | 9885 | 9940 | e85 | 9001 [ seoe | 505 | 30704
WB | 9444 | 9446 | 9284 | 03se | smsa|emis | mmm | nw| 1m
DT | 9912 osss| 9514 | 99| esi2)| 19| eeu | 378 | 417
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B Discussion

A lighrweisht and effective intellizent defense mechaniEm
in detecting anomalies in the LI MNs for IoT apphications & as
important as the applications moningon the LT Mz, to ensure the
avaiability, reliability and potentially to zam msight mto the
network performance The acoura e detection of potential threats
and resource-efficient (partinlardy, required memory size for
maodal deployment mto resource-constramed devices) are the
key mdicators of the best performngmoedel to defend the LIMs
with close to zero fake negatives. Both SVM and MFL
demonstrated a high precision percenta ge of 1009 and 044 fake
positives, indicating their supenority over the dacision tree and
random forest, with 98% and 5% fake positives, which stil fall
within the FP and FIN thresholds. The robusmess of SWVM and
MLP i observed on the Matthews Comelation Coefficient
(MCC), both achisving 99.23% while mndom forest and
decizion tree achieved 98 21%. However, decision frees and
Kaive Bayes appear to have very low ROM memory
mqurements for LLM  devices: 4.17Eb and 1.32Eb,
mspectively. Mamve Bayes models ame genemlly considersd
lishtweight m terms of memory, as they pomamly stom
probability distributions.

Based on the performance of the models m temms of MOC,
false negatives and resource efficiency, particulatdy memony
efficiency of the models, decision mees appear to be a suitable
fit fo be mtegrated mto the hshtweight mfelizent defense model
for the resourme-constraimed IoT devices using LIMs for
communica Sons, ensnng effective attack detection and low
memory utilisation on already constained devices for security
and perfommance opimizaton The decision trees msist on low
memory requirements and detection accuracy well above the
threshold of 95% and with fewer and the same false negs tives as
SVM and MLP of about 3% Additionally, it demonsirates that
it requires 79 42% and 81.9%: less memory compared to SV
and MLF, mespectively. As such, this study proposes decision
tmees as the mtelligent defense model agamst Di-floodng
attacks; gven it hghtweight nature and less complexity, the
decision tree = the best modsl It promisss effectivensss
efficiency and robusmess m detecting routmg attacks and
network anomalies for performance optimisation.

V. CONCLUSION

The aim of the paperis to propose a lishtweight and effecte
mtellizgent defense model to act a gamst Dis-floodng amacks a
type of Dwimbuted Denial of Semvice attack tarpetmg
vubemsbilities of the Routmg Protecol for Low Power and Losy
Fetworks. This smdy demonstrated that machine leaming
modek, particulardy the decision tree, can be effectively used
defect routmg attacks in network tmaffic data, taking mto
consideration the resource-consirained namre of LIM devices,
particulardy program flash memory (FOM) ntilization.

After comparative analysis of the models m MCC, ecall
false negatives and memory requirements, the dacision tree was
demonstrated to be the bestand proposed model that satisfies the
am of the paper. The mmed model achisved supedor
performance over untuned baselmes, with a test MOC of 0.98
and minimal false positives for D5 floodng detection, ensuring
lishrweisht deployment feasibility on resource-Cconsirained
nodes like Tmote Sky.

Future Work of this paperis to ok into the IoT Testbeds
for network simmla tion and collection of datasets that are close
to real-world, and evabuate the performance of the proposed
modeleven further. Further, extending the datasst to cove mos
attack types.
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4.3 CHAPTER SUMMARY

In conclusion, routing attacks are still an enormous threat in loT networks, and as such,
defending against them is of paramount importance to ensure dependability and
effectiveness of the networks. Furthermore, it was established that machine learning
algorithms promise accurate detection of DIS-Flooding attacks leveraging network traffic
data. This study proposed the decision tree as a lightweight and efficient intelligent
security model to defend loT networks from routing attacks. The next chapter presents
the cross-article analysis and synthesis, which includes key findings, contributions and

research questions and contributions mapping.
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CHAPTER 5

CROSS-ARTICLE ANALYSIS AND SYNTHESIS
5.1 INTRODUCTION

The research articles developed from this study were detailed in Chapter 4, aimed at
achieving the theoretical and empirical research objectives. This chapter provides a
cross-article analysis and synthesis across the six articles produced in this study to
comprehensively address the defined research problem. Firstly, the chapter integrates
key findings across the articles; secondly, it establishes the contributions, and lastly, it
presents a coherent mapping of research questions and the articles. In a PhD by article
format, this chapter serves a vital function of consolidating the results of each article into

a unified body, all contributing to the full study's primary objective.

5.2 INTEGRATION OF KEY FINDINGS ACROSS ARTICLES

The findings from the individual articles are integrated in this section to illustrate how this
study collectively addressed the overarching aim of developing an efficient intelligent
security model to defend loT networks from routing attacks with a demonstration of high
detection accuracy, low false negatives by leveraging network logs. The integration
across the six articles confirms a coherent progression in addressing the research

problem formulated to achieve the aim of this study, as presented in Figure 5-1.

The review articles of this study confirmed, theoretically, that loT routing protocols,
particularly RPL, are widely adopted in loT networks with limited resources and are highly
prone to various routing attacks, notably DIS-Flooding, sinkhole, and rank attacks as
highlighted in related studies such as (Al-Amiedy et al., 2023), (Verma & Ranga, 2020),
and (Pasikhani, Clark, Gope, et al., 2021). The articles further highlight that limited studies
have addressed the lack of efficient intelligent models in RPL-IoT, as in (Kilincer et al.,
2021). The finding provided the empirical basis for exploring the implementation of DIS-

flooding attacks and the development of an intelligent model.
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Figure 5-1: Key concepts towards the proposed technique

Article 1 of this study highlights that security remains an ongoing challenge in loT
networks, despite various proposed solutions in existing literature. However, limitations
are what keep the research gaps open. Furthermore, research studies in “the security
techniques for loT networks” are active and quite prominent in the European and Asian
countries, with less footprint in African countries, South Africa in particular. India and the
UK demonstrate dominance in proposing defence techniques for loT networks. It is noted
that defence techniques can be categorised into three categories: secure-protocol, IDS,
and ML-based, and they demonstrate their effectiveness in detecting routing attacks.
However, what sets them apart is their method of detection and footprint in the network
resource consumption. Through Article 2, this study highlighted that machine learning
techniques, particularly traditional machine learning, have been researched the most
since 2021, constituting 64.7% of ML-based techniques. Moreover, the ML-based
technique constitutes 44% of the total defence techniques, followed by secure-protocol,
with 35% and intrusion detection, constituting 21%. Furthermore, selected publications
investigated 124 instances of routing attacks and flooding attacks appeared 22 times,
making them the most researched attack, representing 18% followed by the rank attack
with 13%.
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Flooding attacks are proactive routing attacks that flood the network and victim nodes
with a large volume of bogus traffic, impacting data packet delivery, increasing delay and
network operational time, and consuming resources of the network and nodes (Koosha
et al., 2022). It is noted that flooding attacks have similarities with most disruptive routing
attacks, which suggests that learning patterns of flooding attacks for detection could
potentially lead to the detection of other routing attacks. However, this would require an
intelligent technique that can leverage network data to learn network behaviour in the

presence of flooding attacks.

Building on this foundation, Article 3 demonstrated that ML algorithms promise to
enhance the detection of routing attacks, but with distinct percentages of detection
accuracy and false alarms. By systematically synthesising published studies, the article
compared the performance results of different machine learning algorithms. The results
suggest that traditional machine learning techniques continue to excel in their integration
in the security and performance analysis of 10T networks (also suggested in (Laiby &
Subramanya, 2021), with better performance, of course, as compared to advanced ML
models with regard to false alarms. This, however, demonstrates the superiority of
machine learning techniques in leveraging network data for analysis and further detection

of routing attacks.

In Article 5, this study adopted and implemented a framework for the implementation of
the routing attacks theoretically presented in Article 4. Subsequently, a DIS-Flooding
attack scenario was implemented and its impact on the network performance metrics
presented in Articles 2 and 4 was analysed, taking into account power, data transmission
success, and network operation time. The study further generated data from network
operation and traffic logs, motivated by the findings of Article 3 about a lack of publicly
available datasets and the wide use of datasets generated from individual research study

simulations and experiments (Sharma et al., 2019; Xu et al., 2023).

Finally, Article 6 aggregates the cumulative findings of previous articles into a unified
research study that proposes an intelligent technique, which integrates both high
detection accuracy with low false negatives and efficient network resource consumption

into a lightweight intelligent model to defend loT LLNs against RPL routing protocols. The
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article establishes that among the models which were compared (SVM, RF, DT, MLP,
KNN, and NB), DT emerged as a suitable defence technique for resource-constrained
loT networks. It achieved an accurate detection performance (accuracy, precision, recall,
and MCC) of over 95% threshold, with a false alarm of 3.79% which is below a 10%
threshold and program flash memory utilisation of 4KB, suggesting its efficiency in terms

of node storage utilisation.

The integration across articles of this study is ultimately represented in a thematic model

as follows:

e Theme 1: Vulnerabilities in loT networks (Articles 1, 2 & 4)
e Theme 2: Feasibility of an intelligent detection approach (Article 3)

e Theme 3: Towards an intelligent model for loT security (Articles 5 & 6)

The findings further demonstrate a clear development from identifying the research gap
to synthesising literature, modelling and simulations, and finally to the implementation
and analysis of a lightweight and intelligent detection technique for IoT network security.
Table 5-1 summarises these cumulative findings, converging towards the conclusion that
robust loT network security requires effective, intelligent, and resource-aware defence

mechanisms.

Table 5-1: Cross-article building blocks

Article 1 Article 2 Article 3 Article 4 Article 5 Article 6
Research gap Defence Machine Routing attacks | Validation of Comparison of
2 techniques learning the framework models
% techniques
% Research Routing attacks | Data sources Network size Impact of the Detection
k] question and attack attack model
(]
§ intensity
) Simulation Simulations Performance Network Network logs
(=]
% setup tools metrics performance generation
5 analysis
2 Yy
metrics
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5.3 CONTRIBUTIONS OF THE RESEARCH STUDY

The contributions are articulated across theoretical, methodological, and practical

dimensions as follows:

5.3.1 Theoretical contributions

To propose a resource-efficient intelligent security defence model, the authors of this
dissertation deemed it necessary to conduct an ILR on existing literature to gain insight
into various defence techniques and routing attacks in LLNs. These serve as the

backbone of l0T applications running on resource-constrained devices.

A thorough review of this study has advanced theoretical understanding of routing attacks
further, providing a clear understanding of their impact, suitable simulation methods, and
attack intensity, and suitable performance metrics, among other factors, which potentially
lead to the utilisation of a widely adopted and supported simulation tool to implement and
analyse routing attack scenarios. This lays a foundation for contextualisation of routing
attacks and points in a clear direction for implementing attack scenarios. This study
produced an article whose strength lies in its rich knowledge of understanding routing
attacks and commonly used simulation tools, as it is important to select a suitable
simulation tool for a research study. It highlights both the RPL scripts for modification to
mimic an ongoing attack and performance metrics that can be observed to determine the

successful implementation of the DIS-flooding attacks.

This research study conducted an SLR to synthesise thirty-nine research articles that
were published between the years 2018 and 2023. The article's findings paint a picture
demonstrating that RPL has vulnerabilities that are exploited by routing attacks, as
suggested in Al-Amiedy et al., (2023); Mukhaini et al., (2024). Moreover, secure-protocol
techniques continue to present detection and mitigation of routing attacks; nevertheless,
their feasibility in resource-constrained loT networks is limited. The study established that
there is a rise in the integration of machine learning algorithms as defence models for
LLNs. Furthermore, findings established that most proposed machine learning-based
techniques only detect attacks by classifying network traffic, without further implementing
mitigation mechanisms. This established knowledge presents an open issue in the

adoption of machine learning algorithms as defence techniques. It is further verified that
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integration of secure-protocol and machine learning techniques could potentially provide
a more efficient and robust intelligent security defence model to secure resource-
constrained loT networks. The study provides a clear picture of how defence techniques
in loT networks can be distinguished and visualised by firstly categorising defence
techniques into three distinct classes (secure-protocol, conventional IDS, and ML-based
IDS techniques), further presenting their adoption and effectiveness, and then their
strengths and weaknesses to clarify which defence techniques are suitable for RPL-

based loT networks.

Furthermore, this study adds that the Cooja simulation tool is widely adopted and suitable
for the simulation of loT networks with resource limitations. The model established that
flooding attacks are the most destructive and researched routing attacks, and further
notes that integration of machine learning and secure-protocol techniques could provide
both detection and mitigation capabilities. The study also adds to the knowledge that there
are limited publicly available RPL-based loT networks datasets, further extending that
most research studies still utilise simulation tools to collect and generate datasets for
training and testing of their machine learning algorithms. The study further argues that
supervised machine learning algorithms are mostly integrated for defence due to their
lightweight nature and shorter training time, as well as their ability to train on small-scale

datasets

5.3.2 Methodological contributions

Methodology, as defined by (Goundar, 2012), is a collective term for the structured
process of conducting research, encompassing the steps and procedures that guide a
study. In the context of this study, methodological contributions extend beyond the
adoption of standard approaches; they involve the development and validation of routing
attack implementation frameworks and systematic processes to benchmark proposed

techniques based on the findings in the literature.

Seventeen (17) articles were systematically collected for review from a pool of machine
learning based defence techniques in loT studies published between 2018 and 2023. The
aim was to analyse and results from the selected studies to identify the best-performing

machine learning model for adoption as a detection technique for loT networks against
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routing attacks. Models were grouped into two groups: traditional machine learning and
advanced ML for comparison. Furthermore, performance metrics (accuracy, precision,
recall, F1-score and false negative rate) results were collected for each machine learning
model appearing in the selected studies. Averages were calculated for each model and
compared between the two groups and within each group to dictate the best-performing
algorithm in accordance with the literature. This method of comparing the same models
from different studies may be utilised to benchmark the minimum acceptable performance

results of ML models in detecting routing attacks.

Part of this study’s methodological contributions is in proposing a routing attack
implementation framework to model attacks and baseline simulation scenarios. The
technique defines five (5) steps to the implementation of both scenarios, that is, repository
cloning (clone baseline repository to create an attack repository for modification), code
modification (modification of attack repository’s core RPL logical scripts to mimic a routing
attack), building and compiling (clearing errors script), firmware flashing (involves loading
the compiled file onto the flash memory of the microcontroller), and data logging
(collection of network operation data or logs when simulations starts). This method
ensures a structured, replicable implementation of scenarios, creating a logical platform
for collaboration and ease of comparison studies among researchers and practitioners

utilising simulation tools for loT routing attack analysis studies.

5.3.3 Practical contributions

This study proposed a lightweight and intelligent model to defend against DIS-flooding
attacks on LLNs. The study demonstrates the practical implications of the adoption of the
decision tree model as a detection technique for routing attacks in IoT networks. The
study first demonstrates that operation and traffic data logs of networks can be leveraged
as an enabler to build, train and test machine learning models for adoption as detection
techniques. Furthermore, the proposed routing attack implementation as a logical
platform for collaboration can be adopted by academics and industry practitioners

working in the same research area to ease collaboration on studies.
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5.4 RESEARCH OBJECTIVE-ARTICLE MATRIX -THE GOLDEN THREAD

This study established five (5) research objectives as building blocks to achieve its aim.
Six articles developed from this study were strategically aligned to reach the overarching
objective of the study, answer the research question, and ultimately address the need for
a lightweight intelligent security model to counter DIS-flooding attacks in RPL-based loT

networks.

Article 1 identifies a research gap and establishes a research question: the robustness
and effectiveness of a defence model in detecting routing attacks with minimum false
negatives, further demonstrating less network resource consumption. It then proposes a
high-level conceptual framework, which contributed towards the implementation and
development of the proposed model of this research, tapping into almost all RO, with an
emphasis on the simulation parameters and setup and model deployment in RO3 and

ROS, as this research study integrates machine learning into the security of LLNSs.

Articles 2 and 3 address the foundations and exploration objectives (RO1 and RO2).
Article 2, on the other hand, establishes a firm Systematic Literature Review (SLR) and
comprehensively synthesises security techniques, including conventional techniques
(trust-based, cryptography), conventional IDS (signature-based, specification), and ML-
based (traditional ML, DL and RL). Spanning across the five ROs, Article 2 presents the
author of the study with a comprehensive, detailed analysis of performance metrics to
consider for network and intelligent model evaluation, and placement of the model (node-

level, network-level, or hybrid placement)

Article 3 explores published works related to the integration of ML as a security model
in LLNs. Extending its impact, it presents an empirical approach, presenting a theoretical
comparison of different machine learning algorithms to point the research in the right

direction of the best performing model in literature, and which models to include in RO4.

Article 4 directly presents an in-depth review of routing attacks to address RO1. Using
the SLR method adopted in articles 2 & 3, this article demonstrates that there is a lack of
a standard implementation framework for routing attacks. It further gives a brief overview
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of the most used simulation tools, network size and attack intensity to assist this research

study in formulating an effective simulation setup, baseline and attack modelling.

Article 5 extends from the findings of Article 4. It designs and validates an implementation
framework addressing RO3. The article further synthesises the DIS-Flooding attacks and
empirically simulates two scenarios, the first mimicking the presence of DIS-Flooding
attacks and the second as a baseline. Empirical simulation presented in the article

generated a dataset used to train, test different ML algorithms in RO4 and RO5.

Finally, Article 6 (in the pipeline) consolidates the findings of all preceding articles to
propose a lightweight, robust intelligent defence model (RO5). This model integrates
detection and efficiency, focusing on accurate detection, minimum false negatives and
efficient program flash memory utilisation. The model is grounded in the theoretical,

methodological, and empirical insights generated throughout this study.

The articles' contributions to the intelligent model's development and the collective

knowledge base are mapped against the research objectives in Table 5-2.

Table 5-2: Research Objectives and Articles Mapping

Research Article 1: Article 2: SRL Article 3: SRL Article 4: SRL Article 5: Article 6:
Objectives ILR simulation modelling
RO1: Review | Partial Points to the Partial In-depth Synthesis of Discusses
of RPL and most taxonomy of DIS-Flooding DIS-Flooding
routing researched and routing attacks | routing attack attacks
attacks destructive
attacks
RO2: Review | Identifies Comprehensive | Demonstrates A brief review
of security research synthesis of the of existing
techniques gaps in defence applicability studies
existing techniques in and usability adopting
studies the literature of ML in Machine
proposing defending learning
security against models
techniques routing
for loT attacks
RO3: Simulation Presents metrics | Presents Demonstrate a Design and Simulated
Evaluation of | setup and for performance | factors lack of an validate the attack
attacks parameters | evaluation targeted by implementation | routing attack scenario and
attacks framework implementation | baseline to
framework
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generate a

dataset
RO4: Presents the Theoretical Contributes to Empirical
Evaluation of usability of ML in | comparison the dataset validation of
ML models loT for security of ML and generation ML
established performance
dataset
sources
RO5: Establishes | Strategic Points to the Contributes to Development
Development | a high-level | deployment of promising the dataset of an
of an conceptual the defence model to generation optimised
intelligent framework model for develop and intelligent
model for the effective optimise model
intelligent defence
defence
model
system

5.5 CHAPTER SUMMARY

This chapter introduced a coherent flow of discoveries emerging from the articles
produced from this study. It provides “the golden thread” that cuts across the articles,
additionally mapping the aims of the articles with the research objectives formulated in
Chapter 1. Furthermore, three categories of contributions are presented, that is,
theoretical, methodological and practical. The chapter highlights the contributions of this

study, fitting into the three classes of research contributions. The next chapter concludes

this study, overall discussion, challenges, and points to future research directions.
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CHAPTER 6

CONCLUSION AND FUTURE WORK
6.1 INTRODUCTION

This dissertation strove to address the growing challenge of routing attacks in LLNs, a
critical network adopted by the loT. By combining SLR, simulation-based
experimentation, and machine learning modelling, the study highlighted its three classes
of contributions. This chapter provides an overall discussion of the research environment,
summarises the contributions, highlights the challenges and proffers future directions and

recommendations.

6.2 OVERALL STUDY CONCLUSION

The study achieved key milestones aligned with the research objectives defined in the
first chapter. First, this study, through the systematic literature review, identified a
taxonomy of routing attacks and existing countermeasures (including secure-protocol-
based, traditional IDS, and machine learning-based IDS), thereby highlighting the
research gaps with regards robust and effective loT security techniques against routing
attacks. Second, by implementing and validating DIS-Flooding attacks in the
Cooja/Contiki simulation tool, the study provided practical evidence of their impact on
network performance metrics such as PDR, E2E delay, and power consumption. Third,
the research applied classification machine learning models to a dataset derived from
simulation network logs, comparing the performance of different classifiers concerning
accuracy, recall, FN, and model size, as the model is intended for resource-constrained
devices, and selecting the most optimal for DIS-Flooding attack detection. Finally, a
lightweight and intelligent defence model was proposed, with practical implications for the
accurate detection of a DIS-Flooding attack with minimum false alarms, and feasible
deployment in resource-constrained loT devices, as far as the program flash memory of

devices is concerned.
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6.3 CHALLENGES

Some of the challenges experienced in developing an intelligent security model to act
opposed to the DIS-flooding attacks exploiting vulnerabilities of the RPL routing protocol

are:

I Limited access journals that the university where this study is registered does
not have a subscription to.

ii. Fewer network logs as a default setting of the simulation tool

ii. Inability of the simulation tool to simulate large networks for an extended period.

iv. Lack of access to loT Testbeds and / or real devices.

These challenges, however, open avenues that this study plans to exploit in its future

research directions.

6.4 RECOMMENDATIONS AND FUTURE RESEARCH DIRECTIONS

Security is still a challenge in the current digital world. Now, with the advancement of
generative Al for automation, hackers take advantage of this technology without ethical
considerations to compromise loT systems. The study recommends that researchers
continue to develop advanced security models to act against attacks. They could also
contemplate collaborations and partnerships with governmental Research and Innovation
(R&l) hubs and private institutions within the discipline of IoT network performance and

security.

The study is envisaged to transition into a post-doctoratal study as it takes a different
direction, integrating testbeds or real-world loT networks, delving deeper into the
practicality of its nature. The study could establish some viable collaboration with
researchers in government research institutions working on the integration of machine
learning models to improve the security and performance of RPL-based LLNs. Getting
access to loT Testbeds would be beneficial to this study, transitioning into a post-

doctoratal study. Several testbeds have been identified, including:

e FIT IoT-LAB (https://iot-lab.github.io/docs/boards/overview/),

e w-iLab.t (https://doc.ilabt.imec.be/ilabt/wilab/overview.html)
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e NITOS (https://nitlab.inf.uth.gr/NITlab/ )

These testbeds could be explored in the future to investigate their usability as the
underlying networks for the loT applications, and investigate their security vulnerabilities,

especially routing, for those that use RPL as their routing protocol.

6.5 CHAPTER SUMMARY

This study provides theoretical, methodological and practical advances toward securing
LLNs against DIS-flooding attacks. By bridging the gap between literature synthesis,
experimental validation, and intelligent modelling, the study demonstrates a coherent
path toward the implementation of an effective, resilient, and lightweight smart security
model to defend loT networks against DIS-flooding attacks. For future endeavours, the
study, in addition to contributing to academic knowledge, offers actionable insights for
practitioners aiming to secure loT infrastructures. Both loT network security academics
and engineers will find the body and findings of this study significant to their research

work.
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APPENDIX 1

DIS-FLOODING ATTACK CODE
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¥
IP_HTONS{client_conn->rport));

=

uip_create_linklocal_allnodes_mcast(&dest_addr);

2
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2
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=

etimer_set(&attack_timer, CL

@

PROCESS_YIELD();
dis_output(NULL);
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PROCESS_END();
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APPENDIX 2

COLLECTED NETWORK LOGS

sequence no: 1 from node : aaaa::

quence no : 1 from node : aaaa:
1444 131 2 1 18 53500 0 8
ting Metric: 9 of Neighbor 3eacon Interval: 131 m
ms e no: 1 from nc B 19:1 19

U: 3.1% 0.77 .
.113 | Routi fer =R or: eacon Interval: 131 ms
2 273 ms with g 2 fr aaaa::212:740f:f:fof

| Number 3eacon Interval: 131 ms

aaaa: 11:11:1111

411:11:1111

3500080
350000
1 118 159 535 060 00

1484 £ r con Interval
41593 ms with

with seq from nc : aaaa
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APPENDIX 3

DATA EXTRACTION MAIN FUNCTION

nt_data:
_recv_data:

recv_pkt.get('r

'] ) - int(recv_pkt[ 'y

ecv_time - current_time)

op nput_file
ent_data(inpu
parent pd.DataFrame(parent_dat
power = pd.DataFrame(power_data( -
.DataFram cv_data(input_file,
d.DataFrame(sent)

)).to_csvioutput_file, inde

dataframe = (pd.concat((sent,recv,parent,power), a
data_dataframe

tput_file
8 input_fil
9 txt_file_open(input_file)

output_file
163 input_fil
164 txt_file_open(input_file)
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APPENDIX 4

ETHICAL CLEARANCE

® Privaie Bag ¥ 1290, Poichefsireom
South Africa 2520
Tl 018 299-1111/2222

Fax: 018 209-4910
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RS Wetr Wil acza
YLBIBESIT) vy BOROE - BOPHIRIMA
Senate Committee for Research Ethies
Tl 016810 3446

Emil: Faziwa Msalani@nwu.acza

ETHICS APPROVAL LETTER OF STUDY

Based on the review by the Faculty of Natural and Agricultural Sciences Ethics Committee (FNASREC), the
Committee hereby clears your study as no ethical risk. This implies that the FNASREC grants permission that,
provided the general conditions specified below are met, the study may be initiated, using the ethics number
below.

Study title: An Intelligent Security Model for Defence against Routing Attacks on the Internet-of-
Things

Study Leader/Supervisor: Prof F Lugayizi

Student: LC Sejaphala

Ethics number: NWU|-|o|1|3]3]3]-|2]4 - a0

Application type: Single Risk Category: No Risk

Commencement date: 23/05/2024
Expiry date: 23/08/2025

General conditions:
The following general terms and condifions apply:

» The commencement date indicates the date when the study may be started.
+ In the interest of ethical responsibility, the NWU-SCRE and FNASREC reserves the right to:

o request access fo any information or data at any time during the course or after completion of
the study;
o to ask further questions, seek additional information, require further modification or monitor the
conduct of your research or the informed consent process;
o Withdraw or postpone approval if:
* any unethical principles or practices of the study are revealed or suspected;
+ |t becomes apparent that any relevant information was withheld from the FNASREC or that
information has been false or misrepresented;
= submission of the annual {or otherwise stipulated) monitoring report, the required amend-
ments, or reporting of adverse events or incidents was not done in a timely manner and|

accurately; and/ or
= nNew instifutional rules, national legisiation or international conventions deem it necessary

» FNASREC can be contacted for further informafion or any report templaies wvia
Roelof. Burger@nwu.ac.za 018 299 4269

The FNASREC would like to remain at your service as scientist and researcher, and wishes you well with your
study. Please do not hesitate to contact the FNASREC or the NWU-SCRE for any further enquiries or requests
for assistance.

Yours sincerely,

oy

Prof Roelof Burger
Chairperson Faculty of Natural and Agricultural Sciences Ethics Committee (FNASREC)
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APPENDIX 5

CERTIFICATE OF LANGUAGE EDITING

NWU*

HORTH WEST UnvERSITY
MOOSTAWE S Lk \‘E

LIEESIT] YA BOSONE BOPTISINA Office: 0183892451

FACULTY OF EDUCATION Cell: 0729116600
Date: 23™ November, 2025
CERTIFICATE OF EDITING

I, Muchativugwa Liberty Hove, confirm and certify that | have read and edited the entire thesis, An intelligent security model
for defence against routing attacks on the Internet-of-Things, submitted by Lanka C. Sejaphala, orcid.org/0000-0003-1321-
9557, in fulfilment of the requirements for the degree Doctor of Philosophy in Computer and Information Sciences with
Information Technology at the North-West University.

Lanka C. Sejaphala was promoted by Prof F L. Lugayizi, with co-promoter Prof V. Malele.

| hold a PhD in Literature and Language Education and am compsatent to edit and advise on research practices, specifically

coherence, cohesion and grammatical concord.

Yours sincerely
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Professor M.L. Hove (PhD, MA, PGDE, PGCE, BA Dual Honours; C2 NRF Rated Researcher; 2024 Visiting
Scholar-University of London, SOAS)
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