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ABSTRACT

Considering the immense impact and effect of the 4™ Industrial Revolution on
modern technology, is it no surprise to remark that new and advanced challenges are
faced daily by various countries, information and communication technologies, and
internet service providers. These challenges have established an international
movement between various countries and their governments regarding cybercrime
and cyber-attacks. Although cybercrime is still considered a new crime, the crime
appears to be evolving at a rapid pace and countries seem to neglect the procedure
of adopting or developing cybercrime frameworks to appropriately address and
combat the crime. South Africa is the first African country to develop and implement
the Cybercrimes Act 19 of 2020. The development and implementation procedures of
the Cybercrimes Act was considered quite complex and extensive especially
regarding the impact and effect of the previous pieces of cybercrime legislation in
South Africa. A comprehensive overview of the position of cybercrime in South Africa

will be discussed.

Keywords: Cybercrime; Cyber-attacks; Cybersecurity; Cyberspace; Online
environment; Cybercrimes Act 19 of 2020
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Chapter 1 Introduction to Cybercrime in South Africa
1 Problem statement

Cybercrime first became evident in the early 1970's when back then,! cybercrime was
referred to as "hacking" performed by computer criminals called "phreakers" acting,
performing, and engaging in the online environment with the primary objective to commit
a cybercrime,? for example, online extortion.3 Since the 1970's,* cybercrime continued to
increase significantly until the present day, where cybercrime is effortlessly committed
because of the lack of a safe and secure online environment.> Another reason to consider
the increase in cybercrime is that computer criminals (also called cyber-criminals or cyber-
attackers) choose to remain completely anonymous while performing or committing a

cybercrime by the use of advanced protection software.®

Taking into consideration the nature of modern society, in which people constantly
communicate, connect and interact by sharing information, files, or data on information
and communication technologies (ICTs),” cybercrime and online crimes® quickly became a
troublesome international challenge to various countries and their national cybercrime
legislation over the last few years.? Due to the increased rate of cybercrime,!? the nature
and objective of national ICTs evolved significantly since the social, economic, and political
aspects of a country appear to depend, directly and indirectly on national ICTs and the

cyberspace along with its advanced cyber-dimensions.!!

Regarding the progression of ICTs and the evolutionary as well as the extensive nature of

cybercrime, it is no surprise to remark that the number of cybercrimes also increased

1 Von Solms 2022 https://theconversation.com/five-things-south-africa-must-do-to-combat-cybercrime-
186089.

2 GOOSEVPN 2015 https://goosevpn.com/blog/origin-cybercrime.

3 According to Buxton 2022 https://www.minclaw.com/how-avoid-being-extorted-online/, "Online
extortion, also commonly referred to as cyber extortion, can take many forms on the internet, but often
the threat is the release of private or explicit photos unless a sum of money is paid.".

4 Alkaabi Combatting Computer Crime: An International Perspective 3.

> Alkaabi Combatting Computer Crime: An International Perspective 3.

6 Alkaabi Combatting Computer Crime: An International Perspective 3.

7 Alkaabi Combatting Computer Crime: An International Perspective 1.

8 For purposes of this study cybercrime and online crimes are considered interchangeable.

°  Alkaabi Combatting Computer Crime: An International Perspective 1.

10 Grobler, Zaaiman and Van Vuuren 2013 CSIR 34.

1 According to Mbanaso and Dandaura 2015 at JOSR, "The term "cyberspace" is yet to have a globally
accepted definition though it is sometimes tantamount to the notion of Internet or the view of a digital
virtual realm.".

1
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significantly due to the adverse impact of the Covid-19 pandemic.!? Since the start of the
Covid-19 pandemic, various countries declared and implemented a national lockdown;!3
countries, national- and international organisations, as well as educational institutions
were forced to implement and operate from cloud-based communication'* and working
platforms, such as Microsoft Teams.!> The international impact and effect of enforcing a
"remote working"-protocol led to an overly engaged online environment progressing and
expanding the international cyberspace and creating numerous opportunities for cyber-

attackers to interact with cybercrime.®

This ultimately led to an advanced proliferation of cybercrime and cyber-attacks,!’
including phishing attacks, email harassment, DDoS (distributed denial-of-services) attacks
and malware attacks.!® After considering the impact of the Covid-19 pandemic on the
cyberspace, numerous countries either started or continued to actively invest more time,
money and national legislation to cybercrime and cybersecurity.!® Numerous countries
started attempting to combat cybercrime from constantly occurring by adopting,
promulgating, and implementing national cybercrime legislation.?® Regardless,?! it
appeared that even if a country's national cybercrime legislation were effectively
implemented,?? cybercrime remained a challenge, especially considering the continuous

development of sophisticated ICTs and the cyberspace.?3

12 Pjetrangelo 2019 https://www.healthline.com/health/negative-effects-of-technology#positive-effects.

13 Pjetrangelo 2019 https://www.healthline.com/health/negative-effects-of-technology#positive-effects.

4 According to Cheng 2021 at https://www.ringcentral.com/us/en/blog/what-is-cloud-communications,
"Cloud communications are internet-based voice and data communications tools for businesses to
manage applications, storage, and switching- all hosted by a third party on the cloud.".

15 Pietrangelo 2019 https://www.healthline.com/health/negative-effects-of-technology#positive-effects.

16 According to Olofinbiyi and Singh 2020 at LJCS 221, "Recently, as coronavirus evolved on the global
spectrum, there seems to be an exponential upsurge in the activities of cyber criminals, as most of
them have relentlessly been taking undue advantage of the emerging pandemic, using the available
cyberspace to exploit people and organizations of their resources.".

17 According to Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-
cyber-attack, "Cyber Attacks exploit vulnerabilities in computer systems and networks of computer data,
or trick users to gain illegal access, with the intent to either steal, destroy or manipulate data and
systems.".

18 Bandakkanavar 2020 https://krazytech.com/technical-papers/cyber-crime.

19 Alkaabi Combatting Computer Crime: An International Perspective 2.

20 Alkaabi Combatting Computer Crime: An International Perspective 2.

2L Alkaabi Combatting Computer Crime: An International Perspective 2.

22 Alkaabi Combatting Computer Crime: An International Perspective 2.

3 Alkaabi Combatting Computer Crime: An International Perspective 2.

2
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Regarding the position of cybercrime in South Africa, according to Cassim,?* cybercrime
appears to be progressing rapidly as access to the internet? is constantly demanded,
considering the use of modern ICTs.26 Cassim?’ also mentions that according to various
research reports focused on the position of cybercrime in South Africa, the rate of
cybercrime increased significantly over the past 30-years because South Africa has been
too focused on managing and addressing imperative issues, such as political instability and
traditional crimes, for example homicide.? Cassim also briefly mentions,? it appears that
South Africa lacks the adequate and advanced cyber-infrastructure to appropriately
respond to cybercrime, therefore South Africa will continue to face the challenges and

increased rate of cybercrime.30

South Africa experienced various challenges regarding the adoption, development, and
implementation of national cybercrime legislation; however,3! the recently implemented
Cybercrimes Act 19 of 2020 (hereafter the "Cybercrimes Act") is considered the foundation
of a committed South Africa in appropriately responding to and combatting cybercrime as
well as promoting national cybersecurity measures.3? Since the implementation of the
Cybercrimes Act, South Africa's national cybercrime legislation presumably proved itself as
internationally advanced compared to the international standard of other countries'

national cybercrime legislation.33

South Africa's Justice and Correctional Services Minister, Mr Ronald Lamola,* commented
on the implementation of the new ground-breaking Cybercrimes Act and proclaimed that it
was of absolute importance for the Cybercrimes Act to align with international cybercrime

legislation and practices to ensure its impact and effectiveness in addressing and

2% Cassim 2011 CILSA 126.

% According to the Merriam-Webster Dictionary 2023 at https://www.merriam-
webster.com/dictionary/Internet, the internet can be defined as, "an electronic communications
network that connects computer networks and organisational computer facilities around the world.".

26 Cassim 2011 CILSA 126.

27 Cassim 2011 CILSA 127.

28 Cassim 2011 CILSA 127.

2 Cassim 2011 CILSA 127.

30 Cassim 2011 CILSA 127.

31 Williams, Fourie and Siyaya 2021 https://www.golegal.co.za/newly-enacted-cybercrimes-act/.

32 williams, Fourie and Siyaya 2021 https://www.golegal.co.za/newly-enacted-cybercrimes-act/.

33 Allen 2021 https://issafrica.org/iss-today/south-africa-lays-down-the-law-on-cybercrime.

34 South African Government News Agency 2021 https://www.sanews.gov.za/south-africa/lamola-
welcomes-ramping-cybercrimes-act.

3
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combatting cybercrime.3> Lamola’® added in supporting the implementation of the

Cybercrimes Act®’

"the methods of committing cybercrimes change rapidly and our laws need to
keep pace with the more intrusive and complex investigative measures which are
needed to investigate cybercrime."38

The implementation of the Cybercrimes Act is considered fundamental, especially
regarding the release of a research report conducted by international cybersecurity
company, Surfshark,3? stating that the rate of cybercrime increased rapidly in 2021 due to
the adverse impact and effect of the Covid-19 pandemic in 2020.4° Surfshark's research
report also presented an international hierarchy of various countries with the most
recorded cybercrime and cyber-attacks in 2021 and secured South Africa as country
number six on the list.*! The report also included and listed other countries such as the

Netherlands, France and Germany.*2

Taking into consideration the prosperous political and economic position of the listed
countries and the various reasons for the substantial number of cybercrime cases, it is
quite evident that significant factors which cyber-attackers tend to consider when
committing or performing a cybercrime is the political position, financial infrastructure and
economic resources of the targeted country.** Cyber-attackers tend to target countries
with powerful developed and advanced infrastructure and resources, for example South
Africa, to ensure that the cybercrime delivers the most beneficial outcome for the cyber-

attacker.#

35 South African Government News Agency 2021 https://www.sanews.gov.za/south-africa/lamola-
welcomes-ramping-cybercrimes-act.

36 South African Government News Agency 2021 https://www.sanews.gov.za/south-africa/lamola-
welcomes-ramping-cybercrimes-act.

37 South African Government News Agency 2021 https://www.sanews.gov.za/south-africa/lamola-
welcomes-ramping-cybercrimes-act.

38  South African Government News Agency 2021 https://www.sanews.gov.za/south-africa/lamola-
welcomes-ramping-cybercrimes-act.

3% Ernest 2022 https://www.timeslive.co.za/news/south-africa/2022-05-04-sa-ranked-6th-country-most-
affected-by-cybercrime-research-finds/.

40 Ernest 2022 https://www.timeslive.co.za/news/south-africa/2022-05-04-sa-ranked-6th-country-most-
affected-by-cybercrime-research-finds/.

4l Ernest 2022 https://www.timeslive.co.za/news/south-africa/2022-05-04-sa-ranked-6th-country-most-
affected-by-cybercrime-research-finds/.

42 Ernest 2022 https://www.timeslive.co.za/news/south-africa/2022-05-04-sa-ranked-6th-country-most-
affected-by-cybercrime-research-finds/.

43 Allen 2021 https://issafrica.org/iss-today/critical-infrastructure-attacks-why-south-africa-should-worry.

44 Allen 2021 https://issafrica.org/iss-today/ critical-infrastructure-attacks-why-south-africa-should-worry.
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However, the alternative of cyber-attackers attacking prosperous countries is that cyber-
attackers also tend to target countries with a lack of appropriate or adequate cybersecurity
measures, resulting in an easy and effortless target.*> Therefore, the urgency for
international cooperation between different countries appears once again, as the most
constructive and appropriate measure of developing and implementing online security
against cybercrime.*® This will also encourage numerous countries to pay attention to the

promulgation and implementation of national cybercrime legislation.*’
1.1 Background

In 2004,* an internationally binding protocol, the Council of Europe, Convention on
Cybercrime, 23 November 2001 (hereafter the "Budapest Convention") was ratified* by
67 international states.”® South Africa was the only African country to sign the Budapest
Convention,”! but has not (yet) ratified or adopted it into any South African legislation.>?
Although the Budapest Convention fails to provide a definition of "cybercrime" or "online
crime">3 in article 1,°* it consists of 48 articles with the objective of educating countries
about cybercrime and the impact it has on the social, economic and political infrastructure
of a country.> The Budapest Convention focuses on appropriately addressing cybercrime
and providing the legal procedures for investigating and prosecuting cybercrime in various

countries.>®

The Budapest Convention also focuses on implementing online security, explaining the
infringement of privacy rights, and discusses the implications of the distortion of data or

information in the cyberspace.”” The Budapest Convention also acts as an international

4 Bischoff 2022 https://www.comparitech.com/blog/vpn-privacy/cybersecurity-by-country/.

4 Schultz Cybercrime: An Analysis of Current legislation in South Africa 42.

47 Schultz Cybercrime: An Analysis of Current legisiation in South Africa 42.

4  Council of Europe, Convention on Cybercrime, 23 November 2001 (hereafter the "Budapest
Convention") 2-3.

4 According to Brierly 1952 in YILC 53, "Ratification is an act by which a State, in a written instrument,
confirms a treaty as binding on that State.".

0 Council of Europe 2022 https://www.coe.int/en/web/conventions/full-list?module=signatures-by-
treaty&treatynum=185.

51 Cassim 2012 PER/PELJ 402.

32 Council of Europe 2022 https://www.coe.int/en/web/conventions/full-list?module=signatures-by-
treaty&treatynum=185.

53 See para 3 above.

> The Budapest Convention 1-3.

> The Budapest Convention 1-3.

6 The Budapest Convention 1-3.

7 The Budapest Convention 1-3.



guideline to various countries regarding the implementation of cybercrime legislation.>8
The Budapest Convention assists in delegating the various powers of national authorities
and encourage international associations to cooperate in preventing the expansion of
cybercrime in the cyberspace.>® The Budapest Convention is regarded as a fundamental
cybercrime framework for countries worldwide when they promulgate or adopt cybercrime

legislation or frameworks.%0

Regardless of the various attempts in defining cybercrime, it appears that no precise
definition for these interchangeable concepts, "cybercrime" or "online crime" are formally
known or published.®! However, according to research,®? cybercrime can be briefly defined
as an illegal online activity or action, punishable by a country's national law and
jurisdiction, performed by an online-criminal using a specific smart device,®3 for example a
computer, with the general motive of personal gain, for example, to steal confidential

information.®4

A more comprehensive definition of cybercrime is that cybercrime can be introduced in the
cyberspace as any illegal online activity or action where the motive of this specific online
activity consists of gaining unauthorised access to a specific smart device, for example a
computer or software systems.% Cybercrime focuses on intercepting or stealing data from
information networks and attempts to retrieve classified information, while the cyber-
criminal uses another smart device, for example, a software system or a data-information

network.56

In the writer's opinion regarding the definition of cybercrime:®” Cybercrime does not
exclusively occur in the online environment or in the cyberspace, but can also occur in the

physical world, for example through fraud.®® Cybercrime is an electronic illegal activity

8 The Budapest Convention 1-3.

> Daskal and Kennedy-Mayo 2020 https://www.crossborderdataforum.org/budapest-convention-what-is-
it-and-how-is-it-being-updated/?cn-reloaded=1.

60 Mabeka and Cassim 2023 Obiter 30.

61 Schultz Cybercrime: An Analysis of Current Legisiation in South Africa 7.

62 Schultz Cybercrime: An Analysis of Current Legislation in South Africa 7.

63 According to Ellis 2022 at https://www.makeuseof.com/smart-device-meaning/, "A smart device can be
defined as an electronic device connected to the internet, an application, a local network or a wireless
connection for example Wi-Fi, used for high technology communication.".

64 Schultz Cybercrime: An Analysis of Current Legislation in South Africa 7.

85 Schultz Cybercrime: An Analysis of Current Legisiation in South Africa 8.

86 Schultz Cybercrime: An Analysis of Current Legisiation in South Africa 8.

67 Writer's definition of cybercrime.

68 Writer's definition of cybercrime.
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executed (on-/ or offline) by an individual or smart device using either technology (for
example software programmes) or technological instruments (for example a computer) to
attack, infringe or damage the physical or intellectual property of another individual,

organisation or country with various motives such as personal gain or revenge.®®

According to Casey,’? there are three key elements of cybercrime which can be used as
distinct factors to define cybercrime.’t These elements are:”? (a) The target of the crime is
a smart device for example a computer, (b) the instrument used to commit the crime is a
smart device, for example a computer, and (c) the smart device used had to play an
essential role in committing the cybercrime.” Cassim’ continues to add and discuss two
additional components which must also be considered when defining cybercrime.”> These
two components refer to the position in which cybercrimes are generally performed and
carried out by the use of either a computer or smart device, where the smart device is

either used as an object or a subject to commit the cybercrime.”®

When a smart device is used as an object to commit a cybercrime,”” the smart device is
the only instrument that performs and carries out the cybercrime, for example intercepting
online communication.”® When a smart device is being used as a subject to commit a
cybercrime, the cyber-attacker (the performing object) uses the smart device (subject) as
an instrument to perform a traditional crime, for example, fraud.”? It is important to
distinguish when the smart device is the object committing the crime and when the smart
device is being used as a subject or instrument to commit a crime.8 Considering the
distinct factors discussed above, it is imperative to understand that cybercrime can also be
divided into several categories, including, an individual cybercrime, a government

cybercrime, property cybercrime and others.8!

8 Schultz Cybercrime: An Analysis of Current Legislation in South Africa 8; Writer's definition of
cybercrime.

70 Casey Digital Evidence and Computer Crime: Forensic Science, Computers and the Internet 14.

7L Casey Digital Evidence and Computer Crime: Forensic Science, Computers and the Internet 14.

72 Casey Digital Evidence and Computer Crime: Forensic Science, Computers and the Internet 14.

73 Casey Digital Evidence and Computer Crime: Forensic Science, Computers and the Internet 14.

74 Cassim 2009 PER/PELJ 59.

7> Cassim 2009 PER/PELJ 59.

76 Cassim 2009 PER/PELJ 59.

77 Schultz Cybercrime: An Analysis of Current Legislation in South Africa 7.

78 Schultz Cybercrime: An Analysis of Current Legisiation in South Africa 7.

79 Schultz Cybercrime: An Analysis of Current Legisiation in South Africa 7.

80 Schultz Cybercrime: An Analysis of Current Legislation in South Africa 7.

81 Upadhyay 2020 https://www.jigsawacademy.com/blogs/cyber-security/types-of-cyber-crime/.
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When a cyber-criminal commits an individual cybercrime, the target of the crime is always
an individual or a specific smart device.82 The objective of this type of cybercrime is
usually to gain access or release confidential information about another individual.83
Examples of this type of cybercrime include online stalking or harassment.8* The second
category, government cybercrime, also known as cyber-terrorism,® is considered to be a
serious form of misconduct in countries.8® Cyber-terrorism usually indicates the
unauthorised infiltration of government-based websites to obtain or release confidential

information, for example, nuclear launch codes.8’

Property cybercrime generally refers to cybercrime committed with the objective of
obtaining personal information from an individual, for example banking details or an ID
number.88 An example of property cybercrime is the unauthorised access and control of
another individual's computer or smart device.® Lastly, the most common category of
cybercrime includes malware attacks and software piracies.®® Malware attacks are a
combination of the concepts, "malicious"®! and "software program"?? and refers to a
computer programme designed to infiltrate, compromise, or damage another smart
device, network or server (without the knowledge or consent of a user) with the objective
of gaining confidential information.?3> An example of a malware attack is a virus.** The last

category of cybercrime to be discussed is advanced software piracies.

82 Dashora 2011 JAPSS 240-257.

8 Upadhyay 2020 https://www.jigsawacademy.com/blogs/cyber-security/types-of-cyber-crime/.

8  Upadhyay 2020 https://www.jigsawacademy.com/blogs/cyber-security/types-of-cyber-crime/.

8 According to Dashora 2011 in JAPSS 240-257, Cyber-terrorism is defined as an intentional execution of
unlawful or disruptive online threats as well as online spying activities, with the focus on social,
economic, and political objectives of a certain country and their government.

8  Upadhyay 2020 https://www.jigsawacademy.com/blogs/cyber-security/types-of-cyber-crime/.

87 Upadhyay 2020 https://www.jigsawacademy.com/blogs/cyber-security/types-of-cyber-crime/.

8  Upadhyay 2020 https://www.jigsawacademy.com/blogs/cyber-security/types-of-cyber-crime/.

8  Upadhyay 2020 https://www.jigsawacademy.com/blogs/cyber-security/types-of-cyber-crime/.

%0 Upadhyay 2020 https://www.jigsawacademy.com/blogs/cyber-security/types-of-cyber-crime/.

% According to the Merriam-Webster dictionary 2022 at https://www.merriam-
webster.com/dictionary/malicious, "Definition of malicious: having or showing a desire to cause harm to
someone.".

%2 According to Britannica 2022 at https://www.britannica.com/technology/software, "Software comprises
the entire set of programs, procedures, and routines associated with the operation of a computer
system.".

3 Arce 2018 JOC 1.

% Arce 2018 JOC 1.
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Advanced software piracies are the illegal distribution, download, and use of unlicensed
software programmes to a computer or a smart device.?> Cyber-attackers tend to release
their very own generated unlicensed software programme in the online environment,
victims then often download these programmes with a virus attached, infiltrating their
smart device and damaging their files.?® The list of the different types of cybercrime is not
limited to the above-discussed, but is in fact extensive and evolving (Chapter 2).%7
Numerous different types of cybercrime are discovered daily, which raise the concerns of
countries regarding advanced cyber-challenges.®® The impact and effect of these cyber-
challenges involve the lack of cyber-awareness, numerous cyber-attacks and being

exposed, resulting in the extensive evolution of the international cyberspace.®?
1.2 Motivation

According to research conducted by Hakmeh, Naylor and Wallace,%° the most common
reason for the international magnitude of cybercrime is that cyber-attackers tend to focus,
target and disrupt different countries, different governments, and different legal justice
systems.10! It has been reported that the majority of cybercrime cases aim to attack and
threaten a country's national infrastructure such as their healthcare sectors or
transportation networks.19? Attacking and threatening a country's national infrastructure
has the ability to cause a major disruption in a country's economy, therefore not only does
cybercrime, being a borderless crime, affect a country's national infrastructure or economy

but it can also progress and adversely affect the position of the general global economy.103

Therefore, it is important to acknowledge that the primary reason for the general increase
in cybercrime in various countries is due to the significant fact that countries do not

entirely comprehend or understand the extensive and complex nature of cybercrime and

% Norwich University Online 2020 https://online.norwich.edu/academic-programs/recources/types-of-
cyber-crime.

%  Norwich University Online 2020 https://online.norwich.edu/academic-programs/recources/types-of-
cyber-crime.

% Kleijssen and Perri 2016  https://rm.coe.int/cybercrime-evidence-and-territoriality-issues-and-
options/168077fa98.

%  Kleijssen and Perri 2016  https://rm.coe.int/cybercrime-evidence-and-territoriality-issues-and-
options/168077fa98.

% Poonia 2014 IJETTCS 119.

100 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.

101 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.

102 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.

103 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
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the threat it holds.1% Regardless of this reason, forcing a country and its government to
suddenly implement rigid cybercrime legislation and cybersecurity measures can be
considered quite challenging and complex because of the political and economic position
of the country.10> Nevertheless, it appears that countries seem to have recognise the need
for the development and implementation of cybercrime legislation to properly address and

respond to cybercrime in a lawful manner.106

To ensure that the development and implementation of cybercrime legislation is
considered adequate and effective, countries need to first, fully understand what they
must secure, determine where the country's national infrastructure appears to be the most
vulnerable, and consider where these cybercrime-incidents and cyber-threats emerge
from.197 Second, countries must thoroughly educate, train, and prepare themselves to be
able to properly respond to cybercrime.1%® This is done by focusing on the social, political
and economic resources of a country and the impact which cybercrime has on a country
and only then, develop and implement national legislation which addresses and combats
cybercrime, while also focusing on protecting the rights of citizens to prevent any
infringement repercussions.'%® Focusing on these two factors will assist countries in the

development and implementation of cybercrime legislation.

It is of the utmost importance for a country and its government to understand that
cybercrime cannot only be addressed and combatted through national pieces of legislation
or the country's common law.!!® As mentioned, cybercrime is considered a borderless
crime which makes it possible for a cyber-attacker to commit a cybercrime from anywhere
in the world.'1! Various cyber-reports claim that international cooperation between
countries will partially establish an international cyber-regulation with the primary
objective to combat and respond to cybercrime.'? However, in focusing on the position of

cybercrime in South Africa, a distinct conclusion can be drawn from the standard of South

104 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
105 Grobler, Zaaiman and Van Vuuren 2013 CSIR 33.

106 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
107 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
108 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
109 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
110 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
111 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
112 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
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Africa's previous cybercrime legislation compared to the current standard of South Africa's

cybercrime legislation.

It is quite evident that South Africa is committed to addressing and combatting
cybercrime.113 Regardless,!!* taking into consideration the sophisticated and advanced
nature of cybercrime, cybercrime is currently regarded as more complex than ever, due to
the fact that these crimes are no longer limited to a specific set of elements or do not fall
within the exact borders of a country's jurisdiction or national legal justice system.11>
Therefore, this borderless crime poses a major threat since these crimes are mostly
committed by an individual or a software programme that prefers to remain anonymous
and is protected by advanced software programmes when committing a cybercrime.!16 As
mentioned, the evolutionary nature of cybercrime directly contributes to the accelerated

rate of cybercrime in countries around the world.!%”

Countries consider it demanding and onerous to keep their national legislation up to date
regarding cybercrime which can, if neglected or delayed, lead to a substantial number of
cybercrime cases.!'® However, it is important to recognise that over the past few years,
countries such as South Africa have been actively attempting to combat cybercrime
through numerous pieces of cybercrime legislation, such as the Regulation of Interception
of Communications and Provision of Communication-Related Information Act 70 of 2002
(hereafter the "RICA"),''° the Electronic Communications and Transactions Act 25 of 2002
(hereafter the "ECTA"), the Protection of Personal Information Act 4 of 2013 (hereafter
the "POPIA") and the recently amended Films and Publications Amendment Act 11 of 2019
(hereafter the "FPAA").120

Although the above-mentioned national legislation was successfully implemented by the

South African government in addressing only a few cybercrime characteristics and issues,

113 Campbell 2021 https://businesstech.co.za/news/cloud-hosting/546856/how-south-africas-cybercrimes-
act-will-change-how-you-use-the-internet/.

114 Schultz Cybercrime: An Analysis of Current Legislation in South Africa 18.

15 Schultz Cybercrime: An Analysis of Current Legislation in South Africa 18.

116 - Schultz Cybercrime: An Analysis of Current Legislation in South Africa 18.

117 Schultz Cybercrime: An Analysis of Current Legislation in South Africa 6.

18 Alkaabi Combatting Computer Crime: An International Perspective 3.

119 In AmaBhungane Centre for Investigative Journalism NPC v Minister of Justice and Correctional Services
CCT 278/19; Minister of Police v AmaBhungane Centre for Investigative Journalism NPC CCT 279/19,
the Constitutional Court of South Africa found and handed down the judgement that certain provisions
of the RICA are declared unconstitutional and is in the process of being amended.

120 Schultz Cybercrime: An Analysis of Current Legislation in South Africa 6.
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the increased rate of cybercrime remained a troublesome challenge.!?! Since then, the
rate of cybercrime in South Africa has only escalated, especially when one considers the
impact and effect the Covid-19 pandemic had and still has on South African ICTs.122
During the Covid-19 pandemic, the South African legislature finally agreed upon
promulgating a specific piece of cybercrime legislation, the Cybercrimes Act 19 of 2020
(hereafter the "Cybercrimes Act'), as the primary cybercrime legislation to address and

combat cybercrime inside the borders of South Africa.123

The promulgation and implementation of the Cybercrimes Act came at exactly the right
moment, taking into consideration the magnitude of cybercrime occurring in South
Africa.’?* For South Africa, the main objective of the Cybercrimes Act represents a
transparent online security measure where cybercrime investigation and prosecution
procedures can be executed without any unnecessary hindrances such as objections to
privacy or electronic evidence delays.!?> According to Chapter 2 and Chapter 4 of the
Cybercrimes Act,'? cybercrime investigations and prosecution procedures no longer have
to rely on or be conducted through various articles of different national pieces of
legislation such as the RICA, the ECTA, the POPIA or the FPAA, and national authorities
(for example, the South African Police Service (SAPS)) no longer have to conduct

guideless or restrictive investigation procedures.!?’

In general, when a country's government recognises the need for developing and
implementing specific new legislation, it is quite important for the government to also
accept, manage and evaluate the effect and impact the new national legislation has and
will have on the country, its citizens and the country's legal justice system.'?® This includes
addressing and evaluating the legal checks and balances, legal tensions and the
possibilities of the infringement of rights regarding the new piece of legislation.!??

Therefore, these concerns present the objective and motivation for this study.

121 Schultz Cybercrime: An Analysis of Current Legislation in South Africa 6.

122 Qlofinbiyi and Singh 2020 LJCS 221.

123 Allen 2021 https://issafrica.org/iss-today/south-africa-lays-down-the-law-on-cybercrime.

124 Allen 2021 https://issafrica.org/iss-today/south-africa-lays-down-the-law-on-cybercrime.

125 Allen 2021 https://issafrica.org/iss-today/south-africa-lays-down-the-law-on-cybercrime.

126 Chapter 2, Chapter 4 of the Cybercrimes Act.

127 Allen 2021 https://issafrica.org/iss-today/south-africa-lays-down-the-law-on-cybercrime.

128 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
129 Hakmeh, Naylor and Wallace 2022 at https://www.chathamhouse.org/2022/02/what-cyber-attack.
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This study will primarily address two objectives: (a) Discuss the evolution and extensive
nature of cybercrime in South Africa and the extent of combatting cybercrime using the
recently implemented Cybercrimes Act 19 of 2020 (hereafter the "Cybercrimes Act") and;
(b) Discuss and compare the potential effect and impact of the Cybercrimes Act along with
considering the previous cybercrime legislation such as the RICA, the ECTA, the POPIA,
the FPAA, the National Cybersecurity Policy Framework (NCPF) and the Budapest
Convention (as well as the African Union Convention on Cyber Security and Personal Data
Protection (hereafter the "AU Convention")). This study will consist of five chapters, being

literary, historical, and comparative in nature.

Chapter 2, Cybercrime in a South African context; a comprehensive historic literature
review on cybercrime and the evolution thereof will be discussed. This chapter will focus
on identifying and defining the nature of cybercrime, the origin of cybercrime in South
Africa, list the different types of cybercrime, and refer to the position of past and present
cybercrime cases and challenges in South Africa. Chapter 3, Previous Cybercrime
Legislation in South Africa; this chapter will discuss South Africa's previous national
cybercrime legislation prior to the promulgation and implementation of the Cybercrimes
Act. Numerous pieces of national legislation such as the RICA, the ECTA, the POPIA and
the FPAA will be referred to and discussed regarding the cyber-components that they

address.

Chapter 4, the Cybercrimes Act 19 of 2020 will be critically discussed and partially
compared to previous cybercrime legislation. This chapter will also discuss the different
types of cybercrime found in the Cybercrimes Act and address the reporting, investigation,
and prosecution procedures. The shortcomings of the Cybercrimes Act will also be
discussed, considering that the Cybercrimes Act is South Africa's first official piece of

national cybercrime legislation.

Chapter 5, the Conclusion and Recommendations will present an entire overview of the
study and briefly mention the main objectives and essence of each chapter again. This
chapter will also present recommendations regarding South Africa's cybercrime legislation,
especially regarding the Cybercrimes Act. This chapter will also conclude the entire aim
and objective of the study, discuss various comments on the Cybercrimes Act and present

suggestions as to how the Cybercrimes Act can be amended or altered, to ensure and
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deliver more ground-breaking results regarding the rate and impact of cybercrime in South

Africa.
1.3 Research question

The research question and primary focus of this study is: To what extent does the recently
implemented Cybercrimes Act effectively address and deal with the extensive and complex
nature of cybercrime, to combat cybercrime in South Africa? This discussion will also
include the following sub-question: Does the Cybercrimes Act have any shortcomings
regarding privacy matters or concerns, the procedures of reporting, investigating and
prosecuting cybercrime, and provide adequate guidance for the delegation of powers

regarding national authorities concerning cybercrime?
2 Research aim and objectives

The primary research aim of this study is to critically analyse and discuss the legal impact
and effect of the Cybercrimes Act in appropriately addressing and combatting cybercrime
in South Africa against the background of existing cybercrime legislation. Although the
Cybercrimes Act is still considered new national cybercrime legislation, it is important for
the South African government and legislature to monitor, determine and evaluate the
impact and effect the Cybercrimes Act has on South Africa and its legal justice systems.
Therefore, the focus of this study will be on the evolution of cybercrime in South Africa,
the position of past and present cybercrime challenges and discuss the promulgation,
implementation, shortcomings and recommendations of the Cybercrimes Act and lastly,
whether the Cybercrimes Act appropriately amended previous existing cybercrime

legislation.

This study will also consider, discuss, and partially compare previous national cybercrime
legislation and frameworks such as the RICA, the ECTA (along with the CPA), the POPIA
and the FPAA with the Cybercrimes Act. The National Cybersecurity Policy Framework
(NCPF) and the Budapest Convention (as well as the AU Convention) will also be discussed
and partially compared with the Cybercrimes Act. The Cybercrimes Act, being the focus of
this study will also be critically discussed. Lastly, the discussion of shortcomings and
recommendations on the Cybercrimes Act will be presented as well as suggestions for the

amendment of the Cybercrimes Act. Although this study has various objectives, the main
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objective is to introduce and evaluate the recently implemented Cybercrimes Act in South

Africa, taking into account previous cybercrime legislation.

The extensive history of cybercrime in South Africa and the past and present position and
challenges will also be discussed, the relevant case law regarding cybercrime, and a partial
comparison will be conducted regarding the history of previous cybercrime legislation such
as the RICA, the ECTA (along with the CPA), the POPIA and the FPAA with the recently
implemented Cybercrimes Act. The Cybercrimes Act and what it entails will also be
critically discussed and evaluated along with considering the position and influence of the
Constitution of the Republic of South Africa, 1996 (hereafter the " Constitution"').t3° Lastly,

a few suggestions to amend the Cybercrimes Act will also be presented.
3 Premises, assumptions, and hypotheses

The premise of this study is based on the critical discussion, analysis, and evaluation of
the objective and legal effect of the Cybercrimes Actin properly responding to cybercrime
in South Africa. The increased rate of cybercrime and cyber-attacks over the past few
years captured the concern and attention of the South African government. In response to
these cybercrime and cyber-attacks, the South African government and legislature agreed
upon promulgating and implementing the Cybercrimes Act to fulfil their duty and
responsibility to secure and protect the citizens of South Africa against cybercrime in the
cyberspace. The promising effect and impact of the Cybercrimes Act on South Africa
already appears substantial and to have proven itself to a certain extent, ensuring to

deliver promising results.

However, can the Cybercrimes Act be regarded as adequate in being the only piece of
national cybercrime legislation in South Africa? This question remains a definite concern
regarding the impact and effect of the Cybercrimes Act on South Africa, as it appears that
the Cybercrimes Act cannot be regarded as adequate when one considers the continuous
occurrence of cybercrime in South Africa. The assumption of this study is that according to
section 9(1) and section 14(d) of the Constitution, every South African citizen has the right
to equal protection and benefit of the law as well as the fundamental right to privacy.!3!

This directly places the government and legislature in the line of duty to protect and

130 Constitution of the Republic of South Africa, 1996 (hereafter the " Constitution'").
131 Gection 9, section 14 of the Constitution.
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ensure a safe and secure online environment.32 Whether it be in a social context or

online, the government has the duty to protect.

South African cybercrime and cyber-attacks continue to rapidly progress as the popularity
of the crime escalates, resulting in a defenceless cyberspace and numerous cyber-
victims.133 South Africa responded to the increase of cybercrime in the country by
promulgating and implementing national cybercrime legislation focused on combatting
cybercrime, the ground-breaking Cybercrimes Act.t3* Since the implementation of the
Cybercrimes Act, South Africa's national authorities have been hoping that the number of
cybercrime cases and cyber-attacks in South Africa would diminish, ultimately then leading
to promising prospects.!3> South Africa's national authorities are excited to use and enjoy
the internet and cyberspace without having to look over their shoulder and to fear of

becoming a potential cyber-victim.136

However, although the Cybercrimes Act was specifically developed to respond to and
combat cybercrime, the rate of cybercrime and cyber-attacks still appear to be increasing
as the process of implementing the Cybercrimes Act is ongoing.'3” This leads to the
question: Can the Cybercrimes Act be considered adequate in properly addressing and
combatting cybercrime in South Africa? The hypothesis of this study is, although the
recently implemented Cybercrimes Act of South Africa appears quite promising and the
legal impact thereof, quite positive, the Cybercrimes Act cannot be regarded as adequate
or effective enough on its own, in addressing and combatting cybercrime to the greatest

extent of the crime.

During this study it will be made clear that although South Africa responded in an
appropriate  manner in combatting cybercrime, considering the previous national

cybercrime legislation, relevant case law and international conventions, the Cybercrimes

132 Toona 2022 https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-
19-0f-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com

133 Toona 2022 https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-
19-0f-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com

134 Toona 2022 https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-
19-of-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com

135 Toona 2022 https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-
19-0f-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com; Mcanyana
and Brindley 2020 https://www.accenture.com/za-en/insights/security/cyberthreat-south-africa.

136 Mcanyana and Brindley 2020 https://www.accenture.com/za-en/insights/security/cyberthreat-south-
africa.

137 Mcanyana and Brindley 2020 https://www.accenture.com/za-en/insights/security/cyberthreat-south-
africa.

16


https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-19-of-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com
https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-19-of-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com
https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-19-of-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com
https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-19-of-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com
https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-19-of-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com
https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-19-of-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com
https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-19-of-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com
https://www.controlrisks.com/our-thinking/insights/how-the-south-african-cybercrimes-act-19-of-2022-will-affect-individuals-and-businesses?utm_referrer=https://www.google.com

Act cannot on its own, provide the necessary protection for South Africa and its citizens in
the manner it wishes and aims to. The Cybercrimes Act must be supported through

additional legislation to ensure a safe and secure cyberspace.
4 Research methodology

During the execution of this study various research methods will be used. The primary
research method to be used, will consist of a broad literature review which will represent
two main categories, primary resources, and secondary resources. The primary resources
will consist of various pieces of national legislation and frameworks, case law and other
regulatory policies or conventions. The secondary resources of this study will consist of
textbooks, an online cybercrime seminar, various journal articles, electronic documents,

and theses as well as other dissertations and internet resources.

The secondary research method used during this study will be conducted by using the
historical method, specifically looking into the evolutionary and progressive aspect of
cybercrime, considering both the past and present positions, and challenges of cybercrime
in South Africa. An historic overview of the evolution and development of cybercrime will
be presented and primarily focus on being informative in nature as well as aiming to
discuss the development procedures that led to the implementation of the Cybercrimes
Act. The historic overview of cybercrime in South Africa will also discuss past and present
challenges regarding cybercrime and cybercrime legislation, specifically focusing on
previous pieces of national legislation such as the RICA, the ECTA, the POPIA and the
FPAA.

Considering the historical method, the external legal history will be discussed during the
execution of this study, focusing on the various resources which directly and indirectly
contributed to the development and implementation of the Cybercrimes Act. The external
legal history resources refer to the constitutional, political, and economic factors that had
an influence and effect on the development of South Africa's legal justice systems. In
general, the scope of this study will primarily focus on the South African history and
evolution regarding cybercrime, the previous national legislation addressing cybercrime,
discuss the recently implemented Cybercrimes Act along with the Constitution, and

suggest amendments and recommendations.
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The third research method, the comparative method, will also be used during the
execution of this study. The comparative method will include a critical discussion and
comparison between the various pieces of South African national legislation regarding
cybercrime, such as the recently implemented Cybercrimes Act, the RICA, the ECTA, the
POPIA and the FPAA. The international Budapest Convention and AU Convention will also
be discussed and compared to the Cybercrimes Act, along with considering the NCPF. The
primary objective for the comparison of the various pieces of cybercrime legislation of
South Africa is to determine, examine and evaluate the general standard and objective of
the Cybercrimes Act compared to previous pieces of national cybercrime legislation in
South Africa.

The comparison will conclude with whether the Cybercrimes Act appropriately addresses
and combats cybercrime in South Africa. It will also present whether the Cybercrimes Act
has properly amended South Africa's previous national cybercrime legislation. Therefore,
the scope of this study focuses on the past and present position of cybercrime in South
Africa and the extent of the Cybercrimes Act in addressing and combatting cybercrime.
Regarding the limitations of the study, this study will not present an international
comparison between South Africa's cybercrime legislation or another country's cybercrime
legislation; however, there are two conventions that will be discussed and partially
compared to. Also, no specific statistics will be presented regarding cybercrime and no
specific distinction will be drawn between South Africa or any country regarding the

matter of cybercrime.
5 Framework
Chapter 1 Introduction to Cybercrime in South Africa

Chapter 1 of this study will introduce the problem statement, the background of the
problem statement and the research question of this study. The chapter will also discuss
the research aim and objectives as well as the premise, assumptions, and hypotheses of
this study.

Chapter 2 Cybercrime in South Africa: Past and Present
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This chapter will focus on the position of cybercrime in South Africa. This chapter will also
focus on the previous position of cybercrime in South Africa, the challenges of cybercrime

and the different types of cybercrime.
Chapter 3 Previous Cybercrime Legislation in South Africa

This chapter will discuss the history and evolution of cybercrime legislation in South Africa.
This discussion will include the Regulation of Interception of Communications and
Provision of Communication-Related Information Act 70 of 2002, the Electronic
Communications and Transactions Act 25 of 2002, the Criminal Procedure Act 51 of 1977,
the Protection of Personal Information Act 4 of 2013, and the Films and Publications
Amendment Act 11 of 2019.

Chapter 4 The Cybercrimes Act 19 of 2020

Chapter 4 will address and discuss the history and evolution of cybercrime in South Africa
that led to the promulgation and implementation of the Cybercrimes Act 19 of 2020
(hereafter the "Cybercrimes Act'). This chapter will also address the position and
relationship of the Cybercrimes Act 19 of 2020 with the Constitution of the Republic of
South Africa, 1996.

Chapter 5 Conclusion and Recommendations

This chapter is the conclusion and recommendations. Legislative and practical

recommendations will be presented.
Major subject

Cyber Law

Ancillary subjects

Public Law; Criminal Law; Civil Law
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Chapter 2 Cybercrime in South Africa: Past and Present
2 Understanding Cybercrime
2.1 The Evolution of Cybercrime

Ever since South Africa was classified as the country with the sixth highest cybercrime
density in 2022,138 it is no surprise that the evolutionary nature of the cyberspace is
considered to be anything but a new phenomenon to South Africa and its government.13?
Cybercrime has been evident in South Africa since the early 1990's,4 recently exceeding
the thirty-year parameter,'#! and still continues to emerge as one of the most extensive
and sophisticated crime threats present in South African ICTs.!*? For South Africa, its
individuals, organisations, and the government it is considered essential to be connected

to the world, either via national or international network platforms or ICTs.143

According to Dr. Jenna Clark,#* senior behavioural researcher,'#> these types of ICTs and
technology-mediated interactions are considered high in demand regardless of the
complications and challenges they produce.l*® The effect of the progressive development
of ICTs and the online environment are still considered beneficial for countries and their
governments to develop certain fields of national infrastructure such as medicine,
sciences, and engineering.!*” Therefore, considering that communication technologies and

the online environment continue to develop and evolve, South Africa becomes more reliant

138 According to Von Solms, Director of Cyber Security at the University of Johannesburg, 2022 at
https://theconversation.com/five-things-south-africa-must-do-to-combat-cybercrime-186089,
"Cybercrime density is defined as the percentage of cyber victims per one million internet users.".

139 Govender A critical analysis of the search and seizure of electronic evidence relating to the investigation
of cybercrime in South Africa 17.

140 Von Solms 2022 https://theconversation.com/five-things-south-africa-must-do-to-combat-cybercrime-
186089.

141 Govender A critical analysis of the search and seizure of electronic evidence relating to the investigation
of cybercrime in South Africa 4.

142 According to Giles 2022 at https://www.michalsons.com/blog/what-is-ict/2525, "ICT is an acronym for
"information communications technology.".

143 Clark 2019
https://greatergood.berkeley.edu/article/item/what_makes_technology_good_or_bad_for_us.

144 Linkedin 2023 https://www.linkedin.com/in/jenna-clark-b0221a132.

145 Linkedin 2023 https://www.linkedin.com/in/jenna-clark-b0221a132.

146 Clark 2019
https://greatergood.berkeley.edu/article/item/what_makes_technology_good_or_bad_for_us.

147 Govender A critical analysis of the search and seizure of electronic evidence relating to the investigation
of cybercrime in South Africa 5.
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on the online environment, resulting in individuals, organisations and the government

being exposed and operating defenceless in the cyberspace against cybercrime.148

As mentioned above, cybercrime can be defined as any illegal online activity performed by
a cyber-criminal with the collaboration of a smart device, for example a computer, to
cause harm to another internet user or their computer in the online environment.14?
Cybercrime continues to be part of the progressive element of ICTs as it continues to
rapidly increase on a scale that the South African legislature and their justice systems
struggle to balance.'®® According to Hart,1°! society appears extremely vulnerable and
exposed in the world and its ICTs, and, therefore, a rule of law in a country is a
requirement to ensure that citizens remain safe and protected in the online

environment.152

Applying Hart's statement directly to the extensive concept of the cyberspace, a country's
government has the duty and responsibility to ensure that internet users are protected
from cybercrime and cyber-attacks in the online environment and that when cybercrimes
or cyber-attacks occur, they can be appropriately addressed through the country's legal
justice system.!>3 There are, however, numerous reasons for the success rate of
cybercrime as mentioned above; the list of reasons varies from, unauthorised access to
smart devices or a computer's operating system, the use of decoding software to "crack"
the numerical nature of a computer system and the negligent conduct or lack of
cybersecurity from a natural person (normal human beings)!>* or a juristic person (specific

natural persons or- associations, for example organisations)!°> in the cyberspace.*®
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When one analyses any type of cybercrime, it is important to identify and understand the
operating position as well as the outcome orientation of the cyber-attacker.!>” Several
different categories of cyber-attackers have been identified, based on the objective and
outcome of the cybercrime.’®® The first category of cyber-attackers are individuals
between the ages of 7 — 18 years.!®® This specific type of cyber-attackers are often
referred to as "Script kiddies".1®0 Script kiddies are inexperienced and immature cyber-
hackers, often just as dangerous as experienced cyber-hackers with the objective of

exploring the online environment.161

The objective of this specific group of individuals is generally to focus on exploiting the
vulnerabilities of the online environment and accidentally gaining access to protected or
unprotected information.%2 Another objective to consider is that children often find
themselves trying to prove that they are exceptional amongst other children in society;
this typically refers to online boastfulness.'63 The last and most preferential objective to
consider is that the child has been bullied or harassed by another person and, therefore,

the child seeks revenge.164

The next category of cyber-attackers is called organised hackers.!®> This type of cyber-
attacker is considered to be objectively organised and committed to fulfil a specific task or
reach a specific target or goal in the online environment.1% Organised hackers generally
focus on targ