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Abstract

Modern processing plants are complex and span multiple physical domains, posing chal-

lenges for fault detection and isolation (FDI). The advent of Industry 4.0 has facilitated

the extensive collection of data, thereby accelerating the adoption of data-driven meth-

ods for fault detection and isolation. Techniques like energy graph-based visualisation

(EGBV) address the challenges of multi-domain systems by using exergy and energy to

characterise the system and analyse historical process data.

The EGBV technique is a recent FDI technique that aims to exploit the energy interac-

tions between system components to describe the state of health of the system. In this

study, the potential of machine learning (ML) to detect and isolate faults from the energy

interactions within the EGBV context was investigated. Several objectives were identified

to successfully apply and evaluate the performance of ML techniques in the context of

the EGBV technique. A Simulink implementation of the Tennessee Eastman Process was

used to generate process data to implement and evaluate the use of ML techniques for

FDI purposes within the EGBV context.

Exploratory data analysis was used on the different types of EGBV data to assess their

effectiveness in representing process data where system faults were present. This analysis

also aided in explaining why some ML techniques had difficulty detecting and classifying

certain faults when using specific EGBV data types.

Subsequent objectives involved the application of appropriate ML techniques to the dif-

ferent types of EGBV data, taking their abstractness and structures into account. Fur-

thermore, the fault detection and classification performances of the ML techniques were

compared with each other to identify if a certain data type allowed for better fault detec-

tion and classification.

Finally, the performance of these ML techniques was compared with benchmarks, includ-

ing the original non-ML EGBV technique. The results showed that the non-ML EGBV

technique surpassed both ML techniques and other benchmarks in fault detection, while

ML exceeded in fault classification over the other mentioned methods. This study con-

cluded that the use of energy and exergy data with the EGBV technique produced more
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accurate results compared to the raw data used by other benchmark techniques.

Keywords: Machine learning; Fault detection and isolation; Tennessee Eastman Process;

Energy graph-based visualisation.
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Chapter 1

Introduction

1.1 Background and motivation

Safety and reliability are critical factors influencing modern processing industries. In

modern processing industries, process monitoring techniques can be used to ensure the

safety and reliability of the processing plant [1]. Among the various process monitoring

techniques, fault detection and diagnosis (FDD) plays a critical role in ensuring that

the process can operate safely in the presence of faults [2]. In addition to ensuring safe

operating processes, FDD also ensures that the process does not degrade when faults are

present.

The absence of suitable FDD techniques poses significant threats to modern processing

industries. Failing to react to system faults, results in a variety of adverse consequences,

ranging from affecting product quality to posing threats to human operators and the

surrounding environment [3]. Examples of severe industrial failures caused by inadequate

FDD techniques include the Fukushima Dai-Ichi accident [4] and the Bhopal gas tragedy

[5], where significant human life loss and disastrous environmental consequences occurred.

In addition, untreated faults within the system also cause considerable economic losses.

For example, the USA loses about $ 20 billion annually [6], and China more than one

million dollars daily due to untreated faults within processing industries [7].

Modern processing plants typically consist of several interconnected subsystems, which

receive multiple inputs, followed by a typically non-linear process to transform the multiple

inputs into multiple outputs. The complex nature of modern processing plants and their

interconnected process subsystems make FDD difficult. Furthermore, the processing units

inside the plant also consist of multiple multi-domain interconnected and interdependent

components, which further complicate the matter [8]. Modern processing plants also have

aspects that further complicate the FDD process, such as the mode of operation used

1
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within the plant [9].

The complexity and scale of modern processing plants mentioned make it difficult for hu-

man operators to manually monitor the process for faults and therefore FDD approaches

within modern processing plants have become more automated, requiring less intervention

from human operators [10]. Despite this automation, some approaches still required input

from human operators to operate successfully, such as their knowledge obtained through

experience or a mathematical model of the system. However, these approaches have sev-

eral drawbacks such as not being able to adapt to new previously unseen types of faults

and the difficulty associated with creating an accurate first-order mathematical model of

the system [9, 11]. Furthermore, the speed at which new equipment and processes are

advancing makes previous knowledge used for FDD obsolete [12].

The advancement of Industry 4.0 has allowed modern processing industries to take ad-

vantage of the continuous flow of large amounts of data available within the processing

plant [13]. Collecting this continuous flow of data has allowed modern processing in-

dustries to acquire a large amount of historical process data, giving rise to data-driven

FDD approaches. Data-driven FDD approaches use machine learning (ML) or statistical

techniques to extract patterns from historical process data for FDD, and do not require

knowledge or model-based information [9].

Modern processing systems within the petrochemical industry, can be viewed as multi-

domain systems, meaning that the different subsystems within the processing system be-

long to different physical domains and energy is converted between these domains [14].

The different domains may include domains such as electrical, mechanical, chemical, and

thermodynamic. Attempting to model such a multi-domain system, where non-linear in-

teractions exist between domains, is complex and challenging. Energy is a useful quantity

that can be used to characterise and monitor such multi-domain systems [15].

The energy graph-based visualisation (EGBV) technique is a novel exergy and energy-

based fault detection and classification technique that can be used for complex multi-

domain systems [16]. Using the energy interactions between system components, the

EGBV technique can describe the state of health of the system. The EGBV technique is a

hybrid fault detection and classification technique that combines a qualitative exergy and

energy model of the system with historical exergy and energy information. Furthermore,

the EGBV technique offers different levels of abstraction when monitoring a system. These

different levels of abstraction correspond to two matrix-like structures, called the node

signature matrix and the cost matrix, with the cost matrix representing the highest level

of abstraction.

Fault detection and isolation (FDI) within the EGBV context have been conducted mainly

using statistical techniques, such as singular value decomposition (SVD), at the highest

level of abstraction (cost matrix). There exists a need to explore alternative techniques
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such as ML within the EGBV context to determine if there exist alternative patterns

within the various levels of abstraction that can be used for the purpose of fault detection

and classification.

The Tennessee Eastman Process (TEP) is a popular benchmark process that has been

widely used in the field of FDD [17]. Irreversible exothermic gas-liquid reactions take

place within the TEP, to simulate a complex realistic chemical process. Furthermore, the

TEP is also commonly used to test new FDD techniques and to compare them against

existing techniques.

1.2 Research question

This study attempts to answer the following question: How does the use of ML techniques

within the EGBV context for FDI purposes compare against other benchmark FDI tech-

niques? In order to answer this question a comparative study will be undertaken between

ML techniques, applied within the EGBV context, and other benchmark FDI techniques,

including the standard EGBV technique without any ML. Furthermore, the TEP will be

used as a benchmark process to compare the mentioned techniques. The performance of

the FDI techniques will be quantified and compared in terms of their fault detection and

fault classification rates.

1.3 Research objectives and methodology

1.3.1 Exploratory data analysis of data within the EGBV technique

As mentioned in Section 1.1, the results of the SVD of the cost matrix have been commonly

used for fault detection and classification within the EGBV context. The raw elements

within the cost and node signature matrices have not been widely investigated for fault

detection and classification purposes. Therefore, it is necessary to explore how the raw el-

ements within the cost and node signature matrices will behave under changed conditions,

when different types of faults are present within the system.

Exploratory data analysis (EDA) techniques will be used to investigate the raw elements

inside the cost and node signature matrices. Furthermore, the EDA techniques may pro-

vide insight into the dynamics of the data inside the cost and node signature matrices

under different conditions, for example, when there is no fault present within the system

or a fault had occurred.

Additionally, EDA techniques such as dimensionality reduction will make it possible to
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visualise highly dimensional data, thereby seeing how the data changes when a fault is

introduced into the system. Clustering techniques will also be used to visualise if there is

a difference between “faulty” and “normal” data. If there is a difference between “faulty”

and “normal” data, it will result in distinct clusters being identified by the clustering

technique.

1.3.2 Application and evaluation of machine learning techniques using

cost matrix data

The SVD results of the cost matrix have been mainly used for fault detection and clas-

sification. However, the raw elements inside the cost matrix have not yet been used for

fault detection and classification purposes. The raw data inside the cost matrix may con-

tain patterns within, which, if extracted, could potentially allow for more accurate fault

detection and classification compared to the SVD approach used in the standard EGBV

FDI technique. Therefore, ML techniques will be implemented with the cost matrix data,

to extract potential patterns within the data for the purpose of fault detection and clas-

sification.

The cost matrix does not contain node attributes or information on the connectivity of the

nodes inside a graph. Instead, the cost matrix represents the relative Euclidean distances

between the nodes of two graphs. Since the cost matrix does not represent a graph,

non-graphical ML techniques will be investigated and applied to the cost matrix data.

The fault detection and classification results of the non-graphical ML techniques will be

compared amongst each other as well as the graphical ML techniques used for the node

signature matrix data.

1.3.3 Application and evaluation of machine learning techniques using

node signature matrix data

Unlike the cost matrix, the node signature matrix has not been extensively used for fault

detection and classification purposes. The node signature matrix could potentially offer

more accurate fault detection and classification compared to the cost matrix. Conse-

quently, ML techniques will be implemented with the data of the node signature matrix

for the purpose of fault detection and classification.

The node signature matrix represents a graph and contains information such as the node

attributes and the connectivity between the different nodes. Therefore, graphical ML tech-

niques will be investigated and applied to the node signature matrix data. The fault de-

tection and classification results of the graphical ML techniques will be compared amongst

each other and to the non-graphical ML techniques used for the cost matrix data.
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1.3.4 Comparison of machine learning techniques against benchmark

techniques

The fault detection and classification results obtained with the ML techniques applied to

the cost and node signature matrices need to be compared to benchmark FDI techniques to

determine whether the use of ML within the EGBV context offers benefits in terms of fault

detection and classification. Several benchmark FDI techniques, including the standard

EGBV technique, will be investigated and applied. Furthermore, the fault detection and

classification results of the benchmark techniques will be compared with the ML techniques

to reach conclusions.

1.4 Dissertation outline

Chapter 2 provides a brief literature survey and a literature study. The literature survey

focusses on data-driven FDI techniques where graphs, exergy, energy, or ML have been

used. The literature study provides the necessary terminology and concepts relevant to

the topic of this current study.

The results of the EDA on the data for both the cost and node signature matrices for cer-

tain faults are provided in Chapter 3. Before the results are presented, brief descriptions

of the various EDA techniques are provided. Furthermore, the results of the EDA for the

different faults are presented and summarised.

Chapter 4 details how ML techniques are applied to the cost matrix data. Initially, a

brief overview is given on how the selected ML techniques function, followed by the fault

detection and fault classification results of the ML techniques. Finally, the fault detection

and fault classification results are briefly interpreted and discussed.

Chapter 5 focusses on how graphical ML techniques are applied to the node signature

matrix data. Firstly, a brief overview of graphical ML techniques is provided, and the se-

lected graphical ML techniques are briefly described. This is followed by the fault detection

and fault classification results of the graphical ML techniques and a brief interpretation

and discussion.

Different benchmark FDI techniques are briefly described and implemented inChapter 6.

The results of fault detection and classification of the benchmark FDI techniques are

presented and interpreted. In addition, the fault detection and classification results of the

benchmark techniques are compared with the results obtained in Chapters 4 and 5 and

discussed.

Chapter 7 concludes this study and summarises the results obtained within each objec-
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tive. In addition, future work and recommendations are provided.



Chapter 2

Literature survey and study

2.1 Introduction

In this chapter a broad overview of the field of fault and process monitoring will be

provided, as well as highlighting the concepts and terminology relevant to this study.

Initially, the various terminology used within the fault and process monitoring field will

be described and clarified. Thereafter, a brief overview of FDI, which is a classification

task, will be given, followed by the generic steps required to implement an FDI scheme as

well as the difficulties experienced when implementing an FDI scheme.

The different types of faults and types of FDI approaches are discussed and in addition,

the different types of ML-based FDI approaches are discussed in more detail. Following

the discussion on the different types of FDI approaches, these approaches are compared

to identify advantages and disadvantages.

The EGBV technique will be discussed in detail, which includes a brief overview of the

EGBV technique, followed by the procedure when applying the EGBV technique. The

mathematical structures and formulas used within the EGBV technique are given, as well

as a brief discussion on how the EGBV technique data have been used for FDI purposes.

Lastly, the Tennessee Easman Process (TEP) will be discussed, which includes the layout

of the TEP and the chemical process that takes place inside the TEP. In addition, the

various types of faults that can be present inside of the TEP is discussed, followed by a

brief discussion on the exergy and energy-based Tennessee Eastman (TE) model that was

used for the current study.

7
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2.2 Literature survey

This subsection presents a brief literature survey on data-driven FDI techniques where

graphs, exergy, energy, or ML have been used. The purpose of this brief literature survey

is to investigate the different approaches used in other studies and how it differs from the

EGBV technique, regarding how graphs, and exergy and energy are used. Furthermore,

the brief literature survey also highlights popular ML methods that are used in data-driven

FDI.

2.2.1 Graph methods used in fault detection and isolation

Khorasgani et al. used a graph convolutional neural network (CNN) for FDI within a single

domain system [18]. Their single domain case study system consisted of 100 simulated

water tanks that were connected to each other. They represented their water tank network

as a weighted undirected graph, where each node represented a water tank, and the edge

weights were proportional to the inverse of the distance between two water tanks. The

authors were able to detect whether a node had a fault or not by using binary classification

and fault isolation to identify which node had a fault.

A new method for accessing global graph context was proposed by Lyu et al. [19]. Al-

lowing nodes to use additional information regarding the global graph context instead of

only information from immediate neighbours resulted in better fault detection when using

graph neural networks (GNNs). The authors primarily focused on industrial control sys-

tems, specifically the communication system within the system. Furthermore, the authors

used the industrial field network of the system to construct the graph, where each node

represented a device within the network. Temporal compression was used to convert the

time series data of each node/device into its features for a given timestamp.

Wu et al. proposed a complex-value graph CNN that could work with spatiotemporal

data that contained complex values [20]. The authors focused on electric grid networks

and used it as undirected weighted graphs. The nodes inside the graph represented buses,

and the edges represented the transmission lines connecting the buses. The ability of the

graph CNN to work with complex values allowed the authors to use the voltage phasor

data of each bus as node attributes within the graph. Lastly, the ability of the graph CNN

to process temporal data makes it possible to predict the future state of buses using past

data.

He et al. used a graph to model the spatial and temporal relationships of data generated by

different modules inside of an unmanned aerial vehicle (UAV) for fault detection purposes

[21]. A GNN was used to extract spatial features within the data and a temporal neural

network to extract temporal features from the data. The authors then used the GNN and
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temporal neural network to predict the different variables of the UAV. The predictions

were compared against measurements and the residuals were used for fault detection. A

threshold method was used to determine if the residuals are above or below a threshold,

thereby indicating the presence of a fault.

A graph CNN was used by Li et al. to process aircraft sensor data to diagnose faults

[22]. First, they converted the raw sensor data into grayscale images, called sensor data

images, to capture the temporal and cross-sensor relationships within the data. This was

followed by clustering techniques applied to the sensor data images to construct a graph

representation of the data, which was then used with the graph CNN for fault diagnosis.

Chen et al. proposed an interaction-aware technique that could be used to learn possible

graph representations of a sensor network, which in turn can be used with a graph CNN

for fault diagnosis [23]. The interaction-aware technique searched for different types of

relationships between sensor signals such as correlations, similarity, and functional. Dif-

ferent types of relationship would result in different graph representations for the sensor

network, which were combined and used with the graph CNN for fault diagnosis. Fur-

thermore, the authors found that representing the sensor network by using different graph

representations resulted in superior fault diagnosis performance compared to other bench-

mark techniques. This was attributed to the different graph representations that were

capable of representing different aspects of the sensor network.

2.2.2 Exergy and energy methods used in fault detection and isolation

Choi et al. suggested that by using past energy consumption patterns it would be possible

to predict future energy consumption [24]. The authors argued that the energy consump-

tion data of a machine contains valuable information regarding the state of the machine.

A machine tool spindle was used as a case study, and a random forest was used to predict

its future energy consumption. The predictions made by the random forest were compared

to the actual measurements and the residuals were used for fault detection. If a residual

was above or below a certain threshold, it would be indicative of an anomaly/fault.

The thermoeconomic method and an artificial neural network (ANN) were used by Orozco

et al. to determine malfunctioning components within an externally fired gas turbine [25].

According to the authors malfunctions would either cause a decrease in the output power

or would result in an increase in the consumed fuel to produce a constant output power.

Thermoeconomic diagnosis compares the current state of a system against a reference

state, thereby obtaining deviations in the parameters. The authors compared the thermoe-

conomic results of the ANN against the thermoeconomic result of the real measurements

and based on the residuals it is was possible to identify malfunctions in the equipment.

Wang et al. used advanced exergy analysis to detect and classify malfunctions within a
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thermal power plant [26]. The authors defined an internal exergy parameter used to detect

a malfunction and defined it as a ratio by using a reference state when the component was

still functioning normally. After detecting the malfunction, the authors used advanced

exergy analysis to classify the malfunction, focusing on the destruction of exergy that

occurred within each component and divided the destroyed exergy into endogenous and

exogenous parts.

Exergy models and a probabilistic neural network were used by Cao et al. to diagnose

faults within a marine gas turbine [27]. Two exergy models were used to model the loss of

exergy within the marine gas turbine. One exergy model represented the actual system,

while the other exergy model was an estimation model for the system. The difference

between the loss in exergy of the two models was determined and used as input for the

probabilistic neural network.

Wang et al. used exergy data and a combination of ML techniques to diagnose faults

within a pneumatic cylinder [28]. The authors calculated the exergy of the compressed air

system and used it as input to a combination of ML techniques. The first ML technique

was a stacked auto-encoder used to extract features from the exergy data. Extracted

features from the exergy data were then fed into a support vector machine (SVM) or an

ANN and the results were compared. The authors found that the combination of the

stacked auto-encoder and the SVM had the best performance. Lastly, the authors also

argued that exergy is a good type of data since it can fuse information from other variables

such as pressures and flows.

Santolamazza et al. used energy consumption residuals and an ANN to detect faults within

a compressed air generation system [29]. The ANN was used to simulate a “healthy”

system that was compared to the actual energy consumption of the system to generate

residuals. A control chart was then used to determine whether the residuals represented

an anomaly/fault present within the system.

Picallo-Perez et al. used thermoeconomic diagnosis to identify malfunctioning components

within a heating and domestic heated water system [30]. Their thermoeconomic diagnosis

defined a parameter per component called the malfunction cost, which represented the

additional fuel and resources required within the total system due to the malfunction

impacting the component. The component with the largest malfunction cost would be

the component that caused the most additional resource consumption and would be la-

belled as the largest faulty component within the system. In addition, the authors also

used dysfunction analysis to investigate exergy consumption within components due to

malfunctions present in other components.

Xu et al. combined traditional thermoeconomic diagnosis with the operational characteris-

tic curves of components to identify faulty components within a marine diesel engine [31].

The operational characteristic curves attempted to identify the independent variables,
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known as operational characteristic variables, that govern the exergy loss associated with

each component. In addition, the authors also created reference operational characteristic

curves to represent the system under normal conditions. The difference between the cur-

rent operational characteristic curves and the reference operational characteristic curves

and traditional thermoeconomic analysis were used to identify faulty components.

2.2.3 Machine learning methods used in fault detection and isolation

An et al. used a combination of a long short-term network (LSTM) and ANNs to classify

bearing faults [32]. The authors specifically tested their approach on bearings within

a time-varying system, where the speed in the system varied due to changing loads or

required power. Inspired by the infinitesimal method, the authors devised an approach

to segment the time-varying input data before being used to train their proposed model.

Furthermore, the LSTM made it possible to learn temporal relationships between the

segments that represent the time-varying data. Finally, the authors tested their approach

against other benchmark techniques used in related work, such as CNNs and ANNs, to

show the superior performance of their approach.

An adaptive neuro-fuzzy inference system (ANFIS) was used by Tightiz et al. to diag-

nose faults within a power transformer [33]. The dissolved gas analysis method (DGAM)

was used to monitor the power transformer, and the resulting ratios used as input to

train the ANFIS. Two practical datasets, each representing different power transformers,

were used to evaluate the performance of the ANFIS. Furthermore, the authors compared

the performance of the ANFIS with other benchmark ML techniques such as SVMs and

ANNs on the same two datasets. The authors found that the ANFIS had slightly higher

classification accuracies compared to the benchmark techniques on the two datasets.

Chae et al. used a wide variety of ML techniques, a SVM, a CNN, and a LSTM, to diagnose

flow accelerated corrosion within the pipes of a nuclear power plant [34]. Furthermore,

they used vibration data as input for the mentioned ML techniques. All three techniques

could accurately diagnose scenarios that resulted in distinct changes in the vibrational

data. However, subtle and ambiguous changes within the vibrational data, due to incipient

scenarios, could only be accurately diagnosed with the LSTM, since the LSTM was able

to model the gradual temporal change within the vibrational data.

A hybrid ML model consisting of a LSTM and an ANN was proposed by Cai et al. to

monitor the condition of tools [35]. Raw sensor data of the tool was fed into the LSTM to

extract temporal features. The extracted temporal features were then combined with the

process information and the combined vector was given as input to the ANN to predict

tool wear. Furthermore, the authors compared the performance of their hybrid ML model

with other benchmark techniques such as an ANN, a CNN, and an SVM. Two datasets,
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the NASA Ames milling dataset and the 2010 PHM Data Challenge dataset, were used to

evaluate and compare the hybrid ML model with the benchmark techniques. The ability of

the LSTM to extract temporal features from the sensor data allowed it to more accurately

predict the condition of the tools compared to the benchmark techniques.

Ince et al. utilised a one-dimensional CNN and motor current data to detect bearing

faults within a motor [36]. The motor current data was first filtered to remove the fun-

damental frequency of the motor and downsampled before being provided as input to the

one-dimensional CNN. The fault detection performance of the one-dimensional CNN was

compared with other benchmark techniques, including an SVM and an ANN. It was found

that the one-dimensional CNN had slightly lower performance metrics compared to the

benchmark techniques; however its performance was still comparable.

Wen et al. used a CNN with image representations of sensor data to diagnose bearing

faults within a motor [37]. Most ML techniques cannot work with raw sensor data and

require the data to be converted to a useful form where features can be extracted. The

authors used a conversion process where time-domain signals were converted to grayscale

images that were used to train the CNN. Furthermore, the performance of the CNN

was compared with other benchmark techniques, such as a SVM and an ANN. The CNN

greatly outperformed the SVM and ANN; however, it only slightly outperformed the other

benchmark techniques and was more comparable.

A deep belief network (DBN) was proposed by Che et al. to diagnose faults within

rolling bearings [38]. The authors used a combination of raw vibration signals and their

corresponding time and frequency domain indicators as input for the DBN. Furthermore,

they made the DBN domain adaptable by allowing it to diagnose faults under different

modes of operation. The performance of the domain-adaptable DBN was evaluated against

benchmark techniques such as a SVM and an ANN under different modes of operation.

It was found that under different operating conditions (domains), the domain-adaptable

DBN significantly outperformed the other benchmark techniques.

Audibert et al. did a comparative study by comparing conventional statistical fault detec-

tion techniques, such as principal component analysis (PCA) and independent component

analysis (ICA), against ML techniques using five public benchmark datasets [39]. The

comparison did not reveal significant differences between the performance of the conven-

tional statistical techniques and the ML techniques. However, the authors found that

by increasing the amount of data allowed the ML techniques to achieve better results.

Lastly, the authors argued that conventional statistical techniques should not be ignored,

thereby considering them to be a useful benchmark against which other techniques can be

compared.
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2.3 Process monitoring terminology

Process monitoring is accomplished through a cycle consisting of several steps/functions,

which include fault detection, fault identification, fault diagnosis, and process recovery

[40]. A graphical representation of the steps inside of process monitoring is shown in

Figure 2.1 [2]. However, since process monitoring is a multi-disciplinary field, there exists

no standard terminology to describe the mentioned functions, as well as the fundamental

elements of each function [41]. Therefore, the terminology needs to be clarified to allow

the reader to understand the concepts. Therefore, the terminology regarding the functions

mentioned and their fundamental elements will be discussed in the following subsections.

Figure 2.1: Steps of process monitoring (Adapted from [2]).

2.3.1 Fundamental element definitions

A fault can be defined as an event where at least one of the system’s variables or properties

experiences an undesirable change [42]. An alternative definition for a fault is provided

by Aldrich et al., referring to a fault as any abnormal behaviour causing a system or

process to change in an undesirable way different from its normal operating point [43].

Furthermore, according to Isermann, a fault can be defined as a state that can lead to a

malfunction or failure [44].

A malfunction refers to an intermittent irregularity that prevents a system from performing

a desired function [45]. According to Venkatasubramanian et al., malfunctions are caused

by changes in the system, such as structural changes or erroneous sensors and actuators

[46]. Lastly, as the complexity of the system grows, the chances of faults and therefore

malfunctions also tend to increase [47].

Unlike a malfunction, a failure is defined as a permanent interruption in the ability of a

system to fulfil a certain function under a specific operating condition [45]. Furthermore,

a failure can also be viewed as a severe fault, which has evolved and led to the end of

the system being able to function, thereby causing safety hazards to the environment and

human operators [47].
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2.3.2 Function definitions

Various functions exist within the process monitoring domain regarding faults, which

include fault detection, fault isolation, fault identification, fault diagnosis, and fault prog-

nosis [40, 42, 48]. The mentioned process monitoring functions are listed in terms of their

complexity and order of application.

Fault detection refers to the ability to discern whether a fault is present within the system

and to provide the time when the fault was detected [42]. Fault detection forms the first

part of fault monitoring and is usually followed by fault isolation, fault identification, or

fault diagnosis, as mentioned in several studies [2, 40, 42, 49].

Fault isolation refers to the ability to determine the location of the fault and the type of

fault that occurred [50]. It should be noted that the “isolation” part of “fault isolation”

does not refer to the isolation of specific components in the system with the aim of stopping

the fault [51]. Instead, it refers to the ability to identify the faults and the components

that they affect [50, 52].

Fault identification is similar to fault isolation but additionally determines the magnitude

of the fault and the time-variant behaviour of the fault [42, 50]. In some texts, fault iden-

tification and fault isolation have been used interchangeably, without a definite distinction

between them [51].

Fault diagnosis refers to the ability to determine the type of fault, as well as the location,

size, and time of detection associated with the fault [42]. Furthermore, fault diagnosis

can also refer to the ability to perform a root cause analysis of the fault and identify

the variables that caused the fault [51]. Ultimately, fault diagnosis can be seen as a

combination of the functions mentioned above.

Fault prognosis is focused on predicting when possible future faults may occur with the

aim of applying predictive maintenance and scheduled repairs [48]. Furthermore, fault

prognosis aims to predict the future condition of the system using metrics such as the

remaining useful life (RUL) of the system [53]. However, due to the uncertainty present

in the data and other sources, fault prognosis models may not be accurate and therefore

are not widely implemented in the industry [54].
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2.4 Fault detection and isolation

2.4.1 Overview

An FDI system refers to a system that is capable of both detecting and isolating a fault

[41]. Data-driven FDI approaches, including ML techniques are discussed in Section 2.4.3,

considering the FDI process as a classification task [55]. Consequently, the classification

task performed by FDI ML approaches requires it to be able to detect if a fault is present

and then to correctly classify the detected fault.

Several processes have to be completed in order to implement an FDI system. The first

step in implementing an FDI system is the identification of a process or system that should

be monitored for faults. Therefore the data of this identified system has to be collected

and analysed. The collected data mentioned can later be used to derive process models of

the system [56] or to learn the complex non-linear relationships present within the system

[57]. After collecting the system processing data, there is an optional step of extracting

and selecting features from the data. These extracted features of the data may allow more

valuable information on the current state of the process, compared to using only the origi-

nal data [58]. Moreover, only certain features can be selected from the extracted features,

to ensure that the FDI system has a better ability to differentiate between different types

of faults [59]. Following the optional feature extraction and selection steps, the next step is

to select an FDI technique and use the collected data or features to adapt it to the system

or process. After the FDI technique is adapted to the system or process, its efficacy can

be validated and tested. An illustration of the various steps required to implement an FDI

system is shown below in Figure 2.2 [2].

Figure 2.2: Typical process to implement an FDI system (Adapted from [2]).

Effective FDI systems should have desirable properties such as being able to be sensitive

and robust to all types of faults [40]. Furthermore, according to Venkatasubramanian et

al. other properties of effective FDI systems include fast detection, being able to uniquely

identify faults, being adaptable, and offering an explanation facility for the system’s de-

cisions [46]. More advanced properties may include the ability to identify multiple faults

simultaneously, as well as the computational and storage requirements of FDI systems
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that must operate in real time.

Implementing fault monitoring systems in real-world scenarios requires the system to be

carefully designed keeping the operating environmental conditions of the processing plant

in mind [60]. Additionally, real-world fault monitoring systems require the sensors of

the processing plant to be optimally placed, since their locations within the processing

plant determine the degree to which the fault monitoring system can detect and identify

faults [61]. Furthermore, real-world sensors pose several difficulties when used for fault

monitoring systems, since the sensors may have different sampling frequencies and measure

heterogeneous data at different scales [62].

2.4.2 Fault types and behaviours

Various factors can cause faults, and these factors can be classified as internal or external

factors [41]. External factors refer to influences from the environment and can include

phenomena such as dust, humidity, and high temperature. Conversely, internal factors

refer to phenomena directly related to the actual system, such as overheating, missing

lubrication, and leaks.

Faults can be classified into different categories according to the origin of the fault. In the

context of a modern processing plant, faults can be classified as hardware, software, or

network and communication faults [63]. In addition, hardware faults can be subdivided

into changes in the process parameters, structural changes, and the malfunction of sensors

and actuators [46]. An illustration of the various types of hardware faults that can influence

a dynamic control system inside a modern processing plant is shown in Figure 2.3 [64].

Figure 2.3: Illustration of various hardware faults impacting a dynamic control system

inside a processing plant (Adapted from [64]).

Due to the complexity and scale of modern processing plants, it is difficult to measure
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all these parameters. Consequently, there may be a change in some of the unmeasured

parameters over time. This change in unmeasured process parameters may go unnoticed

for some time, until it affects the rest of the system, which can lead to a hardware fault.

Structural changes refer to physical changes in the process itself. Examples of structural

changes include broken equipment such as a controller failure or a leaking pipe. Further-

more, structural changes alter the way information flows between the different variables

that describe the processing plant [46].

Each material inside the structure contains an inherent number of defects. The number of

defects within a material is unknown. A large number of these defects inside the material

can cause the material to become damaged, which later turns into structural faults [60].

The malfunction of sensors and actuators refers to sensors and actuators that are not

properly functioning or not functioning as anticipated. Sensor and actuator malfunctions

are typically due to a lack of maintenance. Therefore, this lack of maintenance may cause

sensors to develop biases, give incorrect measurements and limit the range of operation of

actuators.

Wireless sensor networks (WSN) have been widely applied in the monitoring of modern

petrochemical processes [65]. These sensor networks consist of “smart” sensors that can

connect to each other to form networks and contain batteries onboard, enabling them to

process data and connect to the network. However, these “smart” sensors face additional

faults compared to traditional sensors, and these faults can be broadly classified as soft or

hard faults [66]. Soft faults collectively refer to faults present when the “smart” sensors

process data and include faults such as offsets and data loss. On the other hand, hard

faults refer to faults present within the actual “smart” sensor and include faults such as

the sensor not being calibrated or a battery failure.

Faults can also be divided into additive or multiplicative faults, according to how process

variables are changed [64]. Additive faults add to the process variables, such as an offset

appearing on a sensor [67]. Conversely, multiplicative faults refer to faults that cause

the process to change by the product of process variables, such as changes within system

parameters [68].

The different faults can be further classified according to their time behaviour, including

categories such as transient, intermittent, incipient, and permanent faults [63]. These

various types of faults differ in terms of their duration and the extent of their damage to

the system and are briefly discussed below.

• Transient faults refer to faults caused by the transient behaviour of the system;

however, their lifetime is relatively short, and they disappear quickly [63]. Transient

faults are usually random in nature and do not cause permanent damage to the
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system [69].

• Intermittent faults are cyclic in nature and generally occur between state transitions

[70]. After intermittent faults have disappeared, the system can usually function

correctly without the need for external correction [71].

• Incipient faults are slow and gradually develop within the system [72]. Due to their

slow and gradual development, incipient faults are typically masked by the normal

variations inside the system parameters, causing them to only be detectable once

their effects become severe and cause irreversible damage to the system. Lastly,

closed-loop systems make the detection of incipient faults difficult, since the faults

are masked with control actions [72].

• Permanent faults refer to faults due to broken equipment and will disappear only

once the faulty equipment is repaired or replaced [73]. Therefore, the system will

only be able to operate normally once the broken component has been repaired or

replaced.

2.4.3 Types of FDI approaches

According to Venkatasubramanian and coworkers, FDI techniques can be broadly classified

as model-based or process history-based [46, 74, 75]. In addition, model-based FDI tech-

niques are further subdivided into qualitative and quantitative model-based techniques.

Process history-based FDI techniques, also commonly referred to as data-driven tech-

niques, are subdivided into statistical and non-statistical approaches. Figure 2.4 illustrates

the broad classification scheme of FDI techniques suggested by Venkatasubramanian et al.

Figure 2.4: Broad classification scheme of various FDI techniques.

Other classification schemes for the various FDI techniques exist, such as the classifica-

tion proposed by Dai and Gao [56], that argued that all FDI techniques can be seen
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as data-driven techniques, since each technique uses some form of data. Moreover, us-

ing data-driven techniques as the umbrella term, Dai and Gao divided FDI techniques

into model-based, signal-based, and knowledge-based techniques. Another classification

scheme proposed by Li et al. classified FDI techniques as being either data-driven, deep

knowledge-based or analytical-model-based techniques [76]. However, the classification

scheme (Figure 2.4) proposed by Venkatasubramanian et al. will be used for the current

dissertation.

Qualitative model-based FDI techniques refer to knowledge-based techniques where prior

information about the process is used to examine the system for faults [74]. Prior informa-

tion usually originates from an experienced human operator or observations of the plant,

and the system will use this prior information with a set of rules to determine whether a

fault has occurred. One major disadvantage of qualitative models is that they can generate

physically unrealisable solutions, also known as spurious solutions, due to the qualitative

reasoning followed by the models [74].

Quantitative model-based FDI techniques refer to approaches where a first-principle math-

ematical model of the process is used to determine if there are faults in the system [46].

Additionally, this mathematical model must be able to correctly represent the depen-

dencies between the signals generated by the process, actuators, and sensors [44]. The

performance of the mathematical model is continuously compared with the performance

of the real-world processing plant, and any discrepancies between the two are used to

determine if a fault has occurred. One disadvantage of a quantitative model-based ap-

proach is that the accuracy of the model severely decreases when there are unmodeled

disturbances and uncertainties present [63]. Furthermore, quantitative model-based FDI

techniques can usually only be applied to very specific non-linear and linear processes [46].

Unlike model-based approaches, data-driven approaches do not require prior information

about the process, be it quantitative or qualitative information. Instead, it only requires

large amounts of historical data [75]. However, the success of a data-driven approach

depends on the quality of the data and how the data was obtained [77, 78]. Due to

Industry 4.0 where large amounts of data are generated by modern processing plants,

there has been a growing interest in data-driven approaches.

Data-driven approaches can be divided into statistical and non-statistical approaches

[63]. Statistical approaches can be divided into univariate and multivariate statistical

approaches [75]. Univariate statistical approaches are unable to exploit the correlation

between variables, while multivariate statistical approaches are able to work with a large

number of highly correlated variables.

Statistical approaches are suitable for fast fault detection; however, they fall short when

fault classification is required. Most statistical approaches assume that there are linear

relationships between variables, which may not be the case for a processing plant with
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complex non-linear behaviour [79]. Furthermore, some statistical approaches assume that

the process data belong to a certain statistical distribution, however, automated complex

plants have dynamic behaviour, and their data may not conform to the assumed statistical

distribution [80].

Non-statistical approaches include techniques such as pattern recognition and ML [8]. In

contrast to statistical approaches, non-statistical approaches can learn the non-linear be-

haviour of the system [79]. However, these non-statistical approaches require considerably

more data than the statistical approaches to learn the non-linear behaviour present within

the system. In addition to requiring more data than statistical approaches, some of the

non-statistical approaches, such as supervised ML techniques, may require labelled data

for training [81].

ML techniques can be classified according to the type of data they receive, leading to super-

vised, semi-supervised, and unsupervised ML techniques [82]. With supervised ML tech-

niques, all the data is labelled, while limited labelled data is available for semi-supervised

ML techniques, and no labelled data is available for unsupervised ML techniques. Labelled

data refers to data with meaning, i.e., it is data that is identifiable and can be classified.

Semi-supervised and unsupervised ML techniques are the most applicable for real-world

processing plants. The limited or usually lack of labelled data makes it difficult to apply

supervised ML techniques in real-world processing plant scenarios. The huge amounts of

data generated by complex modern processing plants in addition to the rarity of severe

faults that occur, are the reasons for the lack of labelled data.

2.4.4 Comparison of FDI approaches

Model-based approaches might be easier to interpret since they allow one to model the

cause-effect relationships within the system [83]. These cause-effect relationships make it

possible to see why the model produced the certain output, when given a certain input.

On the contrary, some data-driven approaches are labelled as black-box models, which

means that it is not easy to interpret why they got a certain output for a corresponding

input [81].

In order to derive a quantitative model of a process or system, in-depth knowledge is

required about that process or system, which includes physical and mathematical knowl-

edge [1]. Furthermore, it is difficult to derive accurate quantitative or mathematical models

for complex processing plants [84]. Conversely, with data-driven techniques, no in-depth

knowledge of the system or process is required and only historical data of the system

or process is needed. Data-driven techniques have been successfully applied to systems

that exhibit behaviours such as being dynamic, non-linear, non-Gaussian, time-varying,

and non-stationary [2]. All these behaviours would have been difficult to model with a
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quantitative mathematical model.

Provisions must be made for when there are uncertainties and noise present within the

process data when either quantitative model-based techniques or data-driven techniques

are used [78, 85]. Uncertainties and measurement noise must be considered when designing

the quantitative model, since the model is not a perfect reflection of the process, and failure

to account for these uncertainties and noise will result in an inaccurate model. Noisy data

may cause data-driven techniques to learn the noise present within the data, resulting in a

phenomenon called over-fitting [86]. Instead of extracting useful relationships within the

data, over-fitting will cause the data-driven technique to learn the noise within the data.

On the contrary, qualitative model-based techniques, such as expert systems which are

developed with the behaviour and knowledge of human experts, can deal with uncertainty

and noise present in the data [87].

Quantitative model-based techniques, such as dynamic process models, make it possible

to detect faults under different operating conditions [83]. Data-driven techniques, on the

other hand, will only be able to detect faults under certain operating conditions, based on

the operating conditions that their training data represent [55]. However, this limitation

of data-driven techniques can be overcome by using training data, which represent the

system under different operating conditions instead of a single operating condition.

Conventional statistical approaches for FDD are not as effective when dealing with situ-

ations where the process data exhibit behaviours such as being non-linear, non-Gaussian,

time-varying, and non-stationary [88]. ML techniques, on the other hand, are capable of

dealing with highly dimensional data, which exhibit some of the behaviours mentioned

above [89].

It is clear from the above discussion that no single approach, i.e. quantitative, qualita-

tive model-based or data-driven approaches, can meet all the requirements for an efficient

fault diagnostic system. Instead, as suggested by Venkatasubramanian et al. a hybrid

approach, combining aspects of model-based and data-driven approaches, could be bene-

ficial to ensure that most of the requirements for an efficient fault diagnostic system are

met [75]. Consequently, a hybrid approach called the energy graph-based visualisation

(EGBV) technique, which will be used in this dissertation, will be discussed in detail in

the next section.
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2.5 The EGBV technique

2.5.1 Overview of the EGBV technique

The EGBV technique, developed by van Schoor and Uren, is a hybrid FDI technique

that entails a combination of qualitative model-based and data-driven based techniques

[90]. The qualitative model aspect of the EGBV technique focusses on representing the

energy interactions between the different processing units in the processing plant using an

attributed directed graph. In addition, the directed graph allows the energy information

from the processing plant to be represented in a structured manner. Lastly, the data-

driven aspect of the EGBV technique requires historical energy data from the processing

plant to detect and classify faults within the system.

2.5.2 Operation of the EGBV technique

The EGBV FDI technique determines the energy information of the system, by converting

the raw measured variables of the system, and using thermodynamic laws and energy

balance equations, to represent the energy flow between the different system components,

as well as the change in exergy across the different components [16]. Exergy is defined

as the amount of useful work a system or component can do, and unlike energy, which is

conserved, exergy can be destroyed [91]. Furthermore, there are different types of exergies,

such as physical and chemical exergy [92].

Once the energy and exergy information of the system has been derived, it can be repre-

sented as a directed graph, as shown in Figure 2.5, which signifies the attributed energy

graph of a coal fired power plant [16]. In addition, the various nodes shown in Figure 2.5

represent the various processing units within the system, while the arrows indicate how

energy flows between the different processing units. Note that in Figure 2.5, the change

in total exergy, i.e. both physical (∆Ḃpn) and chemical exergy (∆Ḃcn), across node n is

represented by ∆Ḃn, and the energy flow from node i to node j is represented by Ėij .
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Figure 2.5: Simplified illustration of a coal fired power plant (left) and its attributed

energy graph (right) (Adapted from [16]).

After deriving the attributed energy graph of the system, it can be more compactly written

as an augmented matrix, known as the node signature matrix. An example of a node

signature matrix can be seen in (2.1). Note that in (2.1) the changes in exergies across

the various nodes are written to the left of the vertical line. The change in physical exergy

across node n is indicated as ∆Ḃpn while the change in chemical exergy across node n is

indicated as ∆Ḃcn. The directed energy flows between the various nodes are written to the

right of the vertical line. The order of the subscripts in the energy flow terms is important

since they indicate the direction of the energy flow, i.e. the term Ėmn denotes the flow of

energy from node m to node n. Lastly, each row vector inside the node signature matrix

contains the exergy and energy information of a specific processing unit inside the system;

more specifically, each row vector indicates the change in physical and chemical exergy

across the node, as well as indicating the flow of energy in and out of the node.

Ns =



∆Ḃp1 ∆Ḃc1 Ė11 · · · · · · Ė1N

∆Ḃp2 ∆Ḃc2 Ė21 · · · · · · Ė2N

...
...

...
. . .

. . .
...

...
...

...
. . .

. . .
...

∆ḂpN ∆ḂcN ĖN1 · · · · · · ĖNN


(2.1)

After constructing the node signature matrix (Ns), the EGBV technique can be used to

detect and identify faults by comparing the constructed node signature matrix against a

baseline node signature matrix. The baseline node signature matrix mentioned refers to

the derived node signature matrix of the system when it is “healthy”, meaning that the

system is operating under normal conditions. Comparing two node signature matrices

results in an additional square matrix, called the cost matrix. The cost matrix represents

the distances between the entries inside the two node signature matrices and is obtained
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by applying the Heterogeneous Euclidean Overlap Metric (HEOM) function to the two

node signature matrices [90].

The distance determined by the HEOM function between node i of a “healthy” node

signature matrix (Ns,hi) and node j from the current operating node signature matrix

(Ns,oj) is given by:

HEOM(Ns,hi, Ns,oj) =

√√√√ k∑
a=1

δ (Ns,hi(a), Ns,oj(a))
2 , (2.2)

where Ns,hi(a) refers to the (i, a) entry inside the Ns,hi node signature matrix, and Ns,oj(a)

refers to the (j, a) entry inside the Ns,oj node signature matrix. Furthermore, a refers to

the column number, while k denotes the total number of columns in both node signa-

ture matrices. The function δ, used in (2.2), is applied to the pair of numeric values

(Ns,hi(a), Ns,oj(a)) and is given by:

δ (Ns,hi(a), Ns,oj(a)) =
|Ns,hi(a)−Ns,oj(a)|

rangea
. (2.3)

It is evident from (2.3) that the δ function determines the absolute difference between the

two numbers and divides the result by a normalisation factor (rangea). Note that rangea

denotes the difference between the maximum and minimum value inside of column a of

the “healthy” node signature matrix (Ns,h).

The cost matrix can be constructed by applying the HEOM function between each pair of

nodes inside the two node signature matrices. The structure of the cost matrix is shown

in (2.4). Note that entry Cij inside of the cost matrix represents the result of applying the

HEOM function between node i of a “healthy” node signature matrix (Ns,h) and node j

from the current operating node signature matrix (Ns,o).

C =


C11 · · · · · · C1N

...
. . .

. . .
...

...
. . .

. . .
...

CN1 · · · · · · CNN

 (2.4)

2.5.3 Historical use of the EGBV technique for FDI purposes

Data from both the node signature matrices and cost matrices have been used for FDI

purposes [93]. Furthermore, based on several studies, it appears that the cost matrix data

are a more popular choice to use for FDI purposes compared to the node signature matrix
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data [90, 94, 95, 96, 97]. A brief discussion of how the data of the cost and node signature

matrices are used differently for FDI purposes is provided below.

Various properties of the cost matrix data can be used for FDI purposes, which include

its eigenvalues and eigenvectors, as well as a descriptive statistic called the distance pa-

rameter [90], [94]. The eigenvalues and eigenvectors of the cost matrix are typically used

to create qualitative fault signatures that can be used to identify and classify faults [95].

Alternatively, the eigenvalues and eigenvectors can be used in a quantitative manner, by

having a database of node signature matrices corresponding to the different states of the

system. Thereby, cost matrices can be created by comparing these database node signature

matrices against the current operating node signature matrix, using the HEOM function

[96]. The cost matrix with the smallest eigenvalues and eigenvectors, that correlates with

the node signature matrix entry inside the database with the closest resemblance to the

current operating node signature matrix, can be used to classify the current state of the

system.

The distance parameter mentioned simplifies the cost matrix into a single number. Sim-

ilar to the quantitative eigendecomposition approach, the distance parameter approach

requires a database of node signature matrices corresponding to the different states of

the system. Various cost matrices are then created by comparing the current operating

node signature matrix against the node signature matrices inside the database, using the

HEOM function. The different cost matrices that were generated in the above-mentioned

step can all then be simplified using the distance parameter. The smallest distance param-

eter value corresponding to the database entry of the node signature matrix that closest

resembles the current operating node signature matrix can be used to classify the current

state of the system [96]. Furthermore, there are different techniques for calculating the

distance parameter, such as the Hungarian method [94] or by determining the average of

the diagonal entries within the cost matrix [96].

A residual-based approach for FDI purposes using the node signature matrix data was

suggested by Neser et al. [93]. The residual-based approach required a database of ref-

erence node signature matrices, corresponding to the different states of the system. The

difference was determined between the current operating node signature matrix and the

reference node signature matrices inside the database. Determining the above-mentioned

difference required that all entries within the current operating node signature matrix to

be subtracted from the corresponding entries inside the reference node signature matrix

and dividing the results with the corresponding entries inside the reference node signature

matrix. This operation resulted in a matrix, called the residual graph matrix, which rep-

resented the differences between the corresponding entries inside the two node signature

matrices. Furthermore, the residual graph matrix can be normalised by dividing each

entry with the absolute maximum value of the corresponding column. Thereby, using

the normalised residual matrices and thresholds, based on the standard deviation, it was
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possible to detect and classify faults.

2.6 The Tennessee Eastman Process

In this subsection a brief overview of the TEP and its operating principles are provided.

Furthermore, the different types of faults that can be simulated within the TEP are also

briefly summarised. Finally, the Simulink implementation of the TEP used in this study,

with additional exergy and energy variables, is presented and briefly described.

2.6.1 Overview of the Tennessee Eastman Process

The TEP is a model that simulates an industrial chemical process and was developed to

allow researchers to design and evaluate process control strategies and applications [98].

Fault diagnostics was one of the potential applications for which the TEP model was

developed. Furthermore, the ability of the TEP to model a realistic chemical industrial

process, including the non-linear relationships between the different process units, made

it an attractive benchmark for researchers to test and compare different process control

strategies.

Inside the TEP there are eight components, which include four reactants, two products,

as well as an inert and a by-product [99]. Note that the four reactants are indicated as A,

C, D, and E, the two products as G, and H, the inert product as B, and the byproduct as

F, for subsequent discussions and figures. Additionally, the chemical reactions that occur

within the TEP are irreversible gas-liquid exothermic reactions [98]. Furthermore, the

processing units within the TEP consist of a reactor, condenser, separator, compressor,

and stripper unit [40]. The various processing units within the TEP are shown in Figure

2.6 [98].
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Figure 2.6: Process flowsheet of the TEP (Adapted from [98]).

Within the TEP, the four reactants are initially fed into the reactor with additional cat-

alysts, where they react with each other to form a vapour product [100]. The vapour

product is then fed into a condenser, where cooling is used to convert most of the vapour

into a liquid product [101]. After the condenser, the vapour-liquid mixture enters a vapour-

liquid separator, where the vapour-liquid mixture is separated into a gas and a liquid. The

gaseous components are recycled and fed back to the reactor through the compressor, and

a portion of the gaseous components is purged to ensure that there is no build-up of inert

or by-products within the system [40]. While the liquid components are fed to the stripper,

any remaining reactants are removed, and thus the stripper ensures that the two products

produced by the TEP have an acceptable purity [100].

The TEP has several process operational modes, with each mode depicting a different

ratio between the two products that are produced and the production rate at which the

two products are produced [98]. In addition to having several operational modes, the TEP

requires a control structure, since it is open-loop unstable and can cause sudden shutdowns

if not properly controlled [102]. Over the years, various control strategies for the TEP have

been suggested [40, 102, 103, 104, 105, 106, 107, 108, 109, 110, 111], allowing the stable

control of the TEP. Unfortunately, the feedback nature of closed-loop control strategies

may hinder the early detection of faults since the control actions may mask the presence
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of faults until they become too large and severe [44].

Further, the TEP contains both measurable and manipulated variables [40]. Measurable

variables refer to properties of the system which can be measured such as pressures, levels,

and temperatures. Manipulated variables, on the other hand, refer to parts of the system

that can be controlled, such as the position of valves, the speed of agitators, and the

flowrate of the reactants. Inside the TEP, there are 41 measurable variables and 12

manipulated variables [102] and these variables are summarised in Appendix A. Note that

the last manipulated variable (agitator speed, see Appendix A), remains constant during

the operation of the TEP and is usually ignored, resulting in a total of 52 variables (41

measurable variables and 11 manipulated variables).

2.6.2 Types of faults in the Tennessee Eastman Process

Originally, 20 faults could be simulated within the TEP and are summarised below in

Table 2.1 [98]. The different types of faults influenced the properties of the different

processing components within the TEP, such as their temperatures, pressures, and feed

rates. Furthermore, some of the faults have unknown origins, meaning that they cannot

be linked to certain hardware failures, as shown in Table 2.1. Readers are referred to the

original article of Downs and Vogel [98], for additional information regarding the mentioned

”Unknown” faults. Lastly, each type of fault shown in Table 2.1, had a specific dynamic,

such as occurring instantly or gradually over time. Note that A, C and D represent three

of the four reactants and B represents the inert product.
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Table 2.1: Original faults that can be simulated in the TEP [98].

Fault number Description Behaviour

1 A/C feed ratio, B composition constant Step

2 B composition, A/C ratio constant Step

3 D feed temperature Step

4 Reactor cooling water inlet Step

5 Condenser cooling water inlet temperature Step

6 A feed loss Step

7 C header pressure loss- reduced availability Step

8 A, B, C feed composition Random variation

9 D feed temperature Random variation

10 C feed temperature Random variation

11 Reactor cooling water inlet temperature Random variation

12 Condenser cooling water inlet temperature Random variation

13 Reaction kinetics Slow drift

14 Reactor cooling water valve Sticking

15 Condenser cooling water valve Sticking

16 Unknown Unknown

17 Unknown Unknown

18 Unknown Unknown

19 Unknown Unknown

20 Unknown Unknown

The various faults mentioned in Table 2.1, were reported to have varying degrees of diffi-

culty in being detected and classified [112]. Several studies have reported that, specifically

faults 3, 9 and 15 were notoriously complex faults to detect and classify [113, 114, 115].

Additionally, other studies have shown that it is difficult to distinguish between different

faults when there is a significant overlap between most of the data from the various faults

[116, 117].

Over the years, additional faults have been added to the list of faults shown in Table 2.1.

One example is the additional valve fault introduced by Chiang et al. [40] and to date, 28

faults can be induced within the TEP [118]. However, the 28 faults mentioned can only be

induced using a revised model of the TEP [119]. Furthermore, this revised model includes

additional variables compared to the original model, which contained only 53 variables

(41 measurable variables and 12 manipulated variables). The exergy and energy-based

TE model that will be used in this study is only capable of inducing the original 20 faults

mentioned in Table 2.1 and will be described in more detail in the next section.



CHAPTER 2. LITERATURE SURVEY AND STUDY 30

2.6.3 Exergy and energy-based Tennessee Eastman model

In this current study, a Simulink implementation of the TEP with additional exergy and

energy variables to characterise it, developed by Vosloo and based on previous research by

her and colleagues [120], will be used to generate data. Furthermore, the Simulink model

can generate the exergy and energy information of the plant, as well as the original 53

variables mentioned in Section 2.6.1. Note that the model used in this current study is

only capable of inducing the original 20 faults mentioned in Section 2.6.2.

An energy graph-based depiction of the TEP is shown in Figure 2.7. This energy graph

representation of the TEP is used within the Simulink model to calculate the change in

exergy across the different processing units as well as how energy flows between these

different processing units. Note that the total change in exergy across node n is indicated

as ∆Ḃn, and the directed energy flow from node i to node j is indicated as Ėij .

Figure 2.7: Energy graph based visualisation of the TEP.

The various nodes shown in Figure 2.7, correspond to the various processing units within
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the TEP, as well as the surrounding environment, and are listed below. Note that A, C,

D, and E represent the four reactants, and B represents the inert product.

1. A feed stream to the mixing point

2. D feed stream to the mixing point

3. E feed stream to the mixing point

4. A/B/C feed stream to the steam stripper

5. Mixing point where the three feed streams and two recycle streams mix

6. Reactor

7. Reactor internal heat transfer section

8. Condenser

9. Condenser internal heat transfer section

10. Vapour liquid separator

11. Purge stream leaving the system

12. Recycle compressor

13. Steam product stripper

14. Product stream leaving the system

15. Environment node

The dimensions of the node signature matrices, which contain the exergy and energy

information of the TEP, will be a 15 × 17 augmented matrix. Note that the number of

rows in the augmented matrix corresponds to the number of nodes shown in Figure 2.7.

The first two columns inside the augmented matrix represent the changes in physical and

chemical exergy across the different nodes, while the remaining columns represent the

directed energy flows between a node and the rest of the nodes. The dimensions of the

cost matrix, after applying the HEOM function to a pair of node signature matrices, will

be a square 15× 15 matrix.

2.7 Critical literature review

In the process monitoring field, specifically the fault monitoring field, there exists a wide

range of different terms that describe different quantities and tasks. As stated in the
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beginning of the chapter, there exists no standard agreed upon terminology for the terms

in the fault monitoring field. Consequently, the author felt the need to clarify the various

terms within the fault monitoring field to allow the reader to correctly interpret the findings

of this current study and the discussion on the findings of other researchers.

Real-world practical FDI systems are complex and require careful planning and design.

Various factors must be considered, such as the environment surrounding the process and

the placement of sensors within the process. Although this study focusses on a simulated

plant, the steps required to create an FDI system remain the same as those for a practical

real-world FDI system. The steps required to create an FDI system are an iterative process

where the data of the system are collected and analysed, and then used within a model,to

test the performance of the model. The model in this context refers to a data-driven

FDI model that includes statistical and ML-based techniques. The process of selecting a

suitable data-driven model may be repeated numerous times until the performance of the

selected model meets the necessary requirements.

Various types of faults have been shown to exist within a process. In addition, these various

types of faults can be classified according to different criteria such as their dynamics, how

they influence process parameters, and what aspects of the physical process they influence

such as hardware or software faults. Due to the various types of faults, there are varying

degrees of success to detect and classify these different types of faults.

Different classes of FDI approaches exist within the literature, i.e. quantitative and qual-

itative model-based techniques and data-drive techniques, and these FDI approaches all

have their respective advantages and disadvantages. It was argued that a hybrid FDI

approach would work best by combining the advantages of the different types of FDI

approaches.

The EGBV technique is a hybrid FDI technique that combines aspects of qualitative

model-based and data-driven FDI techniques and uses exergy and energy to characterise

a process. Since exergy and energy are universal quantities, the EGBV technique can

be applied to multidomain processes, i.e. processes that span across different physical

domains such as mechanical, electrical, and chemical. In addition, the EGBV technique

uses two different data structures, i.e., node signature and cost matrices, to monitor the

process.

Within the EGBV technique, only the cost matrix data have been predominantly used

for FDI purposes. Further, mostly statistical FDI approaches, i.e. the eigenvalues and

eigenvectors obtained after applying SVD, have been applied to the cost matrix data.

Consequently, there exists a need to investigate the potential for applying other data-

driven FDI approaches, such as ML, to the different data structures within the EGBV

technique. Therefore, this current study will investigate the potential of applying ML

approaches to the EGBV technique for FDI purposes.
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The TEP will be selected as a benchmark for this study, since it models a complex non-

linear chemical plant and has been widely used as a benchmark for other FDI studies.

Furthermore, the TEP contains different types of faults, which have varying degrees of

difficulty in being detected and classified, and thus this research will determine how ef-

fective it would be to combine ML with the EGBV technique for FDI purposes. More

relevant literature regarding this study will be discussed in the relevant chapters to follow.



Chapter 3

Exploratory data analysis

3.1 Introduction

This chapter presents the results of the exploratory data analysis (EDA) on the cost and

node signature matrix data, obtained from the Tennessee Eastman Process (TEP) model.

First, an overview of the different data formats of the cost and node signature matrix

data produced by the TEP model will be discussed. In the overview, the relationship

between the cost and node signature matrices will be briefly described. Furthermore, the

differences between the cost and node signature matrix data formats will be highlighted,

as well as what they represent, respectively. By exploring how the cost and node signature

matrices are related and differ, can provide insight why EDA results may differ between the

matrices. The different types of EDA techniques that were applied in this study are briefly

described, and finally, the results of the different EDA techniques will be summarised and

interpreted.

EDA plays a pivotal role as the initial step in any task which requires the processing

of data, including ML tasks. EDA allows for the discovery of patterns within the data,

thereby allowing one to construct possible future hypotheses [121]. Furthermore, EDA is

useful for generating hypotheses based on the data such as which faults would be difficult

to detect and classify. However, the hypotheses generated with the EDA will only be

confirmed once the data-driven technique has been applied to the data and the results

were analysed [122]. Consequently, the results of the EDA in this chapter may provide

evidence for future chapters to explain the phenomena why certain ML models might

perform better than others and why ML models might struggle to identify and classify

certain types of faults.

Visual EDA techniques were selected to investigate if there are differences between the

data representations offered by the cost and node signature matrices, respectively. These

34



CHAPTER 3. EXPLORATORY DATA ANALYSIS 35

differences in data representation can allow one form of representation to express data in a

more distinct way compared to the other. Furthermore, some of the visual EDA techniques

were used to determine how the presence of certain faults influenced the dynamics of the

system when viewed through representations of either the cost matrix or node signature

matrix. For the visual EDA techniques all entries/variables inside the cost and node

signature matrices were used, and no variables/feature selection was performed.

3.2 Data format overview

As mentioned in Chapter 2, the TEP model used in this study can calculate and record

the exergy and energy data inside the plant. The calculated exergy and energy data can

be rearranged into a directed graph as shown in Figure 2.7. The directed graph can be

compactly written as an augmented matrix, known as the node signature matrix. An

example of the format of a node signature matrix is shown in (3.1).

Ns =



∆Ḃp1 ∆Ḃc1 Ė11 · · · · · · Ė1N

∆Ḃp2 ∆Ḃc2 Ė21 · · · · · · Ė2N

...
...

...
. . .

. . .
...

...
...

...
. . .

. . .
...

∆ḂpN ∆ḂcN ĖN1 · · · · · · ĖNN


(3.1)

In (3.1) the entries to the left of the dividing line represent the changes in physical and

chemical exergy across the different nodes, whereas the entries to the right of the dividing

line represent the directed energy flows between the different nodes. More specifically,

∆Ḃpn refers to the change in physical exergy across node n, while ∆Ḃcn refers to the

change in chemical exergy across node n, and Ėij refers to the directed energy flow from

node i to node j.

Conversely, the cost matrix offers a different level of abstraction compared to the node

signature matrix. In essence, the cost matrix represents the differences between two node

signature matrices by comparing the distances between the entries of the different nodes

inside the matrices. As mentioned in Chapter 2, the difference is usually determined

between a reference node signature matrix and the current node signature matrix, which

represents the plant while it is under operation. The reference node signature matrix

represents the system while under normal operating conditions (NOC), meaning that the

system was “healthy” with no faults present.

The distance determined by the HEOM function between node i of a “healthy” node

signature matrix (Ns,h) and node j from the current operating node signature matrix

(Ns,o) is given by:
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HEOM(Ns,hi, Ns,oj) =

√√√√ k∑
a=1

δ (Ns,hi(a), Ns,oj(a))
2, (3.2)

where Ns,hi(a) refers to the (i, a) entry in the Ns,h node signature matrix, and Ns,oj(a),

refers to the (j, a) entry in the Ns,o node signature matrix respectively. Furthermore, a

refers to the column number, while k denotes the total number of columns in both node

signature matrices. The function δ in (3.2) is given by:

δ (Ns,hi(a), Ns,oj(a)) =
|Ns,hi(a)−Ns,oj(a)|

rangea
. (3.3)

In (3.3), the δ function determines the absolute difference between two numbers, and

divides the result with a normalisation factor (rangea). Note that rangea refers to the

difference between the maximum and minimum value inside of column a of the “healthy”

node signature matrix (Ns,h).

The cost matrix can be constructed by applying the HEOM function between each pair of

nodes inside the two node signature matrices. The structure of the cost matrix is shown

in (3.4). Note that entry Cij inside of the cost matrix represents the result of applying the

HEOM function between node i of a “healthy” node signature matrix (Ns,h) and node j

from the current operating node signature matrix (Ns,o).

C =


C11 · · · · · · C1N

...
. . .

. . .
...

...
. . .

. . .
...

CN1 · · · · · · CNN

 (3.4)

The data formats of the cost and node signature matrices differ from each other regarding

two aspects. The first being the type of data that each matrix represents. The node sig-

nature matrix, which contains node attributes and connectivity between nodes, represents

a directed graph, which is a non-Euclidean data structure. On the other hand, the cost

matrix contains the relative Euclidean distances between the nodes of two graphs, which

are Euclidean in nature. The second aspect is the dimensions of the data, where the

dimensions of the node signature matrix are 15 × 17, while the dimensions of the cost

matrix are 15× 15.
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3.3 Principal component analysis

3.3.1 Overview

Principal component analysis or PCA was first introduced in 1901 by Pearson [123]. PCA

is a statistical technique that is used to reduce the data to its essential features, also known

as principal components, which are responsible for describing most of the variance (trends)

of the variables in the data [124]. In order to find the principal components of the data,

orthogonal decomposition must be applied to the covariance matrix of the data [75]. The

orthogonal decomposition results in a set of vectors onto which the data can be projected to

obtain the principal components. By choosing only a subset of vectors, the dimensionality

of the projected data can be reduced so that it is lower than the dimensionality of the

original data.

Several studies that focused on fault detection, classification and diagnosis in various in-

dustries, such as automotive, electrical, and chemical, have used PCA to visualise high

dimensional data [125, 126, 127, 128, 129, 130, 131]. Using PCA to visualise high dimen-

sional data makes it possible to see if there are clusters inside the data, meaning that faults

can be separated from the system when under normal operating conditions. Additionally,

visualising the highly dimensional data shows how the process data of the system changes

over time as a fault is introduced.

3.3.2 Results and discussion

This subsection summarises the results of the PCA plots for both the cost and the node

signature matrix data. The PCA plots of the different faults for both the cost and node

signature matrix data can be found in Appendix B. The PCA plots in Appendix B were

generated using labelled datasets obtained from the Simulink exergy and energy-based

TEP model. Note that the labelled datasets contained the data for the cost and node

signature matrices, that were sampled at 3-minute intervals.

Cost matrix data

The PCA plots of the different faults in Appendix B contain normal samples (blue dots)

and faulty samples (red dots). Normal samples represent the cost matrix data while the

system is operating normally, while faulty samples represent the cost matrix data as the

specific fault is induced and present within the system. Furthermore, the PCA plots

indicate how the cost matrix data evolve over time as the fault is introduced, thereby

showing if the faulty samples are distinct from normal samples.
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Different degrees of separability were identified between normal and faulty samples using

the PCA plots in Appendix B. The degrees of separability used to categorise the various

faults were ”Clear separation”, ”Limited separation” and ”No separation”. ”Clear sep-

aration” refers to when a clear distinction can be observed between normal and faulty

samples, such as the case for fault 1 (see Appendix B). ”Limited separation” is when

there is a degree of clustering present in either the normal or faulty samples, however,

no distinct separation can be observed between normal and faulty samples. An example

of ”Limited separation” would be fault 8 (see Appendix B), where normal samples were

clustered together being surrounded by faulty samples. ”No separation” refers to the cases

where there is no distinct separation between normal and faulty samples and there was no

clustering present in either the normal or faulty samples. The PCA plot for fault 3 (see

Appendix B) would be classified as ”No separation” since there is no distinct separation or

clustering present. The degree of separability for the different faults using the cost matrix

data, are summarised in Table 3.1.

Table 3.1: PCA results for cost matrix data.
Fault number Clear separation Limited separation No separation

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

Faults categorised as having ”Clear separation” would be easier to detect and classify since

a clear distinction can be made between normal and faulty samples. On the other hand,
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faults categorised as having ”Limited separation” would be more difficult to detect and

classify because the separation between normal and faulty samples is not that distinct.

Lastly, faults categorised as having ”No separation” are possibly the hardest types of fault

to detect and classify since there is no separation between normal and faulty samples.
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Node signature matrix data

Similar to the approach used for the cost matrix data in the previous subsection, the degree

of separability of the different faults was determined using the node signature matrix data

and PCA plots. The PCA plots for the faults using the node signature matrix data can

be found in Appendix B. The degree of separability for the different faults using the node

signature matrix data are summarised in Table 3.2.

Table 3.2: PCA results for node signature matrix data.

Fault number Clear separation Limited separation No separation

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20
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3.4 Distance matrices

3.4.1 Overview

The use of distance matrices for process data analytics have been proposed by Melo and

coworkers [132]. Distance matrices are symmetrical matrices comprised of the distances

between each pair of data points. Typically, the Euclidean distance is used to determine

the distance between data points. Furthermore, distance matrices are represented as

grayscale colourmaps to illustrate how the distances between data points vary as time

progresses.

Distance matrices make it possible to represent the intrinsic data patterns within the

process data. Additionally, distance matrices allow one to visualise the changing dynamics

of the system, for example when a fault is introduced into the system. It is thus possible

to see how a fault affects the system variables.

3.4.2 Distance matrix examples

In this subsection, various distance matrices corresponding to typical process signals will

be illustrated. Further, an accompanying interpretation is also provided for each distance

matrix example. Note that darker colours inside of a distance matrix correspond to smaller

distances between samples, while lighter colours correspond to larger distances. Lastly,

note that the axes of the distance matrices correspond to the sample numbers of the data

used.

Figure 3.1 below illustrates what a distance matrix would look like for a signal containing

random noise. The small changes in colour of the distance matrix correspond to the small

step changes and oscillations caused by the random noise. Furthermore, it is apparent that

the distance matrix contains mostly dark colours, implying that the distances between data

samples are not large and that the signal containing the data does not change much.
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Figure 3.1: Distance matrix for random noise

The distance matrix for a step change in a signal is illustrated in Figure 3.2. The step

change inside the signal causes an apparent change in the colour intensity of the distance

matrix. As the step change occurs, the colour gradient inside of the distance matrix

changes abruptly from a dark colour to a bright colour. Conversely, as the step change

ends, the colour gradient inside of the distance matrix abruptly changes from a light colour

to a dark colour.

Figure 3.2: Distance matrix for a step change.

A drift in the signal results in a distance matrix similar to the one shown in Figure 3.3.

The drift causes the colour gradient inside the distance matrix to gradually change from
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darker to lighter. The gradual change from a darker to lighter colour indicates that the

drift is causing the signal to gradually increase, causing subsequent data points to vary

greatly from initial data points.

Figure 3.3: Distance matrix for a drift.

Figure 3.4 illustrates the distance matrix that accompanies an oscillation present in the

signal. An oscillation in the signal will cause the distance matrix to contain alternating

black and white dots. The alternating black and white dots correspond to the local minima

and maxima inside the signal, introduced by the oscillations.

Figure 3.4: Distance matrix for an oscillation.



CHAPTER 3. EXPLORATORY DATA ANALYSIS 44

The distance matrix for a decaying oscillation is shown in Figure 3.5. As can be seen, the

oscillatory nature of the decaying oscillation is similar to that in Figure 3.4, showing the

alternating black and white dots. However, because of the decay, the black and white dots

will not continue indefinitely, but will be followed by a bar of constant colour.

Figure 3.5: Distance matrix for a decaying oscillation.

3.4.3 Results and discussion

In this subsection, the distance matrices for both the cost and node signature matrices

data will be summarised and interpreted. In order to interpret the dynamics present

within the distance matrices, they are compared to the example distance matrices used in

Section 3.4.2. Note that the subsequent results represent the dynamics observed within the

distance matrices and not the simulated faults themselves. Furthermore, since the exergy

and energy conversions used within the EGBV technique are non-linear, the dynamics

observed within the distance matrices do not necessarily correspond to the dynamics of

the simulated faults, see Table 2.1.

Unlike the one-dimensional signal examples shown in Section 3.4.2, the cost and node

signature matrices contain multiple entries for a given sample. Consequently, to determine

the distance between either two node signature matrices or two cost matrices, the matrices

will be treated as n-dimensional vectors and the Euclidean distance will be determined

between these two n-dimensional vectors.

The distance matrices for the faults using the cost matrix and node signature matrix data

can be found in Appendix B. Note that lighter colours represent larger distances between

data points, while darker colours represent smaller distances between data points. Lastly,
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note that the axes of the distance matrices correspond to the sample numbers of the data

used.

Cost matrix data

Figure 3.6 shows the distance matrix for the TEP while under normal operating conditions

(NOC), using the cost matrix data. No significant trends or events could be seen within

the distance matrix. Furthermore, the small fluctuations in the colour gradient of the

distance matrix were attributed to the random noise present in the system, causing small

steps and oscillations. The distance matrix depicted in Figure 3.6 was similar to the

distance matrix depicting random noise (Figure 3.1).

Figure 3.6: Distance matrix for normal operating conditions using cost matrix data.
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The dynamics identified in the distance matrices of the various faults using the cost matrix

data are summarised in Table 3.3. The distance matrices of the faults using the cost matrix

data can be found in Appendix B. The different categories within Table 3.3 corresponded

to the dynamics mentioned in Section 3.4.2, with the ”Oscillations” category referring to

both normal and decaying oscillations. If the distance matrix for a fault indicated the

presence of multiple dynamics, then the corresponding dynamics were indicated in Table

3.3. Note that if the distance matrix for a fault did not indicate any trends or events

associated with certain dynamics, the ”No change” category was chosen since the distance

matrix of the fault looked similar to that of random noise (Figure 3.1) or when the system

was operating normally (Figure 3.6).

Table 3.3: Distance matrix results for cost matrix data.
Fault number Step change Drift Oscillations No change

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

Faults within the ”No change” category would be difficult to detect and classify, since

their dynamics are similar to that of random noise or the system operating normally.

Moreover, the ease with which faults with other dynamics can be detected and classified

will depend on the size of the dynamics. If the dynamics within the fault, for example step

changes and oscillations, are too small, then it would be difficult to detect and classify

faults since the resulting distance matrix would be almost similar to that of the system



CHAPTER 3. EXPLORATORY DATA ANALYSIS 47

being under normal operating conditions. In contrast, if the dynamics are relatively large

then the distance matrix for the fault would differ significantly from the distance matrix

corresponding to normal conditions, making it easier to detect and classify the fault.

Node signature matrix data

Figure 3.7 shows the distance matrix for the system while operating under normal con-

ditions using the node signature matrix data (NS data). It is evident from the distance

matrix, shown in Figure 3.7, that there were no major trends or events present in the

system variables. Instead, the system variables appeared to contain mostly random noise,

which caused small fluctuations in colour. Furthermore, these small fluctuations in colour

were due to the small step changes and oscillations present in the random noise. The

distance matrix shown in Figure 3.7 was similar to the distance matrix associated with

random noise (Figure 3.1).

Figure 3.7: Distance matrix for normal operating conditions using the node signature

matrix data.
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The dynamics identified in the distance matrices of the different faults using the node

signature matrix data are summarised in Table 3.4. Note the distance matrices obtained

with the node signature matrix data for the different faults can be found in Appendix B.

Table 3.4: Distance matrix results for node signature matrix data.

Fault number Step change Drift Oscillations No change

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20



CHAPTER 3. EXPLORATORY DATA ANALYSIS 49

3.5 Self-organising maps

3.5.1 Overview

Self-organising maps, or SOMs, were developed by Kohonen [133] and are a type of neural

network that contain only a single layer. SOMs are commonly used for visualisation

purposes, by employing unsupervised learning [134]. Moreover, SOMs use a special type

of unsupervised learning, called competitive learning. The process of competitive learning

and the general training procedure of a SOM are discussed below.

Initially, the weights of the neurons inside the single-layered neural network are initialised.

Next, a random sample of the data is chosen and compared with the weights of the neurons.

The neuron whose weights most closely resemble the input sample is chosen as the best

matching unit. The nodes surrounding the best matching unit are then also identified.

Both the best matching unit and its surrounding nodes are updated so that their weights

more closely resemble the input data sample. The process is repeated for the remaining

samples, leading to the emergence of clusters/neighbourhoods corresponding to different

groups found in the data. These clusters/neighbourhoods are represented using a 2D grid.

This SOM training process is illustrated in Figure 3.8 [135], with the best matching unit

corresponding to the red output node and the surrounding green nodes corresponding to

the neighbouring nodes. Note that the weights of the nodes inside the SOM are indicated

as Wi, and the output nodes of the SOM are indicated as a rectangular 2D grid.

Figure 3.8: Structure of a self-organising map (Adapted from [135]).

Various studies have used the SOM to visually discover clusters within the data for FDD
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purposes [136, 137, 138]. SOMs can discover the above-mentioned clusters within the

data, since they represent the distribution of the data [139]. The distribution of the data

is obtained during the iterative training process of the SOM, where the similarity of the

samples within the data is compared with each other. Similar samples cause the weights

of neighbouring neurons inside of the neural network to converge, forming clusters during

the training process of a SOM.

3.5.2 Results and discussion

In this section, the output of the resulting SOMs for the data of the cost and node signature

matrices are summarised and interpreted. In addition, the results will be shown when the

system is operating under normal conditions. The output of the SOMs for the faults

can be found in Appendix B. Lastly, note that the colour legends accompanying each

subsequent figure represent how closely the weights of a neuron correspond to the weights

of neighbouring neurons. Darker colours indicate that the neuron’s weight differs greatly

from the weights of neighbouring neurons, and lighter colours indicate that the neuron’s

weight more closely resembles the weights of neighbouring neurons.
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Cost matrix data

Looking at the output of the SOM, shown in Figure 3.9, no apparent clusters were found

in the data. However, this was expected, since the system was under normal operating

conditions; consequently, the system variables would remain largely unchanged over time,

since no fault was introduced, which could have otherwise caused the system variables to

vary significantly over time. The random variations in colour, shown in Figure 3.9, could

be attributed to the random noise present in the system, while under normal operating

conditions (NOC). The random noise present in the system will cause some of the data

points to vary greatly from most of the other data points.

Figure 3.9: Output of self-organising map for normal operating conditions, using cost

matrix data.
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Different degrees of segmentation were identified in the output of the SOMs in Appendix

B. The degrees of segmentation were categorised as ”Clusters”, ”Partial clusters” or ”No

clusters”. The ”Clusters” category applies if the output of the SOM indicated the presence

of clusters, such as fault 2 (see Appendix B). If no clusters were identified but the output

of the SOM showed the presence of some partial segmentation, the category ”Partial

clusters” was chosen. Fault 10 (see Appendix B) would be classified as belonging to the

”Partial clusters” category, due to the dark lines that partially divide the data, but do not

form clusters. Faults belonging to the category ”No clusters” showed no signs of clusters

or partial segmentation in the output of their SOM. An example of a ”No clusters” fault

would be fault 3 (see Appendix B), where no clusters or partial segmentation is present

within the output of the SOM. The output of faults categorised as ”No clusters” will have

outputs similar to the output of the system that operates normally (Figure 3.9). The

degree of segmentation observed in the output of the SOMs for the different faults, using

the cost matrix data, is summarised in Table 3.5.

Table 3.5: Self-organising map results for cost matrix data.

Fault number Clusters Partial clusters No clusters

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

Faults falling under the ”Clusters” category might be easier to detect and classify compared

to the other categories. The presence of clusters indicates that the fault significantly
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changes the system variables as it is introduced into the system, resulting in distinct

clusters. One of the clusters might correspond to the system operating normally before

the fault is induced and present within the system, implying that there is a distinct

difference between ”normal” and ”faulty” samples. However, it is also possible that one

of the clusters might contain a mixture of ”normal” and ”faulty” data, making it more

difficult to detect and classify the fault, since there is no separation between ”normal” and

”faulty” data.

Faults belonging to the ”Partial clusters” category might be more difficult to detect and

classify compared to the ”Clusters” category. Unlike the ”Clusters” category, the ”Partial

clusters” category only indicates partial segmentation within the data and not distinct

segmentation that is associated with the presence of clusters. Lastly, faults belonging to

the ”No clusters” category might be more difficult to detect and classify compared to the

other categories, since there is no segmentation present within the output of the SOM.

Thereby indicating that the SOM was not able to detect significant differences within the

data between ”normal” and ”faulty” samples.

Node signature matrix data

No apparent clusters could be observed in Figure 3.10, when looking at the output of

the SOM, using the node signature matrix data (NS data). This was due to the system

being under normal conditions, and therefore no clusters were observed, since there were

no faults present to drastically change the system variables. The random variation in the

colour of the output shown in Figure 3.10, could be attributed to the presence of random

noise in the system variables.
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Figure 3.10: Output of self-organising map for normal operating conditions, using the

node signature matrix data.
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Following a similar approach that was used with the cost matrix data in the previous

subsection, the degree of segmentation observed in the output of the SOMs using the node

signature matrix data is summarised in Table 3.6. The output of the SOMs for the node

signature matrix data can be found in Appendix B.

Table 3.6: Self-organising map results for node signature matrix data.

Fault number Clusters Partial clusters No clusters

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

3.6 Distinctness of data representations

This section aims to summarise the results obtained with the EDA techniques for both

the cost and the node signature matrix data for the different faults. The metric that was

used to summarise the results was distinctness. Furthermore, distinctness in this context

refers to the degree to which the faulty data differed from the normal data.

The categories used to denote the degree of distinctness included ”Apparent”, ”Partial”,

and ”None”. The ”Apparent” category was chosen if the output of the self-organising map

indicated the presence of clusters, the PCA plots showed clear separation between normal

and faulty samples, and the distance matrix indicated that the dynamics inside the data

changed. Conversely, the ”None” category was selected if the fault data showed no clusters
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using the self-organising map, the distance matrix showed no change in the dynamics

of the data, and the PCA plot showed no clear separation between normal and faulty

samples. Finally, the ”Partial” category was used when the fault data at least showed

some partial clustering based on the self-organising map output, some limited separation

between normal and faulty samples in the PCA plot, or some change in dynamics based

on the resulting distance matrix.

The degree of distinctness for the cost matrix and node signature matrix data is sum-

marised in Tables 3.7 and 3.8, respectively. Faults categorised as having ”Apparent”

distinctness were predicted as being easier to detect and classify compared to faults that

were categorised as having ”Partial” or ”None” distinctness. Meanwhile, faults categorised

as having ”None” distinctness were predicted to be more difficult to detect and classify

compared to faults belonging to other categories of distinctness. Although the results of

the visual EDA techniques indicated that some faults did not show any distinctness, mod-

ern ML techniques (see Chapters 4 and 5) have the ability to apply multiple non-linear

transformations to data [140]. These non-linear transformations make it possible to rep-

resent the data in a more distinct manner, thereby potentially making it easier to detect

and classify faults that initially had no apparent distinctness.
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Cost matrix data

Table 3.7: Degree of distinctness for cost matrix data.

Fault number Apparent Partial None

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20
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Node signature matrix data

Table 3.8: Degree of distinctness for node signature matrix data.

Fault number Apparent Partial None

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

3.7 Conclusion

In this chapter, EDA was applied to the data of both the cost and node signature ma-

trices. It was discovered that for both the cost and node signature matrices, certain

faults could be easily distinguishable from the system under normal operating conditions,

whereas other faults could not be easily distinguished. Furthermore, when using the node

signature matrix data, certain faults could be more easily distinguishable from the sys-

tem under normal operating conditions compared to the cost matrix data and vice versa.

Consequently, these results will prove to be valuable in later chapters, where phenomena

such as why certain models may perform better than others and explanations why models

might struggle with certain faults.



Chapter 4

Machine learning for the cost

matrix data

4.1 Introduction

This chapter provides the results of applying ML techniques to the data of the cost ma-

trices for fault detection and classification. Initially, a brief overview of the different

ML techniques that were used, will be given, followed by the detection and classification

results obtained by the respective ML techniques. The detection and classification per-

formances of the different ML techniques will be compared against each other to identify

the best performing ML technique. Furthermore, the best-performing ML technique for

the cost matrix data will be used in the following chapters for comparison against the

best-performing ML technique identified for the node signature matrix data.

4.2 The cost matrix structure

As mentioned in Section 2.5.2, the cost matrix is a square matrix that contains Euclidean

data. The set of informative entries inside the cost matrix, used to detect and classify

faults, may be distributed in several ways, and is indicated in Figure 4.1. The informative

entries may be globally distributed and sparse (the red blocks indicated in Figure 4.1). It

is also possible that the informative features are more locally grouped and span across a

single row or column (orange and green blocks in Figure 4.1) or across multiple rows and

columns (blue block in Figure 4.1). Various ML techniques that can exploit the different

possible distributions of the informative features are discussed in the next section.

59
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Figure 4.1: Possible distributions of informative entries inside the cost matrix.

4.3 Machine learning techniques

Three ML techniques were identified to be used in the current study for the cost matrix

data, keeping in mind the possible distributions of useful entries mentioned in Section

4.2. The three ML techniques include deep neural networks (DNN) and convolutional

neural networks (CNN) comprising of 1D and 2D variants. The mentioned ML techniques

were chosen because of their ability to process the data in the cost matrix in different

ways [141]. CNNs have a superior ability to extract potential local features [142], while

DNNs are more suited to extract more complex global features [143]. Note that the DNN

and CNNs consist of several processing layers, allowing them to extract increasingly more

abstract features with each subsequent layer from the input data [144].

CNNs are a popular choice of ML techniques that have been widely used in the field of

fault monitoring [145, 146, 147]. Furthermore, the grid-like nature of the cost matrix data

also justifies the use of CNNs, since CNNs can exploit the spatial relationships present

within the grid-like data [148]. DNNs on the other hand have also been widely used for

fault monitoring activities and are typically used as a baseline against which other ML

techniques can be compared [149, 150, 151].

4.3.1 Deep neural networks

DNNs are feed-forward type networks, where the output of one layer is used as input for

the next layer. A DNN consists of an input layer, an output layer, and several hidden

layers [152]. Unlike simple neural networks, deep neural networks contain at least two

or more hidden layers (Figure 4.2), and in these hidden layers, the complex non-linear

behaviour of the data can be extracted [153]. Furthermore, each different layer inside the
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DNN (input, output and hidden layers) contains several neurons.

Figure 4.2: Architectures for a simple neural network (left) and a deep neural network

(right) (Adapted from [154]).

The neurons inside the various layers of a DNN perform different tasks. The neurons

inside the input layer accept the data that have to be processed and the neurons inside

the output layer provide the output of the processed data of the DNN [152]. The neurons

inside the hidden layers can be seen as small mathematical processing units, which when

combined with other neurons in adjacent hidden layers, can be used to learn the complex

relationship between the input features and the outputs [155]. A depiction of the structure

of a neuron can be seen in Figure 4.3 [156].
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Figure 4.3: Structure of a neuron (Adapted from [156]).

A neuron accepts the output of the previous layer (denoted as X1 to Xn in Figure 4.3),

as input. Note that the outputs of the previous layer are each multiplied with a weight

value denoted as W1 to Wn. After multiplying each of the inputs (X1 to Xn) with their

respective weights, they are added together, and a bias term (denoted as θ) is also added.

Once the weighted sum of the inputs and the bias term have been determined, the result

is fed into an activation function (denoted as f(x) in Figure 4.3) [157]. An activation

function is used to introduce non-linearity into the network, thereby allowing data that is

not linearly separable to be non-linearly projected onto abstract spaces which might be

more linearly separable [158]. Examples of commonly used activation functions are shown

below in Figure 4.4 [159].
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Figure 4.4: Examples of common activation functions (Adapted from [159]).

During supervised training (see Section 2.4.3 with regards to the difference between super-

vised, unsupervised and semi-supervised ML), the weights and biases inside the DNN are

adjusted, to find a relatively good mapping between the inputs and the desired outputs

[160]. A loss function is used to indicate how good the mapping is, by comparing the

output of the DNN with the actual desired output [152]. During the training process, the

gradients of the different weights and biases with respect to the loss function are calculated

and used to adjust the respective weights and biases to minimise the loss function, thereby

attempting to reduce the difference between the predictions of the DNN and the actual

desired outputs. The backpropagation algorithm is used to determine the gradients of the

weights and biases with respect to the loss function [161].

Another algorithm, called an optimizer, is further used to adjust the weights and biases in

a specific way by using the gradients calculated with the backpropagation algorithm [162].

There are several optimizers, each with its own respective advantages and disadvantages

[163]. Popular optimizers include Stochastic Gradient Descent (SGD), Adagrad, Adadelta,
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RMSProp, and Adam [164].

During supervised training of a neural network, a phenomenon called overfitting may

occur. Overfitting refers to when a neural network has memorised all the training data

including the noise present in the data and is unable to generalise to unseen data [86].

Luckily a set of techniques, called regularisation techniques, have been proposed to combat

the problem of overfitting [165]. One of the most popular regularisation techniques is

Dropout, where some of the neurons inside the neural network are randomly switched off

during training [166]. Randomly switching off some of the neurons, allow the remaining

neurons to learn more robust features, and thus allowing them to generalise better to

unseen data [167]. An example of the Dropout regularisation technique can be seen in

Figure 4.5 [166].

Figure 4.5: A neural network without Dropout (left) and a neural network with Dropout

applied (right) (Adapted from [166]).

4.3.2 Convolutional neural networks

CNNs are a type of neural network designed to efficiently process data with well-defined

grid-like structures such as 2D image data or 1D time series data [168]. In contrast to a

DNN, which only contains hidden layers, a CNN contains additional layers called convolu-

tional and pooling layers [169]. The basic structure of a CNN, consisting of convolutional,
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pooling, and fully connected layers, is illustrated in Figure 4.6 [170]. The fully connected

layers inside a CNN in Figure 4.6 are similar to the hidden layers of a DNN shown in

Figure 4.2.

Figure 4.6: Structure of a CNN (Adapted from [170]).

A CNN consists of two subnetworks (Figure 4.6), namely a feature extraction network

that learns the features present within the data and a classification network [171]. The

feature extraction network consists of the convolutional and pooling layers, which extract

features and reduce the dimensionality of the extracted features respectively. On the other

hand, the classification network which consists of the fully connected layers is used to learn

the mapping between the extracted features and the desired output [172]. Note that the

extracted features produced from the feature extraction network are highly dimensional

and need to be flattened before being fed into the classification network.

A convolutional layer consists of multiple small arrays, each containing numbers, and are

called kernels [173]. These kernels are slid across the input, and as they are being slid

across the input, the convolution operation is applied between each kernel and the patch

of input data it covers. The convolution operation that takes place inside a convolutional

layer requires computing the element-wise product between the entries within a kernel and

the corresponding entries of the input data patch it covers followed by adding the result

[169]. The output produced by the convolutional layer by applying a single kernel to the

input is called a feature map or an activation map [172].

Examples of the convolution operation performed in two dimensions between input data

and a single kernel can be seen in Figure 4.7 [174], where the two-dimensional input data

is represented by the blue matrix, while the resulting feature map is represented by the

green matrix. Note that the values inside the two-dimensional kernel are represented as

the small numbers in the lower right corners of the shaded blue region, while the output

of the corresponding convolution operation is indicated as the shaded green block of the

output feature map.
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Figure 4.7: Two-dimensional convolution operation performed by convolutional layer

(Adapted from [174]).

An example of the convolution operation performed in one dimension is shown in Figure

4.8 [175]. Note that the only differences between the convolution operations shown in

Figures 4.7 and 4.8 are with respect to dimensionality, otherwise they function the same.

In Figure 4.7 both the input data and the kernel are two-dimensional, with the kernel

being able to slide across the input data in two dimensions. On the contrary, for the

one-dimensional case illustrated in Figure 4.8, both the input data and the kernel are

one-dimensional, and the kernel is only able to move in a single direction.
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Figure 4.8: One-dimensional convolution operation performed by convolutional layer

(Adapted from [175]).

The number of units by which a kernel is moved over the input data before the convolution

operation is applied, is known as the stride of the kernel. An example of a convolutional

kernel with a stride of 1 and a stride of 2 can be seen in Figure 4.9 [176]. With a stride of 1,

the kernel is shifted only one unit before performing the convolution operation, while with

a stride of 2, the kernel is shifted two units before performing the convolution operation.

For 2D convolutional kernels, the stride parameter is applied in both dimensions, whereas,

for 1D convolutional kernels, the stride parameter is only applied in a single direction.
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Figure 4.9: A convolutional kernel with a stride of 1 (top) and a convolutional kernel with

a stride of 2 (bottom) (Adapted from [176]).

The kernels within the different convolutional layers can vary in size. Smaller kernels can

extract more detailed local features from the input data, whereas larger kernels can extract

more global features from the input data [177]. However, if the kernels are too small, the

CNN will not be able to extract any useful features from the data, and if the kernel is

too large the CNN might mix different local features, and thereby affecting the diagnostic

capabilities of the CNN [178].

Each of the different kernels within a convolutional layer looks for a specific pattern that

resides within the given input [179]. Therefore, the feature map produced by a single kernel

will indicate whether a specific pattern was found within the input. Moreover, having

multiple convolutional layers allows more complex and abstract patterns to be detected

and extracted from the input data [180]. The kernels inside the initial convolutional

layers can extract simple and basic features from the data, while the kernels in subsequent

convolutional layers receive the output feature maps of previous convolutional layers as

input, and are thus able to extract more complex and abstract features compared to

previously extracted simple features.

After applying the convolution operation, the output feature maps are sent through an

activation function [181]. Similar to the DNN, the activation function applied to the

feature maps is used to introduce non-linearity, enabling subsequent convolutional layers

to learn more complex features.

Convolutional layers are typically followed by pooling layers, which are used to reduce the
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dimensionality of feature maps [182]. The pooling operation performed inside a pooling

layer reduces the dimensionality of the feature maps, by calculating a summary statistic

for specific patches within the feature maps and then replacing these patches with their

corresponding summary statistic [183]. In addition, the pooling operation performed by

pooling layers reduces the number of parameters inside the model and helps to avoid

overfitting [184].

Two of the most commonly used pooling methods include max and average pooling [185].

With max pooling the maximum value inside of a patch is used to represent a patch,

while with average pooling the average of the patch is calculated and used to represent

the patch. Examples of max and average pooling can be observed in Figure 4.10 [148].

Figure 4.10: Max pooling (top) and average pooling (bottom) (Adapted from [148]).

The convolutional and pooling layers are followed by the flattening of the highly dimen-

sional output feature maps before being passed onto the fully connected layers. As il-

lustrated in Figure 4.6, the fully connected layers inside a CNN define the classification

subnetwork. Within this classification subnetwork, fully connected layers are responsible

for learning the mapping between the extracted feature maps and the desired output.

Similar to the hidden layers of a DNN, mentioned in section 4.3.1, the fully connected

layers of a CNN consist of trainable weights and biases as well as non-linear activation

functions.
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4.4 Training, validation and testing datasets description

The training dataset comprised 20 simulation runs for each fault condition as well as for

normal operating conditions. Each simulation run represented 48 hours of plant opera-

tion, sampled at 3-minute intervals, with the respective fault condition being introduced

after 8 hours of simulated time. Furthermore, 5% of the complete training dataset was

reserved as a validation set for hyperparameter tuning. For both the training and vali-

dation datasets, stratification was used to ensure an equal representation of all operating

conditions, thereby reducing the risk of the models developing a bias toward any specific

condition during training.

The test dataset was constructed using an equal distribution of the various operating con-

ditions and consisted of 2 simulation runs per condition, with each run again corresponding

to 48 hours of simulated time sampled at 3-minute intervals. As in the training phase, the

faults were introduced after 8 hours of simulation in the test runs. Distinct random seeds

were used for all simulations in both the training and testing phases to ensure statistical

independence between runs.

4.5 Architectures of machine learning models

Hyperparameter tuning was used to determine the optimal architectures for the three ML

models mentioned in Section 4.3. The tuning of hyperparameters plays an important role,

since the choice of hyperparameters significantly influences the performance of the ML

algorithm [186]. The Optuna hyperparameter tuning framework was used to perform the

hyperparameter tuning to find the optimal architectures [187].

Table 4.1 explains the symbols that will be used when describing the architectures for

the different ML models. The optimal architectures for the three ML models, that were

obtained with hyperparameter tuning, are summarised in Table 4.2. Additional aspects of

the hyperparameter tuning, results which are not mentioned in Table 4.2 or in this section,

can be found in Appendix C.
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Table 4.1: Symbol legend for different types of layers.

Symbol Description

Input Refers to the input layer of the model.

FC Refers to a fully connected layer. The succeeding number in

parentheses refers to the number of neurons within the fully

connected layer.

Conv Refers to a convolutional layer, and depending on the ar-

chitecture it is either a one-dimensional or two-dimensional

convolutional layer. The succeeding number in parentheses

refers to the number of kernels/filters within the convolu-

tional layer.

Pool Refers to a pooling layer. The succeeding number in paren-

theses refers to the size of the pooling kernel, i.e., how large

of a neighbourhood is pooled. Furthermore, it also refers to

the stride of the pooling kernel.

DP Refers to Dropout. Additional information regarding the

specific Dropout values used after each layer can be found

in Appendix C.

Output Refers to the output layer of the model. The number of

neurons in the output layer must be equal to the number of

different categories. Consequently, the number of neurons

must be equal to 21 , since the data can be classified as

normal or as one of 20 different types of faults.

It is important to note that for both the DNN and CNN 1D models the cost matrix had

to be flattened into a vector before being fed as input to the model, while the shape of the

cost matrix for the CNN 2D model (, i.e. a two-dimensional 15 × 15 matrix), remained

unchanged. During hyperparameter tuning it was discovered that the optimal kernel size

for the CNN 1D model was 11, and for the CNN 2D model it was 7. Furthermore, the

stride for the CNN 1D and CNN 2D convolutional kernels was 1. Note that a kernel size

of 7 for the CNN 2D model refers to a kernel with dimensions 7 × 7. Furthermore, it is

important to note that the pooling layer used in the CNN 1D model is a max pooling layer

and was found to perform better than an average pooling layer during hyperparameter

tuning.
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Table 4.2: Optimised architectures of traditional non-graphical ML techniques for the cost

matrix data.
Model Architecture

DNN Input - FC(425) - DP - FC(375)-DP-FC(300) - DP -

FC(225)-DP - Output (21)

CNN 1D Input - Conv(32) - Conv(64) - Pool(2) - Flatten - FC(225) -

DP - FC(225) - DP - Output (21)

CNN 2D Input - Conv(64) - Conv(128) - Flatten - FC(175) - DP -

Output (21)

The additional optimal hyperparameters for the different ML models obtained with hy-

perparameter tuning, not mentioned in this subsection, can be found in Appendix C.

4.6 Results

The fault detection and fault classification rates of the traditional non-graphical ML tech-

niques using the cost matrix data, can be found in Tables 4.3 and 4.4 respectively. Note

that these rates are expressed as percentages, with a 100 implying that the technique was

able to detect or classify the fault accurately.
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Table 4.3: Fault detection rates (%) for traditional non-graphical ML techniques using the

cost matrix data.
Fault ID DNN CNN 1D CNN 2D

1 100 100 100

2 98 98.5 98.38

3 100 100 100

4 100 100 100

5 100 100 100

6 100 100 100

7 42.81 43 47.13

8 95.94 95.69 96.31

9 92.25 96.25 96.88

10 87 86.88 88

11 97.5 97.5 98.13

12 99.56 99.5 99.44

13 98 97.56 97.31

14 46.88 77.5 83

15 9.06 15.94 23.06

16 24.5 31.25 42

17 90.19 90.81 91.5

18 79.06 78.54 79.69

19 8.88 10.19 15.25

20 60.69 63.43 70.13

Average 76.52 79.13 81.31
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Table 4.4: Fault classification rates (%) for traditional non-graphical ML techniques using

the cost matrix data.
Fault ID DNN CNN 1D CNN 2D

0 96.04 96.69 94.03

1 99.69 99.75 99.38

2 97.88 98.5 98.13

3 100 100 100

4 99.88 100 100

5 99.81 99.94 99.19

6 99.58 100 98.75

7 35.75 35.75 33.06

8 82.44 80.19 83

9 84.13 89.13 91.81

10 82.56 81.56 81.88

11 80.88 91.38 92.69

12 93.56 93.44 93.38

13 86.81 90 88

14 42.06 74.75 78.81

15 2.44 6.94 11.19

16 14.50 20.31 31.75

17 82.56 86.81 88.94

18 68.44 64.79 62.08

19 0 0.56 1.19

20 50.88 55.63 60.50

Average 71.42 74.58 75.61

4.7 Discussion

Fault detection:

Initially, when comparing the average fault detection rates of the different techniques

(DNN, CNN 1D, and CNN 2D) with their corresponding average fault classification rates,

it was found that the average fault detection rates were higher than the average fault

classification rates. However, this was expected, since fault detection is a much simpler task

compared to fault classification. Fault classification is a multiclass classification problem

which is considerably more complex than fault detection which in turn is a simpler binary

classification problem.

The different techniques had high detection rates for most of the different step faults (faults
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1 - 7, readers are referred to Table 2.1 for the different behaviours of each fault); except for

fault 7 where all the techniques had low detection rates. The output of the self-organising

map for fault 7 indicated the presence of distinct clusters within the data (see Table 3.5).

However, the output of the PCA plot for fault 7 indicated that the “normal” samples were

mixed with “faulty samples” inside one of the clusters. Furthermore, there was no clear

separation between the “normal” and “faulty” samples in the PCA plot for fault 7 (see

Table 3.1). Therefore, the fault detection rate for fault 7 appeared to be poor.

Faults that exhibit random variations (faults 8 - 12) were easily detectable with the dif-

ferent techniques, according to the relatively high detection rates. Among the random

variation faults, fault 10 had the lowest fault detection rates across the different tech-

niques. A possible reason for the lower fault detection rates for fault 10, might be found

in the resulting distance matrices for the random variation faults. Although fault 10 indi-

cated the presence of step changes (see Table 3.3), its step changes were small compared

to the other random variation faults that had step changes. Furthermore, it appeared that

the distance matrix for fault 10 was almost the same as the distance matrix of the system

under normal operating conditions (Figure 3.6) and therefore the lower detection rate of

fault 10 compared to the other random variation faults.

Fault 13, the only fault of a slow drift nature, could be easily detected with the different

techniques. Faults that exhibited a sticking nature (faults 14 and 15) had mixed detection

results. Both CNNs could detect fault 14 to a relatively high degree, while the DNN

had a low detection rate for fault 14. All three techniques struggled to detect fault 15 as

indicated by their low detection rates; however, as mentioned in Section 2.6.2, fault 15 is

hard to detect and classify according to the literature. Furthermore, the PCA plot for fault

15 indicated that there was no distinct separation between ‘normal’ and ‘faulty’ samples

(see Table 3.1), making it difficult to detect fault 15, as mentioned in Section 2.6.2. The

conclusion reached above was further substantiated by the output of the self-organising

map and its corresponding category in Table 3.5.

Faults 16 – 20, exhibiting unknown behaviour, had mixed detection results, with some

faults being easily detectable and others difficult to detect. Fault 19 had the lowest

detection rate among the different techniques. Unlike faults 3, 9, and 15 (see Section

2.6.2), fault 19 has not been reported to be difficult to detect and classify. Therefore, the

poor fault detection performance of fault 19 might be attributed to the Simulink TEP

model used to generate the exergy and energy data. Furthermore, the PCA plot for fault

19 indicated that there was no clear grouping or separation between the “normal” and

“faulty” samples (see Table 3.1). In addition, the distance matrix and the output of the

self-organising map for fault 19 also showed no discernible differences between the system

being under normal operating conditions and the presence of fault 19 (see Tables 3.3) and

3.5.
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Comparing the average detection rates, it was evident that the two-dimensional CNN had

the highest detection rate amongst the different techniques, whilst the DNN had the lowest

detection rate. Consequently, it appeared that the useful entries inside the cost matrix,

used for fault detection, were not distributed globally or sparsely. Instead, it appeared that

the entries were more locally grouped since the one-dimensional CNN had a higher fault

detection rate than the DNN. Since the two-dimensional CNN had the highest detection

rate, it was evident that locally grouped entries did not only span a single row or column,

but instead span across multiple rows and columns.

Fault classification:

Similarly to the fault detection results, the fault classification results (Table 4.4) for faults

with a step-like nature (faults 1 - 7), were relatively high among the different techniques,

except for fault 7. Although the output of the self-organising map for fault 7 indicated

the presence of several clusters within the data (see Table 3.5), the PCA plot for fault 7

showed that the ‘normal’ and ‘faulty’ samples were mixed within one of the clusters with

no distinct separation (see Table 3.1). Therefore, the fault classification rate for fault 7

was low as the ‘faulty’ samples could not be easily discerned from the ‘normal’ samples.

Faults whose behaviour caused random variations (faults 8 - 12) had relatively high fault

classification rates among the different techniques. Interestingly, for faults 10 and 12, the

DNN had higher fault classification rates compared to the two CNNs. Consequently, it

might be that the useful entries inside of the cost matrix, used to correctly classify faults

10 and 12, were not tightly grouped but instead are more outspread.

For fault 13, all three techniques had relatively high fault classification rates. Faults 14

and 15, which cause sticking within the system, had mixed fault classification rates. As

seen in Table 4.4, fault 15 was significantly more difficult to classify compared to fault 14.

However, as mentioned in Section 2.6.2, fault 15 is a difficult fault to detect and classify.

The fault classification rates were mixed for faults that cause unknown changes within the

system (faults 16 - 20), with some faults being relatively easy to classify, while other faults

were difficult to classify. Similar to the fault detection scenario, the fault classification

rate for fault 19 was the lowest among the different techniques.

The average fault classification rates indicated that the two-dimensional CNN had a sig-

nificantly better fault classification rate compared to the DNN, and a marginally better

classification rate compared to the one-dimensional CNN, resulting in the best overall

fault classification rate. Similar to the fault detection scenario, it appeared that the useful

entries inside the cost matrix for fault classification were locally grouped and span multi-

ple rows and columns. Unlike the fault detection scenario, the difference in overall fault

classification capability between the one-dimensional and two-dimensional CNN was not
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that large.

4.8 Conclusion

In this section, traditional non-graphical types of ML techniques, i.e. a DNN, a 1D CNN,

and a 2D CNN, were applied to the cost matrix data for the purposes of fault detection

and classification. For fault detection and fault classification, the 2D CNN had the best

overall performance, while the DNN had the lowest overall performance compared to the

other techniques. Consequently, since the 2D CNN had the best overall performance, it

can be assumed that the useful entries inside the cost matrix, which are used for fault

detection and fault classification, are grouped locally and span multiple rows and columns

instead of being sparsely located. In the next chapter, a similar process is followed for the

node signature matrix data, but with graphical ML techniques that can work with graph

data structures.



Chapter 5

Machine learning for the node

signature matrix data

5.1 Introduction

This chapter provides the results obtained with graph-compatible ML techniques on the

node signature matrix data. Initially, a brief overview of the different graph compatible

ML techniques used in this chapter is provided. In addition, the fault detection and

classification rates for the different graph compatible ML techniques are provided and

discussed. Finally, the best performing graph compatible ML technique for the node

signature matrix data is identified and will be used for comparison in later chapters.

5.2 Graph neural networks

Graph neural networks (GNNs) refer to a family of ML techniques that can process data

which are represented as graphs. In addition, GNNs accept graphs as input, process them,

and are able to perform a variety of prediction tasks. These prediction tasks include graph-

level, node-level, and edge-level prediction tasks [188]. With graph-level prediction tasks,

a property of the entire graph has to be predicted, whereas, for node- and edge-level

prediction tasks, the properties of the various nodes and edges within the graph have

to be predicted. It is important to note that for this current study fault detection and

classification were considered as graph-level prediction tasks.

Most GNNs use a mechanism, called message passing, to allow nodes to share information

with their neighbouring nodes and update their representations. During message passing,

the neighbouring nodes of a specific node are identified, and their representations are com-

bined with that of the specific node, followed by a function that is applied to the combined
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representations to create a new representation for the specific node [189]. Furthermore,

this message passing mechanism is applied in parallel to each node, to allow each node to

update their representation based on their current representation and the representations

of their neighbouring nodes.

The umbrella term, GNNs, can be divided into four main groups, namely recurrent GNNs,

convolutional GNNs, graph autoencoders and spatial temporal GNNs [190]. Figure 5.1

illustrates the classification scheme used to classify the different types of GNNs. Recur-

rent GNNs solely use the basic message passing mechanism and treat neighbouring nodes

equally during each iteration, while convolutional GNNs can assign different weights to

neighbouring nodes based on their importance. Graph autoencoders are used to learn

low-dimensional latent representations of graphs, whereas spatial temporal GNNs have

the added complexity of modelling node attributes as time series data, thereby allowing

them to learn both the structural and temporal relationships between the different nodes.

Figure 5.1: Classification scheme for GNNs.

In this current study, convolutional GNNs were selected to be applied to the node signature

matrix data. Convolutional GNNs offer additional benefits over other types of GNNs, such

as the ability to extract local features from neighbouring nodes and to extract hierarchical

features with subsequent convolutional layers [191]. Further the current study will use

the node signature matrix data on a sample-by-sample basis instead of a time series and

no low-dimensional graph embedding is required. Consequently, graph autoencoders and

spatial temporal GNNs were not considered.

Depending on how their convolution operator is applied, graph CNNs can be divided into

either spectral or spatial methods [192]. Spectral methods are based on concepts within

the field of graph signal theory and are based on the structure of the graph, while spatial

methods are based on the convolution operation that CNNs typically perform on grid-like

data [193]. In addition, spectral convolutions on graphs, within the field of graph signal
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theory, are based on defining functions that use the eigenvalues of the Laplacian matrix

of the graph [194].

Spectral methods have the advantage of being able to capture more global patterns, com-

pared to spatial methods that focus more on local patterns [195]. However, spatial methods

can generalise better to graphs with different structures, since they focus on local neigh-

bourhoods of nodes instead of the entire graph structure, whereas spectral methods require

graphs to have the same structure [196].

Figure 5.2 represents the typical structure for a graph CNN [197]. Initially, a graph is pro-

vided as input, after which several graph convolutional layers (represented as the message

passing phase in Figure 5.2) are applied to the graph. Within the convolutional layers, the

attributes/representations of the various nodes are updated using information from their

neighbouring nodes. After applying the graph convolutional layers, the resulting graph

is converted to a format needed to access the features of the graph to make predictions.

This is illustrated as the readout phase in Figure 5.2. During the readout phase, a pooling

function is required to summarise the graph (represented as the column vector between

the pooling and multilayer perceptron stages in Figure 5.2); for example, the mean pooling

function can be used to find the mean of the attributes/representations of the different

nodes. After the graph has been summarised, it is used as input to a multilayered percep-

tron, which is responsible for learning a mapping between the summarised graph features

and the desired output. Note that a multilayered perceptron is analogous to the fully

connected layers described in Section 4.3.2.

Figure 5.2: Typical structure of a graph CNN (Adapted from [197]).

In the following subsections, three different types of graph convolutional layers will be

briefly discussed. These include GCN, ChebConv, and GATConv, which can be found in

the PyTorch Geometric documentation [198]. The three different types of graph convolu-

tional layers mentioned will be used in the current study to implement different convolu-

tional GNNs.
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5.2.1 GCN

The convolution operation performed within a GCN layer is a spectral method and was

proposed by Kipf and Welling [199]. Further, the convolution operation is a first-order

Chebyshev polynomial approximation of spectral graph convolution. The convolution op-

eration is only capable of accessing the information stored within the one-hop neighbours of

nodes [200]. Consequently, when the attributes of a node are updated, only the attributes

of the immediate neighbours, which are one step away, can be used. For a more in-depth

discussion regarding the convolution operation, readers are referred to the original paper

by Kips and Welling [199]. Note that the convolutional GNN that was implemented with

the GCN layer will be referred to as GCN-Net.

5.2.2 ChebConv

Defferrard et al. proposed the convolution operation that takes place within a ChebConv

layer [201]. In contrast to the GCN layer, which is only a first-order Chebyshev polynomial

approximation, the ChebConv layer can approximate spectral graph convolution using a

K-th order Chebyshev polynomial. Furthermore, adjusting the order of the Chebyshev

polynomial allows the ChebConv layer to consider K-hop neighbourhoods, implying that

long-range dependencies between nodes can be learnt contrary to the GCN layer [202].

A more in-depth discussion of the ChebConv layer and its convolution operation can be

found in the original paper by Defferrard et al. [201]. Note that the convolutional GNN

that uses the ChebConv layer will be referred to as ChebConv-Net.

5.2.3 GATConv

The GATConv layer was proposed by Veličković et al. and, unlike the GCN and ChebConv

layers, it is a spatial method [203]. Similar to the GCN layer, the GATConv layer only

considers immediate neighbouring nodes, i.e. nodes that are one hop away. Unlike the

other two types of convolutional layer, the GATConv layer uses an attention mechanism

that allows it to assign different importances to neighbouring nodes.

Attention mechanisms allow neural networks to determine which information is the most

relevant and give it more importance, in contrast to less relevant information, which is

given less importance [204]. Moreover, the GATConv layer is designed to employ a multi-

head attention mechanism, where each attention mechanism learns a different function

between neighbouring nodes, resulting in each attention mechanism assigning different

importance values between each set of neighbouring nodes. Veličković et al. also rec-

ommend that the different node features learnt with the different attention mechanisms

should be concatenated in the initial GATConv layers, while being averaged in the last
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GATConv layer [203]. A more in-depth discussion of the inner workings of the GAT-

Conv layer can be found in the original paper by Veličković et al. [203]. Note that the

convolutional GNN that is implemented with the GATConv layer will be referred to as

GATConv-Net.

5.3 Training, validation and testing datasets description

The training dataset comprised 20 simulation runs for each fault condition as well as for

normal operating conditions. Each simulation run represented 48 hours of plant opera-

tion, sampled at 3-minute intervals, with the respective fault condition being introduced

after 8 hours of simulated time. Furthermore, 5% of the complete training dataset was

reserved as a validation set for hyperparameter tuning. For both the training and vali-

dation datasets, stratification was used to ensure an equal representation of all operating

conditions, thereby reducing the risk of the models developing a bias toward any specific

condition during training.

The test dataset was constructed using an equal distribution of the various operating con-

ditions and consisted of 2 simulation runs per condition, with each run again corresponding

to 48 hours of simulated time sampled at 3-minute intervals. As in the training phase, the

faults were introduced after 8 hours of simulation in the test runs. Distinct random seeds

were used for all simulations in both the training and testing phases to ensure statistical

independence between runs.

5.4 Architectures of graphical machine learning models

Similar to the approach mentioned in Section 4.5, with the cost matrix data, hyperpa-

rameter tuning was also used to determine the optimal architectures for the graphical ML

models with the node signature matrix data. The symbols used to describe the different

layers within the architectures are explained in Table 5.1. Furthermore, the optimal archi-

tectures of the graphical ML techniques are summarised in Table 5.2. Additional aspects

of the hyperparameter tuning results, which are not mentioned in Table 5.2 or this section,

can be found in Appendix D.
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Table 5.1: Symbol legend for different types of graphical layers.

Symbol Description

Input Refers to the input layer of the model.

GCNConv Refers to a graph convolutional layer that implements the

graph convolutional operation mentioned in Section 5.2.1.

Note for GCNConv and all other subsequent graph convolu-

tion layers (ChebConv and GATConv), that the succeeding

number in parentheses refers to the output dimensionality

of the node representations.

ChebConv Refers to a graph convolutional layer that implements the

graph convolutional operation mentioned in Section 5.2.2.

GATConv Refers to a graph convolutional layer that implements the

graph convolutional operation mentioned in Section 5.2.3.

Note that if the number of attention heads within the GAT-

Conv layer is greater than 1, then the output dimensionality

of the node representations is timed with the number of at-

tention heads since node representations are concatenated

within all GATConv layers except the last one (see Section

5.2.3).

DP Refers to Dropout (see Section 4.3.1). Additional infor-

mation regarding the Dropout values used in the different

graphical ML models can be found in Appendix D.

FC Refers to a fully connected layer (see Section 4.3.2). The

succeeding number in parentheses refers to the number of

neurons within the fully connected layer.

Output Refers to the output layer of the model. The number of

neurons in the output layer must be equal to the number of

different categories. Consequently, the number of neurons

must be equal to 21 , since the data can be classified as

normal or as one of 20 different types of faults.

All three architectures received the same input, namely the node attributes packed into a

matrix and the adjacency matrix of the graph. The matrix containing the node attributes,

consisted of the exergy and energy attributes for each node. Furthermore, the dimension-

ality of the node attribute matrix was 15 × 17, with each node having 17 attributes (see

Section 2.6.3). Therefore, each node representation had an initial dimensionality of 17.

Note that the adjacency matrix of the graph was used to approximate spectral graph con-

volutions with the spectral approaches or to identify neighbouring nodes with the spatial

approaches.
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It is important to note that for the ChebConv-Net an optimal order of 3 was found

for the Chebyshev polynomial using hyperparameter tuning. For the GATConv-Net the

optimal number of attention heads was 2 using hyperparameter tuning. Furthermore, it

was discovered that all three architectures, using hyperparameter tuning, showed that the

optimal pooling function is the max pooling function, that is, a pooling function that

returns the node representation with the largest value.

Table 5.2: Optimised architectures of graphical ML techniques for the node signature

matrix data.
Model Architecture

GCN-Net Input - GCNConv(128) - GCNConv(256) - GCNConv(512)

Maxpool - FC(500) -DP - Output(21)

ChebConv-Net Input - ChebConv(128) - ChebConv(256) - ChebConv(512)

Maxpool - FC(500) -DP - FC(200) - DP - Output(21)

GATConv-Net Input - GATConv(128) - GATConv(512) - Maxpool -

FC(500) - DP FC(425) - DP - Output(21)

The additional optimal hyperparameters for the different graphical ML models obtained

with hyperparameter tuning, not mentioned in this subsection, can be found in Appendix

D.

5.5 Results

Tables 5.3 and 5.4 represent the respective fault detection and fault classification rates

for the graphical ML techniques using the data of the node signature matrix. Note that

these rates are expressed as percentages, with 100 implying that the technique was able

to detect or classify the fault accurately.
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Table 5.3: Fault detection rates (%) for graphical ML models using the node signature

matrix data.
Fault ID GCN-Net ChebConv-Net GATConv-Net

1 100 100 100

2 99.38 99.06 99.44

3 100 100 100

4 100 100 100

5 100 100 100

6 100 100 100

7 45.63 39.38 42.81

8 95.69 95.31 95.13

9 98 97.5 97.19

10 92.88 92.69 92.31

11 99.06 98.63 98.88

12 99.5 99.38 99.5

13 97.63 97.56 97.56

14 84.88 83.5 82.81

15 10.31 16.75 13.94

16 44.75 44.25 46.38

17 92.19 92.13 92.06

18 78.85 78.65 77.71

19 16.19 12.44 11.75

20 64.69 71.13 64.75

Average 80.98 80.92 80.61
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Table 5.4: Fault classification rates (%) for graphical ML models using the node signature

matrix data.
Fault ID GCN-Net ChebConv-Net GATConv-Net

0 95.59 97.54 97.06

1 99.25 99.63 99.50

2 98.56 98.5 99.06

3 100 100 100

4 100 100 100

5 99.81 99.81 99.69

6 99.17 100 100

7 33.63 34 34.75

8 84.69 83.81 83.81

9 95.25 94.75 94.50

10 90.06 88 88.44

11 96.25 95.88 94.56

12 96.38 93 96

13 90.63 90.68 90.88

14 80 80.81 78.19

15 2.06 9.5 8.13

16 37.63 39.38 40.69

17 90.25 91.75 90.88

18 72.40 75.52 68.85

19 4.25 2.44 2.31

20 53.75 63.56 55.44

Average 77.12 78.03 77.27

5.6 Discussion

Fault detection:

Similar to the results for the cost matrix data in Section 4.6, the average fault detection

rates were higher than the average fault classification rates for the node signature matrix

data using the different graphical techniques (GCN-Net, ChebConv-Net, and GATConv-

Net). As mentioned in Section 4.7, this was expected, since fault detection is an inherently

easier classification problem compared to fault classification. Fault detection can be viewed

as a binary classification problem (indicating whether a fault is present or not), while fault

classification can be viewed as a multiclass classification problem (indicating what type of

fault is present).
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Comparable to the results in Section 4.6, the graphical ML techniques had high detection

rates for most of the faults with a step-like nature (faults 1 - 7), except for fault 7 (readers

are referred to Table 2.1 for the different behaviours of the faults). Although the distance

matrix for fault 7 indicated that fault 7 introduced some decaying oscillations into the

system (see Table 3.4), it appeared that these oscillations were not large enough to ade-

quately separate “faulty” samples from “normal” samples. Instead, the PCA plot for fault

7 showed that the “faulty” samples were tightly mixed with the “normal” samples, with

no clear separation between them (see Table 3.2), and thus a poor fault detection rate.

The different graphical ML techniques had high and comparable fault detection rates for

faults that caused random variations within the system (faults 8 - 12). Like the cost

matrix results in Section 4.6, the fault detection rates for fault 10 were the lowest among

the different graphical techniques. However, compared to the fault detection rates of fault

10 for the traditional non-graphical techniques in Section 4.6, the fault detection rates

of the graphical techniques were significantly higher for fault 10. A possible reason for

the higher detection rates for fault 10 using the node signature matrix data compared to

using the cost matrix data might be in their respective PCA plots. Although both PCA

plots indicated limited separation (see Tables 3.1 and 3.2), the PCA plot using the node

signature matrix data indicated that the “normal” samples were more tightly grouped and

more separated from the “faulty” samples, compared to the PCA plot for the cost matrix

data. This greater degree of separation between the “normal” and “faulty” samples led

to a higher fault detection rate.

Fault 13, causing a slow drift in the system, could be detected relatively accurately by the

three techniques that showed comparable fault detection rates. Faults 14 and 15 (faults

with a sticking nature) had inconsistent fault detection rates. Fault 14 had relatively high

fault detection rates among the different techniques, while the techniques struggled to

detect fault 15 and resulted in low fault detection rates. However, as mentioned in Section

2.6.2, fault 15 is a difficult fault to detect and classify. Furthermore, the distance matrix

for fault 15 indicated no significant changes in the system variables (see Table 3.4), and

was similar to the distance matrix when the system is operating normal without a fault

present (Figure 3.7). Thus, it would be difficult to detect the presence of fault 15.

Faults exhibiting unknown behaviour (faults 16 - 20) also showed mixed fault detection

rates. Like the results in Table 4.3, the graphical ML techniques also struggled to detect

fault 19. Furthermore, the distance matrix for fault 19 indicated that fault 19 did not

significantly change the system variables (see Table 3.4). Additionally, the PCA plot for

fault 19 did not show a distinct separation between the “normal” and “faulty” samples (see

Table 3.2). These randomly mixed samples indicated the difficulty to detect the presence

of fault 19 within the system.

When comparing the average fault detection rates for the different graphical techniques,
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no technique offered a significantly higher fault detection rate compared to the other

graphical techniques. Furthermore, the graphical technique with the highest average fault

detection rate, the GCN-Net, had a lower average fault detection rate compared to the

traditional non-graphical technique with the highest average fault detection rate, the CNN

2D. However, comparing the other graphical techniques (ChebConv-Net and GATConv-

Net) against the other traditional non-graphical techniques (DNN and CNN 1D), it was

evident that overall the graphical techniques had higher fault detection rates compared to

the traditional non-graphical techniques.

Fault classification:

The fault classification results (Table 5.4) showed a similar trend compared to the fault

detection results (Table 5.3) for faults exhibiting a step-like nature (faults 1 - 7). Rel-

atively high fault classification results were obtained for most of the faults across the

different graphical techniques, except for fault 7. As mentioned previously, in the fault

detection case, the PCA plot for fault 7 showed no clear separation between the “normal”

and “faulty” samples (see Table 3.2), indicating a low fault classification rate since it is

difficult to differentiate between “faulty” samples and “normal” samples when the system

is operating normally.

For faults 8 – 12, causing random variations within the system, the fault classification rates

were relatively high and comparable between the different graphical techniques. Unlike

the fault detection results, the fault with the lowest fault classification rate, among the

different graphical techniques, was fault 8. A possible reason for fault 8 having the lowest

fault classification rate might be by comparing the results of the self-organising maps for

faults 8 – 12. The output of the self-organising map for fault 8 indicated the presence

of multiple small clusters (see Table 3.6). The presence of multiple small clusters in the

output of the self-organising map for fault 8 makes it possible for the “faulty” samples

to be mixed with the “normal” samples in one of the clusters. Furthermore, one of these

several clusters could possibly contain a mixture of “faulty” and “normal” samples, and

therefore no clear distinct separation. This was further supported by the PCA plot for fault

8 which contained limited separability (see Table 3.2), where the “faulty” and “normal”

samples formed a cluster in the centre, indicating the poor fault classification rate for fault

8 compared to the rest of the random variation faults.

All graphical techniques could classify fault 13 with relatively high and comparable ac-

curacies. Like the fault detection results, the fault classification results for faults 14 and

15 were inconsistent, with relatively high classification rates for fault 14, but extremely

low classification rates for fault 15. Furthermore, comparing the fault classification rates

of the graphical techniques against the traditional non-graphical techniques (Table 4.4)

for fault 15, it was apparent that the traditional non-graphical techniques in general had
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higher fault classification rates compared to the graphical techniques for fault 15.

For faults 16 – 20, the classification rates varied, where some faults had relatively high

rates, while others, like fault 19, exhibited very low rates across the different graphical

techniques. As mentioned previously, with fault detection, fault 19 did not induce no-

ticeable changes within the system. Therefore, “faulty” samples were similar to “normal”

samples and led to poor fault classification results.

Comparing the average fault classification rates of all the graphical techniques, ChebConv-

Net offered the highest fault classification rate amongst the graphical techniques, followed

by GATConv-Net having the second highest average fault classification rate, just slightly

higher than the average fault classification rate of GCN-Net. Since ChebConv-Net had the

best average fault classification rate and the average fault classification rates of GATConv-

Net and GCN-Net being comparable, it was concluded that the spectral methods overall

performed better than the spatial method.

Comparing the fault classification rate of ChebConv-Net with the fault classification rate

of the best traditional non-graphical technique, CNN 2D, it was found that ChebConv-Net

offered better fault classification. In addition, the overall average fault classification rates

of the graphical techniques were higher compared to the average fault classification rates of

the traditional non-graphical techniques, thereby indicating that the graphical techniques

were able to exploit the topological information of the graph structure for more accurate

fault classification [205].

5.7 Conclusion

In this section, different types of convolutional GNNs, i.e. GCN-Net, ChebConv-Net and

GATConv-Net, were applied to the node signature matrix data for the purpose of fault

detection and fault classification. For fault detection, it was discovered that all three types

of convolutional GNN had similar overall fault detection rates. Further, it was shown that

the best graphical technique for fault detection, GCN-Net, performed slightly worse than

the best traditional non-graphical technique, CNN 2D. For fault classification, the overall

fault classification rates for the graphical techniques were higher compared to the overall

fault classification rates for the traditional non-graphical techniques. Consequently, it

appears that the topological information contained within the graph, represented by the

node signature matrix, allowed for more accurate fault classification compared to the

traditional non-graphical approaches that used the cost matrix.



Chapter 6

Comparative study

6.1 Introduction

In this chapter, traditional benchmark methods for fault detection and fault classification

will be investigated and briefly discussed. Further, the standard EGBV technique, that

uses the singular value decomposition (SVD) of the cost matrix (see Section 2.5.3), will

also be used as a benchmark and will be briefly discussed. The performances of the tradi-

tional benchmark methods and the standard EGBV technique will be compared with the

results obtained in Chapters 4 and 5. The traditional benchmark methods will use the

raw measurements from the Tennessee Eastman Process (TEP), while the standard EGBV

technique will use the cost matrix data. Comparison of the results of the benchmark meth-

ods with the results obtained in Chapters 4 and 5 will give an indication whether applying

ML techniques to the exergy and energy measurements of the TEP offers advantages over

the traditional benchmark methods, that use the raw measurements, and the standard

EGBV technique, not using any ML.

6.2 Traditional fault detection and classification

This section briefly describes the traditional benchmark techniques used for fault detection

and classification. Furthermore, it is indicated whether a technique was used for fault

detection, fault classification, or both. In addition to brief descriptions, implementation

details of how the authors implemented the techniques are also provided. Note that

the subsequent detection and classification techniques were implemented using the raw

measurements generated by the Simulink Tennessee Eastman (TE) model being used in

this current study (see Section 2.6.3).

The benchmark fault detection techniques used include multivariate statistical techniques
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such as PCA (Principal Component Analysis), ICA (Independent Component Analysis),

and PLS (Partial Least Squares), as well as a ML technique called one-class SVM (Support

Vector Machine). Multivariate statistical techniques, that is, PCA, ICA and PLS, were

implemented according to the paper by Yin et al. [99]. Furthermore, the one-class SVM

algorithm was implemented according to the article by Mahadevan and Shah [206].

PCA, SVM, and an ANN (Artificial Neural Network) were used as benchmark techniques

for fault classification. PCA is a statistical technique, while the SVM and ANN are ML

techniques. The PCA and SVM fault classification techniques were implemented using the

article by Jing and Hou [207]. Furthermore, the ANN technique was implemented using

the article by Nashalji et al. [208].

6.2.1 PCA

Fault detection

PCA is used for statistical process monitoring, by projecting measurement variables onto

a lower dimensional space and calculating statistics for the lower-dimensional projected

data [209]. The statistics used in PCA for statistical process monitoring are the T 2 and

Q statistics. If the T 2 and Q statistics exceed a predefined threshold, then there is a fault

within the system; otherwise, the system is fault-free. Additional information on how the

T 2 and Q statistics are calculated, as well as their respective thresholds, can be found in

[99].

For their PCA fault detection implementation, Yin et al. only used 33 of the 52 variables

from the raw TEP measurements [99]. Furthermore, these 33 variables comprised 22

measured variables and 11 manipulated variables (see Section 2.6.1 for the different types of

variables within the TEP). Lastly Yin et al. used 9 principal components and a confidence

interval of 95% when they calculated the thresholds for the T 2 and Q statistics.

Fault classification

The PCA fault classification technique, suggested by Jing and Hou, requires the calculation

of loading vectors for a matrix that contains data from the different types of classes [207].

Furthermore, the average and covariance matrix for the data must be calculated for the

different types of classes. A discriminant function is used, where the loading vectors, class

average, and class covariance matrix are used to classify the class a data sample belongs to.

Moreover, a discriminant value is calculated, with the discriminant function, for each class,

by using the respective average and covariance matrix of the respective class. Finally, the

class with the highest discriminant score is the class to which the data sample belongs.
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Unlike the PCA fault detection technique, the PCA fault classification technique uses all

52 raw measurements from the TEP. Furthermore, Jing and Hou also use all the loading

vectors, unlike the PCA fault detection technique, where only 9 loading vectors were used,

for the PCA fault classification technique [207].

6.2.2 ICA

Fault detection

Like PCA, ICA is also a dimensionality reduction technique that can be used to project

measurement variables onto lower dimensions. However, while PCA focusses on represent-

ing the data in terms of its variance (see Section 3.3), ICA focusses on representing the

data in terms of statistically independent components [210]. The ICA process monitoring

technique, as implemented by Yin et al., calculates three statistics for the projected lower-

dimensional data, namely I2, I2e , and the Q statistic [99]. If one of the above-mentioned

statistics exceeds a threshold, then a fault is present within the system. Information re-

garding the calculation of the statistics and their corresponding thresholds can be found

in [99].

Yin et al. used 9 independent components as well as a confidence interval of 95% to

determine the thresholds for the respective statistics [99]. Similar to the PCA technique,

the ICA technique, of Yin et al., also used only 33 of the 52 variables of the raw TEP

measurements.

6.2.3 PLS

Fault detection

PLS is a projection technique that requires input variables and response variables to build

a model. The aim of the model is to find the projected input variables that best describe

the projected response variables [211]. In other words, a model is constructed that tries to

learn how the projected input variables relate to the projected response variables. Similar

to the other statistical techniques, PLS uses statistics, namely the T 2 and Q statistics, of

the projected data and thresholds to detect if a fault is present in the system. Additional

information on the calculation of the statistics and their corresponding thresholds can be

found in [99].

The input variables used for the PLS model are the same 33 variables used for the PCA

and ICA approaches, while the response/output variable is chosen to be the 35th measured

variable (pure gas analysis for component G, see Appendix A) for the implementation by
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Yin et al. [99]. Furthermore, the dimensionality of the projected data (latent variables)

was selected to be 6 and a confidence interval of 95% was chosen for the thresholds.

6.2.4 One-class SVM

Fault detection

A one-class SVM (Support Vector Machine) is a ML algorithm that is used for outlier

detection, meaning that it is fed training data from a single class and must be able to

distinguish it from other classes [212]. The training data of a single class is projected

onto a high-dimensional space using a kernel function, and the one-class SVM learns a

boundary function, which contains most of the training data. When new unseen data

is fed into the one-class SVM, it projects it onto the high-dimensional space and then

checks whether the data sample lies within the boundary. If the data sample lies within

the boundary, it is classified as being “normal” or belonging to the class of the training

data. However, if it falls outside the boundary, it is classified as an outlier and belongs to

another class.

Mahadevan and Shah used a radial basis kernel function with their one-class SVM imple-

mentation [206]. They also used all the 52 raw measured variables from the TEP when

training the one-class SVM. Note that the authors trained the one-class SVM with ‘nor-

mal’ data when the system was operating under normal conditions and no faults were

present.

6.2.5 SVM

Fault classification

An SVM is a supervised ML technique that attempts to learn a hyperplane that separates

the data of two classes [213]. Furthermore, an SVM can use kernel functions to project

non-linear data onto a higher dimensional space, thereby achieving linear separability of

the projected data. Since a SVM is mainly used for binary classification (two classes),

several techniques have been developed to adapt it for multi-class classification. Two of

the most common approaches to adapt an SVM for multi-class classification, are the one-

versus-rest and one-versus-one approaches [207]. With the one-versus-rest approach, if

there are n categories, n SVMs are constructed where each category represents one class,

while the other combined categories represent the other class. In contrast, for the one-

versus-one approach, if there are n categories, then an SVM is constructed between each

pair of possible categories, resulting in n(n-1)/2 different SVMs.
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For their SVM implementation, Jing and Hou used the one-versus-one approach for multi-

class classification [207]. They used all 52 raw measurements from the TEP, and used

PCA to reduce the dimensionality of the data before constructing the SVMs. Moreover,

the authors used a radial basis kernel function for their SVMs. A more detailed discussion

of their implementation can be found in [207].

6.2.6 ANN

Fault classification

A discussion regarding how ANNs (Artificial Neural Networks) work can be found in

Section 4.3.1. Essentially, an ANN consists of several adjustable non-linear processing

layers. The aim of an ANN is to adjust these non-linear processing layers to find a

mapping between input data and a desired output. Furthermore, an ANN adjusts these

processing layers by trying to minimise the difference between the desired output and the

predictions of the ANN.

The ANN implementation by Nashalji et al. used the hyperbolic tangent function as

an activation function [208]. Furthermore, they used the Levenberg-Marquardt learning

algorithm to train the ANN. Additional information regarding the ANN architectures and

implementation details can be found in [208].

6.3 EGBV SVD

The standard EGBV technique, which uses the SVD of the cost matrix, can be used for

both fault detection and fault classification. For fault detection, the SVD results of the cost

matrix are used in conjunction with an exponential weighted moving average (EWMA)

control chart, while qualitative fault signatures are used for fault classification [214]. The

following subsections provide a more in-depth discussion regarding how the SVD results

of the cost matrix is used for the purpose of fault detection and fault classification.

6.3.1 Fault detection

The cost matrix data of the system, while under normal operating conditions, is required

to determine thresholds for the EWMA control charts for fault detection [214]. More

specifically, EWMA control charts and thresholds are used and determined for each of the

resulting SVD elements, namely the singular values and the singular vectors. The upper

and lower thresholds for each EWMA control chart are empirically chosen to achieve a
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confidence interval of 95%, which means that 95% of the “normal” data for the specific

SVD element fall within the upper and lower thresholds.

Once the different thresholds for the various SVD elements have been chosen, fault de-

tection can take place. During the fault detection process, SVD is applied to the current

cost matrix of the system and the resulting SVD elements of the current cost matrix are

compared with their respective thresholds. If any of the SVD elements, which include

the singular values and the entries inside of the corresponding singular vectors, exceed

either one of their respective thresholds, a fault is present within the system. Additional

information regarding the fault detection procedure, using the SVD of the cost matrix,

can be found in [214].

6.3.2 Fault classification

The fault classification procedure, using the SVD of the cost matrix, can be viewed as an

extension of the fault detection technique, mentioned in the preceding subsection. The

fault classification procedure requires the thresholds that were determined for the SVD

elements during the fault detection procedure. In contrast to the fault detection procedure,

which only required ‘normal’ cost matrix data, the fault classification procedure requires

additional cost matrix data for each type of fault.

The thresholds of the SVD elements and the cost matrix data for the different types of

faults are used to create qualitative fault signatures for each type of fault. The qual-

itative fault signatures use three symbols, namely, +, -, and 0, and these symbols are

assigned based on how the averages of the SVD elements of the ‘faulty’ cost matrices

change [214]. Moreover, the fault signature is a matrix whose dimensionality corresponds

to the combined dimensionality of the SVD elements, namely the singular values and their

corresponding singular vectors. If the average of an SVD element is above or below its

respective upper or lower thresholds, while the specific fault is present within the system,

the corresponding entry inside the fault signature will be marked with a + or -, respec-

tively. Meanwhile, if the average of the SVD element remains between its respective upper

and lower thresholds, the corresponding entry inside the fault signature will be marked

with a 0.

After a fault has been detected, a signature matrix is constructed for the current cost

matrix. The signature matrix for the current cost matrix will be populated, similar to the

process used to create the fault signatures mentioned in the preceding paragraph. Once

the signature matrix is constructed, it is compared to the different fault signatures for

similarity. The fault signature with the highest similarity to the signature matrix will

indicate the type of fault present within the system. It is important for fault signatures

to be as distinct as possible, to ensure that faults can be uniquely classified [215, 93, 90].
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Additional information regarding the fault classification procedure of the EGBV SVD

technique can be found in [214].
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6.4 Results

The fault detection and fault classification rates of the various benchmark detection and

classification techniques mentioned in Sections 6.2 and 6.3, are summarised in Tables

6.1 and 6.2, respectively. Note that the fault detection and fault classification rates are

expressed as percentages, with 100 indicating that the technique was able to detect or

classify the fault perfectly.

Table 6.1: Fault detection rates (%) for benchmark methods.

Fault ID PCA ICA PLS One-class SVM EGBV SVD

1 99.88 100 99.63 100 100

2 98.25 98.25 98.50 98.50 100

3 2.88 3.75 1.88 5.75 100

4 100 100 100 100 100

5 100 100 99.88 100 100

6 100 100 100 100 100

7 100 100 100 100 96.19

8 97.63 98 97.50 98 99.94

9 1.88 3.88 1.25 3.75 98.38

10 58.25 92.50 26.75 92.63 99.06

11 99.13 99.50 96.50 99.50 100

12 98.75 98.75 98.63 98.75 100

13 94.13 95.38 94.13 95.25 99.88

14 33.13 84.88 8.88 85.13 86.13

15 6.38 10.38 3 11.88 86.88

16 36.88 96.75 10.63 96.88 92.19

17 96.50 96.63 93.75 96.50 96.69

18 86.76 87.37 85.08 87.57 93.02

19 18.13 96.88 10.38 97 86

20 60.88 97.25 45.38 97.25 94.88

Average 69.47 83.01 63.59 83.22 96.46
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Table 6.2: Fault classification rates (%) for benchmark methods.

Fault ID PCA SVM ANN EGBV SVD

0 37.04 29.38 38.20 0

1 79.92 96.75 98.13 100

2 78.56 98 98 99.13

3 24.04 24 35.71 97.38

4 81.37 87.5 98.63 100

5 78.46 99.25 97 96

6 0 0 0 99.38

7 83.25 100 99.88 1.69

8 81.69 58.13 58.55 1.75

9 25.70 17.75 17.73 0

10 74.82 19.88 73.78 39.44

11 79.08 66 88.76 11.75

12 76.48 86.50 82.52 1.81

13 78.25 62.13 60.92 12.56

14 60.98 8.13 76.90 0

15 35.48 15.75 23.60 0

16 77.73 27.75 85.27 0

17 77.21 86.63 90.14 27.38

18 75.93 48.81 68.92 13.54

19 80.54 22.38 61.67 0

20 80.75 76 88.89 0

Average 65.11 53.84 68.72 33.42

6.5 Discussion

Fault detection:

Comparing the fault detection rates of the different techniques for faults 1 – 7, that is,

faults with a step-like nature (readers are referred to Table 2.1 for the different behaviours

of each fault), it is evident that the fault detection rates are mostly high for most faults

except fault 3. Among the different techniques, only the EGBV SVD technique was

able to detect fault 3 perfectly, while the other techniques had extremely poor detection

rates. However, this was expected since fault 3 is notoriously hard to detect using the raw

measurements, as mentioned in Section 2.6.2. Therefore, it appears that the energy and

exergy information of the cost matrix data makes it possible to detect faults that are hard

to detect with traditional techniques using the raw measurements.
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For faults that cause random variations within the system (faults 8 - 12), most detection

techniques had poor detection rates for fault 9, except the EGBV SVD technique. Similar

to fault 3, fault 9 is also notoriously hard to detect using the raw measurements, as

mentioned in Section 2.6.2. Furthermore, for fault 10, both the PCA and PLS techniques

had low detection rates, while the other techniques had much higher detection rates.

All the detection techniques had high detection rates for fault 13, which causes a slow drift

within the system. Furthermore, the EGBV SVD technique had the best detection rate

among the different techniques. The detection rates for the other techniques were slightly

lower and comparable with each other.

Faults that exhibit a sticking nature, faults 14 and 15, had mixed detection rates for the

non-exergy and energy methods. For fault 14, the ICA and one-class SVM techniques had

much higher detection rates, compared to the PCA and PLS techniques. Furthermore,

all the non-exergy and energy techniques had poor detection rates for fault 15, which was

expected, since it is a difficult fault to detect with the raw measurements, as mentioned

in Section 2.6.2. The EGBV SVD technique had high detection rates for faults 14 and

15, but the detection rates for faults 14 and 15 were not as extremely high compared

to previous faults. Moreover, the difference between the detection rates of the EGBV

technique and the more accurate non-exergy and energy methods, the ICA and one-class

SVM techniques, was not that large.

The PCA and PLS techniques had poorer detection rates for several unknown faults (faults

16 - 20), specifically faults 16, 19 and 20, compared to the other techniques. Furthermore,

all the techniques had relatively high fault detection rates for the remaining unknown

faults. Lastly, the EGBV SVD technique was outperformed by both the ICA and one-

class SVM techniques for detecting faults 16, 19 and 20.

Comparing the average fault detection rates, it was evident that the EGBV SVD technique

overall had a significantly higher fault detection rate compared to the rest of the techniques.

Consequently, it appeared that the exergy and energy data, in the form of the cost matrix,

utilised by the EGBV SVD offered more accurate fault detection compared to the non-

exergy and energy methods which use raw measurements. Furthermore, the average fault

detection rates for the non-exergy and energy methods, indicated that the ICA and one-

class SVM techniques greatly outperformed the PCA and PLS techniques. In addition,

the one-class SVM technique had a slightly higher average fault detection rate compared

to the ICA technique. The ICA and one-class SVM techniques had better average fault

detection rates and could be attributed due to the data possibly not following a Gaussian

distribution, and that PCA and PLS techniques are not able to work effectively with

non-Gaussian data [216, 217].
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Fault classification:

Fault classification for “normal” samples (fault 0) seemed to be difficult for all the tech-

niques (Table 6.2), especially the EGBV SVD technique. A possible explanation for the

poor performance of the EGBV SVD technique to classify “normal” samples could be on

how the fault signature matrices are constructed. Using the process outlined in Section

6.3.2, the fault signature matrix for normal conditions will contain only zeros, since all

SVD elements must be within the limits. However, several incipient faults, faults that do

not cause noticeable changes within the system, will also have fault signature matrices

containing zeros, and thus the SVD elements will mostly stay within the thresholds and

not have noticeable shifts. Consequently, the fault signature for normal conditions will

not be unique, making it impossible to accurately classify it.

For faults that exhibited a step-like nature (faults 1 - 7), all non-exergy and energy tech-

niques struggled with the classification of faults 3 and 6. The low fault classification rate

for fault 3 was expected (see Section 2.6.2); however, the non-existent fault classifica-

tion rate for fault 6 was surprising. The poor fault classification rate for fault 6 could

possibly be attributed to the Simulink TE model used to generate the raw measurement

data. Meanwhile, the EGBV SVD technique had high fault classification rates for most

of the step-like faults, except for fault 7, while the non-exergy and energy methods had

significantly higher fault classification rates for fault 7.

Faults 8 – 12, faults causing random variations within the system, had mixed classification

results among the different techniques. For fault 8, the PCA technique had a far higher

fault classification rate compared to the other techniques. All the techniques struggled

to classify fault 9; however, this was no surprise since fault 9 is difficult to classify, as

mentioned in Section 2.6.2. The SVM technique struggled to classify fault 10 and had

a significantly lower classification rate compared to the other techniques. Furthermore,

the EGBV SVD technique had extremely poor fault classification rates for the random

variation faults, and was outperformed by the other non-exergy and energy methods.

Regarding fault 13, which causes a slow drift within the system, the PCA technique had

a significantly higher classification rate compared to the other techniques. The SVM and

ANN techniques had lower but relatively still high classification rates compared to the

PCA technique. The EGBV SVD technique had the lowest fault classification rate among

the different techniques and had a significantly low classification rate.

Faults 14 and 15, exhibiting a sticking nature, had varying degrees of success in fault

classification rates among the different techniques. The EGBV SVD technique had very

poor classification rates and was unable to classify faults 14 and 15. For the non-exergy

and energy methods, the SVM technique had a poor fault classification rate for fault 14,

while the ANN technique had a higher fault classification rate compared to the other
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techniques. Furthermore, all non-exergy and energy techniques had relatively low fault

classification rates for fault 15, which was expected since it is a notoriously difficult fault

to classify, as mentioned in Section 2.6.2.

The PCA and ANN techniques had relatively high fault classification rates for the dif-

ferent unknown faults (faults 16 - 20). Meanwhile, the SVM technique had mixed fault

classification rates, and had especially poor classification rates for faults 16 and 19. Fur-

thermore, the EGBV SVD technique had the lowest classification rates among the different

techniques for the various unknown faults.

Comparing the average fault classification rates of the different techniques, it appears that

the PCA and ANN techniques had significantly better fault classification rates compared

to the other techniques. Furthermore, the ANN technique had the best average fault

classification rate, slightly higher than the average fault classification rate of the PCA

technique. The EGBV SVD technique had the lowest average fault classification rate,

and was significantly lower than the average fault classification rates of the other tech-

niques. Unlike the fault detection case, it appeared that the fault classification procedure

implemented by the EGBV SVD technique did not offer more accurate fault classification,

compared to the other non-exergy and energy methods. It can be argued that the poor

performance of the EGBV SVD technique might be attributed to the fact that the fault

signatures are not distinct enough to ensure that a fault can be uniquely identified (see

Section 6.3.2).

6.6 Comparison with ML techniques

In this section, the fault detection and fault classification rates of all the techniques used

in this study, including benchmark techniques, were compared for their ability to detect

and classify the different types of faults. Furthermore, bar charts were used to visualise

the comparative performance of the different techniques for the different types of faults.

Additionally, the best-performing technique(s) for each type of fault were tabulated for

both fault detection and classification.

6.6.1 Results

Fault detection

The fault detection rates of the different techniques per fault are illustrated in Figure 6.1.

Note that the fault detection rates are expressed as percentages, and the accompanying

colour legend on the right shows the different techniques. If a technique had a fault

detection rate of 0 for a specific fault, there will be no coloured bar on the bar chart for
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that specific fault.

Figure 6.1: Fault detection rates (%) for all techniques.

The best-performing fault detection technique(s) per fault are tabulated in Table 6.3.

Note that the fault detection rates, inside the “Performance” column, are expressed as

percentages. Furthermore, if multiple techniques have the best fault detection rate for

a specific fault, then all the respective techniques are listed. In addition, the type of

behaviour of each fault (see Section 2.6.2) is also listed in Table 6.3.
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Table 6.3: Best fault detection rate (%) per fault.

Fault ID Performance Technique Behaviour type

1 100

DNN

CNN 1D

CNN 2D

GCN-Net

ChebConv-Net

GATConv-Net

ICA

One-class SVM

EGBV SVD

Step

2 100 EGBV SVD Step

3 100

DNN

CNN 1D

CNN 2D

GCN-Net

ChebConv-Net

GATConv-Net

EGBV SVD

Step

4 100

CNN 1D

CNN 2D

GCN-Net

ChebConv-Net

GATConv-Net

PCA

ICA

PLS

One-class SVM

EGBV SVD

Step

5 100

DNN

CNN 1D

CNN 2D

GCN-Net

ChebConv-Net

GATConv-Net

PCA

ICA

One-class SVM

EGBV SVD

Step
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6 100

DNN

CNN 1D

CNN 2D

GCN-Net

ChebConv-Net

GATConv-Net

PCA

ICA

PLS

One-class SVM

EGBV SVD

Step

7 100

PCA

ICA

PLS

One-class SVM

Step

8 99.94 EGBV SVD Random variation

9 98.38 EGBV SVD Random variation

10 99.06 EGBV SVD Random variation

11 100 EGBV SVD Random variation

12 100 EGBV SVD Random variation

13 99.88 EGBV SVD Slow drift

14 86.13 EGBV SVD Sticking

15 86.88 EGBV SVD Sticking

16 96.88 One-class SVM Unknown

17 96.69 EGBV SVD Unknown

18 93.02 EGBV SVD Unknown

19 97 One-class SVM Unknown

20 97.25
ICA

One-class SVM
Unknown

Fault classification

The fault classification rates of the different techniques per fault are shown in Figure 6.2.

Note that the fault classification rates are expressed as percentages, and the accompanying

colour legend on the right shows the different techniques. If a technique had a fault

classification rate of 0 for a specific fault, no coloured bar will show on the bar chart for

that specific fault.
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Figure 6.2: Fault classification rates (%) for all techniques.

Table 6.4 summarises the best performing fault classification technique(s) per fault. Note

that the values within the “Performance” column represent the fault classification rates,

which are expressed in percentages. If several techniques had the best fault classification

rate for a specific fault, then all the techniques were listed. Furthermore, the type of

behaviour of each fault (see Section 2.6.2) was also included in Table 6.4.



CHAPTER 6. COMPARATIVE STUDY 106

Table 6.4: Best fault classification rate (%) per fault.

Fault ID Performance Technique Behaviour type

0 97.54 ChebConv-Net Step

1 100 EGBV SVD Step

2 99.13 EGBV SVD Step

3 100

DNN

CNN 1D

CNN 2D

GCN-Net

ChebConv-Net

GATConv-Net

Step

4 100

CNN 1D

CNN 2D

GCN-Net

ChebConv-Net

GATConv-Net

EGBV SVD

Step

5 99.94 CNN 1D Step

6 100

CNN 1D

ChebConv-Net

GATConv-Net

Step

7 100 SVM Step

8 84.69 GCN-Net Random variation

9 95.25 GCN-Net Random variation

10 90.06 GCN-Net Random variation

11 96.25 GCN-Net Random variation

12 96.38 GCN-Net Random variation

13 90.88 GATConv-Net Slow drift

14 80.81 ChebConv-Net Sticking

15 35.48 PCA Sticking

16 85.27 ANN Unknown

17 91.75 ChebConv-Net Unknown

18 75.93 PCA Unknown

19 80.54 PCA Unknown

20 88.89 ANN Unknown
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6.6.2 Discussion

Fault detection:

Comparing the fault detection rates for the faults exhibiting a step-like behaviour (faults 1

- 7), it was apparent from the bar charts for faults 3 and 7 (see Figure 6.1) that there were

large variations in the performance of the different techniques. The bar chart for fault

3 showed that the non-exergy and energy benchmark methods severely underperformed

compared to the exergy and energy methods. However, as mentioned in Section 2.6.2,

fault 3 is difficult to detect using the raw measurements. For fault 7 the non-exergy and

energy benchmark methods performed better compared to the exergy and energy methods.

Furthermore, for the exergy and energy methods the EGBV SVD benchmark method had

a far superior detection rate for fault 7 compared to the exergy and energy methods that

used ML. As mentioned in Chapters 4 and 5, the poor fault detection rates of the exergy

and energy methods that use ML may be due to the data of fault 7 not having a clear

distinction between “normal” and “faulty” samples, as seen with the results of the EDA.

For faults 8 – 12 (random variation faults), only the bar charts for faults 9 and 10 showed

drastic variations in fault detection performance between the different techniques. Non-

exergy and energy benchmark methods had poor detection rates compared to the exergy

and energy methods for fault 9. Similar to fault 3, fault 9 is also difficult to detect when

only using the raw measurements as mentioned in Section 2.6.2. For fault 10, the PCA and

PLS methods had the lowest detection rates, while the rest of the methods had relatively

high detection rates.

Fault 13, exhibiting a slow drift nature, had relatively consistent fault detection results

between the different techniques. Figure 6.1, indicates that the fault detection rates of

the different techniques for fault 13 were high and comparable with each other. Although

the different techniques had comparable fault detection rates, the technique with the best

fault detection rate for fault 13 was the EGBV SVD technique.

The bar charts for faults 14 and 15 (sticking nature) showed large variations in the fault

detection rates between the different techniques (Figure 6.1). Similar to fault 10, the PCA

and PLS techniques had the lowest detection rates for fault 14. Furthermore, it seemed

that the exergy and energy ML methods that used the node signature matrix data (GCN-

Net, ChebConv-Net, and GATConv-Net) had overall better detection rates for fault 14

when compared to the exergy and energy ML methods that used the cost matrix data

(DNN, CNN 1D, and CNN 2D). For fault 15, the EGBV SVD technique showed the

highest fault detection rate, while the other techniques had extremely low detection rates.

As mentioned in Section 2.6.2 fault 15 is difficult to detect.

For the unknown faults (faults 16 - 20), the ML exergy and energy methods were out-
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performed by several of the benchmark methods. As seen in Table 6.3, each of the best

performing fault detection techniques for faults 16 – 20 was a benchmark technique. Fur-

thermore, the results of Table 6.3 indicated that the one-class SVM technique was overall

the most accurate technique for detecting unknown faults due to the number of times it

occurred, followed by the EGBV SVD technique.

The best fault detection technique was the EGBV SVD technique and was identified as

the best detection technique for sixteen out of the twenty faults, as shown in Table 6.3.

The four faults where the EGBV SVD technique was not the best technique, include

faults 7, 16, 19 and 20. However, the bar charts for the four faults mentioned (Figure

6.1) illustrated that the EGBV SVD technique was not far behind in terms of detection

rate compared to the best technique(s) of the four mentioned faults. Furthermore, three

of the four faults were unknown faults and thus it seemed that the EGBV SVD technique

struggled to detect unknown faults compared to the other benchmark techniques.

Fault classification:

The exergy and energy methods using ML had no trouble to classify “normal” samples

(fault 0) correctly, as shown in the bar chart depicted in Figure 6.2. On the contrary,

the benchmark methods struggled to classify “normal” samples, resulting in low fault

classification rates. Among the benchmark methods, the EGBV SVD technique had the

lowest fault classification rate, which could be attributed to the way the fault signature

matrices are constructed, as mentioned in Section 6.3.2.

Faults with a step-like behaviour (faults 1 - 7), had high fault classification rates among

the ML exergy and energy methods for most of the faults, except for fault 7 which was

similar to the fault detection results. Furthermore, the non-exergy and energy benchmark

methods, except the PCA technique, had relatively high fault classification rates for most

of the step-like faults. However, the non-exergy and energy benchmark methods had poor

classification rates for faults 3 and 6. The poor fault classification rates for fault 3 were

expected, as fault 3 is difficult to classify using raw measurements, as mentioned in Section

2.6.2. The extremely poor fault classification rates for fault 6 might be attributed to the

TE Simulink model, as mentioned in Section 6.5. The EGBV SVD technique had excellent

fault classification rates for most of the step-like faults, except fault 7. The poor fault

classification rate for fault 7 using the EGBV SVD technique could be attributed to the

fault signature matrix not being distinct enough, as mentioned in Section 6.3.2.

Most of the ML exergy and energy techniques outperformed the benchmark techniques

for the random variation faults (faults 8 - 12); except for faults 8 and 11, where the CNN

1D technique had a lower classification rate compared to the PCA technique and the

DNN technique a lower classification rate compared to the ANN technique respectively



CHAPTER 6. COMPARATIVE STUDY 109

(see Figure 6.2). The non-exergy and energy benchmark techniques struggled to classify

fault 9 correctly. However, as mentioned in Section 2.6.2, fault 9 is a difficult fault to

classify using the raw measurements. Among the benchmark techniques, the EGBV SVD

technique overall had the lowest classification rates for the random variation faults.

The benchmark techniques had much lower fault classification rates for fault 13 (slow drift),

compared to the ML exergy and energy methods. The ML exergy and energy techniques

that use the node signature matrix data (GCN-Net, ChebConv-Net, and GATConv-Net)

had slightly better classification rates compared to the other ML exergy and energy tech-

niques (DNN, CNN 1D, and CNN 2D). Furthermore, among the benchmark techniques,

the EGBV SVD technique had the lowest fault classification rate for fault 13.

Faults with a sticking nature (faults 14 and 15) showed mixed classification rate results.

For fault 14, most of the ML exergy and energy techniques, except for the DNN and

CNN 1D techniques, performed better than the benchmark techniques. Conversely, the

non-exergy and energy benchmark techniques outperformed the rest of the exergy and

energy techniques for fault 15. Although the non-exergy and energy benchmark techniques

outperformed the rest of the techniques, their fault classification rates for fault 15 were

relatively low. As mentioned in Section 2.6.2, it is difficult to accurately classify fault 15

using the raw measurements of the TEP.

For some of the unknown faults (faults 16 - 20), the non-exergy and energy benchmark

techniques significantly outperformed the other techniques, especially for faults 16, 19 and

20. The remaining faults, faults 17 and 18, indicated that the ML exergy and energy

methods had better or comparable fault classification rates compared to some of the non-

exergy and energy benchmark methods. Overall, based on the results in Table 6.4, the

non-exergy and energy benchmark techniques seemed to be better equipped to classify

unknown faults compared to the exergy and energy techniques.

To summarise, the best performing technique(s) in Table 6.4 were the ML exergy and

energy techniques that used the node signature matrix data. Therefore, it appeared that

using the node signature matrix data offered better fault classification instead of the cost

matrix data. Furthermore, using ML techniques for the exergy and energy data seemed

to allow for more accurate fault classification, compared to the statistical fault signature

approach used in the EGBV SVD technique.

6.7 Conclusion

In this chapter, different benchmark techniques for fault detection and fault classification

were investigated and compared to the ML-based techniques in Chapters 4 and 5. The

benchmark techniques included statistical, ML, and exergy and energy-based techniques.
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Furthermore, it was discovered that the benchmark exergy and energy technique, the

EGBV SVD technique, had superior fault detection rates compared to the other tech-

niques. However, it had extremely poor fault classification performance compared to the

other techniques. For fault classification, it was observed that the ML techniques investi-

gated in Chapter 5, using the node signature matrix data, offered better fault classification

compared to the rest of the techniques. Finally, it was concluded that some of the non-

exergy and energy benchmark methods outperformed the exergy and energy techniques on

several faults for both fault detection and classification, especially for the unknown faults.



Chapter 7

Conclusion

7.1 Summary and conclusions

Various ML techniques, were applied to the different levels of abstraction within the EGBV

technique, and were compared to benchmark FDI techniques to highlight the merits and

shortcomings of the different techniques. The four research objectives outlined in Chapter

1 have been achieved, consequently answering the research question.

7.1.1 Exploratory data analysis of cost matrix and node signature ma-

trix data

Exploratory data analysis (EDA) was performed on the data from the cost and node sig-

nature matrices in Chapter 3. PCA, distance matrices, and self-organising maps were used

to explore the data for the cost and node signature matrices. The techniques mentioned

indicated that it may be inherently more difficult to detect and classify certain faults com-

pared to others. As mentioned in Section 3.1, EDA is useful for generating hypotheses.

Therefore, the EDA served as a basis for potentially explaining why certain faults were

difficult to detect and classify. However, the hypotheses generated with the EDA could

only be confirmed or dismissed once ML techniques were applied to the data and their re-

sults were analysed. Examples, where hypotheses generated by the EDA were confirmed,

include faults 15 and 19 (see Tables 3.7 and 3.8), which had extremely poor fault detection

and classification rates. On the other hand, hypotheses that were dismissed include faults

3 and 9 for the cost matrix data (see Table 3.7) and fault 14 for the node signature matrix

data (see Table 3.8), which had unexpectedly high fault detection and classification rates.
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7.1.2 Application and evaluation of machine learning techniques for the

cost matrix data

Three traditional non-graphical ML techniques, able to process Euclidean data, were in-

vestigated and applied to the cost matrix data. The three techniques included a DNN,

a one-dimensional CNN and a two-dimensional CNN. These three mentioned techniques

were chosen, since they can process Euclidean data in different ways.

The fault detection and fault classification rates indicated that the two-dimensional CNN

performed the best among the different techniques. Since the two-dimensional CNN per-

formed the best, it appeared that the useful entries inside the cost matrix, which are used

for fault detection and classification, were grouped locally and spanned across multiple

rows and columns.

7.1.3 Application and evaluation of machine learning techniques for the

node signature matrix data

Graphical ML techniques that can process non-Euclidean data structures, such as graphs,

were investigated and applied to the node signature matrix data. Graph neural networks

(GNNs) were considered as potential graphical ML techniques, and graph CNNs were the

preferred choice. Three different types of graph CNNs, GCN-Net, ChebConv-Net, and

GATConv-Net, were investigated and applied. Furthermore, the three above-mentioned

graph CNNs consisted of spectral and spatial methods.

GCN-Net, ChebConv-Net, and GATConv-Net exhibited comparable fault detection rates,

while ChebConv-Net had the highest overall fault classification rate. Therefore, it ap-

peared that spectral convolutional GNNs were more suitable for the node signature matrix

data compared to spatial convolutional GNNs. Compared to the two-dimensional CNN,

the graph CNNs had overall lower fault detection rates. However, ChebConv-Net had the

highest overall fault classification rate compared to the two-dimensional CNN. Therefore,

the node signature matrix offers more accurate fault classification compared to the cost

matrix.

7.1.4 Comparison between machine learning techniques and benchmark

techniques

Several benchmark FDI techniques including the standard EGBV technique were imple-

mented. The benchmark FDI techniques, except for the standard EGBV technique, used

raw process measurements instead of exergy and energy measurements. The fault detec-

tion and fault classification rates of the benchmark techniques were compared with the
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results obtained in Chapters 4 and 5 with the ML techniques.

The comparison indicated that the standard EGBV technique had superior fault detection

capabilities and significantly outperformed the other techniques. Therefore, it appears

that the cost matrix data offer the most accurate fault detection results overall. However,

the standard EGBV technique had a poor overall fault classification performance, while

the ChebConv-Net had the highest overall fault classification rate among the various

techniques. Consequently, it appears that applying ML to the data of the node signature

matrix offers the most accurate fault classification results overall.

7.2 Future work and recommendations

During the current study, several aspects were identified that require further investigation

and improvement. The aspects are briefly mentioned and described in the subsequent

subsections.

7.2.1 Feature selection for cost and node signature matrices

Several of the fault detection benchmark techniques in Chapter 6 namely, PCA, ICA, and

PLS, used only a subset of the raw measurements/variables for fault detection purposes

[99]. The performance of a data-driven FDI technique is affected by the choice of vari-

ables/features used [218]. Redundant and uninformative variables/features will cause the

performance of the data-driven FDI technique to degrade. Conversely, using only infor-

mative variables/features will allow the performance of the data-driven FDI technique to

improve.

The ML techniques implemented in Chapters 4 and 5, used all the variables/features

inside the cost and node signature matrices. Some of the variables/features may have

been redundant or uninformative, potentially causing the ML techniques to achieve lower

fault detection and classification results with certain faults. Consequently, feature selec-

tion techniques that can determine the optimal features/variables inside of the cost and

node signature matrices for the purposes of fault detection and classification should be

investigated.

7.2.2 Alternative methods of fault signature generation with standard

EGBV technique

The standard EGBV technique had superior fault detection capabilities compared to the

EGBV technique that used ML techniques. However, the fault classification performance
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of the standard EGBV technique was extremely poor. The poor fault classification per-

formance of the standard EGBV technique was due to the fact that the fault signatures

were not distinct enough or equidistant from the signature of the current sample.

Fault signatures are used by the standard EGBV technique to classify faults by comparing

each fault signature against the signature of the current sample. The fault signature

that is most similar to the signature of the current sample is indicative of the type of

fault. Therefore, if the fault signatures are too similar to each other or equidistant from

the signature of the current sample, the current sample cannot be uniquely identified,

leading to poor fault classification results. Therefore, alternative methods for generating

more distinct fault signatures for the standard EGBV technique should be investigated to

potentially improve the fault classification capabilities of the standard EGBV technique.

7.2.3 Comparison with temporal machine learning techniques

All the ML techniques implemented in Chapters 4 and 5 do not consider the temporal

relationships between samples, meaning that they consider each sample independently.

On the contrary, temporal ML techniques can consider the temporal relationship between

samples, which makes them ideal for fault diagnosis purposes in systems with changing

dynamics [219]. Representing the exergy and energy information of the system as a time

series and implementing temporal ML techniques might be an interesting comparison

against the sample-by-sample ML techniques of Chapters 4 and 5.

7.2.4 Hybrid FDI techniques

The cost matrix data in conjunction with the standard EGBV technique achieved excel-

lent fault detection. Meanwhile, the node signature matrix data paired with the graph

convolution neural networks resulted in the highest overall fault classification rates. Con-

sequently, it appears that the data inside the cost matrix and node signature matrices

have their respective strengths for fault detection and fault classification, respectively.

Therefore, future work where hybrid FDI techniques use the combined data from both

the cost and node signature matrices for fault detection and classification may warrant

further investigation.

7.2.5 Explainable AI

The ML techniques used in Chapters 4 and 5 are regarded as black box models, meaning

that the inner workings of the model are not easily interpretable by humans. The lack

of interpretability makes it difficult for these ML techniques to be adopted in real-world
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settings where safety is vital and human operators need to trust the techniques [220]. In

addition, the ability to interpret the predictions made by ML models makes it possible

to identify the root causes resulting in certain incorrect predictions [221]. Consequently,

future work is required to improve the interpretability of ML models applied within the

EGBV context.

7.3 Closure

In this study, the objective of comparing the ML techniques used within the EGBV context

against other benchmark FDI techniques was achieved. The use of ML techniques within

the EGBV context did not necessarily improve the fault detection ability compared to the

benchmark FDI techniques. However, a significant improvement was achieved in terms

of fault classification ability when ML techniques were used within the EGBV context,

compared to the FDI benchmark techniques.
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Appendix A

Tennessee Eastman Process

variables

The manipulated and measurable variables within the TEP are summarised in Table A.1

and Table A.2, respectively [64]. Note that the four reactants are indicated as A, C,

D, and E, the two products as G, and H, the inert product as B, and the byproduct as

F. Furthermore, the last manipulated variable (agitator speed) remains constant during

the operation of the TEP and is usually ignored, resulting in a total of 52 variables (41

measurable variables and 11 manipulated variables).

Table A.1: Manipulated variables within the Tennessee Eastman process.

Variable number Description Units

1 D feed flow kg/h

2 E feed flow kg/h

3 A feed flow kscmha

4 A and C feed flow kscmh

5 Compressor recycle valve %

6 Purge valve %

7 Separator pot liquid flow m3/h

8 Stripper liquid product flow m3/h

9 Stripper steam valve %

10 Reactor cooling water flow m3/h

11 Condenser cooling water flow m3/h

12 Agitator speed rpm

a kscmh = kilo standard cubic meters per hour

135



APPENDIX A. TENNESSEE EASTMAN PROCESS VARIABLES 136

Table A.2: Measured variables within the Tennessee Eastman process.

Variable number Description Units

1 A feed kscmh

2 D feed kg/h

3 E feed kg/h

4 A and C feed kscmh

5 Recycle flow kscmh

6 Reactor feed rate kscmh

7 Reactor pressure kPa gauge

8 Reactor level %

9 Reactor temperature ◦C

10 Purge rate kscmh

11 Product separator temperature ◦C

12 Product separator level %

13 Product separator pressure kPa gauge

14 Product separator underflow m3/h

15 Stripper level %

16 Stripper pressure kPa gauge

17 Stripper underflow m3/h

18 Stripper temperature ◦C

19 Stripper steam flow kg/h

20 Compressor work kW

21 Reactor cooling water outlet temperature ◦C

22 Separator cooling water outlet temperature ◦C

23 Reactor feed analysis (Component A) mol%

24 Reactor feed analysis (Component B) mol%

25 Reactor feed analysis (Component C) mol%

26 Reactor feed analysis (Component D) mol%

27 Reactor feed analysis (Component E) mol%

28 Reactor feed analysis (Component F) mol%

29 Purge gas analysis (Component A) mol%

30 Purge gas analysis (Component B) mol%

31 Purge gas analysis (Component C) mol%

32 Purge gas analysis (Component D) mol%

33 Purge gas analysis (Component E) mol%

34 Purge gas analysis (Component F) mol%

35 Purge gas analysis (Component G) mol%

36 Purge gas analysis (Component H) mol%

37 Product analysis (Component D) mol%

38 Product analysis (Component E) mol%

39 Product analysis (Component F) mol%

40 Product analysis (Component G) mol%

41 Product analysis (Component H ) mol%



Appendix B

Exploratory data analysis

Links to the results of the EDA techniques can be found in the following subsections. Furthermore, each

subsection briefly describes how to interpret the results obtained. Note that the EDA results were obtained

using 48-hour simulation runs, where the respective faults were introduced after 8 hours. In addition, the

48-hour simulation runs were sampled at 3-minute intervals.

B.1 Principal component analysis results

The resulting PCA plots for both the cost and node signature matrices data for all the faults can be found

by following the link listed below. Note for the PCA plots that the blue dots represent normal samples,

while the red dots represent faulty samples. Normal samples refer to samples where the system was still

operating normally, and faulty samples refer to when a specific fault was induced and present within the

system.

https://doi.org/10.25388/nwu.c.7977635

B.2 Distance matrices results

The distance matrices for both the cost and node signature matrices data for all faults can be found

by navigating to the link listed below. Note that in the distance matrices lighter colours represent larger

distances between data points, while darker colours represent smaller distances between data points. Lastly,

note that the axes of the distance matrices correspond to the sample numbers of the data used.

https://doi.org/10.25388/nwu.c.7977647

B.3 Self-organising map results

The output of the self-organising maps for the cost and node signature matrices data for all the faults

can be found by using the link listed below. Note that the colour legend accompanying the output of
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each self-organising map represents how closely the weights of a neuron correspond to the weights of

neighbouring neurons. Darker colours indicate that the neuron’s weight differs greatly from the weights

of neighbouring neurons, and lighter colours indicate that the neuron’s weight more closely resembles the

weights of neighbouring neurons.

https://doi.org/10.25388/nwu.c.7977653



Appendix C

Machine learning for the cost

matrix data

The optimal hyperparameters of the traditional non-graphical machine learning techniques, obtained with

hyperparameter tuning, are summarised in the subsequent tables. With hyperparameter tuning it was also

discovered that the best optimizer to use with each model is the ADAM optimizer. Note that all models

used the ReLU activation function.

Hyperparameter tuning was also used to identify the optimal type of dataset to use with each model during

training. The types of datasets can be mainly divided into normalised or standardised datasets. Further-

more, the scaling constants used when normalising or standardising the datasets could be determined

using either the entire data set or only the NOC data. Consequently, hyperparameter tuning was used to

determine whether the data should be normalised or standardised, as well as how the scaling constants

should be calculated.

Note that for the one-dimensional CNN, the search space for the optimal type of dataset was enlarged

by considering whether the cost matrix should be flattened row-wise or column-wise. Flattening the cost

matrix row-wise or column-wise would affect the relative positions of entries within the resulting vector,

thereby also influencing the performance of the one-dimensional which depends on relative position of

entries. Consequently, for the one-dimensional CNN dataset, it is indicated whether the cost matrix was

flattened row-wise or column-wise.

Table C.1: Batch sizes used for the traditional non-graphical machine learning technique

for the cost matrix data.
Model Batch size

DNN 64

CNN 1D 32

CNN 2D 32
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Table C.2: Learning rates used for the traditional non-graphical machine learning tech-

nique for the cost matrix data.

Model Learning rate

DNN 0.00040

CNN 1D 0.00040

CNN 2D 0.00025

Table C.3: Datasets used for the traditional non-graphical machine learning technique for

the cost matrix data.
Model Dataset

DNN Standardized all

CNN 1D Normalized NOC (column)

CNN 2D Standardized all

The Dropout values used in the layers of the different machine learning techniques are summarised in the

subsequent tables. Readers are referred to Table 4.2, to see the positions of the different layers, mentioned

in the subsequent tables, with respect to their model architectures.

Table C.4: Dropout values used for the layers of the DNN.

Layer Dropout value

FC(425) 0.323

FC(375) 0.252

FC(300) 0.235

FC(225) 0.209

Table C.5: Dropout values used for the layers of the 1D CNN.

Layer Dropout value

FC(225) 0.233

FC(225) 0.336

Table C.6: Dropout values used for the layers of the 2D CNN.

Layer Dropout value

FC(175) 0.250



Appendix D

Machine learning for the node

signature matrix data

The optimal hyperparameters of the graphical machine learning techniques, that were not mentioned in

Section 5.4, are summarised in Tables D.1 - D.6. With hyperparameter tuning it was also discovered that

the best optimizer to use with each model was the ADAM optimizer. Note that all models used the ReLU

activation function.

Hyperparameter tuning was also used to identify the optimal type of dataset to use with each model during

training. The types of datasets can be mainly divided into normalised or standardised datasets. Further-

more, the scaling constants used when normalising or standardising the datasets could be determined

using either the entire data set or only the NOC data. Consequently, hyperparameter tuning was used to

determine whether the data should be normalised or standardised, as well as how the scaling constants

should be calculated.

Table D.1: Batch sizes used for the graphical machine learning technique for the node

signature matrix data.

Model Batch size

GCN-Net 128

ChebConv-Net 64

GATConv-Net 32

Table D.2: Learning rates used for the graphical machine learning technique for the node

signature matrix data.

Model Learning rate

GCN-Net 0.00187

ChebConv-Net 0.00110

GATConv-Net 0.00063
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Table D.3: Datasets used for the graphical machine learning technique for the node sig-

nature matrix data.
Model Dataset

GCN-Net Standardized all

ChebConv-Net Standardized all

GATConv-Net Standardized all

The Dropout values used in the layers of the different graphical machine learning techniques are summarised

in the subsequent tables. Readers are referred to Table 5.2, to see the positions of the different layers,

mentioned in the subsequent tables, with respect to their model architectures.

Table D.4: Dropout values used in the layers of the GCN-Net.

Layer Dropout value

FC(500) 0.484

Table D.5: Dropout values used in the ChebConv-Net.

Layer Dropout value

FC(500) 0.258

FC(200) 0.215

Table D.6: Dropout values used in the GATConv-Net.

Layer Dropout value

FC(500) 0.2375

FC(425) 0.4837


