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PREFACE
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dissertation was language edited before submission.
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ABSTRACT

Managers apply risk management when seeking balance between risk taking and reward. The
existence of a mature risk culture, rather than the presence of risk management capability,
confirms the value that risk management contributes to the achievement of organisational
strategies. This study assessed differences in perceptions of risk culture maturity between 31 top
and 225 senior mining managers, and among a corporate office and two groups of 10 mining
facilities. Risk culture maturity perceptions were assessed by applying the North-West University
Centre for Applied Risk Management Risk Culture Scale (UARM RCS-2018). Results from the
UARM RCS-2018 assessment confirmed that the management of the mining company studied
perceived it to have a mature risk culture. However, there were significant differences in
perceptions of risk culture at a 5% probability between both the top and senior management
levels, and between the corporate office and the two groups of mining facilities. Twenty-three
percent of participating managers selected ‘lack of accountability for managing risk’ as a priority
item to improve the inclusion of risk in decision-making. The outcome of the study could be useful
to board and executive members, since it confirms that the company’s investment in risk
management capability enabled a risk management approach in support of risk-informed
decision-making. In view of the lack of academic risk culture research available to the mining
industry, this study offers introductory research that confirms risk management’s value by

verifying the existence of a mature risk culture rather than assessing risk management capability.

Keywords: risk culture, risk decision-making, global financial crises, risk management
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RESEARCH PROJECT OVERVIEW

Study in relation to the field of risk management

Risk management should support strategic decision-making (March & Shapira, 1987). It makes
available relevant and updated information regarding uncertainties associated with company-chosen
strategies and objectives (COSO, 2017). However, unless it leads to strategic risk-informed decision-
making, it merely serves as compliance mechanism creating a false sense of value (FSB, 2014).
The 2008 global financial crisis has shown that risk-informed decision-making is not always
embraced by executives, which creates a concern for investors, regulators and other stakeholders
(Sheedy, Griffin, & Barbour, 2017). This study is about evaluating risk-informed decision-making, by
assessing the risk culture maturity of an organisation, and thereby confirming the value obtained

from risk management.
Interest in topic

When scrutinising recent annual reports from listed mining companies, evidence was presented that
risk management programmes have been integrated with business activities and strategic decision-
making. However, the evidence that was presented by some of the mining companies did not
correspond with the personal experiences | had in visiting close to 100 different mining facilities in
South Africa, as a contractor working in the mining services industry. In my view, some of the mining
companies were overstating their risk management capability, which made me wonder how investors

judged the executive leadership’s ability to execute strategies and objectives successfully.

Post mortems of the 2008 global financial crisis cited risk culture maturity as the distinguishing factor
between financial companies that were unaffected by the crisis, and the ones that were bankrupted
(Coluccia, Fontana, Graziano, Rossi, & Solimene, 2017). Noting that the mining industry is less
regulated than banking, should investors perhaps not demand an assessment of an organisations
risk culture maturity, as proof of leadership’s ability to sustainably optimise organisational value? As
no other studies were found on risk culture in the mining industry, | wanted to explore the UARM
RCS-2018 approach to assess risk culture, as a first step in answering my question.

Intended audiences

This study is intended to add to the existing body of academic risk culture knowledge specifically
related to the mining industry and also to highlight new areas for research. The study should be
valuable to board members, executive personnel and senior management as it assesses the study

organisation’s risk culture maturity with the aim of confirming the added value of risk management.

The study is also aimed at board members, executive personnel and senior management, in

providing an impression of the current organisational risk culture, grounded mostly on their added



perceived value and associated investment in companywide risk management. Risk practitioners

might benefit from the suggestions made as to how to improve risk culture in the mining industry.
Selected journal

The Journal of Risk Research was selected as the preferred journal for publication of this article.
Consideration was given to the fact that the journal is peer-reviewed, has an acceptable impact factor
(2016: 1.34), a clear scope of preferred content and comprehensive author requirements. This
periodical has published articles that featured inter-relationships between risk, decision-making and
organisational players in the engineering industry, which relate to some of the main aspects covered
in this article. Since this journal is published internationally, it would, one hopes, spark more debate
about risk culture in the international mining community. More information regarding the journal can

be accessed at the following internet link: https://www.tandfonline.com/Iloi/rjrr20

The final selection and submission to a journal will be proceeded by a re-working of article content,
formatting and layout, taking cognisance of examination feedback and the synergy between this

study and the journal’s objectives.
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ARTICLE
Comparing top and senior manager perceptions of risk culture in a mining company
1. Abstract

Managers apply risk management when seeking balance between risk taking and reward. The
existence of a mature risk culture, rather than the presence of risk management capability, confirms
the value that risk management contributes to the achievement of organisational strategies. This
study assessed differences in perceptions of risk culture maturity between 31 top and 225 senior
mining managers, and among a corporate office and two groups of 10 mining facilities. Risk culture
maturity perceptions were assessed by applying the North-West University Centre for Applied Risk
Management Risk Culture Scale (UARM RCS-2018). Results from the UARM RCS-2018
assessment confirmed that the management of the mining company studied perceived it to have a
mature risk culture. However, there were significant differences in perceptions of risk culture at a 5%
probability between both the top and senior management levels, and between the corporate office
and the two groups of mining facilities. Twenty-three percent of participating managers selected ‘lack
of accountability for managing risk’ as a priority item to improve the inclusion of risk in decision-
making. The outcome of the study could be useful to board and executive members, since it confirms
that the company’s investment in risk management capability enabled a risk management approach
in support of risk-informed decision-making. In view of the lack of academic risk culture research
available to the mining industry, this study offers introductory research that confirms risk
management’s value by verifying the existence of a mature risk culture rather than assessing risk

management capability.

Keywords: risk culture, risk decision-making, global financial crises, risk management



2. Introduction

Post-mortem reviews of the most recent global financial crisis of 2008 (GFC) revealed a disconnect
between actual and documented risk profiles at various multinational financial organisations (De
Jonghe, Edelsten, & Xavier, 2013). The risk management practised by boards and legislators at
these organisations failed to protect stakeholder interests. Risk management’s value in contributing
to the achievement of organisational strategies and objectives cannot be assessed by evaluating
organisational risk management capability, but rather by verifying the presence of a mature risk
culture (Coluccia et al., 2017; DNB, 2015; Sheedy & Griffin, 2017).

The listed mining company reviewed in this study invested in risk management capability from 2012
onwards and views risk management as a strategic enabler. Even so, the company’s risk culture has
never been assessed before, causing uncertainty about the added value of its risk management
approach. This study aimed to fill this gap and assessed management’s perception of risk culture
maturity at top (Patterson E or F band) and senior (Patterson D band) management levels across

facilities by performing a questionnaire-based risk culture assessment (Holmes, 1981).

The study followed a survey-based research approach and involved collecting data from 256 out of
a population of 638 managers. The survey was performed across 10 mining facilities and their
corporate office by applying the North-West University’'s 2018 Centre of Applied Risk Management
(UARM) Risk Culture Scale (UARM RCS-2018). The UARM RCS-2018 comprises 42 items that
assess two risk-culture-related factors, namely, (1) the perceived level of integration of risk in
decision-making processes, and (2) the perceived comfort with one’s own risk management role.

The study also assessed three diagnostic type questions. The first question forms part of the UARM
RCS-2018 suite of 43 items and asked participants to rank 9 predefined options ‘to best improve the
inclusion of risk in decision making’. The two additional questions investigated company-specific risk
management issues raised by the company’s risk department. More specifically, the second question
assessed management’s capacity for considering internal and external company risk and the third

question verified if managers took ownership of company risk.
The study attempted to answer the following research questions:

e What is the perceived risk culture of the organisation, top and senior management level
employees, and the different mining facilities?

e Does management’s perception of risk culture differ significantly, between top and senior
management levels, and across the different mining facilities?

o What could be the reason for statistically significant differences and how can they be

mitigated, should they exist?



The results of the study could be useful to the board and executive members of the mining company
studied, as they might confirm the added value of recent efforts to implement risk management.
Management would benefit from knowing whether the company’s current risk management
approach is suitable to support strategic decision-making and fulfil its intended role as a strategic
enabler. Risk practitioners might gain new insight on how to improve further the risk management

approach by considering the improvements suggested by the respondents to the questionnaire.

There is a perhaps surprising lack of academic research on risk culture available to the mining
industry, so that this study offers introductory research that explains some aspects and potential
benefits related to the concept of risk culture. Mining companies would possibly understand the link
between risk management and risk culture better from reading this paper. In general, this study adds
to the existing body of risk culture knowledge by presenting introductory research on the mining
industry and suggests areas for further study. Lastly, it is hoped that once listed mining companies
familiarise themselves with the concept of risk culture, their annual public reporting would be

expanded also to include confirmation about the status of their risk culture.

The rest of the work is structured as follows: Section 3 contextualises the mining industry with focus
on listed companies and provides background on relevant academic theory related to risk culture;
Section 4 describes the method, data analysis and ethical considerations used to conduct the

research; Section 5 presents the results and discussion; and Section 6 discusses the conclusions.
3. Background

3.1 South African mining

After more than 130 years of mining, South Africa still holds considerable quantities of known mineral
reserves in global terms, namely, platinum group metals (91%), chromium (39%), manganese (29%),
gold (11%), diamonds (9%), coal (1.4%) and iron ore (1%) (BGR, 2017; Minerals Council South
Africa, 2016; U.S. Geological Survey, 2018). Reserve quantities on their own give a one-sided view
of South Africa’s mining potential without also considering geological appeal and country-specific
policies (Ashley & Green, 2018). When applying these criteria, South Africa was rated in the 51st
position for its mining investment attractiveness compared with 90 competing destinations (Ashley
& Green, 2018). Locally, mining’s contribution to gross domestic product has declined from an
estimated 21% in 1980 to 6.8% in 2017 (Minerals Council South Africa, 2018; South Africa. Statistics
South Africa, 2017, 2018a). However, for a decade up to 2016, the sale of mining commodities still
generated a handsome average 24% of total foreign exchange (Minerals Council South Africa,
2017). The industry provided 2.8% of formal direct employment in the first quarter of 2018 (South
Africa. Statistics South Africa, 2018b).



3.2 Characteristics of the mining industry

The mining industry has unique characteristics that affect its risk profile. The development or
extension of mining projects is capital intensive with long lead times before first revenue generation
(Benning, 2000; South Africa. Davis Tax Committee, 2016). Mining projects have a finite life-span
because of their dependence on non-renewable mineral resources (Richards, 2006). Production
facilities are geographically captured, making them vulnerable to government philosophy and
associated policies (South Africa. Davis Tax Committee, 2016). Mining companies are price-takers,
unable to recover cost increases from final consumers because of their dependence on cyclical
global commodity trading (Simonsen & Perry, 1999). Closure liabilities generally escalate over the
lifespan of projects as legislative requirements are constantly evolving to better protect the

environment against industrial impacts (ICMM, 2005).
3.3 Overview of risk management in listed mining companies

Mining companies rely on quantitative risk management techniques from various specialist fields to
support decision-making with regard to investments, acquisitions, new developments, projects,
hedging transactions, insurance placements and compliance matters (Brimelis, Brown, Nikodemus,
& Tjarve, 1999; Davies & Kijko, 2003; Dhanani, 2003; Joy, 2004; Kennedy, 1990, pp. 413, 436;
Tufano, 1996). The integrated use of risk-based principles and techniques in the fields of corporate
governance, sustainable development and regulatory compliance probably encourages mining
companies to apply risk management across organisations by adopting a common risk language
that emphasises sustainable value creation (Australia. Department of Resources, 2008; ICMM,
2015; 1ISD, 2007; IODSA, 2016; 1ISO, 2018; Kimbrough & Componation, 2009; OECD, 2011). In fact,
some of the most valuable listed mining companies describe risk management as a strategic
differentiator applied in pursuit of sustainable value creation (BHP, 2017; Glencore, 2018; S&P
Global, 2017).

In listed mining companies risk management is often cited for its supporting or enabling role in
strategic decision-making (Barrick Gold, 2018; BHP, 2017; China Molybdenum, 2018; Fresnillo,
2018; Glencore, 2018). In these organisations’ oversight of risk-based decision-making happens at
board and subcommittee level generally staffed by varying combinations of highly qualified and
experienced board, executive, top management and specialist members (Freeport-McMoRan, 2018;
South 32, 2018; Vedanta, 2018). Oversight typically involves: (1) the approval and ongoing
optimisation of risk appetite statements, (2) assessment of principal strategic risks, (3) verification of
risk frameworks, and (4) the reviewing of management reports (Agrium, 2018; Franco-Nevada, 2018;
Norilsk Nickel, 2017; Rio Tinto, 2018; Vale, 2018). Annual reports classically provide details about
principal, significant, material or top risks in varying detail often following international guidelines or

legislative requirements (Agrium, 2018; Newmont Mining, 2018; Saudi Arabian Mining, 2018).



Companies often provide separate financial risk reporting with regard to their exposure to liquidity,

commodity pricing, foreign exchange, interest rates and credit profiles (Hindustan Zinc, 2017)

Listed mining organisations mostly have dedicated head office-based risk management departments
that provide services across the organisation supported by senior management level employees at
operating facilities with either shared or dedicated risk responsibility (Merafe Resources, 2018; Vale,
2018). Risk departments are often headed by a group risk manager with direct reporting
responsibility at both executive and board committee level, who reports to a financial executive head.
Risk responsibility with regard to health, safety and sustainable development are often excluded
from the risk department’s mandate and structured under a different executive head (Lonmin, 2018).
The complexity of risk management structures usually mimics the overall complexity of the

organisation.
3.4 The organisation studied

The organisation studied is a diversified listed mining resources company with interests in the
metallurgical, chemical and energy markets. Although the company has a global footprint, the study
reported here focused on the South African-based operations including their corporate office and 10
mining facilities. The company pursued an enterprise risk management implementation programme
from 2012 onwards and views risk management as a strategic enabler rather than a financial
compliance vehicle. The company leadership acknowledged in their 2016 integrated report that
effective risk management is dependent on a proactive risk culture, with employees understanding
their role in managing risks in their environment. A global financial services organisation rated the
company’s risk management capability as ‘mature’ during a governance, risk and compliance

maturity and integrated assurance assessment performed in 2017.
3.5 The relationship between risk, risk management and risk culture

Publicly listed organisations create value by achieving board-approved strategies and objectives
without compromising long-term shareholder value in line with missions, visions and core values
(COSO0, 2017; IODSA, 2016; Sheedy et al., 2017). Risk has been defined as ‘the effect of uncertainty
on objectives’ (ISO, 2018). As managers welcome positive effects of uncertainty, they are more
concerned with minimising probable negative impacts on objectives (Kimbrough & Componation,
2009; Tversky & Fox, 1995). As negative impacts destroy value, managers must decide how much
upfront value they are going to sacrifice to prepare themselves against the impacts of the most likely
value-destroying events (Aven, 2012; March & Shapira, 1987). Managers therefore seek an optimum
balance between risk taking and reward by making decisions about future uncertain events (De
Jonghe et al., 2013; DNB, 2015; IRM, 2012).

Organisations apply risk management to contextualise future uncertainty on objectives (Kimbrough

& Componation, 2009). Risk management is defined as ‘coordinated activities to direct and control



an organisation with regards to risk’ (ISO, 2018). However, the recent financial crisis challenged the
effectiveness of risk management when various multinational organisations were unable to
successfully navigate the impacts of the subprime mortgage market (Australia. Prudential Regulation
Authority, 2016). The risk management practised in boardrooms failed to mitigate value-destroying
events. Post-mortem studies verified that effective risk management in financial organisations was

dependent on the existence of a mature risk culture (Sheedy & Giriffin, 2017).

A comparison of top risks identified in publicly listed mining company reports, is yielding many
similarities, and varies mostly only in priority between organisations (Anglo American, 2017; BHP,
2017; Rio Tinto, 2018). Unless these companies have separate risk registers not shared in public,
the boards of these companies act to mitigate the effects of similar probable events of uncertainty.
Investors are put at ease with similar high-level risk mitigation strategies in organisations that are
structured differently, have varying mineral reserves, operate in different territories and have different
management teams. The mining industry could therefore be as ill-prepared as was the financial
industry when having to face a series of global disruptive events. Thus, owing to the complexity
associated with identifying disruptive events, mining companies could learn from the financial

industry and improve risk decision-making by establishing mature risk cultures.
3.6 Focus on risk culture

Risk culture is a complex concept containing a mixture of hard and soft factors, making it difficult to
discuss, assess and influence (lIF, 2013). From an organisational perspective, ‘risk culture’ is a sub-
culture of organisational culture. Because of the newness of the concept, it is important to understand
the fundamentals behind organisational culture (IRM, 2012; Palermo, Power, & Ashby, 2017; Ring,
Bryce, McKinney, & Webb, 2016). According to Schein (2017, p. 6), ‘organisational culture refers to
accumulated shared learnings of a group applied to solving problems of external adaption and
internal integration based on successful experiences in the past.’ Organisations are distinguished
from one another based on ‘collective programming of the mind’ (Hofstede, Hofstede, & Minkov,
2010, p. 344). These authors found that organisations do not have shared value systems, but rather

a shared understanding of organisational practices (Hofstede et al., 2010, pp. 346-349).

Both Schein and Hofstede explain organisational culture as existing in different layers, much like an
onion with layers from the inside to the outer layer. According to Schein (2017, pp. 17-30), there are
three layers of culture present in groups operating in an organisation. On the inside exists a set of
underlying core beliefs and values determining a group’s preferred behaviours, perceptions,
thoughts and feelings. These core beliefs and values cannot be measured directly, are extremely
difficult to change and cause group anxiety when challenged. At a layer above lie espoused beliefs
reflecting a group’s aspiration in an ideal world. This level is also referred to as the strategic level,
as it concerns itself with strategic beliefs of where the organisation should be heading and can be

determined by examining the vision, strategy and high-level objectives as compiled by senior



management (Lundberg, 1990). Because espoused beliefs do not correlate with actual performance,
they leave areas of behaviour unexplained, creating a feeling that some areas of culture are still out
of hand. At the outer layer lie visible and touchable artefacts, which are products of underlying

assumptions and therefore a manifestation of culture.

Owing to the newness of the concept of risk culture, there is still variance in the literature concerning
explanations and definitions regarding this construct, making it difficult to explain to others (Aven,
2012; Aven & Zio, 2014). At this stage only a few academic authors have published articles about
risk culture, with only Bozeman and Kingsley (1998) offering their own definition: ‘the organisation’s
propensity to take risks as perceived by the managers in the organisation’. The definition of the
Institute of Risk Management (IRM) is often cited to explain the concept: ‘the values, beliefs,
knowledge and understanding about risk, shared by a group of people with a common purpose’
(Coluccia et al., 2017; IRM, 2012; Ring et al., 2016). The IRM’s definition relates to Schein’s work
about organisational culture also referring to the importance of group dynamics in risk culture.
Bozeman and Kinsley’s definition is important as it adds a dimension of decision-making by referring

to an ‘organisation’s propensity to take risks’.

The Basel Committee on Banking Supervision (BCBS) considered both group dynamics and
decision making when defining risk culture as: ‘A bank’s norms, attitudes and behaviours related to
risk awareness, risk-taking and risk management, and controls that shape decisions on risks. Risk
culture influences the decisions of management and employees during the day-to-day activities and
has an impact on the risks they assume’ (BCBS, 2015). In line with the BCBS definition of risk culture,
the UARM developed its own decision-focussed definition of risk culture, as a basis for testing its
RCS-2018 items. This definition was adopted for the work presented in this paper:

‘The risk culture of an organisational group is manifested by the importance given to considering risk
when the group makes decisions. The level of explicit inclusion of risk in decision-making represents

the implicit, subjective value afforded to risk by the group.’

Organisational core beliefs and values cannot be assessed directly, but organisational management
can rely on assessments of visible and touchable artefacts of culture to get a sense of possible
shortcomings and improvement opportunities. Because of global pressure exerted on regulators to
prevent further financial crises (EY, 2014; IIF, 2009), the Financial Services Board created a well-
respected framework for assessing risk culture, which has been used by most industry players to
advance their work on risk culture, also creating new indicators for assessment purposes (Australia.
Prudential Regulation Authority, 2016; BCBS, 2015; DNB, 2015; FSB, 2014, 2017; Power, Ashby, &
Palermo, 2013). Despite these advances, there has been much contention in measuring risk culture
related to: (1) compliance overload (DNB, 2015), (2) credibility of measurement instruments (Sheedy

et al., 2017), (3) complexity of the concept (IIF, 2013), (4) questionable interpretive capability of



advisors and regulators (Spicer et al., 2016), and (5) a general lack of academically supported

research (Palermo et al., 2017).

According to the Financial Services Board, several indicators can be assessed to determine the
maturity of an organisation’s risk culture. For this purpose, when assessing an organisation’s risk
culture, indicators must be considered collectively as they are mutually reinforcing (FSB, 2014). The
following three sections provide a summarised overview of key aspects debated in the literature
concerning assessment indicators: tone at the top, accountability for managing risk, and risk-based
compensation. The UARM RCS-2018 considers these three indicators when assessing risk culture

maturity.
3.7 Tone at the top

Boards and senior management are responsible for setting the tone at the top, which should align
with organisations’ values in support of a desired risk culture and associated behaviours (FSB,
2014). To establish a strong risk culture, leadership is encouraged to share a clear strategic vision
based on the organisation’s values and to communicate it often to reemphasise longer-term aims
and provide clarity about leadership expectations (Sheedy et al., 2017). According to Hoogervorst
(2017), leadership success in obtaining its strategic vision depends on its ability to establish a
coherent and consistent culture that aligns with agreed values. To improve consistency and allow
for more effective decision-making, leaders should translate their strategic vision into a clearly

defined organisational strategy and risk appetite framework (FSB, 2014).

Senior management are advised to promote risk management as the common thread running
through decision-making at all levels of the organisation (IIF, 2013). They should always remember
that employees constantly scrutinise their views and decisions for subtle cues about their
preferences and perceived value of risk management (Sitkin & Pablo, 1992). The effectiveness of
risk management is dependent on the establishment of an effective risk culture (IMA, 2014a).
Managers are encouraged to recognise, practise, promote and reward behaviour that reflects a
desired risk culture in support of organisational values (FSB, 2014). Employees should know they
can participate in exchanging unrestricted views and feel safe enough to challenge and debate

issues involving critical decisions (FSB, 2014).

As it remains the board’s responsibility to encourage behaviour consistent with organisational risk
appetite frameworks, it should make sure that it creates the necessary infrastructure to enable
adequate oversight of risk management practices supporting a mature risk culture (lIF, 2009;
Sheedy et al., 2017). Board members should design oversight structures to allow for sufficient
discussion of financial and non-financial risk matters that consider the complexity and risk profile of
the particular business (Brown, Steen, & Foreman, 2009; Choi, 2013; Coluccia et al., 2017,
Eggleston & Ware, 2009). Where appropriate, the use of dedicated risk committees provides the

benefit of allowing deep dives into risk matters that concern the board and other leaders of the
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business (Coluccia et al., 2017; FSB, 2014). The effectiveness of oversight committees, and
particularly the risk committee, can be strengthened by appointing influential independent non-
executive leaders with the necessary experience and knowledge to provide the required risk-related
oversight (FSB, 2014).

3.8 Accountability for managing risk

The three lines of defence model was used to explain the different risk management accountabilities
within organisations (EY, 2014; Sheedy & Griffin, 2017). Risk management accountability lies with:
(1) every employee in the organisation (line 1); (2) an independent risk department (line 2); and (3)
internal and external auditing, the board and compliance institutions (line 3). Accountable functions
are expected to establish clearly defined responsibilities with regard to monitoring, identification,
management and mitigation of risks (FSB, 2014). The three lines of defence model for risk
management specifies overall functional responsibilities but provides little insight into the risk culture

needed to support appropriate behaviours.

Compliance with requirements stipulated in the company’s risk management framework could create
a false sense of the effectiveness of risk management within an organisation (Sheedy & Griffin,
2017). It is, rather, a mature risk culture embedded within an organisation that confirms proper risk
management (lIF, 2008). Employees’ accountabilities towards their risk management responsibilities
are influenced by their perception of the overall organisational priority afforded to risk-related matters
combined with their observations about rewarded practices (Sheedy et al., 2017). There is evidence
that senior managers sometimes ignore breaches that impact organisational risk profiles as well as
shunning contact with employees who raise issues that are in conflict with management’s espoused
values (Sheedy & Griffin, 2017). Overall risk accountability can be improved by creating clear
expectations, strengthening reporting structures and facilitating alignment between risk and business
incentives (Coluccia et al., 2017; FSB, 2014).

Organisations have to deal with risk cultures that vary among countries, between different
management levels and across business units (Bozeman & Kingsley, 1998; FSB, 2014; Sheedy &
Griffin, 2017; Sheedy et al., 2017). Risk culture may differ in subgroups because individuals identify
more closely with known employees in a particular group through frequent interaction caused by
regular social activity (Anderson & West, 1998). Supervisors of subgroups create different
perceptions of risk culture among their teams as they have flexibility to interpret risk systems and
group culture in their own unique way (Zohar, 2000). It is therefore important that organisations
understand how culture varies across the business to ensure that employees who partake in

unintended risk behaviour face strict but consistent consequences (FSB, 2014; IIF, 2013)

After the financial crisis of 2008 the role of chief risk officer (CRO) was enhanced by introducing
direct reporting responsibility to the chief executive officer. This change was made to emphasise the

importance of risk management within organisations (Coluccia et al., 2017; FSB, 2014). CROs are
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responsible for providing leadership in managing enterprise risk, including reporting to all board
committees according to their risk mandate (Coluccia et al., 2017). In summary, CROs must balance
the realities of organisational risk profiles against risk appetites defined by boards (FSB, 2014).
Although the role of CROs is important, Sheedy and Griffin (2017) remind us that ‘the mere existence
of a well-paid CRO does not guarantee an effective risk management function nor a culture that

prioritises risk management’.
3.9 Risk-based compensation

Remuneration, performance evaluation and promotion systems should support longer-term interests
of both the organisation and clients, as opposed to engaging in excessive risk taking with the aim of
maximising short-term revenue generation in support of earning large bonuses (FSB, 2014; Sheedy
& Griffin, 2017). During the financial crisis of 2008, excessive risk taking was supported by the
incentive schemes of the banking industry as institutional investors pressurised bank managers for
higher returns on investments (SSG, 2009). Incentive schemes were sales driven and employers
negotiated lucrative contracts with high-performing individuals they wanted to retain at all costs
(SSG, 2009). The increasing tendency of governments to bail out financial institutions considered
‘too big to fail’ might have encouraged wilful engagement in excessive risk taking (Sheedy et al.,
2017). As the mining industry is well known for generous employee inventive schemes, it could be
susceptible to similar abuses as were recorded during the 2008 financial crisis.

After the financial crisis, regulators and supervisors became more prescriptive about the
requirements of incentive compensation programmes in the financial industry. Compensation
systems had to include assessment criteria that evaluated employee performance by also imposing
adherence to predetermined risk limits (FSB, 2014). Objective setting processes and annual
performance reviews were required to link back to company values and behaviours consistent with
sustainable long-term performance (FSB, 2014). Compliance with risk frameworks were required to
carry significant weight during performance assessments, promotions and as part of development
plans of organisations (FSB, 2014). In general, employee compensation systems were expected to
encourage risk-informed decision-making in support of company values (Bozeman & Kingsley,
1998).

4. Method

4.1 Research methodology

This study followed a survey-based quantitative research methodology by collecting primary
research data from participants using the North-West University’s Centre for Applied Risk
Management Risk Culture Scale (UARM RCS-2018). More details about the UARM RCS-2018 are
available in Appendix B.
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4.2 Study population

The study population included all 638 top and senior management level employees working for the
company’s South African operations consisting of a head office and 10 production facilities. All top
and senior management level employees were included in the study group, to increase the overall
representation of results, especially at facilities with relatively small management populations. The
company defines top managers as employees with role descriptions on the Patterson E or F band,
and senior managers as employees on the Patterson D band (Holmes, 1981). For completeness
sake it must be recognised that employees outside of the selected study population also contribute
to overall company risk culture. The non-management employees were excluded for the purposes
of this study, as the limitations of a mini-dissertation format prescribed for the UARM 873 masters
programme, would possibly not have allowed for comprehensive reporting on a more expanded
scope of work. However, this study limitation presents an opportunity for further risk culture research

at the lower echelons of the organisation.
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4.3 Data sources

The survey had two sections. The first section obtained demographic data through 9 selection type
items. The second section consisted of the 42-item UARM RCS-2018 assessment and three
additional diagnostic type items (Appendix B). The first additional diagnostic type item (named DTI-
1) forms part of the UARM RCS-2018 43-item suite, and the two additional diagnostic type items
(referred to as DTI-2 and DTI-3) were added to investigate company specific risk management

issues.

The UARM RCS-2018 assessment comprises 42 five-level Likert scale type statements that assess
two risk-culture-related factors. Likert scale type items included an ‘I do not know’ or ‘| do not
understand the statement’ response option. Factors 1 and 2 assessed the perceived level of
integration of risk in decision-making processes (24 items), and the participant’s comfort with their
own risk management roles (18 items), respectively. Table 1 lists the diagnostic items that were

included in the risk culture survey.

Table 1: Diagnostic items included in the risk culture survey

UARM RCS-2018 item:

DTI-1: To improve the inclusion of risk in decision-making in the organisation, | believe that we must start
with improving.... (select only one of the options below - options provided in alphabetical order)

o Accountability for including risk when making o Quality of risk-related information

decisions Risk management framework (functions, systems,
o Effective communication and challenge on processes, data)

decision-related risks o Risk-related role clarity
o Group dynamics: how risk is included in decision- o Shared understanding of risk

making in different groups in the organisation Structural incentives for including risk when

o Leadership: tone from the top about the active making decisions (e.g. remuneration, succession
inclusion of risk when making decisions planning and talent development)

Study-specific items:

DTI-2: Who owns risk in the organisation? (select only one of the options below)

o Risk Function o Group Company Secretary and Legal

o Finance o EXCO

o Coal Operations o Board

o Business Development o CEO

o Human Resources o Shareholders

o Project and Technology o Every decision-making management member (All)
o Stakeholder Affairs o | do not know

o Sustainability o Other (please specify)

DTI-3: What type of risk were you considering when you evaluated [company’s name] risk in the
questionnaire? (select only one of the options below)

o Financial o Quality

o Project o Stakeholder

o Insurance o Legal

o Fraud o Human Resource

o Operational o Strategic

o Safety and Health o Any risk impacting the organisation's objectives
o Environmental o Other (please specify)
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The survey was administered by the company’s top management representative responsible for risk
management, through an email explaining the aims, objectives and benefits of the study, also
containing a link to a web-based program that collected all data (Appendix C). Managers were asked
to complete the survey between 17 and 30 April 2018. Two reminders were sent, the first on day 4

and the second on day 8, after the questionnaire was initially distributed.
4.4 Data analysis

The demographic data collected were used to group participant responses in preparation for different
statistical analyses. Key demographic statistics were calculated, and results are presented in
Appendix A. A survey participant analysis was performed by calculating the overall and individual

facility response rates.

4.41 Grouping of mining facilities

To simplify the statistical analyses required to verify significant differences between the corporate
office and 10 mining facilities, they were split into three groups. The 4 larger and 6 smaller mining
facilities were grouped together in terms of their full-time employee count. The grouping of facilities
was motivated by the company wanting to confirm if its generous spending on support services at
the larger facilities translated into more mature perceived risk cultures. The company accepted that
this study was not designed to verify this statement. The corporate office was grouped separately,
to verify risk culture differences compared with the grouped mining facilities. The three groups were
named Corporate Office, Big 4 (four larger mining facilities) and Other mining facilities (six smaller

mining facilities).

4.4.2 Risk culture assessment

The perceived risk culture had to be determined for the organisation, top and senior management
level employees, and of Corporate Office, Big 4 and Other mining facilities. The perceived risk culture
was determined according to the UARM RCS-2018’s decision-based risk culture maturity scale as
listed in Table 2. On this scale, risk culture is described according to a risk culture maturity level,
which is determined by comparing the risk culture maturity factor score against the different scales,

and then reading the associated maturity level.

Table 2: Risk culture maturity scale related to a decision-based view of risk culture

Rils';-cdu'ture- UARM RCS-2018 (FS = Factor score)

relate

factors 1.0<=FS<1.5 1.5<=FS<2.5 25<=FS<3.5 3.5<=FS<4.5 4.5<=FS<=5.0

Factor 1 Perceived level of Very low Low level of Medium High level of Very high
integration of risk in level of perceived level of perceived level of
decision-making perceived integration perceived integration perceived
processes integration integration integration

Factor 2 Comfort with own Very low Low level of Medium High level of Very high
risk management level of comfort level of comfort level of
role comfort comfort comfort

Source: Appendix B
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Risk culture maturity factor scores were obtained for the different groupings by calculating the
average of the averages for each of the associated survey items in UARM RCS-2018 according to

participant ratings.

4.4.3 Comparative risk culture assessments

Risk culture comparison between top and senior management

Participating top and senior management level employees’ perceptions of risk culture had to be
compared with each other to analyse for significant differences. The top and senior management
UARM RCS-2018 survey item response averages were calculated for Factor 1 and Factor 2 and
compared. It was necessary to determine if the 4 distributions calculated in this manner followed a
normal distribution, to determine whether to use a parametric or non-parametric method of
comparison. Descriptive statistics were calculated for the 4 distributions to verify a parametric
assumption of normality. Since the parametric assumption of normality did not hold, a non-
parametric method was used to test for significant differences in factor distributions between top
and senior management. Factor-based Wilcoxon scores were calculated for both top and senior
management distributions, which were then used to calculate the Wilcoxon rank sum (Mann-
Whitney) test and obtain results per item and factor at a 5% probability level. The results were
used to verify whether there were significant differences between the two management groups per
item and factor.

Risk culture comparison between Corporate office, Big 4 and Other mining facilities

Participating Corporate Office, Big 4 and Other mining facilities’ management perceptions of risk
culture were compared with each other in terms of significant differences. The three corresponding
response averages of the UARM RCS-2018 survey items were calculated for Factors 1 and 2 and
then compared. It was necessary to determine if the 6 distributions calculated in this manner
followed a normal distribution, on the basis of descriptive statistics, to determine whether to use a
parametric or non-parametric method of comparison. Since the parametric assumption of normality
did not hold, a non-parametric method was used to test for significant differences in factor means
between Corporate Office, Big 4 and Other mining facilities. Factor-based Wilcoxon scores were
calculated for the three groups, which were then used to calculate the Kruskall-Wallis test and
obtain results per factor at a 5% probability level. These results were used to verify whether there
were significant differences between Corporate Office, Big 4 and Other facilities per factor.
Because there were indeed differences for Factor 1 further analysis was needed to identify which
of the three possible combinations of Corporate Office, Big 4 and Other mining facilities were
significantly different. The Wilcoxon rank sum test was reapplied to the three combinations of the
three management groups to identify which combinations had significant differences per item and

factor at a 5% probability level.
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4.4.4 Diagnostic items and ‘| don’t know’ or ‘| do not understand the statement’ analysis

The results of the three diagnostic and the 42 ‘| don’t know’ or ‘| do not understand the statement’
responses were presented graphically and in tables. The information presented in this way was

interpreted, and conclusions were drawn.
4.5 Benefits and limitations of data collection

The web-based approach selected for data collection facilitated data integrity, provided a secure
platform and contributed to participant convenience (Collis & Hussey, 2013, p. 216). Respondents
who completed the survey were dependent on their own interpretation of questions and rating scales
and could have misinterpreted the intended meaning (Smith Jr, Wakely, De Kruif, & Swartz, 2003).
The decision to use a Likert type scale to interpret participant responses had benefits and pitfalls
(Allen & Seaman, 2007; Collis & Hussey, 2013, pp. 215-216; Jamieson, 2004). A detailed listing of
the items contained in the UARM RCS-2018 is not provided, as they form part of a study submitted
for publication elsewhere, but can be obtained from the authors of Appendix B.

4.6 Research ethics

The necessary approval to conduct the study was obtained from the mining company’s executive
team. The participants were assured of their anonymity and were informed that the organisation’s
name would not be identified in this report (Qu & Dumay, 2011). The survey introductory page is
presented in Appendix D.

The study adhered to the North-West University’s ethical requirements. Approval was obtained from
the university’s Ethics committee to use the UARM RCS-2018 (Ethics number ECONIT-2018-015)
and the faculty’s ethical checklist was completed and submitted in compliance with requirements.

5. Results and Discussion

5.1 Participant analysis

The results database recorded 329 instances of top and senior managers who participated in the
survey. Of these, 73 cases were only partially completed and had to be discarded. The survey was
therefore fully completed by 256 top and senior managers out of a combined population of 638
employees, representing a response rate of 40%. Of the 256 managers, 31 top and 225 senior
managers participated in the survey, representing response rates of 35% and 41%, respectively.
The response rates for the company’s corporate office and production facilities are listed in Table 3.
These are mostly acceptable response rates, as they come close to or exceed the 35.7% response
threshold suggested for representative surveying in organisations (Baruch & Holtom, 2008).
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Table 3: Survey response rates for the different mine facilities

Company facility Number of Size of Percentage
participants population response rate
(January 2018)

Corporate office 106 268 40
Mine 1 54 166 33
Mine 2 34 90 38
Mine 3 20 39 51
Mine 4 14 18 78

Big 4 122 313 39
Mine 5 9 18 50
Mine 6 8 18 44
Mine 7 7 10 70
Plant 1 3 8 38
Mine 8 1 100
Mine 9 0 2 0
Other 28 57 49
Total 256 638 40

The demographic analysis provided some evidence of an enviable workplace setting at senior
management level, with 85% of participating staff being employed for more than 5 years, 79% having
a university qualification, of whom 46% were at postgraduate level. These numbers support various
public media reports about the company receiving national awards related to overall employment
satisfaction. As expected for a multi-cultural nation, only 20% of top and senior management speak
English as their first language, although most South Africans are at least bilingual. Only 29% of top
and senior management roles are occupied by women. More statistics on the demographics of the
survey population are available in Appendix A. It is not expected that the demographic profile of

respondents raised major concerns for the study outcomes.
5.2 Risk culture assessment

The first objective of this study was to assess the risk culture of: the company, top and senior
management level employees, and of Corporate Office, Big 4 and Other mining facilities. Table 4
lists the factor-based risk culture maturity scores calculated for the company and participant groups,

including the risk culture maturity level interpretations according to Table 2.
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Table 4: Risk culture maturity scores per factor for different participant groups

Participant groups Number of Average factor scores and associated risk culture maturity
participants levels
Fagtor 1 Maturity level Fagtor 2 Maturity level
(24 items) (18 items)
All participants 256 3.8 High level of 3.9
. perceived High level of
Senior 225 3.7 integration for 3.9 corg\fort for all
Top 30* 4.1 all participant 4.3 participant
groupings i
Corporate office 105* 3.6 3.8 groupings
. (Interpreted Int ted
Big 4 122 3.8 ac_ln_:olr)?in%to 4.0 ;gcgzirr?geto
able
Other 30 3.8 4.0 Table 2)

* One top management participant was excluded from all factor scale analysis for selecting ‘| don’t know’ as a response to more than 70% of all
items. See appendix B for more information.

Measurement outcomes indicated that on average all participants, and selected groups of
respondents, perceived a high level of integration of risk in company decision-making processes,
and that participants felt comfortable with their respective risk management roles. Considering that
the survey achieved mostly (top management met Baruch & Holtom’s criteria to be regarded as a
representative survey in an organisation by 98%) representative participant response rates, it is likely

that all the company’s top and senior managers would have similar perceptions.

Moreover, there was no evidence that generous spending on support services at larger facilities (Big
4) translated into their having more mature risk cultures, in contrast to belief to the contrary widely
held in the company. Indeed, the Big 4 and Other mining facilities had identical perceived risk

cultures.
5.3 Comparative risk culture assessments

The second objective of this study was to determine if management’s perception of risk culture
differed significantly between top and senior management levels, and Corporate Office, Big 4 and
Other mining facilities. The two risk culture comparisons are discussed separately in the following

two sections.

5.3.1 Risk culture comparison between top and senior management

Descriptive statistics for top and senior management distributions of average UARM RCS-2018

survey item responses per factor are listed in Table 5. All listed distributions were left-skewed.
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Table 5: Descriptive statistics per factor for top and senior management distributions

Level of Number of  Minimum Median Maximum Mean Std Dev Mode
management participants

Factor 1

Senior management 225 1.7 3.8 5.0 3.7 0.7 3.9
Top management 30 29 4.1 5.0 4.1 0.5 4.1
Factor 2

Senior management 225 1.2 4.0 5.0 3.9 0.7 41
Top management 31 3.4 4.3 5.0 4.3 0.4 4.2

Since the parametric assumption of normality could not be verified, a non-parametric method was

used to test for factor-based significant differences between top and senior management. The

Wilcoxon scores were used to obtain the Wilcoxon rank sum (Mann-Whitney) test results as

summarised in Table 6.

Table 6: Wilcoxon rank sum test results per factor for top and senior management

Risk-culture-related factors Management Number of Wilcoxon Chi- p- Significant

level participants mean squared value difference
score test at a = 0.05
statistic

Factor 1: Perceived level of Senior 225 123 8.520 0.004 Yes

integration of risk in decision-

making processes Top 30 165

Factor 2: Comfort with own Senior 225 122 14.233 0.000 Yes

isk t rol

risk management role Top 31 176

This analysis indicated that there were significant risk culture maturity differences for both factors

between top and senior managers. There were significant differences for 15 of the 24 items in Factor

1, and for 15 of the 18 items in Factor 2, at a 5% probability level. In both cases top management’s

scores were higher than those of senior management.

5.3.2 Risk culture comparison between Corporate Office, Big 4 and Other mining facilities

Descriptive statistics per factor for Corporate Office, Big 4 and Other mining facilities, related to the

average of associated UARM RCS-2018 survey item responses, are listed in Table 7. All listed

distributions were left-skewed.
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Table 7: Factor based descriptive statistics for Corporate Office, Big 4 and Other mining facility
distributions

Predefined groups Number of  Minimum Median Maximum Mean Std Dev Mode
participants

Factor 1

Corporate Office 105 1.9 3.6 5.0 3.6 0.7 3.0
Big 4 122 1.7 3.9 5.0 3.8 0.7 3.9
Other 28 1.7 4.0 438 3.8 0.8 43
Factor 2

Corporate Office 106 1.7 3.9 5.0 3.8 0.7 5.0
Big 4 122 1.2 41 5.0 4.0 0.7 4.1
Other 28 29 4.1 5.0 4.0 0.6 3.7

Since none of the distributions complied with the parametric assumption of normality, a non-
parametric method was used to test for factor-based significant differences between all predefined
groups. The Wilcoxon scores were used to obtain the Kruskall-Wallis test results as summarised in
Table 8. The test indicated significant differences between all the predefined groups for Factor 1.

Table 8: Kruskall-Wallis test results for Corporate Office, Big 4 and Other mining facilities per
factor

Risk-culture-related factors Groups Number of Wilcoxon Chi- p- Significant
participants mean squared value difference
score test at a =0.05
statistic
Factor 1: Perceived level of Corporate Office 105 112 8.332 0.016 Yes
integration of risk in decision- .
making processes Big 4 122 138
Other 28 145
Factor 2: Comfort with own Corporate Office 105 116 4.809 0.090 No
risk management role Big 4 122 137
Other 28 138

Although there were differences for Factor 1, further analysis was needed to identify which of the
predefined groups differed from each other. The Kruskall-Wallis test was reapplied to the three
combinations of Corporate Office, Big 4 and Other mining facilities, with the results presented in
Table 9.

21



Table 9: Kruskall-Wallis results used for comparing each combination of the predefined company
groups for Factor 1

Company Number of Wilcoxon mean Chi-squared p-value Significant

groups participants score test statistic difference at a =
0.05

Corporate Office 105 102 6.760 0.009 Yes

Big 4 122 125

Corporate Office 105 63 4127 0.042 Yes

Other 28 80

Big 4 122 75 0.262 0.609 No

Other 28 79

The outcome of the analysis indicated that there were significant differences between two of the
three combinations of the predefined groups for Factor 1: perceived level of integration of risk in
decision-making processes. The comparisons showed significant differences for 9 out of 24 items
between Corporate Office and Big 4, and 3 out of 24 items between Corporate Office and Other
mining facilities, at a 5% probability level. Differences between Corporate Office and Big 4 were
greater than those between Corporate Office and Other mining facilities. In both cases Corporate

Office had the lowest perceived risk culture.
5.4 Interpretation of items and suggestions for mitigation

The third objective of the study was to provide possible reasons why significant differences could
have existed between management levels and across the different mining facilities, and to give
suggestions how they might be mitigated. It is important to re-emphasise that the UARM RCS-2018
was designed with the main aim of providing outcomes for the two risk culture factors (Appendix B).
The scale is therefore able to provide only indications of possible reasons for significant differences.
The items that indicated significant perceived differences were analysed and possible reasons
provided for their occurrence. The large number of items with significant differences did not highlight
any dominating aspects of concern with regards to risk management, as can be expected from a
company with a mature risk culture. The possible reasons for these differences were therefore
grouped together into four risk-related categories and are discussed in section 5.4.1. Suggestions

are provided for mitigating significant perceived differences in risk culture in section 5.4.2.

5.4.1 Possible reasons for statistically significant differences in perception between participant

groupings

Lack of accountability for managing risk

Senior managers felt less certain about top management’s expectation with regard to their
responsibility in monitoring, reporting and responding to risk (Coluccia et al., 2017; FSB, 2014).
There was uncertainty from both senior managers and some of the business groupings with regard
to the company’s ability to learn from past risk events. Senior management also felt less convinced
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than top management about the willingness of managers to assume accountability for events (lIF,
2013; 1SO, 2018; Sheedy & Griffin, 2017). Big 4 did not agree with Corporate Office that top

management were consistent in resolving risk issues (FSB, 2014).
Dysfunctional risk communication

Top managers created a perception among senior managers that their concerns about risk
management were not taken seriously (IMA, 2014b; Kasperson, 2014; Siegrist, 2014). Senior
managers were less willing to raise future risk concerns with their direct reports (COSO, 2017; DNB,
2015). In line with these breakdowns in communication, senior managers also felt less comfortable
that there were constructive discussions about risk before making business decisions (Barton &
MacArthur, 2015; Sheedy et al., 2017).

Incomplete understanding of risk

Senior management were less confident about their overall understanding of risk than top
management (FSB, 2014). They had doubts about their understanding of: (a) the basic meaning of
risk, (b) the risk and appetite framework, and (c) how risk linked to their company objectives (Aven
& Zio, 2014; Banks, 2012, p. 68; FSB, 2014; IMA, 2015; Sheedy & Griffin, 2017). Senior management
felt less certain also how to apply risk principles when making decisions than top management. This
view might have contributed to senior managers having the perception that risk training has not

adequately prepared them to manage risk related to their roles.
Insufficient risk-informed decision-making

The risk management function’s work was probably less appreciated by senior than top
management. Senior managers felt uncertain about the risk management function’s ability to
facilitate management of risk, and were sceptical about their contribution to reaching companywide
objectives (DNB, 2015; Palermo et al., 2017). Compared with top managers, senior managers also
felt unsure how to manage risk as part of their role, did not understand their colleagues’ risk-related
needs, and as a result were uncertain if they were adequately resourced (in respect of people,
processes, systems, and budget) to do so (De Jonghe et al., 2013; DNB, 2015; England. HM
Treasury, 2004). Similarly, senior management were also less certain if the organisation managed

risk within their appetite statement (Sheedy et al., 2017).

5.4.2 Suggestions for mitigating significant perceived differences in risk culture

Since there were 42 significant differences between management levels and predefined facility
groupings, it was decided to suggest improvements in the format of audit questions. This allowed
the risk management or auditing departments to perform audits and propose improvements related
to the items that indicated significant differences. When these recommended improvements are then
addressed by the department responsible, the significant differences in the various items would be

mitigated.
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It is tempting to think that the audit questions are only applicable to senior management and the
Corporate Office as they had the lowest perceived risk culture as indicated in section 5.3.
Nevertheless, there is not supporting evidence to make such an assumption because the
questionnaire evaluated perceptions only. For example, the perception that ‘senior management was
less certain if the organisation managed risk within its appetite statement’ can be a shortcoming of
either top or senior management in the organisation. In this example top management might not be
managing risk according to the appetite statement or senior management could not have all the
information because it was not communicated through to them. It is therefore recommended that the
audit questionnaire be applied to the entire company, since findings would be raised only in the areas
where shortcomings exist anyway. Once such findings are addressed, it might be supposed that the
overall significant item differences would be resolved across the company, creating improved risk

culture overall.

To set up the audit questions, the statements of each survey item that demonstrated significant
differences were analysed to identify the obvious criteria that could have been considered by
participants when they rated the item. The different criteria were then used to develop likely
questions that a respondent could ask him/herself when deciding on a rating. The academic literature
and risk management standards were also considered during the development of questions, which
were grouped into categories to allow auditors to perform audits in a more systematic manner. The

audit questionnaire is available in Appendix E.
The audit questionnaire has the following shortcomings:

¢ Realistically, not all aspects that could have been considered by participants, were identified;

e questions might be biased or inappropriate as they relied on the authors’ experience of risk
management;

e questions were based on participant perceptions which might not reflect the actual state of
company affairs;

e participant perceptions might not be representative of the overall management population;
and

e questions were limited to the aspects covered by the items in the survey.
It is therefore suggested that the audit questions be used in conjunction with other initiatives to
mitigate risk culture inconsistencies.
5.5 Diagnostic questions and the ‘l don’t know’ assessment

Apart from the 42-item UARM RCS-2018 assessment, the survey also included three diagnostic type
questions. One of the questions (DTI-1) forms part of the UARM RCS-2018 43-item suite; the two

other questions (DTI-2 and DTI-3) were added to investigate company-specific risk management
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issues. The results and discussions of these items follow in sections 5.5.1 to 5.5.3. The ‘| don’t know’

assessment is provided in section 5.5.4.

5.5.1 Priority aspects to best improve risk-informed decision making

The results of the participant outcome for DTI-1: “To improve the inclusion of risk in decision-making
in the organisation, | believe that we must start with improving ...." is presented in Table 10. The
intention of this item was to: 1) confirm management participants’ priority regarding specific risk
management aspects affecting risk-informed decision-making; and 2) offer possible explanations for
the outcome of the suggested rankings.

Table 10: Suggested priority of risk management aspects that would best improve the inclusion of
risk in company decision-making.

p?iE)Ei;:y Risk management aspect to improve the inclusion of risk in decision making Percentage

1 Accountability for including risk when making decisions 23

2 Effective communication and challenge on decision-related risks 14

3 Leadership: tone from the top about the active inclusion of risk when making decisions 12

4 Risk management framework (functions, systems, processes, data) 11

5 Structural incentives for including risk when making decisions (e.g. remuneration, succession 11
planning and talent development)

6 Shared understanding of risk 10
Risk-related role clarity 8

8 Group dynamics: how risk is included in decision-making in different groups in the 6
organisation

9 Quality of risk-related information 5

The distribution of percentages (Table 10) indicates that only RP 1 was ranked significantly higher
than the others, with RP 2-6 and RP 7-9 having relatively similar and lower rankings. The more
distributed rankings, as opposed to having a concentrated distribution, highlighted a few
companywide dominating aspects and might be related to the company’s overall high factor-based
risk culture maturity. This view was further supported by the higher weighting allocated to behavioural
management aspects (RP 1, 2, 3) as opposed to more structural ones (RP 4, 6, 7, 9) associated

with a newer implementation.

Structural incentives (RP 5) attracted a relatively low priority, when considering that the associated
average item score for this aspect was only 3.4 out of 5. As the company currently does not have a
formal risk-informed incentive scheme, management employees did not seem to value such an
initiative highly. If the risk department wished to motivate the added value of such a system, they

would have to sell such a proposition convincingly amongst management members.

The low ranking allocated to the quality of risk-related information (RP 9), probably indicates that
employees are satisfied with the information available from a more recent, award-winning

implementation of risk management software. The rating of item 2 was surprising, considering that
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the associated average survey score for this item was a relatively high 4 out of 5, perhaps indicating
that respondents in senior management were hesitant to publicly evaluate the level of
communication and challenge between themselves and their superiors. More work is therefore

needed to understand better the management’s ranking of this item.

There were items in the survey that supported the focus demanded for item 1. These items related
to: 1) the company’s ability to link risks to objectives, 2) the risk department’s role in achieving area-
specific objectives, 3) the risk framework and training initiatives not providing enough information
regarding the management of risks, 4) a shortage of resources to manage risks adequately, 5) risk
management processes not being properly integrated into management processes, and 6) the
organisation’s ability to learn from past risk events. The listing of these items is intended to serve as
topics for possible discussion points that can be used by risk practitioners and managers wanting to

discuss or investigate further the outcome of Table 10.

5.5.2 Manager ownership of company risk

Risk culture definitions emphasize organisational risk ownership; for example, ‘understanding about
risk, shared by a group’ and ‘organisations propensity to take risks’ (Bozeman & Kingsley, 1998, p.
111; IRM, 2012, p. 22). The importance of companywide risk ownership is also described by global
financial regulatory institutions (BCBS, 2015, p. 20; FSB, 2014, p. 8). DTI-2 assessed participating
managers’ perception of risk ownership by asking, ‘Who owns risk in the organisation?’, with the

results presented in Figure 1.
Figure 1: Outcome of perceived risk ownership selected by management participants
Who owns risk in the organisation?
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Figure 1 indicates that the risk management programme has come a long way, with a healthy 71%

of all participants accepting risk ownership (FSB, 2014). In contrast, almost 3 out of 10 managers

have not grasped the value of taking responsibility for risk related to their area’s strategy and
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objectives. Unfortunately, these management respondents could affect large parts of the
organisation as they might influence their subordinates in having similar views (Anderson & West,
1998; Zohar, 2000). These results could provide useful information to strategic and risk leadership
planning future strategies aimed at improving company risk ownership. Participants were also

provided with the option to suggest ‘other’ risk owners, with the outcome listed in Table 11.

Table 11: Participant suggestions for ‘other’ owners

All [Company name] employees, managers and board

All the employees at different levels

Every employee

Everyone working in the organisation should own risk; it is pertinent to every job role

The decision-making team or, more accurately, the person whom they report to who is making the final decision

This may well depend on the level of risk; the accountability lies in different spheres, depending on the risk
magnitude

The risk ownership role of the board is not all that clear on the project level

This option was exercised by 2% of the respondents, with more than half of the contributors
wanting to extend risk ownership to ‘all employees’. This could be an additional question category
of non-ownership, but when considering the low current percentage support and the many options

already provided, it is not suggested as a new category for future surveys.

5.5.3 Manager focus when considering risk

Managers should consider the impact of internal and external risk on the company’s strategy as part
of strategic decision-making (COSO, 2017, pp. 3-8; ISO, 2018, p. v). DTI-3 assessed: ‘What type of
risk were you considering when you evaluated [company’s name] risk in the questionnaire?’, with
the results presented in Figure 2. The item was intended to confirm if managers were able to scan
for risk beyond their primary area of responsibility, by verifying if they thought of a domain specific

area of responsibility or ‘any risk impacting the organisation's objectives’.
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Figure 2: Outcome of perceived risk considered by management participants when completing the
survey

Type of risk considered when completing the survey
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Figure 2 shows that respondents from management were almost perfectly divided in how they
considered risk, with 49% having an external and 51% an internal focus. An inspection of the original
data confirmed that all top management participants were able to consider risk beyond their primary
field of responsibility. As top management represented 12% of the participant pool, 41% of senior
managers considered risk beyond their primary area of responsibility, with the remaining 59%
preferring a domain-specific focus. This basic assessment is useful, as it confirms the expected, that
all top managers perceive themselves to have the ability to scan for any risk impacting objectives.
Since top managers depend on senior managers to provide them with a balanced view of company-
specific risks (scan domain specific area of responsibility), within the internal and external context of
the organisation (scan beyond domain specific area of responsibility), the spread of focus of senior
management would allow views on both perspectives. The analysis provided an overview of the
company’s perceived ability to understand their internal and external risk context, which should
comfort the company’s strategic and risk leadership (Hoyt & Liebenberg, 2011; ISO, 2018). However,
further work is recommended to evaluate if strategic decision-making interventions are staffed
appropriately to allow a balanced view of both perspectives. Table 12 list the ‘other’ risk categories
raised by participants who did not feel comfortable with the options provided.

Table 12: ‘Other’ risks categories suggested by respondents
Losses linked to crimes, as well as safety and financial risks.

Major risks to achieving company's strategy or impacting licence to
operate.

Mixture of project and strategic.

Community.
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As only four ‘Other’ risk categories were suggested, it provided comfort that the options provided in

the survey sufficiently represented the types of risks known to the organisation.

5.5.4 Analysis of ‘| don’t know’ responses

The number of ‘I don’'t know’ or ‘I do not understand the statement’ responses were analysed for
each of the 42 risk-culture-related items. Figure 3 lists the percentage of ‘I don’t know’ responses for
top and senior management per item.

Figure 3: Percentage of ‘| don’t know' responses selected per item for top and senior management
participants

% 'l do not know' for top and senior management

25
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Figure 3 shows that items 34 and 39-41 attracted higher “I do not know” or “I do not understand”
response rates, warranting further discussion. For item 34, the ‘I don’t know’ response option was
replaced with an ‘I have not received formal risk management training in this organisation’ option to
collect more useable training information. The response therefore indicates the percentage of
participants claiming not to have received formal company risk management training yet. These
percentages are high (15% for senior and 10% for top management) considering that management
should possess up-to-date knowledge of the company’s risk management approach, to provide
leadership and guidance to others. These training statistics should be useful to the risk department

for cross-referencing with their own training statistics and to inform future training initiatives.

Items 34-39 assessed perceptions with regard to risk-informed performance management. The
items attracted high responses as the company has not yet implemented a risk-informed
performance management system, and possibly created uncertainty with participants. The
management team would be advised to consider the benefits of implementing an appropriate risk-

informed performance management system.
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6. Conclusion

Results from the UARM RCS-2018 assessment confirmed that the management of the mining
company studied perceived it to have a mature risk culture. This finding implies that the company is
likely to have invested in risk management capability that enabled a risk management approach in
support of integrated risk-informed decision-making. Because participating top and senior managers
expressed comfort in managing their risk roles and confirmed integration of risk in decision-making
processes, the company is probably able to apply risk management as a strategic enabler towards

achieving strategies and objectives.

As could be expected from a mining company operating in a complex and widely distributed
environment, management’s perception of risk culture differed significantly, at a 5% probability level.
Between top and senior management, 71% of the survey items indicated significant differences
between the management levels, with top managers having a higher perception of the company’s
risk culture. Managers in the corporate office had the lowest perception of risk culture compared with
two groups of mining facilities, with 29% of the survey items indicating significant differences

between the groups.

The high number of items with significant differences did not indicate any dominating aspects of
concern with regard to risk management, as can be expected from a company with a mature risk
culture. However, it was possible to group the items into four risk-related categories that best
explained the overall inconsistencies. These were, lack of accountability for managing risk,
dysfunctional risk communication, incomplete understanding of risk, and insufficient risk-informed
decision-making. Twenty-three percent of participating managers selected ‘lack of accountability for

managing risk’ as a priority item to improve the inclusion of risk in decision-making.

To resolve risk culture inconsistencies practically, an audit questionnaire was developed for raising
improvement findings to solicit proposals for improving the status quo. These would mitigate the
inconsistencies once responsible departments implement the recommended suggestions. The two
additional company-specific items included in the survey revealed that among participants, 72%
accepted ownership for their risk management responsibilities, whereas all top and 36% of senior

managers were able to consider risk beyond their primary field of responsibility.

Application of the UARM RCS-2018 has made it possible to measure risk culture maturity. However,
the mining company in this study was less fascinated by the science of measuring risk culture and
mostly interested in knowing how the results of the assessment would contribute to improving their
risk management. There is a scarcity of academic literature describing the link between risk culture
and risk management. It is unlikely that mining organisations would consider reporting on the status

of their risk culture, unless the outcome thereof testifies to stakeholders about their ability to manage
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risk. Researchers and practitioners therefore face an important challenge to expand on this

introductory research further.

Number of words in abstract: 246
Number of words in article: 10 380
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REFLECTION

My career has allowed me to attend executive and board committee meetings for almost ten
consecutive years during which time | have made some thought-provoking observations. |
sometimes witnessed how executives held back information impacting decision-making, how
external auditors protected their territory by turning a blind eye towards unethical practices, how
board members steered away from incriminating detail, and how the promises of profits blinded
highly skilled individuals. As these observations resembled behaviours that fuelled the 2008 global
financial crisis, | was determined to apply the UARM RCS-2018 as part of my master’s leaning
experience, wanting to gain better insight regarding organisational risk culture and improve my ability
to assess better the value contributed by risk management. The concept of risk culture still creates
a lot of confusion even among risk management experts and requires a lot of reading before grasping
the concept. However, | do believe that employees in support departments can better integrate their

services into their organisations by understanding the concept of organisational culture.

The study had an interesting start at the beginning of the new academic year, when unexpected
career changes left me without access to a suitable organisation for conducting research. Suddenly,
my research project had to be marketed to risk managers in search of a suitable organisation that
was willing to host the risk culture assessment. The marketing of the project required an immediate
conceptualisation of the various project stages with special focus on the practical organisational
benefit that could be derived from applying the UARM RCS-2018. After finding a risk manager who
was enthusiastic to host the project, a fair amount of time was required to conduct research about
the new company and establish trusting relationships. Fortunately, the top-level risk manager at the
company bought into the project and took full ownership for running the survey, which contributed

significantly to achieving acceptable response rates.

When researching the topic of risk culture, | developed certain expectations regarding the outcome
of the risk culture assessment which did not materialise. Although | was aware that the company
studied received an advanced third-party maturity rating for their risk management implementation,
the events of the global financial crises of 2008 influenced my thinking to expect a lower risk culture
maturity rating. After conducting the survey and confirming a mature risk culture prevailed, my
practical learning concerning risk culture came from understanding what the company did right,
which was different from my initial expectation in that | thought my learning would come from

analysing what they did wrong.

From the risk culture consistency assessment, | expected only a few significant item differences,
which would have allowed for a more focused conclusion. When the opposite materialised, | started
discussing each of the significant item differences separately and quickly ran into constraints

concerning the wordcount | had available in following the mini-dissertation format. It also created a
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very confusing ‘Results and Discussion’ chapter. In the end | decided to include only a grouped
explanation for possible reasons for statistically significant differences in perception between
participant groups. This grouped approach contributed to my idea of developing an audit
questionnaire that contained all my suggestions for mitigating the significant differences. | initially
wanted to include the questionnaire in the ‘Results and Discussion’ section but it created a ‘Results
and Discussion’ chapter that was too long and that | thought would distract the reader and make him
lose the storyline. The questionnaire was therefore moved to an Appendix. It was encouraging to
receive very positive feedback concerning the practical value of the questionnaire, when reviewing

the draft report with the risk manager at the company studied.

From a personal perspective, this master’s programme provided a thorough overview of the latest
risk management tools and techniques available in the market. The personnel from the UARM
contributed significant value through their four-day theoretical training sessions on each of the risk
management themes. The six assignments that had to be completed in the first year required
extensive academic research to enable the solving of relevant industry-related problems that were
structured around pertinent risk management themes. The practical application of the different topics
covered in the programme was further emphasised through visits by respected industry experts that
shared their risk-related experiences and facilitated interactive discussions that | found extremely
valuable. Because of all the contact time in year one, | also valued the sharing of information between
students coming from different industries and backgrounds and will most probably make use of this
network for the rest of my working career. Lastly, | have great appreciation for the module on

academic writing and the additional support provided to improve my writing skills.
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APPENDICES

Appendix A: Demographic statistics of participants

Number of Percentage of
participants participants
Age Group
18 - 19 years 0 0
20 - 29 years 13 5
30 - 39 years 83 32
40 - 49 years 91 36
50 - 59 years 64 25
60 or older 5 2
Gender
Male 183 71
Female 73 29
English as first language
Yes 52 20
No 204 80
Nationality
South African 254 99
Other * 2 1
* Both participants have Zimbabwean citizenship
Highest level of formal education completed
High school 7 3
College 33 13
University bachelor’s degree 84 33
University post-graduate degree 115 45
Other* 17 7

* 1. Professional qualification (1), 2. National Diploma (7), 3. National Qualifications Framework (2), 4. Blasting ticket and Management

Development Programme (1), 5. Trade Certificate (1), 6. Government Certificate of Competence (3), 7. Unknown (2).

Management level

Board

Executive

Top management (Patterson - E and F level roles)
Senior management (Patterson - D level roles)

Role type (refers to employees’ area of responsibility)

Risk

Finance

Coal Operations

Business Development
Human Resources

Project and Technology
Stakeholder Affairs
Sustainability

Group Company Secretary and Legal
Information Management (IM)
Supply Chain Management

NO—=ooNgNwABN A
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Number of Percentage of

participants participants
Business units participating in the survey
Corporate Office 106 41
Mine 1 9 4
Mine 2 7 3
Mine 3 0 0
Mine 4 14 5
Mine 5 1 0
Plant 1 3 1
Mine 6 54 21
Mine 7 20 8
Mine 8 34 13
Mine 9 8 3
Time employed at the organisation
Less than or equal to 1 year 13 5
More than 1 and less than or equal to 3 years 9 4
More than 3 and less than or equal to 5 years 14 5
More than 5 and less than or equal to 10 years 78 30
More than 10 years 142 55
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Appendix B: UARM RCS-2018 overview

UARM Risk Culture Scale (UARM RCS-2018)
An Overview
Hermien Zaaiman and Hedré Pretorius
Aims

This document provides a summary of the North-West University (NWU)’s Centre of Applied Risk
Management (UARM) Risk Culture Scale (UARM RCS). Current approaches to risk culture tend to
be qualitative, using a general view of what risk culture is. Where risk culture questionnaires are
applied, it is important to ascertain the validity and reliability of the resulting information against the
broad construct of risk culture. The UARM Risk Culture Scale (UARM RCS) was developed to meet

the need for an academically validated instrument to measure the risk culture in organisations.
Approach

Multiple definitions of risk culture exist in regulatory papers and risk standards. One of the more
comprehensive definitions is that of the Basel Committee on Banking Supervision (BCBS) defining
risk culture as: ‘A bank’s norms, attitudes and behaviours related to risk awareness, risk-taking and
risk management, and controls that shape decisions on risks. Risk culture influences the decisions
of management and employees during the day-to-day activities and has an impact on the risks they
assume’ (BCBS, 2015).

However, applying such broad definitions to evaluate and improve the risk cultures of organisations
is complex. This process requires the development of instruments to assess and measure specific
aspects of risk culture. The UARM RCS was developed using our decision-focused view of risk

culture as basis for the development and testing of its items:

‘The risk culture of an organisational group is manifested by the importance given to considering risk
when the group makes decisions. The level of explicit inclusion of risk in decision-making represents
the implicit, subjective value afforded to risk by the group.’

The scale items were therefore developed to represent aspects of the integration of items in risk
culture based on our Risk Culture Indicator (RCI) model, described by Zaaiman in the Appendix:

‘Risk Culture Indicator Model — An Overview'.
Status

The UARM RCS provides three sets of results that can be used to assess the:
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1) Two risk-culture-related factors

The 42-item five-point Likert scale has been developed and piloted over 3 years (2016-2018). The
scale is now mature and can be regarded as valid, as the scale items map to the RCI model and has
shown in multiple studies to work well across sectors, functions and management levels (content

validity). The scale also shows a high Cronbach a reliability coefficient of 0.97 (internal consistency).
The scale measures two risk-culture-related factors:
o Perceived level of integration of risk in decision-making processes (24 items)

Note: Although the items cover the indicators in the RCI Model, only one factor is found in
the answer data. This can be ascribed to the interlinked nature of the indicators and provides

an indication of the validity of the scale for the study of this aspect of risk culture.
e Comfort with own risk management role (18 items)

The factor scores are calculated as the average of the responses over the items making up the
factor. This translates to the following risk-culture-maturity scale for the decision-based view of risk

culture used in this study.

Risk-culture- UARM RCS-2018 (FS = Factor score)
related factors
1.0<=FS<1.5  1.5<=FS<2.5  2.5<=FS<35  3.5<=FS<4.5  4.5<=FS<=5.0

Factor 1 Perceived level of Very low level Low level of Medium level High level of Very high level
integration of risk in of perceived perceived of perceived perceived of perceived
decision-making integration integration integration integration integration
processes

Factor 2 Comfort with own risk Very low level Low level of Medium level High level of  Very high level
management role of comfort comfort of comfort comfort of comfort

2) The I-do-not-know / I-do-not-understand-the-statement answer option

Item response options include an ‘I do not know’ or ‘I do not understand the statement’ option to
mitigate possible spurious effects of respondents who truly do not know the answer to an item. The
[-do-not-know answers were not included in the scale’s factor analysis, and only participants with
fewer than 30% of I-do-not-know answers (per factor) were included in the calculation of the factor
scores. This means that the participant had to have answered at least 16 of the items in Factor 1

and 12 items in Factor 2 to be included in the calculation of the factor score.

In addition, the full set of the study’s I-do-not-know answers are analysed separately, thereby
providing valuable information on the levels of uncertainty about risk-culture-related aspects in the

study sample(s) that could be indicative of possible risk-related knowledge in the study population(s).
3) The what-needs-to-change-first diagnostic question

The scale also contains a further RCI model-based diagnostic question:
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‘To improve the inclusion of risk in decision-making in the organisation, | believe that we must start

with improving....”

Evaluating the responses to this question allow for suggestions on the way forward on improving the

risk culture of the organisation.
Interpretation of results

When the scale is applied, the results have to be interpreted in the context of the study for which the

results were obtained.
To keep in mind when analysing and interpreting the scale results:

1) In a questionnaire like this, only the group response makes sense and the individual's factor score

cannot be used as an indication of the individual's 'risk culture' as culture is always a group concept.

2) Maturity levels of the measured factor could be inflated by response biases (e.g. social desirability

influence).

3) The results of the scale are valid at factor level. As scale-based factor is based on the coherence
for the group of items that make up the factor. These items were designed based on the
measurement aims of the scale but do not contain every possible item that could have been used.
Other items that refer to the construct may have shown the same result, implying that focusing on
differences at item level could divert the user’s attention to inadequately tested aspects of the
underlying construct, while not considering the validated construct. The scale is able to provide
indications of where risk culture-related issues lie in the organisation and was not designed to identify
micro-level issues. Other scales and research methods are required to do detailed follow-up

investigations.

For more information on the UARM RCS, please contact: Hermien Zaaiman at

hermien.zaaiman@nwu.ac.za

http://commerce.nwu.ac.za/uarm

References
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Appendix C: Invitation to participate in the risk culture survey

Dear [mining company’s name] colleague,

With the aim of improving leadership decision-making our company has implemented a risk
management programme based on a philosophy of entrenching risk management as a strategic
business enabler rather than following a compliance driven approach. Academic research has
shown that the ongoing success of organisational risk management is dependent on the existence

of a mature company risk culture (E. A Sheedy & Giriffin, 2017, p. 2).

Risk culture has been defined as the ‘norms and traditions of behaviour of individuals and of
groups within an organisation that determines the way in which they identify, understand,
discuss and act on the risks the organisation confronts and the risks it takes’ (I1IF, 2009, p.
31).

Our company’s risk culture has not been assessed previously. Due to the strategic importance of
risk management, we believe it is important to perform a risk culture assessment of top and senior
management level employees across [mining company’s name]. The aim of the assessment is to
improve our understanding of the company’s current risk culture maturity at top and senior
management levels to support the development of future risk programs through replicating good
practices and improving initiatives that need more focus. For the purposes of the assessment and
simplicity sake top management has been defined as all employees on the Patterson E or F band

and senior management as employees on the Patterson D band.

The assessment will be completed in collaboration with the North-West University Centre of
Applied Risk Management as part of a master’s degree study. The assessment has been approved

and is supported by the EXCO team.

You are therefore invited to complete an assessment to evaluate [mining company’s name]
organisational risk culture by completing the 2018 version of the North-West University Centre of

Applied Risk Management Risk Culture Scale.

The accuracy of the outcome of the assessment is highly dependent on the number of participants
completing the questionnaire and for completeness sake | really want to urge you to participate

and share your honest view of risk management practices across the organisation. The survey

should take you less than 15 minutes to complete.

The questionnaire is available at: hitps://www.research.net/r/[mining company’s hame]

The questionnaire will be open for your assessment of company risk culture from Monday
17 April 2018 to Monday 30 April 2018.

| am truly grateful for your willingness to participate in this study and contribute to our journey of

functional excellence.
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Kind regards,
[Top manager name]

General Manager Risk, Compliance and Assurance
References

Sheedy, E. A., & Griffin, B. (2017). Risk governance, structures, culture, and behavior: A view from

the inside. Corporate Governance: An International Review, 1-19. doi:10.1111/corg.12200
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Appendix D: Survey explanation and consent

Dear Participant

You are invited to participate in an academic research study conducted by the Centre for Applied
Risk Management (UARM), North-West University Vaal Triangle Campus.

The goal of the study is to obtain an understanding of the perceived risk culture within [company
namel].

Note: The term 'the organisation' in this questionnaire refers to [company name]. Please answer all
the questions with reference to [company name] in totality except where specified otherwise in the

questionnaire.

Consent to conduct the research has been obtained from [company name] subject to the following

conditions:

1. This is a confidential survey. You will not be identified and the answers you give will be treated
as strictly confidential.

2. The organisation will not be identified in the research report.

3. The data will be analysed and only reported in aggregated format.

4. Anonymised general results of the study may be published in an academic journal subject to

permission from the organisation

Note:

1. The survey consists of 9 biographical items followed by 45 risk-related items.

2. It should take you less than 15 minutes to complete the survey.

3. We would like to know what your experience of risk management in the organisation is. Please
answer the questions as honestly as possible.

4. You must be at least 18 years old to participate in this survey.

5. Only complete the questionnaire once per application of the survey.

Questions about this survey can be directed to:
Jaco van Wyk at e-mail xxxxxxx@xxxxxxx.com or telephonically at xxx xxx xxxx

or Prof. Hermien Zaaiman, Manager UARM at xxxxxxxxxxx@nwu.ac.za
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Appendix E: Audit questionnaire

Accountability for managing risk

Questions References
Verify if the ownership of: (Coluccia et al.,
o strategic risks have been: 2017; COSO,
o allocated to executive managers, 2015; FSB,
o transferred from executive to top managers, 2014; 1IF, 2013;
o transferred from top to senior managers, IMA, 2015; ISO,
o risk controls have been allocated up to senior management level, 2018; Sheedy &
« action plans designed to reduce risk within appetite levels have been allocated to top and senior  Griffin, 2017)
managers.

Confirm if adequate resources (people, processes, systems and budget) are available to enable the
execution of risk responsibilities.

Review the progress and changes to the risk registers for the area evaluated over the past six to
twelve-month period. Confirm if:

e action items remain consistent and are not continuously reworded or given new target dates
without any medium- and long-term progress,

e initial actions items are not watered down through continuous rewording and not resolving
intended matters,

» responsibility for unwanted or complex items are not shifted between managers or departments
without any medium- and long-term progress,

e responsibility for unwanted or complex items are not allocated to persons outside the area of
responsibility preventing medium- and long-term progress,

e senior managers can explain the essence of their responsibilities and how they plan to complete
allocated actions in time and on budget (to confirm that the actions are not managed by the local
risk representative),

» detail management plans are available to verify timely progress against complex or capital-
intensive action items,

¢ top management consistently verify senior manager progress on action items,

o top managers are holding senior managers responsible for internal audit findings raised against
risk registers and tracking progress to rectify deficiencies,

Review the minutes of area specific meetings where operational decision making happens. Confirm
if:
« top management resolves risk management issues raised in meetings especially those raised by
senior managers,
« top management explains their risk related decision-making,
e senior managers debate important risk related issues appropriate to decision making discussions,

Risk communication

Questions References
Study risk related messages issued and received in area reviewed. Verify if messages: (Barton &
¢ provide the necessary background, explain the issues, are directed at specific audiences, MacArthur,
stipulate responsibilities, are timely and communicated to intended audiences, 2015; COSO,
« align with the overall objectives of the risk management framework, 2012, 2017,
« were discussed in the area, interpreted and actioned, DNB, 2015;
e triggered the intended changes to systems, equipment, resources and people behaviour, Kasperson,
o were realistic, had the proposed impact and produced the required results. 20.1‘.‘3 Sheedy &
Griffin, 2017;
Sheedy et al.,
2017; Siegrist,
2014)

Risk management leadership

Questions References
External auditors review the company’s executive meeting minutes and report findings against the (COSO0, 2009,
requirements specified below at regular intervals as agreed at the risk committee. Management is 2017; IMA,

encouraged to share key findings up to senior management level.
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Verify if top management members: 2016; KPMG,
e approved the company’s risk management framework by verifying its suitability for achieving 2011)
company objectives and complying with legislation,
e complied with approved risk management requirements and acted suitably against offenders,
e investigated significant risk events and applied suggested corrective action,
¢ held managers accountable to comply with risk management requirements and acted suitably
against offenders.
Risk understanding
Questions References
Verify if manager risk training programs: (Aven, 2012;
e are structured to distinguish between and meet the varying needs that might exist at business Banks, 2012,
unit and management level, pp. 166-171;
o prepare individuals to manage risks connected to their roles, Barton &
 include practical exercises to demonstrate how training content are applied, MacArthur,
e are supported by updated training plans maintained by all business units, 2015; COSO,
e are executed and appropriate records maintained. 2017; FSB,
2014; 1SO,
Verify if manager risk training content: 2018; Sheedy &
o teach risk management definitions and concepts in a language understandable at all levels, Griffin, 2017)
o provides oversight of the company’s risk strategy,
¢ explain the company’s risk management and appetite framework (processes, practises etc.),
e explain how risk management influences business decision-making,
o explain how risk management relates to company strategies and objectives,
e encourage and motivate advantages of respectful employee challenge regarding management
risk-based decision-making,
e prepare managers to handle management challenge in a manner that allows for improved
decision-making, organisational learning and employee ownership,
o provide appropriate training to explain and apply risk management processes,
o explain and give context of how risks are prioritised (rated) for management attention,
o encourage raising of risks related to strategies and objectives,
o explain how to uphold the integrity of current controls in a sustainable manner,
o describe how to plan and execute action items listed in risk registers needed to reduce risk
exceeding company risk appetite,
e explain event investigation and associated communication to encourage organisational learning.
Verify if risk training initiatives include:
o formal classroom learning,
o review and discussion of learnings related to key loss events at all operational meetings,
o short topical articles in company newsletters, increasing awareness of risk management,
o five-minute discussions at the start of risk related business unit meetings to reinforce key risk
aspects.
Risk related role clarity
Questions References
Verify if senior manager’s risk responsibilities are defined in applicable job descriptions and (COSO0, 2017;
performance contracts. Confirm if managers understand their risk responsibilities and how it effects IRM, 2012; 1SO,
their daily jobs. Validate if senior manager risk performance is evaluated by top management. 2018)
Risk informed decision-making
Questions References
Verify if executive and top management risk appetite limits have been translated into appropriate (Anderson &
limits at senior management level. West, 1998;
COSO, 2017;
Review business unit performance against appetite limits for the past twelve months and confirm if De Jonghe et
there were exceedances. Test if top and senior managers understand the company process when al., 2013; DNB,

appetite limits are exceeded.

Review the minutes of area specific meetings where operational decision-making happens. Confirm
if appetite limits were considered as part of decision-making regarding high risk aspects.

Verify if strategic high-level risk assessments at executive and top management level:
e are traceable to detail risk assessments at senior management level per applicable business unit,

2015; England.
HM Treasury,
2004; IMA,
2014b; IRM,
2012; Palermo
etal., 2017;
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e have appropriate controls and action plans, Sheedy et al.,
» mitigate organisational risks according to appetite statements. 2017)

Verify if the risk management function facilitates the management of company risks through:

e establishing policies, procedures and practices to allow systematic application of risk
management processes,

o regularly participating in risk reviews,

e updating risk management processes at predetermined frequencies,

e reviewing critical company processes and evaluating their context in relation to strategic
objectives and appetite statements,

e owning and consistently evaluating top company risks,

e assisting project teams to evaluate risks in accordance with strategic objectives and within
appetite statements,

e sourcing external specialist assistance when required.

Verify if risk department representatives:
¢ have regular value adding face to face communication with all business units to promote the
strategies and objectives of risk management,
e maintain a broad understanding of the company’s internal and external risk context, to enable
facilitation of appropriate risk discussions at all levels,
¢ anticipate the risk needs of departments and assist them in achieving their objectives by applying
appropriate risk management techniques for example:
o Look up methods,
o Supporting methods,
o Scenario analysis,
o Functional analysis,
o Controls assessment,
o Statistical methods.

Review risk event investigations over the past twelve months. Evaluate the company’s risk event
investigation capability by:
o confirming if risk event recording was promoted across the company,
¢ validating employee knowledge of the risk event investigation system at all management levels,
o testing if employees are able to capture risk events,
¢ investigating the suitability of the event investigation prioritisation logic.

Verify if risk event:
o corrective action:
o were implemented according to plans,
o focussed on sustainable improvement,
e |learnings and suggested improvements were:
o communicated across the organisation,
o considered and applied as appropriate across the company,
e approved changes to management systems were executed.

Verify if managers that partook in illegal practices related to risk events, were disciplined according
to company policy.

Confirm if the risk and audit committee approved all significant risk event investigations.

52



