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ABSTRACT 

Software defined wireless sensor network (SDWSN) is a network paradigm recently developed for 

dynamic and secure control of smart devices and the future of Internet of Things. It employs 

innovation, ease of network management and configuration of software defined networking to 

address the inherent challenges that wireless sensor networks (WSN) faced due to the decoupling 

nature of the control and the data planes. However, SDWSN is not immune to the challenges it was 

designed to solve, specifically, security threats and attacks. In particular, SDWSN does not have the 

major security component of the network such as middle box and transport layer security which 

makes it more vulnerable to threats and attacks emanating from network intrusions. Moreover there 

is no active mechanism in place to monitor the network and make it alert and proactive at all times. 

 

This challenge is addressed in this research by proposing an Intrusion Detection System (IDS) for 

SDWSN using Machine Learning (ML) technique. To identify which ML is more effective and 

efficient in the detection of threats and attacks, we performed classification experiments using 

algorithms such as Decision Tree (DT), Support Vector Machine (SVM) and Logistic Regression 

(LR). These algorithms were used to identify network packets and classify them as normal and 

anomaly network packets. The experiment was performed in Waikato Environment for Knowledge 

Analysis (WEKA) using the KDD Cup’99 dataset with 18 selected features. 

 

The obtained results show that SVM model is the most effective ML algorithm followed by DT in 

terms of detection rate of both the normal and anomaly instances. On the basis of efficiency, DT 

produced 77.43% and 22.57% accuracy for correct and incorrect classification respectively as well 

as minimum time for classification in both training and testing. From these results, we conclude that 

DT is more efficient and effective in the detection of network intrusions in real-time so that the 

SDWSN can at all time be alert and proactive. This research produced an IDS framework for 

SDWSN based on DT model. The researchers defined the IDS components and discussed the 

functioning of each components that contribute to ensuring that only non-malicious packets are 

allowed into the SDWSN. This was achieved by monitoring the network resources and being able to 

identify and block any form of intrusions and attacks. Security is an important component of the 

network. Therefore, it is important that the network is alerted and proactive at all time to avoid 

violation of integrity, confidentiality and availability or cases of network failure due to attacks by 

intruders. The essence is to ensure that the SDWSN is secured and dependable. Moreover, the 

researchers also recommended similar study on other ML algorithms and the actual implementation 

of the IDS in a real-world SDWSN.  
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Chapter 1 

Introduction and Background 

 Chapter Outline 

This chapter briefly introduces this research. Here, the problem the research is defined as well as the 

research aim and objectives. Moreover, the research questions are stated and the different research 

methodologies explained. 

1.1 Introduction 

Recent innovations in Micro-Electro-Mechanical Systems (MEMS) technology have made the 

development of tiny sensor devices easy and more useful [1]. In particular, MEMS and Wireless 

Sensor Networks (WSNs) technologies have evolved swiftly and attracted tremendous attention 

from both the academic and industrial fields. The technology supports several types of applications 

in both the military and civilian fields. The sensors networks are made of several number of sensor 

nodes which are sometimes placed in a field that is not secured. Each sensor has the responsibility 

of sensing a specific event and sends the sensed data to the central node. The central node is also 

known as the Base Station (BS). In addition, the sensor nodes can work together as a group to 

execute certain tasks or to share information [2]. Currently, WSN has two deployable architectures 

which are: hierarchical and the distributed flat architecture [3]. 

 

In the perspective of the WSNs, like other networks, are vulnerable to attacks. Thus, they  are linked 

to many security challenges [4–6]. For instance, spoofing threat in WSNs has the ability to 

manipulate the network routing information, collect passive information, subvert nodes and perform 

several attacks such as sinkhole, Sybil, DoS and jamming [7,8]. Figure 1.2 show Broad classification 

of various issues in a WSN. Nevertheless, data authentication, confidentiality, integrity, availability, 

and redundancy are crucial security requirements of WSN that need to be protected in any of the 

WSN systems or applications. Specifically, security has become a problem to WSN because it has 

widespread applicability including  battlefield surveillance, building monitoring, and in critical 

systems such as airports and hospitals [8]. 

The idea of Software Defined network (SDN) has brought more changes into the technical and the 

economic outlook of networking and telecommunications networks after only a few years from its 

inception. The idea of SDN has been adopted in data centres and cloud computing services, whose 

private network operations constituted the perfect hatchery for such innovation [9]. SDN presents 
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the possibilities of quick advancement, hardware independence and centralized control networks. 

The separation or decoupling of the controller and data plane in SDN affects the design of the 

firewall system and permits the logic and policies of the firewall to be executed in control plane 

while the switches execute the switching and filtering operation based on the configured rules [10]. 

Thus, SDN technology makes network management simple and allows innovation through 

decoupling and network programmability [11]. The controller utilizes the interface and manage the 

control of network resources in a logically centralized way. Additionally, SDN manages the 

distributed network resources and supplies the view that is abstracted from network resources for 

the SDN applications [12]. In a typical SDN architecture like the OpenFlow-based architecture, 

three main planes are important; such as the application plane, control plane, and data plane as well 

as the two Application Programming Interfaces (APIs) which are the northbound and southbound 

interfaces. A high-level discussion is presented as follows: 

The application plane: This plane is responsible for hosting services and managing application 

execution that utilises network resources. Such programs include security monitoring, access 

controls, intrusion detection and prevention systems, etc. These programs are used to directly, 

explicitly, and programmatically share the expected network behaviour and requirements with the 

SDN controller via the north-bound. 

The control plane: The control plane comprises a unique network component named SDN 

controller, and it is logically centralized but in principle it is distributed. The controller is a brain of 

the network and maintains active communication with network devices with functions such as start, 

end, add, delete or modify flows rules and paths, provide abstract view of the entire network, etc. 

The controller controls the entire network and provides programmatic interfaces to the underlying 

network. 

The data plane: Data plane is also known as the forwarding plane which is tasked with 

implementing the management operation of the controller via network devices such as switches, 

routers, sensors, etc. These SDN-enabled network devices are utilised for data forwarding, network 

information collection and sharing with the control plane using the southbound interface. 

The APIs: The APIs are mainly the northbound and the southbound interfaces as follows: 

i. Northbound interface: The northbound API as it is also called, is used for facilitating 

communication between the network applications and the control plane. The interface is 

specifically used for supporting application or service orchestration, automation, and 

innovation.  

ii. Southbound interface: This interface or API is in between the data and the control planes and is 

basically used to facilitate the communication between a controller and network devices [11]. It 
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is used to support the overall programmatic control of the forwarding plane, provide 

notification of events, capability advertisement, and network statistics reporting. 

 

Despite the benefits offered by SDN, the network technology is also faced with a series of security 

challenges which have affected its widespread adoption. These security challenges affect mainly the 

SDN architecture such as predefined mandatory policies evasion which results in overwriting flow 

entities, hijacking of an application server and the insertion of the fraudulent flow entities to 

facilitate data eavesdropping, etc. [13,15]. Kreutz et al. outlined different types of security threats 

on the SDN namely: Forged or faked traffic flows, SDN equipment fault and vulnerabilities, attacks 

on control plane communications, controller and application vulnerabilities and lastly, the lack of 

trust between the controller and SDN applications. Moreover, Alsmadi and Xu stated some of the 

SDN security threats namely, spoofing, tampering, repudiation, DoS etc.  

 

As one of the applications of SDN, Software Defined Wireless Sensor Network (SDWSN) has 

emerged as a network model which resulted from the combination of SDN and WSN [16]. SDWSN 

is envisaged to address the several setbacks of WSN in terms of network complexity and 

inflexibility. It can be used to advance the efficiency, sustainability of WSNs, promote 

compatibility and interoperability with other networks as well as play a vital role in the future of 

IoTs [17]. Figure 1.1 shows the basic OpenFlow-based SDWSN architecture as has currently been 

proposed in [16]. Given the importance and the critical role of WSN in the modern society, it is 

vital to secure it and make sure that it is dependable. The main approaches to implement SDN in 

WSN include: Flow-Sensor, Sensor OpenFlow, TinySDN [18]  and SDN-WISE [19].  
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                         Figure 1.1: Basic SDWSN architecture as currently applied by various studies [16] 

 

Security is an important tool for every network and SDWSN is not an exception. SDWSN also faces 

many security challenges that were inherited from SDN and WSN. Security in the SDWSN is still in 

its early stages and several researchers have done much work in SDN and WSN respectively. 

However, some of the security solutions on SDN and WSN can be applied to SDWSN and some 

cannot. The main reason is that, SDWSN does not have major security components such as middle 

boxes and Transport Layer Security (TLS) and this makes it more vulnerable to threats and attacks. 

Even if the network attacks are noticeable in the entire network, the controller is the important entity 

that is mostly attacked because it is the intelligence of the network and being centralized, poses as a 

single point of failure. Furthermore, denial of service (DoS) attacks and intrusion attacks are more 

popular in SDN-based wireless networks. However, some solutions have been proposed to minimize 

the attacks on SDWSN but they have not managed to completely eliminate them [17].  

The advantage of SDWSN is that it increases network security with its ability of filtering traffic 

flows based on packet contents or network states [20]. However, in the traditional networks, such 

functions normally require additional security modules whereas in SDWSN they can be naturally 

supported.  Additionally, the separation between the control and data plane in SDWSN gives several 

advantages and it also introduces more risks which makes the network to be more vulnerable to 

attack vectors than the traditional networks [20]. 
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                             Figure 1.2: Broad classification of various issues in a WSN [21]. 

Intrusion detection systems (IDS) are computing components that are equipped with the capability 

of monitoring the network or the system to see if there is any intrusion or attack that is trying to 

disrupt the confidentiality, integrity or availability of a resource [22]. One of the importance of IDS 

is that it monitors the network and improves the user’s activity to detect intrusions. It is an essential 

part of security for resource constrained wireless networks as they are geared towards high 

survivability networks [23]. IDSs are important aspects of the network as they safeguard the 

integrity of the network because intruders pose a serious threat to the security of the network. It 

represents an important weapon in the realm of system security geared against different types of 

attacks. Generally, IDSs are focused with classifying what is normal and what is abnormal [24]. 

IDS in the network is important because Intrusion Prevention System (IPS) alone is not enough to 

ensure the protection of system resources. In addition, as the system becomes scaled and as security 

appears less concerned in the minds of people, exploitable vulnerabilities in the system are always 

utilized as a result of errors originating from the design, programming as well as various penetration 

techniques from social engineering. At present, IDS has a widespread applications in different 

networks such as in WSN, Ad hoc networks, SDN and other different or related fields [25, 26]. 

Given the critical context in terms of SDN, WSN and IDS, it is therefore important to protect the 

SDWSN from diverse attacks that bugs the networks. This however, forms the motivation of this 
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research. In essence, this research was carried out to design and implement an intrusion detection 

system for SDWSN. The scholars believe that, if the network becomes fully aware of intrusions and 

deadly attacks, it could easily protect itself against such threats and attacks. 

1.2   Problem Statement 

WSNs are vulnerable to growing security attacks and threats which are inept for the current 

traditional security mechanisms to cope with or mitigate such security challenges [27]. SDWSN 

was introduced to bring flexibility, programmability and innovation in the WSN. However, it is 

faced with a multitude of security challenges inherited from both SDN and WSN which have 

become a bottleneck to its operations and widespread adoption and application [27]. In particular, 

major security components are not found in SDWSN since security was not considered in the initial 

SDN architecture. Consequently, this makes SDWSN more prone to security attacks. Such 

components include the middle boxes and transport layer security (TLS) [27]. Given the multitude 

of threats and attacks to the SDWSN, DoS attack and intrusion attacks are among the most 

prominent and popular attacks  that can cripple SDWSN [27]. These attacks pose a serious danger 

to the SDWSN controller which is the brain of the entire networks. The centralized controller also 

poses a single point of failure in the network and is the most targeted component for attacks. Thus, 

if the controller is attacked, the whole network will fail. 

Today, security has been considered as a very critical architectural concern especially in this 

Internet-oriented world where almost everything is considered connected. Despite several 

innovations and research, security is still a very open area that requires continuous improvements. 

In the perspective of networks, several research works have been conducted in the academia and 

industry and most of them addresses security in the SDN and the traditional WSN network 

respectively. Some of these security approaches can be applied to SDWSN while others are 

considered infeasible. Moreover, with the characteristics of WSN in particular, existing security 

techniques infeasibility in SDWSN are a direct consequence of the  inherent constraints in WSN 

such as inflexibility in management, nodes prone to attacks, memory, energy and access of nodes 

after deployment. Though some security solutions have been offered in the perspective of WSN 

such as authentication, key exchange, routing protocols etc., the solutions can prevent a few attacks 

but not all. Moreover, security research in the SDWSN has received less attention and there are no 

effective mechanisms used to detect intrusions in the technology. Thus, it is against this backdrop 

that the network finds it difficult to be proactive and alert. To this end, one of the viable solutions to 

deal with the security related issues in SDWSN is to employ IDS [28]. 
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Given the stated security challenges in the SDWSN, it is therefore, important that the network 

becomes proactive and alert about multiple potential attacks trying to harm it. Consequently, it is 

paramount to design and implement a generic mechanism to detect threats and attacks launched by 

attackers and other intruders. Hence, the choice of an IDS that is capable of monitoring the network 

and detect diverse threats and attacks that target the networks maliciously. 

1.3 Research Questions 

To achieve the research aim and solve the stated research problem, the scholars have to find 

solutions to the following questions: 

RQ1: What are the security challenges that affects SDN and WSNs and the state-of-the art in IDS?  

To answer RQ1, the following sub questions are asked 

  RQ1.1: what are the current security issues in WSN and SDN? 

  RQ1.2: what is the state-of-the-art and practice of IDS in the SDN and WSN? 

RQ2: How can we design a generic IDS to provide effective security for SDWSN? 

RQ3: How can we evaluate the effectiveness and performances of the designed IDS? 

1.4. Research Aim and Objectives 

1.4.1 Aim 

The aim of this research is to design a generic IDS that is capable of detecting multiple network-

based attacks and threats in the SDWSN. 

1.4.2 Objectives 

To answer the above research questions and meet the stipulated aim, the objective of a developed 

generic IDS that is capable of detecting multiple network network-based attacks and threats in 

SDWSN shall be achieved as follows: 

 

R1: Carry out in-depth study and analysis on SDN, WSN and related studies, SDN security and 

intrusion detection systems for network applications. 

 

R2:  Design an intrusion detection system framework for SDWSN based on machine learning 

techniques. 

 

R3:  Carry out simulations or theoretical assessment where possible to evaluate the performance 

of the proposed IDS. 
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1.5. Research Relevance and Contributions 

The main contribution of this research is to provide a preventive and proactive security measure for 

SDWSN. That is, an IDS to assist SDWSNs to be more alert and proactive at all time against all 

forms of security attacks and intrusions. The IDS will act by detecting these intrusions and threats 

which try to enter into the network to cause damages using machine learning technique. Thus, the 

IDS will block them before they can negatively manipulate or destroy the network. This indeed, 

will help realize the impeccable benefits of the SDWSN, make it more secured, dependable and 

increase its application. 

1.6 Methods of Investigation 

1.6.1 Methodology 

In this work both qualitative and quantitative research were adopted. Thus, the methodology include 

the following: The literature which was reviewed in order to try to identify the problem and 

establish the existing works in IDS and SDWSN; The analysis of statistical data that contains 

numeric. The training data were used for the training of the machine learning models and later used 

to classify normal and abnormal instances. The following steps were taken to implement the 

constructive methodology: 

a. Problem identification through the reviewing of existing literature. 

b. Getting more information about the topic. 

c. Showing that the problem can be resolved and how it can be solved. 

d. Perform a series of experiments to evaluate the performance of several machine learning 

algorithms. 

e. Illustrating the impact and contributions this study is making to the Software Defined 

Wireless Sensor Networks. 

f. Theoretical evaluation of the proposed model and the results obtained. 

The literature illustrated that there is a need to protect the network and that there is still much work 

to be done on the security aspect of the SDWSN network as it is still in its infant stage of 

development as a network, as the problem statement has indicated.  

This study will solve the problem by proposing a suitable IDS that will be able to detect intrusions 

in the network. Series of experiments will then be used to evaluate the performance of the models. 
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Theoretical evaluation of the results of the proposed model is used to show the effectiveness of the 

proposed model. 

1.6.2 Methods 

Framework Design: This research work employed framework design as the appropriate research 

method. The proposed framework is an IDS and supports the idea of cooperative defence by IDS in 

SDWSN horizon. The framework uses an ML model called Decision Tree (DT) to classify normal 

and anomaly instances from the specific numerical data in network packets. The framework is 

designed to ensure that there is a secure communication within the network, making sure that there 

is an effective utilisation of network resources and a guarantee only authorized and uncompromised 

access to the network. 

1.7 Research Scope and Limitations 

This research will evaluate three ML algorithms to measure their performance and effectiveness. 

The one which is proven to perform better will be used to design the Intrusion Detection framework 

for SDWSN. This research will not implement the IDS after designing it due to time and resource 

constraints.  

1.8 Research Output 

This subsection presents the research work or output that has been presented and published in an 

International Conference: 

1. Kgogo, T., Isong, B. and Abu-Mahfouz, A.M., 2017, September. Software defined wireless 

sensor networks security challenges. In AFRICON, 2017 IEEE (pp. 1508-1513). IEEE. 

1.9. Thesis Organization 

This research is divided into the following chapters: 

Chapter 2 - Literature review: Presents a detailed background information about SDN, WSN, and 

SDWSN with respect to the existing literature. Furthermore, it explains the security challenges in 

the networks. The chapter also provides a detailed explanation of IDS and its benefits. 

Chapter 3 Methodology and design: Presents the methodology, research tools and experimental 

setup used to determine the best technique to detect intrusion in SDWSN. It further explores IDS 

techniques, the machine learning algorithms, and data collection approaches. Finally, it provides the 

overall methodology adopted in this research.  

Chapter 4 - Results & Discussions: This chapter presents the results, analyses and detailed 

discussions of the results obtained from the experimental set-up. 
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Chapter 5 - Proposed SDWSN Intrusion Detection System: This chapter presents the design of the 

proposed framework; an IDS for SDWSN based on the adopted ML algorithm.  

Chapter 6- Summary, Conclusions and Future Work: Presents summary, conclusions and 

recommendations for future work in this research topic. 

 

1.10 Chapter Summary 

This chapter introduced the research. It presented the statement of the problem, the questions to be 

answered and outlined the main aim and objectives of this research. The chapter further discussed 

the different research methodologies employed and provided a rationale and justification for the 

research. 
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Chapter 2 

Literature Review 

2.1 Chapter Overview 

This chapter presents detailed background information about WSN, SDN and SDWSN with respect 

to the existing literature. Furthermore, it explains the security challenges in the above mentioned 

networks paradigm and provides a detailed explanation of IDS and its benefits. 

2.2 Software Defined Networks 

SDNs are network Paradigms that are created to handle the inherent limitations such as flexibility 

within the existing traditional network management [29, 30, 31]. SDN is a network technology 

where network management is made easier and allows it to be dynamically controlled, changed and 

behaviour-managed through a technique called network programmability[29, 32]. The reason behind 

the development of SDNs was to make innovation, the programmability of the network management, 

and control easy. It functions on an architecture that brings the separation between the data and the 

control plane via the OpenFlow interface. SDN has recently gained attention and has received 

widespread applications.  

SDN has been existing and evolving since 1996.  It was encouraged by a desire to have a network 

that can be easily managed by the user [33]. There has been implementation that has been done by 

the industry and the research groups. Ethane is an architecture for security that merged simple flow-

based network switches to enable the controller to manage the entries and flows [33-34]. OpenFlow 

allows entries that are on the Flow Table to be defined by the server that is external to the switch.  

SDN focuses on four key features and a typical OpenFlow architecture is shown in Figure 2.1:  

1) The decoupling of the control and data planes. 

2) A centralized controller provides a global and an abstract view of the network.  

3) Open interfaces between the control plane and the data plane. 

4) Programmability of the network by external applications. 
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                                     Figure 2.1: Basic architecture of OpenFlow [33]. 

2.2.1 Software Defined Networks Architectural Characteristics 

The goal of SDN is to provide openness, centralization, decoupling, programmability, flow-based 

and the dynamic network switching mechanisms [35]. These characteristics are discussed as 

follows: 

A. Open control: Traditional networking elements like switches and routers are considered vendor-

specific. They provide only limited capabilities to experiment real network traffics using their own 

networking protocols. With the SDN, the developers can build middle-boxes that ensure 

communication between the controller and the network devices. Many controller platforms are open 

sources, such as Open Day-Light, Floodlight, Ryu, and Beacon [36]. 

B. Centralized control:  Different network devices are controlled centrally by a logical centralized 

controller. In terms of design, this is about separating “the what” from “the how”. Such architecture 

is able to handle dynamic network instances.  

C. Decoupled control: in this case, network functionalities are separated and dedicated, that is, tasks 

related to control and data. This separation increases the overall reusability and maintainability as 

well as ensuring flexibility of the network in terms of management and configuration. For instance, 

network policies are separated from rules. However, the security policies at user level should be 

expressive in nature while the rules which are at the network level should be simple and close to 
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attributes of the network. Moreover, the virtual or logical network in the SDN is separated from the 

physical network. 

D. Programmable controller: Constitutes the  main characteristics of SDN where the controller is 

being programmed by user level applications or middle-boxes [15]. That is, developers can make 

modifications to open source controller modules. Programmability technique can improve the SDN 

better than writing applications or making changes to controller functions. It has the capability to 

provide administrators the rights to write policies and monitor OpenFlow networks. 

E. Flow-based management control: This capability moves the network from the usual way of IP 

addresses to the flow-based management and control. Flow-level control being technically possible 

in traditional networks, in the SDN, routing protocols makes decisions based on IP addresses. In 

switches, forwarding decisions are made based on flows in the flow-based architecture of SDN and 

records or rules are per flow [35].  

F. Dynamic control: Due to programmability, there are great dynamics and flexibility in the 

handling of frequent changes in rapid response to activities and dynamic decision making.  

2.2.2 SDN Planes and Layers 

 

This section discusses the different planes of SDN as shown in Figure 2.1: 

A. Data Plane: Data plane is found at the bottom and consists of network devices such as the 

switches, sensors, routers, access point etc. These devices can easily be accessed and managed via 

the southbound API by the SDN controller(s). The southbound API ensures communication 

between the network elements and controller(s) and facilitates connections such as the TLS. 

Currently, the OpenFlow protocol is the most dominant standard southbound API used [37]. 

B. Controller Plane: Depending on the architecture, the SDN controller plane depending on the 

architecture, has one or multiple SDN controller(s) to control the network and provide its global 

view or forwarding behaviour [38]. The controller is in between the application and data planes and 

uses interfaces to communicate with them. The southbound API is situated in between controllers 

and network devices (C-DPI), and the northbound API between the controllers and applications. 

These API ensures that smooth communication is possible and ensure network security, 

management etc. SDN controller comprises two components: Functional components and control 

logic which match network application requirements into instructions for the resources of the 

network element [37]. 
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C. Application Plane: SDN application plane houses several nework applications (e.g. security, 

visualization etc.) that communicate with controller(s) or consume the network resources such as 

abstract view of the network for decision making. They communicate with the controller(s) through 

an open northbound API. The SDN application is composed of an SDN App Logic and API driver 

[37]. 

2.3 Wireless Sensor Networks 

 

The development of a smart sensor recently has triggered the advancements in WSNs [39]. WSNs 

comprises micro-sensors which have the ability to monitor physical and other environmental 

conditions such as temperature, humidity, vibrations, motions, seismic events etc. [40], [41]. The 

wireless connection of WSN condones the creation of ad hoc networks even without first initiating 

physical infrastructure or management. The knowledge of nodes positions makes it simple to 

increase more useful and essential functions like the specific area sensing as well as the integration 

of network efficiency [42], [43]. Thus, the localization of node is a key component for several WSNs 

applications [44], [45]. WSN  is utilised to decrease the space between the physical world and the 

virtual world of electronic computers [8]. The importance is that it has the potential to create proper 

cost-effective solutions for fields like military, medical, and various Smart City, Smart Grid and 

Smart Water System [46, 48]. Additionally, the introduction and proliferation of technologies such 

as IoT and so on has skyrocketed the demand of WSNs as well as research and development 

activities in the field of WSNs in recent years. 

2.3.1 Wireless Sensor Networks Communication Architecture 

In WSN, sensor nodes are usually deployed in environments considered to be hostile to humans and 

every sensor node is equipped with the capability to collect data and route data back through multi 

hop infrastructure less architecture through the sink to end users [49]. Moreover, a sink may be 

linked with the task manager node through Internet or Satellite.  Figure 2.2 shows the protocol stack 

employed by all sensors. The stack ensures efficient power consumption, routing awareness, 

integrates data with networking protocols, communicates power efficiently through the wireless 

medium, and promotes cooperative efforts of sensor nodes [49]. As shown in Figure 2.2, and based 

on the sensing tasks, different types of applications software can be developed and deployed on the 

application layer. The transport layer is responsibe for maintaining data flow when required by the 

sensors and the network layer safeguard routing data from the transport layer. Accordingly, the 

MAC protocol is power alert and able to reduce collision with neighbour’s broadcast. On the other 

hand, the physical layer deals with the needs of a simple but strong modulation, transmission and 
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receiving techniques. In general, the planes assist the sensor nodes to effectively coordinate the 

sensing function and lower the overall power consumption [49]. 

 

                                    Figure 2.2: WSN architecture [49] 

2.4 Software Defined Wireless Sensor Networks 

In the realm of computer networks, when SDN is applied to solve the issues affecting WSN, it 

creates a new network model called SDWSN. SDWSN is a new network defined for Low-Rate 

Wireless Personal Area Networks (LR-WPAN) [50]. It is made of the best approaches which can be 

used to ensure network efficiency, security and sustainability of WSNs as well as promote 

interoperability with other networks [51]. Today, considering the importance of WSNs application, 

it is important that WSN is secured and dependable. However, integrating full security into WSN 

continues to be a challenging task as compared to security of other networks. This is because there 

are many restrictions and constraints emanating from sensor nodes such as limited processing 

power, energy, and storage as well as limited bandwidth in wireless links which are likely to fail 

[43]. Moreover, sensors are prone to several cyber or physical attacks like falsification of data, DoS 

and interception of communication [49]. Nevertheless, these attacks are not different from attacks 

that are common to ad hoc networks but occur on the basis that sensor nodes are neglected. 

Regardless of these challenges, security remains crucial for sensor networks [49]. By applying SDN 

to solve WSN challenges resulting to the SDWSN paradigm would certainly enhance the network. 

Despite this, like other networks, SDWSN is also prone to security challenges and only few 

research work has been conducted hence there are few solutions to this security challenge. 

 

2.5 Intrusion Detection System 

IDS provides a solution to the problem of intrusions that is militating against wireless networks on 

daily basis. IDSs are systems that guard the entire network assets and they have the ability to find 
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abnormal behaviours or improper usage and sometimes alerts the administration to take remedial 

action, an example is a burglar alarms, [25]. IDSs are made to provide the occurrences, method, 

source, and attack signature of a particular intrusion and execute appropriate responses to thwart the 

attacks. IDSs are designed to operate as host based or, network based, which forms the main types 

of lDSs [52]. IDSs have been expressed in several ways for commercial purposes but operate using 

any of the three methods which includes: 

A. Signature based  

In this approach, the intrusion detection scans network packets for specific byte sequences 

(signatures) considered already stored in the attacks databased of the network [52]. Depending on 

what technique is employed in the identification of the stored signatures, the following names are 

defined: Rule based, Expert system, State models, String match. However, some commercial 

signature-based application systems exist such as:  

Pattern Matching: This intrusion detector detects known attack patterns which were previously 

detected and coded for further reference and action. For example, if an IPv4 packet destined for port 

2345 has a signature like 'smash' in its payload, a flag or indicator will be raised immediately and an 

alarm signalled to the administrator showing the occurrence of an intrusion, [25]. This is the 

simplest way of detecting intrusions, however it is the most efficient way and it can increase the 

number of false and missed variants. Accordingly, it operates by packet sniffing and is not very 

useful in the case of stream-based traffic, [52]. There are different types of pattern-matching such 

as: 

             Stateful pattern matching: An advancement in pattern matching which operates by    

            decomposing the signature in the data packets into parts. It maintains the packet state 

            making it relevant for stream-based traffic. Example, for a string 'smash', this stateful 

            pattern matching will divide it into 'sma' 'sh' in consequent packets. It scan the 

            packets and detect them as intrusion, [25].  

 Protocol decode-based analysis: This is some sort of addition to the pattern 

matching technique [25]. Here, the protocol elements are detected alongside with 

other known patterns. For each element, it considers variable fields such as number 

of arguments, length of field and others. Protocol decoding is an example used in 

limiting the start and end points of a pattern search involving variable fields.  

 

B. Anomaly Based  

This type of intrusion detector is designed to scan not only network traffic that differs from models 

of previous 'normal' network behaviour, but also search for known attacks such as when some 
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process (e.g. a Trojan) tries to write to a registry. This behaviour is considered not normal and 

consequently, marked as an anomaly. This detector is found in applications in the following forms: 

protocol anomaly and traffic anomaly which is configured to scan for uncommon traffic activities 

such as flood of packets and thwarting DoS attacks. Also, it is the statistical anomaly that is 

configured to recognize statistical baseline normal traffic activity and alerts are provided when 

differences are identified. Statistical anomaly detection systems are described as behaviour measure 

intrusion detectors which are categorized into three classes: event count-based, interval-based and 

resource consumption-based [54]. 

 

C. Specification-based  

This intrusion detector technique monitors the current behaviour of systems according to laiddown 

specifications that explain desired functionality for security-critical entities. To this end, any 

deviation between the current behaviour and the specifications is reported as an attack or intrusion. 

This process compares predetermined profiles for each protocol state against noticed events to 

identify variations [52]. 

2.5.1 IDS Architecture 

The IDS architectures are separated into two categories called: the host based and networks based, 

depending on the techniques used to collect data. The host based IDS looks for information from 

multiple kinds of log files e.g. kernel, system, application, etc. and it differentiates the log files with 

the internal database of typical signatures for attacks that are known. The network based IDS 

operates in total opposite to the host based [53–54]. The idea behind the design of the network 

based IDS is to search network packets, and audit packets information Giving access to any 

suspicious packets. Moreover, the IDS architecture can be split according to the detection 

mechanism. Signature based IDS mainly focuses on finding an event of predefined signatures 

behaviours that are the same as a previously known attack or that indicates an attack. The anomaly 

based IDS look for any behaviour that deviates from the predefined or accepted model of behaviour.  

Brutch and Ko, came with another type called specification based IDS which, explains a set of 

constraints that are expressive of a program’s correct operation.  
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            Figure 2.3: Logical IDS component [52] 

 

Although, all IDSs have the same basic modules or stages as shown in Figure 2.4 they are, however, 

different for different network:  

Parameterization: Where observed instances of the selected system are represented in a pre-

established form.  

Training stage: The behaviour of the system (normal or abnormal) is classified and a correlating 

model is built. It can be done in many ways either automatically or manually according to the 

network IDS considered. 

Detection stage: Employs the system model by comparing the observed traffic. If the deviation is 

beyond or below a certain limitation, an alarm will be raised to indicate the presence of intrusion. 

 

 

 

                        Figure 2.4: generic NIDS functional architecture [52]. 
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2.5.2 Types of IDS 

There are basically two types of IDS depending on how they monitor activities. They include host-

based and network-based. 

(i) Network-based IDS: Network IDS (NIDS) is an alert component of the network and it can 

be deployed either inside or outside the firewall or at the limits of the system. It can also be 

found on devices that are connected to an element of an organization’s network and it scans 

for any intrusion [54]. The IDS scans packets when it looks for attacks and is placed in an 

area in the network where it can easily evaluate traffic that is entering and leaving a certain 

network through using TCP/IP stack. NIDS scans for invalid data packets when it is in the 

process of protocol stack verification [52].  

 

(ii) Host-based IDS:  Host IDS is a monitor designed only for the host computer, and found at 

business critical hosts and external servers to watch events on that system. HIDS can 

benchmark and monitor the status of main system files and reports when an intruder tries to 

manipulate the files. Most of the HIDSs function on principle of configuration or change 

management and are considered efficient on host system, where the encrypted traffic will be 

decrypted and made for processing [52], [54].  These components are often logical and 

software-based such as traffic collector, analysis engine, signature database and user 

interface and reporting. 

2.5.3 Benefits of using Intrusion Detection System 

There are other security measures to protect the network, such as firewall, cryptography, antivirus 

programs, etc. However, not all can offer full protection from both intrusions which are within and 

outside the defence perimeter. But with IDS, protection from any direction can be ensured [54]. 

That is, IDS is important because other security mechanisms/techniques such as cryptography are 

not capable of offering enough required level of security [54]. For example, cryptographic 

technique can only provide security against specific types of attacks from external intrusions but 

will not be able to provide security against inside intrusions, which already have the required 

cryptographic keys. Therefore, intrusion detection mechanisms are important to detect all forms of 

intrusions in a system or network.  
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               Table 2.1 SDN Security challenges and countermeasures 

Algorithm name Security aspect  Techniques Used Summary 

“Novel 

mechanism for 

resilience to 

failures in SDN” 

[55] 

Scaling a man-in-middle 

attack among switch and 

the SDN controller 

Controller replication This is a new mechanism implemented as resilience to network failures 

in the SDN.  Developed the component to enhance resilience in NOX 

that uses its component organization. Moreover, a Primary-Backup 

method was introduced to enhance the resilience of the SDN. 

“SDN-based 

DDoS blocking 

scheme” [56] 

DoS/DDoS attack 

specifically on the 

controller 

DDoS Blocking 

Application 

The DDoS blocking scheme is used to protect message exchange 

among the DDoS blocking application that executes on the controller 

as well as the server in SDN-managed network. However, every other 

interactions are carried out in the interfaces of the standard OpenFlow. 

“Virtual source 

Address 

Validation 

Edge (VAVE)” 

[57] 

Launching a DoS attack 

aim at overwhelming the 

the Flow Table and Flow 

Buffer 

Integration of 

Validation mechanism 

with 

OpenFlow/NOX 

architecture. 

 Highlights the important limitations of the SAVI such that bound 

addresses one of SAVI is still forgable making it difficult for SAVI to 

be trusted and deployed. However, the problem can be mitigated via a 

solution called VAVE.  

“Flover “[58] Security rules and 

configuration 

conflicts 

Flow Verification  Proposed a novel approach of modelling OpenFlow flow tables using 

Yices SMT solver which whether non-bypass property are violated. In 

addition, a prototype known as the flow verification tool (FLOVER) 

was developed. It transforms a given flow table into a series of Yices 

assertions as well as checking for any inconsistency based on the 

prevailing security policy of the network. 

“NICE” [59] Illegal access automating the testing 

of Open-Flow 

applications 

implemented a tool called NICE which automate the testing of 

OpenFlow applications using a combination of both model checking 

and concolic execution. The tool is to expidite the exploration of the 

state space of the original programs of the controller meant for NOX 

platform. 

“DISCO” [60] 

  

A distributed 

multi-controllers-based 

threats 

DISCO for WAN 

control plane and 

overlay networks 

Also developed what was called DISCO (DIstributed SDN COntrol 

plane) for Wireless Area Network (WAN) and overlay networks 

considered to be guarded. DISCO is organized in a per domain manner, 

where an individual controller is responsible for specific SDN domain. 

Additionally, it also proffers a simple and highly practicable channel 

between controllers. 

 

2.6 Software Defined Networks Security Challenges 

2.6.1 Main SDN security challenges 

SDN does not have a reliable security mechanism such as authentication and authorization at the 

controller and application level which makes it difficult to give several parties access to the network 

resource while providing protection to the network at the same time [29]. Also, there are several 

attacks targeted at the SDN, for example, DoS attack. Accordingly, there are new DoS attacks that 

fingerprint network and launch more efficient resource consumption attacks - DDoS. Moreover, due 

to the existence of open interfaces and known protocols that simplify network programming, it is 
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easier for intruders or attackers to enter and manipulate the network. Having the knowledge of 

network control and access to the controller, the operation of the network can be fast and easily be 

subverted to the benefit of the attacker [29]. Also, the OpenFlow architecture of SDN is known for 

trust issues on OpenFlow applications because third party development is involved [14]. In general, 

SDN security vulnerabilities are as a result of the absence of the integration of existing security 

technologies and the inability to poke around every packet [61]. Chen et al. also highlights several 

security challenges affecting the SDN such as forged or fake traffic flows, attack switch 

vulnerabilities, attack control plane communications, attack controller vulnerabilities and the lack of 

trust management between applications and controller [62]. 

2.7 Wireless Sensor Networks Security Challenges 

In the realm of WSNs, security threats and attacks are inevitable. Like other networks, WSNs are 

also vulnerable to security attacks and it is associated with many security challenges [4–6]. One of 

those threats that are prominent in the network is spoofing. The attack has the ability to manipulate 

network routing information, collect passive information, subvert nodes and perform several attacks 

such as sinkhole, Sybil, DoS and jamming [8]. However, data authentication, data confidentiality, 

data integrity, availability and redundancy are very important security requirements of WSN that are 

needed to protect any WSN system or application. 

In particular, security has become a challenging problem in WSN because of its widespread 

applicability including  battlefield, surveillance, building monitoring and in critical systems such as 

airports and hospitals. To secure the information sent between sensor nodes and Base Station (BS), 

the security goal of confidentially is indispensable. This is crucial to avoid eavesdropping by 

attackers. It is important for sensor nodes and BS to have the ability to check the authenticity of 

received data and also of the nodes involved in the communication. Hence it is important to have 

trust establishing mechanism. False data can manipulate the predictability of the whole network and 

compromise the integrity of the data. Thus, it is important for data to be protected from being altered 

and that correct data must at the end reach the end user. One of the reason WSNs are vulnerable to 

security attacks is that they communicate closely with physical environment and people. To this end, 

the security mechanisms currently being used are not sufficient to deal with limitation and 

complexities faced by WSNs. The critical security challenges in WSNs is protecting it from 

eavesdropping and tampering. 
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2.7.1 Major WSN Security Challenges 

WSNs have several attributes that make them to be incapable of mitigating several security attacks in 

threatening environments like the battlefield in the perspective of the military [63]. They include: 

 In WSN, wireless node can be accessed by everyone. Anyone can participate in an interaction 

because configuration of radio interface is made at a constant frequency band for 

communication. This gives attackers the advantage to break into WSN.  

 Several protocols in WSN are open and attackers can time to time launch attacks by using the 

vulnerabilities in open protocols.  

 Because of some resource constraints, it becomes difficult to execute security models on sensor 

environment because some of these algorithms are complex.  

 WSNs are usually placed in hostile areas without a proper infrastructure and this poses threats to 

them. This is due to the difficulty of installing constant surveillance after network deployment. 

Moreover, Chen et al. [64] summarizes other security challenges in WSN and are as follows: 

 Decreasing the consumption of resources and bettering security. 

 Sensor networks are likely to be attacked by threats like passive eavesdropping, active 

interfering etc. 

 During the process of inter-networking, there is end-to-end information transfer which 

applies immediately.  

 The traditional wired-based security schemes becomes inept by wireless communication 

characteristics. 

 Network topology is declared to be dynamic because of the addition and failure of nodes. 

2.7.2 WSN Possible Attacks 

Security attacks that dominate the WSNs world can be grouped into the following techniques: node 

compromising, passive attack, active attack, external attack and internal attack. In a study made by 

Du and Chen, attacks that have high chances of attacking were reported; that can be targeted on 

sensor time synchronization. These attacks include replay, message manipulation, masquerade and 

delay. Some of the attacks discussed are the node subversion, collection information, false node, and 

malicious data. Others are the Sybil, sinkhole attacks and Wormholes. The study also discussed 

several countermeasures for some of these threats. 

1. Attack techniques: Several techniques are used by intruders to launch attacks on WSN due to the 

known protocols. This can be done by eavesdropping on packets that are being transmitted.  In this 

instance, false packets can be used to cause confusion. Additionally, received packets can also be 

modified before being sent. 
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2. Node compromisation: This attack is made of one of the deadliest malicious attacks that usually 

attack WSN. This attack utilises the fact that sensor networks are placed in environments that are 

hostile where there is no constant monitoring. 

3. Passive versus active attack: In passive attack, crucial security information can be taken 

unknowingly in WSN. The intruder can remain silent so that it can easily eavesdrop the network 

traffic in order to steal important information in the network like  traffic data in which analysis can 

be performed upon to get secret information [63]. Passive attack is a very treacherous type of attack 

since it does not leave any traces after it has taken place. The effects of active attack is more 

dangerous as compared to that of passive attack. 

4. External versus internal attack: External attacks come from the environment that is external to the 

network. It can be done by eavesdropping or via inserting of compromised flows into the network 

with the ability to consume processing and energy. Additionally, internal attacks are made by nodes 

thought to be genuine but that will behave in unknown ways. 

5. Group communication attacks: Cheikhrouhou discusses attacks on WSN that emerge from group 

communication. WSNs are vulnerable to several attacks in this form of attack as a result of inherited 

features of networks. Some of the group communication attacks are explained and are summarized 

as follows: 

a) Impersonation attack: This attack functions by pretending to be one of the group 

members for it to gain access or make malicious act in the group. In terms of WSN, the 

intruder can gain interaction with other nodes or launch attacks on behalf of the node. 

b)  Injecting false message: False or fake data can be injected into the node to interrupt their 

operation. 

c)  Eavesdropping: This is another participant attacker in a group communication which 

steals transmitted messages. This suggests that information in important applications like 

healthcare, military operations is to be kept secret. 

d)  DoS attack: This attacker tries to deny a group from operating by attacking. DoS attacks 

can be launched by either an insider or outsider by sending fake group leave requests on 

behalf of other members. 

2.8 Software Defined Wireless Sensor Networks Security Challenges 

 Security in SDWSN is still at an early stage and much work has not been done in it.  Literature 

shows that much work has been done is both SDN and WSN and security solutions were published 

however some of these solutions can be applied in SDWSN but some cannot. The controller is the 

one that is mostly attacked because it poses as a single point of failure in the network. DoS is among 

one of the attackers that are likely to threaten SDN-based wireless networks. There are mechanisms 
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that have been put in place to try to mitigate attacks in SDWSN but they have not completely 

mitigated them [17].  

The crucial advantage of the SDWSN is that it integrates security of the network with its ability of 

redirecting or filtering traffic flows according to packet contents or network states. Additionally, the 

split of control plane and data plane gives some advantages and also brings more risks which makes 

the paradigm to become prone to attacks as compared to the traditional networks. Security 

requirement, shown in Table 2.2, can be affected severely by the separation of planes in SDN. 

                           Table 2.2. Security Requirements of SDN [32] 

Requirement Description 

Confidentiality  Stop information access by third parties that are unauthorized. 

Integrity Safegurd information from being modified by attackers. Make sure 

that authorised users get access to resources. 

Authenticity  Entities are secured so that they can be the ones they claim to be. 

Authorization  Give only legitimate users access to resources. 

Nonrepudiation  Users won’t deny the tasks they have done. 

Consistency  Make sure that the flows rules that are defined by different 

applications do not deviate. 

Fast 

responsiveness  

Security events should be in real time. 

Adaptation  To take care of user mobility and dynamic network conditions. 

 

As the researcher stated that some of the threats faced in SDWSN are inherited from both SDN and 

WSN. Table 2.3 as analysed by He et al. proposes a list and summary of these security threats which 

are inherent in SDN [20]. 

 Forged or faked traffic flows: Forwarding devices and controller are the ones mostly 

vulnerable to this attack. The intruder can launch a DoS attack to shatter the forwarding 

devices and controller resources. This attack can be mitigated by the authentication 

technique. 

 Attacks on forwarding devices:  This attack can confuse the entire network. In this instance 

a forwarding device can be utilised to manipulate network traffic.  

 Attacks on the controller: This is the most dangerous attack on the network because once 

the controller is attacked, it could compromise the whole network.  
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 Lack of trust mechanisms between the controller and management applications: Lack of 

trust mechanism between the controller and applications can put the controller at the risk of 

being attacked. 

      Table 2.3. Threats Inherited in the SDN [32] 

Threat Consequences in SDWSN 

 

Forged or faked traffic flows Can be used as gateway for DoS attack. 

Attacks on forwarding devices The effect is possibly expanded. 

Attacks on control plane communications Correspondence with coherently incorporated controllers can 

be investigated. 

Controller attacks Hijacking the controller may shut the entire system. 

Lack of trust mechanisms between the 

controller and management applications 

Malicious applications can now be launched to the controller. 

Attacks on administrative stations Currently the effect is doubled. 

 

                   Table 2.4: Various intrusion detection system 

Proposed 

system 

Data 

collection 

technique 

Detection 

technique 

Type of 

attack 

detected 

Performance 

(If 

implemented) 

Tools used Summary 

Global 

Hybrid IDS 

for WSN 

[67] 

Traffic based Anomaly 

detection 

Selective 

forwarding 

and DoS 

attacks 

High 

detection rate 

NS2 The model 

use the cluster 

–based 

architecture to 

decrease 

energy 

consumption 

and is based 

on SVM. 

Intrusion 

detection for 

WSN based 

on traffic 

prediction 

model [68] 

Behaviour Anomaly 

based + 

signature 

based 

Selective 

forwarding, 

Hello flood, 

Bock hole, 

worn hole 

High 

detection rate 

(98%) and 

low false 

positive rate 

92%) 

KDDCup’99 Uses learning 

model based 

on the sum 

and detection 

technique 

based on the 

attack 

signatures. 

The 

mechanism is 

deployed in a 

cluster based 

topology. 

A fog 

computing 

based system 

for selective 

Traffic Statistical Selective 

forwarding 

proposed 

approach 

caught most 

of the 

NS2 The model 

utilise fog 

computing 

and its close 



26 

 

forwarding 

detection in 

mobile WSN 

[69] 

malicious 

sensor nodes 

which 

demonstrates 

its 

effectiveness 

in detecting 

malicious 

sensor nodes 

range with 

sensors layers 

and detect 

malicious 

sensors.  

Cross layer 

intrusion 

detection and 

response 

(XIDR) [70] 

Behaviour + 

traffic 

Anomaly + 

signature 

SQL 

injection 

attacks 

Effective 

when history 

informs the 

decision 

request 

simulator 

This 

architecture 

made of 

multiple 

sources of 

intrusion 

detection to 

use cross-

layer based 

detection in a 

wired 

environment 

and deploy a 

response 

across various 

layers using a 

cost-sensitive 

response 

selection  

An 

improvised 

hierarchical 

black hole 

detection 

algorithm in 

WSN [71] 

Traffic based Statistical Black Hole improved 

performance 

in the IDS in 

terms of 

security and 

vitality 

consumption 

C++ Base Station 

monitor nodes 

to trace black 

hole attacks  

Distributed 

Trust based 

Intrusion 

Detection 

(DTBID) in 

WSN [72] 

Trust + 

Behaviour 

Statistical Selective 

forwarding, 

Dos, on/off 

attack and 

bad/good 

mouthing 

attack 

Its detection 

rate is higher 

than that of 

(Node 

Behavioural 

strategies 

Banding 

belief Theory 

of Trust 

Evaluation 

algorithm 

NS2 The algorithm 

uses factor of 

trust to detect 

intruders. 

Leader 

Based 

Intrusion 

Detection 

System 

[LBIDS] 

[73] 

Traffic Statistical Dos,  Sybil 

and sinkhole 

95% 

Detection rate 

NS2 The IDS is 

placed in Aps 

since every 

heterogeneous 

interaction 

occur via 

APs. 

 

2.9 Related Work 

Researchers in [74] propose an anomaly based security identification mechanism for large scale 

sensor networks that exhaust the stability that they have in the neighbouring information.  The 
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author assumes that if each node will be able to make a simple statistical model of the behaviour of 

its acquaintances, then those statistics can later be used to check if there is any change in them. The 

authors have shown that by just observing at a relatively small number of the features of the packets 

that are received, a node can easily notice an intruder that imitates its original neighbour [75]. The 

authors used the anomaly detection model deployed at each node separately for their 

implementation. The authors also suggest that cooperative algorithms that have a Low-complexity 

cooperative algorithms may increase the detection and containment process.    

 

Singh, et al. implemented and evaluated an intrusion detection model for both Homogeneous and 

Heterogeneous WSNs. Their model was programmed to identify intruders coming in the area and 

then compute detection probability of intruders which gives out more reliable and better results than 

those of previous work [76]. During the detection process, the detected information passes on to the 

base station where routing strategy is used with energy efficient way [76]. 

 

Mallarapu and Sagar proposed an intrusion detection system for wireless sensor networks. The 

proposed system is made up of four layers and it utilises specification based detection mechanism. 

The first layer of the system consists of all leaf level sensors that are used to gather data from the 

environment [78]. The next layers which is the second and third have monitor nodes; where the 

second layer monitors the pattern of communication of leaf level sensors. Sensors on Level 3 

monitor the behaviour of sensors that are on level 2. The last layer is the Base Station and human 

beings are responsible for operating it. The approach that they proposed requires a network that is 

heterogeneous with levels 2 and 3 being the most powerful than the leaves considering transmission 

range and battery life [78]. 

 

Giannetsos, Thanassis, et al. proposed a  distributed intrusion detection for sensor networks, the 

system is designed to work with partial and localized information  that is at each node of network 

[80]. Nodes cooperate and give each other information with their neighbours to check out if an 

attack has been launched or not. Their work is focused on routing because they believe that it is the 

root of sensor networks. The authors indicated how their IDS can be utilized to detect blackhole and 

selective forwarding attacks, with a very low false-negative and false-positive rates. The authors in 

[79] provide a set of general rules than an IDS for sensor networks should follow. 

 

Albers, et al. came up with a general intrusion detection architecture for ad hoc networks. Their 

system detects incoming telnet connections and act if those connections originally come from 
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outside the community’s network [81]. The output that was obtained from the prototype are 

promising and the architecture seems well adapted to ad hoc networks. The authors used two 

methods for detecting intrusions, anomaly and misuse detection. With anomaly detection the system 

uses the user’s standard profile that it knows and detects differences from the one it originally 

knows. Misuse detection depends on the signature of attacks [81].  

 

Chung, et al. proposed an intrusion detection in virtual network system. Its aim is to identify and 

reduce collaborative attacks in the environment of cloud virtual networkings.  The proposed 

solution investigates on how to use programmability of software switches-based solutions to 

improve the detection accuracy rate and win the victim exploitation phase collaborative attacks 

[83]. The NICE system only investigates the NIDS approach to counter zombie explorative attacks. 

To improve the detection accuracy rate, host-based IDSs solutions are combined to cover the whole 

spectrum of IDS in the cloud system. 

 

In [84], the author proposed Integrated Intrusion Detection System (IIDS) in a heterogeneous 

Cluster-based WSN. Three IDSs meant for the sink, Cluster Head (CH) and Sensor Node (SN) are 

designed based on different abilities and probabilities attacks that they can suffer from. For the sink, 

an Intelligent Hybrid Intrusion Detection System (IHIDS) is proposed and it has the ability to learn; 

it doesn’t only reduce the risk of threat of attack in the system, it further learns and adds new classes 

by learning mechanism in real time when the sink suffers unknown attacks. 

For Cluster Heads (CHs), a hybrid IDS is proposed and has similar detection models as IHIDS, 

however the HIDS has no learning capacity [84]. The aims of the proposed system is to detect 

attacks efficiently and reduce resource wasting. However, HIDS updates the classes of attacks 

utilising the feedback mechanism between CH and the sink.  

The authors in [85] proposed detection mechanisms for both selective forwarding and delay attacks 

and indicated the influence of parameter settings on the IDS performance. The authors went on to 

evaluate the IDSs by using extensive simulations and optimized using: 1. computationally 

demanding sampling; and 2: MOEAs that increases the optimization such that the results can be 

computed also on a single computer in reasonable time. The authors discussed several strategies of 

attacker and evaluated the impact of changes in placement of compromised sensor nodes on the IDS 

performance. 

The sensor network performance is improved by looking at all the Quality of Service (QoS) 

parameters whenever there is an intrusion [86]. The multipath routing protocol is used where all the 
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paths from source to destination are calculated. The optimal path the least cost is scanned by an 

algorithm and then the designed IDS monitors the WSN. Even after the sinkhole attack occurs, the 

QoS requirements for WSN are needed to improve the performance. Different intrusions can be 

detected and prevented using this protocol. 

This paper [87] gives the idea about anomaly detection technique for IDS in WSN. It gives thought 

regarding IDS agent selection and detection of compromised nodes according to their behaviour. 

The true alarm rate for detecting intruders can be improved. The proposed method can be more 

effective in small networks, as well as for small ad-hoc networks. 

The authors in [87] have proposed a distributed IDS for sensor networks and it is designed in a way 

that it operates with only partial and localized information that is available at each and every node 

of the network. Nodes collaborate and exchange information with their acquaintances so that they 

can make an informative decision as to whether there was an attack or not. This research is based on 

routing as it is a foundation of sensor networks. They indicated how this IDS can be utilized to 

detect both blackhole and selective forwarding attacks, with a very low false-negative and false-

positive rates. 

In this work [88] the authors discovered that their system is more effective at detecting active 

sinkhole attacks, which happen to be the most disruptive type of attacks. The most important 

advantage of their detection method is that it does not need communication between sensor nodes. 

An important advantage of this detection approach is that it requires no communication between 

sensor nodes, which is more important in limiting the energy needed in power controlled sensor 

networks. Given the significance of sensor networks applications, their proposed system gives a 

valuable tool for developing robust and secure sensor networks. 

 

2.10 Chapter Summary 

This chapter presented the detailed analysis of SDN, WSN, and SDWSN, went further to describe 

existing security challenges in the above mentioned networks. The existing literature on IDS was 

also reviewed. The next chapter will present the research methodology.  
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Chapter 3 

Research Methodology and Design 

3.1 Chapter Outline 

 

This chapter presents the methodology, research tools and experimental setup used to determine the 

best technique to detect intrusion in SDWSN. It begins with introducing the IDS techniques 

adopted, the machine learning algorithms used, and data collection approach. It also provides the 

overall methodology adopted in this research.  

3.2 Introduction 

As explained in Chapter 1, section 1.2, SDWSN is faced with several challenges and is vulnerable 

to security threats. These threats emanate from both SDN and WSN which require a great attention 

in order to reap the benefits offered by the network paradigm. Thus, it is essential that proactive 

security mechanisms are in place to protect the network. Though there are several approaches 

already in existence and deployed, one widely known approach which has been found feasible and 

appropriate in the realm of SDWSN is the IDS [89]. IDS is considered an efficient security 

mechanism capable of protecting the network against malicious attacks or unauthorized access. It 

has also gained wide spread applications in the realm of networks. The essence is to guard against 

compromise of the networks’ confidentiality, integrity and availability (CIA). In particular, the 

controller is the critical entity in the entire networks and a compromise will results in the total 

collapse of the networks [90]. The same is also applicable to the network devices such as the 

sensors. 

Therefore, in this research the researcher’s goal is to propose and design a robust IDS for SDWSN. 

The IDS framework adopts the statistical approach to IDS in which machine learning models will 

be utilised to detect intrusions using historical data. In this case, the model will be able to classify 

the network considered as dataset instance into anomaly and normal. However, before the model is 

effective, historical data are used for training the machine learning model in order to learn the 

normal behaviour and attack patterns. To this end, significant deviations from normal behaviour are 

flagged as attacks or intrusions. However, there are several machine learning algorithms that exist 

today with each having its own strengths and weakness as well as predictive power. Thus, the first 

step towards the design of the proposed IDS model is to identify which of these models is most 

effective in prediction in real-time, given the volume of traffic in SDWSN. 
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Moreover, in the proposed IDS framework, we will employ the use of the KDDCup’99 dataset for 

the evaluations in order to identify the best prediction model in terms of accuracy and other 

important factors. In this dataset there are 22 types of attacks that are categorized into 4 broader 

attack categories such as DoS, U2R, R2L and probe as shown in Table 3.1. Details about this 

dataset are discussed in Section 3.7 of this Chapter. Briefly, the researcher’s IDS will be designed to 

detect the multiple attacks as intrusions in the SDWSN. 

 

Table 3.1. Types of attacks identifiable in KDDCup’99 dataset [92] 

 

 

 

 

3.2 The IDS Approach and Justification 

To meet the stated goal in this research, the proposed IDS framework will employ the anomaly 

detection method using ML algorithms with data mining. Data mining is a new technique employed 

in intrusion detection and is described as finding of  “patterns, associations, changes, anomalies, 

rules, and statistically significant structures and events found in the data”[91]. It is the process of 

filtering out important patterns in the dataset so that one can be able to make a decision. Recently, 

there are a huge number of data mining algorithms classifications, link analysis, clustering, 

associations, rule abductions etc. Using these algorithms, data mining gets the knowledge from 

huge datasets by analysing it and availing it in the intrusion detection model. In particular, our 

framework adopts the anomaly detection approach to detect both known and unknown attacks by 

utilising the model from ML. This model will utilise known trustworthy activity to detect new 

behaviour or pattern by comparison. This approach is categorized into both the unsupervised and 

semi-supervised [92], [91].  

Based on the detection method adopted in this research, the following ML algorithms will be 

investigated and evaluated in order to identify which model is more effective in detection. They 

include the Decision Tree (DT), Support Vector Machine (SVM) and Logistic Regression (LR) data 

mining techniques.  The choice of these algorithms is based on the fact that they have been widely 

used in the construction of predictive models in both networks and non-networks setting. For 

intrusion detection with DT, LR and SVM, testing was performed by benchmarking in the 1999 

Defence Advance Research Project Agency (DARPA) intrusion detection data set [91], [93]. 

 

Attack Types Identifiable Attack Patterns in KDDCup’99 Data set 

Dos Back, Neptune, smurf, teardrop, lan, pod 

Probe Satan, portsweep, ipsweep, nmap 

R2L Warezmaster, warezclient, ftpwrite, guesspassword, imap, multihop, phf, spy 

U2R Rootkit, butterflow, loadmodule, perl 
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Data Mining provides algorithms that are able to thoroughly go through individual record in the 

data to find patterns, relationships, factors, clusters, associations, profiles, and make predictions 

based on previous knowledge. When using normal reports, data mining is able to make  decisions 

even create alerts if needed [94]. Moreover, data mining-based IDS have the capability to come up 

with results that can be used in future using different algorithms. The aim of these algorithms is to 

fit a model to the data, analyse the data and simulate the model which is closest to the data being 

analysed. 

3.3 Machine Learning Algorithms  

 

This section presents detailed ML algorithms and models which have been chosen in this research 

for an IDS design. These algorithms include SVM, DT and LR. Furthermore, the researcher provide 

a justification of why these models were chosen. 

3.3.1 Support Vector Machine 

SVM  is a ML model that plots the training vectors in high dimensional feature space, labelling 

each vector by its class [95]. SVM theory is developed from statistics and its basic principle is 

discovering the optimal linear hyper plane in the feature space that splits two classes [95]. SVM 

modelling algorithm gets an optimal hyper plane with the maximal margin to separate two classes, 

which is required to solve the following defined constraint problem:  

                               (1) 

 

Subjected to: 

                                                                                                  (2) 

To allow errors, the optimization problem will now become: 

                                                        (3) 

Subjected to  

                                                                                                  (4) 

 

                                                                                                                        (5)                                                                                                                     

 

By using the method of Lagrange multipliers [94], the dual formulation expressed in terms of 

variables, 𝛼𝑖 is obtained: 
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                                                                                        (6) 

 

Subjected to:  

  ∀  

 

Finally, the linear classifier based on a linear discriminant function takes the following form: 

                                                                                                                    (7) 

 

In addition, the justification for the choice of SVM for IDS in this research is based on its speed of 

prediction/classification in real-time. Real time performance is one of the important features of an 

IDS. SVMs are capable of working with large data sets [96].  There is a new SVM learning 

algorithm and is named Sequential Minimal Optimization (SMO). Unlike other SVMs, SMO use 

analytic QP steps as an inner loop. 

3.3.2 Decision Tree 

DT classifies data on the basis of decision sequences presented in a form of a tree structure where 

present decision is used to make the next decision [97]. The classification starts from a root node 

and then proceeds to a node that is suitable until the last one. In this case, the attributes of the data 

are placed to each node and the value of every branch corresponds to a specific attribute. The aim of 

DT is to partition the data set into subsets where all elements found in each final subset are 

members of the same class. The entropy computation is shown in equation (8).Thus, given 

probabilities p1, p2,..,ps for different classes in the data set, the entropy is given by: 

                =                                                                                  (8)                                                

As shown in equation 8, given a data set, say D, H(D) is the amount of entropy in the class based 

subsets of the dataset where the subset is split into s ⊂  S = {D1, D2,…,Ds} using some attribute 

[97]. Accordingly, equation (9) is used to calculate the information gained and take the split that 

gives maximum information gain. 

 

                                                                                            (9) 
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In C4.5 algorithm [91] which is the upgraded version of ID3 algorithm, the highest Gain Ratio in 

equation 9 is used for splitting purposes to achieve a larger than average information gain. 

 

                                                                                                      (10) 

 

The advantage of using DTs is that they produce transparent rules, easy to comprehend and they can 

be easily used in real time technologies such as IDSs and firewalls [97]. DTs can also work with 

large data sets as there are large amounts of data that come across computer networks. DTs are 

useful because they can be used in real time IDS. Currently, different versions of DT are ID3, J48, 

FT, BFTree, LMT [97] etc. For this study, J48 DT will be used because it performs better than 

others.  

3.3.3 Logistic Regression 

LR is another important ML algorithm that has a wide spread applicability. LR seeks to do the 

following tasks: 

(i) LR models the probability of how an event can occur based on the independent variable 

which can either be numerical or non-numerical. 

(ii) It predicts if the event will occur or not and in this case it predicts if the attacks happened or 

not. 

(iii) Predicts the effect of a series of variables on a binary response variable, 0 and 1.  

In a nutshell, LR algorithm model the chance of results based on certain characteristics. Since the 

chance is a ratio, logarithm of the chance will be modelled as follows: 

                                                                           (11) 

 

In equation 11, π is the probability of an event or an attack occurred or not, and βi is the regression 

coefficients associated with the reference group where xi is the explanatory variables. Accordingly, 

β0, is the constant presenting the reference level of each and every variable x1...m.  

3.5 Model Evaluation Parameters 

This section presents the parameters that will be used in the evaluation of the models chosen in this 

research. The following evaluation parameters are discussed: 
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3.5.1 Confusion Matrix 

Confusion matrix is an important tabula tool used to describe the performance of classification 

model, given the set of test data to discover the true values. See Figure 3.1. In the perspective of this 

research, it is employed to assists in the evaluation of the performance of the ML algorithms so that 

we can identify the best algorithm to be used in the design of our IDS framework.  

 

                                                             Figure. 3.1. Confusion matrix 

In the confusion matrix shown in Figure. 3.1, some of the commonly used evaluation metrics used 

with respect to intrusion detection are the False Alarm Rate (FAR), Detection Rate (DR), Accuracy, 

Precision, and Specificity. These evaluation metrics are basically derived from the four basic 

attributes of the confusion matrix that indicate the actual and predicted classes. These attributes are:  

i. True positive (TP) – it identifies normal as normal. 

ii. True negative (TN) – identifies anomaly as anomaly. 

iii. False positive (FP) – identifies normal as anomaly. 

iv. False negative (FN) – identifies anomaly as normal.  

In this research, the evaluation metrics the researcher is going to consider are false alarm rate, 

detection rate, and accuracy. 

False alarm rate:  This is the rate at which normal instances are classified as anomalous. It is 

computed as follows: 

 

 Detection rate: This is the ratio of number of instances of correctly classified attacks to the total 

number of actual attack instances. It is computed as: 
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That is, DR is the ratio between the number of anomaly (normal) correctly classified and total 

number of anomaly (normal) present. 

 

Accuracy: This the percentage of test instances that are correctly classified by the learning 

algorithm. It is computed as: 

 

 

Error rate (ER) – This is the ratio between the number of anomaly (normal) incorrectly classified 

and the total number of anomaly (normal) present. 

 

 

These metrics are used to show the good performance of the models, as they calculate the quantity 

of threats an IDS can identify as well as  how many false classifications were made. Other metrics 

included are: 

Kappa statistics: It evaluates the degree to which two or more rates, examining the same data, agree 

when it comes to assigning the data to categories. 

Mean Absolute Error (MAE): It computes the average over the verification sample of the absolute 

values of the differences between predicted and the corresponding observation. 

Root Mean Squared Error (RMSE): This quadratic grading rule which is used to compute the 

magnitude of an error. 

Relative Absolute Error (RAE): Similar to the squared error in a way that it is also corresponding to 

a predictor, which is actually the average. 

Relative Squared Error (RSE): Computes the total squared error and divides it by the total  squared 

error of the predictor [98]. 

MMC: Matthews Correlation Coefficient 

ROC: Receiver Operating Characteristics 

PRC: Precision Recall 
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3.6 Research Tools 

In this research, to efficiently assess the performances of the data mining algorithms: SVM, DT and 

LR in the construction of the IDS, the researcher will employ the Waikato Environment for 

Knowledge Analysis (WEKA). WEKA is a well-known suite used in ML software and was 

developed at the University of Waikato, New Zealand [99]. WEKA is an open source Java package 

of ML algorithms for data mining tasks. This tool is very important and has been widely used in 

many applications. For instance, it has been employed in several experiments conducted involving 

the KDD’99 intrusion detection dataset. WEKA suite contains a collection of visualization tools and 

algorithms for performimg data analysis and predictive modelling, together with graphical user 

interfaces for easy access to this functionality as shown in Figure 3.2.  

 

 

 

    Figure 3.2: Weka interface 

 

WEKA is a free on GNU General Public License. The latest version that is used for this study is 

3.8.1 and its several state-of-the-art ML and data mining tools and algorithms for data analysis and 

predictive modelling.  

There are four steps involved in WEKA to achieve classification:  

1) Data preparation 

2) Choose classify and apply algorithm 

3) Generate tree 

4) Analyze the results. 

In order to perform classification or prediction, the data has to be prepared, then loaded to the 

WEKA in .arff format and lastly, choose an appropriate classifier including classification algorithm 

and tree generations [100] 
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3.7 Data Collection 

This section presents the data collected for the construction of the IDS model or framework. They 

are discussed as follows: 

 

3.7.1 The KDD Cup 99 Data 

 

This research adopted the KDD data set [93] for training and testing the models to be constructed. 

The literature has proved that these data are the most efficient for developing an IDS in terms of 

training and testing of models. Presently, there are many research works that have used these data 

sets for IDS, for example in [101] they tested their IDS that is based on neural networks and SVM 

using the same data set. The study in [102] also used it for their real time IDS development that is 

based on  Self-Organizing Map (SOM). In [103], the author also used the KDD to evaluate the 

generic programming approach for multi-category pattern classification for networks. The 

benchmark supplies the datasets that are labelled for the usage of comparing intrusion detection 

systems. The KDD dataset has 57 different attack types and this makes it the largest storage of 

attacks while other IDSs are still using old attacks which are no longer effective [2].  

3.7.2 The Features 

The complete dataset of KDD [93] has almost 5 million input patterns and each record represents a 

TCP/IP connection that is composed of 41 features that are both qualitative and quantitative in 

nature. The Tables 3.2 to 3.4 present all the features present in the dataset. 

 

Table 3.2. Basic features of individual TCP connections [92] 

 

 

 

 

Feature name Description Type 

duration  length (number of seconds) of the connection  Continuous 

protocol_type  type of the protocol, e.g. tcp, udp, etc.  Discrete 

service  network service on the destination, e.g., http, telnet, etc.  Discrete 

src_bytes  number of data bytes from source to destination  Continuous 

dst_bytes  number of data bytes from destination to source  Continuous 

flag  normal or error status of the connection  Discrete  

land  1 if connection is from/to the same host/port; 0 otherwise  Discrete 

wrong_fragment  number of ``wrong'' fragments  Continuous 

urgent  number of urgent packets  Continuous 
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Table 3.3: Content features within a connection suggested by domain knowledge [92] 

 

 

Table 3.4: Traffic features computed using a two-second time window [92] 

 

3.7.2 Variables 

In this section, the researcher present the independent and dependent variables which are used in the 

construction of the models.  

A. Independent variable: The independent variables are variables used in fitting the models and 

are composed of 41 initial features categorized into three groups such as:  

a. Basic features of individual TCP connections 

b. Content features within a connection suggested by domain knowledge and  

Feature name Description Type 

hot  number of ``hot'' indicators continuous 

num_failed_logins  number of failed login attempts  continuous 

logged_in  1 if successfully logged in; 0 otherwise  discrete 

num_compromised  number of ``compromised'' conditions  continuous 

root_shell  1 if root shell is obtained; 0 otherwise  discrete 

su_attempted  1 if ``su root'' command attempted; 0 otherwise  discrete 

num_root  number of ``root'' accesses  continuous 

num_file_creations  number of file creation operations  continuous 

num_shells  number of shell prompts  continuous 

num_access_files  number of operations on access control files  continuous 

num_outbound_cmds number of outbound commands in an ftp session  continuous 

is_hot_login  1 if the login belongs to the ``hot'' list; 0 otherwise  discrete 

is_guest_login  1 if the login is a ``guest''login; 0 otherwise  discrete 

Feature name Description Type 

count  
number of connections to the same host as the 

current connection in the past two seconds  
continuous 

 

Note: The following  features refer to these same-
host connections.  

serror_rate  % of connections that have ``SYN'' errors  continuous 

rerror_rate  % of connections that have ``REJ'' errors  continuous 

same_srv_rate  % of connections to the same service  continuous 

diff_srv_rate  % of connections to different services  continuous 

srv_count  
number of connections to the same service as the 

current connection in the past two seconds  
continuous 

 
Note: The following features refer to these same-

service connections. 
 

srv_serror_rate  % of connections that have ``SYN'' errors  continuous 

srv_rerror_rate  % of connections that have ``REJ'' errors  continuous 
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c. Traffic features computed using a two-second time window. 

These variables are captured in Table 3.2 to Table 3.4 and their descriptive statistics is 

shown in Table 4.1 to 4.2 for training data and testing data respectively 

B. Dependent variable: The dependent variables are the predicted or classified variables. In the 

context of this research, they are of interest and are unordered categorical variables that have 

two outcomes which point to the 24 attack types in the derivation sample. These outcomes are 

coded as:  

a) Normal which signifies legitimate user behaviour, and  

b) Anomaly which indicates intrusion or attacks such as DoS, probe, R2L and U2R or 

even unauthorized access from a remote machine. 

3.8 Feature Selection Criteria 

Feature selection and ranking is an important issue in the detection of intrusions in the network or 

SDWSN. It is used for evaluating large number of features present in the dataset in order to choose 

the useful and optimal sets of features to be used in the construction of an effective intrusion 

detection model. The goal is to aid the identification of which features are truly useful or less 

significant or irrelevant. Thus, the elimination of irrelevant features is greared towards improving 

the accuracy of detection while speeding up the computation, thus improving the overall 

performance of the IDS.  

Accordingly, during the course of model construction, data pre-processing is the important task for 

reducing the attribute of KDD dataset [92]. In this case, the attributes are reduced by using 

information gain techniques. In the context of this research, viable features will be selected by the 

method of entropy calculation. To this end, the researcher select only those attributes which have 

positive information gain while other attributes are discarded. Given the 41 attributes of the used 

KDD dataset, after applying information gain, 18 attributes were collected and used for training 

data. Accordingly, all the features that had information gain < 0.18887561 were discarded and for 

testing data, the features that had information gain < 0.147335 were also discarded. 

3.9 Model Construction Methodology 

In this research, the approach used in the construction of the predictive model is a 2 phase process 

which involved the training and testing. In the training phase which is the first phase, the model is 

fitted using the training data to produce maximum generalization accuracy, which are historical 

data. On the other hand, the test data are tested with the constructed models to detect the intrusion in 

the testing phase. The testing phase is an important phase that is critical to the quality of the model 
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and will help in the selection of the most effective and efficient ML algorithm for the building of an 

IDS framework for SDWSN. WEKA will be used for processing the dataset with 41 features. The 

dataset contained 11982 records, which are randomly generated and has five different classes. The 

random generation of data includes the number of data from each class proportional to its size, 

except that the smallest class is completely included. By using ML algorithms in WEKA, the 

models will simply classify the dataset given as input into one of the two classes: normal and 

anomaly.  

The process involved in building the model is captured in Figure 3.3 and the process is discussed as 

follows: 

 

Preprocessing

(Feature Selection using 

Information gain 

technique)

Testing Performance

(SVM, LR & DT)

Classification/Training

(SVM, LR & DT)

Observables

(Intrusion

Detection Rate, False 

Alarm, Accuracy, 

Specificity, Sensitivity, 

ROC)

informs 

about

input

predicts

predicts

input

SDWSN Security

 

 

                                                                      Figure 3.3. Proposed method 

KDD Dataset: This serves as the input to the model. To perform the detection of intrusions for 

anomaly-based attacks, we generated two data sets KDDTest+.arff and KDDTrain+.arff . In both 

datasets, the class or prediction variable is either Normal which represents a normal case or 

Abnormal which represent an attack occurrence. The full dataset has about 5 million input patterns 

with each record corresponding to TCP/IP connection having 41 features which are qualitative and 

quantitative in nature. However, the dataset used in this study is a smaller subset that contains 

148 517 instances.  
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Pre-processing: This stage processed the data to eliminate irrelevant features. The essence is to 

reduce the size of the data being processed in order to increase the performance of the chosen ML 

models. However, the drawback is that if important attributes are accidently removed then the 

accuracy of detecting an intrusion will be compromised. To avoid this challenge, certain attributes 

were removed and then using certain attributes to find out what suits best. To this end WEKA's 

Information Gain Ranking Filter is used to rank features then remove the ones with negative 

attribute.  

 

Classification/Training: This stage involved training the data for ML models with normal and the 

intrusion data. The processed data have 148517 data points: 125973 for training and 22544 for 

testing.  These data points have both the attacks and normal patterns where each is placed in 

dimensional space, and each dimension corresponds to data point feature. In the context of this 

work, the researcher used a training set of 7312 data points with 18 features. 

  

Testing: In this stage, the researcher apply SVM, LR and DT to a set of intrusion dataset. These 

selected models are used to perform classification tasks that distinguish normal activities from 

intrusions. In the context of this work, the testing set has 22544 data points with 18 features. 

 

Results: After training and testing the dataset using the three ML algorithms, the results obtained in 

both cases are two class classifications: normal or anomaly and compared and analysed. These 

results are geared towards providing important information about the effectiveness of the models 

leading the selection of any with the best performance to be used in the construction of an IDS 

framework to improve the security of the SDWSN. 

3.10 Chapter Summary 

This chapter presented the methodology, research tools and experimental setup used to determine 

the best technique to detect intrusion in the SDWSN. The chapter introduced the adopted IDS 

techniques, the ML algorithms selected as well as the data collection approach. It also provided the 

overall methodology espoused to achieve the results reported in this research. 
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Chapter 4 

Results and Discussions 

4.1 Chapter Outline 

This chapter presents the analysis and a detailed discussions of the results obtained from the 

experimental set-up highlighted in Chapter 3. It begins with a brief introduction of the experimental 

results and progresses to detailed test results of DT, LR and SVM. Moreover, it also provides 

discussion of their performed comparative analysis and evaluations.  

4.2 Introduction 

This section presents the results of the experiment performed to select an effective and efficient 

predictive algorithm for network intrusion detection. However, the experiment was conducted based 

on the methodology outlined in Chapter 3. The researcher started by training the classifier using the 

data set [93].  After a successful training, the models (i.e. DT, LR and SVM) were tested using the 

test data. However, during the training and testing processes using these algorithms, only 18 

attributes of dataset were considered for the classification tasks as shown in Table 4.1. Moreover, 

their performances were measured in terms of classifier’s accuracies, precisions, F-measure, Recall, 

percentage of TP, percentage of FP and time complexity of the testing. Accordingly, the time 

required for testing was found to be less as compared to training the classifier and the overall results 

generated by all the classifiers are compared with each other. 

4.2.1 System requirements 

To effectively evaluate the performance of the researcher’s models to select the algorithm for our 

proposed network intrusion detection system, the researcher conducted various experiments on the 

KDD dataset [93] collected. The experiments were performed in WEKA 3.8.1 on Windows 10 PC 

with i5-45705 CPU @2.90 GHz and 4 GB RAM. Moreover, the researcher performed a 2-fold 

classification using the collected KDD’99 intrusion detection benchmark dataset. 

4.3 Experimental Results and Analysis 

In this section, the results obtained from the experiment performed using WEKA are presented and 

a detailed analysis is given. It starts with the descriptive statistics of both the train and test data and 

progresses to the actual results and discussions. 
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4.3.1 Descriptive statistics 

This section present the descriptive statistics of both the Training KDD data set in Table 4.1 and 

Table 4.2 respectively. Statistical Package for the Social Science (SPSS) was used to compute the 

descriptive statistics of the datasets. The statistics of interest include the mean, standard deviation 

and the skewness of data. 

Table 4.1:  Descriptive statistics training dataset 

            Feature 

N Min Max Mean 

Std. 

Deviation Skewness 

Stat Stat Stat Stat Stat Stat 

Std. 

Error 

duration 125973 0 42908 287.14 2604.515 11.880 .007 

src_bytes 125973 0 137996388

8 

45566.74 5870331.18

2 

190.669 .007 

dst_bytes 125973 0 130993740

1 

19779.11 4021269.15

1 

290.053 .007 

land 125973 0 1 .00 .014 70.965 .007 

wrong_fragment 125973 0 3 .02 .254 11.458 .007 

urgent 125973 0 3 .00 .014 149.915 .007 

hot 125973 0 77 .20 2.150 12.590 .007 

num_failed_logins 125973 0 5 .00 .045 53.764 .007 

logged_in 125973 0 1 .40 .489 .426 .007 

num_compromised 125973 0 7479 .28 23.942 250.108 .007 

root_shell 125973 0 1 .00 .037 27.247 .007 

su_attempted 125973 0 2 .00 .045 42.436 .007 

num_root 125973 0 7468 .30 24.400 236.914 .007 

num_file_creations 125973 0 43 .01 .484 55.665 .007 

num_shells 125973 0 2 .00 .022 59.592 .007 

num_access_files 125973 0 9 .00 .099 45.555 .007 

num_outbound_cmds 125973 0 0 .00 .000 . . 

is_host_login 125973 0 1 .00 .003 354.927 .007 

is_guest_login 125973 0 1 .01 .097 10.156 .007 

count 125973 0 511 84.11 114.509 1.514 .007 

srv_count 125973 0 511 27.74 72.636 4.694 .007 

serror_rate 125973 .00 1.00 .2845 .44646 .963 .007 

srv_serror_rate 125973 .00 1.00 .2825 .44702 .971 .007 

rerror_rate 125973 .00 1.00 .1200 .32044 2.326 .007 

srv_rerror_rate 125973 .00 1.00 .1212 .32365 2.327 .007 

same_srv_rate 125973 .00 1.00 .6609 .43962 -.572 .007 

diff_srv_rate 125973 .00 1.00 .0631 .18031 4.380 .007 
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srv_diff_host_rate 125973 .00 1.00 .0973 .25983 2.860 .007 

dst_host_count 125973 0 255 182.15 99.206 -.833 .007 

dst_host_srv_count 125973 0 255 115.65 110.703 .284 .007 

dst_host_same_srv_rate 125973 .00 1.00 .5212 .44895 -.010 .007 

dst_host_diff_srv_rate 125973 .00 1.00 .0830 .18892 3.610 .007 

dst_host_same_src_port_ra

te 

125973 .00 1.00 .1484 .30900 2.087 .007 

dst_host_srv_diff_host_rat

e 

125973 .00 1.00 .0325 .11256 5.548 .007 

dst_host_serror_rate 125973 .00 1.00 .2845 .44478 .966 .007 

dst_host_srv_serror_rate 125973 .00 1.00 .2785 .44567 .992 .007 

dst_host_rerror_rate 125973 .00 1.00 .1188 .30656 2.347 .007 

dst_host_srv_rerror_rate 125973 .00 1.00 .1202 .31946 2.338 .007 

         

Table 4.2: Descriptive statistics of testing dataset. 

            Feature 

N Min Max Mean 

Std. 

Deviation Skewness 

Stat Stat Stat Stat Stat Stat Std. Error 

duration 22544 0 57715 218.86 1407.177 15.453 .016 

src_bytes 22544 0 62825648 10395.45 472786.431 117.486 .016 

dst_bytes 22544 0 1345927 2056.02 21219.298 47.503 .016 

land 22544 0 1 .00 .018 56.727 .016 

wrong_fragment 22544 0 3 .01 .143 19.253 .016 

urgent 22544 0 3 .00 .036 58.460 .016 

hot 22544 0 101 .11 .928 63.457 .016 

num_failed_logins 22544 0 4 .02 .150 7.740 .016 

logged_in 22544 0 1 .44 .497 .233 .016 

num_compromised 22544 0 796 .12 7.270 91.497 .016 

root_shell 22544 0 1 .00 .049 20.173 .016 

su_attempted 22544 0 2 .00 .021 85.453 .016 

num_root 22544 0 878 .11 8.042 91.225 .016 

num_file_creations 22544 0 100 .01 .677 143.240 .016 

num_shells 22544 0 5 .00 .048 65.657 .016 

num_access_files 22544 0 4 .00 .068 25.716 .016 

num_outbound_cmds 22544 0 0 .00 .000 . . 

is_host_login 22544 0 1 .00 .022 45.241 .016 

is_guest_login 22544 0 1 .03 .166 5.675 .016 

count 22544 0 511 79.03 128.539 1.909 .016 

srv_count 22544 0 511 31.12 89.063 4.354 .016 

serror_rate 22544 .00 1.00 .1029 .29537 2.652 .016 
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srv_serror_rate 22544 .00 1.00 .1036 .29833 2.623 .016 

rerror_rate 22544 .00 1.00 .2385 .41612 1.211 .016 

srv_rerror_rate 22544 .00 1.00 .2352 .41621 1.243 .016 

diff_srv_rate 22544 .00 1.00 .0941 .25914 2.997 .016 

same_srv_rate 22544 .00 1.00 .7403 .41250 -1.013 .016 

srv_diff_host_rate 22544 .00 1.00 .0981 .25355 2.815 .016 

dst_host_srv_count 22544 0 255 140.75 111.784 -.134 .016 

dst_host_count 22544 0 255 193.87 94.036 -1.092 .016 

dst_host_diff_srv_rate 22544 .00 1.00 .0905 .22072 3.256 .016 

dst_host_same_srv_rate 22544 .00 1.00 .6087 .43569 -.383 .016 

dst_host_same_src_port_rate 22544 .00 1.00 .1323 .30627 2.256 .016 

dst_host_srv_diff_host_rate 22544 .00 1.00 .0196 .08539 8.776 .016 

dst_host_serror_rate 22544 .00 1.00 .0978 .27314 2.767 .016 

dst_host_srv_serror_rate 22544 .00 1.00 .0994 .28187 2.681 .016 

dst_host_rerror_rate 22544 .00 1.00 .2334 .38723 1.256 .016 

dst_host_srv_rerror_rate 22544 .00 1.00 .2267 .40087 1.314 .016 

 

In Table 4.1 and Table 4.2, the value of N are 125973 and 22544 respectively. The highest value of 

the mean are 45566.74 and 10395.45 respectively for Src_bytes feature. The measure of the central 

tendency shows that data are centred to the positive side. Accordingly, all the features exception of 

src_bytes and dst_bytes have low values of the standard deviation, indicating the data are not 

widely spread out, are close to the mean and have more normal instances than the anomaly 

instances for both training and testing. Moreover, the data set is positively skewed because the 

highest values are 354.927 and 143.240 respectively. This indicates the data have more normal data 

packets than the compromised packets. 

4.3.2 Decision Tree Test Results 

The test results obtained on the DT classifier are shown in Table 4.3. The results are presented in 

terms of normal and anomaly classification. As shown in Table 4.3, it can be seen that DT 

performed excellently where the number of correctly classified instance is higher than the number 

of incorrectly classified instances. Accordingly, the precision which is a positive predictive value, is 

clear and the precision rate is high with 0.663 for normal instances and 0.964 for anomaly. The 

indication is that the classifier correctly classified 63.6% of the normal packets and it correctly 

classified 96.4% of the anomaly instances. Moreover, the Recall also known as positive rate or 

sensitivity is also high for normal instances with 0.969 as compared to anomaly which is 0.627. The 

f-measure of the normal instances is slightly higher with 0.787 as compared to that of anomaly 

which is 0.760. 
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Table 4.3 – DT test results 

 

 

 

 

 

Furthermore, Figure 4.1 shows the threshold curve and the cost and benefits or simply the 

classification performance of the model. As shown in Figure 4.1, the graph on the left hand side is 

the threshold curve which shows the sample size of the data set against the TP Rate of the instances 

and a total population of the class anomaly. The indication is that the TP Rate is very high for the 

large value of N which is 22544 instances used. 

 

                        Figure 4.1:  The cost and benefits analysis of DT anomaly class. 

Class TP 
Rate   

FP 
Rate   

Precision Recall    F-
Measure   

MCC ROC 
Area   

PRC 
Area   

Normal 0.969 0.373 0.663 0.969 0.787 0.611 0.879 0.777 

Anomaly 0.627 0.031 0.964 0.627 0.760 0.611 0.879 0.916 

Weighted Avg 0.774 0.178 0.834 0.774 0.772 0.611 0.879 0.856 
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Accordingly, the right-hand side of Figure 4.1 shows the cost matrix which indicates all the four 

entries that are needed for a decision to take place. The cost value is 12833 and the current value of 

the cost is compared by the program as the cost of selecting the same number of instances at 

random. The difference between the values of the cost function between the random selection and 

the current value of the cost is called Gain with value 0. Accordingly, Table 4.4 shows the detailed 

summary of the DT algorithm as generated by WEKA. It presents the results of the model 

according to different parameters like correctly classified instances, incorrectly classified instances, 

kappa statistic and other parameters. With the information presented, it is clear that DT algorithm is 

able to correctly classify instances better than it incorrectly classifies them. The results were 

computed on the basis of TP, FP, TN an FN to evaluate the following metrics namely, Detection 

rate, False Alarm and Accuracy.  

In Table 4.5, it is observed that the Detection rate is high for both Training and Testing. However, 

the Accuracy is found to be high for training with 99.92% when compared to testing which is 

77.43%. The False alarm rate is observed to be very low with 0.10% for training and 33.73% for 

testing. 

 

Table 4.4. Detailed Summary generated by WEKA for Decision Tree 

 

 

 

 

 

 

 

Table 4.5. DT summary of Training and testing results 

 

 

 

 

 

No.  Action % 

1 Correctly Classified Instances        17456 

2 Incorrectly Classified Instances       5088 

3 Kappa statistic 0.5643 

4 Mean absolute error 0.2194 

5 Root mean squared error 0.4575 

6 Relative absolute error 43.4627% 

7 Root relative squared error 90.4309% 

Metrics Train Testing 

TN 58569 8042 

FP 61 4791 

TP 67307 9414 

FN 36 297 

Detection Rate (%) 99.90 66.27 

False Alarm (%) 0.10 33.73 

Accuracy (%) 99.92 77.43 
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The DT output is visualized in Figure 4.2 as generated by WEKA with 1150 leaves and size of 

1284. 

 

 

                                   Figure 4.2. DT visualization in WEKA 

4.3.2 Support Vector Machine Test Results 

To perform the testing experiments on SVM, the poly kernel: K(x,y) = <x,y>^2.0 was used and 

6150 support vectors. Thus, the total number of kernels evaluated was 428376993. The results 

generated are captured in Table 4.6, presented in terms of normal and anomaly classification. As 

shown in Table 4.6, the results show that the Precision rate is high with 0.681 for normal instances 

and 0.920 for anomaly instance. The indication is that the classifier correctly classified 68.1 of the 

normal instances and it correctly classified 92.0% of the anomaly instances. The Recall is also high 

for normal instances with 0.922 as compared to anomaly which is 0.673. The F-measure of the 

normal instances is slightly higher with 0.784 as compared to that of anomaly which is 0.778. 

Accordingly, the TP rate of the normal instances is excellent with 92.2% as compared to anomaly 
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classification with 67.3%. This shows that the classifier is very effective in detecting normal 

instances than abnormal packets. In addition, the average TP rate of the classifier is high with 

79.81% rate, implying the classifier is more effective.   

Table 4.6 – SVM testing results 

 

 

 

 

The graph presented in Figure 4.3 also shows the threshold curve and the cost and benefits of the 

model. The Threshold curve shows the sample size of the dataset vs the TP Rate for the class 

anomaly. The indication is that SVM’s TP Rate is very high for the large number of instances as the 

total population of 22544 instances were used.  

 

                  Figure 4.3:  Cost and benefits analysis of SVM anomaly class. 

The cost curve (CC) which is the second graph analyses the performance of the classification by 

varying operating points which are on the basis of class probabilities and misclassification costs. In 

the graph, the y-axis is shown by the normalized expected cost and is similar to the error rate. Thus, 

the lower value of the normalized expected cost indicates better classification by the classifier. 

Class TP 
Rate   

FP 
Rate   

Precision Recall    F-
Measure   

MCC ROC 
Area   

PRC 
Area   

Normal 0.922 0.327 0.681 0.922 0.784 0.599 0.798 0.662 

Anomaly 0.673 0.078 0.920 0.673 0.778 0.599 0.798 0.805 

Weighted Avg 0.7981 0.185 0.817 0.781 0.780 0.599 0.798 0.744 
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Accordingly, Table 4.7 shows the detailed summary of SVM algorithm. Like in the DT, it shows 

the results of the model according to different parameters like correctly classified instances, 

incorrectly classified instances, kappa statistic and other parameters. The results indicate that SVM 

algorithm correctly classifies instances better than it incorrectly classifies them. 

Table 4.7. Detailed Summary generated by WEKA for Support Vector Machine 

 

 

 

 

 

 

Table 4.8. SVM summary of Training and testing results 

 

 

 

 

 

 

In terms of the actual performance of the SVM model, Table 4.8 presents a high Detection rate for 

both training and testing. Moreover, the accuracy is also high for training with 98.78% when 

compared to testing which is 78.07% and the False alarm rate is observed to be very low with 

0.50% for training and 32.65% for testing. 

4.3.3 Logistic Regression Test Results 

The experiment on LR using the KDD’99 dataset was performed using the input mapped classifier 

with ridge parameter of 1.0E-8. Table 4.9 presents the summary of the results obtained and like the 

DT and the SVM, the precision rate is also high for the LR model with 0.624 for normal instances 

and 0.822 for anomaly instance. This indicates that the classifier correctly classified normal packets 

with 62.4% and it correctly classified 82.2% of the anomaly instances. Recall on the other hand, 

shows high performance for normal instances with 0.822 compared to anomaly instances which is 

0.624. The F-measure of the normal instances is slightly higher with 0.709 as compared to that of 

No.  Action % 

1 Correctly Classified Instances        17601 

2 Incorrectly Classified Instances       4943 

3 Kappa statistic 0.5714 

4 Mean absolute error 0.2193 

5 Root mean squared error 0.4683 

6 Relative absolute error 43.436% 

7 Root relative squared error 92.5492% 

Metrics Train Testing 

TN 57385 8643 

FP 1245 4190 

TP 67055 8958 

FN 288 753 

Detection Rate (%) 98.17 68.13 

False Alarm (%) 0.50 32.65 

Accuracy (%) 98.78 78.07 
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anomaly which is 0.710. The TP rate of the normal instances is high with 82.2% as compared to 

anomaly with 62.5%. This shows that the classifier is efficient enough to classify the instances 

accordingly from normal to anomaly. The average TP rate of the classifier is high with 71.0% rate 

and this implies that the classifier is effective enough to classify the normal instance from the 

anomaly, the FP rate is also very low with an average of 26.3% meaning that the classifier can only 

misclassify few anomaly instances.  

Table 4.9 – LR testing results 

 

 

 

 

 

                   Figure 4.4. Cost and benefits analysis of LR anomaly class 

Figure 4.4 presents the Threshold curve and the cost and benefits of the model. The Threshold 

shows the sample size of the data set vs the TP Rate for the class anomaly. The graph indicates that 

the LR’s TP Rate is very high for the large number of instances as a total population of 22544 

Class TP 
Rate   

FP 
Rate   

Precision Recall    F-
Measure   

MCC ROC 
Area   

PRC 
Area   

Normal 0.822 0.375 0.624 0.822 0.709 0.446 0.687 0.508 

Anomaly 0.625 0.178 0.822 0.625 0.710 0.446 0.688 0.807 

Weighted Avg 0.710 0.263 0.737 0.710 0.710 0.446 0.688 0.678 
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instances were used. The second graph which is the cost curve (CC) analyses the performance of 

the classification by varying operating points which are on the basis of class probabilities and 

misclassification costs. In the graph, the y-axis is shown by the normalized expected cost and is 

similar to the error rate. Thus, the lower value of the normalized expected cost indicate better 

classification by the classifier.  

Table 4.10 shows the detailed summary of the LR algorithm which indicates LR model can 

correctly classify instances better than it can incorrectly classify them. 

 

Table 4.10. Detailed Summary generated by WEKA for Logistic Regression 

 

 

 

 

 

 

Table 4.11. LR summary of Training and testing results 

 

 

 

 

 

 

As shown in Table 4.11, the LR detection rate is high for both training and testing. The accuracy is 

also high for training with 96.48% when compared to testing which is 70.95% and also, the False 

alarm rate is observed to be very low with a rate of 4.24% for training and 37.54% for testing. 

 

4.4 Comparativee Analysis 

In previous subsections, the researcher presented the results of the experiments conducted on DT, 

SVM and LR. The goal of the experiments was to select the best prediction model that will be used 

No.  Action % 

1 Correctly Classified Instances        15996 

2 Incorrectly Classified Instances       6548 

3 Kappa statistic 0.4298 

4 Mean absolute error 0.3409 

5 Root mean squared error 0.5114 

6 Relative absolute error 67.543% 

7 Root relative squared error 101.0809% 

Metrics Train Testing 

TN 56146 8016 

FP 2484 4817 

TP 65400 7980 

FN 1943 1731 

Detection Rate (%) 96.34 62.36 

False Alarm (%) 4.24 37.54 

Accuracy (%) 96.48% 70.95 
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in the detection of intrusions of all kinds in the SDWSN. Accordingly, to assess the performance of 

the models, we conducted a comparative analysis of the models in terms of their accuracy, training 

and testing time complexity. Table 4.12 shows the 18 features used and the summary of results is 

shown in Table 4.13 and Table 4.14. From the obtained results, it is clear that SVM produced a 

better and high accuracy compared to LR and DT in terms of “normal” classification and lowest for 

“anomaly”. This shows that, the higher the correctly classified intrusion, the lower the incorrectly 

classify rate. However, DT also produced a good accuracy of 77.43% and 22.57% for correct and 

incorrect classification respectively. Furthermore, DT also performed better than the LR algorithm. 

Sahu et al. [104] has illustrated that J48 is more efficient and has better performance. In all, LR has 

a low accuracy rate of 70.95% and 29.05% for correct and incorrect classifications respectively. 

Table 4.12. List of features used 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

N0. Features 

 

1 service 

2 flag 

3 src_bytes 

4 dst_bytes 

5 logged_in 

6 count 

7 serror_rate 

8 srv_serror_rate 

9 same_srv_rate 

10 diff_srv_rate 

11 dst_host_count 

12 dst_host_srv_count 

13 dst_host_same_srv_rate 

14 dst_host_diff_srv_rate 

15 dst_host_same_src_port_rate 

16 dst_host_srv_diff_host_rate 

17 dst_host_serror_rate 

18 dst_host_srv_serror_rate 

  



55 

 

Table 4.13. Model’s accuracy rate summary 

 

 

 

 

 

In addition, Table 4.14 shows the time complexities for both training and testing on each model. 

The results shows that DT has a better time complexity compared to SVM and LR models 

respectively while Figure 4.5 visualizes the summary of Table 4.14. It captured the results of both 

training and testing time complexities for each classifier in seconds. 

 

Table 4.14. Time complexity for training and testing 

 

 

 

 

 

          Figure 4.5: Accuracy rate of the selected learning machines models. 

         Classification Accuracy 

Correct Incorrect 

DT 77.43 22.57 

SVM 78.07 21.93 

LR 70.95 29.05 

Model Training Time (secs) Testing Time (secs) 

DT 0.64 0.41 

LR 0.72 0.32 

SVM 279.8 83.37 
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In general, from the graph presented in Figure 4.5, it can be concluded that, in terms of the 

predictive accuracy when comparing the three ML algorithms, SVM has the highest correctly 

classified instances rate and lowest incorrectly classified rate. The experimental result shows that 

SVM produced the highest accuracy of 78.07 % with less false detection rate of 21.93 when 

compared to other algorithms. However, it has a high time complexity as shown in Table 4.13. 

4.5 Model Evaluation  

In this section, the researcher evaluated the results obtained in this research with the results of other 

researchers in the literature that used the same dataset: KDD’99 DARPA dataset. The objective was 

to identify the effectiveness of the researcher’s approach based on their results. They are discussed 

as follows. 

Peddacbachigari et al [91] utilised DT and SVM for detection of threats in the network. Their 

experimental results reported clearly that DT in terms of Probe, U2R and R2L detection it produced 

more accurate results whereas for normal it produced the same accuracy while for the class DT it 

produced the worst results. From the results obtained, it was concluded that DT works perfectly 

well with small training data.  

Sahu  benchmarked [104] their work with Kyoto+ data set and j48 DT model and their results 

obtained a positive rate of 99% for both the normal and attack packets respectively. The generated 

tree classified 130931 instances correctly out of the total of 134665 instances with 97.23% 

accuracy. The study employed two different models and two different data sets for their 

experiments and their results showed that the c4.5 DT with pruning produced a high accuracy than 

the the c4.5 DT.  

Mukkamala [96] designed an IDS with two models namely neural networks and SVM, they tested 

the performance and found out that both models produced a high accurate detection rate that is 

higher than 99% on the testing set. The results also showed that SVM had shorter training time as 

compared to neural networks.  

Yaseen et al. [69] conducted experiments in their work and used the KDD Cup 1999 dataset, The 

experimental results showed that based on accuracy the model can achieve 95.75% with a false rate 

of 1.87%. They used the whole data set for training the model and realised that the system was able 

to increase the detection rate of the new intrusions that were not visible in the training data set.  

According to the experiments on the KDD Cup 1999 dataset [105],  the model can reach up to  

95.75% accuracy rate with the false alarm rate of 1.87%. This study proposed  a model with higher 
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performance as compared to others studies. The system could increase the detection rate of attacks 

that were not observed in the training set.  

Also in work of [106], they proposed a DIDS utilising few soft computing networks. The fuzzy 

classifier (FR2) can reach up to 100% accuracy for all the attacks in the dataset when using all the 

41 attributes of the KDD Cup’99.  

A hybrid IDS was proposed in [67] and had a high detection rate and low false rate. The detection 

was deployed in a topology that was cluster based in order to decrease the communication costs. 

This would see the network having a longer life span. 

As compared to other works that have been done by other scholars, the researcher’s work used only 

18 features out of the 41 in KDD data set and the results obtained showed that SVM was very 

efficient when compared to other two models namely LR and DT. SVM had the highest correctly 

classified instances rate and low incorrectly classified rate. The indication was that, SVM when 

compared to other ML algorithms had the highest accuracy of 78.07 % with less false detection rate 

of 21.93.  In terms of the training time, SVM had a long training time as compared to the report in 

[95]. In this case, DT had a shorter training time as compared to SVM and LR but slightly lower 

than SVM in accuracy. 

 

Table 4.15: Theoretical model evaluation 

Study Model Used Dataset Used Accuracy (%) False Alarm 

Rate (%) 

Intrusion Detection 

Systems Using 

Decision Trees and 

Support Vector 

Machines[91] 

Decision 

Trees and 

SVM  

KDD’99 datasets Decision Tree: 89.70 

SVM: 74.39 

10.3 

25.61 

Implementation of 

Network Intrusion 

Detection System 

using Variant of 

Decision Tree 

Algorithm[107] 

C4.5 and C4.5 

with pruning. 

KDD’99 datasets C45: 92.81 

C45 - pruning: 95.09 

7.19 

4.91 

Intrusion detection 

system using neural 

networks and support 

vector machines[96] 

Neural 

networks and 

SVM  

KDD’99 datasets Multi-level SVM: 95.57 

Multi-level ELM: 93.83  

2.17 

3.36 

Multi-level hybrid 

support vector 

machine and extreme 

learning machine 

based on modified K-

means for intrusion 

detection system[105] 

Multi-level 

hybrid SVM 

and extreme 

learning 

machine based 

on modified 

K-means  

KDD’99 datasets 95.75 1.87 
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D-SCIDS: Distributed 

soft computing 

intrusion detection 

system[106] 

Decision Tree, 

SVM, Fuzzy 

rules, and 

Linear Genetic 

Program  

KDD’99 datasets Heavy weight:100 

Light weight: 94.11 

0 

5.89 

Effective approach 

toward Intrusion 

Detection System 

using data mining 

techniques[108] 

Snort, ALAD 

and LERAD  

KDD’99 datasets 92.23 1.56 

A Global Hybrid 

Intrusion Detection 

System for Wireless 

Sensor Networks[67] 

SVM and 

signature 

based model 

KDD’99 datasets 98.40 5.13 

A hybrid network 

intrusion detection 

framework based on 

random forests and 

weighted k-means[109] 

Random 

forests and 

weighted k-

means 

KDD’99 datasets 98.3 1.5 

Intrusion Detection 

System in Software 

Defined Wireless Sensor 

Networks 

(This research) 

DT, SVM, LR KDD’99 datasets 77.43 

78.07 

70.95 

22.57 

21.93 

29.05 

 

Table 4.15 shows the model evaluation that used the DARPA KDD’99 datasets for their 

experiments. It shows both the accuracy and false alarm rate in percentages. 

4.4 Chapter Summary  

This chapter presented the results, analysis and a detailed discussions of the results obtained from 

the experimental set-up reported in Chapter 3 of the research work. We presented detailed test 

results in the perspective of DT, LR and SVM. Moreover, we also provided a discussion of the 

results and their comparative analysis. The results indicate SVM as the most effective model while 

DT is the most efficient model. Thus, on the basis of efficiency, DT is chosen in the modelling of 

IDS framework for SDWSN.  

 

 

 

 

 

 

 



59 

 

Chapter 5 

Proposed SDWSN Intrusion Detection System 

5.1 Chapter Outline 

This chapter presents the design of the proposed IDS framework for SDWSN to enforce security 

defence against attacks and intrusions. It begins with a brief introduction, the system architecture 

and the proposed IDS based ML algorithm, DT to classify network packets as normal and 

abnormal/intrusions/attacks. Moreover, it defines and provides an explanation of all the components 

of the framework and their operations in the network. The chapter also provides a theoretical 

evaluation of the framework. 

5.2 Introduction 

SDWSN is a new network model designed to solve the issues that surround WSN. However, the 

paradigm is also faced with several challenges that originate from both WSN and SDN. These 

challenges exist because the SDWSN is still in its infant stage and as a result of lack of important 

security components in SDN initial architecture, making it more vulnerable to security threats.  

Thus this research is poised to developing a framework for IDS in SDWSN. The IDS will have a 

mechanism to detect imminent threats and attacks that maliciously target the networks which will in 

turn alert the network about possible intrusions. This is important because IDS has one of the viable 

and effective solutions to deal with diverse security related issues in WSNs [28].  

In order to achieve the goal, and ensure the proposed framework is effective, this research employs 

the usage of DT as the best ML algorithm in terms of accuracy as well as time efficiency to detect 

intrusion in real-time. The justification is based on the experiments conducted in Chapter 4. Though 

SVM was considered the best ML algorithm based on the detection accuracy, its performance was 

very poor based on the time complexity. Thus, this chapter deals with the proposed framework 

design, all its components and how each component operates and contributes to achieving the main 

goal which is to detect intrusions trying to enter into the SDWSN. 

5.3 The Proposed System 

In the context of this research, IDS model is a model designed as a preventive security measure to 

protect and to intensify security in the SDWSN. It is designed to ensure that there is secure 

communication between the controller and applications and the network devices. This is important 

to ensure that the SDWSN controller is protected and only authorized and uncompromised 
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applications or packets access the controller. The proposed IDS will achieved the mentioned 

characteristics by detecting packets or applications that are considered to be malicious or 

unauthorized and notify the network administration.  

5.4 System Architecture 

The proposed system is a kind of IDS that utilized some of the ideas of DIDS proposed in [108]. In 

our proposed IDS framework, ML algorithm are incorporated alongside other modules to increase 

the defence of the SDWSN and ensure that the controller is protected since it is the critical entity of 

the network. The IDS’s aim is to eliminate or reduce security attacks on the network by blocking 

attacks or intrusions either from the data plane or the application plane. In this case, it monitors the 

network, collects and analyses packets/traffics and responds or communicates alerts to the 

administrator when any behaviour is considered malicious based on the threats and attacks signature 

predefined in a block database. Moreover, based on the assessment, a new blocking rule can be 

added to the block database if the alert constitutes a new attack type not already stored. By 

identifying and thwarting any threat or attacks early by the proposed IDS, the SDWSN could be 

kept secure and dependable.  In a nutshell, the goal of the IDS is to notify the system and the 

administrator that an intrusion or attack took place and try to get rid of it immediately.  

 

The proposed IDS is hybrid in nature such that it both deals with network intrusions (NIDS) and 

host-based intrusions (HIDS). NIDS will be dealt with for packets from the data plane and HIDS 

will be dealt with intrusions or attacks from network applications that run atop the control plane. 

Thus, by using DT as ML algorithm, network packets will be analysed and anomalies detected 

based on any deviations from normal behaviour or specification. Anomaly detection is chosen due 

to its ability to detect both known and unknown attacks behaviour. 

 

However, the proposed IDS system has four vital components or managers that contribute to 

effective intrusion detection [108]: Intrusion detection manager, attack severity manager, blocking 

database manager and response and blocking manager as shown in Figure 5.1. 
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                         Figure 5.1: Proposed IDS system architecture/engine. 

Furthermore, the IDS actions two modules which are the block and communication. The blocking 

module  is tasked with the role of blocking and dropping what is considered as a bad or malicious 

packets, and the communication module is responsible for sending messages or alerts about an 

intrusions experienced to either the administrator or the system and the action taken. 

5.4.1 Intrusion Detection Manager 

To perform effective detection, DT ML algorithm is employed as a viable model. DT classifies data 

using sequence of decisions and the current decision is used to make the next decision [97]. These 

decisions are then presented in a form of a tree structure. The classification starts from a root node 

and then proceeds to a node that is suitable until the last one. 

In the context of the proposed IDS, this manager has three modules: the analyser, classifier and the 

block database. See Figure 5.2. 

 

Analyzer

Classifyer

BD

Packets from 

App. Plane

Packets from 

Data Plane

 

Figure 5.2. Intrusion detection process 
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A. Block database: BD is the store for possible known attacks, its severity and the other vital 

information. The database is maintained and updated every time and information stored is 

also used to the train the DT model to increase its performance. 

B. Analyzer: This module analyses the network packets that enter the network either from the 

application plane or the data plane through the network devices. The goal is to look for 

possible attack signatures.  

C. Classifyer: This is the DT model which classifies the analysed and gathered network packets 

for possible intrusions or attacks in the SDWSN based on the information stored in the BD. 

It classifies packets as either normal or anomaly. If any packet is similar to the records of 

the block database, the system will drop the packet immediately. This is important because 

the time required to classify the packets will be reduced and the performance of the system 

improved. Accordingly, if the packet type is not found in the BD but is considered an 

abnormal packet defined in the classification process, the system will advance the packet to 

the next manager, otherwise, it is accepted.  

Figure 5.3 presents the algorithm showing how this module operate when it gather the packets and 

how it uses DT to classify whether a packet is an attack or not. 

 

Intrusion Detection  Algorithm  

Input: Analyzer collect the network packets/traffics and analyse them. 

Process: The classifyer perform classification on the analysed packets based on 

stored attack signatures in block database. 

if packet = the one on the BD 

                                 { drop the packet 

                                                              } 

              else if   packet is NOT in the BD but belongs to a leaf node of        

                           the anomaly class in the root node 

                           { send the packet to the next manager of the IDS 

} 

 

          Figure 5.3. Intrusion detection algorithm 

5.4.2 Attack Severity Manager 

In the BD, attack signatures are stored in tables based on the level of severity they represent. The 

severity levels are catastrophic or serious, moderate and low. Packets received are modelled into 

these three levels as shown in Table 5.1. Thus this manager identifies each packet received from the 

intrusion detection manager. The 1st severity level constitutes the anomaly class or attack as DoS, 

Probe, R2L and U2R and so on. The 2nd level is the moderate attacks and also depend on the 

threshold computation while the 3rd and 4th alert IDs constitute the normal classes.  
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Table 5.1: Attack severity and alert  

Alert ID Attack Severity Action 

 
1 Catastrophic/Serious Drop packet, update BD and notify cooperative IDS 

2 Moderate Compute threshold value and take decision on whether to 

drop packets or not, update BD and notify cooperative IDS 

3 Low   Do nothing 
4 Normal Do Nothing  

 

As shown in Table 5.1, during network operation where packets are received,  

1. For packets that belong to this attack severity or alert ID, they are identified as harmful or 

catastrophic packets. The packet can be dropped immediately and alert notification sent. Thus, 

all  packets are blocked without performing classification.  

2. For packets that fall in the second category, the system will perform threshold check to find the 

actual attack. The threshold is computed using the formula in [108]  

            Threshold value = β + ƿ ×α 

Where:  β is the average detected attack type on packets from different sources in a given 

period of time,  

α: the standard deviation, and 

   ƿ: ƿ value is a value which can be determined dynamically by the network manager. 

The aim of performing a threshold computation is to ensure that possible false alert is reduced or 

eliminated. Thus, when the number of packets found is greater than the threshold value, the attack 

severity level is immediately changed from moderate to catastrophic. In this case, the packets are 

dropped and notification sent and BD updated accordingly. This in turn reduces the false alerts and 

reliability is improved.  

3. For packets information that fall in the 3rd and 4th categories, the system ignores them 

immediately. 

 

 

 

 

 

 

 

 

 



64 

 

 

 

Attack Severity Computation  

Input: Stored attack severity 

 

Process:  if  alert ID = 1 

                    { classify the packet as a serious packet 

                      } 

              else if  alert ID = 2             

                   { classify the packet as a moderate packet 

                     } 

                else alert ID = 3             

                   { classify the packet as a less harmful packet 

                     }       
 

      Figure 5.4. Algorithm for attack severity identification 

5.4.3 Response and Blocking Manager 

This manager has the responsibility of blocking bad or malicious packets from entering the network 

as well as sending alert notification depending on the attack type or severity level. Two modules are 

present in this component: communication and block components. The block module will block or 

drop these packets when the alert level is considered either severe or moderate and greater than the 

threshold value while the communication component notifies the administrator and the system. 

A. Communication module 

Communication module is responsible for sending alert notification to the network administrator 

and reports to the IDS application. When the packet received is assessed to be harmful and 

catastrophic, the communication module sends a message to the network administrator as shown in 

Figure 5.5. The sending of notification signifies that harmful or malicious packets are not allowed 

into the network and secure communication should be intensified. This helps the network security 

administrator (NSAs) by informing of the intrusion incidences or activities in the network and helps 

them for further investigations and they respond accordingly. 
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                                    Figure 5.5: IDS blocked notification 

B. Blocking module 

This module is used to enforce blocking of all the packets that are considered or classified as 

being harmful or malicious to help the network to be more secure. The algorithm used to 

enforce blocking is shown in Figure 5.6. 

 

 

             

 

 

 

 

Figure 5.6. Blocking algorithm. 

5.4.3 Block Database Manager  

This manger is responsible for maintaining the BD and updates it accordingly. Once a new attack 

signature is picked from an analysed packet and not present in the BD, it is the responsibility of the 

BD to add the new blocking rule to stored ones. This is important to ensure the IDS does not get 

obsolete in its detection performance. 

5.5 System Operations 

Figure 5.7 shows the workflow of the proposed IDS system in detecting network intrusions in 

transmitted packets. As discussed above, four managers and the two modules are used to support or 

contribute to effective intrusion detection. As shown in Figure 5.7, when the network is faced with 

                           Blocking module 

Input: Alert ID 

Process: If  alert ID = Catastrophic/(moderate > threshold) 

                                   { Block packet port  

                                      } 

              else  grant access 
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attacks or intrusions such the DoS attack, IDS works to ensure the notification is sent to the 

administrator and appropriate action is taken to prevent any malicious access. 
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                            Figure 5.7. The proposed IDS workflow. 

In this case, when packets are received, the intrusion detection manager collects and analyses them 

accordingly using the attack signatures or information stored in the BD. Packets are dropped 

immediate if there is a match with signatures identified as catastrophic or serious attacks. If not 

found in the BD, classification is performed using attack signatures as trained data in DT model. If 

found to be anomalous, and is moderate, a threshold value computation is then performed and 

necessary actions are taken and BD updated if necessary. Based on the severity of the attack level 

observed, notification is sent and the BD updated with the new block rule or signature immediately. 

 

5.6 Proposed SDWSN-IDS Framework 

This section presents the proposed IDS framework SDWSN architecture and how it carries out the 

task of intrusion detection when an intrusion tries to enter the network. 
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5.6.1 Overview 

 

With this framework, when there is an attack or network intrusion trying to gain access into the 

network, the IDS will first analyse the packets and then perform classification to determine whether 

the packet is normal or an attack. To this end the system is able to send an automated message to 

the administrator, alerting of possible access to the network resources and the actions are taken. The 

purpose of the proposed IDS is to guard against network intrusions and protect SDWSN controller 

which is the intelligence of the network from becoming a single point of failure.  

In the SDWSN architecture, the proposed IDS consists of IDS application and IDS Engine with two 

Analyzers; Analyzer1 and Analyzer2. The IDS application is located at the application plane and is 

responsible for reporting and displaying intrusion activities in the SDWSN. The IDS Engine’s two 

Analyzers are both deployed in the control plane; one on top of the controller to monitor packets 

from the application plane while the other is found beneath the controller that monitors packets 

from network sensors. Both Analyzers operate under shared IDS resources, which is the IDS 

Engine. Figure 5.8 shows the proposed IDS framework in the SDWSN architecture. 

5.6.2 SDWSN IDS Operation 

 

In the SDWSN, where communication with controller is from two different directions: from the 

applications that runs atop the control plane and communication from the network devices- sensors. 

In either case, attack can exploit them to target or attack the controller. Therefore, in order to protect 

the controller, the researcher’s IDS operates in these manner as shown in Figure 5.8: 

 

i. Packets from network applications: When a network application that consumes network 

resources wants to communicate with the controller, the packets are first received by Analyzer1 

of the IDS and processed immediately using the IDS Engine. Analysis and processing is 

performed on the packets by invoking the various IDS managers to act accordingly. Once 

processing is done, necessary action such as packet dropping and notification are taken 

immediately.   

 

ii. Packets from network devices: It operates like the tasks of Analyzer 1. In this case, when the 

packet is received by the controller from the network device in the data plane, the Analyzer2 

captures it first and processes it in the IDS Engine and necessary action is taken. In both cases, 

the packet analysis and classification is based on the records of the BD.  
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However, if communication is from the controller to the two planes, the detection process is not 

performed. By integrating IDS into the SDWSN, it will go a long way to ensure that the network 

paradigm is secure and dependable. In a nutshell, it will ensure that WSN is safe and the integrity 

and confidentiality of data transmitted in the network is upheld. 
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Controller
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Analyzer 2

Sensor Sensor Sensor

Application 

Plane

Control Plane

Data Plane

 

  

       Figure 5.8: Proposed IDS-enabled OpenFlow-based SDWSN architecture  

5.7 Theoretical Evaluation 

This section theoretically evaluates proposed IDS with existing IDS in the literature. We evaluate as 

follows: 

[110] proposed an IDS which is composed of three modules namely data collection module, hybrid 

intrusion detection module and cooperative module. The data collection module gathers the packets 

and passes them to the next component which is the hybrid intrusion detection module. The hybrid 

detection module analyses the packets using the anomaly and misuse detection module. The last 
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component which is the cooperative detection module is used as a communication module to send 

the messages to other components of the IDS if there is an anomaly detected or normal packet is 

detected. 

[78] Also proposed a new model for IDS and it focused on saving power of sensor nodes and it is 

made of the following components: 

 Monitor component: used for monitoring of both local and neighbours events. It monitors 

mostly the traffic patterns, internal events and resources used. 

 Analysis and detection module: it is considered as the main component which is based on 

modelling algorithm. 

 Alarm component: it is used as a response generating module and it creates an alarm if there is 

any intrusion detected. 

The proposed an IDS architecture in [77] is based on two stages. Rough detection uses statistical 

anomaly detection techniques to detect any suspicious change in the traffic trend and to report any 

alarm to the second stage. The fine detection reduces the number of false alarms and also detects the 

time frame in which the intrusion is going to be present.  

 

Ching-Chen and Cheng [111] proposed an architecture for IDS which is composed of 3 steps. The 

pre-processing module is where the KDD cup’99 data set is introduced and used to test the system 

performance. The feature selection stage is where the features are filtered using the Rough Set 

Theory. Then the intrusion estimation stage is responsible for classification and it uses SVM for 

that. When an intrusions occurs, it becomes easier for SVM to detect the intrusion. 

  

Also, [112] proposed a hybrid intrusion detection system with architecture having three 

components. The anomaly detection module filters out the normal and the abnormal packets. The 

misuse detection module to evaluate the abnormal packets and the decision making module decides 

whether the packet is an intrusion or not and if it’s an intrusion, which type of intrusion it is and 

sends the message to the manager.   

 

Lastly, [113] proposed an IDS for WSNs which consists of 4 components. The local packet 

monitoring gathered audit data that are to be supplied to the next module. Local detection engine 

collects the audit data and analyses it according to the given rules. The cooperative detection engine 

is used to communicate if there is any intrusion to other neighbouring nodes while the local 

response is responsible for taking an appropriate action when the intrusion has taken place.   



70 

 

5.8 Chapter Summary 

In this chapter, we presented the design of the proposed framework an IDS system for SDWSN 

using ML algorithm. We presented the system architecture and explained the different components 

that contribute intrusion detection and their operations. The system uses j.48 DT algorithm to 

classify received packets as intrusion or normal packets. The goal is to ensure that the SDWSN is 

secured and dependable at all time. 
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Chapter 6 

Summary, Conclusion and Future Works 

6.1 Summary 

In this research project, the goal was to design an IDS for SDWSNs to improve its security and 

increase its dependability. Chapter 1 of this study introduced the research and gave the background 

information on the proposed topic. The chapter went on to outline the problem statement, aim of the 

study and the research questions this study wanted to answer to achieve the aim of the research. 

Additionally, the chapter went on to briefly outline the research methodology adopted in this 

research.  

In chapter 2, the researcher thoroughly investigated the existing literature on the proposed topic. 

The security challenges in SDN, WSN and SDWSN are investigated and it also went on to check 

the approaches that were used by other researchers to solve security challenges in other different 

networks. The chapter also went on to explain different IDS techniques and the benefits of using 

IDS to safeguard the network. Accordingly, in chapter 3 the researcher explained the methodology 

used to achieve the goal of this research. The three ML algorithms were chosen, explained and 

evaluated. They include DT, SVM and LR models which were used to find which of the models is 

effective in the identification of intrusions on SDWSN. Experimental setups and evaluation metrics 

were discussed. 

In chapter 4, the results of the experiment conducted were presented and explained in detail. Results 

of the three ML algorithms were presented and discussed which showed DT as the most effective 

and efficient one compared to others models. The main objective of this chapter was to evaluate the 

three machine learning models so that the best performing could be used for the designing of the 

framework. Moreover, chapter 5 presented the proposed framework for IDS in SDWSN. We 

presented a detailed framework showing its components that contribute to intrusion detection and 

explanation of the how they operate. The proposed IDS framework operates by employing DT 

classify network packets as intrusion or not intrusion and afterwards a relevant action is applied if 

the condition is true. The chapter also went on to theoretically evaluate the proposed framework 

against what has been done in the literature. 

In this research, the stated aim was achieved by realizing the objectives as stated in chapter 1: 

a. Conduct comprehensive literature review on SDN, WSN and related studies, SDN security and 

intrusion detection systems for network applications which is shown in Chapter 2. 

b. Design an intrusion detection system framework for SDWSN which is shown in Chapter 5. 
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c. Carry out theoretical evaluation to assess its performance which is shown in Chapter 4. 

In essence, the goal was achieved by answering the RQs as stated in Chapter 1: 

RQ1: “What is the state-of-the- art of SDN/WSNs security challenges and IDS?” was answered 

by RQ1:1 and RQ1:2 in Chapter 2 where the researcher comprehensively reviewed the literature to 

check the existing work in SDN, WSN and SDWSN. The literature also outlined the security 

challenges facing the above mentioned networks and some countermeasures used by other 

researchers were reviewed.  Moreover, different IDS techniques in each of the networks were 

studied and the knowledge gained was used to design the IDS framework for SDWSN. 

RQ2: “How can we design a generic IDS?” was answered in chapters 3, 4 and 5. In this case, the 

researcher evaluated three ML algorithms and chose DT which was used to design a IDS to detect 

intrusions in the SDWSN. This system is able to classify network packets or user as either an 

intruder or a normal user/packet. The system also takes appropriate actions to different users. 

RQ3: “How can we evaluate the effectiveness of IDS?” To answer RQ3, theoretical evaluations 

of the IDS were performed in Chapter 4 and 5 to assess the effectiveness of the choice of ML 

algorithm and the proposed IDS framework respectively. 

6.2 Conclusions 

In conclusion, this research reports the development of an intrusion detection system for IDS. To 

achieve this, the researcher identified three important ML algorithms and performed experiments to 

determine which of the model is more efficient and effective in the detection of intrusions using 

packets behaviour. The models were constructed and 18 features of the KDD’99 dataset were used 

as input. The results obtained were presented and discussed. The results obtained during the 

experimental setup to evaluate the models indicate that the DT algorithm is more efficient and 

effective in its performance in terms of detection rate and time efficiency as compared to the other 

algorithms which are LR and SVM for both normal and anomaly class. SVM is more effective but 

slightly efficient when compared to DT but more efficient than LR.  

Based on these results, DT was used to develop an IDS for SDWSN. This is important to be able to 

detect intrusions in real-time. We therefore, designed the IDS framework using DT as a detection 

engine in the SDWSN. The essence is that, security is important for the SDWSN just like other 

networks and it is important that the network is alert and secured to avoid failure of the entire 

network due to intrusion attacks. With the proposed IDS architecture, the researcher believe that if 

it is integrated into the SDWSN controller it could go a long way to make the network secure and 

dependable as well as protecting the network resources from malicious access. 
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6.3 Recommendations 

Based on the findings obtained in this research, the researcher provide the following 

recommendations: 

1. More empirical studies should be done on different machine learning models such as k-

means, neural networks and naive Bayes. 

2. To develop an IDS that is more efficient, use the model that will be able to detect intrusions 

in real-time and the one that has high detection rate with up to 99% true positive and true 

negative detection rate. 

3. More simulation tools such as Python and R-Studio can be used to re-check the efficiency of 

the models. 

6.4 Future Work 

In both the research and industry communities, SDWSN research especially, security has recently 

gained significant attention. The essence is due to the logical centralization of network intelligence, 

the controller which poses a single point of failure to the network. Moreover, SDWSN 

dependability and security have largely been neglected and this remains an open issue. This 

research found that while DT and SVM models were effective in the detection of intrusions, they 

both have their shortfalls. In particular, the DT has a slight detection rate lower than SVM and the 

SVM in terms of time efficiency performed very poorly.  

Therefore, the future of the researcher work will focus on: 

a. Implement the intrusion detection system in a real-world SDWSN. 

b. Hybridization approach should be employed which involves using different models 

(decision tree and Support Vector Machine) in order to overcome their limitations given the 

detection rate and time efficiency respectively. 

c. To update the IDS to perform real-time classification. 
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