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ABSTRACT

The rapid growth of cloud computing has created significant risks of data misuse, breaches,
and identity theft, as service providers have frequently acted as sole custodians of user data
without adequate transparency or enforceable consent mechanisms. High-profile incidents
involving organisations such as Yahoo, Adobe, and JP Morgan illustrated the limitations of
centralised trust models. Although regulations such as the European Union’s General Data
Protection Regulation (GDPR) imposed stricter controls on personal data processing, they also
exposed tensions between confidentiality through encryption and broader requirements of
accountability, auditability, and user rights. The aim of this study was to design and formally
validate a Blockchain-Based Security Model (BSM) that enables secure, privacy-preserving,

and regulation-aligned personal data sharing in decentralised environments.

The model integrated a permissioned blockchain platform (Hyperledger Fabric) with
Chaincode-as-a-Service (CCaaS), Intel SGX secure enclaves, InterPlanetary File System
(IPFS) off-chain storage, and optional Zero-Knowledge Proofs (ZKPs). Methodologically, the
study followed a Design Science Research approach grounded in a pragmatic research
paradigm. The BSM was developed and evaluated through a combination of systematic
literature review, architectural design, simulation-based performance benchmarking, and
formal security verification. In line with standard Design Science Research theory, the artifact
was justified using relevant kernel theories from cryptography, decentralised systems Design
Theory (ISDT) to clarify constructs, design principles, and evaluation criteria.

Formal validation was conducted using ProVerif under the Dolev-Yao adversary model,
confirming that the BSM satisfied confidentiality, integrity, authentication, authorisation, and
auditability requirements. Performance evaluations demonstrated sub-second access-control
enforcement, verifiable deletion, and audit accuracy of 99.98%, while maintaining scalability
and modularity. The results showed that the BSM effectively reconciled privacy with
transparency, providing a compliance-ready framework aligned with GDPR, HIPAA, and
regional data protection regulations. The study contributed a formally verified security
architecture, a hybrid on-chain/off-chain storage strategy, a consent management mechanism,
and deployment blueprints applicable to healthcare, finance, and government services,

establishing a robust foundation for privacy-preserving digital ecosystems.

Keywords: Blockchain Security, Personal Data Sharing, Hyperledger Fabric, Intel SGX, IPFS,
Zero-Knowledge Proofs, GDPR Compliance.
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CHAPTER 1
INTRODUCTION
1.1 BACKGROUND TO THE STUDY

In today’s digital era characterised by the swift development of the internet and a vast number of
online services, people have a set of varied and complex services running in the cloud instead of
their computers (Shrestha et al., 2020). Most cloud computing systems provide data-sharing
services that offer significant benefits to users. For example, Google Classroom, WhatsApp,
Google Drive, and Dropbox among many other services that are used daily for creating, managing,
and sharing personal data between users and services on the cloud. Considering the paradigm shift
from local computer storage to cloud storage, people now create and store more data on the cloud
rather than the hard drives of their local computers. Such personal data includes documents,
photos, videos, events, and other forms of information. Many service providers have complete
access to their customers’ personal data. It is unknown how and for what purposes this data is
being used. Because of the scarcity of options for preventing personal data from being exposed,
privacy is a prominent concern. Cloud-based platforms have recently made it easier to transfer
data between various organisations, enabling a group of users to share data in all forms and work
together effectively (Li et al., 2020). Studies evaluating blockchain-based Electronic Media
Records (EMRs) architectures such as MedRec indicate that although decentralisation improves
auditability, critical gaps persist in scalability, privacy management, and multi-institution
interoperability (Azaria et al., 2016). Real-world e-government platforms such as Estonia’s X-
Road demonstrate how secure data-exchange infrastructures can be implemented at scale, while

also exposing governance, interoperability, and operational challenges (Paide et al., 2018).

Cloud computing substantially improves collaboration, performance and scalability by allowing
users from various organisations to contribute to data in the cloud. Thus, compared to other
methods, clouds make data sharing more practical and convenient. Lives are becoming more
digital due to the development of the cloud computing model, wherein more data is produced,
gathered and stored online. The accessibility of digital data, encompassing every facet of people’s
lives, has been directly linked to the growth of the data-driven economy. Currently, many
businesses and corporations generate significant value by providing services effectively paid for
with users’ personal data, demonstrating that personal data has become a core currency of the

digital economy. This expanding model of data extraction and commaodification has intensified
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concerns about privacy, power asymmetries, and user control in platform-based environments
(Zuboff, 2019; Couldry and Mejias, 2024).

Several cases involving the misuse of personal information through cloud computing platforms,
countless data breaches, and identity theft attest to these issues. The fundamental concern is that
once data is in the custody of cloud service providers, they are expected to offer all security
measures to ensure its privacy. Service providers become the sole controllers of users' data,
allowing them to use it without the knowledge and consent of the true owners, the users. Several
companies have developed new data-driven products or monetised their data by selling it to third
parties. Clearly, many privacy and security breaches originate within cloud providers. For
example, Yahoo, eBay, Adobe, and JP Morgan, are among the top data-breaching organisations in
the 21st century (Zou et al., 2018).

In some governments, protocols have been adopted to regulate issues that pertain to data privacy
violations. A good example is the European Union’s new General Data Protection Regulation
(GDPR). Early blockchain-based privacy architectures such as that of Zyskind et al. (2015)
illustrate how decentralised approaches can support user-centric data control, verifiable access,
and enhanced privacy guarantees. The GDPR imposed legal obligations on data controllers and
processors to protect data subjects. Article 32 of the GDPR advocates encryption as an appropriate
technical measure to ensure data confidentiality. In this regard, the confidentiality achieved
through encryption can conflict with other data protection principles, such as transparency,
accountability, and data subject access rights (European Parliament and Council, 2016).

Blockchain technology has proved in the financial sector that transactions can be made transparent,
secure, and auditable by utilising a decentralised network of peers supported by a public ledger.
The core principles underlying these capabilities, including decentralised verification,
immutability, and distributed trust, are well documented in foundational works on cryptocurrency
technologies (Narayanan et al., 2020). Research on smart-city infrastructures further demonstrates
that blockchain-driven data-sharing ecosystems face significant architectural and operational
constraints, including latency, throughput, and cross-domain integration challenges (Xie et al.,
2019).

Extensive surveys of blockchain-based data sharing consistently highlighted architectural,
consensus-related, and scalability challenges that must be addressed before such systems can

support large-scale personal data exchange (Li et al., 2020). The role of the participating peers is
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to support, maintain, and facilitate blockchain. The participants could be people working together
anonymously to give computational power to a public network, or a permissioned consortium
network in which diverse organisations provide it to an enterprise blockchain application. Each
participant keeps an identical version of the ledger in their own environment and agrees on any
changes to its status. This allows for the distribution of trust throughout the network without the

requirement for a central intermediary (Buterin, 2017).

To overcome the above challenges, the researcher proposed a solution to run an encryption-based
access control program on permissioned blockchain using a smart contract. This proposal provided
better privacy, performance and scalability. The model proposed transparent and decentralised
evaluation of access control policies. Encrypted data should be stored by the data provider in a
local storage unit. Once the users satisfy access control policies, they will be provided with the
encrypted data. Using blockchain, the researcher intended to allow a data provider to locally
enforce access control policies on data. A smart contract was used to evaluate access requests from
users based on access control policies. Only authorised users were able to proceed to receive a
subscription secret and the encrypted data from the data provider. Most of the communication
currently involves either the transfer of private information or the transmission of a process to a
third party in a different location. Furthermore, to accomplish this goal, a number of models and
techniques have been developed to facilitate the safe and confidential exchange of data in

distributed environments, such as a cloud environment.

Thilakanathan et al. (2015) proposed a system in which a data provider (user) stores data items
(for example, in an Excel file) in a cloud storage service (for example, Google Drive) to share it
with data consumers like work colleagues. A common solution to data sharing and collaboration
is to rely on the security solutions provided by the cloud service provider. However, the solution
mechanisms provided by the cloud service provider may not be secure, which leads to cloud
infrastructures being targets of cyber-attacks. The cloud service provider itself has access to the
data since it has full control of the security keys and can easily connive with other parties to release
the data; cloud service providers may therefore not be trusted. With the absence of an
accountability mechanism, it is impossible to discover who accessed the data, how the data is being
protected and how accurate the deployed access control mechanisms are. Using blockchain
infrastructure, the researcher proposed a secure data-sharing model that provided transparency and

accountability of data.
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1.1.1 Related work and research gaps

Blockchain has emerged as a transformative technology for enhancing secure and decentralised
data sharing across healthcare, finance, and identity management domains. Design science
research has been used in several studies, for example:

e Elvas et al. (2023) designed a smart contract-based model that has enabled patient-centric
control of encrypted medical records, where access is managed on-chain while sensitive
data is retained off-chain. Although Elvas et al. present a useful smart-contract approach
for managing access to encrypted medical records, their model still exposes certain
metadata on-chain, which may reveal patterns about users or access events. Their approach
does not include strong consent-revocation mechanisms, nor is it supported by formal
verification to prove the correctness of access-control rules. In contrast, the BSM
introduced SGX-based confidential computation, dynamic consent revocation, and
formally verified smart-contract logic, reducing metadata exposure and strengthening
assurance of correct policy enforcement.

e Xietal. (2022) highlight the value of a tamper-proof ledger in clinical settings, but their
model struggled with high latency and limited throughput. These performance constraints
make large-scale adoption challenging. The BSM addressed this limitation by using
Chaincode-as-a-Service (CCaaS) and a hybrid storage design that shifts most computation
and data handling off-chain, resulting in significantly faster response times and improved
scalability (Sabiri et al., 2025; Xi et al., 2022).

e The work of Javaid et al. (2022) shows how blockchain can reduce duplication in KYC
processes, yet the model remains narrowly focused on financial identity checks and does
not address issues such as cross-sector interoperability, consent withdrawal, or GDPR-
aligned data rights. The BSM extended beyond financial use cases by incorporating a
sector-agnostic consent layer, zero-knowledge proofs for privacy-preserving verification,
and mechanisms for verifiable deletion of off-chain data.

e Atthe same time, privacy-preserving mechanisms such as Zero-Knowledge Succinct Non-
Interactive Arguments of Knowledge (zk-SNARKS) have been shown to substantially
increase processing time and gas costs, limiting efficiency in real-world applications (Zhou
et al., 2024). While zero-knowledge proofs offer strong privacy guarantees, Zhou et al.
(2024) acknowledge that zk-SNARKS introduce high computation costs and may not be
practical in real-time systems. The BSM avoided this bottleneck by using ZKPs selectively

and shifting the heavy computation to SGX enclaves, ensuring that privacy-preserving
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verification remains efficient. The design is also compatible with newer proof systems that
remove the need for trusted setup.

Compliance with sectoral regulations such as PCI-DSS and Anti-Money-Laundering
(AML) frameworks remains another challenge, as blockchain’s immutable design
complicates the enforcement of flexible regulatory requirements (Corte-Real et al., 2024).
These authors drew attention to the tension between blockchain immutability and
regulatory requirements such as PCI-DSS, AML, and GDPR, especially where flexible
data handling or erasure is required. Their work does not fully resolve how these conflicting
demands can be balanced. The BSM handled this by combining on-chain audit trails with
encrypted off-chain storage, allowing consent withdrawal, access revocation, and
verifiable deletion while maintaining a tamper-resistant record of access events.

In the area of identity management, Miihle et al. (2018) emphasize blockchain’s potential
to support self-sovereign identity (SSI) through decentralised identifiers (DIDs) and
verifiable credentials (VCs). Although Mihle et al. demonstrate the potential of DIDs and
verifiable credentials for self-sovereign identity, their framework does not address the
challenges of interoperability or scalable consent revocation across domains. The BSM
improved on this by linking DIDs to attribute-based encryption policies and by enforcing
revocation directly on-chain, allowing identity credentials to remain valid while access
rights can be adjusted instantly.

Liu et al. (2020) show that blockchain can reduce single points of failure in identity
verification systems, but their model offered limited protection for large off-chain datasets
and does not incorporate trusted execution environments. The BSM resolved these issues
through encrypted distributed storage, SGX-based secure key handling, and decentralised

identity verification supported by DIDs and smart contracts.

Several recent studies recognise persistent barriers such as interoperability gaps, incomplete

consent-management workflows, and unresolved trade-offs between privacy and performance.

Many existing models remain at prototype level and have not undergone formal security
validation. The BSM responded to these shortcomings by combining ABE, ZKPs, SGX, IPFS, and

CCaaS into a single architecture that is formally verified, performance-tested, and designed for

cross-sector application (Kareem et al., 2024; Ou et al., 2025).

More broadly, researchers agree that although smart contracts, the InterPlanetary File System

(IPFS), and encryption strengthen data privacy, significant trade-offs persist between system
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performance and legal flexibility (Corte-Real et al., 2024). A further limitation is that many
frameworks remain at the prototype or simulation stage, with insufficient evidence of scalability
or real-world validation. Legal gaps are also unresolved, particularly where the requirements of
the GDPR, such as the right to erasure, are in tension with the immutability of blockchain (Corte-
Real et al., 2024).

Despite these developments, most of the reviewed studies have not delivered unified, regulation-
compliant, and scalable architecture for cross-sector personal data sharing. The current research
gap lies in the design and validation of a blockchain-based security model that can simultaneously
address privacy, performance, and legal compliance in healthcare, finance, and identity domains.
While earlier frameworks provide partial solutions, whether through access control, off-chain
storage, or enclave-based computation, such approaches have typically been implemented in
isolation. None adequately integrates the five critical dimensions of access control, privacy
preservation, integrity, scalability, and interoperability into a single, regulation-aligned

framework.

Moreover, prior reviews such as Glockler et al. (2024) and Yan et al. (2025) have surveyed
blockchain-driven identity and access management requirements, yet they stop short of delivering
a formally verified, multi-layered model that incorporates off-chain storage, confidential
computation, and privacy-preserving proofs. This thesis addressed that gap by developing and
validating a BSM that is designed to be regulation-compliant, performance-optimised, and resilient
across multiple application domains.

1.2 PROBLEM STATEMENT

In an ideal personal data sharing environment, individuals and organisations should be able to
share sensitive data securely across distributed platforms while maintaining fine-grained control
over who accesses the data, for what purpose, and for how long. Such an environment should
provide privacy by design, enforceable consent, verifiable audit trails, and demonstrable
compliance with data protection regulations. Security controls should be transparent enough to
support accountability while remaining strong enough to preserve confidentiality, integrity, and

authorised use.

In practice, most cloud-based and platform-mediated data sharing systems remain centralised,
placing service providers in the role of primary custodians of user data. This arrangement creates

persistent risks of unauthorised access, secondary use without meaningful consent, limited
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transparency over access events, and weak enforcement of user rights such as revocation and
deletion. Although blockchain-based solutions have been proposed to improve auditability and
trust distribution, many existing models remain fragmented, prototype-level, or limited to isolated
mechanisms (e.g., access control without deletion guarantees, off-chain storage without verifiable
binding, or privacy mechanisms without performance feasibility). In addition, regulatory
requirements such as GDPR impose accountability, transparency, and user rights that can conflict

with the immutability and disclosure properties of conventional blockchain designs.

The consequence is a critical gap: there is no widely evidenced, unified security model that
simultaneously delivers privacy-preserving access control, scalable hybrid storage, enforceable
consent management, auditability, and regulation-aligned governance for cross-sector personal
data sharing. Without such a model, organisations face increased compliance and breach risk,
individuals remain exposed to misuse and identity theft, and regulators lack dependable technical
accountability mechanisms. This study addressed this gap by developing and validating a
blockchain-based security model that integrates privacy-enhancing cryptography, decentralised
governance mechanisms, and formal security validation to support secure and compliant personal

data sharing.

Although this study adopts the General Data Protection Regulation (GDPR) as its primary
regulatory reference, this choice does not imply the exclusion of regional or national data
protection frameworks. GDPR is used as a baseline due to its comprehensive articulation of data
subject rights, accountability, and transparency requirements, which increasingly influence data
protection standards beyond the European Union. In the South African context, the principles
underpinning GDPR align closely with the Protection of Personal Information Act (POPIA),
allowing the proposed model to be conceptually mapped to local regulatory requirements. This
design choice supports broader applicability while acknowledging that legal interpretation and

enforcement may vary across jurisdictions.
1.3 RESEARCH AIM AND OBJECTIVES

The main aim of this study was to develop a blockchain-based security model for secure and
compliant personal data sharing aligned with GDPR requirements. The following objectives were
formulated to achieve the main aim of the study. To ensure clear alignment between the research
objectives, research questions, and hypotheses, these elements are presented in a tabular format.

The study formulated a set of explicit research hypotheses derived from the problem statement,
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conceptual framework, and security and compliance requirements identified in the literature. These
hypotheses express the expected security, privacy, performance, and regulatory properties of the
proposed Blockchain Security Model and convert the research questions into testable claims. Each
hypothesis was evaluated using appropriate methods, including artifact design validation,
simulation-based benchmarking, comparative platform analysis, and formal symbolic verification.
The hypothesis evaluation outcomes are presented and discussed in the final evaluation chapter.
Table 1.1 summarised the relationship between the primary, theoretical, and empirical objectives
of this study, their corresponding research questions and associated hypothesis.

Table 1.1: Research objectives and corresponding research questions

Research question (RQ) Type

Objective Hypothesis

POL1: Design a blockchain
model for secure identity and
access control.

TO1: Investigate identity
management frameworks in
Africa (interoperability,
consent, compliance).

TO2: Explore ethical and
adaptive Al in blockchain
models.

PRQ1: How can a blockchain Primary
cryptographic model ensure

secure, privacy-preserving

access control?

TRQ1: What identity Theoretical
frameworks exist in Africa,
and how do they address
interoperability, consent, and
compliance?

TRQ2: How can Al be
ethically and adaptively
integrated into blockchain
security models?

Theoretical

TO3: Analyse socio-technical TRQ3: Which socio-technical Theoretical

adoption factors in Africa.

TOA4: Assess post-quantum
cryptography for blockchain
security.

EO1: Build a GDPR-aligned
model using ZKPs and ABE.

EO2: Benchmark IPFS and
Filecoin.

EO3: Validate the developed
model using the Dolev-Yao
adversary model and
ProVerif.

factors influence adoption of

blockchain data sharing in

Africa?

TRQ4: Which post-quantum  Theoretical
cryptographic approaches best

secure blockchain data

sharing?

ERQ1: How can ZKPs and Empirical
ABE be integrated into a

GDPR-aligned blockchain

model?

ERQ2: How do IPFS and Empirical

Filecoin compare in latency,

scalability, and compliance?

ERQ3: To what extent can the Empirical
model be verified using the

Dolev-Yao model and

ProVerif?

H1: Integrating Attribute-Based
encryption (ABE), Zero-Knowledge
Proof (ZKPs), InterPlanetary File
System (IPFS), and smart contracts
enables fine-grained, GDPR-
compliant data sharing.

H2: Current frameworks only partly
address GDPR,; a unified BSM
achieves stronger compliance.

H3: Adaptive Al improves resilience
and transparency without breaching
GDPR.

H4: Adoption barriers can be
mitigated through policy-aligned
cryptography and governance.

H5: Lattice-based and other PQC
primitives strengthen resistance to
quantum attacks.

H6: ZKPs and ABE jointly enforce
privacy-preserving access while
supporting GDPR rights.

H7: IPFS offers higher efficiency;
Filecoin adds auditability with
incentives.

H8: ProVerif confirms
confidentiality, authentication, and
integrity.

The alignment between these objectives and the peer-reviewed publications arising from this study

Is presented in Table 1.2.
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Table 1.2: Alignment between publications and thesis objectives

e Avrticle title Year/Status Ol (&)
platform addressed
Latin-American A Blockchain-Based Identity Management Solution for Secure 2025, TO1
Journal of Personal Data Sharing in Africa: A Systematic Literature published
Computing Review.
Journal of A Hybrid Framework for Enhancing Privacy in Blockchain- 2025, EO1
Information Systems Based Personal Data Sharing using Off-Chain Storage and published
and Informatics Zero-Knowledge Proofs.
Iragi Journal for Post-Quantum Cryptographic Techniques for Future-Proofing 2025, TO4
Computers and Blockchain-Based Personal Data Sharing. published
Informatics
ICICT 2025 (IEEE  Adoption of New Technologies in Africa: Secure Personal 2025, TO3
Xplore) Data Sharing, Tools, Protocols and Frameworks. accepted

(conference).
Indonesian Journal of Comparative Security and Performance Evaluation of IPFS 2025, EO2
Computer Science  and Filecoin for Off-Chain Blockchain Storage published
(Cs)
Jurnal IImiah Comparative Study of Encryption-Based Access Control 2025, EO1
Computer Science  Schemes in Ethereum, Hyperledger Fabric, and Corda published
(Jics)
Latin-American Synthesizing the Future of Al-Blockchain Integration: A 2025, TO2
Journal of Pathway for Adaptive, Ethical, and Efficiency. published
Computing (LAJC)
ICECCME 2025 AdaptChain: A Unified Framework for Ethical and Adaptive 2025, TO2
(IEEE Xplore) Al-Blockchain Integration. accepted

(conference)
Jurnal llmiah Design and Implementation of a Smart Contract-Based 2025, TO1, EO1

Computer Science  Consent Management Model for Secure Personal Data Sharing  published
(JIcs)

IFIP-UNIVEN-CSIR Al-Blockchain Synergy for Next-Generation Cybersecurity. 2025, TO2
International Adaptive, Ethical, and Efficient Architectures. published

Conference in

Cybersecurity

International Journal Formal Verification of a Blockchain-Based Security Model for 2025, EO3
of Advanced Personal Data Sharing using Dolev-Yao Model and ProVerif published

Computer Science
and Applications.

14 OVERVIEW OF METHODOLOGY PER ARTICLE

This study followed an article-based structure, and each article applied a specific methodological
approach suited to its research focus. Rather than presenting the full methodological details at this
stage, a concise overview is provided to show the variety of methods adopted across the
publications. As illustrated in Table 1.3, the approaches ranged from systematic literature reviews
and comparative analyses to prototype development, simulation benchmarking, qualitative policy
review, and formal verification. This variety reflects the hybrid research design of the thesis,

combining theoretical inquiry, empirical experimentation, and formal evaluation to address the
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overarching aim of developing and validating a blockchain-based security model for personal data

sharing.

Table 1.3: Overview of methodology per article

Avrticle Method adopted

Blockchain-Based Identity Management Solution for Secure Personal ~ Systematic literature review (PRISMA,
Data Sharing in Africa (LAJC, 2025) Kitchenham).

Hybrid Framework for Privacy in Blockchain-Based Personal Data Prototype design and simulation
Sharing using Off-Chain Storage and ZKPs (J-1SI, 2025). benchmarking.

Post-Quantum Cryptographic Techniques for Future-Proofing Comparative evaluation and analysis

Blockchain-Based Personal Data Sharing (Iragi JCI, 2025)

Adoption of New Technologies in Africa: Secure Personal Data Sharing, Qualitative policy/industry review
Tools, Protocols and Frameworks (ICICT 2025)

Systematic Review of Chaincode-as-a-Service in Hyperledger Fabric Systematic literature review.

(IET InfoSec, under review).

Comparative Evaluation of IPFS and Filecoin for Off-Chain Blockchain Controlled simulation experiments
Storage (1JCS, 2025).

Comparative Study of Encryption-Based Access Control Schemes Comparative evaluation and analysis

(JICS, 2025).

Synthesizing the Future of Al-Blockchain Integration (LAJC, 2025). Conceptual analysis and thematic
synthesis.

AdaptChain: Ethical and Adaptive Al-Blockchain Integration Conceptual design (conference paper).

(ICECCME 2025).
Smart Contract-Based Consent Management Model for Secure Personal Prototype development (Hyperledger

Data Sharing (JICS, 2025). Fabric).

Al-Blockchain Synergy for Next-Generation Cybersecurity. Adaptive,  Conceptual and applied review of Al-
Ethical, and Efficient Architectures. driven cybersecurity frameworks.

Formal Verification of a Blockchain-Based Security Model (IJACSA,  Formal verification (ProVerif, Dolev-Yao
2025). model).

The study was not conducted as a collection of independent papers. Instead, all articles formed
part of a unified Design Science Research programme centered on the design, implementation, and
validation of the Blockchain Security Model (BSM). The systematic literature reviews established
justification and requirement baselines, the design and prototype papers realised the model
architecture, the simulation and benchmarking papers provided quantitative performance
evidence, and the formal verification paper established provable security properties. The thesis
therefore provided an integrated synthesis layer that connects individual article outputs into a

single coherent artifact design and evaluation narrative.
1.5 STUDY SIGNIFICANCE

In today’s digital economy, personal information has become a critical asset, making its protection
and ethical management a global priority. At the same time, centralised data-sharing

infrastructures continue to expose individuals and organisations to risks such as data breaches,
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unauthorised access, misuse, and limited user control. Against this backdrop, this study is
significant because it develops a secure, privacy-preserving, and regulation-aligned framework for
personal data sharing based on blockchain technology, directly responding to the growing
challenge of data sovereignty in interconnected digital environments.

The proposed Blockchain Security Model (BSM) advanced beyond conventional data-sharing
approaches by combining smart contracts, encrypted off-chain storage, and privacy-enhancing
cryptographic techniques within a single architecture. In doing so, it addressed a persistent gap in
existing systems, namely the difficulty of balancing user privacy, system performance, and
regulatory compliance at the same time. This made the study important not only from a technical
perspective, but also from a governance and policy perspective, as it offered a more practical
foundation for secure and accountable personal data sharing across sectors such as healthcare,
finance, and digital identity management.

From an academic perspective, the study contributed to the growing body of knowledge on
blockchain security by addressing persistent gaps in interoperability, consent revocation, privacy-
preserving verification, and alignment with data protection frameworks such as the GDPR and
HIPAA. Methodologically, it demonstrated the value of a hybrid Design Science Research
approach by showing how systematic literature review, architectural design, benchmarking, and
formal verification can be combined in a rigorous and replicable way to develop and evaluate

blockchain-based security models.

The study is also significant in practical terms because it provided clear value to different
stakeholder groups. For data subjects, it promoted stronger control over personal information,
more transparent consent management, and improved privacy protections. For data controllers,
system architects, and organisations, it offered a validated and scalable model that can guide the
design of more secure and trustworthy data-sharing systems. For regulators and policymakers, it
demonstrated how accountability, auditability, and compliance requirements can be embedded
directly into system architecture rather than treated as external controls. For researchers, it
provided both a validated artifact and a reproducible methodological pathway for future work in

privacy-preserving and regulation-aligned digital ecosystems.

Ultimately, this study was timely and necessary because it supported the development of
trustworthy digital infrastructures in a context where personal data is increasingly valuable,

vulnerable, and contested. By empowering individuals with greater control over their data while
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also supporting transparency, accountability, and compliance, the study promoted digital trust and

contributed to the responsible and ethical use of emerging technologies across diverse domains.
1.6 LIMITATIONS

While this study presented a robust blockchain-based model for enhancing the security and privacy
of personal data sharing, certain limitations must be acknowledged. First, the implementation was
conducted in a controlled testbed environment, which may not fully capture the complexities and
unpredictability of real-world deployment across diverse sectors like healthcare and finance.
Second, although the model integrated advanced cryptographic tools such as Zero-Knowledge
Proofs (ZKP) and Attribute-Based Encryption (ABE), the added computational overhead may
limit scalability on resource-constrained devices or low-bandwidth networks. Furthermore, the
study focused primarily on GDPR-aligned compliance and may not fully address regional
variations in data protection laws, particularly in jurisdictions outside the EU. The prototype also
relied on existing blockchain platforms such as Ethereum and Hyperledger Fabric, which have
inherent constraints related to throughput, gas fees, and governance structures. Lastly, user
feedback was gathered from a limited pool of domain experts, which may affect the generalisation
of usability findings. These limitations provide opportunities for future work to explore broader

deployment contexts, performance optimisation, and legal interoperability.
1.7 ORIGINALITY OF THE STUDY

The originality of this study can be classified into three categories, which are theoretical, practical
and methodological.

1.7.1  Theoretical originality

This study made a meaningful theoretical contribution by advancing the conceptual understanding
of secure data sharing in decentralised systems. While blockchain has often been discussed as a
disruptive technology for transparency and immutability, there remains a lack of integrated
theoretical frameworks that address the intersection of privacy, performance, and regulatory
compliance in personal data ecosystems. This research filled that gap by synthesising insights from
the systematic literature review and applying them to construct a novel framework grounded in

cryptographic access control, decentralised identity principles, and smart contract governance.
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The study repositioned blockchain not merely as a transactional tool but as a foundational layer
for ethical data stewardship, highlighting the role of architectural design in enforcing user-centric
privacy. By incorporating constructs such as zero-knowledge proofs, off-chain encrypted storage,
and dynamic consent management into a unified model, this work extended the theoretical
discourse on trust, control, and verifiability in digital identity and health informatics domains.
Furthermore, it contributed to design science theory by demonstrating how abstract design

principles can be operationalised into a validated, sector-agnostic architecture.

In addition, this thesis was submitted to the university library as a contribution to the academic
community. A total of four peer-reviewed articles were produced that directly addressed the
theoretical objectives (TO1 — TO4) outlined earlier in this chapter. Collectively, these outputs
extended the theoretical discourse by providing cross-cutting insights into identity, ethics, socio-
technical adoption, and future-proof cryptography; dimensions that are often treated separately in

prior literature.
1.7.2  Methodological originality

This study offered a clear methodological contribution by adopting a hybrid research design that
combines a systematic literature review (SLR), design science research (DSR), and empirical
evaluation. While blockchain studies often lean heavily on theoretical or conceptual arguments,
this research integrated rigorous inquiry with practical system-building and validation. The
application of DSR provided a structured process for identifying the problem, defining solution
objectives, building and demonstrating the artifact, and evaluating its effectiveness. Unlike
traditional single-method approaches, this study’s hybrid methodology allowed triangulation,
linking literature-derived theoretical construct with empirical system behaviour and expert

evaluation.

The systematic literature review followed PRISMA guidelines to ensure a comprehensive and
unbiased synthesis of peer-reviewed sources, which then informed the design decisions of the
blockchain security model. Furthermore, the use of simulation, performance benchmarking, and
expert-based usability testing strengthened both the internal and external validity of the findings.
In this way, the methodology provided a reproducible framework that future researchers can adopt
when seeking to design, implement, and validate socio-technical systems requiring both security

rigor and practical relevance.

In operational terms, the methodological contribution was realised as follows:
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e The Systematic Literature Review (SLR) addressed the theoretical objectives by
consolidating current approaches to blockchain-based data sharing and privacy.

e The DSR cycle guided the design and the development of the BSM, ensuring that design
principles were grounded in both theory and practice.

e Simulation and benchmarking experiments evaluated the system’s performance on key
metrics such as latency, throughput, and storage overhead.

e Formal verification using the Dolev-Yao adversary model and ProVerif, validated critical
security properties, including confidentiality and access-control integrity.

e Expert feedback sessions provided usability insights and informed the practical

deployment guidelines proposed later in this thesis.
1.7.3  Practical originality

The practical contribution of this study lies in the development and validation of a blockchain-
based security model specifically tailored for secure personal data sharing. Unlike many
conceptual models, the artifact designed in this research was implemented using real-world tools
such as Hyperledger Fabric smart contracts, IPFS for off-chain encrypted storage, and zero-
knowledge proofs to enhance privacy. The model was tested across representative use cases in
healthcare, finance, and digital identity, demonstrating its versatility and potential for cross-sector
adoption. By addressing critical issues such as consent management, access control, auditability,
and regulatory compliance, the system provided a functional solution to the growing challenges of
personal data breaches and misuse.

The architecture not only improved data traceability and integrity but also empowered users with
greater control over who accesses their information and under what conditions. Furthermore, this
work offered actionable insights for developers, policymakers, and organisations looking to
implement privacy-preserving data-sharing systems grounded in decentralisation. As such, the
study bridged the gap between academic theory and applied system design, contributing to both

technological innovation and policy-aligned digital trust infrastructures.
In operational terms, the practical contribution was realised as follows:

e Development of a working blockchain-based security model (BSM) that integrated smart
contracts, IPFS, SGX (simulated), and zero-knowledge proofs.

e Prototype deployment and testing in healthcare, finance, and digital identity use cases.
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e Evaluation of performance and compliance against regulatory requirements such as GDPR
and POPIA.
e Provision of implementation guidelines for organisations, supporting adoption and

governance of privacy-preserving data-sharing systems.

This thesis followed an article-based format. Each objective was addressed through peer-reviewed
outputs, using diverse methods ranging from systematic literature review to simulation,

benchmarking, and formal verification. Table 1.4 summarised the objectives, methodological

approaches, and the corresponding articles.

Table 1.4: Summary of contributions to the study

Objective Method(s) adopted

Avrticle(s)

TOL: Investigate Systematic Literature
blockchain-based identity Review (PRISMA 2020,
management frameworks in Kitchenham protocol).
Africa.

TO2: Examine ethical and Conceptual analysis and
adaptive Al integration in  thematic literature
blockchain models synthesis

TO3: Analyse socio-

technical adoption factors

in Africa

TOA4: Assess post-quantum Systematic literature

cryptographic approaches review + Comparative
analysis

Qualitative
policy/industry review

EO1: Build a GDPR-
aligned model with ZKPs
and ABE

Prototype design and
Simulation benchmarking

Controlled simulation
EO2: Benchmark off-chain experiments
storage frameworks
(IPFS/Filecoin)
EO3: Formally verify
blockchain cryptographic
model

Formal verification
(ProVerif, Dolev-Yao
adversary model)

A Blockchain-Based Identity Management Solution for
Secure Personal Data Sharing in Africa: An SLR (LAJC,
2025); Design and Implementation of a Smart Contract-
Based Consent Management Model (1JCS, 2025).
Synthesizing the Future of Al-Blockchain Integration
(LAJC, 2025); AdaptChain: A Unified Framework for
Ethical and Adaptive Al-Blockchain Integration
(ICECCME, 2025); Al-Blockchain Synergy for Next-
Generation Cybersecurity. Adaptive, Ethical, and Efficient
Architectures.

Adoption of New Technologies in Africa: Secure Personal
Data Sharing, Tools, Protocols and Frameworks (ICICT
2025)

Post-Quantum Cryptographic Techniques for Future-
Proofing Blockchain-Based Personal Data Sharing (Iraqi
JCI, 2025); Comparative Study of Encryption-Based
Access Control Schemes in Ethereum, Hyperledger Fabric,
and Corda (1JCS, 2025)

A Hybrid Framework for Enhancing Privacy in
Blockchain-Based Personal Data Sharing using Off-Chain
Storage and ZKPs (J-ISI, 2025); Design and
Implementation of a Smart Contract-Based Consent
Management Model (JICS, 2025)

Comparative Security and Performance Evaluation of IPFS
and Filecoin for Off-Chain Blockchain Storage (1JCS,
2025)

Formal Verification of a Blockchain-Based Security Model
for Personal Data Sharing (IJACSA, 2025)

While Table 1.4 mapped the formal thesis objectives to the peer-reviewed outputs arising from the
study, not every design-supporting publication was framed as a standalone coded objective in
Table 1.1. In particular, the review on Chaincode-as-a-Service informed the modular execution
architecture of the Blockchain Security Model and contributed to design justification, but it was

treated as supporting architectural evidence rather than as a separate formal objective. This
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approach preserved consistency between the thesis objective framework and the article-based

research outputs.

The socio-technical adoption objective was addressed through consolidated literature and policy
analysis examining governance maturity, interoperability constraints, regulatory enforcement
capacity, and infrastructure readiness across African digital identity and data-sharing initiatives.
This analysis identified adoption barriers and enabling conditions and directly informed the
governance and interoperability design principles embedded in the Blockchain Security Model.
Similarly, the objective concerning modularisation and externalisation of smart contracts was
addressed through a structured synthesis of Chaincode-as-a-Service and containerised smart
contract execution literature. The thesis analysed architectural separation, upgradeability,
orchestration risks, and zero-trust alignment, and incorporated these findings into the modular
execution layer of the proposed model.

These analyses ensured that all stated objectives were addressed within the thesis itself through
literature synthesis and design justification, independent of publication status, thereby maintaining

objective—evidence alignment at thesis level.
1.8 CONSOLIDATED LITERATURE SYNTHESIS

This section provided a consolidated literature synthesis integrating prior research that informs the
design, security, governance, and validation of blockchain-based personal data sharing systems.
Although the individual articles included in this thesis each contained focused literature reviews,
this integrated synthesis is presented to ensure that the thesis provides a coherent and objective-
aligned theoretical foundation consistent with doctoral research expectations and systematic

review practice (Kitchenham et al., 2010; Page et al., 2021).

Recent literature has consistently identified centralised data custody and identity management
architectures as a major source of privacy, misuse, and breach risk, motivating decentralised and
user-controlled data sharing models (Zyskind et al., 2015; Li et al., 2020). Blockchain-based data
sharing platforms have been proposed to improve user control and auditability, but systematic
surveys show that many implementations still lack fine-grained consent enforcement, regulatory
alignment, and formally validated security guarantees (Shrestha et al., 2020; Corte-Real et al.,
2024).
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A major research stream has focused on privacy-preserving cryptographic mechanisms for secure
data sharing, including attribute-based encryption and zero-knowledge proof systems. Efficient
attribute-based encryption schemes have been shown to support fine-grained, policy-driven access
control in distributed and cloud environments (Song et al., 2019). Zero-knowledge proof
techniques have increasingly been applied in blockchain systems to enable verifiable claims
without revealing sensitive underlying data, although efficiency and integration complexity remain
active concerns (Gupta, 2025; Lavin et al., 2024; Zhou, et al., 2024). These studies demonstrate

technical feasibility while also reporting measurable performance trade-offs.

Hybrid blockchain architectures combining on-chain control with off-chain distributed storage
have also been widely studied. Content-addressed storage approaches such as IPFS support
scalable and verifiable off-chain data management (Benet, 2014; Xu et al., 2019). Surveys of
blockchain data-sharing architectures show that hybrid on-chain/off-chain designs improve
scalability and flexibility but require strong integrity binding and access-control enforcement to

maintain compliance and auditability (Li et al., 2020; Kareem et al., 2024).

Enterprise and permissioned blockchain platforms, particularly Hyperledger Fabric, have been
analysed as suitable foundations for regulated data-sharing environments due to their modular
architecture, endorsement policies, and governance controls (Guggenberger et al., 2022). Recent
platform developments emphasize modular execution and externalized chaincode services, which
improve maintainability and deployment flexibility while introducing additional interface-layer
security considerations that must be governed carefully (Guggenberger et al., 2022).

Formal verification research shows that symbolic verification tools such as ProVerif can establish
secrecy and authentication properties under formal adversary models, including the Dolev-Yao
model (Dolev and Yao, 1983; Blanchet, 2009; Blanchet et al., 2022). However, relatively few
blockchain-based personal data sharing architectures have been subjected to end-to-end formal
verification, leaving a validation gap between architectural proposals and provable security

guarantees.

Socio-technical and governance-focused literature further indicates that adoption success depends
not only on technical security properties but also on regulatory enforceability, interoperability, and
institutional trust. Studies of digital government and data-exchange platforms show that
governance architecture and compliance traceability are decisive adoption factors (Girses and Van

Hoboken, 2021; Paide et al., 2018). These findings support architectural approaches in which
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compliance, auditability, and consent enforcement are embedded directly in system design rather

than treated as external overlays.

Across these research streams, the literature reveals a consistent gap: while decentralised identity,
privacy-preserving cryptography, hybrid storage, modular blockchain platforms, and formal
verification have each been studied extensively, there is limited evidence of a unified, compliance-
aligned, formally verified blockchain security model that integrates these elements into a single
personal data sharing architecture. Addressing this gap motivated the design and formal validation
of the Blockchain Security Model proposed in this thesis.

1.9 KEY CONCEPTS AND TECHNOLOGIES

This section outlined the foundational technologies and concepts that underpin the proposed
Blockchain Security Model (BSM). These components were selected based on their relevance to
secure, privacy-preserving, and regulation-compliant personal data sharing in decentralised

environments.
1.9.1 Blockchain technology

Blockchain is a decentralised digital ledger that records transactions across a distributed network
of nodes. Its key attributes, immutability, transparency, and fault tolerance, make it a compelling
infrastructure for secure data sharing (Li et al., 2020). Permissioned blockchain platforms such as
Hyperledger Fabric are particularly well-suited for regulated domains like healthcare and finance,

where access control and data confidentiality are essential.
1.9.2  Smart contracts

Smart contracts are self-executing scripts deployed on the blockchain to enforce predefined rules
without requiring intermediaries. In the context of personal data sharing, they can automate user

consent, regulate access policies, and ensure auditability (Xu et al., 2019).
1.9.3  Attribute-Based Encryption (ABE)

ABE is a cryptographic technique that allows data to be encrypted based on access policies defined
by user attributes (Song et al., 2019). It enables fine-grained access control, ensuring that only

authorised users with matching credentials can decrypt sensitive information.
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1.9.4  Zero-Knowledge Proofs (ZKPs)

Zero-knowledge proofs are cryptographic protocols that allow one party to prove possession of
certain information without revealing the information itself. VVariants such as zk-SNARKSs and zk-
STARKSs are used to protect data privacy while maintaining verifiability within blockchain
ecosystems (Lavin et al., 2024; Sun et al., 2021).

1.9.5 Intel Software Guard Extensions (SGX)

Intel SGX provides hardware-based trusted execution environments, known as enclaves, which
protect code and data from disclosure or modification even if the system is compromised, offering
strong guarantees for confidential processing (Intel, 2019). SGX is integrated into this model to

ensure confidential data processing and secure key management (Girses and Van Hoboken, 2021).
1.9.6  General Data Protection Regulation (GDPR)

GDPR is a legal framework introduced by the European Union to govern the processing of
personal data. Key provisions include the rights to data access, rectification, and erasure, as well
as requirements for transparency and accountability. The immutable nature of blockchain presents
unique compliance challenges, which this study addresses through architectural design choices
(Gurses and VVan Hoboken, 2021).

1.10 THESIS LAYOUT

This thesis used the Introduction, Methodology, Results and Discussion (IMRaD) format. It
comprised five chapters which are:

Chapter 1: Introduction. This chapter outlined the growing need for secure and privacy-
preserving personal data sharing in an increasingly digital world. It introduced the research
problem, articulated the aim and objectives of the study, and presented the central research
question. The chapter also highlighted the theoretical and practical motivations for using
blockchain technology, discussed ethical considerations relevant to data privacy and research

integrity, and concluded with an overview of the thesis structure.

Chapter 2: Research methodology. The second chapter positioned the study within a broader
research framework by explaining the chosen methodological approach. It introduced the
pragmatic research paradigm and described the hybrid research design incorporating systematic
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literature review (SLR), Design Science Research (DSR), simulation, and expert evaluation. This
chapter also detailed the tools, platforms, and cryptographic technologies used, as well as the

procedures for empirical testing, data collection, and ethical approval.

Chapter 3: Results and discussion. This chapter presented and interpreted the findings derived
from the implementation and evaluation of the blockchain security model. It explored the
outcomes of simulation experiments, performance benchmarking, and security analysis. Key
insights were discussed in relation to throughput, privacy, regulatory compliance, and real-world
feasibility in sectors such as healthcare, finance, and digital identity. Comparative discussions were
drawn from the literature to contextualise the results and identify trade-offs between privacy,

performance, and compliance.

Chapter 4: Model Validation, Implications and Recommendations. This chapter outlined the
study's theoretical, methodological, and practical contributions. It explained how the model
advanced existing knowledge in blockchain-based privacy architecture, contributed a hybrid
research methodology that integrated Systematic Literature review (SLR) and Design Science
Research (DSR), and offered a validated system that can be adopted across multiple sectors. The
chapter included a summary of peer-reviewed articles and conference outputs related to the study

and discussed how the findings may influence policy, technology design, and academic discourse.

Chapter 5: Conclusion. The final chapter concluded the study by reflecting on how the research
objectives were met. It discussed the broader implications of the findings, highlighted key lessons,
and offered recommendations for practitioners and researchers. This chapter also revisited the
limitations of the study and identified opportunities for future work, such as exploring
interoperability with emerging digital identity standards and extending validation across

decentralised environments.
1.11 CHAPTER SUMMARY

The increasing reliance on digital platforms has reshaped how personal data is stored, accessed,
and shared. While cloud computing brought undeniable improvements in scalability, convenience,
and collaboration, it has also introduced significant concerns about trust, privacy, and data
ownership. The centralised systems gave disproportionate control to service providers, often at the
cost of user autonomy and transparency. This chapter has highlighted how blockchain technology,

when combined with cryptographic techniques and decentralised infrastructure, offered a
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promising foundation to address these concerns. However, blockchain alone is not a silver bullet;

challenges such as performance bottlenecks, legal compliance, and privacy protection persist.

To respond to this complex landscape, the research proposed a Blockchain Security Model (BSM)
that built on the strengths of smart contracts, attribute-based encryption, and off-chain storage.
Like ensemble techniques in machine learning that enhance prediction accuracy by combining
multiple models, this integrated approach aimed to improve the balance between privacy,
performance, and regulation. The next chapters outlined the design, development, and validation
of this model, laying the groundwork for secure, transparent, and user-centric personal data sharing
across multiple domains.
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CHAPTER 2
METHODOLOGY
2.1 INTRODUCTION

This study adopted a hybrid research methodology combining a Systematic Literature Review
(SLR), Design Science Research (DSR), simulation-based performance evaluation, and formal
verification. This combination enabled the research to be both theoretically grounded and
empirically validated. A rigorous methodological framework was required given the complexity
of designing a blockchain-based security model for personal data sharing, where technical

correctness, regulatory alignment, and practical feasibility had to be addressed concurrently.

The methodology integrated SLR to establish a comprehensive theoretical foundation, DSR to
guide the construction and iterative refinement of the Blockchain Security Model (BSM), and
empirical evaluation techniques, including simulation, performance benchmarking, and formal
verification, to assess the artifact against predefined security, performance, and compliance
objectives. These complementary methods ensured that the research extended beyond conceptual

analysis and resulted in a validated and functional security model.

The adoption of a mixed methods approach in this study was motivated by the need for
complementarity and development between qualitative and quantitative strands of inquiry.
Qualitative synthesis derived from the systematic literature review informed the design
requirements and architectural decisions of the Blockchain Security Model, while quantitative
simulation and formal verification provided empirical evidence of performance and security
properties. This combination allowed theoretical insights and empirical results to inform one
another, thereby strengthening the overall validity of the study. The mixed methods approach was
applied sequentially. Findings from the systematic literature review preceded and informed artifact
design, after which quantitative evaluation techniques were applied. The integration of findings
occurred during interpretation, where results from both strands were considered together in relation

to the research objectives.

The chapter therefore outlined the philosophical stance, research approaches, and design strategy
that guided the study. It described research design, data collection and analysis procedures,
research environment and tools, and ethical considerations. The chapter concluded by linking the

chosen methodology to the results presented in the subsequent chapter.
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2.2 PHILOSOPHICAL FOUNDATIONS

Philosophical assumptions form the basis of any research inquiry, shaping how reality is
understood, how knowledge is acquired, and how values influence the process of investigation.
Research philosophy is the set of beliefs, assumptions, and principles that underline the way this

study was conducted. At least three research philosophies exist (Saunders et al., 2023):

e Ontology — refers to the nature of reality and what can be considered as “real” in each
research context (Creswell and Creswell, 2023). In this study, reality was understood as
socially constructed yet technically instantiated. The challenges of personal data sharing,
such as privacy, accountability, and transparency, exist in real-world contexts where
regulatory frameworks, organisational practices, and technological infrastructures interact.
From this perspective, blockchain-based security models are not abstract artifacts but
socio-technical constructs that are shaped by and, in turn, shape human actors, institutional
frameworks, and computational systems (Mingers and Standing, 2020). Accordingly, the
research adopted a critical-realist stance: the risks of data misuse and lack of transparency
are real phenomena, but the solutions are mediated by socio-technical arrangements. The
ontological position thus recognised both the objective existence of data-sharing problems
and the context-dependent character of their technological solutions.

e Epistemology — concerns how knowledge is generated, validated, and justified. In this
thesis, knowledge is regarded as problem-driven and solution-oriented, aligning with the
pragmatic paradigm (Morgan, 2022). Rather than committing exclusively to positivist
generalisations or interpretivist interpretations, the study adopted a pluralist epistemology
that valued multiple ways of knowing (Kaushik and Walsh, 2020).

e Axiology - relates to the values and ethical principles that underpin research. In this study,
axiology was expressed in two main ways. First, the value commitment to privacy,
transparency, and accountability underpins the entire research process. By aligning the
proposed model with the General Data Protection Regulation (GDPR), the study affirmed
that safeguarding personal data is not merely a technical requirement but also an ethical
responsibility (European Parliament and Council, 2016). Second, the research process
itself is guided by values of academic integrity, honesty, and accountability. The study only
employed secondary datasets and simulated environments, ensuring that no sensitive or
identifiable personal data were compromised. Furthermore, the research was subject to the

ethical review process of the North-West University, ensuring that all procedures aligned
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with institutional and international standards. A research paradigm is a broader model or
framework that guides a study's methodology. Generally, there are four main research
paradigms in a computing field and each paradigm offered distinct strengths and
limitations (Saunders et al., 2023):

Positivism — is rooted in the natural sciences and emphasizes hypothesis formulation,
measurement, and statistical validation. It assumes that reality is objective and can be
studied through empirical observation and quantification (Shadish et al., 2002). While
positivism has considerable value in experimental testing and benchmarking, its scope is
limited for this thesis because the research is not confined to testing hypotheses
exclusively. Instead, the work involved constructing an artifact and integrating theoretical,
technical, and socio-regulatory dimensions, which extended beyond the narrow remit of
hypothesis testing.

Interpretivism — is concerned with meaning-making and the subjective interpretation of
social phenomena (Chowdhury, 2014). It assumes that reality is socially constructed and
best understood through engagement with human perspectives and contexts (Yin, 2023).
Interpretivist methods are valuable in studies that explore perceptions, adoption barriers,
or cultural implications of technology. However, the focus of this thesis lay in the design,
implementation, and validation of a technical artifact, which made interpretivism alone an
insufficient paradigm.

Critical Theory — has been adapted in computing research to interrogate how digital
infrastructures, data economies, and algorithmic systems reinforce asymmetries of control
and surveillance (Fuchs, 2021). With this philosophical orientation, technology is viewed
not as a purely technical artifact but as a socio-political construct that embeds human values
and institutional biases. Hence, critical theory provides a lens to examine how blockchain,
artificial intelligence, and data-sharing architectures mediate autonomy, privacy, and
justice. For this thesis, critical theory offered a reflexive standpoint, acknowledging that
technical artifacts are not developed in isolation from social contexts but are part of a
broader system of governance and influence. It thus aligned with the ethical imperative to
design technologies that promote fairness, transparency and empowerment rather than
perpetuating digital inequality (Zuboff, 2019; Eubanks, 2018; Noble, 2018).

Pragmatism — provides a philosophical bridge between the more rigid paradigms of
positivism and interpretivism. Positivism, with its focus on hypothesis testing and

statistical validation, offers valuable tools for empirical evaluation but is too restrictive for
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a study that involved artifact construction. Interpretivism, by contrast, helped to capture
meaning and socio-technical dynamics but lacked the prescriptive structure required for
technical system design. Pragmatism rejects this dichotomy, instead combining insights
from both traditions to support problem-driven, solution-oriented research (Kaushik and
Walsh, 2020).

The research paradigms draw from certain beliefs, knowledge and views about the world.
Knowledge is produced through two complementary processes: (i) Systematic Literature Review
(SLR) - synthesising existing theoretical and empirical evidence on blockchain-based personal
data sharing, security, and privacy; and (ii) Design and evaluation - constructing a blockchain-
based security model and testing it through simulation, benchmarking, and formal verification.
This dual pathway reflected the belief that knowledge is most useful when it both explains
phenomena (via literature synthesis) and offered practical solutions (via design and evaluation).
The epistemological stance therefore reinforced the pragmatic view that “what works” in solving

a real problem is a valid form of knowledge.
2.3 ADOPTED RESEARCH PHILOSOPHY AND METHODOLOGY
2.3.1 Research Paradigm

Ontological, epistemological, and axiological assumptions provided a coherent philosophical
foundation for this study. Ontologically, the research recognised the socio-technical reality of
personal data sharing. Epistemologically, it valued both synthesis and design as valid pathways to
knowledge. Axiologically, it emphasised privacy, accountability, and ethical responsibility. In this
regard, synthesising these philosophical assumptions, pragmatism has been adopted because it
aligned with an ontology that accepted multiple realities shaped by technological and human
interactions, an epistemology that valued knowledge generated through design and evaluation, and
an axiology that prioritised ethical utility, social relevance, and problem solving. Pragmatism thus
bridged these philosophical dimensions by focusing on what works in addressing real-world

challenges of secure and ethical personal data sharing (Creswell et al., 2023).

This alignment justified the adoption of a pragmatic paradigm as the guiding methodology,
ensuring that the outcomes were both scientifically rigorous and socially relevant. Given the
critical-realist ontology, pluralist/pragmatic epistemology, and the value commitments to privacy
and accountability outlined above, this study adopted pragmatism as its guiding paradigm.

Pragmatism accommodated multiple methods in the service of solving real problems.
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Pragmatism, as a philosophical stance, centered on the practical consequences and utility of
knowledge. As highlighted by Gregor et al. (2020), when developing systems, the focus should be
on practical application and usefulness. In a research context, this translates into prioritising
knowledge that is effective and relevant to solving real-world problems (Creswell and Plano Clark,
2017).

The challenges addressed in this study such as decentralised access control, minimising third-party
reliance, ensuring policy integrity, maintaining regulatory compliance with GDPR, and improving
scalability, required solutions that are both theoretically robust and practically implementable. A
pragmatic stance enabled the researcher to concentrate on what worked in tackling these

multifaceted problems.

In this thesis, pragmatism was operationalised using DSR, which integrated theoretical inquiry
with empirical validation. Specifically, the SLR provided the theoretical foundation, while
simulation, benchmarking, and formal verification supplied empirical evidence for evaluating the
BSM. This combination enabled the integration of both qualitative insights and quantitative

testing, producing outcomes that were scientifically rigorous and practically relevant.

In summary, while positivism and interpretivism provided practical perspectives, pragmatism was
the paradigm that best accommodated the objectives of this study. It enabled bridging theory and
practice by supporting artifact design, empirical validation, and socio-technical alignment. This
linkage is visualised in Figure 2.1. This study did not apply Design Science Research only at
individual article level but at programme level across the full thesis. Each article contributed to
one or more DSR cycle components, including problem analysis, requirement derivation, artifact
design, artifact instantiation, and multi-method evaluation. The thesis-level synthesis integrated
these contributions to demonstrate full-cycle DSR completion, including design justification,
demonstration, evaluation, and communication. This ensured that the artifact evaluation claims
presented in later chapters are grounded in consolidated multi-source evidence rather than single-

study results.

This thesis has been shaped by pragmatism in this way:
e Problem-centered and solution-oriented: The study began by analysing practical
weaknesses in personal data-sharing systems, including limited user control, security

vulnerabilities, and insufficient transparency in provider-centric architectures. This
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2.3.2

problem analysis incorporated technical and regulatory expectations to ensure the resulting
solution addressed real deployment constraints.

Design and development of the BSM artifact. The Blockchain Security Model (BSM) was
designed and iteratively refined using established design knowledge (e.g., permissioned
blockchain patterns, off-chain storage mechanisms, cryptographic access-control
techniques, and trusted execution assumptions), ensuring that design choices were
grounded in both theory and feasibility.

Evaluation and testing through multiple evidence streams. The artifact was evaluated using
complementary methods appropriate to each objective. Security properties were assessed
through formal symbolic verification (Dolev—Yao/ProVerif). Performance and scalability
were assessed through simulation-based benchmarking and comparative platform testing.
Where applicable, the study also used structured analysis of regulatory controls to assess
compliance alignment.

Communication through an article-based research structure. Findings were reported
through peer-reviewed outputs aligned to specific objectives and then consolidated in the
thesis to provide integrated conclusions across design, evaluation, and regulatory

implications.

Research strategy

Since this study looked at developing an artifact, the alignment of pragmatism and mixed methods

led to the adoption of DSR strategy. The DSR approach guided the design and validation of the

BSM. Following Vom Brocke et al.’s framework (2020), the process began with problem

identification and objective definition, which drew on the findings of the SLR. Next, a conceptual

design of the BSM was developed, integrating blockchain, off-chain storage, and zero-knowledge

proofs (ZKP). The model was then instantiated as a prototype in Hyperledger Fabric and evaluated

through simulation and formal verification. Finally, the results were communicated in the form of

peer-reviewed articles and this thesis. This linkage is visualised in Figure 2.1 below.
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Figure 2.1: Design science research methodology

DSR relevance, rigor, and design cycles
e Relevance cycle: Problem context - requirements from healthcare identity and consent
workflows; GDPR constraints; African infrastructure realities.
e Rigor cycle: Knowledge base - SLR synthesis; established cryptographic primitives
(ABE/ZKPs); formal methods (Dolev—Yao/ProVerif); Hyperledger design patterns.
e Design cycle: Iterative build-evaluate loops of the BSM: prototype - benchmark

(IPFS/Filecoin, latency/throughput) — formal verification — refine.

Refinement and adaptation: Based on the evaluation results, the model was refined and adapted to
improve its effectiveness and address any identified shortcomings. This iterative process ensured
that the final model was practical, robust, and well suited to its intended purpose. Figure 2.2

illustrates the pragmatic research design which was adopted in this study.
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Pragmatic Research Paradigm

¥
1. Problem Identification & Stakeholder Engagement
*Real-world problem focus
*Stakeholder needs and values .
*Contextual analysis ;

_* i
2. Design / Development of Blockchain Security
Madel !
“Solution-criented i
“Informed by theory & practice
"Flexible design approach

¥ .
3. Evaluation & Testing i
"Mixed-Methods approach
“Focus on utility & effectiveness
“Context-specific evaluation
Stakeholder feedback integral

v i
4. Refinement & Adaptation
* lterative process
Data-driven adjustments )
“Improvement of practical value
¥
5. Dissemination & Implementation Strategies
“Focis on practical application
* Knowledge transfer to stakeholders
“Action-orinted outcomes

Figure 2.2: Pragmatic paradigm

Dissemination and implementation: The research findings and the developed model were
disseminated to relevant stakeholders, including researchers, practitioners, policymakers, and the
public. The research also provided recommendations for the implementation and adoption of the

model as shown in Figure 2.2 above.
2.4 RESEARCH APPROACH

Research can be approached through qualitative, quantitative, or mixed methods (Creswell, 2023).
A qualitative approach focuses on understanding meanings, contexts, and experiences, often
applied to case studies or policy analysis. A quantitative approach emphasises measurement,
statistical testing, and generalisation, typically used in experimental benchmarking. A mixed
methods approach combines both, offering a broader perspective that leverages the strengths of
each (Creswell and Plano Clark, 2017).
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2.4.1  Qualitative, quantitative, and mixed methods

This thesis adopted a mixed methods orientation aligned with the pragmatic paradigm, which
provided a flexible philosophical foundation for integrating both qualitative and quantitative
approaches. Pragmatism supports methodological pluralism by emphasising the use of diverse
strategies to address complex socio-technical phenomena in context (Kaushik and Walsh, 2020).
Ontologically, pragmatism accepts that reality is multifaceted, comprising both objective and
constructed dimensions that interact dynamically through human experience and technological
mediation (Morgan, 2022). Epistemologically, it values knowledge that is both actionable and
contextual, generated through iterative cycles of inquiry, reflection, and design (Creswell and
Creswell, 2023). Axiologically, pragmatism upholds values of usefulness, ethical responsibility,
and social relevance, ensuring that research contributes to practical problem-solving while
adhering to moral commitments such as privacy, accountability, and fairness (Biesta, 2020; Doyle
et al., 2009).

Within this philosophical framing, the adoption of mixed methods became a natural extension of
pragmatic inquiry. Pragmatism rejects rigid divides between positivism and interpretivism,
recognising that quantitative and qualitative evidence are complementary tools for understanding
complex realities (Fetters and Molina, 2021). Accordingly, this study integrated both forms of
evidence to ensure that conceptual insights were grounded in empirical verification and that

technological artifacts are validated in practice.

Consistent with Venkatesh’s (2024) guidance on mixed methods, the choice of a mixed design in
this thesis was primarily justified by (i) complementarity, where qualitative synthesis clarified
design requirements while quantitative evaluation tested whether the artifact satisfied them, and
(i) development, where outputs from the qualitative strand directly informed the construction of
instruments, parameters, and evaluation metrics in the quantitative strand. In operational terms,
the study followed a sequential design: the systematic literature review and regulatory analysis
first established justification and derived requirements, after which design and implementation
activities were undertaken and finally simulation-based benchmarking and ProVerif analysis
evaluated the model against the derived requirements.

The qualitative elements of this thesis are evident in the systematic literature review and policy
analysis, which synthesised conceptual and socio-technical perspectives on personal data sharing.

The quantitative components were reflected in the simulation experiments, performance
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benchmarking, and formal verification of the BSM. By combining these approaches, the study
achieved both analytical depth and empirical rigour, ensuring that the resulting model was
theoretically grounded, technically verified, and practically relevant. A central requirement in
mixed methods research is the production of meta-inferences, defined as integrative evidence into
a single coherent explanation of the research problem. In this thesis, integration occurred at three
levels. First, the systematic literature review and regulatory synthesis were translated into explicit
design requirements, including consent traceability, enforceable access control, auditability, and
verifiable deletion. Second, these requirements guided both the construction of the artifact and the
selection of measurable evaluation indicators, such as endorsement latency, access-control
response time, audit accuracy, and formally verified secrecy and authentication properties in
ProVerif. Third, the evaluation findings were interpreted in relation to the original synthesis to
produce integrated claims regarding achieved security properties, observed trade-offs, and
deployment constraints. These meta-inferences demonstrate that the study did not consist of
separate qualitative and quantitative strands reported in parallel, but rather a unified design-
oriented investigation in which evidence streams were explicitly connected through requirement
derivation, artifact evaluation, and integrated interpretation. The integration of these three

methodological dimensions is illustrated in Table 2.1 below.

Table 2.1: Research approaches applied in the study

Approach  Application in this study Example output

Qualitative ~ Systematic literature reviews; Acrticle on identity management frameworks (LAJC,
Policy/industry. 2025); Article on adoption factors in Africa (ICICT,

2025).

Quantitative ~ Simulation experiments; performance Comparative study of IPFS and Filecoin (1JCS, 2025);
benchmarking. Hybrid framework with ZKPs (J-1SI, 2025)

Mixed Integration of SLR insights with prototype  Formal verification with ProVerif (IJACSA, 2025)

Methods validation and formal verification. supported by SLR-informed design.

2.5 RESEARCH DESIGN

Research design provided the operational blueprint for how the study was conducted, linking the
philosophical paradigm and methodological approaches to concrete research procedures (Yin,
2023). It defined how evidence was generated, analysed, and interpreted in order to answer the
research questions and evaluate the proposed artifact (Creswell and Creswell, 2023). In this study,
a hybrid, article-based research design was adopted to ensure both theoretical depth and empirical

rigor across multiple objectives.
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The adopted research design is illustrated in Figure 2.3. The figure represents the overall logic of
the hybrid design and does not imply that any single method constituted the entire research

strategy. Instead, multiple complementary approaches were applied in a coordinated manner.

e Systematic Literature Review component — One component of the design applied a
systematic literature review using a structured and reproducible protocol guided by the
PRISMA 2020 reporting framework (Page et al., 2021) and established SLR practice in
software and information systems research (Kitchenham et al., 2010). This component was
used to synthesise prior work on blockchain-based data sharing, identity, privacy-
preserving cryptography, and regulatory controls. The purpose of this component was to
derive justificatory knowledge and translate literature evidence into explicit design and

evaluation requirements for the Blockchain Security Model.

e Design Science Research component — The central methodological framework guiding
artifact construction and evaluation was Design Science Research (DSR), which
emphasises the design, demonstration, and evaluation of artifacts intended to solve real-
world problems (Hevner and Gregor, 2022; Vom Brocke et al., 2020). Within this
framework, the Blockchain Security Model was conceptualised, architected, implemented,
and iteratively refined. The DSR cycle structured the progression from problem

identification through artifact design and demonstration to multi-method evaluation.

¢ Evaluation and evidence components — Additional complementary designs were applied
for evaluation purposes. Simulation-based experimentation and benchmarking methods
were used to assess performance and scalability properties (Banks et al., 2010; Jakobsson
& Karlsson, 2021). Formal symbolic verification using ProVerif was applied to assess
secrecy and authentication properties under the Dolev—Yao adversary model (Dolev and
Yao, 1983; Blanchet, 2009; Blanchet et al., 2022). Regulatory and governance analysis was
used to assess compliance alignment with GDPR-style requirements (European Parliament
and Council, 2016; Giirses and VVan Hoboken, 2021).

Through this hybrid design, different methods were applied per objective and per article-based
study, and the resulting evidence streams were consolidated at thesis level to produce integrated
conclusions. This structure ensured that the research design remained aligned with the objectives,

hypotheses, and evaluation criteria defined in Chapter 1. Figure 2.3 illustrates the overall hybrid
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design logic of the thesis and does not imply that any single method (such as SLR) constituted the
entire research strategy.

( — DSR p

o » Model

» SLR Obijective

. |dentifyj * Design devel(_)pment

research 0aps requirements * Security
4 » Simulation validation
— Literature  Prototypin
- Aol \__] Contribution
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Figure 2.3: Hybrid article-based research design integrating SLR, DSR, simulation, and formal
verification.

Figure 2.3 provided the framework for each article that was written to produce this thesis.
Collectively, these designs formulate a hybrid design strategy that ensures thesis combined
conceptual synthesis (literature), empirical testing, artifact construction, and formal evaluation.
This hybrid design strategy aligns with the pragmatic paradigm and mixed-methods approach
outlined earlier, offering a comprehensive pathway to answering the study’s research questions.
To illustrate how each article employed a distinct research design and how these designs
contributed to the overall study, Table 2.2 summarised how different methodological approaches
were applied across the article-based components of the thesis. This mapping illustrates the hybrid
research design, showing that the systematic literature review, design science research, simulation
benchmarking, and formal verification were applied selectively per objective rather than as a single

uniform method.

Table 2.2: Research design per article and contribution to the study

Article title Research design Contribution to overall study
Blockchain-Based Identity Management Systematic literature review Identified identity management
Solution for Secure Personal Data Sharing in  (PRISMA 2020; Kitchenham  gaps and established theoretical
Africa (LAJC, 2025) protocol) foundation (TOL1).

Hybrid Framework for Enhancing Privacy in  Prototype design and Demonstrated GDPR-aligned
Blockchain-Based Personal Data Sharing simulation benchmarking model integrating ZKPs and ABE
using Off-Chain Storage and ZKPs (J-ISI, (EOD).

2025)
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Post-Quantum Cryptographic Techniques for Comparative analysis Assessed future-proof

Future-Proofing Blockchain-Based Personal cryptographic primitives for

Data Sharing (Iragi JCI, 2025) blockchain security (TO4).
Adoption of New Technologies in Africa: Qualitative policy/industry Analysed socio-technical adoption
Secure Personal Data-Sharing, Tools, review factors and regional context (TO3).

Protocols and Frameworks (ICICT 2025)
Systematic Review of Chaincode-as-a-Service Systematic literature review Explored modularisation and
for Secure Smart Contract Execution (IET (PRISMA 2020; Kitchenham  scalability of smart contracts

InfoSec, under review, 2025) protocol) (TO5).

Comparative Security and Performance Controlled simulation Benchmarked storage frameworks;

Evaluation of IPFS and Filecoin (1JCS, 2025) experiments informed off-chain design choice
(EQ2).

Comparative Study of Encryption-Based Comparative experimental Compared schemes across

Access Control Schemes (JICS, 2025) evaluation blockchain platforms; highlighted
trade-offs (TO4, EOL).

Synthesising the Future of Al-Blockchain Conceptual analysis and Expanded theoretical grounding on

Integration (LAJC, 2025) thematic synthesis Al-blockchain ethics and
adaptability (TO2).

AdaptChain: A Unified Framework for Ethical Conceptual design and Provided conceptual framework for

and Adaptive Al-Blockchain Integration demonstration (conference adaptive Al integration (TO2).

(ICECCME 2025) paper)

Smart Contract-Based Consent Management  Prototype development Implemented enforceable on-chain

Model (JICS, 2025) (Hyperledger Fabric and smart consent management (TO1, EO1).

contracts)

Al-Blockchain Synergy for Next-Generation ~ Conceptual analysis and Expanded grounding on Al-

Cybersecurity. Adaptive, Ethical, and applied synthesis. blockchain resilience and trust

Efficient Architectures. (IFIP-UNIVEN 2025) (TO2, TO3).

Formal Verification of a Blockchain-Based Formal verification (ProVerif; Validated confidentiality,

Security Model for Personal Data Sharing Dolev-Yao) authentication, and access integrity

(IJACSA, 2025) of the BSM (EO3).

2.5.1  Simulation and benchmarking

To evaluate the empirical performance of the proposed model, controlled simulation experiments
were conducted. Simulation has been widely applied in computer science for testing system
performance in controlled environments (Banks et al., 2010). Benchmarking was used to compare
the efficiency of off-chain storage solutions (IPFS and Filecoin) and cryptographic mechanisms
such as ABE and ZKP. This experimental design enabled the measurement of latency, throughput,

and compliance overheads under realistic workloads (Lavin et al., 2024).
2.5.2 Comparative evaluation

A comparative design was employed to assess encryption-based access control schemes across
Ethereum, Hyperledger Fabric, and Corda. Comparative research designs are effective in
identifying similarities, differences, and trade-offs across multiple cases or platforms (Saunders et
al., 2023). This allowed the study to highlight variations in privacy, security, and scalability across
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blockchain frameworks, thereby providing insights into their suitability for personal data sharing

applications (Guggenberger et al., 2022).
2.5.3 Formal verification

To complement the simulation experiments, a formal verification process was conducted to
mathematically evaluate the security guarantees of the proposed BSM. The analysis was based on
the Dolev-Yao adversary model (Dolev and Yao, 1983), which assumes that attackers have full
control over the communication network: they can intercept, modify, replay, and inject messages,
but cannot break standard cryptographic primitives. This abstraction makes it possible to

rigorously test security properties under worst-case adversarial conditions.

Verification was carried out using the ProVerif tool (Blanchet, 2009), a widely adopted protocol
verifier that automatically checks cryptographic vulnerabilities. In this study, ProVerif was used
to model the BSM’s access control workflows and data-sharing protocols, testing for key security

properties including:

e Confidentiality of personal data and encryption keys.
e Authentication of entities interacting with the system.

e Integrity of transactions and access events recorded on the ledger.

By combining simulation-based performance evaluation with formal security proofs, the
methodology ensured that the BSM was validated not only empirically but also mathematically.
This dual evaluation approach strengthens confidence in the model’s robustness and distinguishes
it from prior frameworks that remain limited to prototype-level testing. A more detailed account
of this verification procedure, together with experimental results, has been published in
Mandinyenya and Malele (2025).

2.6 RESEARCH ENVIRONMENT AND TOOLS

The research was conducted within a controlled, permissioned environment to ensure both
experimental precision and system security. The research environment and tools are described

below.

e Environment: Permissioned Hyperledger Fabric (v2.5) test network on Docker/Windows;

Fabric CA for identities; Transactions per second TLS enabled.
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e APIs/Apps: Python Flask REST API; Postman for workflow testing; Git/Git Bash for
automation.

e Crypto/Privacy: CP-ABE library; ZoKrates/other ZKP tooling; AES-256-GCM client-side
encryption.

e Storage: InterPlanetary File System (IPFS) node/cluster; optional Filecoin client for
benchmarks.

e Verification: ProVerif 2.x with Dolev-Yao processes; scripts for trace checks.

e Telemetry: Custom log collectors for latency/throughput; CSV/JSON exports for analysis.

All prototype implementations and experiments were conducted on a Dockerised Hyperledger
Fabric v2.5 test network running on Windows 10 Pro with an Intel i7 (2.9 GHz), 16GB RAM, and
1TB SSD. IPFS was deployed with three nodes, and ProVerif v2.04 was used for formal
verification under the Dolev-Yao adversarial model. To enhance reproducibility and provide full

transparency, the environment and versioning details are summarised in Table 2.3.

Table 2.3: Experimental environment, software versions, and configuration

Layer Component Version Purpose Key settings
Host environment Windows 10 Pro Build 19045 Base operating system Intel i7 (2.9 GHz), 16 GB
for Dockerised test RAM, 1 TB SSD
network
Containerisation  Docker desktop v24.0+ Deploys Hyperledger ~ WSL2 backend enabled, 8
Fabric and IPFS nodes CPUs and 12 GB RAM
allocated
Blockchain Hyperledger Fabric ~ v2.5 Permissioned ledger Fabric CA for identity, TLS
platform with modular smart enabled, five peer nodes
contracts
Smart contract Chaincode-as-a- Internal build  Externalised chaincode Go chaincode containerised
layer Service (CCAAS) execution for in Docker
modularity
API & testing Python Flask REST  v3.11 Client interaction layer Endpoints tested with
API Postman
Storage IPFS Cluster v0.21 Off-chain encrypted 3-node cluster, replication
storage factor = 2
Cryptography CP-ABE Library Latest stable Fine-grained access Policy-based encryption (CP-

control encryption

ABE)

Privacy layer ZoKrates v0.8.7 Zero-knowledge proof  Circuits for consent and
generation and access validation

ZKPs verification
Secure Intel SGX (simulated) 2019 SDK Trusted execution Local enclave simulation
computation environment mode
Formal ProVerif v2.04 Automated formal Dolev-Yao model, secrecy
verification security verification and correspondence checks
Logging and Custom collectors In-house Performance monitoring CSV/JSON outputs, latency
metrics scripts and reproducibility and throughput logs
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2.7 SYSTEMATIC LITERATURE REVIEW METHODOLOGY

In support of the design and validation of the BSM, a systematic literature review (SLR) was
conducted to explore the current landscape of blockchain-based solutions for secure personal data
sharing. A SLR was selected because research on blockchain-based personal data sharing remains
fragmented across cryptography, distributed systems, and information systems domains. The field
is also rapidly emerging, resulting in inconsistent terminology, heterogeneous methods, and
dispersed empirical evidence. Conducting an SLR provided a structured and replicable way to
consolidate the scattered literature, mapped current approaches, and identified gaps that require

further theoretical and practical development.

This review followed a three-phase process as recommended by Petersen et al. (2015), structured
as: (1) planning, (2) conducting, and (3) analysis and reporting. The PRISMA 2020 guidelines
were adopted to ensure methodological transparency and reproducibility throughout the process.

The SLR adopted in this study is shown in Figure 2.4.
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Figure 2.4: The systematic literature review approach.

Recommendations

2.7.1  Planning phase

The planning stage focused on establishing the scope, defining the research questions, and
outlining a repeatable search strategy. This phase provided the conceptual grounding required to

select, screen, and analyze peer-reviewed literature systematically.

To direct the review and align it with the broader objectives of this study, the following research

questions were formulated:
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e RQ1: What privacy-preserving techniques are integrated into blockchain-based personal
data sharing models?

e RQ2: How do these blockchain models address legal and regulatory requirements, such as
GDPR or HIPAA

e RQ3: What technical challenges, such scalability, interoperability, or auditability, are
common in blockchain-enabled data sharing systems?

e RQ4: What types of blockchain architectures and identity frameworks are employed across

application sectors?

Although the SLR questions (RQ1 — RQ4) were framed at a cross-sector level to capture
generalisable evidence on blockchain-based personal data sharing, they were used in this thesis as
a structured evidence-gathering layer that directly supported the thesis objectives defined in
Chapter 1. To address the requirement for explicit alignment between the SLR protocol and the
thesis research framework, Table 2.4 presents a direct mapping between each SLR question and
the corresponding thesis objective(s) and research question(s) it informed.

This mapping clarifies that the SLR did not operate as a stand-alone study, but functioned as
justificatory knowledge feeding into artifact requirements, architectural decisions, and evaluation

criteria within the overall Design Science Research process.

Table 2.4: Mapping between SLR questions and thesis objectives / research questions

SLR Question VB El S [HE) Role in this study
Informed
RQ1 — privacy-preserving techniques PO1/PRQ1; EOLl/ Derived privacy-preserving access-control and
ERQ1 cryptographic design requirements (ZKP, ABE,
consent enforcement)

RQ2 - Legal & regulatory controls EO1/ERQ1 Derived GDPR-aligned compliance and auditability
requirements used in artifact control design and
evaluation interpretation

RQ3 — Technical & non-functional EO2/ERQ2 Defined benchmarking indicators and non-

challenges. functional evaluation criteria (scalability,
auditability, interoperability).

RQ4 — architecture & identity TO1/TRQ1 Informed identity architecture, credential, and

frameworks interoperability design choices.

2.7.2 Search Strategy

The search strategy was designed to ensure comprehensive coverage across reputable digital

libraries. The following electronic databases were used:
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IEEE Xplore

ACM Digital Library

SpringerLink

Scopus

ScienceDirect
These databases were selected because they comprehensively index peer-reviewed research across
blockchain technology, cybersecurity, cryptography, distributed systems, and information
systems. They also provide robust Boolean search capabilities and metadata structures suitable for
systematic reviews. Grey literature (such as white papers, blogs, and industry reports) was
excluded to ensure methodological rigor, minimise unverifiable claims, and maintain a focus on

empirical or theoretical studies that meet academic quality standards.

To refine the research and enhance relevance, Boolean operators were used with the following

string:

(“blockchain" OR "distributed ledger technology") AND
(“data sharing" OR "identity management" OR "access control") AND
(“privacy"” OR "compliance" OR "interoperability") AND

(“Africa” OR “developing countries™)

The research was limited to publications in English between January 2014 and April 2025,
reflecting the most current contributions in a rapidly evolving field. All database searches were
executed during April 2025 using the same Boolean expression and filtering rules across databases.
Where database interfaces differed, the search string was implemented using equivalent field-
based filters applied to title, abstract, and keywords to ensure consistent retrieval logic. Results
were exported in BibTeX/CSV format (where supported) and consolidated into a single screening
workbook to enable deduplication, traceability, and audit of decisions. This approach ensured that
the search process could be re-run using the stated databases, string, language filter, and time
window in line with PRISMA 2020 expectations for transparent reporting (Page et al., 2021). Only
peer-reviewed journal articles and conference proceedings were included to ensure academic

credibility.
2.7.3 Conducting Phase

The selection process was based on clear inclusion and exclusion rules to maintain the focus and

relevance of the review. Table 2.5 outlines these criteria.
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Table 2.5: Inclusion and exclusion criteria

Inclusion criteria Exclusion criteria

Peer-reviewed journal or conference paper Theses, white papers, blog posts

Published between 2014 and 2025 Articles published before 2014

Focused on blockchain-based identity or data sharing Articles unrelated to data management or blockchain
Discusses security, privacy, compliance, or Excludes papers focused solely on cryptocurrency use
interoperability cases.

The screening process followed three stages: (i) title screening, (ii) abstract screening, and (iii)
full-text review. Rayyan and Excel were used to manage screening decisions, remove duplicates,
and document inclusion or exclusion reasons. Two reviewers independently screened all records,
and disagreements were resolved through discussion, with a third reviewer consulted when
consensus could not be reached. The initial database search returned a total of 237 publications.

After removing duplicates, 180 records remained. These were then screened in two stages:

e Title and abstract review: 110 articles were retained based on relevance to the SLR

questions.
e Full-text assessment: 28 studies met the inclusion criteria and were included in the final

synthesis.

Backward (reference list) and forward (citation-tracking) snowballing techniques were also
applied in line with Kitchenham’s SLR guidelines to ensure that influential or highly cited studies
not captured in the initial database search were identified and considered for inclusion.

Inter-rater reliability was tested by having two reviewers independently screen 10% of the records.
Cohen’s kappa coefficient was calculated at 0.84, indicating substantial agreement. Discrepancies

were resolved through discussion.

The complete screening process is documented using the PRISMA 2020 four-phase flowchart,

presented in Figure 2.5 below.
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Figure 2.5: PRISMA flow diagram for the systematic literature review

2.7.4 Analysis and reporting phase

2.7.4.1 Data extraction and coding
Each included article was subjected to structured data extraction using a custom form. The form

captured the following details:

Author(s), publication year, and country/region.
Blockchain platform used (public, private, hybrid).

Sectorial application (e.g., healthcare, finance, government).
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Privacy-preserving techniques (e.g., ABE, ZKPs, FHE).

Access control method (e.g., RBAC, ABAC, consent-based).

Regulatory alignment (e.g., GDPR, HIPAA, regional laws).

Evaluation type (prototype, simulation, real-world deployment).

Identity framework (e.g., self-sovereign identity, federated identity).
A hybrid coding approach was used: deductive codes were derived from the research questions
and conceptual framework, while inductive codes emerged from patterns observed in the data

during full-text analysis.

2.7.4.2 Thematic dimensions

The findings were classified across five dimensions, derived from the research questions and
thematic clustering. These dimensions were developed through iterative grouping of codes and
were refined through constant comparison across studies. Codes representing similar concepts
were merged into broader categories, which were then aligned with the overarching research

objectives to form the final thematic structure.

Security and privacy: Mechanisms to ensure confidentiality, integrity, and access
control, including the use of cryptographic primitives.

Scalability: Performance metrics such as throughput, latency, and computational
overhead.

Interoperability: Compatibility across systems, including support for decentralised
identifiers and verifiable credentials.

Regulatory compliance: Degree of alignment with formal legal standards like GDPR, as
well as contextual compliance with local data protection frameworks.

Identity and user control: The level of autonomy granted to users over their personal
data, such as self-managed credentials or dynamic consent models.

These five thematic dimensions were used as the coding framework for data extraction and
synthesis. Table 2.6 presents a summary of each dimension along with the corresponding research

questions (RQs) it was designed to answer.
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Table 2.6: Classification dimensions and linked research questions (RQs)

Dimension Definition Linked RQs

Security and privacy Techniques ensuring confidentiality, integrity, and access control using RQ1, RQ2
cryptography.

Scalability Performance indicators such as transaction speed, latency, and resource RQ3
use.

Interoperability Cross-platform compatibility, e.g. Descentralised Identifiers (DIDs), RQ3, RQ4
verifiable credentials.

Regulatory compliance  Alignment with GDPR, HIPAA, or local data laws RQ2

Identity and user control User autonomy over data (e.g., consent management, SSI, revocation RQ1, RQ4
mechanisms)

To support reproducibility, the study documented the full SLR protocol, including databases
searched, Boolean query string, filters applied (language and publication window),
inclusion/exclusion criteria, and the staged screening process. Screening decisions were managed
using Rayyan and a centralised tracking spreadsheet, enabling traceability of decisions from
title/abstract screening through to full-text inclusion. The PRISMA flow diagram provides a
transparent audit trail of record counts and exclusions, while the data extraction framework and
thematic coding dimensions provide a repeatable basis for future replication of the synthesis

process (Page et al., 2021; Petersen et al., 2015).

2.7.4.3 Quality assessment

Quality appraisal was performed to ensure that the synthesis was grounded in credible and
methodologically sound evidence, consistent with established systematic literature review practice
in software and information systems research (Kitchenham et al., 2010; Petersen et al., 2015). Each
full-text study was assessed using a structured checklist and scoring rubric to support transparent
and repeatable inclusion decisions and to align evidence quality with the SLR questions and thesis

objectives.

To evaluate both methodological strength and practical relevance, a quality assessment framework
adapted from Dyba and Dingsgyr (2008) was applied. Each study was scored across three areas:
e Rigor: Depth of empirical validation or theoretical grounding.
¢ Relevance: Alignment with blockchain-based identity and data sharing contexts.

¢ Innovation: Novelty in architectural design or privacy mechanisms.

A 1-5 quality scoring rubric was applied to ensure consistent assessment across all studies.
A score of 1 (low quality) indicated missing or weak methodological details, unclear data, lack of

justification, or absence of evaluation.
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A score of 3 (medium quality) reflected adequate methodological clarity, partial evaluation, and
moderate transparency.

A score of 5 (high quality) signified strong methodological rigor, clear contributions to the study,
well-defined evaluation procedures, and high transparency.

Studies scoring below 3 were excluded from synthesis due to methodological weaknesses or
insufficient reporting, while studies scoring 3-5 were retained. Higher-scoring studies were given

proportionally greater interpretive weight during thematic analysis.

2.7.4.4 Synthesis method

The final synthesis was performed using a combination of narrative analysis and dimensional
mapping. Each dimension was examined across studies to identify trends, recurring patterns, and
implementation trade-offs. Where relevant, results were tabulated and grouped by sector and
region. Sectorial distribution included applications in healthcare, financial services, government,
and humanitarian contexts. Regional patterns were also noted, with particular attention given to
African use cases in South Africa, Kenya, and Nigeria. Thematic convergence was used to develop

generalizable findings that directly informed the architectural decisions made in the Blockchain.

2.7.4.5 Data analysis framework

The data collected during this study required careful structuring and interpretation to generate
meaningful insights about the BSM. To achieve this, the analysis followed a four-layer framework,
namely descriptive, diagnostic, predictive, and prescriptive. This layered approach is common in
information systems and data science research because it not only explains what is happening in
the system, but also examines why certain patterns occur, forecasts what may happen under
different conditions, and advises what should be done in response (Shmueli and Koppius, 2011;
Wamba et al., 2015).

The descriptive stage provided a baseline picture of the system’s behaviour. Here, the focus was
on summarising central tendencies and variations for key metrics, including latency (mean,
median, and tail distributions), throughput (transactions per second), storage overhead (the ratio
between encrypted and plaintext object sizes), and audit-trail completeness (percentage of
expected access events successfully logged). This step was essential because it offered a factual
account of the BSM’s performance across multiple controlled runs, helping to establish whether

the system behaved consistently within expected ranges (Kitchenham et al., 2010).
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The diagnostic stage went beyond description by asking why particular results occurred. Variations
in performance were traced to identifiable sources such as the time required for ZKP generation
and verification, retrieval delays when accessing files from IPFS, or the overhead introduced by
complex endorsement policies. Profiling the execution paths of smart contracts provided further
clarity, showing which code functions were computationally expensive and how they contributed
to bottlenecks. This level of analysis helped reveal where system inefficiencies originated and

provided a foundation for targeted optimization (Runeson and Host, 2009).

The predictive layer examined what could happen under different scenarios. Simulation and
controlled what-if testing allowed the model to be evaluated under higher peer counts, different
IPFS replication factors, and stricter endorsement policies. This forward-looking perspective was
important for gauging scalability; it highlighted thresholds where the BSM maintained efficiency
and points at which performance costs outweighed security benefits. By doing so, the study was
able to project how the model might behave in larger or more resource-constrained deployments
(Shmueli and Koppius, 2011).

The prescriptive layer was the most practical, offering guidance on what should be done. Insights
from the earlier stages were translated into design recommendations for both researchers and
practitioners. For example, the analysis suggested that IPFS is better suited for latency-sensitive
clinical record sharing, while Filecoin may be preferable for long-term archival scenarios where
replication incentives are valuable. Similarly, Intel SGX was recognised as resource-intensive but
recommended for scenarios requiring accountable decryption and auditability, particularly where
GDPR or HIPAA compliance is a priority. These prescriptive findings make the BSM more
adaptable to real-world deployment contexts and provide a roadmap for balancing privacy,

performance, and compliance in practice (Wamba et al., 2015).
2.8 ETHICAL CONSIDERATIONS

Ethical considerations are an integral component of rigorous research, ensuring that the study not
only meets scientific standards but also adheres to institutional and regulatory requirements. This
doctoral research was designed in accordance with the principles of academic integrity, respect for
data protection laws, and the ethical guidelines of North-West University (NWU) (North-West
University, 2022). Ethical clearance for this study was formally granted by the Faculty of Natural
and Agricultural Sciences Ethics Committee (FNARESC), with approval from the North-West
University Senate Committee for Research Ethics (NWU-SCRE), under ethics number NWU-
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00416-25-A9. No sensitive or personal datasets were collected. All experiments used synthetic or
publicly available data, and the design aligns with GDPR/POPIA principles of transparency and

data minimization.

No real or personal identifiable human data were processed in this study. Instead, all experiments
relied on synthetic or simulated datasets to evaluate the Blockchain Security Model (BSM). This
approach eliminated risks related to the exposure of sensitive information, aligning with
established research ethics guidance that stresses the importance of minimising harm and
safeguarding participants’ privacy (Saunders et al., 2023). By excluding real-world personal data,
the study ensured compliance with ethical norms while maintaining the validity of the

experimental results.

The architecture of the proposed model was deliberately aligned with the General Data Protection
Regulation (GDPR), which remains a global benchmark for personal data protection (Voigt and

Von dem Bussche, 2017). Core GDPR principles were embedded directly into the design:

e Data minimisation and purpose limitation were achieved by ensuring that only hashes and
access policies were stored on-chain, with encrypted files retained off-chain.

e Auditability was maintained through immutable logging of all access requests and consent
changes.

e Dynamic consent and revocation mechanisms allowed users to withdraw access at any
time, thereby restoring control over personal information.

¢ Right to erasure was supported through Content Identifier (CID) invalidation in IPFS and
the deletion of associated off-chain files, aligning with Article 17 of the GDPR.

e These features demonstrate that ethical and regulatory considerations were embedded not
as an afterthought but as fundamental design requirements.

e Institutional review and research integrity

The research was subject to review and clearance by the Ethics Committee of the NWU Faculty
of Natural and Agricultural Sciences, in line with the university’s policies on responsible research
conduct. All experimental logs, simulation outputs, and configuration files were stored securely,
with restricted access limited to the researcher. In keeping with best practice, records will be
retained for audit purposes and destroyed in accordance with NWU’s research data management
policy (North-West University, 2022). Furthermore, the principles of honesty, accountability, and
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transparency were applied throughout, reflecting international norms for research integrity (Resnik
and Shamoo, 2017).

29 THREATS TO VALIDITY AND MITIGATIONS

No empirical study is free from limitations, and recognising potential threats to validity is an
important part of ensuring credibility and transparency in research (Yin, 2023; Runeson & Host,
2009). In the context of evaluating the Blockchain Security Model (BSM), several categories of
threats were identified and addressed through specific mitigation strategies, as outlined below.

One potential threat arises from instrumentation bias, particularly the “cold start” problem in
containerised environments such as Docker. Cold starts can temporarily inflate latency and reduce
throughput, thereby distorting results if included in analysis. To mitigate this risk, all experiments
were preceded by a warm-up phase, and initial runs were discarded from the dataset. In addition,
repeated executions of each benchmark were performed to ensure consistency, with averages and
percentile distributions reported across multiple trials. This approach consists of best practice in
software engineering experiments, which emphasises repeatability and instrument calibration
(Kitchenham et al., 2010).

Another limitation relates to ecological validity, or the extent to which findings from a controlled
laboratory environment can be generalised to real-world deployments (Shadish et al., 2002). The
experiments were conducted on a permissioned Hyperledger Fabric test network under simulated
healthcare scenarios. While this controlled setting allowed precise measurement and
reproducibility, it cannot capture the full complexity of production environments where
heterogeneous infrastructures, unpredictable traffic, and organisational policies may influence
outcomes. To address this, the scenarios were carefully chosen to reflect regulated domains (e.g.,
healthcare and finance), and a sensitivity analysis was performed to examine system behaviour
under different peer configurations, replication factors, and endorsement policies. These steps
improve the external relevance of the findings; though full-scale production validation remains an

avenue for future research.

A further threat stems from the idealised assumptions used in formal verification, specifically the
reliance on the Dolev-Yao adversary model. The Dolev-Yao abstraction treats cryptographic
primitives as perfect, ignoring side-channel and implementation-level attacks. While this
assumption may limit the model’s realism, it remains widely regarded as sufficient for reasoning

about protocol-level security properties such as secrecy, authentication, and correspondence
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(Blanchet, 2009). In this study, the Dolev-Yao model was used to demonstrate that the BSM
satisfies fundamental security guarantees under standard adversarial conditions. Nevertheless, the
thesis acknowledges that future work should extend verification to computational models that

account for cryptographic hardness assumptions and potential quantum-era threats.

By systematically identifying these threats and applying mitigation strategies, the study enhances
the reliability and trustworthiness of its findings. Warm-up discards and repeated runs reduced
instrumentation bias; scenario justification and sensitivity analysis mitigated concerns about
ecological validity; and clear acknowledgment of modelling assumptions ensured transparency in
the interpretation of verification results. Together, these measures strengthen the overall validity

of the research design while recognising its inherent boundaries.
2.10 REPRODUCIBILITY STATEMENT

Reproducibility is a cornerstone of scientific research, ensuring that independent researchers can
replicate findings under equivalent conditions (Goodman et al., 2016). In this study,

reproducibility was treated as a design goal throughout the methodological process.

All experiments were fully scriptable and containerised, allowing automated redeployment of the
Blockchain Security Model (BSM) in a controlled environment. The exact versions of Hyperledger
Fabric, ProVerif, IPFS, and supporting cryptographic libraries were pinned to eliminate
inconsistencies arising from software updates. In addition, configuration files, test vectors, and
anonymised logs were systematically archived, ensuring that all benchmark results can be

regenerated.

Key figures and tables presented in this thesis are derived from these reproducible artifacts. On a
clean host environment, rerunning the scripts and using the archived datasets will reproduce the
reported results with minimal deviation. This approach aligns with emerging best practices in
computer science and software engineering, which emphasise transparency and repeatability in

empirical studies (Page et al., 2021).
2.11 VISUALISATION AND DISSEMINATION OF FINDINGS

In line with design science research, the final stage involved the communication of research

outputs to both academic and practitioner audiences (Hevner et al., 2022). This study adopted a
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dual strategy of visualisation and dissemination to ensure that findings were not only academically

rigorous but also practically accessible.

e Visualisation. To enhance clarity and accessibility, findings from the benchmarking,
formal verification, and systematic literature review were presented through a
combination of figures, tables, and architectural diagrams. These included performance
charts for latency and throughput, PRISMA flow diagrams for the SLR, layered system
architecture diagrams for the BSM, and conceptual models for consent management and
GDPR compliance. The purpose of this visualisation was to make complex socio-
technical interactions between blockchain, cryptography, and regulatory mechanisms
intelligible to diverse audiences (Meyer, 2019).

e Dissemination. The research outputs were shared through peer-reviewed journals and
conferences, in line with the requirements of an article-based PhD thesis. To date, articles
have been published or accepted in outlets such as the Latin-American Journal of
Computing and the Journal of Information Systems and Informatics and presented at
international conferences including ICECCME and AAIAC. Additional manuscripts are
under review in journals indexed by Scopus, IEEE, and other DHET-recognized
platforms. This dissemination strategy ensures that the findings contributed not only to
scholarly discourse but also to the applied blockchain and data governance communities.

e Integration into the thesis. The visualised and peer-reviewed outputs form the basis of
the subsequent results chapter. Each result presented in this thesis is grounded in a
published or submitted article, thereby reinforcing the scientific validity, transparency,
and impact of the study.

As this thesis followed an article-based format, the research findings have been disseminated
through multiple peer-reviewed journals and conferences. These outlets ensured both academic
visibility and practitioner relevance, with articles indexed in Scopus, IEEE, and other DHET-
accredited platforms. The full list of accepted and published outputs is provided in Table 2.7,
which summarises the journals and conferences where the constituent studies have been published

or presented.
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Table 2.7: Journals and conferences where articles from this study have been published or accepted.

Paper title Journal Status Objective Links

Journals
A blockchain-based identity management Latin-American Journal of Published TO1 (identity/data-sharing landscape https://doi.org/10.5281/zenodo.1537514
Solution for secure personal data sharing in ~ Computing (LAJC) and gaps 0
Africa. An SLR
A Hybrid for Enhancing Privacy in Journal of Information Technology Published TO2, EO2 (hybrid design and https://doi.org/10.51519/journalisi.v7i2.
Blockchain-Based Personal Data Sharing and Computer Science (JITCS) performance/ 1119
using Off-chain Storage and Zero- security trade-offs)
Knowledge Proofs
Comparative Security and Performance Indonesian Journal of Computer Published TO2, EO2 (off-chain choices and https://doi.org/10.33022/ijcs.v14i4.4968
Evaluation of IPFS and Filecoin for Off- Science (1JCS) empirical benchmarks)
Chain Blockchain Storage
Post-Quantum Cryptographic Techniques for Iragi Journal for Computers and Published TO4 (PQC orientation for BSM https://ijci.uoitc.edu.ig/index.php/ijci/art
Future-Proofing Blockchain-Based Personal Informatics privacy model) icle/view/623
Data Sharing.
Comparative Study of Encryption-Based Jurnal Ilmiah Computer Science Published TO3, EO2 (platform design https://www.ejurnal.snn-
Access Control Schemes in Ethereum, (JIcs) implications and comparative media.com/index.php/jics/article/view/5
Hyperledger Fabric, and Corda evaluation) 2
Synthesizing the Future of Al-Blockchain Latin-American Journal of Published Supports TO3 (extension), Future https://lajc.epn.edu.ec/index.php/LAJC/
Integration: A Pathway for Adaptive, Ethical, Computing (LAJC) Work/Related Work. earlyaccess-457
and Efficiency
Design and Implementation of a Smart Jurnal llmiah Computer Science Published TO2 (hybrid privacy design through  https://www.ejurnal.snn-
Contract-Based Consent Management Model (JICS) blockchain-based consent media.com/index.php/jics/article/view/5
for Secure Personal Data Sharing enforcement) 3
Formal Verification of a Blockchain-Based  International Journal of Advanced Published EO3 (formal verification), supports  https://dx.doi.org/10.14569/1JACSA.202

Security Model for Personal Data Sharing

using Dolev-Yao Model and ProVerif

A Systematic Review of Chaincode-as-a-
Service for Modular and Secure Smart

Contract Execution in Hyperledger Fabric

ICECCME 2025 (IEEE Xplore)

Computer Science and
Applications.

IET Information Security (under
review)

Conference papers
Published

AdaptChain: A Unified Framework
for Ethical and Adaptive Al-
Blockchain Integration

TO3 (validated design)

EOL1 (Supports BSM architecture)

5.0160942

Future work: TO4 (broadens security & https://doi.org/10.1109/ICECCMEG645

standards discussion with Al-blockchain 68.2025.11277953
synergy)
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https://doi.org/10.5281/zenodo.15375140
https://doi.org/10.5281/zenodo.15375140
https://doi.org/10.51519/journalisi.v7i2.1119
https://doi.org/10.51519/journalisi.v7i2.1119
https://doi.org/10.33022/ijcs.v14i4.4968
https://ijci.uoitc.edu.iq/index.php/ijci/article/view/623
https://ijci.uoitc.edu.iq/index.php/ijci/article/view/623
https://www.ejurnal.snn-media.com/index.php/jics/article/view/52
https://www.ejurnal.snn-media.com/index.php/jics/article/view/52
https://www.ejurnal.snn-media.com/index.php/jics/article/view/52
https://lajc.epn.edu.ec/index.php/LAJC/earlyaccess-457
https://lajc.epn.edu.ec/index.php/LAJC/earlyaccess-457
https://www.ejurnal.snn-media.com/index.php/jics/article/view/53
https://www.ejurnal.snn-media.com/index.php/jics/article/view/53
https://www.ejurnal.snn-media.com/index.php/jics/article/view/53
https://dx.doi.org/10.14569/IJACSA.2025.0160942
https://dx.doi.org/10.14569/IJACSA.2025.0160942
https://doi.org/10.1109/ICECCME64568.2025.11277953
https://doi.org/10.1109/ICECCME64568.2025.11277953

Table 2.7: Journals and conferences where articles from this study have been published or accepted (continued).

Paper title Journal Status Objective Links
ICICT 2025 (IEEE Xplore) Adoption of New Technologies in  Accepted TO1 (situates blockchain-based personal
Africa: Secure Personal Data data sharing in Africa’s adoption
Sharing, Tools, Protocols and landscape)
Frameworks TO4 (links policy, tools, and
frameworks to compliance and
governance context)
IFIP-UNIVEN-CSIR International Al-Blockchain Synergy for Next-  Published TO2 (extends hybrid privacy/security https://doi.org/10.1007/978-3-032-

Conference in Cybersecurity

Generation Cybersecurity.
Adaptive, Ethical, and Efficient
Architectures

design by exploring Al-driven anomaly 13075-4 2
detection and adaptive consent

management within blockchain data

sharing)
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https://doi.org/10.1007/978-3-032-13075-4_2

To ensure methodological traceability, each evaluation method described in this chapter is
explicitly linked to corresponding results and validation evidence in Chapters 3 and 4. Systematic
literature review findings informed design requirements and architectural choices. Simulation and
benchmarking methods produced quantitative performance evidence reported in Chapter 3. Formal
verification procedures produced symbolic security proofs reported in Chapter 4. This traceability
ensures that all validation claims made for the Blockchain Security Model are directly supported

by documented evaluation procedures and reproducible evidence streams.
2.12  CHAPTER SUMMARY

This chapter presented the philosophical foundations, research paradigm, and methodology
adopted in this study. It outlined the ontological, epistemological, and axiological assumptions
underpinning the pragmatic stance and explained how Design Science Research (DSR) guided the
iterative design, implementation, and evaluation of the Blockchain Security Model (BSM). The
research environment and toolchain were described in detail, together with the systematic literature
review process, data preprocessing and cleaning steps, and the performance measurement model

used for benchmarking.

Furthermore, the chapter highlighted the strategies applied to ensure validity, reliability, and
reproducibility, as well as the ethical considerations that shaped the research design in alignment
with GDPR and institutional requirements. The dissemination of research outputs through peer-
reviewed journals and international conferences was also noted, consistent with the article-based

PhD format approved by the Department of Higher Education and Training (DHET).

Overall, this chapter provided a comprehensive account of the methodological choices, ensuring
transparency, scientific rigour, and coherence between research objectives and the approach
adopted. The next chapter presents the results and analysis, demonstrating how the proposed model
was evaluated against existing blockchain-based solutions and validated in terms of security,

performance, and compliance.
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CHAPTER 3
RESULTS AND DISCUSSION
3.1 INTRODUCTION

A doctoral study requires a deep understanding of the chosen field, and a Systematic Literature
Review (SLR) provided a structured approach for consolidating evidence, identifying gaps, and
informing the design of new models (Kitchenham et al., 2010; Page et al., 2021). Unlike
bibliometric studies that emphasise prevalence and citation trends, the SLRs conducted in this
research focused on evaluating blockchain-based solutions, privacy-preserving technologies, and
adoption frameworks. The outcomes of these reviews directly supported the theoretical objectives
(TOs) and empirical objectives (EOs) highlighted in Chapter 1 by building the conceptual
foundations of the Blockchain Security Model (BSM).

3.2 SYSTEMATIC LITERATURE REVIEWS

In this study, multiple SLR-based articles were produced and published, each of which directly
addressed specific objectives outlined in Chapter 1. These outputs collectively form the theoretical

basis of the BSM and ensure that its design is grounded in empirical evidence.

3.2.1 A Blockchain-based identity management solution for secure personal data sharing

in Africa: A systematic literature review.

e Publication platform: This article was published in the Latin-American Journal of
Computing (LAJC) Indexed by DOAJ and it is accredited by the South African Department
of Higher Education and Training. (See Appendix B for details).

e Purpose: To synthesise the state of blockchain-based identity management frameworks
across Africa and evaluate their role in enabling secure, transparent, and General Data
Protection Regulation (GDPR)-aligned personal data sharing.

e Objective addressed: Article supported the theoretical objective TO1: To investigate
blockchain-based identity management framewaorks for personal data sharing in Africa.

e Methods: PRISMA 2020 guidelines and Kitchenham’s SLR protocol. Studies from IEEE,
ACM, and Scopus (2014-2025) were screened for inclusion.

e Results: The review examined 28 papers (2015-2024). Most focused on self-sovereign

identity (60%), followed by decentralised identifiers and verifiable credentials (45%), and
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3.2.2

smart contracts for access control (35%). Key barriers were scalability, interoperability,
GDPR compliance, and usability. African projects, such as Project Khokha in South Africa
and Kenya’s blockchain land registry, demonstrated early pilots of digital identity.
Discussion: The results confirmed that blockchain can enhance security and user control
in identity systems. This supported earlier SSI research (Zhou et al., 2024). Yet adoption
faces unresolved issues such as scaling networks, ensuring compliance, and improving user
experience. In Africa, blockchain can help reduce corruption and build trust, but requires
legal frameworks and capacity building.

Thesis contribution: Provided the theoretical grounding for the identity layer in the BSM,
confirming that Africa’s context requires flexible, regulation-sensitive identity

architectures.

A hybrid framework for enhancing privacy in blockchain-based personal data
sharing using off-chain storage and Zero-Knowledge Proofs.

Publication platform: Journal of Information Technology and Computer Science —
published in 2025. Indexed by DOJ and it is accredited by the South African Department
of Higher Education and Training. (See Appendix B for details)

Purpose: To analyse how cryptographic enhancements, particularly ZKPs and IPFS-based
off-chain storage, address GDPR’s transparency-privacy trade-off.

Objective addressed: Supports EO1: To build a GDPR-aligned model using ZKPs and
ABE.

Methods: Conceptual analysis supported by prototype implementation on Hyperledger
Fabric.

Results: The prototype combined IPFS for storage with zk-SNARKSs for privacy
validation. Testing showed a 74.8% reduction in on-chain storage and 98.2% GDPR
compliance. Throughput was lower than MedRec and ABEChain but higher than Zerocash.
CID revocation supported the right to erasure, though audit success dropped by 1.8% under
concurrency. Storage savings came with a retrieval delay of 1.8 to 3.2s. ZK proof
generation took 1.82s, with 0.31s verification. Compared to MedRec, ABEChain, and
Zerocash, the framework scored highest on auditability and compliance.

Discussions: The results confirmed that privacy, compliance, and efficiency can be
integrated in a single framework. However, trade-offs are evident. Stronger privacy
through zk-SNARKS increases computation time. IPFS lowers blockchain bloat but adds
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retrieval latency. These findings matched patterns noted in other privacy-preserving
systems (Lavin et al., 2024). Despite limitations, the framework outperformed competitors
in GDPR readiness, making it well-suited for healthcare and finance. Still, reliance on
trusted setups for zk-SNARKSs and third-party IPFS pinning services remain open issues.

Thesis contribution: This article delivered the first GDPR-aligned hybrid framework that
balances privacy, auditability, and erasure rights. It contributed by showing how ZKPs and
IPFS can be combined to reduce storage, enforce compliance, and support dynamic
consent. The work highlights design trade-offs and sets a benchmark for building scalable,

regulation-ready blockchain data sharing systems.

Post-quantum cryptographic techniques for future-proofing blockchain-based

personal data sharing.

Publication platform: Iragi Journal for Computers and Informatics — published in 2025.
Indexed by DOAJ and it is accredited by the South African Department of Higher
Education and Training. (See Appendix B for details).

Purpose: To explore post-quantum cryptographic (PQC) algorithms as safeguards for
blockchain privacy and security.

Objective addressed: Linked to TO4 (resilience to future threats).

Methods: Systematic literature review following PRISMA guidelines, combined with
conceptual analysis of post-quantum cryptographic primitives and their integration into
blockchain-based data sharing frameworks.

Results: The framework used lattice encryption, SPHINCS+ signatures, and zk-STARKS.
It achieved 100% resistance under quantum attack tests and 1.2s signature verification.
Throughput reached 1,500 TPS on Hyperledger Fabric. IPFS cut storage by 75%, though
zk-STARKSs added 5-12s latency. GDPR tests showed 99.98% audit success and 95%
erasure compliance. ABE enforced rules with 98% accuracy, and revocation took 2.1s.
Discussion: The results showed stronger security and compliance, but with performance
trade-offs. Quantum-safe cryptography resists future attacks but slows transactions. Off-
chain storage eased bloat and enabled GDPR alignment, like Estonia’s X-Road model. The
balance between privacy, speed, and interoperability remains a key challenge.

Thesis contribution: This study showed quantum-ready cryptography can be built into
blockchain. It proves GDPR compliance is possible with ZKPs and ABE while flagging
gaps in latency and cross-chain portability.
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3.25

Adoption of new technologies in Africa: Secure personal data sharing: Tools,
protocols and frameworks. (Conference: ICICT 2025).

Publication platform: Publication platform: Procedures of ICIT 2025, IEEE Xplore.
Purpose: To examine Africa’s adoption of SSI frameworks, privacy-preserving protocols,
and data protection laws.

Objective Addressed: To analyse socio-technical adoption factors in Africa.

Methods: Multi-source qualitative review drawing on academic, policy, and industry
sources; targeted keyword searches; qualitative content analysis with cross-validation of
initiatives such as Kiva and DIGID.

Results: Across 2014 to 2025, Africa deployed multiple digital ID and SSI projects.
MOSIP scaled in Niger and Morocco; Nigeria’s NIN/MobileID also scaled. Kiva (Sierra
Leone) and DIGID (Kenya, Uganda) stayed pilots. Of 30 studies, 53% used blockchain
SSI, 30% used privacy-enhancing tech (ZKPs, HE), and 17% used PKI with consent
gateways. BBS+ reduced credential verification times by ~35% in low-bandwidth settings.
Active DPAs improved compliance: Kenya’s ODPC ran 58 audits in 2024, while SA
breaches dropped from 14 to 8 (2021-2024) under POPIA enforcement.

Discussion: Adoption is uneven. SSI tools gained traction, but scaling is slowed by
infrastructure limits and weak regulation. Policy maturity drives outcomes: Kenya,
Nigeria, and South Africa lead, while Central Africa lags. Interoperability remains low,
with <10% achieving cross-chain integration. Regional AU and ECOWAS initiatives show
progress but need stronger APIs and governance support.

Thesis contribution: This conference paper mapped Africa’s adoption landscape and
showed which tools and protocols fit which contexts. It highlighted policy maturity and
interoperability as the key adoption barriers. These insights feed into the thesis’s proposed

interoperability blueprint.

A systematic review of Chaincode-as-a-Service for modular and secure smart

contract execution in Hyperledger Fabric

Publication platform: Submitted to IET Information Security (Manuscript ID: 3493376,
status: under review, conditional APC approval from Wiley Open Access Team). Indexed
by SCOPUS and it is accredited by the South African Department of Higher Education and
Training (see Appendix B for details).
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Purpose: To systematically review the emerging paradigm of Chaincode-as-a-Service
(CCAAS) in Hyperledger Fabric, focusing on its role in enabling modular, secure, and
containerized execution of smart contracts outside the peer process.

Objective addressed: Supported the architectural modularisation of the BSM; this study
informed the model design but was not framed as a standalone formal objective in Table
1.1.

Methods: Systematic literature review using Kitchenham’s protocol and PRISMA 2020
guidelines, 28 primary studies thematically analysed for architecture, orchestration, and
security implications.

Results: The review analysed 28 studies (2014-2025). Most focused-on modularity and
security; integration was least covered. CCAAS improved upgrade cycles (downtime cut
by ~63%). Security gains came from container isolation and mTLS (=38% smaller attack
surface). Trade-offs: 12—15% latency increase, stable throughput up to 500 tps. Kubernetes
and service mesh eased deployment, though large-scale production cases remain rare.
Discussion: CCAAS fits microservices and zero-trust models. Benefits were clear, but
latency and API risks remain. APl gateways, hardening, and runtime checks reduce
exposure. Integration improved, yet governance gaps persist. CCAAS is advancing, but
production validation is still needed.

Thesis contribution: The paper validated the use of CCAAS within the BSM to achieve
secure, modular, and upgradable smart contract execution. It extended the empirical
foundation of the thesis by addressing smart contract resilience, complementing storage

and privacy findings.

SYSTEM ARCHITECTURE OF THE BLOCKCHAIN SECURITY MODEL (BSM)

The BSM proposed in this study integrated both on-chain and off-chain components to achieve a

privacy-preserving, scalable, and regulation-compliant framework for secure personal data

sharing. The design followed a modular architecture that separates cryptographic processing,

access control enforcement, and storage functions across distinct layers. This approach ensured

flexibility in deployment while maintaining system robustness and user-centric privacy. The

architecture leveraged blockchain smart contracts, the InterPlanetary File System (IPFS),
Attribute-Based Encryption (ABE), Zero-Knowledge Proofs (ZKPs), and Intel SGX enclaves to

address performance bottlenecks and regulatory constraints. An overview of the conceptual

architecture is shown in Figure 3.1.
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Figure 3.1: Conceptual Blockchain Security Model (BSM) (pre-validation)

3.3.1  Layered design overview

The system was divided into three core layers:

e Application layer: This layer included user-facing interfaces such as identity wallets,
consent dashboards, and APIs for interacting with third-party services (e.g., healthcare
providers or financial institutions).

e Blockchain layer (on-chain): Deployed on a permissioned blockchain (Hyperledger
Fabric), this layer includeed smart contracts for managing access control policies, consent
logging, and verification of ZKPs. It maintained hashes of encrypted data (CID mappings)
and enforced compliance with pre-defined privacy rules.

e Storage layer (off-chain): Utilising IPFS, this layer provided decentralised, content-
addressable storage for encrypted personal data. It ensured immutability while supporting
privacy through encryption and CID referencing.
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3.3.2  On-chain components

Smart contracts are responsible for:
e Managing access control policies defined by the data owner.
e Storing and retrieving content identifiers (CIDs) for off-chain files.

e Executing logic for consent revocation, access delegation, and compliance logging.
These operations are implemented in Algorithm 1.
Algorithm 1: Store CID and policy on-chain

Input: CID, UserAddress, AccessPolicy

Output: Confirmation of Storage

1: Verify Caller == DataOwner

2: AccessControl[UserAddress] «— AccessPolicy
3: CIDMapping[UserAddress] « CID

4: Emit Event(CIDStored, CID, UserAddress)

5: Return Success

Zk-SNARK verifiers

To maintain privacy while supporting verifiability, the model incorporates zk-SNARK verifiers
on-chain. These are used to validate zero-knowledge proofs submitted by requesters, allowing
access to encrypted data without disclosing its contents.

Algorithm 2: Verify Zero-Knowledge Proof (ZKP)

Input: ZKProof, UserAddress
Output: AccessGranted (True/False)

1: IsValid « zkVerifier.Verify(ZKProof)

2: If IsValid then
AccessPermissions[UserAddress] «— TRUE
Emit Event(AccessGranted, UserAddress)
Return TRUE

3: Else
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Emit Event(AccessDenied, UserAddress)
Return FALSE

3.3.3  Off-chain components

Encrypted InterPlanetary (IPFS) Storage — All personal data is encrypted client-side using
AES-256-GCM before being uploaded to IPFS. This ensures data remains secure even if the CID
IS exposed.

Algorithm 3: Encrypt and upload to IPFS

Input: PlainTextData, AESKey
Output: EncryptedData, CID

1: Generate Nonce < RandomBytes(12)

2: EncryptedData «<— AES Encrypt(PlainTextData, AESKey, Nonce)
3: CID « IPFS.Upload(EncryptedData)

4: Return EncryptedData, CID

Secure data deletion (GDPR Article 17-Right to erasure)

To comply with GDPR, users can request deletion of their data and the corresponding CID

mapping.
Algorithm 4: GDPR-compliant data erasure

Input: UserAddress

Output: DeletionConfirmation

1: Verify Caller == UserAddress

2: CID « CIDMapping[UserAddress]
3: IPFS.Delete(CID)

4: CIDMapping[UserAddress] «<— NULL
5: Emit Event(DataErased, CID)

6: Return Success
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3.3.4 Intel Software Guard Extensions (SGX)

Intel SGX is a hardware-based security feature that allows applications to run code and process
data in isolated, encrypted memory regions called enclaves, even if the operating system or

hypervisor is compromised.
3.3.5  Cryptographic techniques

Attribute-Based Encryption (ABE): Used to enforce fine-grained access policies based
on user roles or attributes (e.g., “Doctor” AND “Cardiology”).

AES-256-GCM: Symmetric encryption ensures off-chain data confidentiality and
integrity.

Zero-Knowledge Proofs (ZKPs): Let users prove access rights without exposing

sensitive credentials.
Algorithm 5: Generate Zero-Knowledge Proof

Input: Attributes, PrivateKey, Policy
Output: ZKProof

1: Encode Policy into Circuit

2: Compile with ZoKrates

3: Witness «— Execute(Attributes)

4: ZKProof «<— GenerateProof(Witness, ProvingKey)
5: Return ZKProof

3.3.6 GDPR Compliance and auditability
The BSM supports auditability and erasure by:

e Storing immutable access logs via smart contracts.
e Supporting revocable consent.

e Enabling user-triggered CID invalidation.
Algorithm 6: Log access event

Input: UserAddress, Action, Timestamp

Output: LogEntry
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1: Log « Hash(UserAddress, Action, Timestamp)
2: AuditTrail. Append(Log)
3: Emit Event(LogRecorded, Log)

4: Return Success

3.3.7 Performance considerations

The model’s efficiency is driven by:

e Off-chain encrypted storage, reducing blockchain overhead (bloat).

e Optimised ZKP verifiers, minimising gas cost.

e Modular smart contracts, enabling rapid validation and lightweight processing.
Algorithm 7: Retrieve encrypted data

Input: UserAddress
Output: EncryptedData or Error

1: If AccessPermissions[UserAddress] == TRUE then
CID « CIDMapping[UserAddress]
EncryptedData «— IPFS.Download(CID)

Return EncryptedData

2: Else

Return Error("Access Denied")
Algorithm 8: Decrypt data

Input: EncryptedData, AESKey, Nonce
Output: PlainTextData

1: PlainTextData «— AES Decrypt(EncryptedData, AESKey, Nonce)
2: Return PlainTextData
2.12 Threats to validity and mitigations
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3.4

SIMULATION RESULTS

The logical processes that govern the evaluation of a blockchain-based system can be modelled

and tested through simulation experiments, which allow the transformation of theoretical

constructs into measurable performance indicators (Jakobsson and Karlsson, 2021). In this study,

simulation was employed to evaluate the Blockchain Security Model (BSM) under controlled

conditions, ensuring both repeatability and comparability. Five methodological steps guided the

execution of simulation experiments.

Select a source of randomness — containerized Hyperledger Fabric peers and IPFS nodes
were deployed with randomized seeds to count for variability in peer ordering and block
propagation.

Obtain basic observations from the source — latency, throughput, and storage events were
collected from peer logs and API transactions.

Transform the basic observations to input distributions — repeated trials were run, warm-
up data were discarded, and outputs were normalized to establish representative
distributions.

Transform the input observations, via the model, to output observations — BSM operations
such as encryption, access control via chaincode, IPFS storage, and ZKP verification were
executed, producing measurable performance and security outcomes.

Calculate statistics from the output observations - averages and percentile measures (P50,
P95, P99) were computed for latency and throughput, while audit completeness, storage

overhead, and ZKP cost were quantified to estimate system performance.

The simulation experiments were conducted to achieve EO1: To benchmark distributed off-chain

storage frameworks (IPFS and Filecoin) and evaluate the performance of cryptographic modules

in the BSM. Results from these simulations were published in peer-reviewed journals and

presented at international conferences, providing both empirical validation and dissemination of

the proposed model.

34.1

Comparative Security and Performance Evaluation of IPFS and Filecoin for Off-

Chain Blockchain Storage.

Publication platform: Indonesian Journal of Computer Science (1JCS), published in 2025.
Indexed by DOAJ and it is accredited by the South African Department of Higher

Education and Training (see Appendix B for details).
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Purpose: To benchmark IPFS and Filecoin as distributed off-chain storage frameworks for
blockchain-based personal data sharing.

Objective addressed: Supported EOLl: To benchmark distributed off-chain storage
frameworks in terms of latency, scalability, and compliance.

Methods: Controlled experiments comparing IPFS and Filecoin nodes, measuring latency,
throughput, storage redundancy, and compliance features.

Results: IPFS achieved lower latency (~210 ms) than Filecoin (~580 ms) but lacked
guaranteed persistence. Filecoin reached 99.9% availability through PoRep and PoSt but
at higher cost and complexity. IPFS integrated easily with 10T and lightweight apps, while
Filecoin required heavier resources but enabled auditability and smart contract integration.
Discussion: Findings showed a trade-off: IPFS is faster and simpler, Filecoin slower but
more secure and compliant. IPFS fits short-term or real-time use, while Filecoin supports
regulatory and archival needs. Hybrid use offers a balance between speed and persistence.
Thesis contribution: This study provided empirical validation for the off-chain storage
layer in the BSM, guiding the selection of IPFS for latency-sensitive contexts and Filecoin

for long-term archival needs.

A Hybrid framework for enhancing privacy in blockchain-based personal data

sharing using off-chain storage and Zero-Knowledge Proofs (ZKP).

Publication platform: Journal of Information Systems and Informatics — published in
2025. Indexed by DOAJ and it is accredited by the South African Department of Higher
Education and Training (see Appendix B for details).

Purpose: To evaluate the integration of ZKPs and IPFS-based off-chain storage in enabling
GDPR-aligned privacy and accountability.

Objective addressed: Supported EO2: To construct and evaluate a privacy-preserving
blockchain model using advanced cryptographic techniques.

Methods: Protoype implementation on Hyperledger Fabric with ZKP verification and
IPFS integration; benchmarked under simulated healthcare data sharing scenarios.
Results: The framework combined IPFS storage with zk-SNARK-based privacy
validation. Tests showed a 74.8% storage reduction, 98.2% GDPR compliance, and
cryptographic verification supporting real-world use. Comparative benchmarking placed it
ahead of MedRec, ABEChain, and Zerocash in compliance and auditability, though
throughput was lower. Workflow validation confirmed secure registration, zero-knowledge
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access control, and token-based retrieval. Trade-offs were noted: zk-SNARK proofs added
~1.8s generation time, IPFS retrieval took 1.8-3.2s, and concurrency reduced audit success
to 98.2%.

Discussion: The results demonstrated that privacy and compliance can be integrated into
blockchain without major performance losses. The system balanced storage savings,
verifiable erasure, and user-controlled consent, aligning with DSR principles. Still, trade-
offs highlight complexity: stronger privacy slowed transactions, and reliance on trusted
setups and third-party pinning limited decentralization. Compared to existing frameworks,
this hybrid approach provided the best fit for healthcare and finance, where compliance
and auditability outweigh raw speed.

Thesis contribution: This article showed how hybrid storage and cryptography can deliver
GDPR-aligned privacy in blockchain. It advanced the thesis by providing empirical
evidence that IPFS with ZKPs can enforce compliance, and it highlights the design trade-
offs shaping future privacy-preserving models.

Comparative study of encryption-based access control schemes in Ethereum,

Hyperledger Fabric, and Corda

Publication platform: Publication platform: Jurnal IImiah Computer Science (JICS),
published in 2025. Indexed by DOAJ and it is accredited by the South African Department
of Higher Education and Training (see Appendix B for details).

Purpose: To evaluate and compare encryption-based access control mechanisms in three
leading blockchain platforms, Ethereum, Hyperledger Fabric, and Corda, focusing on
security, scalability, and usability.

Objective addressed: Supported EO1: To build a GDPR-aligned model using ZKPs and
ABE.

Methods: Mixed-methods design combining literature review, experimental testing, and
case study validation. Simulated access control scenarios were benchmarked in a controlled
environment to measure transaction latency, throughput, and computational overhead,
supplemented by real-world case studies.

Results: Hyperledger Fabric achieved the best scalability (<1s latency, 350 TPS),
Ethereum demonstrated strong decentralisation but limited scalability (~13.5s latency, 15
TPS), while Corda offered efficiency in financial contexts (2.8s latency, 150 TPS) but
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lacked flexibility for non-financial use cases. Comparative analysis revealed platform-
specific strengths and trade-offs between decentralization, scalability, and usability.
Discussion: The findings showed that each platform offered distinct strengths tied to its
model. Ethereum provided decentralisation but suffered from security and scalability
limits. Hyperledger Fabric exceled in performance and fine-grained control but added
operational complexity. Corda balanced efficiency and usability in finance but is less
flexible for other domains. These results underlined that platform selection depended on
trade-offs between decentralisation, control, and simplicity.

Thesis contribution: This article strengthened the empirical results of the thesis by
providing comparative benchmarks for encryption-based access control schemes. It
informed the design trade-offs of the BSM and demonstrates how performance, scalability,

and security vary across blockchain platforms.

CONCEPTUAL FRAMEWORK AND INTEGRATION RESULTS

The results in this section focused on forward-looking frameworks that integrated artificial

intelligence (Al) and blockchain to enhance adaptability, transparency, and ethical governance.

These findings complemented the simulation results by extending the Blockchain Security Model

(BSM) into broader socio-technical and architectural domains.

351

Synthesizing the Future of Al-Blockchain Integration: A Pathway for Adaptive,
Ethical, and Efficiency.

Publication platform: Published in 2025 in the Latin-American Journal of Computing
(LAJC). Indexed by DOAJ and it is accredited by the South African Department of Higher
Education and Training (see Appendix B for details).

Purpose: To synthesise the opportunities and challenges of integrating Al with blockchain
for adaptive and ethically aligned data sharing systems.

Objective addressed: Supported TO2: To examine the ethical and adaptive integration of
Al into blockchain-based security models.

Methods: Systematic literature review and thematic analysis of Al-Blockchain integration
frameworks across security, governance, and performance domains.

Results: Across 28 studies (2014-2025), Al was used to speed up consensus (e.g., RL for
PoS/PBFT), detect anomalies, and auto-generate or audit contracts. Reported gains

included 30-60% faster finality, >90% bug-detection accuracy, and ~60% storage savings
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from ML-based compression, often offset by ~15-25% energy/compute overhead and
reduced model transparency. Sector work clustered in finance and healthcare; live
deployments were limited, with most results from simulations. Ethical/legal coverage was
sparse, particularly on GDPR-immutability, liability, and bias.

e Discussion: Benefits were clear, faster consensus, smarter contracts, and leaner storage,
but trade-offs persist higher energy costs, black-box models, and thin real-world validation.
Sector bias and proprietary datasets restrict generalizability. The path forward blended
privacy-preserving ML (e.g., FL, ZKPs) with explainability and governance, moving
prototypes into pilots beyond finance/healthcare. Net insight: value rises when
performance gains are paired with auditability and compliance.

e Thesis contribution: This conference paper distilled where Al helps in blockchain
(consensus, contracts, storage), quantifies gains vs. costs, and surfaced the
ethics/compliance gap. It underpined the thesis’s design choices by motivating
transparency, privacy-preserving Al modules and a staged roadmap from simulation —

pilot — production across more diverse sectors.

3.5.2  AdaptChain: A Unified Framework for Ethical and Adaptive Al-Blockchain
Integration

Publication platform: IEE Xplore: 2025 5" International Conference on Electrical, Computer,

Communications and Mechatronics Engineering (ICECCME).

Purpose: To propose AdaptChain, a modular framework that unifies reinforcement learning,

federated learning, and DAO-based governance for Al-Blockchain integration.
Objective addressed: Supports EO2: To explore ethical and adaptive Al in blockchain models.

Methods: Prototype-oriented framework design, validated conceptually with workflow

simulations and governance scenarios.

Results: On adaptability, AdaptChain delivered ~12 model updates/day, ~2-hour stakeholder
approvals, and ~98% cross-platform compatibility, outperforming ChainML/AIChain/BlockAl.
On efficiency, it sustained higher TPS with lower energy use over 24 hours than ChainML (Caliper
+ RAPL). Latency was lowest (median ~ 45 vs 100—170 in baselines), with a tighter spread under
real-time load. Ethics scores were strongest on fairness (5/5), though automated bias mitigation
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was not yet implemented. Case studies (healthcare, finance, governance) showed feasibility, but

tests were simulation-based rather than live deployments.

Discussion: Findings indicated AdaptChain updated faster, ran cheaper, and responded quicker,
while embedding governance and audit trails. The main gaps were bias mitigation, transparency
tooling, and regulatory portability at scale. Practical adoption will hinge on pilots in high-stakes
settings, a pluggable compliance engine (e.g., GDPR/POPIA/HIPAA), and hardening for
adversarial threats. Net trade-off: strong adaptability and ethics scaffolding with residual risks

around model bias and jurisdictional variance.

Thesis contribution: This conference paper contributed (i) a modular Al-blockchain architecture
that couples adaptive learning with on-chain governance, (ii) quantified gains in throughput,
energy, and latency over named baselines, and (iii) an ethics-by-design path (fairness auditing,
DAO oversight, audit logs) plus a migration model (phased rollout) to move from simulations to

pilot-grade deployments.

3.5.3  Design and Implementation of a Smart Contract-Based Consent Management

Model for Secure Personal Data Sharing

e Publication platform: Jurnal 1Imiah Computer Science (JICS). Indexed by DOAJ and it
is accredited by the South African Department of Higher Education and Training (see
Appendix B for details).

e Purpose: To design and implement a blockchain-driven consent management framework
that leverages smart contracts, offline storage, and a user-friendly interface for secure and
dynamic personal data sharing.

e Objective addressed: Supported TO1 (to investigate blockchain-based identity
management frameworks for personal data sharing, focusing on interoperability, consent
revocation, and compliance).

e Methods: Design Science Research (DSR) methodology combined with systematic
literature review and three sectoral case studies (healthcare, finance, identity). A hybrid on-
chain / off-chain prototype was developed using Ethereum, IPFS, and React.js, with
performance benchmarking and compliance audits (GDPR, HIPAA).

¢ Results: The model achieved strong security, with STRIDE risks reduced to near zero and
no critical flaws found in penetration tests. GDPR compliance reached 98% and HIPAA
audits passed all criteria. Performance benchmarks showed faster consent logging and

77



revocation on Ethereum and Hyperledger compared to centralized systems, while
scalability tests confirmed low-latency support for large datasets. PoS energy use was far
lower than PoW.

e Discussion: Findings showed tha the hybrid model improved security, compliance, and
efficiency over centralised consent systems. Offline layers ensured resilience during
outages, and user-friendly interfaces addressed accessibility gaps. Remaining issues
include gas fees and cross-chain synchronisation.

e Thesis contribution: This article contributed to the conceptual results by providing a
validated, sector-agnostic consent management model that demonstrates the practical
feasibility of user-centric, blockchain-based personal data sharing. It operationalised TO1
by showing how smart contracts and hybrid architectures can enforce consent dynamically

and securely.

Meta-inferences were derived by integrating insights from the systematic literature review with
empirical findings from simulation, benchmarking, and formal verification. The literature
consistently identified challenges related to consent management, privacy—performance trade-offs,
and regulatory compliance in blockchain-based personal data sharing. The empirical results
demonstrated that the proposed Blockchain Security Model addressed these challenges through
measurable improvements in access control accuracy, auditability, and system performance. When
considered together, these findings confirm that the study represents an integrated mixed methods
inquiry rather than parallel or disconnected analyses, with each methodological strand contributing
to a unified understanding of the research problem. The proposed Blockchain Security Model
(BSM) (post-literature synthesis) is shown in Figure 3.2 below.
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Figure 3.2: Proposed Blockchain Security Model (BSM) architecture (post-literature synthesis)

Based on the consolidated evidence from the systematic literature reviews and the thematic
synthesis presented in this chapter, the study derived the proposed Blockchain Security Model
(BSM) as a requirements-driven architecture. The proposed model integrated the core capability
blocks required to address the identified gaps, namely privacy-preserving access control, consent
traceability, hybrid storage scalability, auditable governance, and regulation-aligned enforcement.
At this stage, the model is presented as a “proposed” architecture because it reflects the synthesis-
driven design intent prior to implementation refinement and validation measurements. Figure 3.2
presented the proposed BSM and highlights how the key mechanisms derived from literature (e.qg.,
permissioned ledger governance, off-chain content addressing, privacy-enhancing verification,
and enforceable consent logic) were combined into a coherent architecture intended for cross-

sector personal data sharing.
3.6 CHAPTER SUMMARY

This chapter presented the findings from the seven research articles and conference papers that
collectively underpin the Blockchain Security Model (BSM). The results from the systematic
literature reviews provided insights into existing blockchain-based data sharing techniques,

highlighting critical gaps in identity management, off-chain storage, privacy-preserving
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cryptography, and regulatory compliance. These reviews established the theoretical foundation for
the study and clarified the need for an integrated security model.

The chapter also examined simulation and benchmarking results, where empirical evaluations
demonstrated the strengths and limitations of integrating Zero-Knowledge Proofs (ZKP) with
IPFS, and comparative tests between IPFS and Filecoin revealed important trade-offs between
latency, scalability, and archival persistence. Furthermore, conceptual contributions from Al—
Blockchain integration and post-quantum cryptographic approaches showed the potential for
adaptability, ethical governance, and future-proofing against emerging threats. Finally, formal
verification using the Dolev-Yao model and ProVerif added a unique dimension to the results by
validating that the proposed model satisfies fundamental security properties under adversarial

conditions.

Together, these findings confirmed that while individual techniques contribute valuable advances,
they remain insufficient in isolation. The integrated BSM addressed these shortcomings by
combining modular components into a privacy-preserving, accountable, and regulation-compliant
framework. Building on these results, the next chapter transitioned to the validation of the
complete BSM through prototype demonstration and applied recommendations for real-world

deployment.
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CHAPTER 4
MODEL VALIDATION, IMPLICATIONS AND RECOMMENDATIONS
4.1 INTRODUCTION

The previous chapter presented the theoretical, empirical, and conceptual findings drawn from the
seven published and submitted research outputs. These results established the limitations of
existing blockchain-based approaches and demonstrated how modular techniques such as Zero-
Knowledge Proofs (ZKP), off-chain storage frameworks, and Intel SGX enclaves addressed
individual aspects of secure personal data sharing. The chapter also highlighted the added strength
of formal verification, which confirmed the robustness of the proposed framework at the protocol

level.

This chapter presented recommendations derived from the validated findings of the Blockchain
Security Model (BSM). It begins with a concise synthesis of how the empirical and formal
evaluation results address the study objectives and then translates these findings into actionable
recommendations for practitioners, regulators, and system designers involved in secure personal
data sharing. The chapter concluded by identifying focused future research directions that follow

from observed limitations and unresolved trade-offs.
4.2 THE BLOCKCHAIN SECURITY MODEL (BSM)

Following the proposed architecture derived from the literature synthesis, the study designed the
BSM into an implementation-level model that specifies component boundaries, data flows, trust
boundaries, and enforcement points for access control and consent. In this designed model,
responsibilities are allocated explicitly across on-chain governance logic, off-chain encrypted
storage, key handling and confidential processing (SGX enclave boundary), and the chaincode
execution layer (including modular execution through Chaincode-as-a-Service). This design-level
specification was necessary to ensure that security properties could be validated formally and that

performance could be benchmarked under representative workload conditions.

Figure 4.1 presents the designed BSM, showing the concrete interaction paths between the
requester, policy evaluation, encrypted storage retrieval, audit logging, and revocation/deletion
controls that were subsequently validated through simulation benchmarking and ProVerif-based

verification.
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Figure 4.1: Designed Blockchain Security Model (BSM) (implementation-level architecture)

4.2.1  Step 1: Problem identification and motivation

Problem: Traditional personal data sharing models lack security, privacy, and control, making
them vulnerable to data breaches, unauthorised access, and misuse.

Motivation: Blockchain provides a decentralised and tamper-resistant solution, but existing
blockchain-based data sharing models still face challenges in terms of access control, and

regulatory compliance.
4.2.2  Step 2: Define objectives of a solution
The model should:

e Primary objective: Design a Blockchain Security Model integrating encryption, smart
contracts, and off-chain storage (IPFS) to enable secure, controlled, and privacy-preserving
personal data sharing.

e Secondary objectives: The model should be able to:

o Ensure secure and privacy-preserving data sharing.
o Provide fine-grained access control (using encryption and smart contracts).
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o Maintain data integrity while enabling efficient user control over shared data.
4.2.3  Step 3: Design and deployment

The Blockchain Security Model (BSM) was designed using modular architecture to ensure secure,
privacy-preserving personal data sharing. The core model includes:
e Smart contracts (chaincode) deployed via Chaincode-as-a-Service (CCAAS) for access
control and consent management.
e Attribute-Based Encryption (ABE) for policy-based fine-grained data encryption.
e Decentralised Identifiers (DIDs) to support identity authentication and credential control.
e Offchain-storage using IPFS to manage encrypted data securely while minimizing
blockchain bloat.
e Interoperability mechanisms aligned with GDPR to ensure lawful, accountable data

processing and auditing.

The technology stack of The Blockchain Security Model (BSM) was as follows:
e Blockchain Layer: Hyperledger Fabric (v2.5).
e Smart Contract Layer: Chaincode-as-a-Service (CCaaS).
e Execution Environment: Docker-based Fabric test network on Windows OS.
e API Layer: Python Flask RESTful API.
e Development Tools: Git Bash for terminal operations, Postman for API testing.
e Privacy enhancements: IPFS for off-chain storage, Intel SGX (or simulated enclaves)

for secure computation, and zk-SNARKS for zero-knowledge verifiability.
424  Step 4: Demonstration (use case and role-based access control)

The proposed Blockchain Security Model (BSM) was implemented and demonstrated through a
real-world use case: secure personal data sharing in the healthcare domain. A functional prototype
was built to simulate interactions between patients, hospitals, and insurance providers. This
implementation aimed to evaluate how the BSM framewaork ensures secure, privacy-respecting,

and policy-compliant data exchange across multiple stakeholders.

The prototype was developed on a permissioned Hyperledger Fabric network using Chaincode-as-
a-Service (CCAAS) to handle dynamic access control, consent recording, and audit logging. The
access permissions were enforced using attribute-based policies encoded in smart contracts
(chaincode), and data interactions were mediated via a Flask-based RESTful API. The API
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endpoints were tested using Postman to simulate client interactions from different roles (e.g.,

patient, doctor, and insurer).

A patient shares their encrypted medical records with a doctor and an insurance provider through

a controlled, consent-driven process. Doctors have read-only access, insurers can request limited

access with patient consent, and all actions are immutably logged for auditability.

425

Patients control their data and issue consent tokens

Doctors can view but not modify or distribute data

Insurers can request access based on policy compliance

All requests and accesses are validated through smart contracts and logged on the ledger
Use case example: Secure medical records sharing between hospitals, patients, and
insurance companies

Implement role-based permissions (for example doctors can view but not modify patient
data).

Step 5: Evaluation of the model

The BSM prototype was evaluated across three core dimensions: security, performance and user

acceptability. A combination of formal verification, performance benchmarking, and qualitative

feedback was used to assess the robustness and practical viability of the model.

Security analysis — A formal security evaluation was conducted using the Dolev-Yao
adversary model, operationalised via ProVerif. The system was modelled to simulate
attacks such as Sybil attacks, unauthorised data access, and replay attacks. The verification
confirmed properties such as: (i) confidentiality of data in transit and at rest, (ii)
authentication of users via on-chain identity verification, and (iii) Access control integrity,
ensuring only authorised entities can decrypt shared data.

Performance metrics and measurement model — The proposed Blockchain Security Model
(BSM) was evaluated through simulation experiments to test its performance, scalability, and
privacy-preserving features. The testbed was implemented on Ubuntu 22.04 LTS with Docker
24.0.2, Docker Compose 2.18, and Hyperledger Fabric v2.5, running on an Intel Core i7 (3.40 GHz,
8 cores) machine with 16 GB RAM and 512 GB SSD. Chaincode was developed in Go, with off-
chain integration via a Flask-based Python API. For benchmarking, the BSM was compared with
Ethereum, Hyperledger, and Corda, using Hyperledger Caliper to generate workloads and Apache
JMeter for stress testing (Guggenberger et al., 2022 et al., 2022). Evaluation covered standard

blockchain metrics: throughput (transactions per second), latency (P50, P95, P99 response times),
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and scalability under varying peers and channels. Resource utilisation was also tracked in terms of
CPU and memory. Additional measures addressed blockchain-specific trade-offs. Storage
overhead was calculated by comparing encrypted off-chain data with plaintext equivalents,
accounting for IPFS replication. Audit completeness captured accountability as the ratio of
recorded to expected consent events. The cost of ZKPs was measured through proving and
verification times, circuit size, and verifier resource use (Lavin et al., 2024). These indicators
provided insight into the balance between privacy guarantees, compliance, and efficiency (Yin,
2018). Results are presented in Chapter 3 using tables for numerical outputs and charts to illustrate
trends. This ensured that findings were systematic, reproducible, and comparable with prior

blockchain-based data sharing studies.

User testing — Stakeholders were invited to test the APl via Postman and complete task-
based workflows (e.g., request consent, retrieve records). Feedback was gathered on
usability, transparency, trust, and concerns around data exposure and control.

Validity and reliability strategies — Ensuring the validity and reliability of research findings
is essential in both design science research and experimental evaluation. In this study,
several strategies were adopted to strengthen the credibility of the results and to minimise
threats to validity. These strategies are outlined below.

o Construct Validity — refers to the extent to which the operationalization of variables
accurately reflects the theoretical concepts under investigation (Yin, 2018). To
achieve this, clear operational definitions were established for all performance
metrics, including latency (time taken for a request-response cycle), throughput
(number of transactions successfully committed per second), storage overhead
(difference between plaintext and encrypted object size, including replication cost),
and audit completeness (ratio of recorded access events to expected events in the
ledger). Instrument calibration was conducted by performing repeat runs of
experiments, discarding initial warm-up periods to avoid skewed results, and
verifying consistency across multiple iterations (Page et al., 2021).

o Internal validity — concerns whether the observed results can be attributed to the
interventions introduced rather than external factors. To ensure strong internal
validity, experiments were executed in a controlled testbed built on Hyperledger
Fabric and Dockerised services. Only one variable was modified at a time (for
example, varying endorsement policies while keeping storage constant) to isolate
effects. Deterministic seeds were applied in simulation environments to reduce

stochastic variability (Runeson and Host, 2009). Potential confounds such as
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fluctuating network load or background container activity were tracked and
minimised by repeating trials under similar environmental conditions.

External validity — refers to the generalisability of findings beyond the immediate
study context (Yin, 2018). While the evaluation was conducted in a healthcare data-
sharing scenario, the design principles are applicable to other regulated domains
such as finance and e-government. Results from IPFS and Filecoin benchmarking
were carefully bounded by node topology, replication factors, and bandwidth
limitations, and findings are presented with these constraints in mind. Furthermore,
the portability of the proposed BSM to other permissioned platforms (e.g., Corda
or Quorum) is discussed, ensuring that the insights are not restricted solely to
Hyperledger Fabric deployments (Hevner et al., 2020).

Reliability — relates to the repeatability and consistency of results under the same
conditions (Gibbert et al., 2008). To guarantee reliability, all prototype
deployments were automated using executable scripts and pinned container images,
ensuring that future reruns will replicate the same environment. Configuration
snapshots of Fabric networks, IPFS nodes, and ProVerif models were stored to
preserve exact experimental states. Finally, all benchmark parameters and datasets
are documented in the appendices, allowing independent researchers to reproduce

the results with minimal ambiguity.

426 Communication

The research outcomes were disseminated through multiple academic and practitioner channels.

The findings have been published in peer-reviewed journals and conference proceedings,

including:

e Journal of Information Technology and Computer Science.

e Latin-American Journal of Computing

ICECCME.
IJCNIS, NITCS, SAJIM, ICICT.

Furthermore, practical insights were shared with technical stakeholders and policymakers involved

in data governance and digital health infrastructure across Africa. This included presenting

conceptual frameworks, code demonstrations, and visual prototypes to facilitate real-world

adoption discussions.
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4.3 TESTING/VERIFICATION OF THE BLOCKCHAIN-BASED DATA SHARING MODEL

The proposed model provided a secure and privacy-preserving framework for personal data
sharing. However, designing such a solution comes with several security challenges. Formal
analysis of security protocols not only can uncover the flaws of a protocol at design time, but it
can also guarantee the protocol's security properties. Several techniques, mostly complementing
each other, can be used to formally verify security properties. Notable approaches included various

logic systems, theorem provers, and model checking.

To verify the proposed data sharing model, a formal verification of the model using ProVerif, an
automated cryptographic verification tool by Blanchet (2009) was used. ProVerif is an automatic
verification tool, which has been used extensively in research work (Blanchet, 2009). The tool can
reconstruct attack vectors, if a property cannot be proved, an execution trace which falsifies the
desired property is constructed. Using the ProVerif tool, the following security properties can be
verified.

e The goal of the model was to allow sharing of personal data items only with authorised
users and/or organisations. Shared data should be protected while in transit or at rest by
means of cryptography.

e Secrecy of subscription secrets SS: Subscription secrets were delivered only to authorised
data consumers allowing them to reconstruct the Symmetric encryption/decryption key K.
SS should only be available to qualified data consumers.

e Data consumer authentication: Data providers could authenticate data consumer by

retrieving and verifying the identity tokens stored on the public ledger.
4.4 TECHNOLOGICAL FOUNDATIONS AND RATIONALE

The development of the Blockchain Security Model (BSM) in this study required the careful
selection of technologies that could address the challenges of privacy, performance, and regulatory
compliance in decentralised personal data sharing. Recent advances also highlight how fraud
proofs strengthen trust minimisation by enabling light clients to securely validate blockchain state
transitions even under potentially dishonest majorities, reinforcing the rationale for incorporating
verifiable and scalable execution into the BSM architecture (Al-Bassam, et al., 2018). This section

outlined and justified the core components integrated into the model.
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4.4.1  Blockchain platform: Hyperledger Fabric

Hyperledger Fabric was selected as the blockchain platform due to its support for permissioned
networks, modular architecture, and endorsement policies. Unlike public blockchains such as
Ethereum, Hyperledger enables fine-grained access control, identity management, and reduced
transaction latency; features that are essential for sensitive domains like healthcare and finance
(Guggenberger et al., 2022). Its endorsement mechanism supports compliance with accountability

and auditability requirements under frameworks such as GDPR.
4.4.2  Smart contracts for automated governance

Smart contracts were integrated to automate access control, consent enforcement, and audit
logging. They eliminated reliance on central authorities by allowing data owners to define who
can access what data and under what conditions. This automation improved transparency and
reduces the risk of unauthorised access while maintaining an immutable record of data interactions
(Xu etal., 2019).

443  Attribute-Based Encryption (ABE) for fine-grained access control

ABE was chosen to enable encryption of data according to user attributes, allowing access only to
users who satisfy specific policies. Compared to traditional role-based access control, ABE
provides greater flexibility and scalability, especially in dynamic, multi-stakeholder environments.
Ciphertext-Policy ABE (CP-ABE) allows data owners to retain control over access conditions,

aligning with the study’s goal of user-centric privacy (Lavin et al., 2024).
4.4.4  Zero-Knowledge Proofs (ZKPs) for privacy-preserving verification

ZKPs, particularly zk-SNARKS, were integrated to enable users to prove the validity of access
claims without exposing their credentials or personal information. This was critical in maintaining
confidentiality while ensuring verifiability, addressing the transparency-privacy trade-off that
plagues most blockchain applications (Lavin et al., 2024). ZKPs also supported GDPR compliance
by reducing on-chain data exposure. Despite their strong privacy guarantees, ZKPs vary
significantly in efficiency across protocols, and several implementations suffer from non-trivial

verification and proof-generation overheads (Gupta, 2025).
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445 InterPlanetary File System (IPFS) for off-chain storage

Given the performance and scalability limitations of storing data directly on-chain, IPFS was
adopted to manage encrypted data off-chain while storing only its cryptographic hash on-chain.
This reduced blockchain storage overhead (bloat) by up to 75% and allowed for mutability when
required (Benet, 2014). IPFS also supported content-addressable storage, ensuring integrity and
traceability of the data.

4.4.6 Intel Software Guard Extensions (SGX) for confidential computation

Intel SGX enclaves were incorporated to protect sensitive computations and decryption processes
from insider threats and compromised operating systems. The ability to execute code in a trusted
execution environment aligned with the models’ need for verifiable, secure processing of personal

data, especially during access control evaluation and key reconstruction (Zheng et al., 2021).
4.4.7  General Data Protection Regulation (GDPR) as compliance baseline

The GDPR was adopted as the baseline regulatory framework for the model due to its global
influence on data privacy standards. The model was designed to uphold key GDPR principles,
such as purpose limitation, data minimisation, and the right to erasure, by integrating privacy-
preserving cryptography, dynamic consent management, and off-chain storage with selective
mutability (Gurses and Van Hoboken, 2021). Smart contracts further supported compliance by
enforcing explicit consent and logging all data access events. The difficulties of aligning
decentralised infrastructures with GDPR-mandated governance and oversight have been widely
documented, underscoring the need for architectures that mitigate these regulatory mismatches
(Gurses and VVan Hoboken, 2021).

448 Data processing and cleaning

Data preprocessing and cleaning are essential to ensure that both literature-derived evidence and
empirical datasets are reliable, accurate, and suitable for analysis. In this study, the pre-processing
stage covered three main sources of data: the systematic literature review (SLR) corpus,
blockchain performance logs from the benchmark experiments, and formal verification traces
produced by ProVerif. Careful preparation of these data-sets minimised bias, eliminated noise, and

improved the validity of subsequent analyses (Page et al., 2021) outlined below.
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SLR corpus - The initial SLR dataset was drawn from multiple digital libraries including
IEEE Xplore, ACM Digital Library, SpringerLink, Scopus, and ScienceDirect. As a first
step, duplicate entries across databases were removed. Papers that focused solely on
cryptocurrency use cases, or that were off topic in relation to personal data sharing, privacy,
or regulatory compliance, were excluded in line with the pre-defined inclusion and
exclusion criteria. Throughout the process, PRISMA 2020 reporting standards were
adhered to, with detailed counts of retained and excluded records documented at each stage
of the screening process (Page et al., 2021). This ensured transparency and reproducibility

of the review.

Benchmark logs - Raw logs generated during blockchain prototype evaluation required
systematic cleaning before statistical analysis. To prevent distortions caused by system
start-up, warm-up periods were removed from all runs. Time-related measurements were
then normalised to a common unit (milliseconds for latency, operations per second for
throughput) to allow comparability across experiments. Outliers arising from container
restarts or transient network delays were detected using the interquartile range (IQR)
method, with values beyond three times the IQR trimmed from the dataset (Runeson and
Host, 2009). This approach improved the reliability of calculated averages and percentile

measures while maintaining representative distributions of performance.

Verification traces - Formal verification using ProVerif produced symbolic traces
representing system behaviour under adversarial conditions. Preprocessing of these traces
involved filtering out unreachable states and redundant derivations. Counter examples
generated by the tool were systematically labelled to support reproducibility and
interpretation. Security properties of interest, such as secrecy of keys, authentication of
participants, and correspondence between access requests and authorisations, were
explicitly encoded as verification queries. This process ensured that the verification output
could be directly mapped into the research questions and evaluation framework (Blanchet,
2009). The Blockchain Security Model (BSM) is shown in Figure 4.2 below.
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Figure 4.2: Validated Blockchain Security Model (BSM) architecture (post-evaluation)

4.5 VALIDATING THE BSM

To ensure that the proposed BSM is both practical and robust, validation was conducted through
a combination of prototype evaluations, comparative benchmarking, and formal verification. This
aligned with the empirical objectives of the study and demonstrated the feasibility of deploying
BSM in real-world contexts such as healthcare and finance. Three research articles provide the

evidence base for this validation.

45.1 A Hybrid Framework for enhancing privacy in Blockchain-Based Personal Data

Sharing using Off-chain Storage and Zero-Knowledge Proofs.

e Publication platform: Published by the Journal of Information Systems and Informatics.
Indexed by DOAJ and it is accredited by the South African Department of Higher

Education and Training (see Appendix B for details).
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452

Purpose: To prototype and evaluate a blockchain data-sharing model that integrates ZKPs
with IPFS for privacy-preserving verification and efficient storage.

Objective addressed: Supports EOL: To build a GDPR-aligned model using ZKPs and
ABE.

Methods: Prototype implementation on Hyperledger Fabric with ZKP verification and
IPFS integration; benchmarked under healthcare data-sharing scenarios.

Results: Validation experiments showed that the hybrid framework improved privacy,
compliance, and storage efficiency. Compared to MedRec, ABEChain, and Zerocash, it
reduced on-chain storage by 74.8%, achieved 98.2% GDPR compliance, and maintained
full auditability. Throughput (=2,500 TPS) was lower than some optimised systems, but
privacy enforcement via zk-SNARKSs and fine-grained revocation mechanisms ensured
stronger regulatory alignment. Workflow testing confirmed full-cycle integrity across
registration, zero-knowledge validation, and CID-based retrieval.

Discussion: The results confirmed that the model addressed a major gap in blockchain
consent systems: reconciling privacy with auditability. Unlike throughput-driven
frameworks, the design emphasised compliance and user control, making it suitable for
healthcare, finance, and identity systems. Key trade-offs were observed—privacy proofs
added latency, IPFS retrieval introduced delays, and smart contract orchestration increased
system complexity. Nonetheless, audit success rates and GDPR alignment outweighed
these limitations. Planned enhancements (e.g., transparent SNARKS, decentralised
pinning) will reduce risks tied to trusted setups and centralisation.

Thesis contribution: This study validated the BSM by demonstrating that hybrid
blockchain—off-chain architectures can achieve privacy, auditability, and compliance
simultaneously. The model offered erasure-verifiable design patterns, integrates ZKPs with
access control, and provides a practical reference for regulation-ready deployments. By
balancing performance with privacy and compliance, it established a benchmark

framework for future blockchain-based consent and data-sharing systems.

Comparative Security and Performance Evaluation of IPFS and Filecoin for Off-
Chain Blockchain Storage.

Publication platform: Published in the Indonesia Journal of Computer Science (IJCS),
2025. Indexed by DOAJ and it is accredited by the South African Department of Higher

Education and Training (see Appendix B for details).
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Purpose: To benchmark IPFS and Filecoin as off-chain storage systems for blockchain-
based personal data sharing.

Objective addressed: Supports EO2: To benchmark IPFS and Filecoin in terms of latency,
scalability, and compliance.

Methods: Controlled experiments comparing IPFS and Filecoin nodes for latency,
throughput, storage redundancy, and compliance.

Results: Across 35 sources and benchmarks, IPFS delivered faster reads (mean ~210 ms,
0~18 ms) than Filecoin (=580 ms, 6~63 ms). Filecoin, however, achieved stronger
durability via PoRep/PoSt and >99.9% audited availability. Under churn, IPFS needed
pinning/replication to avoid garbage-collection loss; Filecoin traded speed for verifiable
custody. Integration was lighter with IPFS (brod SDKs, edge/loT-friendly); Filecoin
demanded higher compute/storage but offered FVM programmability. Incentives diverged:
IPFS none by default; Filecoin FIL-based rewards with gas/market complexity. Use-case
fit split: IPFS for low-latency delivery (mHealth, 10T); Filecoin for compliance-heavy
archives and identity records.

Discussion: Findings validated a core BSM claim: off-chain storage must balance speed
versus verifiability. IPFS suits real-time access but needs governance (pinning SLAS) to
ensure persistence. Filecoin supplied cryptographic proofs and economic stickiness, at the
cost of latency and operational overhead. For regulated domains, assurance often
outweighs speed; for interactive apps, the reverse holds. A hybrid pattern, IPFS for hot
data, Filecoin for cold/audit data, best aligned with BSM’s privacy, auditability, and
resilience goals.

Thesis contribution: This validation (i) confirmed the BSM’s storage layer choice as
policy-driven (latency vs proof) rather than single-stack. (ii) provided an actionable
selection rule: IPFS for faster retrieval; Filecoin for long-term, auditable retention;
combine for mixed workloads. (iii) supplied guantitative bounds (latency, availability,
overheads) that anchor the BSM’s design decisions and justified the recommended hybrid
IPFS « Filecoin pipeline for GDPR-aligned, privacy-preserving data sharing.

This section evaluated the research hypotheses formulated in Chapter 1 and reported explicit

acceptance decisions based on consolidated evidence from artifact design outcomes, simulation-

based performance benchmarking, comparative platform testing, and formal symbolic verification.

The purpose of this evaluation was to establish predictive and explanatory closure between the
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stated hypotheses and the observed results, consistent with Design Science Research evaluation

principles.

Each hypothesis was assessed using the most appropriate form of evidence. Hypotheses relating
to architectural capability and control enforcement were evaluated through artifact construction
and functional validation. Performance-oriented hypotheses were evaluated through controlled
simulation and benchmarking experiments. Security-property hypotheses were evaluated through
ProVerif-based formal verification under the Dolev-Yao adversary model. Conceptual and
adoption-oriented hypotheses were evaluated through systematic literature synthesis and
framework analysis. Where statistical comparison was applicable, decisions were based on
repeated-run measurements and comparative performance outcomes. Where formal verification
was used, decisions were based on proven secrecy and authentication properties rather than

statistical inference.

The evaluation results demonstrated that the hypotheses were supported within the defined design
and threat-model scope. Where performance or scalability constraints were observed, these were
explicitly recorded and interpreted as operational boundary conditions rather than model failure.
This ensured that hypothesis decisions remained evidence-based and appropriately qualified. The
detailed hypothesis evaluation outcomes and acceptance decisions are presented in Table 4.1,
which mapped each hypothesis to its evaluation basis, evidence type, and final decision status.

Table 4.1: Hypothesis evaluation and decision summary
Hypothesis Evaluation Basis Evaluation Type Key Evidence Decision

Fine-grained privacy
and consent
enforcement achieved  Artifact design +

Chapter 3: Section 3.3 (System
architecture of the BSM);

H1 through ABE, ZKP, functional validation. Chapter 4. .SECt.'OnS 4.2-45 Accepted.
(Model validation and
IPFS and smart- .
evaluation).
contract controls.
Chapterl : Section 1.9
Unified blockchain (Consolidated literature
security model Architecture mapping  synthesis) ; Chapter 3: Section
H2 strengthened + compliance 3.3.6 (GDPR compliance and Accepted
compliance alignment  analysis auditability) ; Chapter 4 :
and auditability. Section 4.5 (Validating the
BSM).
Adaptive and Chapter 3: Section 3.5
modular architecture  Design evaluation + (Conceptual / Framework and
H3 . - . . . . . Accepted.
improved resilience scenario analysis. Integration Results), including
and transparency. Sections 3.5.1 and 3.5.2
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H4

H5

H6

H7

H8

Policy-aligned
cryptographic
governance reduces
adoption barriers.

Post-quantum and
advanced
cryptographic
mechanisms
strengthen future
security resilience.

Combined ZKP and
attribute-based
controls preserve
privacy while
enabling authorised
access.

Off-chain storage
(IPFS/Filecoin)
improves efficiency
and traceability.

Confidentiality and
authentication
properties held under
adversary analysis.

Literature synthesis +
governance mapping.

Comparative
cryptographic
analysis.

Artifact testing +
access-control
validation.

Simulation
benchmarking.

ProVerif formal
verification.

Chapter 3: Section 3.2.4
(Adoption of New Technologies
in Africa...)

Chapter 3: Section 3.2.3 (Post-
guantum cryptographic
techniques...)

Chapter 3: Section 3.2.2
(Hybrid framework using off-
chain storage and ZKPs);
Chapter 4: Section 4.5.1
(Hybrid Framework validation)

Chapter 3: Section 3.4.1 (IPFS
vs Filecoin evaluation); Section
3.4.2 (Hybrid framework
simulation results); Chapter 4:
Section 4.5.2 (Validation of
IPFS/Filecoin results)

Chapter 4: Section 4.5.3
(Formal verification using
Dolev-Yao model and ProVerif)

Accepted.

Accepted.

Accepted.

Accepted
(trade-offs
under high
load
noted).

Accepted.

The hypothesis evaluation confirmed that the proposed Blockchain Security Model satisfied its
stated security, privacy, performance, and compliance claims within the defined experimental and
formal verification scope. No hypothesis was rejected. Observed performance trade-offs were
reported transparently and treated as deployment constraints rather than contradictions of the

model claims. This explicit hypothesis resolution strengthened the internal validity and

methodological completeness of the study.

453

automated verification tools.

Formal verification of the BSM using the Dolev-Yao model and ProVerif

Publication platform: Submitted to the International Journal of Advanced Computer
Science and Applications (IJACSA), Published, 2025. Indexed by WoS and it is accredited
by the South African Department of Higher Education and Training (see Appendix B for
details).

Purpose: To formally verify the BSM’s security properties using symbolic modelling and
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Objective addressed: EO3: To validate the developed model using the Dolev-Yao
adversary model and ProVerif.

Methods: The BSM was modelled in ProVerif using the Dolev-Yao adversary abstraction.
Queries were defined for secrecy, authentication, and correspondence.

Results: Formal security verification using ProVerif under the Dolev-Yao model
confirmed that all target properties held: data secrecy (Q1), key secrecy supported by SGX
isolation (Q2), mutual authentication (Q3), tamper-resistant chaincode operations (Q4),
policy-driven authorization (Q5), and end-to-end auditability (Q6). No attacks or
counterexamples were produced by the verifier. The module performance in the dockerised
testbed showed consistent results. The CCaaS grantAccess() function achieved a latency
of 68.2 ms at 14.6 operations per second, while getCID() returned 51.7 ms at 18.3
operations per second. The Flask—Fabric—IPFS pipeline for submitData() averaged 112.4
ms with 9.1 operations per second. Simulated SGX execution of decryptPayload()
produced a latency of 45.3 ms at 22.7 operations per second. The optional ZoKrates-based
ZKP verification incurred the highest cost, with 122.5 ms latency and 4.8 operations per
second. Deployment observations further validated feasibility. The Compose-based stack-
including CCaaS peers, IPFS nodes, Flask APIs, and the SGX service, operated reliably,
with services remaining independent. This separation enabled hot-swapping and targeted
scaling, reinforcing modularity and resilience in real-world deployments.

To improve transparency of the formal validation workflow, Figure 4.3 summarises the
ProVerif verification process applied in this study, from protocol abstraction and threat-
model definition through query specification and interpretation of secrecy and
authentication results. This visualisation clarifies how the symbolic model relates to the
implemented BSM architecture and how verification outcomes were used to support
hypothesis and objective closure.
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Figure 4.3: ProVerif-based formal verification workflow for the BSM (Dolev—Yao adversary

model)

e Discussion: The BSM achieved formal guarantees for confidentiality, integrity,
authorisation, and auditability, extending beyond prior models that verify only parts. SGX
added minor predictable overhead, while ZKPs cause the main latency trade-off but can be
toggled for audits. IPFS supported scalable, verifiable storage with slower retrieval than
in-peer reads. Overall, the system sustained low-hundred-millisecond operations with
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modular privacy options, making it practical for regulated sectors where proofs and audit
logs are as vital as speed.

e Thesis contribution: (i) Provable security for a multi-layer stack: End-to-end ProVerif
validation (Q1-Q6) across CCaaS, SGX, IPFS, and APIs. (ii) Performance-aware privacy
modularity: Measured latencies show SGX/CCaaS are near real-time; ZKPs can be
activated per policy without redesign. Deployable blueprint: A minimal, containerised
reference architecture and governance pattern (role/attribute policies, auditable events) that
is portable to healthcare, e-government, and cross-border research. Path forward: Hooks
for post-quantum primitives, compositional verification (e.g., Tamarin), and inter-chain

interoperability to extend the BSM’s assurance envelope.
4.6 THEORETICAL, METHODOLOGICAL AND PRACTICAL CONTRIBUTIONS

This study sought to address the gaps identified in Chapter 1 by generating contributions at three
interrelated levels: theoretical, methodological, and practical. The theoretical contributions
extended existing knowledge on blockchain-based personal data sharing, highlighting ethical,
regulatory, and technological perspectives. The methodological contributions advanced research
practice through the design, simulation, and validation of a novel Blockchain Security Model
(BSM), as well as the integration of systematic literature review protocols and formal verification
techniques. The practical contributions provided applied insights through prototype development,
benchmarking of storage frameworks, and policy-oriented recommendations for adoption in
African and global contexts.

These contributions, consolidated from the seven research outputs and the doctoral research

process, are summarised in Table 4.2 below.

Table 4.2: Domain, theoretical and institutional contribution

Domain Theoretical area Knowledge /Institutional contribution

Contributed by foregrounding the importance of privacy, transparency,
and accountability in personal data sharing. Argued that blockchain
models must embed GDPR principles (purpose limitation, right to
erasure, auditability) not as add-ons but as core design features.
Extended ethical debates to African contexts, where weak data
protection laws intensify risks.

Synthesised existing models and identified gaps in consent revocation,
Identity managementin  interoperability, and compliance. Provided the first Africa-focused SLR
blockchain on blockchain-based identity management, establishing a foundation
for self-sovereign identity research.

Extended theoretical debate by showing how current blockchain
cryptography (RSA, ECC) is vulnerable to quantum attacks. Positioned
PQC as a necessary direction for sustainable blockchain adoption.

Blockchain ethics,
Theoretical privacy, and
compliance

Post-quantum
cryptography
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Methodological

Practical

Al-Blockchain
integration

Adoption of new
technologies in
Africa

Published research
outputs

Blockchain Security
Model (BSM)
design

Validation
methodologies

Systematic Literature
Review (SLR)
methodology

Prototype development

Comparative
benchmarking

Formal verification
tools

Policy and governance

relevance

Advanced theory by linking adaptive Al techniques (federated learning,
reinforcement learning, and anomaly detection) with blockchain for
ethical, resilient governance. Frames Al not only as a technical
enhancer but also as an ethical risk requiring transparency and
auditability.

Contributed region-specific knowledge by analysing adoption barriers
and enablers (infrastructure gaps, regulatory weaknesses, trust issues).
Showed the socio-technical nature of secure data sharing in Africa,
where cultural and institutional factors are as critical as algorithms.
The study produced 18 peer-reviewed outputs (eight journal articles and
three conference papers). These publications validate the originality of
the research, enhanced its visibility, and serve as contributions to both
global and African academic communities. The thesis will be submitted
to the NWU library, ensuring access for future researchers and
practitioners.

Contributed a novel modular model that integrated Hyperledger Fabric,
Chaincode-as-a-Service (CCAAS), Attribute-Based Encryption (ABE),
Zero-Knowledge Proofs (ZKPs), Intel SGX enclaves, and IPFS /
Filecoin off-chain storage. Demonstrated that modular integration
performed better than isolated techniques.

Introduced a dual validation approach: (i) empirical benchmarking
(simulation of latency, throughput, storage overhead, audit
completeness, ZKP costs), and (ii) formal symbolic verification using
ProVerif and the Dolev-Yao model. This methodological combination
is unique, ensuring both practical and theoretical guarantees.

Applied Kitchenham’s (2007) and PRISMA (2020) frameworks
rigorously, adapting them to blockchain contexts. Contributed a
replicable coding frameworks across five dimensions: security and
privacy, scalability, interoperability, compliance, and identity/user
control.

Contributed a functional prototype of the BSM implemented on
Hyperledger Fabric, with APIs tested through Postman under a
healthcare data-sharing scenario. Demonstrated role-based access
control, consent revocation, and audit trails in action.

Provided practical insights into InterPlanetary File system (IPFS) vs
Filecoin trade-offs, showing IPFS as better suited for low-latency
applications and Filecoin for long-term archival. These findings guide
practitioners in selecting storage systems for real-world deployments.
Contributed a verified model wusing ProVerif, confirming
confidentiality, authentication, and correspondence properties under
adversarial conditions. This practical validation assures stakeholders
that the system is secure-by-design.

Offered recommendations for African regulators and institutions,
showing how GDPR-aligned blockchain solutions can be adapted to
contexts with weaker enforcement. Provided pathways for
governments, hospitals, and financial institutions to adopt the model
responsibly.

This study revisited the research objectives outlined in Chapter 1 to assess the extent to which they

have been achieved. The design, implementation, and evaluation of the Blockchain Security Model

demonstrate that all primary, theoretical, and empirical objectives were met. The results further

supported the acceptance of the proposed hypotheses, as the model satisfied confidentiality,

integrity, authentication, authorisation, and auditability requirements under formal and simulated
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evaluation conditions. Where limitations were identified, these relate primarily to deployment
context and regulatory scope rather than the validity of the model itself.

4.7 CHAPTER SUMMARY

This chapter validated the BSM by drawing empirical benchmarks, prototype demonstrations, and
formal verification. The study confirmed that individual techniques such as Zero-Knowledge
Proofs, IPFS/Filecoin storage, and Intel SGX enclaves addressed specific challenges of privacy,
storage efficiency, and secure computation, but remain limited when applied in isolation. By
integrating these components within a modular blockchain framework, the BSM achieved stronger

guarantees of transparency, accountability, and compliance with GDPR.

The validation further demonstrated that the BSM can support secure data sharing in regulated
domains, with IPFS providing low-latency retrieval, Filecoin enabling long-term archival, and
ZKPs ensuring privacy-preserving verifiability. Formal verification results added assurance that
the model upholds confidentiality and authentication under adversarial conditions. Together, these
findings confirmed that the proposed BSM outperformed existing siloed approaches and offered a

practical pathway for adoption in healthcare, finance, and other sensitive sectors.
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CHAPTER 5
CONCLUSION AND FUTURE STUDIES
5.1 CONCLUSION

The primary objective of this doctoral research was to propose, design, and validate a Blockchain
Security Model (BSM) for secure personal data sharing that complied with the transparency,
accountability, and privacy requirements of the General Data Protection Regulation (GDPR). This
objective was pursued through an article-based PhD structure, with eleven peer-reviewed outputs
forming the foundation of the study, namely eight journal articles and three conference papers.
Together, these publications addressed the theoretical, methodological, and practical objectives
outlined in Chapter 1.

The study consolidated evidence from systematic literature reviews, comparative benchmarking,
prototype experiments, and formal verification to demonstrate that blockchain-based data sharing
can be both secure and regulation-compliant when modular technologies are integrated. Key
contributions included: (i) a systematic review of blockchain-based identity management in Africa,
(ii) the design and testing of privacy-preserving mechanisms using Zero-Knowledge Proofs and
off-chain storage, (iii) a comparative evaluation of IPFS and Filecoin as distributed storage
systems, (iv) a forward-looking framework for Al-blockchain integration, (v) the introduction of
post-quantum cryptographic techniques for future-proofing blockchain systems, and (vi) a unique
validation of the BSM using the Dolev-Yao model and ProVerif.

Chapter 1 established the research problem, context, and objectives. Chapter 2 presented the
philosophical foundations, research paradigm, and Design Science Research (DSR) methodology
adopted in this study. Chapter 3 provided the results from literature findings, conceptual
frameworks, simulation experiments, and empirical benchmarks. Chapter 4 demonstrated the
validation of the BSM, presenting the integrated prototype, empirical testing, formal verification,
and theoretical, methodological, and practical contributions. Finally, Chapter 5 concluded by
reflecting on how the research objectives were met, the significance of the contributions, and

recommendations for future research.
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5.2 FUTURE STUDIES

While this study made a substantive contribution to secure and privacy-preserving personal data
sharing, future work should prioritise (i) deployment-level validation of the BSM in at least one
real institutional environment to evaluate governance feasibility, operational cost, and compliance
workflow integration; (ii) performance optimisation under high-concurrency workloads, including
stress testing of endorsement policies, CCaaS orchestration overheads, and off-chain retrieval
latency; (iii) expanded formal verification coverage to include additional protocol assumptions
such as compromised endpoints, insider key exposure scenarios, and richer authentication
properties beyond the baseline Dolev—Yao abstraction; and (iv) regulatory interoperability
evaluation by mapping the GDPR baseline controls to jurisdiction-specific enforcement
requirements (e.g., POPIA) and evaluating how consent withdrawal and deletion guarantees
operate under different legal interpretations. In addition, future research should evaluate alternative
privacy-preserving proof systems (e.g., newer ZKP schemes without trusted setup) and post-
guantum migration pathways, focusing on practical integration trade-offs rather than purely

theoretical security claims.

From a performance and scalability perspective, future work should prioritise optimisation under
high-concurrency workloads. This includes stress testing endorsement policies, Chaincode-as-a-
Service (CCaaS) orchestration overheads, hybrid on-chain/off-chain coordination latency, and
encrypted storage retrieval performance. Large-scale comparative experiments across distributed
storage frameworks, including multi-node IPFS clusters and Filecoin-style incentive networks,
would provide deeper evidence on availability, replication trade-offs, and compliance-aware

storage strategies.

Formal security validation can also be extended. Future research should broaden symbolic
verification coverage beyond the baseline Dolev—Yao abstraction to include additional protocol
assumptions and threat scenarios, such as compromised client endpoints, insider key exposure,
partial trust failures, and richer multi-party authentication properties. Complementary verification
using alternative formal methods and model-checking approaches would further strengthen

assurance claims.

Cryptographic evolution presents another critical direction. Future work should evaluate practical
integration of post-quantum cryptographic mechanisms within the BSM, moving beyond
theoretical suitability to implementation-level benchmarking of computational overhead, key
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management complexity, and interoperability impact. In parallel, alternative privacy-preserving
proof systems, including newer zero-knowledge proof constructions that avoid trusted setup,

should be assessed with respect to deployability and performance-security trade-offs.

An additional promising direction is the integration of adaptive artificial intelligence mechanisms
into the BSM, particularly for anomaly detection, dynamic consent management, and automated
compliance auditing. This would extend the adaptive security concepts explored in this research
into operational, self-adjusting governance modules capable of responding to changing risk

conditions.

Finally, policy-oriented and interdisciplinary research remains important for real-world adoption.
Future studies should map the BSM control framework to jurisdiction-specific regulations beyond
GDPR, including POPIA and other emerging data protection regimes, and evaluate cross-
regulatory interoperability. Interdisciplinary work combining law, ethics, governance, and
computer science would further strengthen the socio-technical grounding and adoption readiness
of blockchain-based personal data sharing frameworks.
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A Blockchain-based Identity Management Solution
for Secure Personal Data Sharing in Africa: A
Systematic Literature Review

Godwin Mandimyenya
North-West Uhniversigy
School gf Computer Science and Fyformation Systams
Faal Campus
Vanderbijlpark, South Afica
3004051 3 @mnTyioa.ac.za

Absrace— Afniea’s c]:i,gi‘la] transformation has amplified
systenuc  vulnerabibities m persomal data governance,
parhm:larly&mtnrehmemcmhahmdlﬂumt}rsyslﬂmdl-
equpped to evolve cyber threats. For instance, the 2016
Cambridge Analytica scandal exposed not only global data
Eenya to audit thewr electoral data practices, revealing simmlar
nisks. Centralized databases are frequently the backbone of
convenfional identity management systems, which
unfortunately leaves them vulnerzble to secunty viclabons
arﬂmantadmﬂ:}frﬁnltngmaﬂaﬂbetstakmgadﬁnhgeuf
these vulnerabiliies and causing securty incidents like
identity theft or the exposwre of confidential mformation
Self-Sovereizn Idenbity (55I) empowers mdnaduals to take
control of their personal identity and understand how their
data is utilized. In this context, blockehain technolegy plays
a pivotal role by supportimg decentralized systems for identity
management and access comtrel This lieratore rewview
explores five key dimensions of blockcham-based identity
and access control management, incleding security / privacy,
scalability, interoperability, regulatory compliance, and user
control through a systematic analysis of 62 Afnican case
studies and a framework synthesized from that review. The
study identifies critical gaps in scalability (40% of stadies)
and regulatory aliznment (50%), offering actionable msights
for decentralized identity frameworks In  emerging
economies. Prior reviews lack Africa-specific insights; this
SLE addresses this gap by synthesizing 62 African case
studies, offering the first comprehensive analysis of
blockchain-based IDMS implementations in the region.

Keywords — Blackchain technology, Identity Management,
Personal Data Sharing, Decentralized Systems, Security

I. INTRODUCTION

In teday's digital age, mdividuals frequently share and
leave behind large volomes of personal mformation on the
mtemet. Third party compames such as X, Facebocok,
DhropBox, Google Diive store people’s personal data and help
with data analviies. As a result, most of the individuals today
have some form of digital identities. Dhgital identity refers to
an individuzl’s persenal identity in the cyberspace that
distinguishes a person from another individual [1]. An

DOE 105281 zencdo 5742071

iz Malel
Nowth-Wast University
Schoo! of Compurer Science and Iyformation Systems
Faal Campus
Vanderbijlpark, South Africa
sl maleleFown ac za

individual's idenfity is the generzl name given to the profils
information m the user’s account such as username, email
address, date of birth, etc. People’s digital identiies are
typically kept in centralized databases. Tlus exposes
individuals to mamy centralization risks such as Single Pomt
Of Fathwe (SPOF), and grving data control to third parhies
s0, ildenfity owners’ need to repeat registering and
authenticating their identifies from one online platform to
another which leads to the fragmentation of thewr dimtal
identity information. Individuals” view and control over how
their personal data 1s processed has decreased tremendously.
In 2016, m what became known as Cambridge Analytica
scandal, Facebook suspended Stoateme Compmmicaton
Laboratories (SCL) for viclatmz its policies around data
collecion and retention to influence the USA 2016
concerming how users’ personal data 1s processed by thord
party companies.
As a result of the 2016 personal data processing scandal,
the Ewopean Umion introduced a mew Data Protection
Begulation (GDPE). The GDPE covers a vanety of
processing possibilities for persomal data. It mmposes a
mumber of crucial legal raquirements that data processors and
controllers mest meet in order to safeguard data subjects.
to specific rules. Thess rules imvelve obtaining clear consent
from the person, treating their data with fairness, legality, and
transparency, and offering mechamisms for data comrection
and erasure. With GDPE principles, data subjects should
have access to all the information they require, such as when
a data holder accessed their personal data, where it came
from, which processors recerved it, and more. A primary
impediment to data privacy 1s the non-existence of
frameworks that ensure responsible and cpen distributed IT
services, as well as safe data sharmg methods that maintain
1easoms:

1. Infrastructwral Constramts: Africa’s  umeven
technological infrastmchoe {2z, B3.4% node uptime w=

99.9% globally) amplifies scalzbility and interoperability
challenges for blockcham systems.

a0
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. Mandinyvenya, and Viesmuz Malele,

“A Blockchain-based Identity Management Solution for Secure Personal Data Shanng m Afinca:

A Systepatic Literature Review”,

Latin-Amenican Jounal of Computing (LATC), vel. 12, no. 2, 2025,

2. Fegulatory Fragmentation: Drvergent mational lawes
(e.g., Kenya's Data Protection Act vs. ECOWAS gmdehnes)
complicate cross-border 1dentity frameworks.

3. Socio-Economde Bamers: High rates of unbanked
populations (45%), low digital lLterzcy (30.6% sl
comprehension), and rehance on informal economes (85%
workforce) demand mclusive identity soluhons. Afnca’s
mobile-first adeption (73% mohile penetrafion) and
leapfrogmng potenial make 1t a shrategic context for studving
decentralized identity systems In resowce-constrained
environments.

This review categonzes findings mto five dimensions:
secunty/prvacy, scalability, interoperability, regulatory
comphance, and user control, to systematically address how
blockcham architertires balanee techmeal feasibility, lagal
requirements, and user empowerment in Afiica

The zbzsnce of accountable, transparent frameworks for
distibuted IT services and secwre data exchange poses
sigmficant bamiers to ensunng data prvacy, partieularly
when third-party intermedianes exacerbate vulnerabilites i
frust, transparency, and accountzbility. While exstmg
systematic reviews, such as [12] on enterprise self-soversmign
dentity  (55I) requements, [35] on mterdiscrphmary
decentrabized 1dentity frameworks, and [20] on secure
identity management, focus on de'relaped eConomiss or
theoretical models, Afnca’s umque landscape ram.ains
(e.g. 51 6% of analzed studles report  commectrvity
challenges), regulatory fiagmentation (&g, tensions between
Eenya's Data Protection Act and ECOWAS zundelines), and
socio-techmeal bamers hike digrtal literacy gaps and finaneial
exclosion {e.g., 55% of African women remam unbanked),
the repion demands taloved solubons for decentrahzed
identity management systems (IDMS). This systemafic
biferature review (SLE) addresses ecnmtical gaps by
synthesimng 62 Afiican case studies, offenng the first
comprehensive analysis of Blockchain-based IDMS
mlmlahmmﬂnregtmltmt&mabmemgmg
ressarch to resolve knowledze fragmentation, proposing a
framework that balances Blockehain's secunity benefits wath
scalability and regulatory comphance m low-resource
contexts. By foreprounding Africa-specific challenges, where
mirashuchoral bmitations, evelbing data laws, and socio-
economic Inequties umquely shape adopton, this study
advances novel mmsights mto demgnmg inclusive, compliant
decentrabized 1dentity systems absent m pror global or
theoretical reviews.

In the financial sector, blockchain has shown that
fransactions may be fransparent, safe, and auditzble when a
public ledzer and a decentralized peer network are usad [29].
Supporting, wpholding, and facihtating a blockchain 15 the
responsibility of the participating peers. These plavers mught
be many orgamizations that supply computer resowrces to
support a corporate  blockchain applicaion through a
pemussioned consortim  network, or they could be

anomymous  indriduals  workmg  together b gve
computational capacity to support a pubhe petwork [30]
Every participant locally keeps an identical copy of this ledger
in their own setting and consents to any changes made to 1=
curent status. As a result, trust may be dispersed across the
network without the need for a central muddleman [1].

II. BLOCECHAIN TECHNOLOGY IN IDENTITY MANAGEMENT

A Relared Work

Prior reviews have laid foundational m=ights info
blockeham-based 1dentity management. Thev svstematically
analyzed  enteprize  self-soversign  identity (‘SSI}
requrements but overlocked implementations In emerging
econormes [12]. Thew provided an mterdizeiphnay review of
decentralized identity frameworks but did not address region-
spectfic regulatory or mfrastuchural challenges [5]. On the
other hand they mapped secwre idemtity management
systems globally but lacked gramulanty om Afincan case
studies [20]. Motably, none of these reviews exanume the
mferplay between blockchain's imormtability and Afinea’s
evoling data protection laws (e.z., GDPR vs. Kenya's Data
Protection Act) or scalability constramts in low-rescurce
sethings. Thiz SLE addresses these zaps by synthesizing 62
Afiican studies, offenng a region-specific amalysmis of
technical architechures, regulatory fensions, and socio-

economic barmiers.

Under this sechon, we discuss IDM meludng models
used and Identty Management Svstems challenges. A
detatled description on blockchain types of blockchain and
thewr apphcations are discussed.

B. Idenriry Managemenr

Having a digital idenhity 15 essential for people to interact
with semace providers. It encompasses a set of identifiers and
credentials assoctated with enfiies within a specific context,
such a5 usernames, email addresses, preferences, and other
atmbutes [2]. Idemtity Management Swstems (IDMS)
generally refer to the combmation of policies and technologies
aimed zt guarantesing that solely authonzed mdividuzls are
authonzed to wse desiznated resowees. Thev also enable the
admimistration as well as the protection of digital profiles of
individual: while offering essenhal services such as
authentication [3].

1} The Liser: The subject, or owner of specific atmbutes
or credentials, can utilize vanous services offered by 1dentity
providers and service providers.

2} Service Provider: Plays a cmucial role wathin the
management systemy, enswing the delivery of serices fo
users who have been successfully authenticated.

3) Identity Provider: The provider of identity informaton
for users serves as a central component of the management
system, tasked with delmvering identity-related semvices to
users.
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C. Digital Identity Models

Below, we will discuss the maim IDMS and highlight ther
advantages and disadvantages. The synthesized block-chaimed
based 1dentity model solation will be explored in section IV.

1) Independent Identity Model

Also referred to as as wsolated Identity Management
(IDN), this model does not provide users with a centrahzed
wdentity. Instead, nusers hold separate accounts for each service
provider they mteract with. Ezch service provider meorporates
its own idenfity provider, as ilustrated m Fig 1, which
generates a umque identifier for every user, such as a
usemname and password [5] While this approach 1s
straaghtforward, 1t demands sigmficant storage capacity for
each semice provider. Additonally, users mmst register
separately for each senvice, offen rensing the same password
across platfornes. This practice ralses security concems, as a
breach at one provider could lead to account compromuses at
others. Furthermore, users face the challenge of manzging
nmltple fragmented accounts across different service
providers [21].
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Fig. 1. Independent Identity Model (Soree: Author)
2} Cemralized Identity Modsl

In this model, a single, trusted identity provider handles
bnﬂ'lldenhf}mgandmn:henhcaunguser This allows amy
service within the same trusted domoain fo access venfied user
wdentities. A central authonty oversees the vahdation of user
credentials. To access a service, the uwser first identifies
thenwelves to the identity provider. The prowider then
authenticates the wuser's identity. Upon successful
identifier 1= transmitted towards the service provider, which
then verifies its authenticity by checking with the identity
provider. H‘ﬁ.etokﬂnhwhd.ﬂmwgamsamﬁsmﬂm
requested semvice for a specified fime, 25 defined wathin the
token Fig. 2 wvisually depicts this centralived identrty
management process [24].
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Fig .2. Centralized Model (Source: Author)
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3} Federated Identity Model

This model, often seen in soctal media logins hike Google
or Facebook, imvolves mmltiple service providers within a
trusted federation sharmg user idenfity information. This
allows users to register once and seamlessly access services
within the federation using the same credentials. This
elimimates the need for mmultiple passwords across different
platforms [23], [23].
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Fig. 3. Federated Identity Model (Source: Author)

The body of published work pinpoints numerous digital
ledger technology-diiven identification oversight systems, a
large number of which center on individual-controlled
identification (JCT), wherein account kolders retain complete
authonity regarding their identification information In 551
frameworks, blockcham technology serves as a decentralized
trust laver, enabling indraduals to authenticate themselves
without relying on centralised authonnies [42]. Hyperledger
Indy and uPort are popular blockehain platforms that support
551 by providing mechamisms for decentralized identifiers
(DID=} and verifiable credentials [6], [35]. Crher systems
such as Sonmn and Blockstack leverage blockchain to create
decenfralized identity ecosystems, ensuring user’s autononty
and data prvacy. These plaﬂ'mms emphasize the elimination
of intermediaries m identity venfication processes, curtalling
the exposures involing unauthonsed data access and idenfity
theft [20].

At its core, a blockchain 15 2 peer-to-peer ledger
mamtammed by network nodes; each new block
eryptographically links to its predecessor, making tampering
infeasible. Blockchain technology is bwult upon three core
components: blocks, chams, and transactons. Blocks store
data across anetwork. These segments are connected together
sequenfially, creating a sequence. Transachions mvolve
reading or writing data within these blocks. Every segment
holds a secure digital summary of the pnior segment,
guaranteemns informaston acowacy and  safetv.  The
decenfralized structure allows for secure and tamper-proof
data storage and retnieval. Within the domain of adouttance
regulation, the purpose of decentralized record-keeping
Immovatlon serves to mstitute lucid and unalterable records of
allowed nghts, consequently assunng trackability and
confomability. The bulk of the scruhmized acadenme
publications mveshigate Role-Based Admuttance Regulabon
(FBAC) and Atmmbute-Based Adouttance FRegulation
(ABAC) models implemented wpon  blockcham
infrastmetures to enable adaptzble rights admimstration [5].
Blockchain's tamper-proof nature guarantees that access logs
camnot be altered, which helps detect unauthonsed access and
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mmproves  secwrity  monitoring.  Fige 4. shows  the
charactenstics of blockcham technology [1E].

-

[y

Fiz. 4. Blockchain technology (Source: Author)
D. Characteristics of Blockchain Technology

¢ No cemmralization: In Afiican implementations hke
Eenya's blockchain-backed Hudumz Namba
system, decentralization mirrors commmmmal trust
models; instead of a single authority, consensus
among dismibuted nodes (eg., government
agencies, NGOs) vahdates identity clams, akn to
traditionzl wvillage councils cerbfying  land
ownership [35]. This approach not only prevents
monopolistic confrol but also alizns wath Afnea’s
istorical distrust of centrabzed post-colomal
Secure transactions: Blockchain data i1s append
only, meamng new records can be added but
existing ones cannot be altered. This transparency
allowrs all network participants to view the blocks
and their associated fransactions. Addibonally,
crvptographic techmiques enhance the network's

secuniy [16].
¢ Tramsparency: Due to the dismbuted nature of the
blockchain, any fransacton  updates  are

automatically  replicated across  the entire
blockchain. This guarantees that every member
possesses a uniform and up to the munute
understanding of the blockchain’s condition.

¢ Jmmutable: The encoded digital fingerpoint
employed within blockchain renders it exceptionally
challengmg for mpmlicious actors to alter
information. Any modification to the data would
result in a completely different hash making the
change eazily detectable [17].

E. Blockchain Varianes

The avalable scheolardy works categonze dismbuted
ledger technology info diverse classifications. Distnbuted
ledger platfims can be generzlly classified mto three
modalifies: open, permissioned, and federated. The selechon
of blockchain modality 15 confingent upon 1ts foundational
architecture. Crpen blockchains, exemplified by Bitcom and
Etherewm, are accessible to all entities. Participants possess

the autonomyy to join and exit the network without restnction.
Private blockehains, like BlockStack and Multi Chain are
controlled by a cenfral entity. Access is restncted to pre-
selected participants. Consortmm  blockchains, such as
Fipple and B3, are semm-pravate. They are permmssioned but
distrbuted among 2 select group of nodes and members.

TABLE I ANATYSIS OF BLOCECHATN VARIANTS

[Criora Publx Privae Crascordmm

Coreense Al ussrs Azl suthony  Group of spgeoved uiems
Access Anyoar By inwite omly By immvite only

| Low High Hig

Sermriy Lo Medivm Higa

[l dem tiry Hidden (amemmous Tresed Treied

Dz ererad zxead Full No Peerasd

F. Imvestigaring Literature on Disoibuted Ledger-Based
Case Smdies for Africa.

A review of Afncan-specific biferature reveals mmighi=
into how blockehaim is being applied or tested for identity and
access control:

1) Case Smudy: South Africa -
Financial IDM

Regulatory Pragmatizm in

In 2023, SARB"s Project Ehokha 2.0 achieved a 30%
reduction in 1dentity fraud by integrating blockehzin with
biometric smart cards for low meome populations, a hybnd
mode] talored to Afinca’s uneven banking access. Intermal
audits shared wath authors revealed that 78% of participants
in rural EwaZulu-MNatal reported faster loan approvals due to
tamper-proof credential sharing [6], [51], [31].

2) Sustability af Blockchain for South Africa

Immutable data: The unchangeable charactenste of
distnbuted ledger teclnology guarantees that idenfification
data camnot be modified or musrepresented, sizmificantly
reducing instances of fraud Banking mstfutions can venfy
customer identities with confidence, fostering trust across the
South African financial ecosystem [14].

Decentralization: By elimmating rehance on a central
authority, blockchain enhances system resihence and reduces
the nsk of cormuphon or unauthorized access.

Improved efficiency: Process such as Enow Your
Customer (EYC) comphance, which fradionally mvolve
lengthy manual venfications, can be steamlined through
blockehain’s automated systems [39].

Enhanced trust: The clear characterishe of dismbuted
ledzer technolozy cultvates confidence between mterested
parties, encompassing finanemal instituhions, goverming
bodies, and chents, through guarantesing responsibility.
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3} Limitations and Challenges

While blockchan technology shows promise, its
mplementation in South Afnea’s identity systems comes
with the following challenges.

High Costs: The mfrastmeture required for blockchain
mplementation, meluding hardware, soffware, and skalled
persomnel, demands sizmuficant finaneizl investment. These
costs could be prohbitve, partienlardy for smaller institutions
or government bodies wath himited budgets [39].

Technical Complexity: To set up blockchain systems in
the financial sector in South Afneca expertize 1= requred for
sefup, mantenance, and troubleshooting. A lack of techmcal
know-how can hmnder widespread adoption Traimng
persomnel and enswing compatibility with exasting systems
also pose sigmficant challenges [22], [33].

Regulatory and Legal Bamiers: Clear regulations
govermng the use of blockeham for 1dentity management are
still under development m South Afnca. This regulatory
uncertamty can slow adophion and mnovation [44], [47].

Sealability Iszues: Current blockcham platforms, such as
Etherewm, face limitzhons in processing large volomes of
transachons efficiently. For a country like South Afnica wath
a growing population and diverse banking needs, scalabihty
15 2 crifical concern [43].

4} Case Study: Eemya Blockchain for Post-Colomial Land
Governance

Eenyz stands out as a2 leading example of blockchain
application m e-government systems. The country has
actvely explored the use of blockchain for entical services,
meluding secure land registry and ID venfication [56]. These
mitatives are part of a broader stratezy to leverage
technology to improve governance and public service
delivery [7]. [32], [38].

3} Suitability af Bleckchain Techmolegy in Kenya

Data Transparency: The distibuted record-keepmmg
system of dismbuted ledger technology guarantees that all
exchanges are documenfed unchangeably, rendering it
practically infeasible to modify or tamper with data without
agreement. This feature 15 particularly crifical for Eenva's
land registy system, which has historically been plagued by
fraud and conmuption. By ensuning transparency, blockchain
can restore public trust in the system [3].

Reduction of Corruption: Blockchain's immutability also
acts as a deterrent to corrupt practices. The technology makes
it easler to trace and audif tansactons, thus holding
mdividuals and instrituhions accountable [9].

Improved Secwrity: For ID venfication, blockchain
provides a robust mechamism to store and vahidate personal
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data. Unlike traditionzl centrabized databases, distmbuted
ledger technology lessens the dangers of information secunty
incidents and wnpernitted entry [10], [37].

0} Case Study: Blockchain for Refugee Identity (East Africal.

A noteworthy Emplu'-mant of dismbuted ledger
imnovation within Afiica 1s its uwse in prowiding identity
venfication for refugess. The World Food Prngmmmf'i’."E'P]
implemented a blockchain-based sclution in East Afnican
refuges camps to streambime 1dentity management and ensure
access to aid This imtiative underscores the transformative
potential of blockcham in addressing some of the most
pressing bumamtanan challenges [11].

7} Swdtability: Enhancing Identity Management in Crizis
Situations

Refugees often face sipmificant bamers n accessing
essential services due to the lack of formal identification
documents. Tradiional 1dennity venficaton methods are not
only cumbersome but also prone to data breaches and
meffictencies. Dhstibuted ledger innovation, featwring ifs
spread-out and unchangeable record-keeping svstem,
presents a strong substitute [33].

The WEP's blockcham system simphfies identity
menagement by creating umgue digital idenfifies for
refugess. These dizitzl identibes are stored securely on a
blockchain, allowing refugees to venfy ther idenfifes
without relying on physical documents. This inmovation
ensures that aid distibution 15 both efficlent and equitable.
Additionally, the transparency of blockchain helps to
mmitmze fravd and ensures that rescurces reach the intended
beneficianes [12], [46].
&) Limitations: The Gevernance
Framesworks

Need for Robust

Diespite 1ts advantages, the mmplementation of blockchain
in 1dentity management 15 not without challenges. One of the
pnmary concens 15 the need for robust governance

frameworks to oversee the use of this technology. Without
proper oversight, blockehain systems can be susceptible to
mususe, such a5 unauthorized access or data mampulaton
[13].

Moreover, the success of blockchain-based identity
systemys depends on the availabality of reliable technological
infrastructure, which can be a sigmficant bamier in under-
resowrced areas. Enswing the melosivity of such systems
requires addressing 1ssues hke digital literacy, connectivaty,
and access to blockchain-enabled devices.

II. METHODS
We adapted Petersen et al.'s (2015) SLE. methodology,

stuchming the review into three phases: (1) planming
(defining Qs and search strategy), (2) conductng (study
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selection and data extrachion), and (3) anaby=is'reporing
(thematic synthesis and famework development).

EQ1l. What blockchain architechwes (mtercperabality,
user control) are used for identity management in Affcan
contexts?

RO2: How are secunty / privacy mechamsmes (e.z. ZEPS)
mplemented to  address Afiiea’s imfrastructwal  and
regulatory challenges?

RQ3: What kev challenpes (scalabibity, regulatory
comphiance) anse specifically m African implementations of
blockehain-based identity systems?

Systematie literature review
[SLR]

Fig 3. The Systematic Literature Raview (Source: Author)
A Search Strategy

¢  Databases: IEEE Xplore, ACM DL, SpringerLink,
Secopus
¢ Search shing:
{“blockeham™ OF. “DILT})
AND {(“identity management” OF. “access control™)
AND (“Afinea” OR “Sub-S5zharan” OR counfry
names)
AND (“implementation” OR “case smdy™ OF
“evaluation™)
AND (‘mplementation” OR “case study” OR
“evaluation”)
The search sting explicrtly targeted African counfries to
ensure geographic relevance, reflecting the foeus of the study
on region-specific challenges.
B. Smudy Selection:
Initial results: 200 papers (after deduplication)
Title / abstract screemng — 120 papers

Full-text review — 62 included studies
Inter-rater reliability: Cohen’s k = (.82

C. Dara Exmraction

Custom form caphurng:
¢+  Blockchain type (public / private / consortnom)
Identity model (551, federated)
Cryptographuc technigues
Implementafion challenges

To systematically anzlyze blockchain-based IDM
approaches, we defined five kev dimensions denved from the
research questions and thematic analy=s:

1. Secumty & Provacy: Mechamisms to protect data
(e.g., encryphion, zero-knowledge proofs)

2. Scalability: Trensachon throughput, latency, and
resource efficiency

3. Interoperabibity: Cross-system compatibibity {e.g..
DIDs, venfiable credentials)

4. Fegulatory Complance: Alignment with GDPE,
EKenva's Data Protection Act.

5. User Confrol: Degree of user autonony (e.z., S5L
consent management)

TABLE II. THE FIVE DIMENSIONS

Dimenzion Definition Linked FQ

Seomity & Povacy | Cryptographic RO2
rechniques, dag

Scalabdity Trapsaction speed. pods | RIQ3
uptime, costs

Interoperability Cross-pladomm RJ1
compatibility  (DIDs,
WViCs)

Fegulatory GIFR. alipnment, 3

Campliance national dat laws e

TUser Comtrol 551 features, consemt | RQL FUQ2
manazsment

E. Synthesis:

¢  Themzfic analy=1is using NVive 12

*  (Cross-case companison of mplementations

*  (uabity assessment usmg Dvba & Dhingsoyr (2008)

o

Thematic analy=is was conducted uwsing NWVro 12 to
categonze findings mto recurmring themes (e.g., scalabulity,
regulatory compliance). Cross-case comparisons idenhfied
patterns in implementation strategies and challenges. The
synthesized framework (Section IV.D) emerged from this
thematic analyzis, categorizing commen architectmral
components (ez., identity wallets, smart contracts) and
workflows observed across the 62 studies. Quahty
assessment was performed usmg Dhvbi & Dhngseyr's (2008)
enteria, focusing on nigor, relevance, and innovation

F. Included Studies Analysis

The 62 papers represent mmplementafions across 14
countries. A full hst of the 62 studies, including
classifications by dimension, 15 provided m Appendrs A (doi:
10.17632/dn43d87=mé. 1)

1. By Cownry:
*  South Afinca: 18 studies
¢ Eenva: 12 studies
¢ Migena: 3 studies
L]

Cross-remional: 14 studies
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2 By Sector:
¢ Financal: 22 studies (35.5%)
¢  Government: 18 studies (29.0%%)
*  Healtheare: 11 studies (17.7%)
¢  Humamtanan- 8 stwdies (12.9%)
L]

Other: 3 studies (4.8%)

3. By Blockchain Thpe:
*  Pemmussioned: 38 studies (61.3%)
*  Public: 14 studies (22.6%)
*  Hybnd: 10 studies (16.1%)

G. PRISM A4 — Compliant Screening Process

We followed the PRISMA 2020 pmdelines for
systematic reviews. Fig 6. shows the four-phase selection

process:

PR - Comuiar] Mcimneg Piocine

Umeeadi dprvaf fakon
scrweng. MONE
e e o . G [

Recod weadfied fom' .
EMSELASSS-1n . e *| Peconts marced s ivsspbis

Faperia oy mascemabea ook i s |
i, N R i
Piniie (R = 1
Neveds s o P e
n =BG ma )
|
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Ragor 1o fut retnarsl L —
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L - o
Papaith i erend R iy M T ———
"o Famon | Dusécater in -
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— )
[ ———
i et it bttt
in= 62

Fig. 6. FRISMA Flow Dhagram
H. Data Exwraction & Coding Scheme

We developed a stuctwred coding framework to

categonze findmgs and answer RQs:
TABLE M- CODING SCHEME FOR. THEMATIC
ANATLYSIS
Categnry Variables Descripsion Linled
RQ
Elockchain Public, Classifisdper | RG2
Architecture Private, [29]. [301.
Consontiom
Cryptographic | ZETs, Exmcted from | BIG2
Mathods Hachimg, techmical
Digin! ) )
Siemanures detadls.
Sectorl Finanecial, Mapped 0 TN | BQ1
(Gowvernment, | Sustainable
Application Healtheare w
Challenges Scalability, | Coded Som RO3
Rl T imitations”
Usabality. Sections.

I Data Extraction Process

1. Pilot Coding: Two researchers mdependently coded 10%
of studies (n=5), aclueving Cohen’s w = 0.83.

2. Full Codmg: Remaming studies coded using MVive 12,
with disazreements resolved via consensus.

3. Cruality Assessment: Studies scored using Dvba &
Dhing=ervr's (2008} erteria (nigor, relevance, innovation).

T Qualiey Assessment

We adapted Eitchenham’s (200%) quality scoring rubnic
with inter-rater rehiability checks:

TABLE IV. QUALITY ASSESSMENT CRITERIA

Dimension | Score 5 Score 3 Score 1{Low
Fiezor RCT with Simulaton | Theoretical only
p0.05 Modsling
sigmificance
Felevance | Direct Partial OfE-topic
blockchain- | relevance
DM focus
Inmovation | ovel Incremental | Mo iomovation
architecnme | Inprovement
(eg. ZEP
+FBAC)

Two mdependent coders achieved k=089 azreement.
Final distnbufion:

*  High —quabty (3): 12 studies (e.g., Zyskind et
al., 2015}

*  Medmwmn-guality (3): 38 stodies (e g, SARB,
2023)

*  Excluded (1} 12 studies

IV. RESTLTS
A Why Africa? Regional Contextual Drivers

The reviewed studies highlight Afiiea’s unique dmvers
for blockchain-based identity systems:

*  DNobile-Forst Populations: 73% mobile penetration
enzbles 551 adoption via SMSTSED [40].

*  leapfrogemg Legacy Systems: Absence of
cenfralized ID remistiies (e.z., 45% unregistered
land titles in Kenya) allows direct blockcham
adoption [B].

¢  Humamtznan Crises: Fefugee populations (e.g., 30
mlhon m East Afnca) necesaitate offline-capable
identity solutions [11].

The systematic review synthesized evidence from 62
Afnecan blockchan-based IDM implementations, revealing
enfical msights into architechural trends, sectoral adeption,
and unresolved challenges. Three donunant themes emerged:
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(1) the ascendency of self-soversign identity (S5I) models
(60%% of studies, [26], [35]) which empower users but face
scalzbility trade-offs; (2) the regulatory paradox, where
blockchaim’s mmmmtabality clashes with data prvacy laws
(50%% of studies, e.g., [47]. [ 521); and (3} Afnnea’s unigue
opportunity to leapfrog legacy systems through mobile-fist
decentralized solutions (e.g., [40], [48]). Below, we present
these findings stmctured by technical approaches, sectorzl
applications, and socio-techmecal bamers, with each claim
nigorously traced to its source study (see Appendix A for full
references).

B. Self-Sovereign Identipy (S51)
¢ Finding: 60% of studies (37/72) emphasized 551
frameworks where wsers confrol their identities
without centralized authonties (Appendix A Table
A1), directly addressmz R(Q2’s focus on secunty /
mechamsms m Afnea’s infrastruchural context.

* oy Studies:
e Technical Foundations: [26], [35] [17]
(Appendix A Table A1)
o African Implementations: [42], [33].
(Appendix A Table A 1)

¢ Supperting Data: 551 adoption was haghest in
financial (22/37) and government (15/37) sectors
{see  Appendix A, Table Al for full
classafications), reflecting regulatory aliznment
[6] which mmplements 551 m South Afiiea’s
financial ecosystem. (Appendix A Table A 1).

C. Decenmalized Idemnifiers (DIDs) and Verifiable
Credennials (FCs).

¢« Finding: 45% of studies (28/62) hghhghted
DID=VCs as eritical for interoperability {Appendix
A Table A1)
¢ Loy Srudies:
o Standards: [25], [28]. (Appendic A Table
Al
o Case Studies: [8], [31]. (South Afiiea’s
banking pilot usmg venfiable credentials;
Appendiz A Table 4.1}
o (Gaps: Ooly 12% (7/62) addmessed cross-
border DID interoperability ez [54].
which propesed an ECOWAS-wnde
framework; Appendix, Table A 1.

D. Smart Conmract for Access Conmrol
¢  Finding: 35% of studies (22/62) mmplemented smart
confracts for dynamme policy enforcement.
* Loy Studies:
o Finanmal Sector: [3%] (South Afnea’s
EYC automation)
o Healtheare: [24]: (patient data sharing)
¢  Limitations: Scalability 15swes npoted m 18722
studies [36].

E. Challenges in African Implementations

I. Dimension 1: Scalability (RO} (40% qf Studies, 25/62)
directly respond to RQ3's investiganon of Afnca-specfic

*  Techmical Bottlenecks:
= Transaction throughput hmuts m public
blockehains ([36, [30]; Appendix A Table
Al
= Node uptime zveraged 334% m Afnecan
deployments vs. 99.9% gobally ([31]. 2
consoriimm  blockchain with 23 nodes;
Appendix A Table A 1)
o Node uphimee zveraged 33.4% m Afncan
deployments vs. 99.9% globally [6]
*  Proposed Solutions:
= Layer-2 solutions [43]

2. Dimension 2: Regulatory Compliance (RO3) (30%: of
Studies, 31762}
¢ Conflict with GDPR: Immoutability vs. “right to be
forgotten™ ([47], a South Afncan legal analysis;
Appendixz A Table 4.1}
¢ National Fragmentation:
= Eemya's Data Protection Act vs. ECOWAS
gudelmes  ([60], which proposes
harmomzed regulations; Appendix A,
Table A 1)
= Only 554 Afnican countries have explicit
blockehain regulations [44].

3. Dimenzion 3: User Control (RO (25% of Studies, 10/62)
¢ LUlsability Barriers:
= On boarding fime averaged 14.3 mamites
vs, 2.1 minutes for SMS-based systems
([48]. a rral Uzanda case smdy; Appendix
A Table A1)
= Low dizital biferacy in nurzl areas ([35], a
quzlitative study m Eenya; Appendix A,
Table A 1)

4. Dimension 4: Itevopevability (RO} (43% of Studies,
28/62)

*  Finding: 45% of studies (28/62) prnontzed
decentralized 1dentifiers (DIDs) and venfizbla
credenfials {(WVICs), but enly 12% (7/62) addressed
cross-border compatibility.

®  Eeysmdies:

o [25] adopted W3C DID standards m
Eenya's Huduma Mamba [8].

= [54] oproposed an ECOWAS-mide
framework.
*  Challenges:

= Fragmented national standards (eg.
Eenya vs. ECOWAS zudelines).
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3. Dimenzion 5: Security & Privacy (RQ2): 60% of studies
{37/62)
¢ Finding: 60% of studies (3762} emphasized
blockehain's eryptographic mechamsms {e.g.. zero-
knowledge proofs, hashing) to enhance security and
privacy (Appendix A, Table A1)
¢ oy srudies:
o [453] mplemented ZEPs to resohre GDPE
conflicts 1n Migeria (Appendix A Table
Al
o [35] demonstrated selective disclosure for
prvacy preservation (Appendrs A, Table
Al
Challenges:
o Immutability conflicts with GDPR's
"right to be forgotten” ([47:]; a legal
analysis of South African
mplementations; Appendix A, Table
Al
o Only 12% of stodies (7/62) formally
venfied secunity protocols (eg, [43]. a
Zimbabwean hezltheare study; Appendix
A Table ALY

C. Secteral Oppermnines
{Linked to UN Sustainable Development Goals)
TABLE V. SECTORAL OFPORTUNITIES

Sertor Eey Impact
Smadies
(Appendrx
A Table
Al
Fiancial [6].[33]. [ ¥07% reducton m EYT costs [3DG B
Appendin 4 Table 4 1.
Healthcare [14]. [#3]. | Secur= patiemt IDs (SDMG 3 - Appendix
A Table AlL
Hunenitaran | [11], [33].
TEY: faster aid distmingion (Appendix A,
Tahlz A 1

D. Security and Privacy Findings

Blockchain's effectivensss in enhanmng secunty and privacy
was a dommant theme across 60% of studies (37/62), wath
three kev patterns:

1. Decentralization Mitigates Single Points of Failure
¢ 28 smdies (e.g., [5], [31]) reported reduced breach
nizks due to ehounated central repoatones.
¢  Pilot inplementations showed 453% fewer 1dentity
fraud incidents in blockehain vs. centralized systems
[3]

2. Crnyprographic Technigues for Privacy Preservation
# 12 studies (eg, [45]. [35]) imoplemented zero-
knowledge proofs (ZEPs) or selective disclosure.
¢ Eenya's land registry [8] used ZEP:s to hide
sensittve owner details whle venfiing fransactions,
reducing comuption complamts by 30%.

2, July — December 2025

2. Immutable Auditing Enhances Accountability

* 19 smdes (e.z., [6], [46]) nghlighted tampar-proof
audit logs as crifical for compliance.

¢ GDPE Conflict: 15 stdies (ez., [47]) noted
immtzbility challenges with "nght to be forgotten”
requests.

*  Linntations: Only 12% of studies (7762, e.g., [43])
formally venfied secunty protocels, mdicatmg a
need for more ngorous evaluations.

TAEBLE VI DIMENSIONS SUMMARTY
Dimension Y of | Eey Example Sohmons
Studies | Challenges
Seomty & | 6% GOPE.  ws. | ZEPs, of-chain stomge
Privacy (761 | inmmtability | [45]
Scalabdity ENGH Low npode | Layer-2 solutions [43]
R56) | uptime
(B3.4%)
Inferoperability | 43°% Cross- Layer-1 sohutions [43]
(R%62) | border DID
2pE
Fepulatory 3074 Conflicting | AUDA-NEPAD
Compliance (31/61) | pational harmemisation [31]
Laws
Tser Comtrol 6074 Low digeal | Mohile-first S5I[48]
[FT6) | leracy
(30.8%

IOT. SYNTHESIZED DECENTEALIZED IDENTITY
FRAMEWORE FROM LITERATURE

The reviewed studies collectively suggest a decentralized
idenfity management famework wusmg  blockcham
technologzy. This synthesized framework, derved from the
SLE findings, illustrates how existing mmplementations
address privacy and data protection concerns by shifang
access control to users rather than third parties. It serves as an
anzlyvtical lens to organize the hferatwe’s techmical and
regulatory themes.

The S5LE synthesizes a decentrahized idenfity framework
blockchamn architectures 1 Africa prionfize user comtrol,
regulatory aliznment, and scalabality [26].
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A Architecture Overview
1} Identity Waller {User Sids):

¢ Stores decentralized identifiers (DIDs) and

verifiable credennials (VICs).

¢  Implements cryptographic kev manzgement
(Ed25519 for signatures, X25519 for
encryphion) [27].

¢ Provides user inferface for consent management.
¢ Tlses hierarchical determmnistic (HD) wallets
(BIP-32) for key denvation.

2} Blockchain Layer:
* Permizmoned blockchain wsmg Hyperledger
Fabnie 2.3.
¢ Implements three smart contracts:
o IdentityRegistry.sol: Manages DID
creation / updates (CRUD operations).
o CredentalRegistrv.sol: Handles VO

1ssuance [ venfication.
o AccessControlsol: Enforces ABAC
policies.
* Stores only hashes of idenbity atiibutes
(personal data remains off-chain).

3} Ferification Protocol:

¢  Implements BBS+ signatwres for selective

diselosure.

*  Tses zemo-knowledge proofs (zk-SHMARK:) via
ZoKrates.

*  Supports presentafion exchange protocol (W3C

VC-DATA-MODEL).

4} Service Provider Integration:
*  Light chient SDE for SPs to venify credentials.
# REST APl gateway for legacy system
mitegration.
*  Policy enpine for atmbute-based access control.

B. Workflow Phases

1} Identity Registration

provider: msg.sender,
attributes: attributeHashes
timestamp: block.timestamp

s

emit IdemtityRegistered(userldHash, msg.sender);
return true;

}

2} Idemtity Verification
*  User requests service from SP.
* 5P requests identity reference.
*  User shares identity hash and consent token.
* 5P quenes blockcham for venficaton.

Algorithm
function werifyIdemtity(
bytes32 userIdHash,
bytes32 serviceld,
bytes memory proof
) public view returns (bool) {
Identity memory id = identities[userldHash];
Policy memory policy = accessPolicies[serviceld];

return |
id.provider != address{8) &&
policy.enabled &&
verifyZkProof{userldHash, serviceld, proof)
|F
¥

3) Data Aecess Flow
¢ 5P requests personal data with access token.
¢ Smart agent validates token against poliey.
*  Encrypted data 15 shared wath SP.
¢ Ulser maintains decrypiion keyvs.

C. Cryprographic Protocels

1} Identity Hashing
Uses modified BLAEKE?b with personahisation sting:
Algorithm

H_id = BLAKEZh(
key = user_secret,
message = (master_secret || attributes),
personal = "DIDwi.8"

)

Algorithm

function registerIdemtity(

bytes32 userIdHash,

bytes memory sipnature,

bytes32[] memory attributeHashes

) public returns (bool) {
require(!identityExists[userIddash],
registersd™);
reguire|verifySignature (userIddash, signature,
msg.sender), “Invalid sipnature”);

“Identity already

identities[userIdHash] = Idemtity({

2} Zevo-Enowledge Proaf

Inplements Grothlé =k-SHNARE:s for selective
diselosure:

Algorithm

Circuit C {

private input x: idemtity secret
public input y: service id
output z: proof

#f Verify identity belongs to registered set
assert MerkleTree.verify(root, x, path)

#f Verify service access rights
assert PolicyD8.check_access(x, y)
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V. DISCTUSSION

The systematic review demonstrates blockehain's
transformative potentizl for secure personal data sharng,
pariicularly m addressmgz systemue flaws of tradibonal
identity management systems. Decenfralized archutectires
eliminate reliance on centrahized authonties (reported in 6056
of studies, 37/62; Appendix A, Table A1), mutizate data
breach nsks (45-50% reduchion m 1dentity fraud per [8] [31]),
and empower users through self-sovereizm  1dentity
frameworks (e.z., [42]; Appendix A Table 4.1}

Mevertheless, scalabihity constraints (40% of studies,
25/62), fragmented regulatory compliance (30%% of stdies,
31/62), and nsability barmers (25% of studies, 16/62) persist
as enfical adophon hurdles (Appendix A, Table A1), For
mstance, node uphme discrepancies (83.4% m Africa vs.
99.9% globally) and onboarding complexinies (14.3 mimites
vz, 2.1 minutes for SMS systems) underscore infrastuctural
and desizn gaps. Futme mplementatons must priontize
layer-2 scaling solutions, harmonized legal frameworks (e.g.,
[607), and inclusive interfaces tailored to Afinca’s mobile-
first populations (73% penetraton; [40]} to unlock
blockehain®s full potential

A. Effectiveness of distributed ledger technology in security
and privacy

Char review confirms that blockchain sigmficantly enhances
secunity and privacy (supported by 60%% of studies, 37/62;
Appendix A Table A 1), but with entical caveats:
¢ The mmpact of Decentralization: Studies such as [31],
which explores a consortmm blockehamn for South
Afrean banking and [8], which exanunes Eemva's
land remistry, demonstated 45-50%: reduchons in
identity frand through distnbuted ledgers {Appendix
A Tszble Al) However, 1837 studies noted
that private blockehzins [33] remiroduce
centralization nsks.
¢  Prvacy-Enhancmmg Technologies: Zero-knowledge
proofs (ZEPs) and off-chain storage resobved 78% of
GDPR conflicts m pilot projects like [45], m Migena;
Appendiz A Table A1
¢  FRegulatory Gaps: While immufzhility improves
auditability {J6]), African regulators lack frameworks
to reconcile blockehain wath data laws, as evidenced
by 31/62 studies reporting compliance tensions (see
Appendix A Table A 1)

B. Comparanve Analysis of African Implementations

We identified three dommant arclutectwal patterns:
Government-TLed MModels [8:], Fmancial Sector Models (6]
SARB 2023), and Humanitarian Medels ([11], WFP Buldns
Blocks, East Afiican refugee aid) (see Appendixz 4 Table
A 1), Strengths inchided high adoption m government models
(18/62 studies), (see Appendix A Table A1) and mobile
accessibility mm humamtanan syvstems (eg., [483] m mmal
Uganda). Weaknesses mchuded scalability limdts (25/62
studies; Appendix A Table A1) and exclusion of unbanked

populations (egz., [33] in Migena, see Appendix A Table
Al

C. Key Technical Challenges

Infrastructure Limmtations: 32 studies (51.6%) reported
connectivity 1ssues, inchiding infermuttent node uphime {e.g.,
[31] at £34%; Appendix A Table A1) Regulatory
Fragmentation: 28% of studies (17/62) cited conflichng
nztonal laws (e.g., [60] vs. Eenyva’s Datz Protection Act;
Appendre A Table A1), Uszbiity Bamers: 19 studies
(30.6%) reported =60% user comprehension, particularly in
rural deployments hke [48] (Appendix A Table A 1)

Afnea’s infrashuchwal gaps  exacerbate scalababity
challenges: low node uptime (83.4%) comelates with
intermttent electieity and intermet access ([43]). Fesulatory
frapmentation morors colomal-era legal systems, where
nztonal laws (e.z., Kenya's Data Protection Act) clash with
pan-Afncan frameworks (e.z, ECOWAS [60]).

D Viswal Synehesis of Blockchain — IDM Tremds in Africa

To bolstcally assess  blockcham-based  identify
menagement (IDA) tends m Afnica, we developed five
statistical visuahizations synthesizing geographucal, sectoral,
and techmnical patterns across the 62 reviewed studies. Fig. 8
(geographical dispanties) illustrates the geographical
dismbution of stadies, with South Afnea (18 smdies) and
Eenva (12 studies), representing the majonity.

Fig.&. Dhspanities (Source: Author)

Sectonal Imbalances: The undemepresentznion of
healtheare (17.7%) confrasts with Afnca’s wgent need for
patient ID systems. Future work should prioritize healtheare,
aligning with SO 3 (kealth equity) and Afnea CDC's digital
health framework

Fig. 9. Sectonal mbalances (Source: Author)
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Permizsioned Blockchain Swrge: The shft toward
pemussioned  systems  reflect  regulatory pragmatism.
However, over-reliance on cenfralized governznce (eg.
SARB's Project Ehokha) nsks confradicting blockchain's
decentralizaton  ethos. Hybnd models (eg. EKenva's

Huduma Namba) may balance compliance and autononyy.

Fiz. 10. Permizsioned blockcham surge (Source: Author)

Challenges: include regulatory commpliance (50%),
scalability (40%), mferopersbility (33%), and usability
(25%). Regulatory fragmentanon (eg., EKemya's Data
Protection Act vs. EOOWAS mundelines) and infrastruchire
gaps (ez., 51.6% smdies reporfing conmectivity Issues)
emerge as crfical bamers as shown in Fig. 11.

Fiz 11. Regulatory challenges (Source: Author)

Quality Assessment Thembuhion: Only 19.4% of studies

met hgh-quahity cnteria (e.g., empincal tials), siznaling 2
need for longrmdnal evalnations (Fig 12).

ke

Fig 12 Qu.ahty assessment distbution (Source: Author)

E. Emerging Themes: Decolonising Digiral Idennty in
Africa

Bevond technical and regulatory challenges, our analysis
uncovered socio-poliical themes shaping blockchain-TDM
adoption m Afinca:

1} Decolonizing Digital Idemtity in Africa

Posteolonial legacy mfluences trust n centralized systems
(eg. colomalera land regmsimes). Blockchain's

k.
o
[
¥
=]
[=1
=]
i

k.

decenfralization resonmates with grassroots movements
advocating for data sovereignty, as seen in Kenyva's Huduma
Mamba critiques [8] and South Afiiea’s #EMyDataMyChoice
campaigns. However, 43% of studies overlooked cultural
mances (e.g, commmmal vs. mdiiduzl identity), nsking
"techno-solutiomst” patfalls.

2} Gender Inclusivity

Omly 3 studies addressed gender dispanties i ID) access.
Jomen consttute 55% of Afiiea’s unbanked populaton
[34]. wet blockcham-IDM frameworks rarely integrate
gender-sensitve desizn (e.g. povacy for sumvors of
domestic viclence). Projects ke Uzanda’s rural mobile-ID
[48] demonstrate potential but require intentionzl equity
framewarks.

3} Informal Econony Integration

Afnca’s informal sector employs 85% of the workforce
but repains excluded from formal ID systems. Blockehain
solutons targefing street vendors (e.z., Zambia’s farmer-ID
[59T} or refugee economues (e.z., WEFF's Buwlding Blocks
[11]} could bndge this gap, although scalability and hteracy
barmers persist.

4} Pan-African Collaboration

Despite cross-border mnhatives {e.g., ECOWAS [60]).
78% of smdies focused on single natons. A continental
framewaork, as proposed by AUDA-NEPAD [51], could
harmomze standards while respecting local contexts.

These themes wrge researchers to confextualize
blockchan-IDM within  Africa’s wnique socio-techrocal
landscape, moving bevond replication of (Global North
modals.

F. Limitations of Reviewed Works

Char anzaly=s revealed several common hmtahions across
the 62 studies:

Cr analy=is revealed common hnutations: Techmical
Lipmtations: 45 studies  (72.6%) lacked long-term
perfornance data (e.z., [43] m Zimbabwe: Appendix A,
Table 4.1). Methodological Issues: 23 studies (37.1%) had
=f-month evaluztion penods (e.z., [535] m Eenya; Appendrx
A Table Al). Contextual Challenges: 39 studies (62.9%)
overlooked mwal commectmiaty constraints, despite Afnea’s
mfrastructural gaps (e.g., [39] Zambea; Appendix A Table
Al

Afneca’s nfrastuctiral gaps  exacerbate  scalabuhity
challenges: low node uptime (83.4%) comelates wath
interrmittent electicity and intermet access ([48]). Regulatory
fragmentation morors colomal-era legal systems, where
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national laws (e.g., Kenya's Data Protection Act) clash with
pan-Afiican frameworks (e.g., ECOWAS) ([607).

G. Recommendartions

Public-Prvate  Collaborahion: Encowrage partmerships
hike [6:] (South Afnica’s banking consortium; Appendix A
Table A1}, Capactty Bulding: Train local developers usmz
frameworks from [42] (Pan-Afiican 55I; Appendix A Table
A 1Y. Policy Support: Advocate for harmomnized standards, as
proposed in [60] (Appendix A Table 4.1}

H: Privacy Concerns

While blockchain enhances secunaty, 35% of the studies
(22/62) raised concerns about privacy in public blockehains
(Appendrx A, Table Al). Ensmng privacy-preserving
techniques, such as zero-knowledge proofs (eg., [45] m
Migena) and offcham storage (e.g., [11] in refuzee camps),
15 eritical for safeguarding sensitive data (Appendix A, Table
Al

VI CONCLUSIONS

This systematic  literahwe  review  underscores
blockchain's transformative potential for  1dentity
management in Afnca, offering decentralized solutions to
systemic flaws 1n tradifional svstems. Key findings reveal
that blockcham  achitectwres nputigate  centralized
vulnerabilifies (e.g., 60% of studies, 37/62, reporting reduced
dentity fraud via 551 frameworks; Appendix A4 Table A1}
and enhance nser control through self-sovereizn modals (e g,
[42] and [35]; Appendix A Table A 1) However, Afinca’s
umque socio-techmical landscape, marked by infrastuchoral
constraints (31.6% of studies reporfing commectrvity 1ssues),
regulatory fagmentation (2.z., Kenya's Data Protection Act
vs. ECOWAS gmdelines m [60]), and soclo-economuc
bamiers (35% unbanked women), demands context-specific
mnovations.

Three critical challenges perzise:

1. Scalability: Transaction throughput hoatations (40%
of studies, 25/62; Appendrz A Table A1) and low
pode uptime (33.4% vs. 99.9% globally) lunder large-
scale adophion.

2. Regulatory Compliance: Immoutability conflicts wath
GDPR’s ‘right to be forgotten” (15 studies e g, [47];
Appendix A, Table A1), while only 5 Afiican nations
have explicit blockchain regulations.

3. Usabmhity: FRural populaions face onbosrdmgz
complexities {14 3-oumite average vs. 2.1 mimites for
SMS systems; [48]) and digital hteracy zaps (30.6%
comprehension rates; Appendix A Table A 1).

To advance adoption, we propoze:
¢ Technical Innovations: Laver-2 scalng soluhons
{e.z., [43]) and hybnd blockchain models balancing
decentrabization with comphance.

¢  Policy Hamomzation: Cross-border frameworks
(eg. [MD abzmmg wiath AUDA-NEPADYs
continentzl strategy [51].

*  Inclusive Design- Mobile-first 551 mterfaces (73%
penetrztion; [40]) and offiine-capable systems for
Iomanitanan enises, e.g, [11].

VLEFUTURE RESEARCH RECOAMMMENDATIONS

Bulding on the findmgs of this systematic review, we
propose the followmg research prionfies and actionable
recommendations, anchored m Afiica’s soco-technacal
context and ahipned with the Unted Nations Sustamable
Development Goals (SDHG=):

1. Scalability Inmovations for Low-Resouwrce Sertings

# Ppoonty: Develop hghtweight, energy-efficient
consensus  mechamsms (e.g., proof-of-stake
vanants) and layer-2 protocols (ep, sState
channels) to address tranmsachon throughput
hmntztions (reported m 40% of stdies, 25/62;
Appendixz A Table 4.1},

* (aze-Based Example: Pilot hybnd architectures
combining permissioned blockehains (e.z., [31])
with off-chain storage, as tested in Zmmbabwe’s
healtheare sector ([43]; Appendix & Table A1),

2. Rsgulatory Hormonization amd Legal-Techmical
Interfaces

¢ Ppnonty: Estabhsh  pan-Afnican regulatory
sandboxes to reconcile blockchain’s momatabality
with GDPR-style “nght to be forgotten” mandates
(e-z. [47]; Appendix A Table A1)

* (Case-Based Example: Extend ECOWAS's cross-
border identity framework [60] to ahgn Eenya's
Drata Protection Aect with AUDA-NEPAD s
continental strategy ([51]; Appendix A Table 417,

3. Formal Security Verification and Longitudinal Smdies
¢  Pnonty: Conduct formal venfication of smart
confracts (e.g., using tools hke ZoKrates) and
cryptographic protocols, absent m 85% of studies
(33/62; Appendix 4 Table A 1).

* (aze-Based Example: Apply model-checking
frameworks, s demonstrated m  Fwanda's
blockcham-based voting system [46], to healtheare
and finaneial DM systems.

4. Inclusive, Mobile-Firzr Idensity Solutions

* Prnonty: Design SMS/USSD-compatible SSI
wallet= to serve Afnea’s 73% mobile-first
populations [40] and 55% unbanked women.

# (ae-Based Example: Adapt Uganda's mwal
mobile-ID) system ([48]) wiath zero-knowledge
proofs (ZEPs) for offline credential venficaion m
refuges camps ([11]; Appendix A, Table A 1)

3. Participatory Dezign for Marginalized Populations
*  Pronty: Co-create ideniity systems with informal
sector workers (85% of Afnica’s workforee) and
gender-sensitive  frameworks for sumivors of
domestic violence (unaddressed m 95% of studies).
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Casze-Based Example: Expand Zambiz"s farmer-ID
imthative [39] to include women-led cooperatives
and street vendors.

These pnonfies align with Afnea’s leapfrogzmmg
potential, where mobile ubiquty and regulatory aglity can
accelerate decentralized 1dentity adoption. Future work mmst
bndge the gap between techmcal proofs-of-concept (e.g., [E])
and sustainable, equitable implementations.
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Absiract

Blockchan technology presents wansformative oppormnities for secure personal data
sharme, particularly in healthcare, finance, and idestity management However, s
widespread adoption is constrained by challenges such as bmited scalabdlity, povacy
concerns, and conflicts with repulatory frameworks like the General Data Protection
Regulation (GDPR). This smdy introdnces a nowvel hybrd framewods that integrates the
InterPlanetary File System (IPFS) for off-chain storage with Zero-Enowledpe Proofs
(ZKPs) to enhance powacy, ensure repulatory compliance, and seduce on-chain storpe
demands. Employme a Design Science Research (DSR) methodology, the framework was
developed and validated nsng Etherenm and Hypededger Faboe, pruded by insights from
a systematc ceview of 180 studies from 2018 to 2023. Empincal evaluations revealed a
T5% reduction m blockchain stomge, 98% GDPR compliance, and =k-SNARK proof
verification times below one second The framework also enables GDPR-compliant
emmure by removing encrypted off-chain data while presermng on-chain mdiabilicy.
Despite challenges such as IPFS latency and tmsted setup complexities, the solution offers
a scalable and povacy-preserving architectare applicable to meal-vrodd domans, especially
m povacy-cotical environments like healtheare and finance by resolving blockchain’s
GDFR compliance paradox.

Esywords: Blockehain Technology, Zero-Knowledze Proof IPFS, GDPR, Scalability,
Hyhad Framework, Data Povacy

L INTRODUCTION

The rapid digitization of personal data across a wide areay of industries—inclading
healtheare, finance, and identity management—has dramatically expanded the
possibilities for data sharing and collaboration [1]. While thss technological shaft
has enabled orgamizatsons to harness data in ways that dove ionovation and
efficiency, it has also introduced serious concerns surrounding porracy, securty,
and regulatory compliance [Z][3]. In particular, the secure handling and ethical use
of personal data have become central challenges in modern digital ecosystems.
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Legacy data-shanng systems, whech often rely on centralized architectures, struggle
to keep up with today’s demands These traditional models typecally lack
transparency in logmng, are prone to single points of falure, and offer limited
flexibality when it comes to revoking access [4]. As a resnlt, they are lughly
vulnerable to data breaches, nnanthodzed access, and oususe. Such wnlnerabilities
not only threaten nser toast but also expose crganizations to severe penalties nnder
stringent regulations like the General Data Protection Regulation (GDPE), which
requires strict data handling protocols and nser rights enforcement.

In light of these imitations, decentralized technologies have emerged as promusing
alternatives. Blockechain, in particular, offers tamper-resistant and transparent
record-keeping, along with programmable access control through smart contracts
[5]: These capabilibes make it possible to antomate consent management and
ensnge that only authonzed entities access sensitive data. However, despite these
adrantages, the adoption of blockehain in personal data sharing remans hindered
by several cotical imitations. Stoong data directly on the blockehain leads to what
is known as blockchain bloat—the exzponent:al growth of ledger size, which
mmpairs node synchromization and degrades system performance. Additionally,
blockehain’s immmtability conflicts with GDPE mandates snch as the mght to
erasnre (Article 17) and data minsmsration (Article 5), making it diffienlt to align
with legal requirements. Solations like sharding and layer-2 scaling promde partial
gelief but fall short of effectively addressing the dual challenges of scalability and
peivacy [6].

To overcome these issmes, this paper infroduces a hrbrid architectnre that
combines the Interplanetary File System (IPFS) for off-chain storage with Fero-
FEnowledge Proofs (£KPs) to enhance prvacy and efficiency in decentralized data
sharing [7]. This approach aims to presecve the integrity of decentralized systems
while enabling complisnce with modern privacy regulations. The proposed
architecture addresses three findamental challenges. Furst, it significantly improves
storage efficiency by offloading rawe data to IPFS and storing only coyptographic
hashes on the blockchain. This design rednces storage bloat by np to 75%0, enabling
Lightweight node operation and better scalability [B][9]. Second, it employs
advanced privacy-preserving technigues throngh ZKPs—specifically zk-
SMARKs—which allow verification of transactions withont revealing the
nadedying data. This ensmces that data remains confidential and tamper-proof
duging transmission and storage [10]. Thicd, the framewosk supports regulatory
complisnce by allowing mmtable off-chamn storage, whach enables full nser control
over data and the ability to comply with GDPR’s requirements for data erasnee
and nser consent [11].

This study is driven by several ker questions: How does the integration of IPFS
reduee blockchain storage demands winle maintaining high data availability? Which
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ZKP schemes stoke the best balance betoeen povacy protection and system
performance in decentralized data-sharing contexts? And finally, how can hybrid
models be designed to align with GDPE’s data governance principles withont
sacrificing technical feasibility?

The primary ohjectives of this research are to design and implement a scalable,
povacy-aware data-shaong framevwodk that leverages both IPFS and ZKPs; to
evaluate the framework’s pedformance in real-world blockchamn eavironments
nang representatrre datasets; and to offer developers and policymakers a practical,
GDPR-aligned roadmap, supported by open-source tools, for budding compliant
decentralized applications. In addition to s technical contributions, the study
delivers several tangible outcomes. First, 1t introdnces a hybrd two-tier
architectnre that maintains the integety of blockchain systems while enhancing
data accessihility and control. This stmctizre ensuges that nser consent remains
enforceable even dunng network outages or dismiptions. Second, it provides open-
source development tools that simplify ZKP integration, lowening technical
barders for developers aiming to build secnre, porracy-preserving systems. Thied,
the research includes a comprehensive roadmap for regulatory alipnment, offening
practical guidance on how blockchain-based systems can meet GDPR
requirements without compromising on funchonality or nser experience.

Howetrer, this framework is not withont its hontations. Latency in IPFS, which can
range between 1.8 and 3.2 seconds, poses challenges for real-time applications and
time-sensitive data retoevals [12]. Furthermore, ZKP technologies partienlady zk-
SMARKSs requre tmsted setzp processes that introdnce complexity and may carry
additional seenty psks. Finally, ensunng continmons data availability on IPFS
depends on third-party pinning sermices, which can result in added operational
costs for enterprises and require long-term maintenance strategies [13].

The stmcture of this paper 15 as follows: The next section ontlines the research
methodology and the design science approach nsed in developing the framework.
This = followed by a detaled explanation of the system architectnre and
implementation strategies. The subzequent section presents empirical evalunation
results and a GDPE compliance andit. The final section concludes with insights,
lessons learned, and potential directions for fistnre research.

2. METHODOLOGY
21. A Design Science Research (D5SR) Approach
This research was conducted nsing a stmctired Design Science Research (DSE)

methodology, as dlusteated in Fignre 1 below [14]. The DSE approach is
partienlasly well-smted for addressing mmltifaceted and evolnng real-word
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challenges especially those found at the intersection of emerging technologies,
such as blockchain, and complex regnlatory environments. DSR provides a robust
framework for iteratively designing, developing, and evaluating technological
artifacts that offer practical value. The methodology followed six iterative and
interdependent stages: identifying the problem, defining objectives for the
solution, designing and developing the artifact (in this case, the hybad framework),
demonstrating the artifact in real-world conditions, evaluating its pecformance, and
finally, commmunicating the results to the broader academic and professional
communities.

In the problem identification phase, the primary concerns sucrounding blockchain
scalability, data povacy, and regulatory incompatibility were explored in depth.
Specifically, the limitations of cucrent on-chamn storage capacity, the lack of
granular data control mechanisms, and non-compliance with data protection
frameworks like the General Data Protection Regulaton (GDPR) were
underscored as crtical issues requiring an innovative response. The objective
definition stage built npon these findings to identify concrete goals. These included
enhancing storage efficiency wia off-chain data management, improving data
privacy nsing zero-knowledge proofs (ZKPs), and ensusing the solution supported
GDPR-compliant data handling—including gnghts like data erasnce and
transparency [15].

\
|

1 Problem Itentifica- . ‘ 2) Demonstration

tion and Motivatio | Applying model to
| Recoenizing the critical real-worki datasets
A1 | endlenges of scaatiity, and scenarios
4 privacy, ang regulatory
( compliance in blackchaain- \
‘ based data sharing l
\ y,

1 Defining guals | 4) Evaluation
QOpting the gosls of Rigonuo. cessh
a hybrid modd inciul- g moj’;a;m"-,;.
ding IPFS and ZKPs nce and compliance

(« 2 Design and 5) Evaluation '\
Development Rigoruusly assassing J
\ Creating architecture the model's /
\ and molementng perfarmance 74
hybrid model Integrating and compliance
IPFS and ZKPs ) &—\
Loop process Loop process

Figure 1. Design Science Research Approach
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Dmring the design and development phase, a novel hybrid system was created that
integrates the InterPlanetary File System (IPFS) with ZKP mechanisms. Ths
architecture allows for scalable, privacy-preserving, and regulation-complant data
sharing The system was subsequently demonstrated using two representative real-
wordd datasets to wvaldate its practicality, The evalnation phase invelred
comprehenszive benchmarking of system performance, inclnding speed, scalahbdlity,
and GDPR akgnment Lastly, in the commmmication phase, the findings,
methodologees, and developed tools were openly shared with the academic and
industoal commmnnities to promote transparency, collaboration, and rense.

2.2, Systematic Literature Review (SLR): Establishing the Foundation

To gronad the development of the hybod framework 10 a rigorons nnderstanding
of emisting approaches, a Systematic Literatnre BEevew (SLE) was conducted. The
prmary a:m of this SLE was to :dentify, classify, and synthesize contemporary
stratemes for enhancing povacy in blockchamn-based personal data shaning systems,
with a special foons on Zero-Fnowledge Proofs (ZKPs) and off-chain storage
mechanisms. This review also served as a ccitical part of the knowledpe base and
problem jstification phases within the broader DER framevwork [14].

The SLE approach iz depicted in Fignre 2, which ontlines a structured review
methodelogy aligned with best practices in academic research. The methodelogy

entaled defining research guestions, developing a search strategy, applying
inclnsion and exclnsion critersa, and performung thematic analysis on the final
corpns of studies.

bibliog
2. Research extraction
1. Walidate the
findings

Research esearch Material
Process ustification

nmendations

Figure 2. The Systematic Literature Review Approach
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2.2, Research Questions

The following research questions (B)s) framed and guided the systematic review
process:
1) How does IPFS integration reduce blockchain storage bloat while
ensugng data avalabality?
2} What ZKP schemes optinuze privacy and performance in decentralized
data shaning?
3} How can hybad models alipn with GDPR's data easnze requirements?

These questions provided a targeted lens throngh which to assess the curcrent state
of the art and helped :dentify design gaps that the proposed framewosk could
address.

2.3. Search Strategy

To identify relevant literatare, a stetnred keyword search was condneted across
fons anthogtatire academic databases: IEEE XHplore, Spongerlink, ACKL Dugital
Libsary, and Scopns. The search query combined Boolean logic with specific terms
to ensure relevance and precision. The exact combination nsed was:

("blockchain™ AND "personal data sharing™ AND ("privacy™
OR "confidentiality™) AND ("zero-lnowledgs proof™ OR "zkp")
2ND ("off-chain storage™ OR "IPF3"))

The review was Lmited to the tme pedod 2018 to 2024, This was intentional, to
foens on literature that responded to post-GDPE. regulatory changes and reflected
the rize of practical ZKP implementations such as zk-SNARKS: and =k-STARKS=
[7]. [10], [16]. Theze techniqmes are increasingly central in privacy-centric
blockchain applications and represent a mataring area of research.

2.4, Inclusion and Exclusion Criteria.

A well-defined set of incluzion and exclusion erteria was appled to ensure the
quality and relevance of selected studies.
I} Inchsion Criteria:
a) Peer-remiewed jononal articles or conference papers.
b} Research focnsing on blockchain-based personal data shaning,
¢} Implementations of prvacy-preserving cryptographic techmigues
(e.g., ZKP, Attnbute-Based Encryphion).
dy Hybeid on/off-chain aschitectnres with practical deployment.
I} Es=zclusion Coteria:
a) Grey literatnre (e.g., whitepapers, blog posts).
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b} Siodies foensed =olely on cryptocucrencies without privacy
considerations.

c] Puzely theceetical cryptography papers lacking  system
mplementation or evaluation.

This strict filtering ensnred the selected Literature was both technically sound and
practically relevant to the research goals.

25. Screening and Selection

The systematic search process identified a total of 254 records from fonr major
academic databases: IEE Xplore, Sprngerlank Seopus, and ACK Digital Tibrary.
Following the initial dednplication process, 537 duplicate records were removed,
resulting in 197 gecords ebmble for tifle and abstract screeming. Dumng the
sereening phase, 109 records were exclnded from not meeting the inclusion criteria
(e.g., theoretical-only contributions, irrelevant to blockchamn privacy or off-chain
architectnres, or focnsing sclely on eryptoenency). This left 88 full-text articles
for detailed elimbility assessment All 88 full-text reports were successiully
retrieved and evaluated. 58 reports were exclunded at this stage. A total of 30 peer-
reviewed articles were selected for final inclusion in the systematic review. These
stndies were subjected to quality assessment and thematic coding across five
dimensions: architecture, eryptography, storage model, compliance strategy, and
pedformance consteaints. The complete sceeening and selecton process is
flinstrated in the PRISAA flow diagram (Figure 3).

2.6, Thematc Analysis

A thematic analysis was conducted on the selected stndies to extract patterns and
class:fy contributions across five core dimensions: architecture, eryptographic
techniques, storage models, complance strategies, and performance trade-offs.
1} Powvacy-Enhancing Architectices: Two main configncations emesged:
modnlar hybrid systems that decouple consensus from computation [17],
[18]. and ZKP-enabled decentralized architectures that offer venfiahle
povacy without sacrificing decentralization [7], [19].
2} Cryptographic Poavacy Techniqnes: The donunance of zk-3INARKSs and
zk-STARK= was evident across sindies [10], [16]. [20]., with some
implementations also leveraging Attnibute-Based Enceyption (ABE) and
ciphertext-policy encryption for access control [21], [22], [23].
3y Off-chain Storage Models: Most architectires emploved IPFS or Filecoin
for decentralized, tamper-proof data storage [1Z], [17]. Several stndies
incorporated mmtable encrypted storage to support data deletion in
accordance with GDPR mandates [4], [11], [15].
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Complance and Governance: Vanons systems implemented revocable
access policies [6], [24], on-chain andit trails compliant with Asticle 30 of
GDPER [11], [23]. [26], and hybod models snpporting data erasure as per
Article 17 [15]. A minonty of frameworks integrated decentralized identity
(DI solntions using W3C Venfable Credentials [1], [24].

Pecformance Trade-offs: Notable trade-offs included increased
verification latency with zk-STARK= [16], metadata leakage risks from
transparent on-chain logs [3], [21], and system complexity introdnced by
tmisted setup requirements and mmlti-party compntation [10], [27].
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Figure 3. PRISMA Diagram for The Systematic Literature Review
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2.7. Synthesis and Gap Analysis

The synthesis of findings revealed that while the nze of ZKPs and off-chain storage
for privacy is prevalent, few architectiures offer an integrated solation that suppocts
foll GDPFE. compliance, anditable data provenance, and efficient proof venification
nnder practical conditions. Moreorer, most exmisting solutions fail to incorporate
DSE principles in a stoactured manner, thereby lacking methodological rigor [16].
This identified gap forms the foundation for the present stndy’s contribution: a
D5R-based hybod framework integrating modnlar blockchain layering, =k-
SMNARK -based access control, mmtable IPFS stmictires for versfiable deletions,
and regulatory tagming that aligns explicitly with GDPER artecles.

2.8. Empirical Experiments: Validating the Hybrd Maodel

To walidate the proposed architecture, empirical ezpersiments were condneted
nsing both real-wodd and synthetic datasets. The test eavironments inclnded the
Etherenm (PoS5) blockchain for public vabdation, Hyperledger Fabric for
enterprse mse cases, and IPFS v0.12 for off-chain storage deployment
Cryptographic implementations nsed ZoFlmtes for sk-SNARFESs and Circom for
zk-STARKSs. The framework was deployed on a prrvate Etherenm testnet with
dedicated IPF3 nodes, simmlating operational conditions. The datasets inelnded
anonymized ICTT patient records from the Beth Israel Deaconess Medical Center
and syathetic financal transaction: modeled on German BSI data governance
guzdelines. All code, contracts, and scripts were version-controlled and shared
publicly via GitHub to suppost transparency and reproducibility. The system was
evalrated on mnltiple performance metrics:

1) Blockchain storage reduction (%o decrease in on-chan footprint).

Iy ZEP vernfication latency (1n milliseconds per proof).

3y IPFS data retrieval latency (average response time in seconds).

4) Transaction thromghpnt (transactions per second on Etherenm and

Hyperledger).

These evalunations confirmed the feasibility and effectiveness of the hyboid model
1n addressing scalability, povacy, and compliance.

3. RESULTS AND DISCUSSION
3.1. System Archirecture

1) Hybrid On-Chain/Off-Chain Design: Synergizing IPFS and Zero-
Enowledge Proofs

The proposed architectnre adopts a hybod design that merges on-chamn and off-
chain elements to achiere a balance between scalability, privacy, and regmlatory
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compliance, partienlasdy in scenarios involving sensitive personal data. This model
follow= a layered architectural approach composed of four primary layers: the
identity wallet layer, which handles credential issmance and identity management;
the blockchain layer, which enforces access control using smart contracts and
Zero-Fnowledge Proofs (ZKPs); the off-chain IPFS storage laver, which stores
actal nser data; and the API interface laver, wlhich promdes sermce-lerel
interaction between nsers and the system. The modulaty of this layered stoictnre
allows for efficient separation of concerns, enabling mdependent npgrades, fanlt
izolation, and enhanced system scalabality.

Fignre 4 dllnstrates this architectinre by highlighting how each layer interacts to form
a secnce and decentralized identity and data sharing framework. The use of the
InterPlanetary File System (IPF3) for off-chain storage enhances system scalabality
and reduces blockchain bloat by offloading large datazets while mantaining
verifiable koks through content identifiers (CIDs). At the same time, ZKP's ensnze
that verifications ocens withont revealing provate nser data, maintaming prrvacy and
complying with data protection laws such as GDPE. As shown in Figure 5, the
integration of IPFS and ZKPs enables povacy-preserming data verification and
access control mechanisms by allowing the blockchain to validate proofs of
kncwledge withont stordng the nndedying data itself. This hybrid acchitectnse
ensires that only the essential cryptographic proofs are anchored on-chain,
enabling erasure-aware mutability and compliance with the nght-to-be-forgotten

requirements [17].

¢ B
| Identity Identity Wallet
ol | G| B
( Layer) Layer)
Blockchain Blockchain
Layer Layer
IPFS IPFS Service
Provider API
Service
Service Provider APl Peovider
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Figure 4. Proposed Layered Aschitecture of the Hybod Framework
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The synergy between IPFS and ZEP: overcomes traditional Lowtations of
blockehain-based data shanng, such as the lack of efficient data deletion and
perracy leakage. Cryptographic anchonng ensures the venfiabelity of content, while
off-chain storage accommodates dynamic npdates and deletions. This framevwock
aligns with the goals of decentralized identity management, offering a privacy-
preserving  and scalable sclution for secuse data exchange o toistless

snTiromments.
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Figure 5. Integration of IPFS for Off-Chain Storage and ZEPs for Provacy

) On-Chain Layer (Ethereum): Smart Contracts and zk-SNAREK
Verifiers

The on-chain layer, deployed on the Etherenm blockcham, functions as the
poumary validation and eoordination hub of the proposed architectare. It integrates
smart contracts and zk-SNARK verfiers to manage data access policies, enforce
identity-based pernussions, and facilitate povacy-preserming interactions. Smart
contracts in this layer are programmed to store and manage IPFS Coatent
Identifiers (CIDs), define access control mles, and handle anthentication and
anthorzation workflows. These contracts play a cribical enstodial role, ensuong
that only nsers with valid credentials can retrieve the relevant off-chain data [22].
Ther create a tamper-resistant and anditable access control mechanism, logging all
permissioned interactions on the distobuted ledger.

This layer's design is contexinalized in Fignre 4, where the blockehain acts as the
decision and mle-enforcement core, brodging the identity and storage lavers.
Within this laver, zE-SNAFK wverifiers [23] walidate zero-kEncwledge proofs
submitted by nsers. These proofs enable versfication of a nser's mght to access data
or credentials without disclosing any sensitive information, ensuring both privacy
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and secnaty. By nsing zk-SNARKSs, the system venfies that a nser satisfies the
required conditions for data access while significantly redneing the on-chain data
load and avosding nanecessary data emposnre. This mamntains data integrity and
anthenticity, even though the actial data remains off-chain.

Figare 5 conceptualizes this integration, showing how sl-SINARK verifiers validate
claims against data stored in IPFS without the need to reveal any actnal content.
This not only supports compliance with porracy regnlations but also optimizes
blockchain efficiency by reducing the computational overhead typacally assocaated
with dats-heavy smart contracts. Together smart contracts and zk-SNARE
verifiers form a trstless vet secnre mechanism for decentralized sdentity and access
management, promoting both scalability and perracy in decentralized applications.

&3] Off-Chain Layer (IPF3): Encrypted Data Storage and CID Mapping

The off-chain layer of the proposed architecture is implemented using the
InterPlanetary File System (IPFS), which promdes a decentralized, distoboted, and
content-addressable storage mechanism [18]. This laper is fesponsible for
managing the actnal storage of nser data, partienlarly sensifive information that
mmst remain off the blockchain for scalability and comphance reasons. Unlike
traditional centralized databases, JPFS distributes content across a peer-to-peer
network, significantly reducing the risk of single points of failure and nnanthonzed
tampernng. It is ideally snited for decentralized environments where data mntegrity,
verifiability, and sccessibility are paramonnt.

A central fanetion of this layer is encrypted data storage. All data nploaded to IPFS
are encrypted nsing AES-256-GCM, a robust and modern symmetric encryption
algorithm that ensares both confidentiality and data integrity [24]. This gnarantees
that even f malicions actors gain access to the IPFS network or storage nodes,
they will be nnable to interpret the encrypted contents without the corresponding
decryption key. This form of client-side encryption ensnres end-to-end data
povacy and aligns with zero-tmst ponciples. Another wital component iz CID
(Content Identifier) mapping. Each encrypted file stored in IPFS is assigned a
nnique CID), which is generated based on the file's content These CIDs are
immmitable and serve as eryptographic hashes that reflect the exact contents of the
file. Any change to the data—ewven a single byte—resnlts in a new CID), thns acting
as a built-in tamper-detection mechanism [4]. These CIDs are then stored in the
on-chain layer wia smart contracts, allowing for verifiable, traceable, and efficient
data setrieval This linkage between on-chain smart contracts and off-chain
encrypted files ensnres both data integrity and acees:z control while minimizing
blockchain storage overhead.

The off-chain IPFS layer, 10 combination with robust encryption and imnntable
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CID mapping, ensures that the architectnre adheres to the ponciples of data
munimization, immotability, and nser control, all of which are essential for building
toustworthy decentralized data ecosystems.

4) Zero-Enowledge Proof Worldlow: Ensuring Privacy and Integrity

The zero-Enowledge proof (ZEF) workflow 1= a cornerstone of the architectnre,
designed to presecve data povacy while ensucing anthenticity and integrity. This
eryptographic protocol allows nsers to prove they possess valid data or eredentials
without revealing the data stself. The ZKP mechanizm, specifically implemented
throngh zk-SMNARK =, operates across a three-step process to ensure that sensitive
data remains confidential thronghont the venfication cycle.

In Step 1., the user encrypts their sensitrre data nming AES-256-GCAL, ensnong
confidentiality at the point of generation. The encrypted data is then uploaded to
IPFS, which in torn prodnces a Content Identifier (CID}—a unique, tamper-
emident reference to the encrypted file stored on the netwark This CID fancticns
a5 a1 cryptograplic pointer that represents the specific data content, without
actually exposing the data itself.

I Step 2, the nser generates a sk-SMNARK proof nsing eryptographic toolkits such
as Zolrates. This proof validates that the nser possesses knowledge of the
encrypted data and its properties (such as correctness or authenticsty), withomnt
exposing the actal contents. The creation of such a proof is compuiationally
efficient and leverages ellsptic enrre cryptography to produce muinimal-sized proofs
that can be vedfied quickly on-chan,

Step 3 involves the interaction between the nser and a smart contract deployed on
the Etherenm blockehain The nser submits both the CID and the zk-SMNAREK
proof to the smart contract. The contract performs an on-chan venfication of the
proof, enmring its validity withont accessing the encrypted data. Upon successinl
verification, the smart contract anthorizes access by delvering the CID to the
approved participant or service. This ensnres that only validated nsers, who have
demonstrated Enowledge throngh ZEKP, can access the content linked to the CID.

This process is mmally summarized 1 Fignre 6, winch illustrates the secure flowr
of information and validations that make np the ZKP wodkflow. The diagram
emphasizes how data encryption, CIDY generation, ZEP creation, and smart
contract verfication are coordinated to mantain a seense, porvacy-preserving, and
decentralized data management lifecycle. Throngh this workflow, the system
guarantees that both data acenracy and nser confidentiality are preserved, enabling
a tmstworthy mechanism for distnbuted data administration. It offers a scalable
and regulation-frendly alternatrre to coaventional access coatrol models,
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eliminating the need for centralized anthonmties or data ezposure dunong
verification.
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Figure 6. Zero-Fnowledge Proof Workflow

3.2. Implementadon Details: Technologies and Mechanisms

The implementation of the hybrid system architecture leverages a collection of
modern technologies and eryptographic mechanisms to ensure prreacy, mtegrity,
and performance. These technologies span from proof-generation tools and
encryption bbraries to data persistence solnbions and blockchain-based smart
contracts. Each implementation detail iz carefully chosen to support a
decentralized, povacy-preserming framework capable of operating within

regulatory constraints.
1) zk-SMNARE= with ZoErates: Performance and Efficiency

The system wutilizes zkE-SNARK=——rsero-knowledge succinet non-interactive
arpuments of knowledge—to ensnre povacy-preserving  data venofication.
Implementation iz handled wia ZoKrates, a comprehensme toolbox for zk-
SMNARK= that prowides a hugh-level langnage for defining arthmetic ciremits,
genecating proofs, and vedfying them ca-chain. This component is crdtieal for
maintaining proracy and scalability in decentralized :dentity systems.

The performance benchmarks for zE-SNARK=s in tlus implementation are
promising. Proof generation takes apprommately 1.8 seconds, a fair trade-off for
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the enhanced secunty and confidentiality it prowmdes. Meanwhile, verification 15
remarkably efficient, requining just 0.3 seconds per transaction, making it hughly
smztable for blockcehain environments where latency and resource constraints are
critical. These benchmarks ensure the system can scale without compromusing the
real-time responsivensss needed in nser-facing applications. The lightweight natuse
of zk-SNARK proofs also makes them ideal for on-chain nse, reducing gas costs
and supporting efficient decentralized compntations. By integrating ZoFrates into
the Etherenm smart contract enmiconment, the platform ensures that each proof
can be independently verified withont exposing the nndeslying data. This balance
of performance and security enhances the overall tmstworthiness and usability of
the system in real-world deployments.

) IPFS Data handling: Encrypdon and Pinning Services

Data handling wathin TPFS focnses on two core principles: strong encryption for
confidentiality and persistent availability ™a pinning services. As depicted in Fignre
7, encrypted user data is uploaded to the IPFS network where it i= content-
addressed and distrbuted across mmltiple nodes. To secure this data, the system
employs Libsodinm, a widely-used cryptographic hbwary that supports AES-256-
GCM encoyption. This algorithm provides both confidentiality and dats integrity,
ensuang that even f a malicions party gains access to the network, they will be
nnable to decipher the encoypted files [24].

—

/
1 User ' [
i&fﬂ_J—b{ Encryption IPFS Node
| &4 sty
. f . Encrypted;
| 5 | Data |
L ] ¥ ¥ 8

" Plaintext - _ | . I
\ Data | Encrypted Data J

Figure 7. IPFS Data Handling

The encryption process gunarantees that sensitive information remains protected at
rest and during transmuission. To prevent data loss and ensure persistence, the
system incorporates Fleek, a specialized IPFS punning sermice. Fleek keeps
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encrypted data from being garhage collected by maintaining 3 continmons presence
of the files within the IPFS netwodk This 15 cmcial in peer-sparse or low-uptime
enmironments, where traditional IPFS nodes may discard unpinned content. By
integrating encryption and pinning, the system delivers high availability, resilience,
and compliance with long-term data retention requirements.

The following Python code prowides a practical demonstration of how the system
encrypts and decrypts data using AFS-236-GCAL with the Libsodinm library:

import nacl.secret
import nacl.utils

def encrypt_data(data, key):
"rUEncrypts data using AES-Z56-GCHM. T
box = nacl.secret.3ecretboX (key)

nonce =
nacl.utils.random(nacl.secret.JecretBox . HONCE SIZE)

encrypted data = box.encrypt(data.encode('uti-g8"),
nonce)

return encrypted data, nonce

def decrypt_data(encrypted_data, nonce, key):
"rrDecrypts data using AES-Z56-GCHM. T
box = nacl.secret.3ecretboX (key)
decrypted_data = box.dscrypt (encrypted_data,
nonce) .decode { "utf-8")
return decrypted data
Code 1. Python Practical Demonstration

This scrept illustrates the end-to-end data secnrity workflow. A random key is
generated for each session. The encrypt_data fanction encrypts the plaintext input,
returning both the encrypted ciphertext and a nonece (which ensures noiqueness).
The decrypt_data function reverses the process nsing the same key and nonce,
restoring the orginal plaintext This goarantees both the integrity and
confidentiality of the encrypted data thronghont its lifecyele.

A smart contract wrotten in Soldity supports the secure storage and retrieval of
CIDs, along with the venfication of Zero-Knowledge Proofs (ZKPs). The contract
implements three primary fonetions:

a) storeCIDstring memory cid, address user): Fecords the relationship
between a nser’s Etherenm addsess and their IPFS CID. This establishes
access pights and ensnres data traceabdity.

b venfyZEProof(bytes memory proof address nser): Venfies the submitted
ZKEP and, :f wvabd wupdates the access control state vanable
[accessCGranted[nser] = tme). This grants the user permussion to retoeve
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data.
c) getCID(address nser): Returns the CID assocmted with a nser, provided
they have passed ZKP validation. If not, access 15 demed.

An internal fanction, siomlateZ K PVerification, serves as a placeholder for ZEP
validation logee. In real-wrord scenanios, this wonld be replaced with an actnal zk-
SMNAFK venfier ciromit. By managing mappings between users and their
permissions, this smart contract enforces granmlar access control, data traceability,
and privacy preservation in complance with decentralized design principles.

3 GDPR Compliance Mechanism: Right to Erasure and Aunditabilicy

The architecture incosporates a cobust GDPR compliance framework, specafically
aligned with Article 17 the Right to Erasure. When a user requests deletion, their
encrypted data is removed from the IPFS network. Simultaneonsly, the associated
Content Jdentifier (CID) on the blockehain is rendered nansable by npdating the
corresponding smart contract. This ensures that even if the CID remains visible,
the content st links to iz no longer retrievable or walid This dual-deletion
mechanism guarantees full data removal both off-chain (from IPFS) and on-chain
(wia CID invralidation), addressing regulatory concerns around data persistence and
nser consent MMoreorer, all data interactions are imowtably logged on the
blockchain nsing zk-3MWARKSs, ceating an snditable and verfisble record of
events. These logs can be independently validated, fulfilling legal obligations for
transparency and accountabality without compronusing nser povacy. In practical
terms, the encryption-decryption process validates system relabality and
encryption mntegrity. A randomly generated cryptographic key is nsed to encrypt
data, producing a secnre c:phertext. The corresponding nonce and key are then
used to deecypt and confirm the data’s integaty. This cyele ensures that poivaey,
traceability, and compliance are all met within a fully decentralized and secure
ecosystem.

3.3. Security Consideratons: Addressing Potential Threats

To ensure the system’s resilience and tmstoworthiness, the architectinre incorporates
a comprehensive suite of secunty mechanisms aimed at mitigating potential threats
and known mlnerabilities [28]. Security is embedded thromghout every laver of the
framework from data creation fo access control enabling an end-to-end protected
data exchange lifecycle. The first line of defense is end-to-end encoyption. All data
intended for off-chain storage on IPFS i= encrypted poor to upload nsing AES-
2536-GCAL This preemptive encryption model ensures that data remain
mnaccessible to unauthonzed entities, even if the undedying netwodk 15
compromised. The encryption is applied client-side, meaning sensitive information
never leaves the nser’s device nnprotected.
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In addition to encryption, the use of Zero-Knowledge Proofs [(ZEPs) further
reinforces secnoty. ZEPs allow nsers to validate the anthenticity and integrity of
data without revealing the data itself thereby preserving confidentiality ducing
verification. This not only minimizes exposnce but also deters data manipulation
by ensaring that only verifiable and nntampered content is shared or accessed.

Secnrity 15 also deeply integrated into the smart contract layer. The smart contracts
goverming access control, CID storage, and ZEP validation undergo nigorons
anditing and testing to elininate common Talnerabilities such as reentrancy attacks,
overdflow, nonderflow bugs, and naanthorized function calls. By adhering to secure
coding standards and nsing formal venfication tools, the system ensures a hugh
degree of tost in its decentralized logic.

Moreover, IPFS secunty is strengthened through the application of strong
encryption protocols and the integration of secure pinning services such as Fleek
These services prevent accidental or malicions deletion of content thereby
ensucing data persistence and integrity. The combined application of eryptography,
decentralized access control, and andst trails delivers a mmlti-layered security
framework well-snited to  environments with stongent data  protection

fequitements.

3.4. Scalability and Performance: Oprmising for Efficiency

The architecture 15 designed with scalability and performance in mind, addressing
several of the inherent hmitations in traditional blockcham-based data shanng
systems. These limitations often stem from the storage and computational
constraints of distnbuted ledgers, particnlarly when dealing with high volnmes of
data or frequent transactions. To counter this, the model employs a hybad
approach that strategically delegates data-intensive tasks to off-chain systems while
preserving the tmst and transparency of blockchain.

Cne of the primary enablers of sealability is the integration of IPFS for off-chain
storage. By stonng large data files outside the blockchain, the system drastically
reduces on-chain data load, leading to lower gas costs and improved transaction
thronghput. IPFS's content-addressable natise also ensures data verifiahility, even
though the content is not directly stored on-chamn. This allows the system to
maintain high levels of integraty and availability, without burdening the blockchain
infrastmetise.

Another cornerstone of pedformance optinuzation iz the nse of zk-SMNARKS: for
efficient wverification. These zero-knowledge proofs offer snccinct and non-
mnteractive valbidations, whech are computationally hghtweight and can be processed
sapidly by blockehain nodes. The average vedfication time, clocking in at around
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0.3 seconds, ensures that the system can scale honzontally withont introducing
latency, even during periods of high demand [27].

To further enhance efficiency, the architectare mmplements optimized smart
contracts. These contracts are designed with minsmal state dependencies and gas-
efficient logic, reducing exeenbion owverhead and improving responsmweness.
Techmiques such as modulanzation, event-based triggers, and gas cost auditing are
employed to ensure that contract operations reman both secure and performant.
Together, these design choices deliver a highly sealable and responsmre system that
remains obmst under increasing loads, making it smitable for real-word
applications mvolmng high-frequency transact:ons, large datasets, and stringent
performance requrements.

3.5, Research Queston

This section presents the empirical outcomes deoved from the design and
evalmation of the proposed hybod povacy-preserving blockchain framewock
These findings are organized around the three Design Science Research (DSE)-
aligned research questions (BQs) and are informed by thematic challenges and
performance gaps identified in the Systematic Literatnre Rewmew (SLE). The
developed prototype leverages off-chain data handling throngh IPFS, on-chain
data anchonng nang Etherenm smart contracts, and povacy enforcement theongh
zk-SMARK and zk-5TARK proofs, further validated by Etherenm virtual machine
simmilations and formal comphance andits.

1) IPFS Integradon and Storage Optmization (RQ1)

To address issues of blockchain bloat and inefficiencies in hgh-volnme
environments, particulady 10 sectors ke healtheare and finance, the system stoges
maw datasets off-chain in IPF3. Only their Content Identifiers (CIDs) are
cryptographically hashed and recorded on-chain This design yielded a substantial
stogage rednction of 74.8% X 2.1% acsoss 1,000 test iterations involving medieal
datasets (2.1 GB) and financial datasets (1.7 5B), vastly ontperfornung traditional
sharding protocols, which typically achieve only 40-60% storage reduction [12],
[17].

Fignre & depicts the comparative storage growth patterns between traditional
architectnres and the proposed IPFS-integrated system. The resnlts validate the
architectural hypothesis outlined in the SLE, where off-chain strategies
consistently surpassed monelithie storage frameworks in terms of scalabiity and
compliance performance [4], [20]. Furthermore, Figuge 9 separates these stomge
efficzency outcomes by dataset type, confirnung the framework’s generalizability.
Regardless of dataset domain, the nse of CIDs allowed SHA-256-based integrity
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verification, immutability, and traceability, without requiring full payload storage
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Figure 9. Storage efficiency compacisons
2) Privacy Enforcement via zk-SNARKs and zk-STARKs (RQ2)

To ensuce privacy-preserving proof validation, the system integrated Grothl6-
based zk-SNARK circnits nsing the ZoKrates toolkit. These ciccnits enabled nsers
to validate their data access eligibility without revealing any sensitive personal
attbutes. In Etherenm Virtual Machine (EVM) simulations, zk-SNARK proof
generation averaged 1.82 * 0.15 seconds, and verification time remained
consistently nader 0.31 £ 0.04 seconds—a pecformance level suitable for real-time
healthcare and finance applications [7], [10], [19].
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In contrast, zk-3TARK s—despite offering quantnm resistance and eliminating the
need for a tmsted setup—exhibited larger proof sizes (2546 kB £ 123 EB) and
higher verification latency (3.42 T 0.28 seconds). These characteristies make zk-
STARFESs better suated for bateh validation and historeal andits rather than geal-
time operations [16]. The findings reinforce conclusions deawn in 60% of sindies
remiewed, which identified poivacy-preserming proofs as a fundamental requirement
for compliance in decentralized systems [13].

3) Compliance Testing and GDPR Alignment (RQ3)

An independent andit condncted by PrivacyGmard Ine. determined that the system
meets 95.2% of GDPE compliance requirements, especially nader Articles 5 and
17, which pestain to data accuracy, processing prnciples, and the "Right to
Erasuce." The pomary compliance mechanism is a CID-pointer invalidation logic,
where access tokens and smart contract records are removed upon deletion
requests. The remaiming 1.8% non-complance stemmed from asynchronons
pointer mvalidation dunng conenrent deletions—a known bug resolved throngh
a quene-based smart contract policy detailed in Section 4.3.

These complance outcomes echo trends noted i the SLE, where over 30% of
surveyed blockchain systems faled to harmonize momtabality with erasnre
mandates [11], [15]. By contrast, this architectnre's CID revocation mechanism
allows verifiable data delebion On average, CID invalidation and data remowal
from IPFS oconrred wathin 150 mulliseconds, snpporting auditabdlity whale fulfilling
erasize oblimations [26]. Thiz desipn bodges a well-known paradox: ensnding
permanent sudit trads while also enabling data deletion—a challenge nomet by
maost legacy blockchamn frameworks.

4) IPFS Latency and MNerwork Varabiliry

A comprehensve latency analysis was performed to assess the impact of network
conditions on IPFS data retneval Results revealed geographic dispanibies i
latenecy, wuth average access times of 1.5 seconds in Enropean nodes and np to 3.2
seconds in Asia-Pacific regions nader 50 Mbps conditions. In peak scenanios, the
90th percentile latency reached 4.1 seconds, emphasizing IPFS's reliance on
network topology and peer deanty [4], [12].

Diespite these vanances, the architectnre ensnres on-chain proof wvalidation
proceeds mdependently of content delivery timing. This design choice 1solates the
data availability layer from the verfication mechanism, allowing nsers to validate
access gghts even when the payload retrieval empepences delay. While tlus
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introdnces marginal latency ducing reads, the trade-off resnlts in signeficant storage
effimiency and adherence to data soversignty regulations [2].

5) Comparative Benchmarldng Against Contemporary Frameworks

To contextnalize performance, the proposed framework was benchmarked aganst
three well-known prvacy-preserving systems: MedRee (MIT), ABEChain, and
Zerocash. The companson spanned ker metres, inelnding storage efficiency,
GDPE compliance, thronghpit, povacy enforcement, anditabality, and nght to
SLasTE,

Table 1. Comparatre Benc]:m.‘a.l:bnﬂ'

Metric Our MedRec ABEChain  Zerocash [19]
Framework  [17] [22]
Storage T74.5% 22% N/A N/A
Reducton
GDFR 98.2% T2% 85% Mo 64% (Mo Andit
Compliance (Vakdated) (Partzal Eramge Trails)
Logs)  Logic)
ut 10,20 2,500 4,100 520
(TPS)
Privacy ZE-SNARK:s DNone Hashed hMeta Full ZKP

Enforcement  (90-hat)
Auditability Full (Smart Partal Moderate Low

Contract (Off- (Role-based]  (Anonymized

Lngs,) chain) TXE only)
Bight to CID 3 3 i
Erasure revocation

(On-chain)

As shown in Table 1, although the prototype does not offer the highest
throughput, it outperforms competitors in GDPR compliance, anditability, and
secuge storage reduction. This makes it especially viable for compliance-sensitive
sectors like healtheare and financial sermees [11], [26].

a) System Worldflow Validadon

To wvisualize the sequence of operations within the hybrd system, Figire 10
presents the full end-to-end data access wodkflow from nszer requests to privacy-
preserring vakdation and CID-based retrieval. The implemented identity workflowr
followred a three-phase cycle:

a) User registration wia DID-based hashing and encoypted credential storage.

b ZEP-based access validation, ensuring zero disclosure.

c) Token-based data retrieval from IPFS using validated CIDs.
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Figure 10. End-to-End Data Access Workflow in Hybrid Framework

Each phase wras validated wia smart contract logs, hash reconstmetion, and retrieval
tests, confirmmng foll-cycle integrity in access control and user-side povacy
enforcement. The architecture aligned with modnlar layering patterns seen in 43%
of systems analyzed in the SLE [4], [7]. [24].

3.6. DMiscussion

This section coiically reflects on the empirical results presented in Section IV
through the lens of Design Science Research (D5SE) methodology and the broader
context ontlined in the Systematic Literatire Remew (SLE). It synthesizes
theoretical and practical insights, highlights key design trade-offs, and outlines the
contribution of the developed artefact to the field of povacy-presermng
blockchain-based data shaning.

The proposed hybrid framework adheres closely to the ponciples of DSE [14],
successiully translating abstract privacy and regulatory requirements into a tested,
operational artefact The system fulfills the full DSE cyele—from problem
identification and design throngh to demonstration and evalnation—achieving a
robust blend of relevance, mgor, and evaluation TUnbke throunghput-centrie
blockchain architectures that comproouse on governance or pomacy, this
framework elevates compliance and nser confidentiality as core architectural
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prorities. It reflects a broader paradigm shift observed i next-generation
decentralized identity models, where blockchain serves as a compliance anchor
rather than a monolithic data store [4], [7], [25].

A major contribution of tus artefact Les in its novel implementation of erasre-
wverifiable design patterns. By integrating CID revecation, selectrve disclosuze ma
ZKPs, and on-chain proof-of-access mechanizms, the system responds directly to
a kev insight from the SLE: fewer than 12% of blockcham frameworks effectrvely
addressed both verifiability and GDPR-aligned erasure compliance [11], [15]. The
architectnural innowation positions the framework as a new benchmark for secnse
and regulation-ready data sharing infrastmctire.

PRIVACY

Latency

Storage 5
Figure 11. Architectiral Trade-offs: Prvacy, Pecformance, and Compliance

The system’s deployment revealed several cotical trade-offs, echoed in other
prvacy-preserving  architectnres [12], [16], [22]. As wisualized in Fignre 11,
performance, privacy, and compliance must be carefully balanced. For instance,
latency (1.525 for generation and 0.31s for versfication). Similarky, IPFS5-based
storage achieves signsficant storage rednction (74.8%0) but ineurs access latency
(1.8-3.25). CID revocation mechanisms enforce complance with Asticle 17 of
mmpacted the andit success rate (98.2% with 1.5% failure). Smart contract
orchestration also increases system complexity, necessitating the coordination of
mmltiple interdependent contracts. These observations are systematically
summarized in Table 2, reinforeing a key principle in decentralized systems: poivacy
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and transparency gains often require performance or design complexity trade-offs

[Le]. [20].
Table 2. Kev Design Trade-offs

Design Trade-off Empirical Observation
Dimension
ZEF Proof High pevacy ++ increased 1.82s  generation, 0.31s
Time Cgmpuﬁﬁguﬂ latency. verificaticn I:Zk—SNﬁ_EF:_].
Storage MModel IPFS rednces bloat +« 7T48% =awmngs, 1.8-32=

increased content retrieval retrieval latency

latency
Complance CID  revocaton  enforces 98.2% andit success, 1.8%
MMechanism erasnre <+ risks asyne fatlnres  failure durng conenecency
System Greater control ++ requires Regures 3 interbinked
Complexity smart contract orchestration  Solidity contracts

Drespite these constraints, the framework’s comparative strengths lie in its holistic
approach to povacy, anditability, and compliance. As ontlined in Table 1 (Section
IV.E), it outpesforms leading frameworks such as MedRec, ABEChain, and
Zerocash in GDPR alignment and andit readiness. While these frameworks may
offer higher TPS or simpler deplovment they often lack sobust erasnre
mechamisms, andit logs, or venfiability, which are critieal in high-assurance
enmironments like healthcare and finance [19], [2Z].

The framework also demonstrates domain-specific adaptabality:

a) Healtheare: Supports GDPR-compliant cross-border data shanng for rare
dizease research and enables selective attribute disclosnre (eg., vaccination
procf without revealing full medical history) [7]. [29].

Finanece: Facilitates anditable access control nnder AGEID T regulations
using smart contracts, while zE-SNAFKs ensue confideatiality in
sensitive transactions [10], [26].

¢) Dugital Jdentity: Leverages DIDs and verifiable credentials to ahgn with
W3C standards, supporting uze cases such as refugee identification and
financial inchnsion for the nnbanked [4], [24].

Legal and Governance: Demonstrates a functional model for reconeciling
immmtabiity with GDFR Acticle 17, offenng policymakers a regmlatory
sandbox for blockchain governance innovaton [11], [26].

b)

Stll, the framewrork is not without initations. The tmsted zetup requirement of
zk-SMNAFRK s continmes to pose transparency challenges, though partially addressed
wia Mnlti-Party Compntation (MPC). Futnre versions will explore transparent
SMNARK constmctions like Plonk and Halo 2, which eliminate this dependency
[20]. IPFS avaidlability, eurrently reliant on centralized punning providers such as
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Fleek or Pinata, may introdnce single points of failure, While on-premise node
deplovment reduced content loss to below 0.1%, decentralizing pinning
mnfrastonchire using Filecoin-based incentives 15 planned to strengthen content
persistence [12], [15].

Another initation is dataset generalizabdity. Most empirical tests were condncted
on the U.S.-centric Beth Israel dataszet, potentsally miting relevance :n EU or
African regulatory contexts. Ongoing trials are incorporating datasets from Ensope
and Africa to broaden mnsdictional coverage. In terms of user accessibility, the
system presnmes a baselne of digital Iteracy, which may hinder deployment in
noder-resoncced regions. To address this, fuinre iterations will integrate SMS and
TUS5D protocols, making the platform accessible to mobie-first and low-
connectivity environments—an SLE recommendation for global applicabdity [24],
[28]-

From a policy perspective, the framework addresses a central challenge in
blockchain governance: how to reconcile decentrabization with evolming legal
mandates. It enables selective disclosnre, enforces data minsmization, and offers
wverifiable erasnre mechanisms, providing regnlators and developers with a practical
template for fetre-proof blockchain design. The system’s smart contract—based
govermance laver facilitates cross-bocder interoperabiity, aligning with global
standards such as GDFE, HIPAA and AGFID I Goven that over 50% of
frameworks reviewed in the SLE lacked enforceable data sobject rights [11], [15],
this solution emerges as a scalable and repulation-alipned reference model

Planned enhancements aim to further matare the platform. The roadmap mchides:

i) Integration of transparent SMARKs (eg., Halo 2, Plonk) to eliminate
tmsted setup requirements and enhance eryptographie transparency [20].

b} Decentralized pomumng nsing Fiecomn-based incentrres to  ensure
pecsistent, censorship-resistant stocage.

¢l A mobde-first interface with support for SMS and TUS5D protocols for
accessibaity in under-connected areas [28].

dl Dvnamic policy engines to support real-time consent management and
adaptrre access control for evolring regulatory needs.

These extensions will expand the framework’s applicability across continents,
regulatory systems, and network conditions, bondging the gap between thecretical
blockchain research and its real-wosld, co iance-focnsed deployment [30].

4. COMNCLUSIONS

This stody presented a novel hybrid architecture combining IPFS-based off-chain
storage with zero-knowledge proof-based privacy vabdation, designed to address
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the critical challenges of blockchain bloat, prvacy preservation, and regulatory
compliance. Empirical results demonstrated a 74.58% reduction in on-chamn
storage, 95.2% GDPR compliance, and cryptographic verification capahdlities
siutable for real-world proracy-centric deployments. The key takeaway 15 that the
proposed architectnre not only addresses the GDPER-blockchain imnitabdlity
paradox but also advances the theory of privacy as infrastrueture, by leveraging zk-
SMARFKESs for both validation and anditabality. Its application in healthcare ensbles
GDPR-comphant cross-horder research, while in finance, it facilitates regulatory
andit trails withont exposing sensitive transactional metadata.

Howrever, the sindy has Lmitations. The nse of zk-SINARKS: still relies on tmsted
setup ceremonies, which althongh mitigated throngh MPC, remain a point of
concern. Dataset generalizability may be Lowted dne to reliance on MNosth
American health records. Additionally, while a hybrid pinmng strategy rednced
costs, the dependency on third-party serrices conld compromuse decentralization.
Future enhancements will focus on remowving toested setaps, increasing geographic
regulatory validation, and ezplocing decentralized punmung economics to ensne
resilient, povacy-preserving applications across diverse real-wordd contexts. These
enhancements aim to further optimize the framework’s resibence, scalability, and
regulatory robustness for next-generation decentralized applications. effectrrely
mutigates blockchain bloat, enhances privacy wma zk-proofs, and supports
regulatory compliance throngh anditabality and oontability mechanisms. It balances
performance, secnrity, and legal imperatives, demonstrating real-world viability in
prvacy-crtical sectors. Ongoing enhancements will foens on tmstless setup
remoral, plobal data generalizability, and decentralized pinning economuecs.
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The increasing demand for secure, scalable, and decentralized data
management in blockchain ecosystems has intensified the need for effective
off-chain storage selutions. Traditional blockchain infrastructures offer
limited storage capacity, prompting the integration of decentralized protocols
such as the InterPlanetary File System (IPF5) and Filecoin. While both enable
distributed data sharing, they differ significantly in architecture, incentive
mechanisms, and security assurances. This study presents a systematic
literature review (SLR) of 35 peer-reviewed studies, combined with a
technical evaluation of IPFS and Filecoin across five critical dimensions:
performance, security, incentive models, integration feasibility, and
application-specific suitability, Empirical findings indicate that [IPF5 provides
faster data retrieval (average latency ~210 ms) and simpler integratiomn,
making it well-suited for low-risk, real-ime data scenarios. However, it lacks
native incentivization for long-term data persistence. In contrast, Filecoin
offers higher data availability (~99.9%] and verifiable storage proofs via its
token-based reward system, enhancing durability and anditability, albeit with
increased latency and operational overhead. The analysis reveals that neither
protecol alone fully addresses the security-scalability-persistence trade-off
inherent in decentralized systems. Instead, the results advocate for hybrid
architectures that combine [PF5's performance strengths with Filecoin's
robust data assurance features, This paper contributes a structured decision-
making framework to support the selection and deployment of comtext-
appropriate off-chain storage models. The findings aim to guide researchers
and practitioners in designing resilient, privacy-preserving blockchain
infrastrucres, particularly in domains where data integrity, verifiability, and
long-term accessibility are essential.
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A. Introduction

The increasing adoption technology in domains such as healthcare, digital
identity. and supply chain management has accelerated the demand for efficient,
secure data storage solutions outside the blockchain itself. On-chain storage
remains expensive, slow, and impractical for large data, prompting the shift toward
decentralized off-chain storage systems [1]. Two prominent platforms in this space
are the InterPlanetary File System (IPFS) and Filecoin. IPFS introduces a content-
addressed, peer-to-peer distributed file system layered on Kademlia DHT, offering
rapid data retrieval and content integrity [2]. However, it lacks economic
mechanisms to guarantee persistent file availability, relying instead on voluntary
node participation [3]. Conversely, Filecoin, built by Protocol Labs atop the IPES
protocol, integrates a token-based incentive layer and cryptographic proofs (Proof
of Replication and Proof of Spacetime) to ensure verifiable and long-term data

storage [4][5].

Despite significant momentum in both platforms, including IPFS’s mainstream
adoption and Filecoin's multi-exabyte capacity [8]. there is a lack of consolidated,
technical comparisons that evaluate their performance, security, and applicability
within blockchain-driven systems. Prior studies have addressed isolated aspects,
such as IPES latency in private networks [7], Kademlia optimization [2], and
Filecoin's consensus security [8]. but seldom provide a comprehensive architecture
and performance-based comparison tailored for data-sharing applications.

In response, this article aims to deliver a dual mode analysis combining a
Systematic Literature Review (SLE) with an architectural performance evaluation,
focusing on meftrics such as retrieval latency, data awvailability, incentive
effectiveness, and protocol resilience. We synthesize existing knowledge and
benchmark findings to give practitioners and researchers a clear framework for
selecting off-chain storage based on security requirements, cost constraints, and
performance trade-offs. Our contribution includes a set of comparative diagrams,
performance tables, and a decision -oriented guide for real-world blockchain
systems.

E. Related Work

The increasing adoption of decentralized storage has led to agrowing body of
research exploring the design, performance, and integration of off-chain storage
systems in blockchain environments. The InterPlanstary File System (IPFS) has
been widely examined as a peer-to-peer. content-addressable storage network
offering low-latency file sharing and integrity through content hashing [1]. [2].
Studies such as Trautwein et al. [2] have evaluated IPFS's efficiency in decentralized
environments, identifying strengths in its distributed hash table [DHT)-based
routing and weaknesses in data persistence, particularly in the absence of node
incentives. In response to these limitations, Filecoin was developed as an incentive-
based protocol that builds upon IPFS by incorporating Proof of Replication (PoRep)
and Proof of Spacetime (PoSt) mechanisms to ensure long-term file storage [3][4].
Filecoin has aftracted substantial research interest particularly around its
consensus mechanisms and economic incentives. [3] analyzed the security of

https:/ /doiorg/10.33022 fijcs.v14i4.4968 6242
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Filecoin's Expected Consensus protocol, showing resilience under rational
adversary models while also exposing susceptibility to storage concentration and
market manipulation.

Despite these advances, comparative studies between IPFS and Filecoin
remain limited in scope. Most existing evaluations focus on performance or security
in isolation, without offering a comprehensive architectural and operational
comparison tailored to blockchain-based data sharing applications. Furthermore,
few studies integrate a systematic literature review (SLR) methodology to
synthesize results across deployment contexts, security models, and incenfive
schemes. Although numerous studies have examined the design and operational
characteristics of decentralized storage protocols like IPFS and Filecoin, a clear
analytical gap remains in how these systems perform side-by-side when evaluated
under consistent criteria relevant to secure blockchain-based data sharing, Existing
literature typically treats IPFS and Filecoin as isolated case studies, lacking a
structured methodology to assess their strengths and weaknesses across unified
dimensions such as data availability, economic incentives, and protocol-layer
reliability.

Moreover, there is no established evaluation framework that bridges protocol
architecture, performance outcomes, and application, specific security
considerations in a single study. This omission leaves developers with fragmented
insights, limiting their ability to make context-aware decisions, especially in
domains where secure, scalable storage is non-negotiable, such as e-health,
decentralized identity, and IoT.

This study addresses these shortcomings by combining a Sytematic Literature
review [SLR) of 35 studies with a technical architectural and performance
comparison of IPFS and Filecoin. The contribution is twofold: first, it provides a
comparative synthesis of current research; second, it offeres a practical decision-
making guide for choosing between content-addressed (IPFS) and incentive-driven
(Filecoin) models based on project-specific security, cost, and performance
requirements. This work aims to inform researchers and system architects building
the next generation of trustworthy, decentralized storage infrastructures.

C. Methodology

This study adopted a Systematic Literature Review (SLE) methodology in line
with Kitchenham and Charters (2007) and refined through PRISMA 2020 reporting
guidelines to ensure transparency, repeatability, and comprehensiveness. The
methodology was augmented by a targeted architectural evaluation, enabling both
empirical synthesis and protocol-level analysis of IPFS and Filecoin. This hybrid
approach allows for contextual benchmarking with blockchain-based off-chain
storage ecosystems.

1. Review Design and Objectives

The primary objective of this review was to compare IPFS and Filecoin in terms of
performance [C1), security and integrity (C2], incentive models [C3), integration
and deployment feasibility (C4), and application-specific use cases (C5). The guiding
research questions were formulated as follows:

https:/ /doiorg/10,33022 fijes.v14i4.4968 6243
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+ RQ1: What performance metrics (latency, throughput, and availability)
characterize IPFS and Filecoin under blockchain-based deployments?

* RQ2: What security guarantees and cryptographic primitives underpin each
system’s trust model?

= RQ3: How do the incentive models influence data persistence and economic
sustainability?

+ RQ4: What are the architectural and integration constraints when deploying
these protocols in real-world applications?

*  RQ5: Which domains benefit most from IPFS and Filecoin, and under what
technical assumptions?

These questions shaped the formulation of inclusion [ exclusion criteria,
search strategies, and data extraction protocols

2. Information Sources and Search Strategy
A comprehensive search was conducted across the following digital libraries
and indexing platforms:
= [EEE Xplore,
« ACM Digital Library.
» SpringerLink.
+ Elsevier ScienceDirect.
+ MDPI and Hindawi.
» arXiv and SSRN for gray literature.

The search was limited to articles published between 2020 and 2025 to ensure
relevance to the latest blockchain protocel developments. The following Boolean
strings were applied.

("IPFS" OR "InterPlanetary File System™) AND ["Filecoin™) AND
("blockchain” OR "decentralized storage™) AND

("performance” OR “latency” OR "security” OR "availability” OR "integration”
OR "incentives")

Each query was refined using filters by publication type (peer-reviewed),
language (English), and domain relevance (computer science, cryptography. data
engineering). The rationale for selecting the 2020-2025 publication window is
rooted in the rapid evolution of off-chain storage protocels during this period. Key
milestones in IPFS and Filecoin's development, such as the launch of Filecoin
mainnet and advances in retrieval market mechanisms, occurred within these years.
Figure 1 illustrates a timeline of major protocol developments and adoption trends,
highlighting their relevance to blockchain-based data sharing systems.

HE M1z R .
Filecein haimeat lairch: IFS 05 dpdats FUM Baka: IRFS i Wak® azjs  Poibguabam ceieaeim IPES privacy aabassions

03l 2o %
1FFS Dangter w18 Filsczia retrisval martstaDE-SMAAK: in Filscoin; IPFS PebSub in NFTe Frylsrd Al-Fileczin modeis amergs

Figurel. Development and Adoption Milestones of IPFS and Filecoin [2020-2025).
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3. Inclusion and Exclusion Criteria

The selection of studies for the systematic literature review was guided by well
defined inclusion and exclusion criteria, as summarised in Table 1. These criteria
ensured the methodological rigor and relevance of the selected sources with respect
to decentralized storage protocols within blockchain ecosystems.

Tabhle 1. Inclusion and Exclusion Criteria for Study Selection

Criteria Inclusion Exclusion
Domain IPFS, F]lEIEmII. Other P2P or Web3 storage not
Focus decentralized storage oo 1one IPFS / Filecoin

in hlockehain nE
Pesr-reviewed Elog posts, YouTube videes, opinion
T journal articles, pieces.
Content conference
proceedings.
Language English Non-English
Technical A.r\cl:ufectura], HLgh_—lgv&'l dm.ussmns lacking
Depth security or empirical detail,
performance
Publication 3020-2025 Prior 2020
Date

4. Study Selection and PRISMA Workflow

Study selection was executed in four stages guided by the PRISMA 2020 model.
1. Identification: 216 papers were initially retrieved.
2. Screening: Titles and abstracts were reviewed, reducing the pool to 87.
3. Eligibility: Full-text analysis based on inclusion criteria left 49 papers.
4. Inclusion: A final set of 35 papers was selected after removing
duplicates and low-quality studies.

The PRISMA 2020 Flow Diagram (Figure 2) outlines the full selection process.
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Figure 1, The PRISMA 2020 Flow Diagram

5.Data Extraction and Coding Scheme
A custom data extraction form was designed in Excel, capturing metadata
(author, year, source), performance benchmarks, security primitives, incentive
mechanisms, deployment constraints, and application domains, A thematic coding
strategy was used to categorize extracted data under five analytical dimensions [C1-
cs).
Coding Keys:
* C1:Performance: latency, throughput, redundancy. fault tolerance.
+ C2:Security: PoRep, PoSt. DHT integrity, consensus models.
* C3:Incentives: Filecoin tokenomics, IPFS pinning limitations.
* C4:Integration: smart contract compatibility, resource overheads.
= (5:Use cases: mHealth, digital identity, supply chain, IoT.
Two independent reviewers validated the extracted data. Cohen's Kappa score
for inter-rater reliability was 0.89, indicating strong agreement.

6. Quality Assessment
Each included study was evaluated against the Kitchenham quality checklist,
which includes:
# (1: Clear research aims.
* (2: Justification of methods.
s  (3: Validated results (e.g. simulations or benchmarks).
+ (4: Discussion of threats to validity.
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* (5: Relevance to research questions.
Scores were normalized across a 5-point Likert scale. Studies scoring below 3
were excluded from the synthesis.

7. Data Synthesis Method

We employed employed a narrative synthesis strategy supported by
quantitative summarization tables (tables and graphs). Studies were grouped by
blockchain storage protocol, deployment model, and domain. Performance metric
such as latency (ms), availability (%), and throughput (req/s) were normalized
using z-scores to allow comparative assessment.

Security insights were categorized into architectural resilience, consensus
stability, and integrity guarantees under adversarial conditions. Incentive schemes
were assessed using economic sustainability models and their effect on storage
longevity. To illustrate the interaction among the system's components Figure 3
presents the deployment scenario for the proposed blockchain-based data sharing
architecture.

L Client App J
(Wb / Mobile)

:

[ Flazk AP

Smart Contract Trh;ger

Chalncode-as-a-Senvice
(Hyperiedger F=hru=>

e |

(IPFS ¥ Filecoin)

3!

=2

(SGX / Enclave)

Figure 3. Deployment Scenario Diagram for Blockchain-Based Secure Data Sharing

I Results

The analysis is structured around five core evaluation dimensions: C1 -
Performance, C2 - Security and Integrity, C3 - Incentive Models, C4 -
Interoperability Feasibility, and C5 - Application - Specific Use Cases. Comparative
results were synthesized from 35 selected primary studies and technical reports,
integrated with benchmark data where available.

1. Performance Metrics

(a) Latency and Throughput

Experimental evaluations consistently show that IPFS offers significantly lower
retrieval latency than Filecoin in content-addressable data sharing scenarios [1]. [2].
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[7]. In private networks, IPFS demonstrated mean latencies ranging from 120 ms to
230 ms under average load conditions [3]. By contrast, Filecoin exhibited latencies
between 400 ms and 200 ms, primarily due to proof generation and blockchain
confirmation overheads [4].

To strengthen the robustness of this comparison, all latency measurements
were averaged over 100 frials per protocol, with standard deviation values
reported. IPFS achieved a mean latency of 210ms (¢=184ms], indicating
consistent performance across test cases, Filecoin, in comparison, recorded a mean
latency of 580ms (o=62.7 ms), reflecting higher variability introduced by its
consensus and sealing mechanisms.

This performance contrast is illustrated in Figure 4, which displays the average
retrieval delays and associated variation margins (error bars) for both protocols
under benchmarked conditions.

TOOF

600 ms
GO0

S00F

4001

Latency {ms)

s
=
(=]

180 ms

200F

0f

IPF5 File&uin
Storage Type

Figure 4. Mean Latency comparison between IPFS and Filecoin

(b)Availability and Redundancy

IPFS achieved high awvailability in clustered deployments using persistent
pinning and replication [53]. However, in non-incentivised environments, content
loss due to garbage collection was frequently cbserved [6]. Filecoin's storage
miners, incentivised through Proof of Replication (PoRep) and Proof of Spacetime
(PoSt). achieved availability rates of over 99.99% in audited scenarios [4], [B].
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(c) Scalability

While IPES is highly scalable in content distribution due to its DHT-based
routing, it suffers from inconsistent content resclution under high churn rates [2],
[6]. Fileccin's block production process and message propagation through the
gossip network introduce throughput constraints, limiting transaction finality to
30-60 seconds per block [8], [9]. The architectural divergence between IPFS and
Filecoin is illustrated in Figure 5, highlighting their differences in storage models,
consensus mechanisms, incentive schemes, access patterns, and persistence
strategies.
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Figure 5. A Comparative Architectural breakdown of the two protocols.

2. Security and Integrity Guarantees

While performance metrics offer baseline utility, long-term integrity and
verifiability are equally critical in off-chain systems. As illustrated in Figure 6, the
trade-off between retrieval speed and data durability underpins the architectural
divergence between IPFS and Filecoin.
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Figure 6. Comparative analysis of mean data retrieval latency and availability
between IPFS and Filecoin,

(a) Content Integrity

Both systems implement SHA-256 content hashing, ensuring tamper-evident
storage [1], [3]. However, recent evaluations have highlighted critical gaps in long-
term persistence due to node churn and content eviction. However, IPFS does not
guarantee persistence, making it vulnerable to content disappearance without
proactive replication [6]. Filecoin ensures persistence through verifiable storage
proofs, offering cryptographic guarantees on data custody [4], [E]. [10].

(b) Consensus Security

Filecoin Filecoin employs the Expected Consensus protocol built atop TipSet
aggregation and weight selection, offering resistance against rational adversaries
under honest majority assumptions [4], [11]. IPFS does not natively use a consensus
algorithm, depending instead on eventual consistency via DHT convergence [2].

() Sybil and Cemsorship Resistance

IPFS is susceptible to DHT poiscning and Sybil attacks in the absence of access
control layers [12], [13]. Filecoin's reliance on pledged collateral and proof
verification discourages Sybil behaviour, although it remains vulnerable to storage
concentration attacks [4], [11].

3. Incentive Models and Persistence
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IPFS is non-incentivized by default. Its reliance on voluntary node persistence (e.g.
pinning services) results in unpredictable datalongevity [1]. [6]. Filecoin introduces
a robust economic model where storage providers earn FIL tokens for verified
storage, enforced via PoRep and PoSt [4], [10], [14].

Economic simulations show that Filecoin storage providers retain data for a
median of 180 days with a 92% renewal rate under default gas conditions [15].
However, this introduces significant complexity and potential volatility due to gas
fees and tokenomics [16]. [17]-

4. Integration and Deployment Feasibility

(a) Resource Requirements

Filecoin does require significantly higher computational and storage
overheads due to cryptographic proof generation and chain state maintenance [4],
[14]. IPFS nodes can be deployed on lightweight devices and edge servers, making
them suitable for IoT and mobile scenarios [1], [3]. Network evaluations of IPES
show that while it scales under moderate demand, its latency can spike under node
churn conditions [32].

(b} Smart Contract Interoperability

Filecoin supports EVM-based integration via FVM (Filecoin Virtual Machine),
facilitating programmable storage transactions [18]. IPFS is compatible with
Ethereum smart confracts using content hashes and gateways, but lacks native
programmakbility [2], [13].

(e) Tooling and Developer Adoption

IPFS enjoys wide support across SDKs, browser clients, and gateways (e.g.
Infura, Web3.storage), enhancing integration [19]. Filecoin tooling remains less
mature, although it is rapidly improving through the Lotus stack and ecosystem
grants [20].

4. Application - Specific Use Cases

(a) mHealth and Digital Identity

IPFS has seen deployment in mHealth apps for low-latency access to
anonymised medical records [21], [22]. However, for identity-sensitive applications
demanding long-term integrity and auditability, Filecoin offers stronger guarantees
through persistent storage proofs [23], [24].

{(b) National Infrastructure and Archives

Due to Filecoin's werifiable and incentivized storage, it has been tested in
national data archiving projects and sovereign digital ID systems [25], [26]. IPFS,
while faster, was limited by content eviction risks and poor audit trails.

(c) Supply Chain and foT
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IPFS demonstrated strong performance in decentralized asset tracking across
IoT sensors with intermittent connectivity [27], [28]. Filecoin's overheads were
often too large for constrained edge devices, though suitable in hybrid architectures
[29]. A comparative synthesis of IPFS and Filecoin across the five evaluation
dimensions (C1-C5) is presented in Figure 7, highlighting trade-offs between
performance, security, incentives, integration effort, and application suitability.

scurity

— |PFS
—— Hlecon

Integrakon

Se Cases

Figure 7. Trade-off radar chart comparing IPFS and Filecoin across five evaluation

dimensions

A supplementary heat map comparing protocol-domain suitability is provided

in Figure 8, offering a simplified visual decision guide.
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Figure 7. A heatmap Comparison of IPFS, Filecoin, and Hybrid Suitability Across
Use Cases.

A consolidated comparison of IPFS and Filecoin across all five evaluation
dimensions (C1-C5) is presented in Table 2 below.

Table 2. Quantitative Summary of IPFS vs Filecoin across C1-C5

Dimension Metric IFFS Filecoin
C1: 580 ms

Mean Laten =
Per ¥ 210 ms (g=18.4 ms) (0=62.7 ms)
C2: Security  Verifiability None native PORep + Post
C3: [ncentive . None FIL-based
Model Native Token
C4: . Low High
I ation Setup Complexity
;51: Use Case Real-time Apps High Limited

E. Discussion

This section contextualizes the empirical findings within the broader discourse
on decentralized storage in blochain-based ecosystems, offering critical analysis of
trade-offs and architectural implications.

1. Intepreting Performance Variances

IPFS excels in low-latency content delivery, particularly when used with
pinning services or in private DHT clusters. Its light node architecture makes it
highly deployable in bandwidth-sensitive or mobile-first environments [1]. [6].
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Conversely, Filecoin's performance trade-offs stem from the security overhead of
verifiable proofs, introducing latency and throughput bottlenecks [4], [2].
Comparative experiments with newer frameworks such as FileDES reveal latency
advantages but weaker storage proofs [34]. These performance differences imply
that application designers must prioritize availability vs verifiability based on
domain needs.

2. Security: Verifiability vs Trust Assumptions

The absence of built-in persistence guarantees in IPFS exposes it to
unpredictable behavior under chum, despite strong integrity assurances through
content hashing [31],[3], [12]. Filecoin mitigates this through rebust economic
staking and proof-based security, ensuring that storage is auditable, persistent, and
economically justified [4]. [8]. However, the complexity of Filecoin's consensus and
proof system introduces higher operational risks and requires skilled maintenance
[11]. [14]). Table 3 offers a side-by-side view of protocol-level security assurances.

Table 3. Comparison of Security Mechanisms in IPFS and Filecoin

Feature IFFS Filecoin
Proof of Replication ;
(PoRep) Not available Implemented
Proof of Spacetime Native
{PoSt) Not supported

. Limited [open Via consensus &

Sybil Resistance DHT) King.
DHT Vulnerability Present Not Applicable
Encryption Support  Partial [custom) Optional
Content Verifiabilig ~ Via CISD Via CID + Proofs

3. Incentive Sustainability and Market Dynamics

While Filecoin's incentive model appears superior, its real-world
sustainability hinges on token economics, miner incentives, and gas fee dynamics
[L8]. [17]. Ower-incentivisation risks centralization, as large actors dominate
resource provisioning, a vulnerability identified in storage concentration studies
[11]. [15]). Meanwhile, IPFS's reliance on third-party services (e.g. Pinata,
Web3.storage) creates external trust dependencies, potentially undermining
decentralization.

4. Integration Barriers and Deployment Trade-offs

For rapid integration, IPFS offers a lower barrier to entry, especially in
developer environments already aligned with Web3 tooling. A4 practical
implementation of IPFS in real-world public sector deployments highlights its
readiness for document verification use cases [33). Filecoin, despite recent support
for smart contract integration via FVM, is hampered by its rescurce intensiveness
and longer finality times [18], [19]. This makes hybrid deployment models (IPFS for
caching, Filecoin for archives) a rational choice for layered architectures [20], [26].

5.Use Case Mapping and Design Recommendations
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In privacy-critical domains [eg. e-government, healtheare), Filecoin's
verifiable storage proofs provide assurance required for compliance and
auditability [23], [25]. However, for high-speed, low-cost content delivery such asin
educational content platforms or decentralized applications (dApps), IPFS remains
the preferred choice due to its agility and ecosystem maturity [21], [28]. To support
protocol selection in real-world deployments, a decision tree is presented in Figure
9, guiding architects through trade-offs based on system goals and resource
constraints.

Nead for Off chain Storage?

Mixed or Hybrid Workload?

I
ra T

Use Hybrid IPFS + Filecoin
(Caching + Archiving)

L -

Figure 7. A Decision tree for selecting between IPES, Filecoin, or Hybrid storage
architectures

From an ethical and regulatory standpoint, the choice of offchain storage
protocol has profound implications, particularly in sectors like healthcare and
national data infrastructure where data privacy, sovereignty, and long-term
accessibility are critical. IPFS's lack of built-in verifiability mechanisms may fall
short of compliance requirements in jurisdictions with strict data protection laws,
such as GDPR or HIPAA. Filecoin, with its auditability and economic incentivization,
aligns more closely with such regulatory demands but introduces complexity in

verifying storage guarantees over time.
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Looking ahead, both protocols must be evaluated in light of evolving threat
models, including those posed by quantum computing. For instance, IPFS's reliance
on distributed hash tables (DHTs) and current cryptographic primitives may render
it vulnerable to post-quantum attacks, especially if adversaries can retroactively
resolve content identifiers. Similarly, Filecoin's use of proof-of-replication and
proof-of-spacetime schemes must be reexamined under quantum adversarial
models. These considerations underscore the urgency of integrating post-quantum
cryptography and adaptive security frameworks into future protocol iterations.

F. Conclusions

This study conducted a rigorous technical comparative analysis of two
dominant decentralized storage protocols, IPES and Filecoin, within the context of
blockchain-based data sharing systems. By integrating a Systematic Literature
Review with architectural benchmarking, we evaluated these protocols across five
critical dimensions: performance (C1), security and integrity (C2), incentive models
(C3).integration and deployment feasibility (C4), and application-specific use cases
(C5). The findings underscore a nuanced trade-off between speed, scalability, and
economic sustainability.

IPFS demonstrated superior performance in terms of low-latency retrieval and
lightweight deployment, making it well-suited for bandwidth-sensitive, short-term,
or edge-driven applications such as mHealth and IoT. However, its lack of native
ineentivization poses risks to long-term data persistence, especially in dynamic
network environments. Filecoin conversely, offers robust guarantees through its
incentive-driven architecture, verifiable storage proofs, and consensus security
mechanisms, features essential for archival, identity-sensitive, and compliance-
driven use cases. Nevertheless, its increased latency, operational complexity, and
resource requirements limit its applicability in constrained environments.

A hybrid model, combining the agility of IPFS with the accountability of
Filecoin, emerged as a practical design strategy for systems demanding both speed
and wverifiability. The visual tools developed in this paper, including the radar chart,
suitability heatmap, decision tree, offer a comprehensive framework for architects
and developers.

In sum, no single protocol is universally optimal. Deployment decisions must
be guided by domain specific requirements, resource constraints, and regulatory
demands. This work contributes not only a consolidated technical evaluation but
dlso actionable insights to inform protocel selection and architectural design in
decentralized systems. Future research could explore dynamic protocol-switching
mechanisms, Al-assisted storage optimization and post-quantum secure off-chain
techniques to help solve the bleckchain trilemma [35].
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appbicatons m finance, bealthcare, and supply cham
management, and hlghhgl:ﬂs ummh‘ed gaps m ethics,
reproducibility, and regulatory comphance. MNotably, only
12% of the reviewed studies vahdated thew approaches on
Ive metworks underscoring the gap between snmulation-
driven research and real-world deployment. The discussion
colmimates m  the Al-Blockchain Interacton Model
(AIBIM), a conceptual framewok that systemahzes
SYDEIEIES actoss consensus, coniract, and application lavers.
By mtegrating empincal insights with cntical evaluation, thas
work emphasizes the mterdizciplnary matme of Al-
blockchain research and prowvides actionsble directions for
advanmng decentrahzed scalable, and ethically ahgmed
systems. This synthesis provides achionzble insights for
developers, regulators, and researchers i deploving Al-
blockchain systems across finance, healthcare, and supply
chams.

Eaywords—  Blockchain, Artficial Intelligence, Smare
Conracts, Consensus Mechanisms, Diseibuied Ledger, Deep
Learning, Formal Verificadion

I INTRODUCTION

Blockchain technology has emerged as a groumdbreaking
moovation capable of trensforming diverse industries by
providing decentralized  imomutable, and transparent
mfrashuchwes for data storage and tansaction processing
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[23]. Iz applications span finance, healthcare, supply chan
management, and Fovernance, where distributed ledgers are
mereasingly viewed as ensblers of tust and accountabalriy
[£]. [1&], [24]. However, the wadespread adophon of
blockehain remcins constramned by persistent challengas
mehiding scalabality bottlenecks, secunty vulnerabilifies, the
meffictency of consensus mechanizme, and the complexaty of
smart confract creation and auditing [13], [19].

Amificial Intelligence (AT} has been identfied as a
promusng solution to many of these houtations [1], [4]. By
leveraging machine leaming and predictive anzbies, Al can
enhance blockehain protocols through the optimmzation of
consensns  algonthmes,  leading to  faster tramsachon
finahization and mproved fault toleranee [3], [7]. Al-based
anomaly detection techmiques, such 2= graph newral networks
(GMMs), frther strengthen network resilience by identifyving
malicious actmiaty, inclodimg 51% attacks, with high acowracy
[31. [21].

In the realm of smart confracts, Al contributes to greater
automation and rehabibty. MNatmal Languaze Processing
(MLF) techmiques have been uwsed to generate and audit
contracts dwectly from texiual requrements, reducing
vulnerabilibes and mmproving executon acowracy [4], [22].
Supervized learmmg and E:tpla.i::lable AT (3LAT) methods also
offer the potenfial to 1dentify flaws m contract logic, therebey
mmimrng rsks associated with opaque, non-inferpretable
models [12], [18].

Al can also mmprove the efficiency of distributed ladgers,
where mtelhzent algonthms optinuze storage, retrieval, and
compression processes [11], [13]. Such approaches enable
more scalable and sustamable blockcham systems by
reducing storage overheads and facilitating advanced data
analyties for mformed decision-making [25], [26]. These
mmovations indicate that the symergy between Al and
blockchain represents not just incremental mmprovement, but
a paradigm shift toward robust, adaptive, and intellipent
decentralized systems [7], [17].

This paper systematically exammes how Al 15 being
infegrated imto blockchain technologies to owvercome
fimdamental lmitatiens. Usmg the PRISMA 2020
framework, 1 reviews 28 peer-reviewed studies publizhed
between 2018 and 2024 to apmalyze conmbubons across
protocols, smart contracts, and sector-specific apphications.
In domz so, the study also identifies omtical gaps m
reproducibility, ethical and legal intepration, amd sectoral
drversity. To address these, the paper mfroduces the AI-
Blockchain Interzction Model (ATBIM), a conceptual
framework that systematizes synergies across CONSensus,
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contract, and application layers. By combining empirical
evidence with conceptal innovation, this work provides
actionable msights for developers, policymakers, and
researchers seeking fo advance the next generation of
decentralized intelligence.

A. Research Objectives

* How can AT enhance blockchain protocols, smart
contracts. and ledger efficiency?

*  What are the technical benefits and challenges of Al-
blockchain integration?

¢ What sector-specific use cases demonstrate Al-
driven blockchain optimisation?

* What foture advancements are anticipated m Al-
blockchain synergy?

¢ What ethical and legal risks emerge from Al-
angmented blockehain systems?

+ Propose a conceptual model to  systematize
interactions between Al and blockchain components.

B. Contributions of the study

This study provides a systematic analysis of the
interdependencies between Al and bloeckehain technologies,
highlighting how their integration reshapes protocols, smart
confracts, and ledger management The review identifies
quantifiable mmprovements introdoced by Al incinding
enhanced consensus performance, automated contract
verification and optimized storage techmigues. In addition to
these techmical contributions, the findings showcase nowvel
application domaing across industries such as finance,
healthcare, and supply chain management, nnderscoring the
transformative potential of decentralized intellizence.

At the same time, the review aclmowledges several
technical and implementation barriers, including energy trade-
offs in Al-enhanced consensus, the opacity of non-
interpretable models in smart contracts, and the scalability
limits of Al-based storage solutions. To address these
challenges. the study ouotlines regulatory nisks and
corresponding mutigation strategies, such as the use of zero-
kmowledge proofs to support GDPR. compliance and hybrid
arbifration frameworks to clanfy hability m automated
contracts.

Finally. the research contributes a validated conceptoal
model for Al-blockchain integration—the Al-Blockchain
Interaction Model (AIBIM}—wihich systematizes synergies
across consensus, contract, and application layers. This model
not only synthesizes the evidence reviewed buf also provides
a structured roadmap for advancing secure, efficient. and
ethically alizned Al-blockchain systems.

II. LITERATURE REVIEW

The fusion of artificial inteligence (Al) and blockchain
technology is redefining decentralized systems by enhancing
scalability, security, and awtomation [9] This review
critically examines advancements in Al-driven blockchain
protocols, smart conmtracts, and sectoral implementations
wlile highlighting uvoresolved ethical and technical
challenges [28].

A. AL-Dwiven Blockchain Protocol Optimization

Al ephances blockchain protocols by optimzing
consensus  mechanisms, secumty, and  scalability.
Remforcement learning (RL) dynanucally adjusts validator
selection i Proofof-Stake (PoS) systems, reducing
consensus latency by 30-30%, though energy costs for Al
traiming offset 20-25% of gains [1, 5] Graph Neural Networks
(GNNs) detect malicious nodes and 51% attacks with =99%
accwracy, while Federated Leaming enables privacy-
preserving, decenfralized Al traming reducing cross-shard
commmunication by 35% in Hyperledger Fabric. However,
80% of studies test protocols on synthetic networls,
neglecting real-world vanables like node churn [3]. [4].
However, most of these contributions are validated in
simulated environments. limiting their external validity. The
absence of large-scale, real-world pilots raises concerns about
how well such optimizations would perform under
heterogeneons networl: conditions or adversarial settings.
Beyond protocols, Al also transforms smart contract
development, where antomation and explainability are
central

B Al-Enhanced Smart Contracts

Al antomates smart contract development and auditmg.
Natural Language Processing (NLP) meodels generate
Solidity code from plain text, reducing manual errors by 35%,
but Al-penerated code miroduces novel wulnerabilities.
Hybrid human-Al auditing tools achieve 95% accuracy in
detecting re-entrancy bugs but miss 15% of logie flaws.
Machine learming enables confext-aware confracts (e.g.
LSTM models adjusting DeFI interest rates), improving loan
repayment rates by 20%. However, black-box Al models
(e.g.. deep newral networks) hinder auditability, raising
compliance risks in regulated sectors. While these methods
show high accwracy in controlled tests, their reliance on
synthetic datasets and simmlated blockchain testbeds means
their reliability in production systems, such as Ethereum
mainnet, remains uncertam. This houtation underscores the
broader challenge of reproducibility in  Al-blockchain
research.

C. Sector— Specific Implementations

+ Finance: Al predicts DeFI liquidity risks (25%
lower impermanent loss) and optintses cross-
border payments (settlements in minutes) [9].

¢  Healthcare: FL-trained models on blockchain
achieve 98% diagnostic accuracy while complying
with GDPE. [6].

+  Supply Chain: AT optimises IoT-blockchain
logistics, improving on-time shipments by 30%.
Agriculture and energy sectors remain
underexplored. with only 3% of studies addressing
these domains [12, 25].

By contrast, demains such as agriculture and energy
remain largely at the proof-of- concept stage, with few
studies moving beyond theoretical models or pilot
similations. This imbalance remforces the sectoral bias in
the literature and limits insights into how Al-blockchain
integration might address sustainability challenges or

resource management m vnderrepresented industries.
Notably, fewer than 5% of studies addressed agriculture or
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energy applications, reinforcing the donunance of finance
and healthcare.

D Ethical and Legal Challenges

Privacy vs. Immutability: GDPR’s “right to be forgotten™
conflicts with blockchain permanence; zero-kmowledge
proofs(ZKPs) anonynuze data without alterng ledger
histery [8].

Centralisation Risks: Al-optimised PoS networks
concentrate power <10% of nodes. undermining
decentralisation.

Liability Gaps: No legal frameworks exist for Al-
induced contract failures (e.g. $50M DeFI hacks from
cracle errors) [10].

1. RESEARCH METHODOLOGY
This study follows Petersen et al’s SLE. framework
A. Planning Phase
Fesearch Goal

To synthesise how Al enhances blockchain protocols,
smart contracts, and efficiency, while identifying techmcal,
sectonial, ethical. and legal imphications integration.

B. Research Questions (RQs)

Formmlated wusing PICOC (Population, Imfervention,
Comparison, Cutcomes, Context):

Final Research Questions (RQOs):

1. RQ1: How can Al enhance blockchain protocols. smart
contracts, and ledger efficiency?

2. RQ2: What are the technical benefits and challenges of Al-
blockchain integration?

3. BQ3: What sector-specific use cases demonstrate Al-driven
blockchain optimisation?

4 RQ4: What foture advancements are anticipated in Al-
blockcham synergy?

5. RQ5: What ethical and legal risks emerge from Al-
angmented blockchain systems?

6. RQ6: How can mteractions between Al and blockchain
components be systematized?

C. Search Strategy

¢ Databases: IEEE Xplore, ACM Digital Library,
Scopus, Web of Service, Springer] ink.

+ Search String: Designed using Boolean operators
and tested for recall / precision:

(artificial intelligence™ OR “machine learning™ OR
“deep learning” OF. “nenral network)

AND

(“blockchain protocol” OR smart contract OR
“dastnbuted ledger” OF. “consensus algonthm™)

AND

(“optimization”™ OF. “efficiency” OR “security” OR
“scalability™)

s Timeframe: 2013-2024 (to capture post-secomd-
generation blockchain advancements). Table 1
presents the inclusion and exclusion criteria applied
in this review, enswing that only peer-reviewed
studies published between 2018 and 2024 with direct

relevance to Al-blockchain imfegration were
retained.

TABLE 1: INCLUSION AND EXCLUSION CRITERIA
Category Criteria Rationale
Smdy Include: Secondary
Type Primsry smidies

smdies {Teviews)
{experiments,  exchided
case sdies). umless
proposing
novel
frameworks.
Exchude: Enzure
Orpimion methodological
pieces, mnom- EEgoT and
peer-reviewed  empirical
prEprnts. validation
Blockchain  Include: Exchude
Papers where tangental
LFoW  plockchain i blockehain
central (eg., mentions (e.zZ,
protocols, CIyploCTency
smart price
COMTACES). prediction).
Include: Aligns with
Blockchain Qs oo AL
SEmny / driven
confidentality  enhancements.
papers only if
AT-
integrated.
Al Include: Exchude
Integragon  Concrete AT theorencal AT
techmiques models without
{eg ML for blockchain
COMSENSNS, implementaton
NLP for
comiracts).

Fig.l. presents the PRISMA 2020 flow diagram. which
outlines the systematic process followed in this review. From
an imtial pool of 1452 records across nmiltiple databases, 312
duplicates were removed, followed by the tifle and abstract
screening, and subsecquent full-text assessment for eligibility.
The diagram highlights how these stages ultimately narrowed
the corpus to the final set of studies analysed, ensuring
methodelogical transparency and adherence to systematic
review best practice.
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Fig_ 1. PRISMA Flow Diagram {Source, Author).

Table 2 presents the coding scheme used to structore data
extraction and align the reviewed evidence with the study's
research cuestions. Al Techniques (e.g. meinforcement
learning, GINNs) were mapped to RQ1 and RQ2, reflecting
their role in optinuzation and secunity. Blockchain
Components (consensus, smart contracts. storage) were linked
to RQ1 and RQ3 to captwre modularity and performance
trade-offs. while Performance Metrics (latency. thronghput,
accuracy) also addressed RO and RQ2. Sectoral applications
such as healtheare. finance. and supply chain corresponded to
R.Q3, highlighting domain-specific adoption patterns. Finally,
Ethical and Legal Fisks (bias, GDPR compliance, liability)
informed ROQS5. grounding the analysis in  normative
considerations. This coding framework ensured consistent
categonzation and guided synthesis across the review.™
TABLE I: CODING SCHEME / MAPPING VARIABLES TO BQs

Variable Description Linked
RQ
AT Beinforcement  RQIL,
Technique leaming, Q2
GNMs
Blockchain Consensus, RQ1,
Component sImart RQ3
CODTACTS,
storage
Parformance Latency, RQ1,
Memics throughpus, Q2
ACCUTACY
Sactoral Heslthcare, RQ3
Application finzmnce,
supply chain
Ethical Bias, GDPFR. RQ5
Legal Risks  complisnce,
Liability

Table 3 illostrates how the extracted data were
systematically linkzed to the research questions. Al techniques
in protecols were examined throwgh frequency analysis of
reinforcement learning versus GNN  adoption,  directly
addressing RQ1 and RO2. Sectoral use cases such as finance
and healthcare were analyzed via thematic mapping to inform
RQ3. while ethical risks inchding GDPR. compliance and
liability were assessed through content analysis, contributing
to RQ5. This structured mapping ensured that each dimension
of the dataset was coherently alipned with the stndy's
objectives and analyiic strategy.

TABLE 3: LINKING DATA TO RQs

Data Type  Analysis RQ
Method Addressed
Al Frequancy RQL, RQ2
Technigues  zmalysiz of
in EL Vi,
Protocols GHN
adoption
Sectoral Thematic RQ3
Uze Cases mapping
(finance vs.
healthcare).
Ethical Content RQ3
Fizks analyziz of
GDPER
lishility
mentions.

Fig.2 illustrates the temporal distribution of the 28
inclnded studies. showing steady growth between 2018 and
2020, followed by a sharp merease from 2021 onwards. This
swrge reflects the accelerating scholarly imferest m Al-
bleckehain  integration,  particulakdy  in
optimization and smart contract antomation.

Coflsensus

T

[

5

Mumber of Studies

18 2019 2020 2021 2022 2023 2024
Year of Publicatian

Fig.2. The temporal distribution of the 28 included studies

Table 4 summarizes the quality assessment outcomes across
the reviewed studies. The clarity of objectives scored highest.
with an average of 4.2, indicating that 85% of papers explicitly
articulated Al-blockchain research goals. Empirical validity
recerved a moderate score of 3.8, reflecting that while 70% of
smudies relied on sinmlations, enly 20% engaged with real-
world data. Reproducibility was the wealest dimension. with
an average score of 2.5, as just 15% of studies provided open-
source code or datasets. These results highlight both the
strengths in conceptual framing and the pressing need for
more t and empirically validated contributions in
Al-blockchamn research
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TABLE 4: QUALITY ASSESSMENT RESULTS

Criterion Avg Score  HKey

(1-5) Findinzs

Clamty of 42 85%

Oigjectives explicitly
addressed
AL
blockchain
goals.

0% wsed
simulstions;
0%  resl-
world data.

Reproducibility 2.5 Ooly 15%
provided
OpEN-5SOUIITe
code.

Empinical EX]
Validity

[V RESULTS

This systematic hterature review synthesizes evidence
from 28 peer-reviewed studies published between 2018 and
2024, with the aim of critically examining the transformative
role of artificial intelligence (AI) in blockchain protocols,
smart confracts, and sector-specific applications. Guided by
the PRISMA 2020 framework and a mixed-methods
analytical approach the results are presemted across three
main dimensions.

First. the review highlights technical innovations in Al-
drven blockcham mechamsms, inclnding  reinforcement
learning applied to consensus optindzation [1]. [5]. graph
newral metworks (GINNs) for anomaly detection [3], and
natral language processing (NLP) techniques for awtomated
smart contract generation [4] [22]. These studies consistently
demonstrate efficiency but also reveal new sources of
vulnerability and resowrce overhead [7].

Second., sectonial applications are exanuned across
finance, healthcare, and supply chain management. In finance,
Al-enhanced DeFi systems improved Lquidity risk prediction
and tramsaction efficiency [24]. In healthcare, federated
learning (FL) embedded in blockchain achieved diagnostic
accwracy rates above 95% while ensuring GDFR. compliance
[6]. [15]. Supply chamn studies reported efficiency
improvements of up to 30% in log_k,tu:s optimization [16]
though agriculture and energy remain underexplored [25],
[26]. Despite promising results, most contributions rely on
simmlations rather than live deployments, which limits real-
world generalizability.

Third the analysis explores ethical and legal risks,
particularly the tension between blockchain smnmtability and
data privacy regulations such as the General Data Protection
Regulation (GDPR) [8]. Other concerns inchude centralization
tendencies m Al-controlled consensus [9], lisbility gaps in
antomated contracts [10], and the absence of robust regulatory
frameworks [27], [28].

Collectively, these inform the development of the
Al Blockchain Interaction Model (AIBIM). a conceptual
framework that systematizes Al-blockchain synergies across
data, consensus, conofract, and application lavers. By
integrating empirical evidence with critical evaluation, this

framework provides actionable insights for developers,
policymakers. and researchers seeking to advance secure,
efficient, and ethically responsible decentralized systems.

Table 5 categomzes the 28 studies according fo thewr
primary focus: protocol optimization, smart contracts, sector-
speci:ﬁc applications, and ethicallegal dimensions. The
majority of contributions (22/28) emphasize protocel
optimization,  particularly reinforcement leaming for
consensus [1], [13]. whereas ethical and legal considerations

remain cantly underrepresented [27], [28].

TABLE 5. CATEGORISATION OF INCLUDED STUDIES (p=2{)

Cluster Count  Key Focns Example Performance
Studies Metrics
Protocol 22 AL [1] RL far 30-50%
optimizaton enhanced Pos latency  Saster
CONSETENS, reduction CONSENES;
sharding, 25%% lower
SECuTity ENATZY WE2
Smart 18 Al HLP for 40% fewer
Conmacts generated Solidity bugs; 2%
code, Code faster
vulnersbility  penemation deployment
desection,
dynamic
EXEIION
Sectoral 15 Finsnce Federated 05% data
Tze Cazes (DeFi), leaming in ACCNTACY;
healtheare healthcare 60%% stoTage
{data blockchains  reduction.
sharing),
supply chain
{IoT
intesTation)
Ethics / 7 Biasim [4]GDFR- NA
Legal DA, complisnce  (theoredcal
GDPR in fameworks)
conflicts immmitsble
lisbility in ledgers
Al-driven
Coniracis

The review revealed that protocel optimization dominated
the literatare, with 70% of studies (13 out of 22) focusing cn
enhancing consensus mechanisms such as Proof-of-Stake
(PoS) and Practical Byzantine Fault Tolerance (PBFT).
Reinforcement learning (RL) was the most widely applied
approach, achieving latency reductions of 30-50% i 12
studies [1]. [5]. [13]. However, these improvements were
often accompanied by increased energy demands, with some

srudmsrepm'tmgupto 25% overhead during RT. traming [7].

In the area of =mart contracts. supeﬂ'i_ﬂ,ed learning
techmiques were the most prevalent, in 12 of the 18
studies reviewed [4]. [14], [22]. These models demonstrated
strong performance in vilnerability detection and automated
contract generation, with detection accuracy exceeding 90%.
Mevertheless, only three studies validated their methods on
live blockchain networks such as Ethereum mainmet,
nnderscoring a gap between experimental prototvpes and
production-grade applications.

With respect to sectoral use cases. finance emerged as the
leading application domain, accounting for two-thirds of the
15 studies identified [24]. Healthcare also featured
prominently, particularly through federated leamning for
privacy-preserving diagnostics [6]. [15]. By contrast, supply
chain implementations were limited to Gﬂl}' two studies [16].
both of which lacked large-scale real-world validation. Other
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crifical sectors such as energy and agnculture remained
underexplored, represented in only isolated contributions [25],
[26].

Finally, the ethical and legal dimension was the least
developed, with all seven identified studies remaimng at a
thecretical level [8]- [10]. [27]. [28]. Nome provided
actionable frameworks or empirical evaluations for addressing
pressing concems such as GDPR compliance, liability
allocation, or bias in decentralized autonomons organizations
(DAOs).

Table 4 categorizes sectorial use cases. and Fig.3 further
illustrates the distribution across industries, showing s strong
dominance of finance and healthcare, while agricultore,
energy, and governance remain marginally represented. This
imbalance highlights the sectorial bias in cwrent Al-
blockchamn research and the need for broader application
domains.

10

HNurnbar of Studes

Arance  Heslthcare Supply Chain Apricufture  Energy  Gowemance

ains

Fig.3 Sectonal adoption of Al-Blockchain integration across
28 studies.

Table 3 synthesizes the technical benefits and challenges
of Al-blockchain integration While Al-enhanced consensus
mechanisms were shown to improve finalization speed by up
to 60% [5]. [21]. they also mtroduced sigmficant energy costs
[7]. Simularly, Al-driven smart comtracts enhanced bug
detection accuracy [14], [22] but rased concerns around
transparency and auditability, particularly when employing
opaque deep leaming models [12], [18]. As Fig. 3 shows,
while latency redoction is significant, the trade-off is an
unsustanable energy overhead.

TABLE 5: TECHNICAL BENEFITS AND CHALLENGES OF Al-
BLOCECHATN INTEGRATION

Componen  Bemnefits Challenze  Supportin~ Confliciing
t H g Studies Evidence
Consenms 40-60% High AT [51. [6] [7] reporis
faster training 15%
finalizaton overhesd Latency
(AI-Pof%) (25% trade-off
EneErgy
cost)
Smart 95% Black-box [10] fnds
Contracts vilnersbilit  models 181, 9] 0% flse
ydetecion  reduce g positives
ACCUTacy anditabilit
¥
Ledger 6% Increased [11], [12] [13] shears
Storagze COMpressio query 0%
I via i Latency COmMpTrassio
encodars (15-20%) n loss over
fima

Table 5 synthesizes the benefits and challenges of Al-
blockchain integration, particularly the trade-offs between
efficiency and sustainability. Fig. 4 illustrates these trade-
offs, showing that while RL-optiomzed Proof-of-Stake
reduceslaleu::yhyq:lmiﬁ% 1t incurs an energy overhead
of approximately 25%. In contrast, PBFT achieves moderate
latency zains (30%) with a lower energy cost (15%). These
results underscore the recring tension between
performance improvements and resowrce efficiency.
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e Enigy Owirtesad 1%

]

b
=]

Parcentage (F)

]

RLtxtimi oed PO PEFT

Fig 4 Consensus performance Zains versus energy
overheads.

The findings indicate that Al sigmficantly enhances
consensus mechamisms, particularty improving transaction
speed and reducing latency. Reinforcement leaming (BL)
applied to Proof-of-Stake systems consistently improved
consensus efficiency; however, these benefits were offset by
resource costs, with BL training negating up to 25% of the
performance gams [1]. [5]. [7]. This hughlights the trade-off
between computational efficiency and energy sustainability.

For smart contracts, Al-driven approaches demonstrated
high accuwracy m vulnerability detection. with several models
achieving detection rates abowve 90% [4], [14]. [22]

Nevertheless, the widespread use of opaque deep leaming

architechwres limited transparency and interpretability. posing
risks for anditing and regulatory compliance in sensitive
domains.

In terms of ledger storage, Al-based compression
techniques, such as avto encoders, itially reduced storage
requirements by as nmch as 60%[11] [12]. Yet these benefits
degraded over time and at scale, with one study reporting a
30% loss in compression efficiency durng extended
blockchain growth [13]. This suggests that wiile storage
optimization is feasible, scalability remains a challenge.

The analysis of sectoral applications reveals a strong
dominance of finance, where eight out of ten studies focused
on decentralized finance (DeFi) use cases [24]. However,
these studies often rebed on proprietary datasets, lomting
reproducibility. In healthcare, federated learning models
achieved promusing diagnostic accuracy rates above 95% [6].
[15], wet scalability was constrained, as some evaluations were
based on fewer than 200 patients. Supply chain applications,
while demonstrating improved logistics efficiency through
Fl-based IoT integration, remamned heavily dependent on
sinmlated environments, with five of six studies lacking real-
world vahdation [16].
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crifical sectors such as energy and agniculture remained
underexplored, represented in only isolated contributions [25],
[26].

Finally, the ethical and legal dimension was the least
developed, with all seven identified studies remaining at a
theoretical level [8}- [10], [27]. [28]. None provided
actionable frameworks or empirical evaluations for addressing
pressing concermns such as GDPE compliance, liability
allocation, or bias in decentralized autonomons organizations
(DADs).

Table 4 categorizes sectorial use cases, and Fiz 3 further
illnstrates the distribution across mdustries. showing s strong
dommance of finance and healthcare, winle agncultore,
energy, and governance remain marginally represented. This
imbalance highlights the sectorial bias in cwrent Al-
blockchain research and the need for broader application
domains,
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Fig 3 Sectorial adoption of Al-Blockchain integration across
28 studies.

Table 5 synthesizes the technical benefits and challenges
of Al-blockehain integration While Al-enhanced consensus
mechanisms were shown to improve finalization speed by up
to 60% [5], [21], they also introduced sipmificant energy costs
[7] Sumlarty, Al-dnven smart contracts enhanced bug
detection accuracy [14]. [22] but raised concerns around
transparency and audﬂabihnr particularly when employing

opaque deep leamning models [12], [18]. As Fig. 3 shows,
while 1atem:y reduction 15 sigmificant, the trade-off 15 an
unsustainable energy overhead.

TABLE 5: TECHNICAL BENEFITS AND CHALLENGES OF Al-
BLOCECHATIN INTEGRATION

Componen  Benefits Challenze  Supportin =~ Conflicting
t 5 g Studies Evidence
Conzensus 40-60% High AT [51. [8] [7] reports
faster training 15%
finalization overhead Latency
(AL-Pof) (25% trade-off
Bnerzy
cost)
Smart 25% Black-box [10] finds
Contracts vilnerabilit  models 81, [9] 20% false
vdetecion  reduce : positives
ACCUracy anditabilit
¥
Ledger 0% Incressed [11], [12] [13] shows
Storage Compreszsio  guery 0%
o via anto Latency COMpTEssio
encodars (15-20%0) n loss over
time

Table 5 synthesizes the benefits and challenges of Al-
blockchain integration particularly the trade-offs between
efficiency and sustainability. Fig. 4 illustrates these trade-
offs, showing that while RL-optimized Proof-of-Stake
reduces latency by up to 43%, it incurs an energy overhead
of approximately 25%. In contrast. PBFT achieves moderate
latency gains (30%) with a lower energy cost (15%). These
results tnderscore the recuming tension between
performance mmprovements and resource efficiency.

- Ly Reductian (%)
m— Energy Ovesbread 1%

Purcentage (%)

RL-Optimized PoS PEFT

Fig 4 Consensus performance gains versus energy
overheads.

The findings indicate that Al significantly enhances
consensns mechanisms, particularly improving transaction
speed and reducing latency. Remnforcement learning (RL)
applied to Proof-of-Stake systems consistently immproved
consensus efficiency; however, these benefits were offset
resource costs, with RL training negating up to 25% of the
performance gains [1]. [5]. [7]. This highlights the trade-off
between computational efficiency and energy sustamability.

For smart contracts, Al-driven approaches demonstrated
high accwracy in vulnerability detection. with several models
achieving detection rates above 00% [4], [14]. [22]
Nevertheless, the widespread use of opaque deep leaming
architectures limuted transparency and interpretability, posing
risks for anditing and regulatory compliance in sensitive
domains.

In terms of ledger storage, Al-based compression
techniques, such as auto encoders, mutially reduced storage
retpnrﬁnentsbvasmmhasﬁﬂ%[ll] [12]. Yet these benefits
degraded over time and at scale, with one study reporting a
30% loss in compression efficiency dunng extended
blockchain growth [13]. This suggests that winle storage
optumization is feasible, scalability remains a challenge.

The analysis of sectoral applications reveals a strong
dominance of finance, where eight out of ten studies focused
on decentralized finance (DeFi) use cases [24]. However,
these studies often relied on proprietary datasets, limiting
reproducibility. In healthcare, federated learning models
achieved promising diagnostic accuracy rates above 95% [6].
[15]. vet scalability was constramed. as some evaluations were
based on fewer than 200 patients. Supply chain applications.
while demonstrating improved logistics efficiency through
Fl-based IoT integration, remained heavily dependent on
simmlated environments_ with five of six studies lacking real-
world validation [16]
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Bevond techmical dimensions, the review highlights a
broader reproducibility crisis. Only 12 of the mncluded studies
provided open-source code or publicly accessible datasets,
while the majority (50) relied on proprietary data sources.
restricting peer verification and extension Similarly, ethical
considerations were largely neglected, with 57 studies sconing
=2/5 on guality assessment of normative and legal integration.
This gap underscores the wgent need for actionable ethical
frameworks and ir t research practices to
trustworthy Al-blockehain integration [27], [28].

V. DISCUSSION

The discussion of findings highlizhts several critical
themes emerging from the reviewed lteratmre A key
hmmtation 15 the dommance of synthetic data and sectoral
concentration. with finance and healthcare accounting for the
majority of contributions. While these domains demonstrate
tangible efficiency gains, such as improved liquidity

ion in DeFi and enhanced diagnostic accuracy in
healthcare, the lack of real-world validation undermines
gmeta]izabi]it’y. To address this gap, fisture studies should
prioritize pilot projects and live blockchain deployments in
underrepresented sectors such as supply chain logistics,
agriculture, and . where practical challenges remain
largely unexplored [16], [25]. [26].

Another recumring issue is the superficial treatment of
ethical and legal dimensions. Although several studies
identified tensions between blockchain immmtability and
privacy regulations such as GDPE. few proposed actionable
strategies for reconciliation This poses sigmificant legal nisks,
particularly in sensitive domains like healthcare and
governance, where compliance failures could compromise
adoption [8]. [27]. Addressing these risks regquires the
mtegration of advanced prvacy-preserving techmoues,
including zero-kmowledge proofs (ZEPs) for selective data
erasure and arbifration frameworks to manage hability
i Al-driven contracts [10], [28]

The review also underscores the importance of
decentralized Al approaches for preserving blockchain’s core
ethos of distnbuiion and transparency. Federated learming
(FL), for instance, enables collaborative model training
without centralizing sensitive data, thereby reducing the nsks
of bias concentration and power asymmetry in decentralized
autonomons organizations (DAOs) [17]. However, these
approaches nmst be complemented with robust governance
stroctures to ensure equitable participation across nodes.

Finally, emerging innovations such as self-healing
confracts show potential to automate volnerability detection
and reduce manual anditing efforts by up to 40%. Yet, their
adoption requires robust safeguards, including explainable AT
(XAl models that enhance interpretability and ensure
regulatory compliance before such systems can be trusted in
mission-critical environments.

Table 6 highlights the major ethical and legal risks
associated with Al-blockchain mtegration. inchuding bias in
decentralized governance, conflicts between GDPR and
mmmtabality, and hiability gaps in avtomated contracts. The
table also presents potential mitigation strategies. such as
diversity-aware training datasets, ZKPs, and hybnd arbitration
protocols. These strategies. while still largely conceptual
provide a roadmap for addressing the most pressing normatove
challenges in the field.

TABLE §: ETHICAL RISKS AND MITIGATION STRATEGIES

Risk Sector Proposed Implementation
Impact Solution B
Complexity
Biaz m AI- Finance Dmvermity-  Moderate
Diriven SOVETHANCE  AWATE
Dads damsats
GDPFE.  ws. Heslthcare, Zero- High
Imrmutability  public knowledgs
Sector proofs for
data
erasure
Lisbility im Legal Hybrid Modarate
Smart msurance Inomean-AT
Contracts arbitration
profocols

Fig 5 below lughlights the distribution of ethical and legal
risks across severity levels, with GDPR. conflicts and liability

emerging as the most frequentty cited high-impact.

Bias ¢ 1

GOPR Conflicts - @

Liability = 1

Centralization a
Low Maoderate

Fig.5 The distnbution of ethical and legal nsks across
severity levels.

One of the most pressing ethical challenges in Al-
blockchain integration concerns GDPR  Compliance,
particularly the tension between the “right to be forgotten” and
blockchain’s nherent imnmitabality. Fecent proposals suggest
that zero-kmowledge proofs (ZKPs) can provide a pathway to
reconciliation by enabling selective data eraswre without
compronusing ledger mtegrity [8].

Another critical concern is liability in automated contracts,
where responsibility for failures or disputes remains unclear.
Hybnd homan—Al arbifration frameworks have been
proposed as a solution, ensuring accountability while retaining
the efficiency benefits of antomation [10]. For instance, in
healthcare applications. GDPR-comphant blockeham systems
could embed ZEPs to enable privacy-preserving patient
record management while in financial services, hybrid
arbitration mechanisms could mitigate lability risks
associated with DeFi transactions.

A further dimension mvolves the challenge of
transparency  interpretability im  Al-drmven  systems.
Embedding explainable AT (AT} within blockchain-based
infrastuctures offers a potential strategy to enhance trust,
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allowing stakeholders to audit decisions made by complex
models without undermining efficiency or security [12], [18].

Fig6. illustrates the AI-Blockchain inmteraction model
(AIBIM)., wiuch lughlishts the lavered synergy between
consensus optinization, smart contract automation, and
sector-specific applications. The model underscores how
decentralized AT training and hybrid hnman-Al auditing can
simmltaneously  strengthen  resilience and  preserve
blockchain’s decentralization ethos.

AL BLOCEKCHAIN INTERACTION MODEL (AIBIM)
The Conceptual Modsl

Data lm.' ,| Gmechain / - | +60% Starage Reduciion
AT ?'PMB§5|“§- [Cata Storage +5(% Data Integrty
Mpression
Consensus Layer L PO / PEFT +A0% Faster CONSENSUS
AL ml‘zﬁ:ss&leﬂhn Mechanisms -30% Lower Energy
Centract Layer || SmartContract | | +50% Fewer Bugs
Al &mdhhﬂh Execution +20% Faster Deployment
r n

Fiz. 6. AT Blockchain Interaction Model {AIBIM)

Loolkang ahead, futore work will focus on the empincal
validation of the AT-Blockchain Interaction Model (ATBIM)
through targeted case studies and prototype implementations.
Such efforts will enable a practical assessment of the model’s
scalability, secunity guarantees, and eflucal robustness,
thereby bridging the zap between conceptual desizn and real-
world deployment.

VI: LIMITATIONS

While this review provides a comprehensive synthesis of
Al-blockchamm infegration. several lnmtations mmst be
acknowledged. First, the majority of the inchided smdies
(70%) rebied on sinmlated enviromments, with only 12%
validating their solutions on live blockchain networks [6],
[15]. [24]. This reliance on synthetic datasets limuts the
external validity of the findings and raises concerns abowt
scalability in heterogeneous, real-world settings. Second, the
reproducibility of results remains weak: only 15% of studies
shared open-sowrce code or datasets, creating barriers to peer
validation and replication [13]. [20]. This aligns with broader
challenges in Al research, where proprietary data and closed
implementations undermine transparency [27].

A further inutation is the sectoral bias observed in the
literature. Finance and healthcare dominate existing
contributions, wiile other critical industries such as energy.
agriculture, and public governance remsin underexplored
[16]. [25], [26]. This imbalance reduces the generalizability of
msights and lmmuts the applicabality of proposed medels to
diverse domains. Finally, ethical and legal analyses across the
reviewed studies were often theoretical rather than empinical,
with 90% of papers lacking actionable frameworls to address
bias, lLability, or regolatory compliance [8], [10]. [27]
Together, these lmuwtations indicate the need for more
diversified, reproducible, and empirically validated research
to translate conceptual advances into deployable systems.

VII: FEACTICAL IMPLICATIONS

Despite these homtations, the findings of tlus review
provide actiomable insights for developers, regulators, and
mdustry stakeholders. For developers, Al-drven consensus
optimization and smart confract aufomation offer clear
pathways to improve blockchain efficiency. Reinforcement
learning, for instance. reduced consensus latency by up to 50%
[1]. [5]. while NLP-based conftract anditing improved
vulnerability detection rates by over 40% [4]. [14]. These
innovations can be incorporated into prototype systems to
enhance thronghput and reduce mammal verification.

For regulators and policymakers, the results nghlight the
urgency of embedding privacy-preserving mechanisms such
as zero-lmowledge proofs (ZKPs) and federated learning imnto
blockchain systems to reconcile imnmitability with GDPR's
“night to be forgotten™ [3]. [22]. FRegulatery frameworks
should evolve to account for habdity in Al-driven contracts,
particularly in decentralized finance (DeFi), where hybrid
arbitration models could balance automation with
accountability [10].

For industry practitioners, sector-specific findings point to
mmediate opporfumties. In finance, Al-enhanced houdity
risk prediction models can strengthen DeFi resilience [24]. In
healthcare, federated leaming can enable GDPR.-compliant
medical data sharing while mamtaining diagnostic accuracy
[6]. [15]. In supply cham management, reinforcement learmng
can optimize logistics efficiency. though pilot projects are
needed to validate scalabality [16] By adoptng the Al-
Blockchain Interaction Model (AIBIM) propesed in this
study, industries can systematically aligm  technical
mnovations with governance and compliance requirements,
accelerating the adoption of decentralized, intelligent
mfrastructures.

WVII : FUTURE RESEARCH DIRECTIONS

Bumlding on the Al-Blockcham Imteraction Model
(AIBIM), which systematizes synergies across CONSENSuS,
confract, and application layers, fotwre research should
prionitize translating conceptual advances imfe robust,
deployable systems. A first priority is addressing the heavy
reliance on simulated environments by developing real-world
pilot deployments across finance, healthcare, supply chain,
and underexplored sectors such as agncultme and energy [16],
[25]. [26]. Empirical case stndies would provide the
scalability evidence that is currently lacking,

A second avenue imwvolves advancing explainable AT
(XAT) within blockchain contexts. While machine learning
models mprove smart contract anditing and vnlnerability
detection, their opacity undermines accountability.
Embedding XAl techniques into blockehain systems could
strengthen arency. interpretability, and reguolatory
compliance [18]. [27].

Third, reproducibility challenges mmst be resolved: only
15% of reviewed stdies provided code or datasets,
underscoring a critical barrier to validation and comparative
analysis. Future work should therefore emphasize open-
source benchmarking frameworks and standardized datasets
to support peer validation and replication [13], [20].

Finally, ethical and legal frameworks require
opefatwnaltzanm Integrating  zero-kmowledge proofs
(ZEPs), federated learming and hybrid arbitration
mechamsms could reconcile GDPR requurements with
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blockchain’s immmtability, while also reducing liability risks
(8], [22]. [28]-

Addressing these gaps will not only advance acadenuc
research but also accelerate practical deplcl}'meut of Al-
blockehain systems across finance, healtheare, supply chain
and emerging domains such as energyaﬂdagnculhre thereby
bridzing the gap between theoretical constructs and real-world
decentralized infrastructures.

VIII: CONCLUSION

This systematic review examined 28 peer-reviewed
studies to assess how artificial intelligence (Al) is bemng
applied to stremgthen blockchain protocols, smart contracts,
and ledger management. The evidence shows that AT-driven
consensus mechamnisms, such as reinforcement learning
applied to Proof-of-Stake, can reduce latency by up to 50%.
though at the cost of increased energy consumption [1], [3].
[7]. Sinularly. natwral language processing has been used fo
generate and audit smart contracts, lowering vulnerabilities by
as much as 40%, but raising concems over transparency and
anditability [4]. [22]. Sectoral adoption has been most
pronounced in finance and healthcare while domains such as
supply chain agriculiure, and energy remain underexplored
[16]. [25]. [26]. Importantly. only a small proportion of the
reviewed studies (12%) validated their approaches on live
networks, highlighting the persistent gap between controlled
experimentation and real-world deplovment.

Ethical and legal considerations re also limited. The
immmitability of blockchain continues to conflict with privacy
requirements such as the GDPRs “right to be forgotten.™ with
zero-kmowledge proofs (ZKPs) and federated leaming
emergmg as potential remedies [8], [20]. Yet, few studies
propose concrete or testable framewotks to operationalize
such solutions, leaving issnes of liability, bias. and governance
wreselved [10], [27].

The proposed Al-Blockchain Interaction Model (ATBIM)
offers one pathway for addressing these challenges by
systematizing synergies across consensus, combract, and
application layers. It emphasizes decentralized Al training to
preserve blockchain’s distributed ethos and hybrid human—AT
anditing to enhance accountability at the confract layer.
However, critical gaps remain Reproducibility is weak, with
cnly 15% of studies shanng open-source code or datasets.
Ethical integration is insufficient. with 90% of studies lacking
actionable mechanisms for fairness, lability, or
accountability. Sectoral diversity 15 also lacking, with most
work concentrated in finance and healthcare while public
governance and energy remain underrepresentad [26].

Futwe research should mowve beyond theoretical
constructs by validating frameworks like ATBIM thromgh
prototypes, case studies. and benchmarking in live blockchain
environments. At the same fime. progress will requure
embedding explainability ({AT) and regulatory compliance at
design level. ensuring that Al-enbanced bleckchain systems
are both technically robust and socially trustworthy [12], [28].
Achieving this will depend on interdisciplinary collaboration,
particularly between computer science. law, and ethics, to
enswre that Al-blockcham mtegration evolves into scalable,
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ARTICLEINFO ABSTRACT
Article History Blockchain has become a crtical ensbler of secure data sharing in domains sach as healthcare,
Received: finance, snd digital identity. However, its reliance on classical cryptographic schemss (e.g., BSA
Apcepted: ECDSA, SHA-256) makes cument systems volnerable to emerging quantum computing attacks,
Published: raising risks to data confidentiality, integrity, and long-term trust. This paper addresses this challenga
This is an open-access by propesing 3 modular bybnd framework that integrates post-guantum oypiographic (PQC)

article under the COC BY
4.0 license:
hittp -/ creativecommons.
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technigues into blockchain-based persomal data sharng. The framework combines lattice-hased
encryption for protecting off-chain data, hash-based signatures for smart contract suthentication, and
quantum-safe zero-knowledge proofs and trosted execution enviromments (TEEs) for privacy-
preserving verification and secure key management. To ground this design, we conducted a systematic
literature review of 35 studies published between 2018 and 2025, analyzing security, scalability,
imteroperability, repulatory alisnment, and user aotononty. Findings reveal that only 5 out of 35
studies (14%) explicitly addressed quantom threats, with owver 80% focusing on theoretical resilisnce
without testing implementation constraints. Furthermore, 90% of proposals neglected smart comiract
compatibility, and only 8% (3/35) incorporated TEEs, underscoring implementstion barmiers in
contract execution, secure key management, snd performance integration. Protofype evaluation
demonsirated that the famework sustzined 1,500 TPS on Hyperledger Fabric, achieved a 75%
reduction in storage bleat using IFFS, and supported GDPR-aligned workflows with 29 98% mdit log
completion and 95% successful erasure requests. Privacy was further swengthened through zk-
STAFRE proofs, which reduced unauthorized access by 40%, while TEEs improved key managemant
effidency by ~258%. Althouzh POQC introduced 5-12 secomds of latency, consent revocation was
processed in under 2.1 seconds, highlishting both the feasibility and trade-offs of practical post-
quantum deployment. This work demonstrates a clear pathway toward quanmm-resilient blockchain
infrastuchures that safegmard personal data, comply with regulatory standards, and maintain wser st
in the quanmm era.

Eeywords: Post-guanium crypiography, Blockcham security, Lattice-baved encrypion, Hash-based signamire,
Trusted execution environments (TEE).

1. INTRODUCTION

In an era where personal data is at the core of digital identity, health systems, and financial technologies, the demand
for secure and privacy-preserving data sharing has never been more urgent [1], [2]. Blockchain-based infrastmactures
have emerged as promising candidates to meet this nead by providing immutable audit trails [3], [4] deceniralized
trust, and proprammable access conmols. These features make blockchain atiractive for applications invelving sensitive
personal data, such as medical records, digital IDs, and cross-border information exchangs However, the long-term
security of such systems is increasingly uncertain

At the heart of nearly all Blockchain protocols lie classical cryptographic primitives [3], [§]: B5A for encryption,
ECDSA for digital signstures, and 5HA-2 for hashing These algorithms curmently secure billions of transactions and
data exchanges, but they are not secure against quanmm-capable sdversaries. With rapid advancements in quanmm
computing, particularly the progress toward fault-tolerant qubit systems, it is becoming feasible to imagine a firure in
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which quantom computers can break widely-used cryptographic schemes. Shor®s algorithm alone wonld render corment
bloeckchain consensns, signature verification, and wallet security obsolete [7], [£]. In the context of personal data, this
poses 3 serious risk: any encrypied data shared today, if harvested by an attacker, could be decrypted retroactively
once quanium capabilities matire.

This looming threat raises fandamental questions about the longevity, confidentiality, and complisnce of blockchain-
based persomal data shanmg systems. Even in the present, blockchain models face wade-offs: while they offer
tramsparency and decentralization they strugzle with privacy, scalsbility, and regulatory alismment Conversely,
traditional cryptographic models excel at content confidentiality and fine-grained access conmtrel but often rely on
centralized infrastuchure and lack robust suditsbility. What is needed is 8 comprehensive architecmral response, one
that not only mitizates existing challenges bt also anticipates the quantum era [#], [10].

Post-quantom cryptography (POC) offers a promising path foraard [11], [12]. As a class of cryptographic algorithms
resistant to quantum amacks, PQC includes lattice-based encryption, hash-based signatures, mmuldvariate gquadratic
systems, and code-based cryptography. The National Institute of Standards snd Technology (WIST) has already
selected several candidate algorithms for standardization Yet, the integration of these primitives into blockchain-based
data sharing remaing underexplored. Most corent mmplementations either ignore quantum threats or propose
adaptations in isolation, withowt considering the full stack of system requirements, from secure key distribution to
smart coniract compatibility and off-chain data privacy.

This paper addresses this gap by conducting a systematic literature review of 35 peer-reviewed studies published
between 2018 and 2025, focusing on the infersection of POC and blockchain-ensbled data sharing. The review
evaluates existing models across five key dimensions: security'privacy, scalsbility, interopersbility, regulstory
compliance, and wser contrel. Our analysis reveals that while there is 3 growing academic interest in post-gquanturm
methods, practical implementations are scarce, and few stodies present full-stack solutions that are gquantum-resilisnt,
privacy-aware, and regulation-compliant.

To advance the field, we propose a modular hybrd architecture that combines:

» Lattice-based encryption for securing off-chain personal data,
» Hash-based signatures for smart contract authentication snd transaction signing,
*  Tmsted Execution Enviromments (TEEs), such as Intel SGXE for secure data processing and key management.

This hybrid framework iz designed to future-proof personal data sharng ecosystems by mitigating current
blockchain weaknesses while embedding quantum resilience at every layer. It also supporis decentralized
governance, fine-grained access control, and real-tme aditability, features increasingly demanded by both users
and regulators [13], [14].

The rest of this paper is structured as follows: Section I presents related work and the gap in oument models.
Section 3 describes our methodolopy, mcluding the design scdence approach and literatore review process. Section
4 presents the propesed hybrid framework, followed by a discossion of its implications and challenges We
conchide in Section § with key takeaways and directions for firure research.

1. RELATED WOEK

To contextualize the development of post-quantum secure personal data shanng frameworks, this section reviews the
literatare across four thematic domains: blockchain-based sharning models, ayptegraphic privacy frameworks, post-
quanmm cryptographic (PQC) implementations, and hybrid architectores combining blockchain with Trasted
Execution Environments (TEEs) or Zaro-Enowledge Proofs (ZEPs).

1.1 Blockchain-Based Personal Data Sharing Models

Blockchain systems hawe long been explored for decentralized datas sharing, with healthcare being 2 primary
application domain The MedRec famework [1] pionesred blockchain for electronic health records, wsing Ethereum
smart contracts to manage access and audit data inferactions. However, MedPec achieved only 15-20 transactions per
second (TPS), limiting scalability for national deployments.

To improve efficiency, hOCBS [2] enhanced healthcare data sharing by storing patient information off-chain on IFFS
while recording access tansactions on Hyperledger Fabric. This reduced on-chain storage by ~85%, lowenng costs
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and improving scalability while maintsining anditability. The Galaxy system [3] further advanced these architectures
by integrating Byzantine Fault Tolerant consensus mechanismes, achieving sub-second confirmation latency in IoT data
sharing while preserving traceability.

Diespite these advances, a critical limitation persists: all of these systems relied on classical cryptopraphic primitives
such as BSA ECDSA  and SHA-256. As a result, they remain vulnerable to Shor's and Grover's algorithms, placing
long-term confidentiality and data integrity at risk. Indeed, in our literanure review, none of the 12 blockchain-based
maodels (%) infeprated post-gquantum ayptegraphy, underscoring the wgency of transitioning toward PO(C-enhanced
frameworks.

12 Cryptographic Frameworks for Privacy Protection

A range of cryptegraphic schemes have been employed to strengthen privacy in deceniralized datas sharing. Attribute-

Baszed Encryption (ABE) enables fine-grained access comirol, with studies reporting =85% enforcement accuracy
across thousands of policy mules [5]. Proxy Fe-Encryption (PRE) supports secure data re-shaming via semi-tomsted
intermediaries, but its reliance on delegated key holders infroduces additional trust assumptions. Secure Mult-Party
Computation (MPC) and Fully Homomorphic Encryption (FHE) allow computstion on encrypied data, making them
suitable for third-party analytics. However, empirical evaloations show that FHE operations can be 100 slower than
plaimtext equivalents, while MPC protocols often require dozens of commmnication rounds, imiting scalability in real-
time environments [§].
Diespite these innovations, adoption in blockchaim-based systems remains limited In our review, only 9 of the 35
smdies (26%) integrated ABE, PRE, MPC, or FHE into blockchain architectores, and fewer than 15% incorporated
decentralized mudit trails alongside cryptographic protections. This lack of intepration means that most cryptographic-
only models enhance confidenfiality but fail to provide mmmmtsbility, Tansparency, and regulatory traceability,
capahilities that blockchain uniquely ensbles. These gaps highlight the need for hybrid designs that combine advanced
cryptographic methods with blodkchain’s logging and sccountability features.

1.3 Post-Quantum Cryptographic Applications in Blockchain

Becent efforts have sought to integrate post-quanmm primitives mto blockchain-based architectures to mitigate
quantum adwversary risks. MatRiCT [7], for example, is a scalable confSdential transactions protocol that combines
lattice-based encryption with zero-knowledge range proofs, achieving sub-2 second proof times while preserving
transaction confidentiality under simulated quantum attacks. Behnia et al. [B] proposed a lattice-based Proof-of-Work
scheme that demonstrated resilience to Grover’s algorithm while maintaming mining faimess, though with an
estimated 30—40% ncrease in enersy consumption compared o classical PoW. Yuan et al [9] explored integrating
WTELT lattices into IoT data flows, showing that secure transmiszsion could be maintained with latency increases of
less tham 10% relative to classical cryptography.

Signature schemes such as SPHINCS+ and Dilithium have also been experimentally deployed within distributed ledger
environments for authentication and transaction validation [10]. Results indicate that SPHINCS+ signamres, while
secure, can reach 1640 KB in size, compared to 64-byte ECD5A siznafares, inflating transaction payloads and gas
costs. Dilithinm offers smaller key sizes and faster verification, bt still introduces measurable overhead in constramed
EOVIrOnments.

Diespite these advances, PQC adoption remains minimal In our review, only 5 of the 35 smdies (14%) explicitly
integrated POIC inte blockchain modsls, and fewer than 10% evaluated PQC under practical deployment conditions
such as scalsbility, interoperability, or compliance testing. This limited intepration underscores the need for hybnid
frameworks that combine PQC primitives with privacy-preserving profocols and regulatory mechanicms ensuring
both quanmm resistance and real-world applicability. Monetheless, practical intepration challenges swch as larze key
sizes and signature verification overhead remain significant, ofien inflating smart contract deployment costs and
limiting efficiency on platforms like ethereum.

1 4 Hybrid Architectures with TEEs and Zero-Knowledze Proofs

Hybrid models that combine bleckchain with secure hardware and zero-knowledge proofs (ZEPs) have emerged
a5 promising pathways for privacy-preserving data sharing. For example, [11] proposed a decentralized ABE
system backed by blockchain and FEPs, eliminating the need for centralized key authorities while maintining
=05% policy enforcement scouracy. In another approach, [12] inteprated Intel SGX enclaves with smart contracts,
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enabling verifisble computation and secure policy enforcement; performance tests showed enclave-based execution
reduced computation times by 25—30% but required trust in hardware vendors. Similarly, [13] sugzested blockchain
a5 a deceniralized access conmol layer while delegating sensitive computations to off-chain trosted eovironments,
reducing on-chain gas costs by ~40% while ensuring suditable records.

Thease hybrid models not only enhance confidentiality, compliance, and auditability but alse enable policy-aware
data sharng at scale However, they imiroduce significant challenges. ZEP cironit generation remains
computationally expensive, with complex zk-5MARE or zZk-5TARE proofs adding 5-12 seconds of latency per
tramsaction. TEEs, while efficient, face issues of enclave scalability and vendor trust assumptions, making them
less attractive in fully decentralized contexts.

In our review, 7 of the 35 studies (20%) adopted hybrid Blockchain-TEE or blockchain—ZEP models, bat fewer
than 15% provided empirical scalability benchmarks or compliance tests. This indicates that while hybrid desizns
hold strong potentizl, their widespread sdoption will depend on advances in hghtaeight ZEP circnits, scalsble
enclave frameworks, and middleware that sbsiracts hardware dependencies.

1. METHODOLOGY

This study adopts a bybrid methodology that combines a Systematic Literature Feview (SLE) and a Design Science
Research (DSE) approach. The SLAR enables a structured synthesis of existing blockchain-based and cryptographic
persenal data sharing models with a focus on post-gquanium security. The DSE methodeloegy then builds upon the
insights gathered to design a novel, quantum, resilient hybrid framework for future-proof personal data charing.

3.1 Systematic Literature Review

The SLE was conducted following the five-phase protocol adapted from Eitchenham and Charters [37], guided by
Prisma 2020 guidelines to ensure ransparency and reproducibility. The review simed to answer the following research
questions:

»  FQ1: What post-quantum crypiographic technigues are currently proposed or implemented in bleckchain-
based personal data sharing systems?

#« F2: What are the privacy, scalability, and compliance limitations in existing bleckchain and cryptographic
data sharing maodels?

= FR0Q3: What architectural patterns and security primitives have emerged from 2018 to 2025 that are relevant
for designing fotare-proof frameworks?

3.2 Search Strategy

A structored search was performed acress four academic databases: IEEE Xplore, ACM Digital Library,
SpringerLink, and Scopus. The following Boolean search string was used:

(“bloeckchain™ OF. “distributed ladger™) AWND (“personal data™ OF. “data sharing™ OF. “identity™) AND (“post-
quanmum™ OF. “gquantum-zafe™ OF “lattice™ OF. “hash-based™ OF “zero-knowledge™) AND (Mencryption™ OR
“cigmature”™ OR “privacy™ OF “framework™)

Searches were limited to English-lansuape publications between January 2018 and May 2025, reflecting the post-
HIST PO initiative period.
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3.3 Inclusion and Exclusion Criteria

TABLE I Inclusion and Exclusicn Criteria

Critarion Inclusion Lxrlusion

Date 2018 - 2028 Pricrto 2018

Type of Poar-reviewed joumal or confersnce paper Editorials, white papsr, preprints without a review

publiction

Foom Blockcham or cryptography in paroml dat Pome finamcial blockcham wyvtems (og., Bitcoi
thasing scabibility)

Ralewance tin PQC | Explics mse or discession of PQC prinsitrves Traditicnal crypie coly, o menticon of quantnp:-

5
Lanmags English HMon-English

A total of 175 records were imitially refmieved. After removing duplicates and applying elisthility criteria, 315 peer-
reviewed articles were included in the final review. The smdy selection process is illosmated in the FEISMA flow
diagram, Fig.1. ilmstrating the PEISMA 2020 workflow applied in this smdy, reducing 175 initial records to 35
included smdies through four screening stages. This ensures methodelogical transparency.

Hienmication of studies via da1abases and registars

Racords iderdded trom®:
Databases (n = 1TH)

Regi=iers (n = 0}

Fecongs remved e
SCTRATY

Duplicaba racerds ramovad (n
- 803

Riaconds marked as insdigiblia
by amtomalion tooks (n =0
Feapords ramovad far othar
raasons (n = 0j

|

Feconds scrasned
n =95}

Fepoals sought Tor reimssal

Recons exchiden
{n = 45)

n = 50)

Repodis assessed for sigibiity

Studies Includad in raviaw
in = 35]

Feparts of indinded studies
n = 38)

Regong not rewiaven
n =1

{n =503 - =

Repodis sxchiied
Mol focused an FOC = 5)
Mo cilation / low impac (m=
5}
Mot paar raviewed {n = 5)
wic

Fig. 1. PRIEMA 2020 fow diagrem illstrating the idsxtification, scresning, sbigibility assessment, and inchiston of sdies o the systamatic

TR,

3.3 Data Extraction and Coding

Stuchured coding scheme was developed to extract and classify information from the included studies. The key
metadata collected included:

« Type of data shaning model (blockchain, cryptographic, hybnd).
#  Posi-quanmm primitives used (e.g., Kyber, Dilithinm  SPHINCS+)
# Data domains (healthcare, finance, identity, IoT).
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» Evaluation metrics (privacy guarantees, scalability, complisnce).
» Architechore components (smart conmacts, IPFS, TEEEs, ZEPs)

Thematic coding was performed using NVive 12, and recurming design patterns and limitations were identified A
comparison mairix was developed to assess each study's strengths and gaps acress the core dimensions.

3.3 Desizn Science Research (D5E)
Following the DSE paradizm proposed by Hevner [36], this stndy engages in the design and conceptual validaton of
an artifact, a bybrid framework for quantom resilient, blockchsin-based personal data sharmg. DSR was selecied o
enable a problem-solving process that builds upon literatore insights but results in a tangiable contribution to both
theory and practice.

3.3.1 Problem Identification
The SLE revealed that:

#  Lacs than 20% of revealed studies address quantum resistance explicithy.

»  Mopst blockchain-based systems use classical signature schemes (e g., ECDSA), leaving them volnerable to
Shor's algorithm.

» Compliance with regulations like GDPE. is inconsistently handled particuolarly regarding erasure and
auditability.

#  There is no unified architectore integrating PQC, ZEPs, and TEEs for personal data govemance.

These insights framed the design requirements of the proposed framework.
3.3.2 Artifact Design Frocess

The proposed system was iteratively developed based on design principles from successful studies in the literatare and
mapped to the following components. Fig. 2 illastrates the architecture of the proposed post-quantum blockchain
hybrid system. Users encrypt data via CP-ABE, which is stored off-chain in quantom-resistant form on IPFS, while
blockchain smart comracts enforce access through hash-based signaiures and zk-proof mechanisms, ensuring
confidentiality, compliance, and user control.

a—©

Usar Guantum-Resistant
l Idnnl.i'l.:lr Proofs

Cipharteat-Policy

Aittribute-Based
Encrypion Popt-CILanium +- -
l Encrypted Off-
Chhaiin Storage
Heeeh-Bazsd
Smart Contract
Post-Quantum Sigming
Blockchain Hybrid
Post-Ouantum
Encrypted Off— SYStEm
Chadn Storage

Fig. L Conceptual anchitecturs of the propowd post-quantums blockcham bvbeid systams
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»  Post-Cjuantom Cryptography: Integration of lattice-based encryption (e.g, EKyber) and hash-bazed digital
sigmatures (e_g., SPHINCS+) for securing off-chain dats and anthenticating transactions.

# Blockchain Layer: Permissioned blockchain (e.g., Quormum or Hyperledger Fabric) used for access control,
audit logzing, and policy enforcement via smart contracts.

* Ferp-Enowledze Proofs (ZEKPs): Employed to prove user atiributes or consent withowt revealing personal
data.

* Tmsted Execotion Environments (TEEs): Imtel 5G3 used to securely manage keys and execnte policy checks
in isolated enclaves.

» Decentralized Storage (IPFS): Scalable off-chain storage with encrypted payloads and content-addressed
references.

3.3.3 Evaluation Stratezy

The proposed framework is evaluated using 8 mixed comparative spproach that integrates both qualitstive insights
and quantitative metrics. Evalustion was conducted across five dimensions denved from the Literature:

» Security and Privacy: measured by whether post-quantom primitives (e.g, lattice-based encrypdion,
SPHINCS+ signatures) were implemented, and whether adversarial or simulated quanmom attack models were
used. For example, confidentiality was assessed in terms of successful‘failed decryption attempts under
quanmum threat simmlations.

#  Scalability and Performance: measured by reporied transaction throughput (TPS), latency overhead per
transaction (), and storage efficiency (percentage of data shifted off-chain). For instance, our prototype
achieved 1,500 TPS, with 5-12s proof-generation latency depending on ZEP complexity, and 75% storage
reduction through IFFS offloading.

* Interoperability: measured by integration with W3C DIDVWVC standards, sbility to execute across
heterogenecns platforms (Ethereum vs Hyperledger), and support for cross-chain siznare verification.

*  Regulatory Compliance: measured against GDPFR/HIPAA coteria using sudit logs and consent workflows,
with complisnce success rates reporied (e.g., 99.98% sudit log completon, 95% erasure request folfillment).

»  Tser Antonomy and Consent: mezsured by the presence of nser-controlled access (e.g., CP-ABE policies)
and performance of revocation workflows (e g., 2.1s average revocation time, *=98% enforcement accuracy).

The framework’s architecture and operational flow are illustrated in Section 4, followed by a use-case demonsiration
(healthcare and cross-border data exchange) to validate applicability. For each of the 3 5 reviewed studies, we extracted
whether PQC primifives (e.g., lattice based encrypton, SPHINCS+ signamres) were inbegrated tested, or omly
discussed theoretically. Studies were coded using binary vanables (implemented = 1, theoretical = ), enabling
calulation of adoption rates (e.g., 5/35 = 14%4). Scalability was measured based on reported throughput (TPS), latency,
and storage efficiency, normalized scross smdies where possible. Interoperability was coded based on DIDVWVC
compliance or cross-chain deployments. This systematic coding ensures that the reported percentages (e.g., 50%
theoretical-only) are ransparent and reproducible.”. The protofype framework was deployed on a Hyperledger Fabric
2.5 test network with four peers and one ordering service, hosted in Docker containers (4 vCPUs, § GB FLAM, Uuntu
22.04). Offchain storage was implemented with IPFS v(.21, and cryptographic primitives included Eyber (lattice
encryption), SPHINCS+ signanmes, and zk-STARKs. Throuzhput and latency metrics were collected unsing
Hyperledger Caliper v0.5 across workloads of 200-2,000 TPS. Trusted Execution Environments (TEEs) were
simmlated using Intel 5GX enclaves to benchmark key generation and proof walidation both inside and outside secure
enclaves.

4. ERESULTS

This section presents the findings of the systematic literamre review and design science evaluation of the proposed
post-guanium blockchaim-based framework for personal data shaning. The results are categorized under five key
themes, security and privacy, scalability, inferoperability, regulatory compliance, and user amtononry, based on the
coded data from 35 gualifying studies and the implementation insizhiz drawn from prototype simmlations. The
evalustion of the hybrid framework across the five dimensions: privacy & secumity, scalabilify, inferoperability,
regulatory aliznment, and user autonomy is shown in Fig 3. below which presents the comparative strength of the
proposed framework across the five evaloation dimensions. Povacy and security achieved the hizhest coverage
(=T0%:), followed by scalability (=55%), while interoperability, regulatory aliznment. and nser sutonomy scored lower,
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highlishting persistent gaps in standardization and compliance enforcement These guantified insights (e.g., 5 of 35
smdies inteprating POC, 80% fousing on theorstical security) were derived from a stuctared coding of adoption,
implementation, and evaluation owtcomes as detailed in Section 3.3.3. All reported metrics were averaged across 50
independent test mans, with observed standard deviations below 2%, ensuring statistical reliability snd reproducibility
of the findings.

Bl%

20%

0%

0%
Privecy &  Scalabdity Intero-  Regulatory User
Sacurity parabilitity  Alignmant  Autonomy

Fig. 3. Evalnation of the hyberd famework across Swve dimensions.
4.1 Security and Privacy

The integration of post-quantum cryptographic primitives within bleckchain architecthures yielded measursble
improvements in resilience to quanmum-capable adversaries. Out of the 35 studies reviewed, 10 (29%) implemented
lattice-based encryption schemes such as Kyber and NTRU, and all reported sirongz theoretical resistance to quantum
decryption. Practical implementations, inchiding the MatfiCT protocol, demonstrated confidentisl transaction flows
that remained infact under simmlated gquantum attacks [2], [4]. In our prototype evaluston, lattice-based encryption
secured off-chain personal data, achieving a 100% resistance score under simmlated man-in-the-middle attacks, with
no successful decryptions recorded against post-quantom adversary medels [30]. Fig.4. illistrates the interaction
between users, blockchain, and off-chain storage in the secure data-sharing process. The diapram shows how a user
initiates am access request, which is validated on the blockchain using guanfum-resistant identity proofs before
encrypied data is retmieved from off-chain storage. This process ensures confidentizlity, anditability, and compliance
while preserving nser control over consent.
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The use SPHIMNCS+, a stateless hash-based siznature scheme, provided post-guantum-safe suthentication of smart
confracts and transactions [28]. Signatore verification was efficient, averaging 1.2 seconds per request, even under
high-volume transaction scenarios. In terms of privacy, only 5 of the 315 smdies (14%) incorporated zero-knowledge
proofs, highlighting 3 major research gap. In our framework, integrating zk-5TARK s enabled artribute verification and
consent validation without revealing identity atmibutes. zk-5TARK latency was measured by generating proof for
heslthcare access policies with Caliper workleads of 200-500 TPS, saveraged across 50 mns. TEE performance was
assessed by executing key generstion and proof validation inside Imtel S5GX enclaves, with and without enclave
offloading, allowing us to gquantify the 28% latency reduction. This was especially relevant for healthcare scenarios,
where patient snonymity is legally mandated. Across all test runs, unauthorized access was reduced by ~40% when
Ciphentext-Policy Atribute-Based Encryption (CP-ABE) was combined with zk-5TARE-bazed verification, directly
addressing one of the most common weaknesses identified in the literature, where over 80% of systems lacked robust
Privacy-preserving consent mechanisms.

These findings demonsoate that while PQC primitives like latbice-based encryption and hash-based signatures can
Fuarantes resistance to quanfum adversanies, their adoption in blockchain-based data sharing is stll hmited. Moreover,
the low intepration of zero-knowledze proofs (14%) across the literaare suggests that privacy-preserving validation
remains an underdeveloped area, and fomre work must focus on embedding FEPs into PO -enabled fameworks to
ensure both confidentiality and regulatory compliance.

4.2 Scalability and Performance

Scalability findings were uneven across the reviewed smdies. Of the 35 papers, 12 (34%) reported measurahle
improvements in throughpot when integrating POQC imto blockchain architectures, while 23 (66%) highlighted
performance trade-offs. In our prototype evaluation, deploying the hybrd framework on a permissioned Hyperledzer
Fabric network yielded throughput of up to 1,500 ansactions per second (TP5), a fifty-fold increase compared to
Etherenm's baseline thromghput of 30 TPS [11]. Storage efficiency was also enhanced: by shifiing encrypied payloads
off-chain to IFFS and storing only content-addressable references on-chain, data bloat was reduced by more than 75%,
therebry allevisting ledger congestion and minimiring gas consumpion.

However, the computational intensity of PQC inreduced latency overheads in 28 of the 315 studies (80%4), particularly
during fransaction preparation and verification. Hash-based signature schemes and zeto-knowledge proof generation
(e.z, zh-STARKs) added 5-12 seconds per transaction depending on proof complexity. Tmsted Execution
Emvironments {TEEs) were adopted in only 3 studies (8%), bat where applied, they reduced proof venfication times
by an average of 28%, although this came with added deployment complexity and reliance on enclave tust assumptions
[5]. These results underscore that while PQC-enhanced frameworks can achieve significant throughput and storage
gains, scalability under high-volume, real-world workleads remains constrained by crypiographic overbead, making
hardware-assisted optimizations and off-chain computation critical areas for fiture work. Fig 5 highlights the relatve

207



Iraqi Journal for Computers and Informatics
Information Technology and Communications University

Vel. 49, No. 2, 2025, pp. 1.8 \JJ Cl

DOT: hitps://doi.org 1025195 /jci.w49i2.417
Frint IS5M: 2313-100X, Online ISSN: 2520-4012

vulnerability of different cryptographic technigues under quantum threat medels. RSA/ECC scored the highest
susceptibility across all categories, partioularly to Shor’s algorithm and quantum decryption (score = §), while Lattice-
based encryption and zk-prmofs demonstrated greater resilience to quantum decryption but for ansitioning to PQC
primitives, as classical caryptography offeres little protection against fomre guantom adversaries.
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4_3 Interoperability

Interoperability results showed clear gaps. Of the 35 stdies reviewed, only 3 (§%) demonstrated cross-chain
interoperability between permissioned and public blockchain systems using post-gquantum cryptographic primitives
[15]. In contrast, 32 smdies (92%) remained confined to single-platform implementations, rypically Ethereumn or
Hyperledger, without exploring cross-chain communication In our prototype, W3C-compliant decenmalized identifier
(DID) and verifiable credential {WC) standards facilitated basic identity interoperability, bt smart contract portability
was untested in 90% of stodies.

Implementation attempts forther highlighted these barrers: eforts to deploy SPHINCS+-based digital signamres on
Etherenm testnets failed due to the platform’s lack of native support for hash-based verification. 4 costom Solidity
wrapper was required, which increased contract size and deployment costs by ~14%. Across the literatore, over 80%:
of PO frameworks lacked standardized libranies for cross-platform inmtegration, forcing developers to rely on bespoke
adaptations. These results indicate that the absence of standardized, quantom-safe cryptographic APTs is the most
critical bammier to interoperability, and that fumore progress requires middleware solutions capsble of abstracting
profocol-specific constraints.

4_4 Regulatory Compliance

The framework's architectural design was explicitly tailored to meet regulatory oblizations, particularly those
stemming from the General Data Protection Fegulation (GDPE). In 50 simulated patient data workflows, the system
achieved a 99 98% sudit trail completion rate and fulfilled data erasure requests in 95% of cases, enabled through
coordinated deletion of off-chain data from IPFS and on-chain revocation of consent tokens [34]. These outcomes
were validated against GDPR-compliance audit checklists and confirmed alizmment with legal provisions such as
Article 17 (right to erasure) and Arvicle 30 (processing documentation).

In comparison fewer than 7 of the 35 smdies reviewed (20%) explicitly tested regulatory compliance mechanisms,
underscoring a significant research gap. In healthcare simmlations, the consent managsment component provided real-
time lopring of patient approvals, denials, and revecations, which were sutomatically linked to corresponding smart
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confract entries, ensuring immmtsble and tracesble records. Motably, the framework’s compliance capacity was
enhanced through the separation of personal data from imomitable blockchain, & stratezy also observed in natonal
systems like Estonia’s X-Road [20]. These findings suggest that compliance sutomation can only be realized throngh
hybrid on-chain/off-chain models, yet such designs remain sbsent in nearly §0% of current PO)C -enabled blockchain
systems.

4.5 User Antonomy and Conzent Control

The use of Ciphertext-Policy Atmibute-Based Encryption (CP-ABE) enabled fine-grained access contmol policies to be
directly embedded mto data-sharing workflows. Users could define access conditions using logical miles such as
“(Doctor AND Oncologist) OF (Fesearcher AND ApprovedSiudy).” The framework's test interface allowed real-time
policy creation via a drag-and-drop dashboard, after which encrypted data was distributed to eligible recipients based
om their cryptopraphic arribates [35].

Empirical tests showed that CP-ABE maintained 98% accuracy acoess 10,000 policy applications, with access
revocation completed in under 2.1 seconds after user-triggered withdrawal. This represents a substantizl improvement
over centralized systems, where revocation often requires hours to process. Only 6 of the 35 smdies reviewed (17%)
incorporated explicit user consent mechanizms, and fawer than 10% evaluated real-time revocation performance,
underscoring the novelty of owr conmibution User surveys further revealed high levels of trost and perceived
transparency, particularly among heslthcare professionals, who valued the ability to monitor access attempts in real
time. These findings suggest that embedding real-fime, user-driven consent into PQC-ensbled frameworks is not only
feasible but alse essentizl for regulatory complisnce and user adoption, yet it remains absent fTom the majority of
Current implementations.

5. DISCUSSIONS

The findings of this smdy underscore the wrpent need to embed post-quanmm coyptographic technigues into
bleckchain-based personal data sharing frameworks. Our systematic review of 35 stadies revealed that only 5 (14%)
explicitly implemented quantum-resistant primitives, with the majority relying on classical schemes vulnerable to
Shor’s and Grover's algorithms. Furthermore, over 80% of PQC proposals focused on theoretical security models
without empirical walidation, and fewer than 10% demonstrated interoperability across blockchain platforms. These
results indicate that while PQC research is gprowing, ifs practical integration into blockchain ecosystems remains
limited.

In gur prototype evaluation, lattice-based encryption achieved a 100%: resistance score under sinmlated man-in-the-
middle attacks, SPHINCS+ signatures maintained 1 2-second verification times, and CP-ABE combined with zk-
STARES: reduced unanthorized access by 40%. Repulatory testing further confirmed GDPE. compliance with 99 98%
amdit trail completion and 5% erasure success rates, while user-centric consent revocation was processed n under 2.1
seconds compared to hours in centralized systems. Collectively, these quantified results show that PQC can enhance
seCurity, privacy, and compliance, but scalability and interoperability remain constrained by cryptographic overhead
and a lack of standardized libraries.

To synthesize these insights with the broader Literature and evaate their real-world feasibility, the discussion =
organized across fve dimensions: (i) secunity and privacy, (i) scalability and performance, (iil) interoperability, (iv)
regulatory complisnce, and (v) user sutonomy and consant

5.1 Security and Privacy Implications

The adoption of lattce-based encryption snd hash-based sigmatres such as SPHINCS+ demonstoated measurable
improvements in Modkchain security. Ot of the 35 smdies reviewed, 10 (29%) mplemented lattice-based schemes
such as Kyber and WTRU, and all confirmed resilience against simulated quanmm adversaries. In our profotype, lamice-
based encrypton achieved a 100% resistance score under man-in-the-middle attack simmlations, while SPHINCS+
maintained sverage signature verification tmes of 1.2 seconds, even under high transaction loads [24], [9], [28]. Thess
results showr that POIC primitives can deliver long-term confidentiality without compromising practical feasibility.

At the same time, performance constraints remain 8 major challenge. In 28 of the 35 sdies (B80%), PQC
implementations mtroduced latency overheads of 5-12 seconds per transaction, particularly when hash-based schemes
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or zero-knowledge proofs were applied. This confirms that while POC strengthens security, ifs computational overhead
requires optmezation for gh-volume systems.

Provacy-preserving enhancements through Zero-Enowledze Proofs (ZEPs), parbcularly zk-STARE:, provide a
complementary safeguard by emabling consent and atmbute wvenficahon without revealing identity detmls [6].
However, only 5 of the 35 studies (14%) incorporated ZEPs, indicating that this remzims an underexplored area. In our
framework, combimng Ciphertext-Policy Athibute-Based Encryphion (CP-ABE) wath zk-STARE: reduced
unauthorized access by ~40%, duectly addressing a weakness present i more than 30% of existing systems. These
finding= underscore that the most proousmg path forward lies in layered hybrnd models that integrate POC, ZEPs, and
fine-grained access controls, enabling both resilience against quanfum adversanes and compliance with privacy
regulations [33].

£.2 Scalability and Performance

Scalability outcomes showed both progress and persistent trade-offs. Of the 35 studies reviewed, 12 (34%) reported
measurable throughput improvements when integrating POC mto blockcham architectures, while 23 (66%) ighhghted
performance penalties hinked to cyptographic overheads. In our prototype, deploving the hybnd framework on a
permuzsioned Hyperledger Fabne network acheeved 1,500 fransactons per second (TPS), nearly 50= higher than
Etherewm's baseline of ~30 TPS [11]. Storage efficiency alse improved, with ledger bloat reduced by over 75% by
shifhng encrypted payloads to IPFS and storing only content-addressable references on-chain.

However, scalability was constrained by PQU's computztional intensity. In 28 of the 35 studies (B0%), PQC
mplementations mivoduced latency overheads of 5-12 seconds per transaction, particularly when using hash-based
signatures or zero-knowledge proofs (ZEPs). Thas aligns with ouwr evaluation, where zk-STARE proof zeneration was
the domumant bottleneck. Trusted Execution Environments (TEEs) were adopted m only 3 studies (E%), but where
applied, thev reduced verification times by ~28%, although at the cost of deployment complexaty and hardware trust
assumphons [3].

These findings mdicate that while POQC-enhanced frameworks can achieve high throughput mm permussioned
emiromments such as healtheare and finance, scalability for public blockchams remams hmited by cryptographic
overhead This confirms pnor research that layer-2 solutions and hardware-assisted optimizations are essenfial for
bndzing the gap between quantum resilience and real-world scalabilty [29].

£.3 Interoperability Limitations

Interoperability findmgs revealed a proncunced research gap. OF the 35 studies reviewed, only 3 (8%) demonstrated
cross-chain inferoperability between pernussioned and pubbic blockchain systems uwsing POQC prinmtives [15]. The
remaimng 32 studies (92%) remamed confined to smgle platforms, typically Ethereum or Hyperledger, without
explonng cross—cham commmumecation. Although our framework achieved compatibility with decentrzlized identifier
(DID) and venfiable credential (V) standards, 90%% of reviewed studies did not test smart contract portability, leaving
contract execufion tied to platform-specific requirements.

Implementation attempts further inderscored these bamers. For example, deploying SPHIMCS+-based signatures on
Etherewm testnets failed due to the lack of nafive support for hash-based venfication. A custom Solidity wrapper was
required, which mereased contract size and deployment costs by ~14%. Across the literzhwe, over 80% of PQC
frameworks lacked standardized cross-platform cryptographic bbranes, forcing developers to mely on bespoke
adaptations that add both cost and complexty.

These results highhght mteroperability as the least addressed of the five dimensions, and they sugzest that real-world
deployment of PQC-enhanced blockchams will remain constrained unfil standardized quanfum-safe APIs and
muddleware selufions are developed to abstract protocol-specific requirements.

£.4 Regulatory Alisnment and Compliance Automation

A key strength of the proposed framework 15 its demonstrated ability to meet GDPE requirements through architectural
modulanty. In 50 simulated patient data workflows, the system achieved a 99.98% audit trail completion rate and
fulfilled 95% of erasure requests, confimuing practical enforceability of nights such as Article 17 {nght to erasure) and
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A,

Article 30 (processing documentation). These comphance results were enabled by decoupling personal data from
mmutable on-chain structures and using mutable off-chain storage (e.g., IPFS), which also aligns wath HIPAA s
auditabibity provisions [18].

In confrast, only 7 of the 35 studies reviewed (20%) exphatly tested compliance mechamisms, and fewer than 10%
evalated automated consent revocation Thiz highhpghts a significant research gap, where most POC-enabled
blockchain models address eryptograpluc resibence but neglect legal enforceatility. By embedding compliance
automztion info the archifecture, owr framework ensures that real-time consent logging and revocation are divectly
Iinked to smart contract events, providing immutable anditabality.

These findings suggest that compliance automation can only be achieved through hybnd on-cham/off-cham modals.
Yet, such designs remam absent in pearly 80% of PQUC-enzbled blockcham proposals, undersconng the need for fohure
wark to mtegrate legal compliance testing as a first-class requirement in post-quantum blockchain frameworks.

£.5 Empowering User Control and Conzent Revocation

The integration of Ciphertext-Policy Atmbute-Based Encryption (CP-ABE), smart confracts, and consent dashboards
enzbles users to retain active and fine-gramed control over ther data. In owr evaluztion, CP-ABE acloeved 98%
accuracy across 10,000 policy applications, whule access revocation was processed m under 2.1 seconds after user
withdrawal. This represents a sigmficant improvement compared to cenfralized systems, where revocation often
requires howrs to take effect.

Dlespite itz importance, explicit user-consent mechamsms remain underrepresented m the hterature. Only 6 of the 35
studies reviewed (17%) incorporated consent control, and fewer than 10%: tested real-time revocation performance,
undersconng the novelty of owr framework. By directly linking consent events to smart confract entnes, the system
ensures that approvals, demals, and withdrawzls are fraceable, mumatable, and auditable m real time, thereby
reinforcing both comphance and wser frust.

Chrnician feedback duwing prototype evaluation confirmed the value of transparency: healthcare profesmionals
particularly emphasized the usability benefits of being able to monitor access attempts in rezl time. These results
suggest that embedding real-ime, user-driven consent info POC-enabled frameworks 1s not only feasible but essential
for adeption m regulated domaims such as healtheare and finance, vet it remaims absent from the majonty of current
propozals.

£.6 Practical and Theoretical

The comparative analysis between classical and post-quanfum blockchain systems (Table 2) highlishts both the
progress achieved and the challenges that remain Classical systems, dominated by ESA and ECDSA signatures,
provide adequate security m the pre-quantum erz but are entically vulnerable to Shor's and Grover’s algonthms. In
contrast, post-quantum schemes such as SPHINCS+ and Dilithiom offer long-term confidentiality guarantees, with
our prototype achieving a 100% resistance score in simlated quantum attack scenarios, a result consistent with 10 of
the 35 reviewed studies (29%%) that tested lathce-based encryption under adversanial conditions.

Parformance compansons dlustrate a trade-off While our framework sustained throughpuat of 1,500 TPS, nearly 50«
higher than Ethereum’s 30 TPS baseline, this came at the cost of 5-12 seconds of added latency m 30% of POC-
enhanced mmplementations, undersconng the scalability—secunity tension. Simlardy, the mfegration of zk-STARE=
reduced wnauthonzed access by 40%, but mereased venfication costs. These findings confirm that the theoretical
advantages of POU must be balanced with practical considerations of system performance, deplovment cost, and
miteroperability.

From a compliance perspective, the the decouplng of personal data from mmmtable ledgers enabled 99 98% audit
trail completion and 93% erasure success rates in simmlated GDFE. workflows. Yet, only 20% of the hiterature (7/35
studies) explicitly tested legal compliance, indicating that regulatory enforceability remains underexplored m
theoretical work. Likewise, user-ceninic consent revocation, which our prototype processed mn under 2.1 seconds, was
mplemented in fewer than 10% of reviewed models, despite being enfical for real-world adoption in sensifive sectors
such az healthcare and finance.
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Collectively, these insights suggest that post-quanfum blockchain ressarch mmst move beyond theoretical
cryptographic resibence toward full-stack, deployable frameworks that mtegrate POC with zero-knowledze proofs,
comphiance awtomation, and user-dmven consent. The practical results achieved in this study demonstrate that such
mtegrafion 15 feazible, but they also lghlight the necessity of hardware-assisted acceleration, standardized AFIs, and
cross-cham mteroperability for sustminable deployment Table II provides a comparative summary of the key
differences between classical and post-quanfum blockchain charactensties across core cryptograplic and
operationzldimensions. As shown, classical blockchains such as Bitcomn and Ethereum rely on BSAECDSA for
signatures and AES/TFSA for encryphion, both of whech are lughly valnerable to quanfum algorithms like Shor’s and
Grover's. In contrast, post-quantum approaches integrate signature schemes such as SPHINCS+ and Dhiithium, and
lathee-based encryption methods such as NTRELU, which offer sizmficantly stronger resistance to quantum decryphon.

TABLE I A conparative summary of classical versus post-quanfum blockchain chamcteniztics is presented in table 2 below.

Feanire (lassical Biockehain Pon-Oumnam Blockchan
Siznahure Scheme ECDSA /RSA SPHINCS+ / Dilithinm
Encryption Methad AESFRA Lattice "HTR

Artack Fesistance Low (Gruanmum Vilnerable) Hizh (Quanhmm Fesistant)
Performance Under Load | High Latency (Under Stress) Suable with ZE-Folhips
Blockchain Size Growih | Fapid Growth (Co-chain) COptnmzed (OH-cham)

Identity Privacy Modermte (Peando-Anonymity) | Smong (Decenmralized 1D + ZEF
ZEP Integmtion Fare Comman (zk-SHARE: TSTARES)

Table II provides a benchmark comparison of Ethereuwm, Hyperledger Fabrie, and the proposed kybnd framewerk
across five dimensions: throughput, latency, storage efficiency, compliance, and consent control.

TABLE I Benchmark comparizon of bleckchain models umder classical and pest-quantum confizurations.

Mipdel Cryptography Used | Throughprs | Latemcy Overhead Storage Compliance Consend
Framawork (TFE) Efficiemey Tening Revocaiion
Etherzum FSAECDSA k- | -15-30 +5-85 (SMARE proof) | On-chain Mot tested Tat
(Medrec_etc) | SHARES [y uﬂ;ﬂ:—,@? supported
C

Hyperledger | FoA/ ELLGA T 10— X5 %‘“ﬁ. SomEe | Mot tested Partial (role-
Fabric FF3 1,200 (endorsement/ordering) | reduction based only)
[ROCES) (IPFS o
Proposed Larice (Fyber, -1,500 +5-12s (P proofs & ~T5% zomee | Yes (GDPE Yeg
Hybrid NTELU)L IFF reduction it 99 98%, i
Framework SPHIMCS+, zk- (IFF5 af- eraure 95%) =2.15)

STAREs, CP-ARE, chaim)

5.7 Conclusion

This study proposed and evaluated a post-quantum blockchain hybrid framework that integrates lattice-based
encryphion, hash-based signatures, zero-knowledge proofs, and frusted execution environments to secure personal data
sharng in the quanfum era. Through a systematic literatare review of 35 studies, we found that only 5 (14%5) explicitly
mplemented POUC primitives, while the majonty relied on classical schemes vulnerable to quantum attacks. Simalarly,
less than 10% demonstrated imteroperability, and only 7 studies (20%%) tested regulatory comphance, confimung that
practical, full-stack quantum-resihent architechres remam rare m literature.

Chr prototype evaluztion demonstrated that PQU mtegration 15 both feasible and impactful. Lattice-based encryphon
achieved a 100% resistance score under simmlated quantum adversary medels, SPHINCS+ signatures maintained 1.2-
second venfication times, and zk-5TARE s combined with CP-ABE reduced unauthorized access by ~40%. Scalabuhty
testing showed throughput of 1,500 TPS, with 75% storage reduction wia IPFS, though POC overhead mmfroduced 5-
12 seconds of latency in 80% of cases. Compliance workflows achieved 99 98% aundit trauil completion and 95%
mueeessfiul erasure requests, while user-driven consent revocation was processed in under 2.1 seconds, compared fo
howurs mn centralized systems.
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The comparztive analysis (Table 2) lughlights clear advantages of post-quanfum blockehain systems m security,
prrvacy, and complinee, but also underscores trade-offs in performance and inferoperability. These findimgs suggest
that the next stage of research must focus on standardized APIs, hardware-assisted acceleration, and muddleware for
cross-cham mteroperability, alongside systematic integration of compliance testing and wser-dnven consent controls.

In conclusion, the proposed hybrid framewecrk demonstrates that quanfum-resibent, privacy-presenving blockchain
systems are achievable today, but widespread adopton will requre bridging the gap between theoretical POC
resihence and deplovable, full-stack architectures, this study provides both a roadmap and a proof-of-concept for
bulding secure, compliant, and future-proof data shanng ecosystems in the quantum era. Future work will extend
benchmarking across larger datasets and additional blockehain platforms to finther validate scalability and compliance
under drverse real-world conditions.
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Abstract
Keywords: Blockchain technology has emerged as a bansformative solution for
Bloclchain, Access  decentralized and immmtable data storage, offering transparency and security
Control, across various industries. However, ensuring antherized data access remains
Encryption, a critical challenge in blockchain systems. Encryption-based access control
Ethereum, mechanisms are pivotal in mibigating wnauthorized access, yet their
Hyperledger implementation varies significantly across different blockchain platforms.
Fabric, Corda, This study provides a comprehensive comparison of encryption-based access
Security, control schemes in three prominenmt blockchain platforms: Ethereum,
Scalability, Hyperledger Fabric, and Corda. The analysis focuses on their strengths,
Usability wealmesses, and suitability for various use cases, evaluating security,

scalability, and usability. The findings reveal distinct trade-offs among the
platforms, highlighting the need for tailored solutions based om specific
application requirements. Future research directions, including hybrid access
control models and post-quantum cryptography, are also discussed.

LINTRODUCTION

In recent years, blockchain techmology has emerged as a transformative force across a wide range
of industries, revelutionizing the way data is stored, shared, and secured. Originally conceived as the
underlying technology for cryptoourencies like Bitcoin, blockchain has since evolved into a versatile
tool with applications in finance, healthcare, supply chain management, and bevond. Its decentralized
and immmtable nature offers unparalleled advantages, such as enhanced transparency, reduced reliance
on intermediaries, and increased resistance to tampering and frand. [1] These characteristics have made
blockchain an attractive solution for crganizations seeking to improve efficiency, security, and trust in
their operations. However, a= with any emerging technology, blockchain also presents unigque
challenges that must be addressed to fully realize its potential.

Cne of the most pressing challenges in blockchain systems is access control. In traditional
centralized systems, access control mechanisms such as Fole-Based Access Comtrol (RBAC) and
Attribute-Based Access Contrel (ABAC) have been widely adopted to regulate who can access specific
resources and under what conditions. [2] These models rely on a central authority to manage
permissions and enforce polices, which aligns well with the centralized architecture of conventional
systems. However, blockchain operates in a decentralized enviromment, where no single entity has
confrol over the entire network. This decentralization, while a core strength of blockchain, complicates
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the implementation of traditional access confrol models, as thers is no central amthority to manage
permissions or resolve disputes.

To address this challenge, encrypton-based access control mechamisme have emerged as a
promising solution for securing data access in blockchain systems. Techniques such as Public Fey
Infrastructure (FEI), Attribute-Based Encyption (ABE), and Mult-Awnthority Encyption (MAE)
leverage ayptographic principles to enforce access policies without relying on a central authority [3].
These mechanizms enable fine-grained access control, ensuring that only authorized nsers can dearypt
and access sensitive data stored on the blockchain. By integrating encryption-based access control into
blockchain platforms, organizations can achieve a balance betwesn decentralizatiom and security,
enabling secure and efficient data sharing in a trustless environment.

Despite the potential of encryption-based access control mechanisme, their implementation and
effectiveness vary across different blockchain platforms. Ethereum, Hyperledger Fabric, and Corda are
three of the most prominent blockchain platforms, each with its owmn unique architecture, features, and
use cases. Ethereum, Imown for its smart confract functionality and robust developer ecosystem, is
widely used for decentralized applications (dApps) and tokenization. Hyperledger Fabric, a
permissioned blockchain platform, is designed for enterprise use cases, offering modularity and
flexdbility in access control. Corda, on the other hand, foouses on privacy and scalability, making it
PE.‘I.'h.i’.'L‘I.lEI].‘.’-" well-suited for finandal applications. Understanding how encryption-based access contrel
mechanisms are implemented in these platforns is aucial for organizations looking to adopt blockchain
techmology.

This study aims to provide a comprehensive comparison of encryption-based access control
schemes in Ethereum, Hyperledger Fabric, and Corda. By analyzing their respective strengths,
wealmesses, and suitability for various nse cases, we sesk to offer valuable insights into the design and
implementation of access control mechanismes in blockchain systems. Char analysis will focus on three
key dimensions: security, scalability, and nsability. Security is paramount in any access control system,
as it ensures that sensitive data is protected from unauthorized access and malicions actors. Scalability
is v important, as blockchain systems must be able to handle growing amounts of data and users
without compromising performance. Finally, usability refers to the ease with which access control
mechanisms can be implemented and managed, which is critical for widespread adoption.

The findings of this study will as=ist organizations in selecting the most appropriate blockchain
platform for their specific access control requirements. By understanding the trade-offs and lindtations
of each platform, decision-malkers can make informed choices that align with their crganizational goals
and techmical comstraints. Purthermore, this research will confribute to the broader discourse on
blockchain technology, highlishting the importance of access control in enabling secure and efficient
decentralized systems. As blockchain continues to evolve and mahure, addressing challenges such as
access control will be essential for unlecking its full potential and driving inneovation aross industries.

In the following sections, we will delve deeper into the techmical aspects of encryption-based access
conftrol mechanisms, explore their implementation in Ethereum, Hyperledger Fabric, and Corda, and
present a detailed comparizon based on our analysis. Through this exploration, we hope to provide a
comprehensive understanding of the current state of access control in blockchain systems and offer
practical recommendations for organizations seeking to leverage this transformative technology.
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2. LITERATURE REVIEW

The rapid adoption of blockchain tedhnolegy across warious industries has spured esxtensive
research into access control mechanisms tailored for decentralized environments. Traditional access
control models, such as Fole-Based Access Control (RBAC) and Attribute-Based Access Confrol
(ABAC), have been widely studied in cenfralized systems. However, their applicability in blockchain
systems is limited due to the lack of a central authority and the need for decentralized dedsion-malking.
Thi=z section provides a detailed review of existing research om emcrypton-based access control
mechanismes in blockchain systems, with a focus on Ethereum, Hyperledger Fabric, and Corda.

21 Traditional Access Control Models in Centralised Systems

Traditonal access control models, such as FBAC and ABAC, have been the comerstone of access
management in cenfralized systems for decades. FBAC assigns permissions based on predefined roles,
maling it suitable for emvironments with well-defined hierarchies. ABAC, on the other hand, offers
fimer-grained control by evaluating user attrbutes, resource attributes, and environmental conditions
to muake access decisions [4]. While theze models have proven effective in cenfralized systems, their
direct application to blockchain systems is challenging due to the decentralized nature of blockchain,
which lacks a central antheority to enforce access policies.

2.2 Access Control in Blockchain Systems

Blockchain's decentralized and immmtable nature necessitates altemative access control approaches
that can operate without a cenfral anthorty. Encryption-based access control mechanismes, such as
Public Key Infrastucture (PEI), Attribute-Based Encryption (ABE), and Mult-Anthority Encryption
(LAE), have emerged as promising solutions for securing data access in blockchain systems [3]. These
mechanismes leverage cryptographic techniques to enforce access policies, ensuring that only authorized

users can access sensitive data.
2.2.1 Public Key Infrastructure (PKI) in Blockchain

PEI is a widely nsed encryption-based access control mechandsm that relies on public and private
key pairs to authenticate users and encrypt data. In blockchain systems, PEI is often used to manage
user identities and enforce access control through digital signatures. For example, Ethereum employs
FEI to authenficate transactions and smart contract interactons [3]. However, PEI-based access confrol
in blockchain systems faces challenges related to kev management and scalability, as the storage and
distribution of public keys can become cumbersome in large-scale networks [2].

2.2.2 Attribute-Based Encryption (ABE) in Blockchain

ABE is a more advanced encryption-based access control mechanism that enables fine-graimed access
control based on user athributes. In ABE, data i= encrypted with a set of attributes, and only nsers whoze
attributes satisfy the access policy can decrypt the data [8]. Hyperledger Fabric integrates ABE to
provide dynamic permissions based on attributes such as organdzation membership oar role within a
consorbum [7]. While ABE offers greater flesdbility and comtrol compared to PRI, it introduces
complexities in key management and attribute revocation, which can impact the scalability and nsability
of blockchain systems [3].
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2.2.3 Multi-Authority Encryption (MAE) in Blockchain

MAE extennds ABE by allowing multiple authorities to manage different sets of atiributes, thereby
decentralizing the key management process. This appreach is partionlarly suitable for blockchain
systems, where multiple organizations or entities may need to collaborate while maintaining control
over their respective attributes. Corda employs a token-based security model that can be seen as a
form of MAE, where access to resources is granted based on digital tokens representing owmnership
or permission [3]. MAE-based access comtrol offers a balance between decentralization and fine-
grained control, but it requires robust mechanisms for coordinating between multiple authorities
and managing attribute updates [9].

23.1 Ethereum Access Control Research

Ethersum’s smart contract-based access contrel mechanisms have been extensively studied in the
literature. Fesearchers have explored variows approaches to implementing FBAC and ABAC in
Ethereum smart contracts, highlighting the challenges of emsuring security and scalability in a
decentralized environment [10]. For example, Zhang et al. [2] proposed a hybrid access control model
that combines FBAC with mmlti-signature anthentication to enhance security in Ethereum-based
applications. However, the computational overhead of Ethereum's Proof-of-Work (PoiV) consensus
mechanism remains a significant limitation for large-scale deployments.

2.3.2 Hyperledger Fabric Access Control Research

Hyperledger Fabric's integration of ABE has been a focal point of research on access comfrol in
permissioned blockchains. Stadies have highlighted the advantages of ABE in providing fine-grainad
access control, partioularly in consortinm-based applicatioms where nmltiple organizations need to
collaborate [11]. However, the complesdty of key management and attribute revocation in ABE-based
systems has been identified as a major challenge, requiring inmovative solutions to ensure scalability
and usability [3].

2.3.3 Corda Access Control Research

Corda's token-based access control model has been studied primarily in the context of financial
applications, where the need for secure and efficient transacton processing is paramount [12].
Fesearchers have esplored the use of digital tokens to represent ownership or permission, enabling
efficient access control in decentralized financial systems. However, the applicability of Corda's tolen-
based model to other nse cases, such as healtheare or supply chain manasement, remains an area of
active ressarch [13].

2.4 Hybrid Access Control Models

Fecent research has explored hybrid access control models that combine different encryption
techniques to address the limitations of individual approaches. For example, [9] proposed a hybrid
model that integrates ABE with nmlti-sizgnature authentication to enhance security and fexdbility in
permissioned blockchains. Simdlarly, [3] investigated the nse of zero-lmowledge proofs (ZEPs) in
conjunction with ABE to improve privacy and efficiency in blockchain-based access control systems.
While these hybrid models show promise, they remain largely experimental, and further research is
neaded to evaluate their performance and scalability in real-world applications.
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2.5 Real-World Implementation and Case Studies

Real-world implementations of blockchain-based access control systems provide valuable insights
into the practical challenges and opportunities of these technologies. For example, [2] conducted a case
study om the use of blockchain for secure document sharing in healthcare, highlighting the importance
of encryption-based access control in protecting sensitive patient data. Similarly, [14] analyzed the
deployment of blockchain-based access control in supply chain management, emphasizing the need for
scalable and user-fiendly sclutions. These case studies underscore the practical relevance of
encryphtion-based access control mechamisms in blockchain systems, while also revealing the challenges
of implementing these mechanisms in complesx, real-world environments.

2.6 Gaps in the Literature

Diespite the growing body of research on blockchain-based access control, several gaps remain in the
literature. First, there is a lack of comprehensive comparative studies that evaluate the strengths and
wealmesses of different encryption-based access control mechanisms across mwltiple blockchain
platforms. Second, while hybrid access control models show promise, their performance and scalability
in real-world applications have not been thoroughly investigated. Finally, there is a need for more
research on the nsability of blockchain-based access control systems, particularly in terms of developer
support, documentation, and user experience.

3. METHODOLOGY

Thi= study employs amived-methods research design, combining quantitative performance
benchmarking, qualitative security analysis, and case study analysis to evaluate the enaypton-based
access control mechanisms in Ethereum, Hyperledger Fabric, and Corda. The methodology is
structured around three key criteria: security, scalability, and usability. Each ariterion is assessed using
a combination of experimental testing, literature review, and real-world case studies. The following
sections provide a detailed explanation of the research design, data collection methods, and analysis
techmiques.

3.1 Research Design

The research design is divided into three phases:

1. Phase 1: Literature Review and Theoretical Framework Development
Thi= phase involves a comprehensive review of existing literature on encrypton-based
access control mechanisms in blockchain systems. The goal is to identify the strengths,
weakmesses, and ftrade-offs of different approaches, as well as to establish a theoretical
framework for evaluating security, scalability, and nsability. The literature review draws on
peer-reviewed jourmal articles, conference papers, and techmical reports from the past
decade.

2. Phase 2: Experimental Testing and Performance Benchmarking
This phase involves the design and execution of simmlated access control scenarios to
evaluate the performance of Ethersum, Hyperledger Fabric, and Corda. The experiments
are conducted in a contrelled enviromment to measure key performance metrics, such as
transaction latency, throughput, and computational overhead. The results are analyzed to
assess the scalability and effidency of each platform's access control mechanisms.
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3. Phase 3: Case Study Analysis and Real-World Validation
This phase involves the analysis of real-world implementations of blockchain-based access
control systems in industries such as finance, healthcare, and supply chain management.
Case studies ars selected based on their relevance to the research objectives and their n=e of
encryphion-based access control mechanisms. The goal is to validate the experimental
findings and provide insight= into the practical challenges and opportunities of
implementing these mechanisms in real-world applications.

3.2 Data Collection Methods
Data for this study i= collected from three primary sources:

1. Literature Review Data

The literature review is conducted using academic databases such as IEEE Mplore, ACM Digital
Library, and SpringerLink. Keywords such as "blockchain access contrel,” "encrypton-based access
control,” "Etherenm,” "Hyperledger Fabric,” and "Corda" are used to identify relevant studies. The
inclusion criteria for the literature review are:

¢  Peer-reviewed journal articles or comference papers.

*+  Studies published between 2015 and 2023.

+  Focus on encryption-based access control mechanizms in blockchain systems.

2, Experimental Data

Esperimental data is collected through simulated access comirel scemarios conducted i a
controlled environment. The experiments are desizned to replicate real-world conditions, with
varying levels of network congestion, transacton volume, and computational complexity. The
following teols and platforms are used for the experiments:

+ Etherenum: The experiments are conducted on a private Ethereum testnet using the Geth
client. Smart contracts are written in Solidity to implement FBAC-based access control.

+ Hyperledger Fabric: The experiments are conducted on a local Hyperledger Fabric
network using the Fabric SDE. ABE-based access control polides are implemented using
the Hyperledger Fabric CA (Certificate Anthority).

* Corda: The experiments are conducted on a Corda network using the Corda Node. Token-
brased access control is implemented using Corda's built-in toleen SDE.

The following performance metric are measured during the experiments.
. Transaction Latency: The time taken for a transaction to be finalized and recorded on
the blockchain.
. Throughput: The nmmber of transactions processed per second (TFS).
. Computational Cwerhead: The amount of computational resources (CFU, memory)
required to execute access control policies.

3. Case Study Data
Case study data is collected from publicly available reports, white papers, and technical documentation
of organizations that have implemented blockchain-based access control systems. The case studies are
selected based on the following criteria:

* Use of encoyption-based access control mechanisms.

* Eelevance to industries such as finance, healtheare, or supply chain management.

*  Availability of detailed implementation and performance data.
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Examples of case studies include:
* A healthcare organisation using Hyperledger Fabric for secure patient data sharing.
* A financial institution nsing Corda for tokendsed asset management.
* A supply chain consortinm using Ethereum for decentralised access control.

3.3 Data analysis Techniques
The data collected from the Literature review, experiments, and case studies is analyzed using a
combination of quantitative and qualitative techniques.

1. Qmantitative Analysis

The experimental data is analyzed nsing statistical methods to compare the performance of Ethereum,
Hyperledzer Fabric, and Corda. Fey performance metrics, such as transaction latency and throughput,
are compared across the three platforms using descriptive statistics (mean, median, standard deviation)
and inferential statistics (t-tests, ANOVA). The results are visnalized using bar charts, line graphs, and
scatter plots to highlisht trends and differences.

2 Omalitative Analysis

The literature review and case study data are analvzed using thematic analysis to identify compnon
themes, challenzes, and best practices related to encryption-based access control in blockchain systems.
The qualitative amalysis is conducted using MNVivo software, which allows for the coding and
categorization of textual data. The results are presented in narrative form, with quotes and examples
from the literature and case studies to support the findings.

3. Comparative Analysis

A comparative amalysis is conducted to evaluate the strengths and wealmesses of Ethereum,
Hyperledzer Fabric, and Corda in terms of security, scalability, and usability. The analysis is based on
the experimental results, literature review findings, and case study insights. A scoring system is used
to rank the platforms on each criterion, with scores ranging from 1 {poor) to 3 (excellent). The results
are presented in a comparative table, along with a detailed discussion of the trade-offs and implications

for different use cases.

3.4 Validity and Reliability

To ensure the validity and reliability of the study, the following measures are implemented:
1. Internal Validity

The experimental setap is designed to minimize confounding variables and ensure that the results are
attributable to the access control mechanisms being tested. For example, the same hardware and

network configurations are nsed for all experiments to ensure consistency.
2, External Validity
The case studies are selected to represent a diverse range of industries and nse cases, ensuring that the

findings are generalizable to real-world applications. Additionally, the experimental scemarios are
designed to replicate real-world conditions as closely as possible.
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3. Reliability

The experiments are repeated nmultiple imes to ensure that the results are consistent and reproducible.

The data collection and analysis procedures are documented in detail to allow for replication by other
researchers.

3.5 Ethical Considerations

This study adheres to ethical research practices, including the following:
* All data used in the study is publicly available or anonymized to protect the privacy of
individuals and organizations.
* The experiments are conducted in a controlled environment and do not involve real-world
tranzactions ar sensitive data.
# The case studies are selected based on publicly available information, and no proprietary or
confidential data is used.

4, RESULTS AND DISCUSSIOM
Thi= section presents the results of the study, organized by the three key evaluation criteria: security,
scalability, and usability. The findings are based on the experimental testing, literature review, and
case study analysis, and are discussed in the context of the research objectives. The implications of the
results for blockchain-based access confrol systems are also explored, with a focus on the trade-offs
and practical considerations for different use cases.

4.1 Security Analysis

Security is a critical factor in evaluating enayption-based access control mechanisms, as it directly
impacts the confidentiality, integrity, and availability of data in blockchain systems. The security
analysis is based on the experimental results, literature review, and case study findings, with a focus on
the strengths and wealmesses of Ethereum, Hyperledger Fabric, and Corda.

4.1.1 Ethereum

Ethereum's security is primarily based on public key ayptography and smart contract-based access
control. The experimental results revealed that Ethereum's decentralized model provides strong
resistance to single points of failure, as access control policies are enforced through smart contracts that
are distributed across the network. However, the study also identified several vulmerabilities in
Ethereum's access control mechani=mes:

*  Smart Contract Vulnerabilities: The experiments revealed that poorly implemented smart
confracts are susceptible to attacks such as reentrancy, integer overflows/underflows, and
access control flaws. For example, in one of the simulated scenarics, a reentrancy attack was
successfully executed, allowing an umauthorized user to withdraw fu.n.ds nmultiple Hmes from
a vulnerable smart contract. This finding is consistent with previous research, which has
highlighted the risks of smart contract vulnerabilities in Etherenm [13].
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+ Key Management Challenges: Ethereum's reliance on off-chain key storage introduces risks
related to key compromise and loss. In the experiments, the loss of a private key resulted in
permanent loss of access to the associated resources, highlishting the need for robust key
management practices.

4.1.2 Hyperledger Fabric

Hyperledger Fabric's security is based on Attribute-Based Encryption (ABE) and Certificate-based
access control. The experimental results demonstrated that ABE provides fine-grained access contral,

allowing organizations to define dymamic permissions based on user attributes such as role or
organization membership. However, the study also identified several challenges:

* Complexity of Key Management: The experiments revealed that the management of
cryptographic kevs and attributes in Hyperledger Fabric is complesx, particularly in large-scale
deployments. For example, the revocation of user attributes required significant computational
overhead, leading to delays in access comtrol updates.

*  Vulnerabilities in the Membership Service Provider (MS5F): The case study analysis revealad
that vulnerabiliies in the MSF, such as compromised private keys or weak idenfity
management practices, cam lead to security breaches. For example, in one case study, a
compromised MSP resulted in unauthorized access to sensitive data in a healthcare apphcah{m_

4.1.3 Corda

Corda's security is based on a token-based access confrol model, where access to resources is granted
based on digital tokens representing owmnership or permission. The experimental results demonstrated
that Corda's token-based approach is effident and effective for finandal applications, where the need
for secure and fast ransaction processing is paramount. However, the study also idenfified several
Emitations:

* Token Issuance Vulnerabilities: The experiments revealed that vulnerabilities in the token
issuance process, such as weak token generation algorithms or insecure token storage, can lead
to unanthorized access. For example, in one of the simmlated scenarios, a weak token gensration
algorithm allowed an attacker to forge tokens and gain access to restricted resources.

* Limited Flexibility for Non-Financial Use Cases: The case study analysis revealed that Corda's
token-based model may lack the flexdbility needed for non-financial applications, such as
healthcare or supply chain management, where access control policies are more complex and
dymamic.

4.1.4 Comparative Security Analysis

The comparative analysis revealed that each platform has distinct strengths and wealmesses in terms of
security. Ethereum's decentralized model provides strong resistance to single points of failure, but its
reliance on smart contracts introduces significant risks. Hyperledger Fabric's ABE-based model offers
fine-grained control, but the complexity of key management and attribute revocation presents
operational challenges. Corda'’s token-based approach is effident for financial applications, but it may
lack the flexibility needed for other use cases.
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4.2 Scalability Analysis

Scalability is a critical factor in evaluating encrypton-based access comtrol mechanizmes, as it directly
impacts the performance of blockchain systems in large-scale deployments. The scalability analysis is
based on the experimental results, with a focus on transaction latency, throughput, and conputational
overhead.

4.2,1 Ethereum

Ethereum's scalability is limited by its Proof-of-Work (PoW) consensus mechanism, which introduces
significant computational overhead and latency. The experimental results revealed that Ethersum's
transaction latency averaged 13.5 seconds, with a throughput of 15 transactions per second (TP5).
These results are consistent with previous research, which has highlighted the scalability challenges of
Ethereum's PolW-based model.

4.2.2 Hyperledger Fabric

Hyperledger Fabric's scalability is significantly better than Etherenm's, due to its permissioned
structure and ABE-based access confrol. The experimental results revealed that Hyperledger Fabric's
transactiom latency averaged less than 1 second, with a throughput of 3530 TF5. These results
demonstrate the scalability advantages of Hyperledger Fabric's permissioned model, which eliminates
the need for resource-intensive consensus mechandsms like PolV.

4.2.3 Corda

Corda’s scalability is intermediate between Ethereum and Hyperledger Fabric, with a transaction
latency of 2.5 seconds and a throughput of 130 TPS. The experimental results revealed that Corda's
token-based access confrol model is efficient for financial applications, but its scalability may be limited
in more complex nse cases, such as supply chain management, where access control policies are more
dymamic.

4.2.4 Comparative Scalability Analysis

The comparative analysis revealed that Hyperledger Fabric offers the best scalability, followed by
Corda and Ethereum However, the scalability of each platform is closely tied to its access control model
and consensus mechanism. For example, Hyperledger Fabric's permissioned structure and ABE-based
access control enable high throughput and low latency, but at the cost of reduced decentralization.
Ethereum's PolW-based model provides strong decenfralization, but at the cost of scalability.

4.3 Usability Analysis

Usability is a critical factor in evaluating encryption-based access control mechanisms, as it directly
impacts the ease of implementation, developer support, and user experience. The nsability analysis is
based on the literature review, case study findings, and experimental results.
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4.3.1 Ethereum

Ethereum s usability is hindered by the complexity of developing and deploying secure smart contracts.
The experimental results revealed that implementing FBAC-based access control in Etherenum requires
significant expertise in Solidity programming and smart contract security. Additionally, the lack of
comprehensive documentation and developer support for access control mechanizms was identified as
a major challenge in the case study analysis.

4.3.2 Hyperledger Fabric

Hyperledger Fabric's usability is hindered by the complexity of implementing and managing ABE-
based access comfrol. The experimental results revealed that defining and enforcing attribute-based
polides requires significant expertise in aryptography and distributed systems. Additiomally, the case
study analysis revealed that the lack of user-friendly tools for key management and attribute revocation
was a major challenge for organizations deployving Hyperledger Fabric.

4.3.3 Corda

Corda's usability is relatively high, particularly for financial applications. The experimental results
revealed that Corda's token-based access control model is sasy to implement and mamnase, with
comprehensive docqumentation and developer support. However, the case study analysis revealed that
Corda's usability may be limited in non-financial use cases, where access confrol polides are more

4.3.4 Comparative Usability Analysis

The comparative amalysis revealed that Corda offers the best usability, particularly for finandal
applications, followed by Hyperledzer Fabric and Ethereum. However, the usability of each platform
is closely tied to its access control model and target use cases. For example, Corda's token-based modesl
is well-suited for financial applications, but may lack the flexdbility needed for other use cases.
Hyperledger Fabric's ABE-based model offers fime-grained control, but at the cost of increased

44 Implications for Practice

The findings of this study have several important implications for the design and implementation of
encrypton-based access control mechanisms in blockchain systems:

* Platform Selectiomn: The choice of blockchain platform should be based on the specific
requirements of the use case. For example, Hyperledger Fabric is well-suited for applications
requiring fine-grained access control and high scalability, while Corda is ideal for fimancial
applications requiring efficient and secure transacton processing.

* Security Best Practices: Organizations should inyplement best practices for smart contract
security, key management, and identity management to mitigate the risks of unauthorized
access and data breaches. For example, formal verification methods and rigorous auditing
should be used to ensure the security of smart contracts in Ethereum.
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* Scalability Optimisation: Crganizations should optimize the performance of encyption-
based access control mechanizmes to ensure scalability in large-scale deplovments. For example,
the nse of permdssioned blockchain models and efficient consensus mechanisms can improve

scalability without compromising security.

* Usability Improvements: Blockchaim platforme should imwvest i user-friendly tools,
comprehensive documentation, and developer support to improve the usability of encryption-
based access confrol mechanizms. For example, the development of graphical nser interfaces
(GUIs) for key management and policy definition can simplify the implementation of access
control in Hyperledger Fabric.

4. CONCLUSION

This study has provided a comprehensive and rigorous analysis of encryption-based access control
mechanisms in three prominent blockchain platforms: Ethereum, Hyperledger Fabric, and Corda. By
evalnating these platforms across three critical dimensions —security, scalability, and usability — this
research has uncovered distinct trade-offs and practical implications for organizations seeking to
implement blockchain-based access control systems. The findings of this study not only contribute to
the academic understanding of encryption-based access confrol in decentralized environments but also
offer actionable insights for practiioners i industries such as finance, healthcare, and supply chain
management.

Key Findings and Contributions

1. Security: The study revealed that each platform employs unique encryption-based access
control mechanisms, each with its own strengths and vulnerabilities. Ethereum's smart contract-
based model offers strong decentralization but is susceptible to vulnerabilities such as resntrancy
attacks and integer overflows. Hyperledger Fabric's ABE-based model provides fine-grained
access control but introduces complexities in key management and attribute revocation. Corda's
token-based approach is efficient for financial applications but may lack the flexdbility needed for
more dynamic use cases. These findings underscore the importance of rigorons security practices,
such as formal verification of smart confracts, secure key management, and robust identity
management, to mitigate risks in blockchain-based access control systems.

2, Scalability: The performance benchmarking demonstrated significant differences in scalability
across the three platforms. Hyperledger Fabric outperformed Ethereum and Corda in terms of
transaction latency and throughput, thanlks to its permissioned stucture and efficient ABE-based
access comtrol. However, Ethereum's decenfralized model, while less scalable, offers greater
resistance to single points of failure. Corda's performance fell between the two, making it a
suitable choice for finandial applications where efficiency and security are paramount. These
results highlight the need for organizations to carefully consider scalability requirements when
selecting a blockchain platform, particularly for large-scale deployments.
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3. Usability: The The usability analysiz revealed that Corda offers the most user-friendly
experience, particularly for finandal applications, due to its straightforward tolen-based model
and comprehensive developer support. Hyperledger Fabric, while powerful, requires significant
expertise in cryptography and distributed systems, maldng it less accessible for organizations
with limited techmical resources. Ethereum's reliamce om smart comtracts for access control
introduces additional complesdty, particularly for developers without prior experience in Solidity
programming. These findings emphasize the importance of improving usability through better
documentation, developer tools, and user-friendly interfaces for key management and policy
definition

Implications for Practice

The findings of this study have several important implications for organizations implementing
blockchain-based access control systens:

+  Platform Selection: The choice of blockchain platform should be guided by the specific
requirements of the use case. For example, Hyperledger Fabric is well-suited for
applications requiring fine-graimed access comfrol and high scalability, while Corda is
ideal for financial applications requiring efficient and secare transaction processing.
Ethereum, despite its scalability bEmdtabons, remains a strong choice for fully
decentralized applications where resistance to single points of failure is aritical.

*  Security Best Practicest Crganizations mmst prioritize semurity by implementing best
practices such as formal verification of smart contracts, secure key management, and
robust identity management These measures are essenfial for mitigating the risks of
unauthorized access and data breaches in blockchain systems.

*  Scalability Optimisation: To ensure scalability in  large-scale deployments,
organizations should consider optimizing the performance of encyption-based access
control mechanisms. This may involve adopting permissiomed blockchain models,
efficdent consensus mechanisms, or hybrid access control solutions that balance security
and scalability.

* Usability Improvements: Bloclkchain platformes chould invest in unser-friendly tools,
comprehensive documentation, and developer support to improve the usability of
encrypton-based access control mechanisms. For example, the development of graphical
user interfaces (GUIs) for key management and policy defimition can simplify the
implementation of access confrol in comples: systems.

Future Research Directions

While this study has provided valnable insights into encryption-based access control in blockchain
systems, several areas warrant further mvestigation:

Hybrid Access Control Medels: Future research should explore hybrid models that combine
different encryption techniques, such as imtegrating ABE with multi-signature authentication
or leveraging zero-kmowledge proofs (ZEFs) for enhanced privacy and effidency. These
medels have the potential to address the limitations of exdsting approaches and provide more
flexible and secure access control solutions.
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* Post-Ouantum Cryptography: As quantum computing advances, the security of current
eniTyption-based access control mechanisms may be compromised. Future research should
investigate the use of post-quantum ayptography in blockchain systems to ensure long-term
data protection.

*  Auntomated Vulnerability Detection: The development of auntomated tools for detecting
vulnerabilities in smart contracts and access confrol polides could significantly enhance the
security of blockchain systems. Future research should focus on creating such tools and
integrating them into the development lifecycle.

* RealWorld Case 5Studies: Further real-world implementations and performance
benchmarling are needed to gain deeper insights into the practcal challenges and
opportunities of blockchain-based access control. Case studies from diverse industries, such as
healthecare, supply chain management, and government, can provide valuable lessons for
optimizing access confrol mechanisms in different contests.

Final Remarks

In conclusion, this study has demonstrated that encryption-based access control mechamizms in
blockchain systems are not one-size-fits-all solutions. Each platform — Etherenm, Hyperledger Fabric,
and Corda — offers unique advantages and challenges, and the choice of platform depends heavily on
the specific requirements of the use case. By carefully considering the trade-offs in security, scalability,
and usability, organizations can select the most appropriate blockchain platform and implement access
confrol mechanisms that mest their needs. As blockchain techmology continmes to evolve, fufure
research and inmovation in encayption-based access confrol will play a critical role in unlocking the full
potential of decentralized systems.

SACKNOWLEDGMENTS
First and foremost, I would kike to express my deepest gratitude to my FhD supervisor, Professor
Vusimuszi Malele, for his invaluable guidance, encouragement, and insightful feedback throughout this
research jourmey. His expertise and wwavering support have been instrumental in shaping this study
and pushing the boundaries of nyy academic growth.

I am also profoundly thankful to the academic and techmical staff at IMNorth-West Undversity in South
Africa, whose resources and facilities made this research possible.

Copyright © 2023, Godwin Mandinyenya, Vusumuzi Malele

14

230



Article 7. Design and Implementation of a Smart Contract-Based Consent Management

Model for Secure Personal Data Sharing.

231



232



JURNAL ILMIAH COMPUTER SCIENCE (JICS)
E-ISSN 3026-7145 P-ISSN 3030-9840

Volume 3, Nomor 1, Juli 2025, Page X-X
DOT: XXX

Design and Implementation of a Smart
Contract-Based Consent Management
Model for Secure Personal Data Sharing

Godwin Mandinyenya, Vusumuzi Malele

School of Computer Science and Information Systems. North-West University, South Africa

399490138 mynwu.ac za

Abstract

Keyvwords:

Smart  Contracts,

Consent

Management, Data
Sovereignty,

GDFFE,
Storage,
Blockchain

Offline

Emerging data-sharing paradigms demand robust mechanisms fo ensure user
comsent is dynamically managed while preserving data soversignty. This
paper proposes a blockchain-driven consent management model that
leverages smart contracts, offline storage, and a JavaScript/JS0ON front end to
empower data owners in healthcare, finance, and identity management. The
framework decentralizes consent logging, automates access enforcement, and
integrates GDFR-compliant “right to revoke" functionalities, addressing
critical gaps in existing systems such as offline accessibility, cross-industry
interoperability, and regulatory compliance. A mixed-methods approach—
combining a systematic literature review (SLR) of 150 studies (2018-2023) and
three case studies—validates the model's efficacy. Performance benchmarks
reveal sub-second consent updates, 99.98% audit accuracy, and 40% reduced
breach risks compared to centralized systems. The hybrid architecture
employs a two-tiered design, with an on-chain layer for immmtable consent
logging and an offline layer for local data storage, ensuring enforceability even
during network outages. The front end, built using Reactjs and Ethers js,
provides a user-friendly interface for non-technical users to define and
manage consent terms. Security protocols, including FIDO2
authentication and AES-256-GCM  encryption, ensure robust protection
against inauthorized access. Challenges include gas cost volatility in public
blockchains and latency in muilti-chain consent synchronizabion. The study
comtributes a novel hybrid architecture, open-source front-end tools, and
aregulatory alignment roadmap for decentralized consent ecosystems. Case
studies in healthcare, finance, and identity management demonstrate the
model's practical applicability, with unanthorized access reduced by
40% and user satisfaction scores exceeding 4.7/3. Future work will explore Al-
driven consent drafting, interoperability standards, and quanfum-resistant
cryptography to further enhance the model's scalability and security. This
research  advances the state of the art in blockchain-based consent
management, offering a scalable, secure, and user-centric solution for data
sovereignty in the digital age.
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LINTRODUCTION

The digitization of personal data has revelutionized industries such as healthcare,
finance, and identity management, enabling unprecedented levels of data sharing and
collaboration. However, this transformation has also intensified debates over user
autonomy and data sovereignty, particularly in contexts where individuals have
limitecd wvisibility into how their data is accessed and used. For example, in
healthcare, 89% of patients lack visibility into third-party data access, raising concerns
about privacy and consent [1]. Similarly, in finance, the rise of open banking has
created new opportunities for data sharing, but it has also exposed vulnerabilities in
centralized consent management systems, such as opaque logging, single points of
failure, and limited revocation granularity [2].

Centralized consent management systems, such as OAuth 2.0, have traditionally
been used to manage user consent in digital ecosystems. While these systems are
effective in many scenarios, they suffer from several critical limitations. First, they rely
on a centralized authority to enforce access control policies, which creates a single
point of failure and increases the risk of data breaches. Second, they often
lack transparency, making it difficult for users to track how their data is being used.
Third, they provide limited support for dynamic consent management, such as the
ability to revoke consent in real-time or enforce granular access control policies. These
limitations have become increasingly problematic in the context of General Data
Protection Regulation (GDPR)and other privacy regulations, which require
organizations to provide users with greater control over their data [3].

Blockchain technology, with itsimmutable audit trails and programmability,
offers a promising solution to these challenges. By leveraging smart contracts — self-
executing agreements encoded on-chain—organizations can automate consent
management and enforce access control policies in
a decentralized and transparent manner. Smart contracts enable granular, real-time
consent enforcement, allowing users to define and revoke consent at a fine-grained
level. For example, a patient could use a smart contract to grant a hospital access to
their medical records for a specific period, after which the access would automatically
expire. Similarly, a financial institution could use smart contracts to enforce dynamic
consent policies in open banking, ensuring that customer data is only shared with
authorized third parties [4].

Despite these advantages, existing blockchain-based consent management models
face several challenges. First, they often lack support for offline accessibility, which is
critical in scenarios where network connectivity is unreliable. For example, a
healthcare provider in a remote area may need to access patient data offline, but
existing blockchain models typically require an active internet connection to enforce
consent  policies. Second, many blockchain models are complex to
implement and difficult to use, particularly for non-technical users. This limits their
adoption in industries such as healthcare and finance, where user experience is a key
consideration. Third, existing models often struggle to achieve regulatory compliance,
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particularly in the context of GDPR's "right to erasure,” which requires organizations
to delete user data upon request. This requirement is difficult to reconcile with
blockchain's immutability, which is one of its core features [5].

This study addresses these gaps by proposing a blockchain-driven consent
management model that leverages smart contracts, offline  storage, and
a JavaScript/JSON front end to empower data owners in healthcare, finance, and
identity management. The framework decentralizes consent logging, automates access
enforcement, and integrates GDPR-compliant "right to revoke" functionalities.
A mixed-methods approach—combining a systematic literature review (SLR) of 150
studies (2018-2023) and three case studies—validates the meodel's efficacy.
Performance benchmarks reveal sub-second consent updates, 99.95% audit accuracy,
and 40% reduced breach risks compared to centralized systems. Challenges
include gas cost volatility in public blockchains and latency in multi-chain consent
synchronization. The study contributes a novel hybrid architecture, open-source front-
end tools, and a regulatory alignment roadmap for decentralized consent ecosystems.

1.1 Research Questions:

* How can smart contracts automate consent management while retaining
offline functionality?

* What front-end architectures optimise wuser experience without
compromising security?

* How do hybrid blockchain-offline models perform against centralised
counterparts in breach prevention?

1.2 Research Objectives:
» To design a hybrid blockchain-offline architecture that ensures consent
remains enforceable during network cutages.
s To develop a user-friendly front end that simplifies consent management
for non-technical users.
» To evaluate the performance, security, and regulatory compliance of the
proposed model in real-world use cases.

By addressing these research questions and objectives, this study aims to advance the
state of the art in blockchain-based consent management and provide actionable
insights for organisations seeking to enhance data sovereignty and regulatory
compliance.
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2.RESEARCH METHOD
The study adopts amixed-methods research design, integrating quantitative
benchmarks with qualitative case studies to ensure triangulation. The methodology
aligns with the Design Science Research (DSE) framework, iterating through five
phases: problem identification, design, development, evaluation,
and communication [10]. This approach ensures that the research is both theoretically
grounded and practically validated.

2.1 Design Science Research

This study employs Design Science Research (DSR) Methodology. Design Science
Research creates and evaluates artifacts to solve real-world problems [10]. This study applies
DSR to develop a blockcham security model for personal data sharing. Traditional blockchain
solutions face limitations m privacy, accountability and security when handling personal data.
The research followed the Design Science Research (DSR) methodology as shown in Figure 1.
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Figure 1: Design Science Research (DSR) Methodology.

2.1.1 Step 1: Problem Identification & Motivation

# Problem: Traditional personal data sharing model lack security, privacy, and
confrol, making them vulnerable to data breaches, unautherised access, and
misuse.

» Motivation: Blockchain provides a decentralised and tamper-resistant
solution, but existing blockchain-based data sharing models still face
challenges in terms of access control, and regulatory compliance.

2.1.2 Step 2: Define Objectives of a Solution
The model should:

Primary objective: Design a blockchain security model integrating encryption,
smart contracts, and off-chain storage (IPFS) to enable secure, controlled, and
privacy-preserving personal data sharing.
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Secondary objectives: The model should be able to:
* Ensure secure and privacy-preserving data sharing.
* Provide fine-grained access control (using encryption and smart contracts).
* Maintain data integrity while enabling efficient user control over shared
data.

2.1.3 Step 3: Design and Development

Develop the Blockchain Security Model that includes:
* Smart contracts for access control and consent management.
* Encryption techniques (Attribute-Based Encryption) to protect data.
* Decentralised identity (DID) for user authentication and control.
* Off-chain sterage (IPFS) to reduce blockchain load while ensuring privacy.

Technology Stack: Ethereum, Sclidity, IPFS, Zero-Knowledge Proofs (ZKPs)

2.1.4: Step 4: Demonstration: The proposed model will be implemented and tested in
a real world use case such as personal data sharing. A prototype will be built using
Ethereum, IPFS, and cryptographic techniques to validate its effectiveness.

Implement the security model in a real world use case:
* Use Case Example: Secure medical records sharing between hospitals, patients,
and insurance companies.
+ Implement role-based permissions (for example doctors can view but not
moedity patient data).

2.1.5 Evaluate the security, performance, and efficiency of the model.

* Security analysis: Test against common attacks (for example, Sybil attacks,
unauthorised access) using Dolev -Yao Model using ProVerif tool.

* Performance Metrics: Measure transaction cost, latency, and scalability.

* Comparative Analysis: Compare the model against existing blockchain-based
access control mechanisms.

¢ User Testing: Gather feedback from potential users (patients, doctors,
businesses).
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2.1.6 Communication
# Publish results in academic conferences and journals focusing on blockchain
security and privacy.
* Present findings to industry experts and policymakers for real works adoption.

2.2 The study also adopted the systematic literature review.
The systematic literature review protocol employed in this study is shown in Figure 2,
capturing the sequential steps from search strategy to synthesis.

Systematic literature review
(SLR)

1.Prepare for biblingraphic
2. Research extraction
2. Validate the findings

1. Limitation
2.Recommendations

Recommendations

Research Material & Justification

Figure 2. The Systematic Literature Review

2.2.1 Search Protocol
* Database queried: IEEE Xplore, ACM Digital Library, PubMed, and Springer
(2018-2023).

+ Search Strings:
o Blockchain AND (”consent management” OR "data sovereignty”).
o “Smart contract” AND ("GDPR compliance” OR “offline storage”).
o “Access control” AND (“healthcare” OR “finance” OR “identity

management”).

* Inclusion Criteria:
o Peer-reviewed articles focusing on decentralized consent models.
o Studies with empirical validations (e.g., latency metrics, breach rates).
o GDFR or HIPAA compliance frameworks.

s Exclusion Criteria:

238



JURNAL ILMIAH COMPUTER SCIENCE (JICS)
E-ISSN 3026-7145 P-ISSN 3030-9840
Volume 3, Nomor 1, Juli 2025, Page X-X
DOT: YOO X

o Non-English papers, theoretical models without implementation.
o Studies predating 2018 (to prioritize post-GDPR frameworks).
2.2 Saeening Process

The article screening process followed the PRISMA protocol, as shown in Figure 3.
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Figure 3. The PRISMA Protocol

e Identification: 2,100 articles from databases.

= Screening: 650 duplicates were removed; 1,450 titles / abstracts were
screened.

= Eligibility: 300 full-text articles assessed; 150 selected for final synthesis.

* Quality Assessment: Studies ranked using the CASP Checklist for
methedological rigor [11].

2.3 Thematic Analysis

Four themes emerged:
1. Blockchain Architectures for Consent Logging (45% of studies).
2. Offline-Online Data Synchronisation (30%).
3. Regulatory Compliance Challenges (202%).
4. User-Centric Front-End Design (5%).
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3.5YSTEM ARCHITECTURE
3.1 Hybrid Blockchain-Offline Architecture

The system employs a two-tiered architecture to balance immutability with
accessibility (Figure 4). This hybrid model ensures that consent remains enforceable
even during network outages, while also providing the security and transparency of
blockchain technology.

3.1.1 On-Chain Layer (Smart Contracts)

a. Blockchain Platform Selection

» Ethereum: Chosen for its mature smart contract ecosystem and support for
ERC-725 / ERC-735 identity standards [15]. Ethereum's transition to Proof-of-
Stake (PoS) ensures energy efficiency, with a 0.002
kWh/transaction compared to 0.15 kWh/transaction in Proof-of-Work (PoW)
[12].

b. Smart Contract Modules

1. Consent Registry:
o Stores consent hashes (SHA3-512) and metadata (data type, expiry).
o Employs ERC-721 tokens for unique consent identifiers.
/ / Solidity Code for Consent Registry

pragma solidity “0.5.0;

contract ConsentRegistry |
struct Consent |
bytes32 consentHash; // SHA3-312 hash of consent terms
uint236 expiry; // Expiry tmestamp
address dataOwmer; // Address of the data owner
)

mapping(uint2536 => Consent) public consents; // Mapping of consent IDs to Consent struct
uint236 public consentCount; // Total number of conszents

[/ Function to register a new consent

function registerConsent(bytes32 _consentHash, nint236 _expiry) public |
consentCount++:
consents[consentCount] = Consent(]

consentHash: _consentHash,

expiry: _expiry,

dataCwner: msg. sender

h:
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]

// Function to check consent validity

function isConsentValid(uwint236 _consentld) public view retums (bool) {
Consent memory consent = consents[_consentld];
return consent expiry > block timestamp; / / Check if consent is not expired

]

2. Revocation Engine:
o Implements time-locked withdrawals with a 24-hour challenge period
to prevent fraud.
o Integrates Chainlink oracles for real-time regulatory updates (e.g,.,
GDPE amendments) [13].

// Selidity Code for Revocation Engine
pragma solidity ~0.5.0;

import "@chainlink/ contracts/ src/v0.8/ ChainlinkClient s0l";

contract RevocationEngine is ChainlinkClient |
struct RevocationFequest |
wint236 consentld:
nint236 challengePeriodEnd;
kool isRevoked:;
]

mappinguint236 => FevocationFequest) public revocationFequests;
uint236 public revocationFequestCount;

// Function to request consent revocation
function requestRevecation(uint236 _consentld) public |
revocationFequestCount++;
revocationRequests[revocationRequestCount] = RevocationFequest(|
consentld: _consentld,
challengePeriod End: bleck timestamp + 24 hours,
isFevoked: false
h:
]

[/ Function to finalize revocation after challenge period
function finalizeRevocation(uint236 _requestld) public |
RevocationFequest storage request = revocationRequests[_requestld];
require(block timestamp *= request.challengePeriodEnd, "Challenge period not over”);
requestisFevoked = true;
]
}
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3. Aundit Trails:

* Generates Zero-Knowledge Succint Non-Interactive Arguments (zk-
SNARKS) for privacy-preserving audits.

/[ Solidity Code for Audit Trails (zk-SIMARKs)
pragma solidity *0.8.0;

contract AuditTrail |
struct Aundit |
bytes32 dataHash; /f Hash of the data being andited
bytes32 proof; // zk-SINAERK proof
}

mapping(uint236 => Audit) public andits;
uint236 public auditCount;

// Function to log an audit
function logAudit(bytes32 _dataFash, bytes32 _proof) public |
auditCount++;
andits[auditCount] = Audit(]
datatHash: _dataHash,
proof: _proof
b;
}
}
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3.1.2 Offline Laver (Local Storage)

a. Data Storage

s  TUses AES-256-GCM encryption with HKDF key derivation.

s Stores consent terms, revocation status, and access logs.

// JavaScript Code for Encrypted J30N Vaults
const crypto = require( crypto’);

// Function to encrypt data using AES-236-GCM
function encryptData(data, key) |

const iv = crypto.randomBytes(12); / / 12-bvte IV for GCM

const cipher = crypto.createCipheriv('aes-236-gem', key, iv);

let encrypted = cipher update(data, 'ntf8’, hex');

encryphted += cipher final{hex’);

const authTag = cipher.getAnthTag().toSring( hex');

return | iv: iv.toString(hesx'), encryptedData: encrypted, authTag |;
}

// Function to decrypt data using AES-236-GCM
function decryptDatalencryptedData, key, iv, anthTag) |
const decipher = crypto.createDecipheriv('aes-236-gem', key, Buffer fromiiv, hex'));
decipher setAnthTag(Buffer from(authTag, hex'));
let decrypted = decipher.update{encryptedData, hex', 'utff');
decrypted += decipher final('utf8’);
return decrypted;

}

b. Synchronisation Protocol
* Merkle Patricia Tries: Hash trees reconcile offline / online consent states
during reconnection.
* Conflict Resolution:
o Last-Write-Wins (LWW): Resolves conflicts using timestamps.
o Operational Transformation (OT): Merges concurrent updates in
collaborative scenarios [14]

[/ JavaScript Code for Conflict Resclution (LWW)
function resolveConflicts(offlmeData, onlineData) |
if (offlineData timestamp > onlineD'ata imestamp) |
returmn offlineData; // Last-Write-Wins
Jelse [
retum onlineData;
]
1
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3.2 Smart Confract Design
3.2.1 Consent Lifecycle Workflow
1. Drafting: Users define terms via React front end, generating a J[SON
consent schema.
2. Hashing: JSON terms are hashed (SHA3-512) and logged on-chain.
3. Access Request: Data requesters submit a transaction with the consent
hash.
4. Validation: Smart contracts verify the hash's validity and expiry.
5. Revocation: Users trigger a revocation function, invalidating future
access.

3.2.2 Code Optimisation
» Gas-Efficient Patterns:
o Use view functions for read-only operations.
= Batch consent updates via multi-call contracts.

[/ Selidity Code for Gas-Efficient Pattems
function batchUpdateConsent{uint236[] memory _consentlds, bytes32[] memory _newHashes) public |
for (wint236 1 =0;1 < _consentlds length; i++) [
consents[_consentlds[i]].consentHash = _newHashes[i];
1
}

4. PERFORMANCE EVALUATION
4.1 Threat Modelling

* STRIDE Analysis
o Spoofing: Mitigated via FIDO2 authentication (risk score:0.02).
o Tampering: Prevented by blockchain immutability (risk score:0.01).
= Repudiation: Eliminated via cryptographic audit trails (risk score:
0.03).
Table 1 presents the STRIDE threat modelling results, showing the mitigation
strategies and correspending risk scores.
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Table 1: STRIDE Analysis Table

Threat Mitigation Strategy Risk Score
Spoofing FIDO2 Agthentication 0.02
Tampering Blockchain Immutability 0.01
Repudiation Cryptographic Audit Trails 0.03

4.2 Penetration Testing

» Toolkit: OWASP ZAP, Burp Suite, and MythX for smart contract analysis.
» Findings:
o Critical: None.
= High: 2 vulnerabilities (e.g,., front-end XSS mitigated by CSP headers)
[15].
The penetration testing results are summarized in Table 2, indicating the
identified vulnerabilities, severity levels, and mitigation strategies.

Table 2: Penetration Testing Result

Vulnerability Tvpe Severity Mitigation
Strategy

Front-end X55 High 5P
Headers

Smart Contract Bug Medium Formal
Verification

4.3 Compliance Audits

* GDPR Article 17: Achieved 98% compliance via off-chain hash storage with
reversible links.
» HIPAA: Passed 12,12 criteria, with gaps in biometric data retention policies.
Table 3 outlines the compliance audit findings against GDPR and HIPPA, with
notes on gaps and achieved criteria.
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Table 3 : Compliance Audit Results

Regulation Compliance Status Notes

GDPE Asticle 17 95% Compliant Off-chain hash storage

HIFAA 12/12 Criteria Passed Gaps in biometric data
refention

4.4 Performance Benchmarks

a. Latency and Throughput

Table 4 presents the latency and throughput performance of the proposed model
compared with Hyperledger and centralized baselines, highlighting the efficiency
gains achieved by the hybrid architecture.

Table 4: Latency and throughput

Operation Ethereum Hyperledger Centralised
(PoS) (Baseline)

Consent Logging 43s 1.2s 0.3s

Consent Revocation 21s 0.8s 24 h (manual)

Offline Sync (10,000 85s 52s N/A

records)

b. Scalability Testing
+ Horizontal Scaling
o Ethereum: 150 TPS (mainnet), 2,500 TPS (Folygon zkEVM).
o  Hyperledger: 3,000 TPS (5-node network).
* Vertical Scaling:
o IndexedDB handled 1M+ consent records with 2.1 ms/ query latency.

¢. Energy Efficiency
+ Ethereum PoS: 0.002 kWh/ transaction vs. 0.15 kWh/ transaction in PoW
[22].
* Carbon Footprint: 0.45 kg CO2/M transaction vs. 35 kg CO2/M
transaction in AWS [16].

5. RESULTS AND DISCUSSION

The performance evaluation of the proposed smart contract-based consent
management model yielded encouraging results across security, compliance, and
efficiency metrics. The findings provide strong evidence that hybrid blockchain-offline
consent architectures can address limitations of centralized consent management
systems while remaining aligned with regulatory frameworks such as GDPR and

HIPAA.
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From a security perspective, the STRIDE-based threat modelling and penetration
testing confirmed that the model mitigates common attack vectors such as spoofing,
repudiation, and tampering. Specifically, the adoption of FIDO2 authentication
reduced spootfing risk to 0.02, while cryptographic audit trails eliminated repudiation
risks with a residual score of 0.03. In penetration testing, no critical vulnerabilities were
identified, and high-severity issues, such as potential cross-site scripting attacks in the
front-end, were mitigated by enforcing content security policies. These findings
demonstrate that the proposed architecture aligns with existing literature on secure
consent management, which emphasizes multi-layer authentication and immutable
audit trails as cornerstones of resilient systems [5], [6].

In terms of compliance, the model achieved 95% conformity with GDPR Article 17
through its off-chain storage mechanism, which allows selective reversibility of
hashes, and met 12 out of 12 HIPAA criteria. These results validate the regulatory
alignment roadmap integrated into the architecture. Prior studies have highlighted the
tension between blockchain immutability and GDPR’s “right to erasure” [7], [8];
however, this work shows that combining off-chain encrypted storage with on-chain
immutable logging can reconcile these requirements effectively.

Performance benchmarks further confirmed the practicality of the model. Consent
logging on Ethereum achieved an average latency of 4.3 seconds, while Hyperledger
Fabric achieved 1.2 seconds, compared to only 0.3 seconds in centralized baselines.
Consent revocation averaged 2.1 seconds on Ethereum and 0.8 seconds on
Hyperledger Fabric, which is significantly faster than the 24 hours required in manual
centralized systems. Notably, offline synchronization of 10,000 records completed in
8.5 seconds, demonstrating the feasibility of enforcing consent during intermittent
connectivity scenarios — a challenge rarely addressed in prior models [9].
Additionally, the hybrid system reduced breach risks by 40% and delivered audit
accuracy of 99.95%, underscoring its robustness in operational environments.

A critical observation relates to energy efficiency. Ethereum's transition to Proof-of-
Stake reduced consumption to 0.002 kWh per transaction, significantly outperforming
Proof-of-Work-based solutions [12]. This result confirms that sustainable blockchain
consent models are feasible and aligns with global efforts to minimize the
environmental footprint of digital infrastructures [15].

When compared with existing literature, the proposed model advances the state of
the art in three ways. First, unlike purely blockchain-based consent frameworks [2], it
incorporates an offline layer that ensures accessibility and enforceability even during
outages, which is crucial in healtheare and financial environments. Second, while prior
systems often prioritize security over usability, this model introduces a React.js-based
interface that simplifies consent drafting and revocation, addressing the usability gap
highlighted in previous studies [6], [9]. Third, the integration of GDPR-compliant
revocation engines and Chainlink-enabled regulatory updates demonstrates a novel
approach to ensuring dynamic compliance, which goes beyond static rule enforcement
in earlier works.
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However, challenges remain. Gas cost volatility in public blockchains presents an
economic barrier for large-scale adoption, and latency in multi-chain synchronization
requires optimization. Future research should explore integrating layer-2 scaling
solutions, interoperability standards, and Al-driven consent drafting to mitigate these
issues.

In summary the results show that the proposed smart contract-based consent
management model significantly improves security, compliance, and usability over
centralized systems. The discussion highlights its practical implications and
theoretical contributions, situating the work as a meaningful step toward secure,
transparent, and user-centric data-sharing ecosystems.

6.CONCLUSION

This study has demonstrated that a smart contract-based consent management
model, enhanced by offline storage and user-friendly front-end interfaces, offers a
robust solution for ensuring data sovereignty across critical sectors such as healthcare,
finance, and identity management. By leveraging blockchain technology, the proposed
framework addresses key challenges in traditional consent management systems,
including opaque logging, single points of failure, and limited revocation granularity.
The hybrid architecture, which combines on-chain immutability with offline
accessibility, ensures that consent remains enforceable even during network outages,
while also providing the transparency and security inherent to blockchain systems.

The model's fine-grained access control, enabled by Attribute-Based Encryption
(ABE) and smart contracts, allows users to define and revoke consent at a granular
level, ensuring that only authorized parties can access sensitive data. This approach
not only enhances data privacy but also aligns with stringent regulatory requirements
such as the General Data Protection Regulation (GDFR). Specifically, the integration
of GDPR-compliant "right to revoke" functionalities ensures that users retain full
control over their data, even in decentralized environments.

Performance benchmarks reveal that the proposed model achieves sub-second
consent updates, 99.95% audit accuracy, and a40% reduction in breach
risks compared to centralized systems. These results underscore the model's potential
to significantly improve data security and user trust in digital ecosystems. However,
challenges such as gas cost volatility in public blockchains and latency in multi-chain
consent synchronization remain areas for future optimization.

Looking ahead, future work will focus on expanding interoperability testing to
ensure seamless integration with existing systems and compliance with emerging data
protection regulations. Additionally, the integration of machine learning
(ML) techniques for predictive consent analytics will further enhance the model's
usability and efficiency. For example, ML algorithms could analyze user behavior to
predict consent preferences, enabling proactive consent management and reducing the
burden on end-users.

In conclusion, this study contributes a novel hybrid architecture, open-source front-
end tools, and a regulatory alignment roadmap for decentralized consent ecosystems.
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By addressing the limitations of existing systems and demonstrating the feasibility of
blockchain-based consent management, this research paves the way for more secure,
transparent, and user-centric data-sharing paradigms in the digital age.
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Absfraci— Secure persomnal data sharing remains a eritical
challenge in decentralized systems due te concerns over privacy,
compliance, and trust. Thiz paper presents the formal verification
of a Blockchain-Bazed Security Maodel (BSA) desizned to address
theze challenges throuzh a multi-layered architecture, The
propozed model integrates Chaincode-as-a-Service (CCaa%) on
Hyperledger Fabric to ensure medular, maintainable, and
scalable execution of smart contracts, A Flask-based APT serves as
the secure gateway for data operations and identity management,
LSensitive data i stored off-chain using InterPlanstary File System
{IPFS), preserving decentralization while minimiring on-chain
bloat. Access control iz enforced using efficient eryptographic
techniques, while Intel $CX (or simulated enclaves) safeguards
secure data processing and decryption within trusted execution
environments, To further enhamce privacy guarantees, Zero-
Kuowledze Proofs (ZKP:z) are optionally integrated to enable
verifiable claim: without dizclozsing raw data. For azzurance of
correctness and security, the BSA! 1z formally modeled using the
Dolev-Yao attacker medel and verified through ProVerif, focusing
on key security properties such as confidentiality, imtegrity,
authentication, and accountability, The findings confirm that the
propozed model zatizfies stringent zecurity goal: and iz robust
against symbolic adversaries. This work contributes a verifiable
and extensible framework for privacy-preserving data sharing in
sectors such as healtheare, finance, and government.

Egywords—Blockchain, Security Model, Chaincode-as-a-
Service, IPFS, SGX, ZEP, ProVenf. Formal Venificanon, Dolev-
Yaa.

I INTRODUCTION

In the digital era, the exponential growth in data generation
has led to a parallel rise in privacy concems. especially in
domains invelving personal information such as healthcare,
education, finance, and identity management Individuals,
institutions, and governments are increasingly reliant on digital
platforms for the storage, processing, and sharing of sensitive
personal data However, traditional centralized architectures
used to manage these transactions are plagued by significant
secunity vilnerabilities. ranging from unauthorized access and
data breaches to single points of failure and non-transparent
access control mechanisms In this context, blockchain
technology has emerged as a transformative solution capable of
decentralizing trust and enhancing data integrity, accountability,
and user autonemy [1].

Blockchain-based systems, particularly those built on
platforms like Hyperledger Fabric, offer programmable
capabilities through smart confracts, specifically Chaincode-as-
a-Service (CCaaS). These smart contracts facilitate tamper-
proof transaction logie and offer fine-grained control over data
access and updates in distributed environments [2]. While public
blockehains like Ethersum focus on openness and censorship
resistance. private and permissioned blockchains like
Hyperledger Fabric priomtize scalability, enterprise-grade
access control, and modular architecture, making them more
suitable for secure personal data sharing scenarios [3].

Despite  these  advantages, current  blockchain
implementations are often lnuted in their ability to balance
privacy. scalability. and compliance with data protection
regulations such as the General Data Protection Regulation
(GDPE). To address this, researchers have proposed hybrid
architectures that combine on-chain verification with off-chain
storage using tools like the InterPlanetary File Systems (IPFS)
[4]. IPFS reduces blockchain bloat while enabling
cryptographically verifiable file storage, offering a lightweight
method to decentralize large persomal datasets while
maintaining their integrity.

In addition cryptographic control mechanisms such as
attribute based encryption and zero-knowledge proofs (ZKPs)
have been explored to enforce fine-grained data access without
revealing sensitive attributes [5]. Meanwhile, Intel Software
Guard Extensions (SGX) provides a secwre hardware-based
enclave for confidential computation fiwther strengthening
end-to-end data protection [6]. Together, these technologies,
when orchestrated into a coherent blockchain-based security
madel (BSM), form a powerfil privacy-preserving
architecture. However, even the most sophisticated design can
fail if its security properties are not nigorously verified.

Formal verification becomes critical in this context. Unlike
conventional testing, which checks for specific failures, formal
methods methematically prove whether a system satisfies
certain security properties under well-defined adversarial
madels. Among the most widely accepted framewerks for such
verification in cryptographic protocol analysis is the Dolev-Yao
model, which assumes the attacker has full control of the
network but cammot break cryptographic primitives [7].
Coupled with tools like ProVerif this model allows the
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symbolic analysis of avthentication confidentiality, mtegnity,
and other critical properties in complex protocols [8].

This paper presents a formally verified blockehain-based
security model for personal data sharing, developed with
Chaincode-as-a-Serive on Hyperledger Fabric, integrated with
IPFS for off-chain storage. cryptographic access control
policies, and trusted enclave-based computation via Intel SG3
We explore how the formal application of the Dolev-Yao model
using ProVenf validates the mode’s resilience to classical
adversarial threats such as man-in-the-muddle attacks, replay
attacks. and data leakage through side channels. The model also
inchudes optional integration of ZEPs to extend verifiability in
cases of sensitive idenmtity disclosure or regulatory audit
requirements.

The motivation for this research is threefold. First, there is
a significant gap in formally verified blockchain architectures
that support compeosable and modular integration of
cryptographic enforcement techmiques for personal data [9].
Second. existing solutions lack robust verification of hardware-
backed secure enclaves within hybrid architectures. While SGX
provides protection at the hardware level, 1t 1s imperative that
these components are also modeled symbolically to vahdate
system-level properties [10]. Third, compliance with evolving
data protection regulations across junsdictions calls for
adaptive, transparent, and formally grounded systems that can
be trusted across organizational boundaries [11].

Cur contribution  is timely, particolarly as  several
govermments. international development agencies, and privacy-
conscious industries seel: robust frameworks for privacy-
respecting digital infrastructure, especially in contexts such as
e-health. e-government, and cross-border academic data
sharing. Furthermore, recent advances in blockchain protocol
optimization and formal security verification tools enable us to
model mnecreasingly realistic, yet amalyzable, systems. As a
result, we can evaluate not just theoretical properties but also
practical, deployable implementations of secure blockchain
systems that align with global best practices.

Secure personal data sharing across organizational and
jurisdictional boundaries remains a pressing challenge.
Althongh blockchain technelogy offers tamper-resistant
ledgers and programmable access comfrol through smart
contracts, existing solutions ofen fail to provide a balanced
integration of privacy. scalability. and verifiable security
assurances. In particular, there 15 a shortage of architectures that
combine modular smart comtract execution, hardware-backed
confidential computation, decentralized off-chain storage, and
privacy-preserving verification techniques into a unified and
formally werified system This gap leaves regulators,
enterprises, and researchers without reference implementations
that can be trusted to meet both techmical and compliance
requirements.

The present work addresses this gap by designing and
verifying a Blockchain-Based Security Model (BSM) that
imtegrates Chaincode-as-a-Service  (CCaaS). Infel SGX
enclaves, InterPlanetary File System (IPFS) storage, and

optional Zero-Knowledge Proofs (ZKPs). The design is
validated vsing the Dolev—Yao model and the ProVerif tocl,
enabling mathematical proofs of confidentiality, integrity,
authentication authorization. and anditability.

The study 1s guided by the following research questions:

¢« RQIl: How can CCaaS support tramsparent and
modular enforcement of access controls in personal
data sharing?

+ RQX: How do IPFS and Intel SGX improve the
scalability and confidentiality of the security model?

+ RQ3: Can ZKPs enhance privacy without degrading
system performance?

¢+ RQ4: Towhat extent does ProVernif verify key security
properties of the BSM under the Dolev-Yao model?

¢ RQ5: What trade-offs exist between security,
performance, and regulatory compliance i the
proposed model?

I. ERELATED WORK

In recent years, extensive research has been dedicated to
enhancing prvacy and secunty in blockchain-based personal
data sharing systems. These studies span nmiltiple dimensions,
including on-chain governance, access control, secure enclaves,
and formal venfication techmoues. However, few have
proposed integrated, end-to-end solutions that combine robust
cryptographic techniques with formal analysis using Dolev-Yao
model and ProVerif

Several blockchain solutions have emerged focusing on data
privacy and decentralized identity. For example Belchior et al.
[12] swrveyed interoperability efforts in blockchain identity
systems, hgb].tgh:mg significant gaps in secure persomal data
ex.cha.nge, especially under dynamic policy comnstraints.
Similarly, Zwitter and Boisse-Despiaux [13] emphasized the
importance of transparency and accountability mechanisms for
data management in decentralized platforms, aligning with the
GDPEs principles of lawful processing.

To enforce fine-grained access controls. cryptographic
primitives like Attnibute-Based Encryption (ABE) and Proxy
Re-Encryption (PRE) have been employed in mmltiple works
[14]. [15]. Howewer, these models often lack verifiability of
enforcement and suffer from poor scalability Recent
frameworks have begun to integrate decentralized storage, such
as [PFS. to mitigate blockchain storage limitations [16]. Yet.
challenges persist in ensuring secwwe off-chain computation and
auditing.

Inte] SGX has been widely adopted to secwre data
processing via ftrusted execution enviromments (TEEs).
particularly in scenarios requinng computation on encrypted
data [17]. Projects like Eldden [18] and Oasis Labs [19]
exemplify the viility of SGX i enabling privacy-preserving
smart contracts. However, these models either remamn
proprietary or insufficiently validated nnder formal adversarial
midels.
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Zero-Knowledge Proofs (ZKPs) have also gamed
prominence as privacy-preserving tools in  blockchamn
applications. Systems like Zeash and zkSyne demoenstrate their
potential in hiding sensitive attributes during transactions [20].
Yet, these systems focns on financial use cases and do not
generalize well to the broader context of personal data shanng.
Furthermore, the mtegration of ZKPs with access confrol and
accountability lavers remains underexplored.

Pegarding smart contract modulanzation, Chaincode-as-a-
Service (CCaaS) has recently been proposed in Hyperledzer
Fabric to separate application logic from blockchain nodes [21].
While CCaaS offers architectural flexibility, liftle work has
been done to assess its security implications in nmlti-fenant
enviropments or its resilience to message tampering under
adversarial conditions.

Formal verification of blockcham protocols has become
increasingly vital for ensuring provable security. Tools such as
ProVerif and Tamarin have been employed to validate
consensus algonithms, voting protocols, and awthentication
schemes [22], [23]. Nevertheless, comprehensive venification
of mtegrated blockchain models, incorporating chaincode,
SGX, IPES, and ZEPs, remains largely uncharted.

In light of these limitations, owr research offers a holistic
secwity model that not only combines meduolar chaincode
execution (via CCaaS), decentralized off-chain storage (via
IPFS), secure enclaves (Intel SGX), and optional ZEPs, but also
conducts formal venification using the Dolev-Yac threat model
i ted in ProVenf Unlike most existing systems, we
explicitly model and verify access control correctness, data
confidentiality, and policy compliance under active adversaral
conditions. This work advances the state-of-the-art by
providing both theoretical gurantees and practical deplovability
within regulated environments, bridging the gap between
academic models and production-grade systems.

OI. METHODOLOGY

This study employs a Design Science Besearch (DSE)
methedology to systematically design, implement. and formally
verify a blockchain-based secumty model (BSM) tailored for
secure personal data shanng. The methodology comprises five
mterlinked phases: problem identification, artifact desigm
development, validation, and contribution analysis. Each phase
15 structured to ensure scientific ngor, technical feasibility, and
alignment with regulatory and privacy mandates such as GDFR
and the Affican Umon Convention on Cyber Secunty and
Personal Data Protection. The research methodology adopted in
this study follows the Design Science Research (DSR)
paradigm as illustrated in Fig. 1.

DSR Approach

Define
Objectives

1 l

C

Develop

\/

Fiz 1. Desipn Science Research (DSE) Methodelogy followed
m this study.
A Research Framework

The DSR. framework is selected for its iterative construct-
evaluate-refine approach suitable for engineening artifacts that
bridge theory and practice [24]. The formal modeling
component, critical to this study, 15 gmded by the Dolev-Yao
attacker model, a symbeolic abstraction widely adopted in formal
security proofs [25], and evaluated using ProVernf a state-of-
the-art autcmated cryptographic protocol verifier [26].

B. Model Design and Development
1) Blockchain Infrastmeture

The system 15 implemented using Hyperledger Fabric v2.5,
with a modular CCaaS deployment allowing smart contracts to
be hosted and invoked dynamically via RESTfinl Flask-based
APIs. This architecthure promotes maintainability, service
abstraction, and network governance separation. critical for
permissioned consortia netwotks [27]. The grantccess ()
function below demonstrates how Chameode-as-a-Service
(CCasS) enforces attribute-based access control by checlang 1f
the transaction invoker holds the admin role before writing
access permissions to the ledger.

Algorithm 1. Sampls CCaaS Chaincode Grant Function in Go

func (s *SmartContract) Grantlccessi{ctx
contractapi.TransactionConcextInterface
userlID string, cid string) error {

f¢ Check if the invoker has the "admin’
attribute

attrValue, found, err :=

_GethAttributeValus{"rol

ctx_GetllientIdentitcy ()
amy
if errx 1= nil {
return fmt.Errorf ("Failed to get
attribute "role': %v", err
if !'found Il attrValue != "admin" {
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return fmt.Errorf("Only users with
admin role can grant access")

1

S/ Comstruct access key based on userID
and CID

accessHey
userlD, cid}

= fmt_Sprintf({"access_%s_%s",

f/ SBtore access flag

err = ctx.FecStubl) .Putitate (accessEay,
[Ibyte ("granced™} )}
if err != nil {
return fmt.Errorf("Failed to grant
access: &v", srrz)

1
return nil

2) Off-chain Storage via IPFS

To address scalability and privacy challenges. sensitive data
is encrypted and stored off-chain using the InterPlanetary File
System (IFFS) [30]. Only metadata. content identifiers (CIDs),
and smart contract state changes are committed to the
blockchain, achieving a verifiable andit traill without
overburdening the ledger [28].

3)Access Control via Cryptography

Access confrol is enforced through hybrid Attribute-Based
Encryption (ABE) and public-key infrastrcture  (FEI)
technices. Policy metadata is embedded in chaincode logic,
and decryption keys are isswed via authorized Certificate
Anthonities (CAs) based on wuser roles and data access

permissions [29].

4) Secure Computation with Intel SGX

The design integrates Intel SGX enclaves (simmlated for
current testing) to process sensitive data and decryption
requests i a hardware-1solated environment. This ensures that
even with system compromise, decrypted data and keys remain
confidential and anditable [30].

5) Optional Zero-Knowledge Proofs (ZEKPs)

To enhance privacy-preserving verifiability, ZKPs are
optionally embedded to prove comphance with access
conditions without revealing wser attributes or transactiom
content. The ZEP laver uses zk-SNARKs, sinmlated using
ZoKrates to venfy logic withowt exposing data [31]. The
architecture consists of four core layers: (1) User layer, handling
authrﬂncaum and data submuission; (ii) .dpplication Layer,

ted via Flask APIs that interface with chaincode and
SGX enclaves; (i) Blockchain Layer, where Hyperledger
Fabric maintains immmtable logs and CCaaS executes business
logic; and (1v) Storage and Verification Layer, composed of
IPFS for off-chain encrypted storage and ProVenf for formal
verification under the Dolev-Yao model An optional ZKP
module enables privacy-preserving access validation. The
system architectire 1s shown 1n Fig. 2 below.

IPFS

Dff-chain
data starage

‘[—‘ Flask APls '—J

!

Blockchain

s

!
Chaincode-as-a-Service
(CCaaS)

Fig. 2. System architecture of the Blockchain-Based Security
Model imtegrating Chaincode-as-a-Service (CCaal), IPFS,

SGX, Flask APIs,
(ZKPs).

C. Formal Verification using Dolev-Yao and Prolerif

1) The formal model captures entities (users, CA, SGX, IPFS,
peers), messages. and cryptographic operations nsing applied pi-
calenlus, the input langnage for ProVerif The symbolic model
assumes a powerful adversary per Dolev—Yao capabilities. able
to intercept, modify, and forge messages over the network [25].

and optional Zero-Knowledge Proofs

2) Security Properties
The model is verified for:
» Confidentiality of nser data and keys.
* Anthentication of users and CA.
#  Integrity of smart contract operations.
* Anthorization comectness of policy-based access
comtrol.
#  Anditability, enswing event traceability and
compliance logging.

Properties are encoded as Hon clanses and correspondence
assertions to  validate end-to-end protocol  security.
Vulnerabilities, if found, are steratively mitizated via desisn
revisions. In constructing the formal model, the BSM's entities,
cryptographic primitives, and process flows were expressed in
applied pi-caleulus, the imput langpage for ProVenf Each
verification target (Q1-06) was formmlated as either a secrecy
query or a comespondence assertion using ProVerif's query
syntax. For instance. query attacker: secretKey determines
whether the symbeolic adversary can obtain a given decryption
key. while query event(end _auth(x)) == event(begin auth(x))
validates anthentication cotrespondence.

The symbolic Delev-Yae model underpinming ProVenf
assuimes perfect cryptography—attackers have full contrel over
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the commmunication network but cannot break the eryptographic
primitives without possessing the proper keys. This ensures that
the verification results are conservative: if a property holds
under these assumptions, it is expected to remain secure against
any real-world adversary whe cannot compromumse the
underlying algorithms.

To validate confidentiality, the following pi-calenins
process was modeled in ProVerif as shown in Algorithim 1.

Algorithm?2. Symbolic Model of Confidential Key Exchange in
FroVerif (Dolev-Tao Model).
Imtiahze
Declare free c : channel.
Declare free attacker : channel.
Yao controls this channel #)

{* Dolev-

Declare fun encryptibitstring, key)
fun decrvptibitscring, kev]

reduc decrypt(encrypt(m, k}, k) =

fun pkisk) : kev. (¥ Public key

fun skiuser) : key. (¥ Secret key

for user )

Declare fres A, B
identicies *)

I onams. (* Principal

Declare free m
Declars svent
confidential data (bitstring) .

: bitstring. (* Message *}

Compute:
Process B gensrates symmetric key ko
& sends encryptim, pk(sk{B}}]) on channel

While (attacker intercepts o) do
Atcacker attempts decryption using known
feys
If attacker learns m thean
Security breach «— true
End

End

Update:

Define guery: guery attackerim). (* Is ths
attacker able to obtain m? *)

Define event: confidential dataim}.

Qutput: ProVerif should return:
"The attacker cannct cbtain m." -
Confidentiality pressrwved.

End

3) Tools and Environment
The implementation and verification were carried out in a
simmlated Ubuntu 22.04 environment using:

ProVerif v2.04.

Hyperledger Fabrie CLL

IPES local nodes.

SGX emmlator (Open Enclave SDK).

ZoKrates (optional ZKP module).

Fig_ 3 below illustrates the Dockenized testbed architecture that
was configured for experimentation. This environment consists
of inferconnected services, including the Fabric CA peers,
orderer, IPFS node, SGX enmlator, and Flask-based AP server.
The setup was orchestrated using Docker Compose to ensure
modularity, scalability. and reproducibility.

docker-compose.yaml

Eervices:
arderer:
hyperledger/fabric-
arderer

peer:
hyperledger/fabric-

ipfs/igso-ipfs

EMULATOR

Fig 3. Dockerized Testbed Envirenment with Fabric. IPFS. and
SGX Emulator

Teo ensure full reproducibility of the formal verification and
experimental deployment. all system parameters, cryptographic
configorations, and verification queries were documented in a
structured format. This allows other researchers to replicate the
testbed and reproduce the ProVerif results under identical
conditions. Table 1 summarises the key experimental and
verification setup parameters, including blockcham network
composition,  cryptographic  settings,  hardware/software
envircnment, and IPFS configration. Verification queries are
mapped to the comrespending expected cuwtcomes, providing
direct traceability between the formal model and the reported
results.
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TABLE 1: EXPERIMEMTAL AND VERIFICATION SETUP
PARAMETERS
Component Ky Parameters
Hyperledger 2 peers, 1 orderer (Flaft), CouchDE v3.2 state DB
Fabric
Cryptography | ECDSA (secpl5dnl), AES-256-GCM. SHA-256

SGH Simulated mode (Open Enclave SDE v0.19), 128 MB
enclave memory

w2.04; Queries: ()1: Confdentiality of wser data, Q2::
Confidentiality of decryprion key, Q3: Anthenrication of
users and CA, 4: Integriny of smart contract
operations, QF: Anthorizstion cormecmess, Q4
Andimbility; All passed.

IPFS Local node, 10 GB storaze limit, mamal pinminz
Hardware/05 | Intel i7-10750H, 16 GB PRAM, Uuwmm 22.04

(Dockerized)

ProVesf

D. Evaluation Criteria
The proposed model is evaluated across four dimensions:
s Security (verified proofs, threat resilience).
¢  Performance (latency, throughput),
s Scalability (data size vs. lookup latency).
s«  Compliance (GDPE. alignement, data anditability).
Simulations and formal medels are triangulated to ensure
both theoretical soundness and practical feasibility.

E. Ethical and Regulatory Compliance

All test datasets wsed in this study are synthetic or
anonymized. The model complies with key data protection
standards, including GDPR. Articles 5—7 on lawful processing
and awditability, and supports data subject rights via verifiable
deletion and access control enforcement [32].

F. Limitations and Assumptions
While the mode]l demonstrates promusing results in secure

personal data sharing, several assumptions comstrain
¢ SGX tmust is assumed despite potential side-
channel risks [33].
¢  The ZKP module is optional and not yet optimized
for gas-efficient deployment.
¢ Sinmlation-based verification does not capture full
real-world adversarial behavior.

Future work will address nmlti-chain deployment and
extend the verification to encompass compositional privacy
guarantees using Tamarin or EasyCrypt.

IV. RESULTS

This section presents the results of the formal verification
and simmlated performance evalvation of the propeosed
Blockchain-Based Security Model (BSM). The evaluation
emphasizes both comrectness and operational efficiency vnder
the Dolev-Yac model, wsing the ProVenf tool as well as
matime behavier of the modular components such as
Chaincode-as-a-Service (CCaaS), Flask APIs. Flask APTs, [PFS.
and sinmiated Intel SGX

A. Formal Verification Using ProVerif

Teo ensure robustness under symbolic adversanes, the BSM
was modeled i ProVerif using applied pi-calculus. Six security
properties (Q1-0Q6, as defined in Table 2 of the Methodology)
were formally specified and verified, ensuring foll traceabality
from the defined venification queries to the reported outcomes in
Table 2 of the results.

TABLE 2: PROVERIF FORMAL SECURITY VERIFICATION

SUMMARY
Query | Security Property | Verified | Description
m
Q1 Confidentizlity of < Encrypted nser dats remains
T'ser Diama private throughout
communication and storage.
Q2 Confidentiality of 4 S enclaves isolate key
Decryption Eey materizl fFom the system and
external obsarvers [29].
Q3 Authentication of o Muual certificate-based and
Users and CA wken-based authentication is
verified.
o4 Imtezrity of Smart o Chaincode operations are
Contract Ops mmper-proof and validated
Vi3 endorsement.
Q3 Authorization 4 Policies embedded in CCaa%
Talidiny are enforced based on Toles
and attributes.
Q6 Anditability / S Provenance logs and events
Accountability are traceable through
blockchain and IPFS

ProVenf output validated correspondence assertions and
secrecy cueries without false positives. No attacks or
counterexamples were found against any of the modeled
properties. The attacker, as per the Dolev—Yao model, was
unable to retnieve session keys, decrypt payloads (Q1. Q2). nor
subvert authorization protocols (Q3) [23]. confirming that
confidentiality and access confrol mechamisms operate as
imtended. The verification cutcomes of key secunity properties
are summarized in Fig 4., demonstrating successful proof of
confidentiality. authentication, and integrity under Dolev-Yao
AsTIMpens.
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Fig. 4. Formal Secunity Verification Results using ProVerif

B. Performance Analvsis: Modular Components

To evaluate the feasthility of deploying the BSM in real-
world environments, key modules were sinmlated nsing Flask
APIs. a local Fabric networle IPFS nodes, and Open Enclave
SDEK (SGX enmlator). Table 3 summarizes latency and
throughput for core operations.

TABLE 3: SIMULATED OPERATION PERFORMANCE (CCAAS, 5GX,
IPFS)

Module Cperation Mean Throughp | Remarks
Latenc | mt

¥ (ms) | (opsisec)
Chaincode(CCa Erant Arcess] 632 14.6 Inclndes
af) )] endorseme
ot and
ACCESS
conirol
validation

Chaincode(CCa | getCIDY ) 517 183 Rastrieves
af) file content
identifier
with ACL
checks.

Flask-Fahric- submitDiata{ j | 1124 21 Uploads

IPFS encrypied
file, hashes
CID, logzs
transaction

SGX EBoclave | decrypiPayloz | 453 2.7 Fums
(Simmlated) df) within
Open
Enclave
SDE,
TemImng
plainrext
zalectively

ZEP Modnle SMARE 1225 48 Proof

. wvenfy verificatio
(optional) i wig
ZoErates;
optional
and
tozzlaable

Latency Time{ms)

B0 B KiE B KB 8 SuHE

=0
00 3
=]

00 M

) l

d i
CCaas Setup PFSUpload SGX Decrypt TEP Votify
Cperation

Fig 5. Latency Comparison Across Security Model Modules

C

As illustrated in Fig. 5 above, the latency across the core
modules of the security model, namely. Chamncode-as-a-
Service (CCaaS). Intel SGX. IPFS, and the optional ZKP
layer, vanes sigmficantly. The CCaaS component exhibited
the lowest processing time due to its modular execution
environment. while SGX introduced marginal overhead due
to enclave imtialization The optional ZEP module showed
the highest latency, comsistent with the computational
intensity of zero-kmowledge proof peneration and
verification. These results demonstrate that the proposed
architecture mamtains acceptable performance trade-offs
while preserving security.

Dockerized Testbed and Deployment Observations

The sinmlation was deployed using Docker Compose with

services for:

® Pesrl.orgl.exampls. com — hosts CCaa% and
interacts with ConchDE
Ipfs-dasmon —mmns a local IPFS node.
Flask-api —services the REST gateway.

* Sgx-service — SGX logic container (emmlated).

Fig 6 below presents the dockerized testbed environment
for validating the proposed security model. It shows the
mteraction between key components such as the CCaaS-
enabled Hyperledger Fabric network the IPFS storage
layer, and the SGX-simlated trusted execution
enviromment.
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Docker
Flask FI!:E::E‘?; :r IPFS SGX
App : Node Emulator

docker-compose.ym1

services:
- flaskapp:
- fabric:

Fig. 6. Dockerized testbed deployment layout for validation

v. DISCUSIONS

While the Fesults section presented the verified security
properties and performance benchmarks of the Blockchain-
Based Security Model (BSM). this section inferprets those
findings in the context of existing literature, practical
application scenarios, and theoretical implications. The focus
here 1s not on re-stating the measured values. but on explaming
why they matter, how they compare to related work, and what
trade-offs they reveal for deployment in real-world systems.

The analysis proceeds in fonr dimensions:

1. Interpretation of outcomes — understanding how the
verified properties translate into operational resilience
and compliance assurance.

2. Comparison with existing frameworks — drawing on
the comparative analysis in Table 3 to sitoate the BSM
ameng other blockchain-based secure data sharing
solutions.

3. Implications for practice and theory — considering the
relevance of these results to regulated domains such as
healthcare, government services. and cross-border
academia.

4. Limitations and trade-offs — aclmowledging the
constraints of the model, including performance costs
of privacy-preserving techmiques and hardware
dependency for SGIX

A. Security Properties in Context

The formal verification results cobtained wsing ProVernf
affirm that the BSM satisfies stringent requirements for
confidentiality, authentication, integrity, authorization and

auditability. The properties, verified under the symbelic Dolev-
Yao adversanial model, provide mathematical assurance that the
security protocols embedded in the model are resistamt to
common attack vectors such as replay, impersomation and
message tampering  [25]. Crucially, the venfication
demonstrated that no attacker could derive the plaintext of
encrypted user data (query attacker (m) returmed false)
nor interface with role-based access contrel logic enforced via
CCaas chancode.

This level of verification 1s non-trivial grven the complexity
introduced by mmltple interacting components, Flask APIs,
Intel SGX, IPFS, and optional ZKPs. Each introdnces potential
attack surfaces (e.g., metadata leakage via IPES. enclave side-
channe] risk, ZKP proof manipulation) [34]. By modeling these
components symbolically and ensuring formal security
goarantees. the BSM closes a long-standing gap in venfiable,
modular secwrity frameworks for decentralized data sharing.
This marks a step-change from conventional reliance on
informal security assumptions that deminate most bleckchain
applications.

These results align with trends reported in recent blockchain
security studies, where formal verification has increasingly
been applied to hybrid architectures that combine on-chain
logic with off-chain secure computation [36]. [37]. For
example, [36] demonstrated that TEEs integrated into
blockchain voting systems improved confidentiality under
symbolic verification by owver 30%, but lacked modular
deployment options such as those provided by CCaaS.
Siumilarly, [37] evalvated privacy-preserving storage networks
and confirmed that integrating enclave-based key isclation
measurably reduced the nsk of key exposure dunng cross-
domain data exchanges.

In the proposed BSM, the simmltaneouns verification of
confidentiality (Q1, Q2), authentication (Q3). and auditability
(Q6) posttions it ahead of most current frameworks, which
often verify only a subset of these properties. This breadth of
assurance has clear practical implications for regulated domains
such as healthcare, where both end-to-end encryption and
tamper-proof audit trails are required under laws like GDFE
and HIPAA

B. Performance-Efficiency Trade-offs

The performance metrics reported in Table 2 and visvalized
in Fig 7 underscore the operational wiability of the BSM nnder
realistic conditions. The granthiccess () and getCIS ()
functions, executed within the CCaaS module consistently
returned low latency and high throughput, demonstrating that
the modularization of smart contracts via RESTful APIs does
not induce performance penalties.

Interestingly. SGX-based decryptPayload ()
maintained sub-50ms latency on a sinmlated enclave. which
although slightly higher than baseline chaincode operations,
reflects acceptable overhead given the security benefits of
hardware-1solated processing. The optional ZKP module. while
computationally ntensive, remained toggleable, allowing
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deplovers to selectively enable it in scenarios requiring
regulatory-grade verifiability [33].

The mnplications of these findings are significant: privacy-
enhancing technologies like ZKPs and secure enclaves can be
embedded without sacrificing usability. By priontizing
modularity and parallelization (e.g.. asynchronons APT calls,
separate contamers for SGX/IPES), the architecture achieves a
balance between privacy guarantees and  execution
performance, which is often lacking in monolithic systems. As
illustrated in Fig.7, the trade-offs across CCaaS, SGX. IFFS,
and ZKP reveal distinet strengths. CCaaS excels in latency and
scalability, SGX in confidentiality and integrity, IPFS in
scalability tut with moderate compliance considerations, and
ZEP in privacy at the expense of computational speed.

Seoanty Assutance

Compkance Rradiness
Fig.7. Radar chart showing security-performance-compliance
trade-offs across BSM modules.

These latency differentials are consistent with benchmarks
reported m [38], where containerized chaincode execution
reduced average transaction latency by 12-18% compared to
in-process execution but infroduced minor network
sertalization costs. The shghtly higher latency cbserved i the
ZKP module is in line with results from [39], where zk-
SNARK-based verification for identity management incuired
an average 110-130 ms proof generation delay.

From an operational standpoint, this suggests that sectors
requiring  near-real-time  processing. such as emesgency
medical record retrieval or financial transaction clearance —
might opt to disable the ZKP layer during live transactions.
while retaining it for audit or compliance verification stages.
Conversely, acadenuc credential verification systems may
pricritize privacy assurances over nummal latency, maling the
ZKP layer essential despite its computational cost.

C. Architectural Integrity and Modularity

The lavered architecture depicted in Fig. 2 demonstrates a
clear separation of concerns. a critical design featwre that
improves maintainability, anditability, and extensibility. Unlike

tightly-coupled monolithic blockchain  applications,  the
proposed BSM achieves modularity through distinet layers:
¢ User/ Application Laver: handles awthentication and

submission logic.

+  Execution Laver: nses Flask APIs to invoke chaincode
and enclave tasks.

¢ Blockchain Layer: executes logic wia CCaaS and
maintains imomitable records.

s« Storage & Verification Layer: manapes encrypted
IPFS storape and formal verification

Such decoupling permits the model to adapt to future
requrements (e.g. replacing IPFS wath Filecom or
BigchainDE, integrating Trusted Platform Modules instead of
SGX). Furthermere. the use of Docker Compose in the testbed
Fig 6, reflects a scalable deployment strategy suitable for
multi-crganizational environments. essential in  federated
healtheare or cross-border academic data sharing systems [28].

The wse of chaincode templates such  as
granthcosss () also ensures aunditable enforcement of
security policies, enabling each decision (e.g.. access granted or
denied) to be traceable and subject to external review. A
comparative evaluation of the proposed BSM against other
blockchain-based secure data sharing frameworks 1s presented
in Table 4, highlighting differences in verification methods,
privacy-preserving mechamisms. storage approaches, and key
limitations.

The modular architecture not only facilitates flexible
deployment but also supports incremental upgrades. a feature
highlighted in enterprise blockchain adoption surveys [40]. By
decoupling chaincode execution from the peer process, the
BSM mimors approaches in certain Hyperledger Fabric
derrvatives, where microservice-based execobion improved
maintainability without sacrificing endorsement policy
enforcement [41].

In practice, this means that industries like supply chain
logistics can deploy updated smart contract modules for
tracking and compliance verification without requinng fll
network downtime, a capability that directly addresses the
downtime risks identified in earlier centralized solutions.
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TABLE 4: COMPARATIVE ANALYSIS OF SELECTED BLOCKCHAIN-
BASED SECURE DATA SHARING MODELS

Model / Formal Privacy Off-chain | MNotable

FPlatform Verification | Preserving Storage Limitations
Features

Proposad ProVerif Intel SGIX, IPFS ZEP

BiM (Dolev-Yao) | Optional performance
ZEP cast

Ekiden HMone Intel SGH Encrypted | Proprietary

[18] reportad DB

Qrasis HMone Intel SGH Encrypted | Closed

Lahbs [19] reported DB ESCOSYIIEm

Fabric + HNome Hone IPFS HNo formal

IPFS [16] | reported (uarantees

ZE- HMone k- On-chain High

Follup- reported SMNARFESs hash refs compatation

based cost

Sharing

D. Formal Verification Impact

The mtegration of ProVerif and Dolev-Yao modelling
sigmificantly elevates the credibility of the BSM. Unhke
empirical  testing. which may overlock edge-case
vulnerabilities, formal verification systematically explores all
reachable protocol states. This exhaustive analysis enables:

1. Detection of logical inconsistencies (e.g.. unguarded
key exposure).
2. Validation of abstract secunity goals across inferacting
modules.
3. Quantitative confidence in protocol soumdness,
particularly under adversarial assumptions.
Algorithm 2 provides a tangible implementation of this
methodelogy, symbolically capturing the confidentiality of key
exchange. This model ensures that cryptographic operations
(e.g.. encrypt/decrypt) and commmmcation flows adhere to
strong comreciness properties, while the attacker’s Imowledge
remains bounded by known primitives.

Notably, formal medelling serves not only as a validation
tool but also as a design gmide [24]. Several iterative
refinements were informed by early ProVerif feedback. such as
miroducing  evenf-frace  assertions for auditability and
modelling CA auvthentication tokens explicitly. This sterative
loop exemplifies how formal venification can serve as both a
diagnostic and formative process in security engineering.

Similar resilience challenges have been documented in
decentralized storage deployments, including those integrating
IPFS for public sector data portals [42]. Their findings indicate
that coordinated pinming policies among trusted consortinm
nodes can reduce content vnavailability rates by 40-55%. a
strategy embedded in the BSM's design Furthermore, the
combination of IPFS CIDs and on-chain hash comimitments
enswes tamper-evident retrieval recognized as a key
requirement for judicial evidence chains [43].

In scenarios such as cross-border academic research
collaborations, where large datasets mmst be venfiable yet
removable for compliance with local retention laws, the BSM's
off-chain model allows datasets to be cryptographically deleted
while maintaining inmmutable proof of their prior existence and
integrity.

E. Compliance and Ethical Considerations

With global regulations like the GDPE. and the African
Umien Convention on  Cybersecurity  imposing  strict
requirements on data access, portability, and erasore,
compliance must be treated as a design imperative, not an
aﬂerthcfught This research advances compliance-by-design by:

Embedding GDPR-aligned audit trails within the
blockchain ledger and IPFS metadata logs [32].

* Supporting verifiable deletion and data subject access
via authorized token issnance and ACTL revocation

* Enabling selective disclosure through optional ZEPs,
aligning with eveolving legal standards on data
minimization and conteximal consent [26].

Furthermore, the ethical commitment is evident in the use
of synthetic datasets. ensuring that no real personal data was
exposed dunng testing. The architectwre supports fiuture
extensions for ethical awditing, such as infegration with
differential privacy mechanisms or auvtomated compliance
oracles.

More recent SGX deployments in blockchain contexts have
focnsed on optimizing enclave calls to mitigate latency
overheads assoctated with hardware-isolated execution [44].
Batching cryptographic operations and leveraging enclave-
local caching reduced per-request processing time by up to 20%
withouwt compromising isolation gparantees. While these
optimizations could be integrated into fiture BSM iterations,
the present model already addresses a conmmon operational
concern: ensunng that sensitive decryption operations are never
exposed to the host OS or untrusted peer processes.

For ligh-assurance environments such as national digital
identity platforms, this property is non-negotiable, aligning
directly with govemment-mandated security baselines and
zero-trust architectore principles.

F. Broader Implications and Future Work

This study provides a reference mmplementation for secure,
privacy-aware, and formally verified blockchain-based data
sharing. applicable across sectors. For instance:

+ Healthcare: can use the BSM to share encrypted
patient records among hospitals while proving
access authorization via ZKPs.

*  Academia: can facilitate federated identity and
credential verification without revealing full
records.

+  Government: can employ the architecture in cross-
border tax, passport, or voting systems where
accountability and selective disclosure are critical

Yet, several avenmes remain open for enhancement:

1. Multi-chain Intercperability: Future versions of
the BSM could support inter-chain logic (e.z.
Cosmos IBC or Pelkadot XCMP) to facilitate
cross-domain trust [31].

2. Post-quantum resilience: Cryptographic prinutives
may be replaced with lattice-based schemes or
STARKE-friendly constructs to futuwre-proof the
model [27].
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3. Compositional Verification: While ProVernf
ensuges protocol-level soundness, tools like
Tamarn or EasyCrypt could be used to venfy
compositional privacy guarantees under realistic
adversarial coalitions.

4. Policy-Orented Smart Contracts: Using formal
comtract languages like DAML or Scilla could help
bridge the semantic gap between law and code
35].

The BSI!I:s]ardlitemuE directly addresses requirements
outlined in omltiple global and regional data protection
frameworks. Table 5 maps key regulatory provisions to the
features and mechanisms implemented in the BSM,
demonstrating compliance-readiness across junisdictions.

TABLE 3: EEGULATORY REQUIREMENTS WS, BSM
FEATURES
Eey Requirement BSM Feature{s)
Addressing
Requirement
GDPE. (ELI) Lawful Thaziz for | CCaaS rolebased &
processing, comsent | consent-driven policies;
ILANE FEmEnt ZEP consent proofs
HIFA A (US) Safeguards for | SGX enclave
Protactad Health | processing; AES-2356-
Information (PHI) M encryprion
AT Coovention on Diata localizafion, | IPF% with jurisdiction-
Cyber Secunity and cross-border fransfer | specific node
Persomal Diata controls EOVEIMANCE
Protection
POPIA (South Afca | Diata subject rights, Cm-chain event logs:
breach notfication CCaaS-miggered alerts
OECD Privacy Purpose limitation, Ciff-chain storage in
Guidslines data minimization IPF5; on-chain hash
anchaoring

G Practical Deployment Scenarios

The deployment of the Blockchain-Based Security Model
(BSM) requires careful orchestration of its components—
Chaincode-as-a-Service (CCaaS), Intel 5GX enclaves, IPFS
off-chain storage, and optional Zero-Enowledge Proofs
(ZKPs}—within domain-specific infrastructures. This section
presents three representative operational blueprints for
deploying the BSM in healthcare. e-government and cross-
border academic collaboration contexts.

1) Healthcare Record Exchange — Deplovment Steps

1. Onboarding and Identity Setup: Hospitals, clinics, and
research cenfres register on the permissioned
blockehain network with unique erganizational digital
certificates.

2. Access Policy Confignration: CCaaS smart contracts
are installed to define patient consent rules, role-based
permissions, and emergency ovetride protocols.

3. Secwe Computation Environment: SGX enclaves are
deployed at data processing nodes to perform
decryption and data analytics while preventing
lealzage to the host OS.

4. Off-chain Data Handbing: Encrypted medical records
are stored m local or consortium IPFS nodes; CIDs are
anchored to the blockehain ledger.

5. Compliance Auditing: Optional ZKPs are generated to
prove that access requests adhered to consent rules
without revealing patient 1dentities.

2) E-Government Services — Deployment Steps

1. Consortium Formation: Relevant government
agencies (land registry, licensing, tax authority) are
onboarded with assigned peer nodes and endorsement
policies.

2. Process-Specific  Chaincode: CCaaS contracts
mplement workflows such as title transfers, hicense
renewals, of tax clearances, with access tied to official
roles.

3. Data Security Layer: SGX enclaves protect high-
sensitivity processes, such as generating or updating
identity records.

4. Public Record Publishing: Non-sensitive documents
are stored in public [PFS nodes, while sensitive
records remain encrypted in private [PFS clusters.

5. Selective Discloswe: ZKPs provide proof of
eligibility or compliance (e gz, age verification for
benefits) without revealing fill citizen records.

3) Cross-Border Academic Collaboration — Deployment Steps

1. Consortinm Agreement: Partner universities and
research institutions establish governance mles for
node operation and policy updates.

2. Collaborative Access Rules: CCaaS enforces mmlti-
mstitntional data access policies that reflect both
comtractual agreements and jurisdictional regulations.

3. Confidential Data Processing: SGX enclaves enable
joint computation over sensitive datasets (e.g.
medical imaging. genonue research) without exposing
raw data to all participants.

4. Distributed Dataset Management: IPFS stores large
datasets (up to terabytes) with version-controlled CIDs
linked to research project IDs on the blockchain.

5. Protocol Compliance Verification: ZKPs demonstrate
adherence to data-use agreements without exposing

proprietary research inputs.
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TABLE 6: SECURITY REQUIREMENT MAPPING FOR DEPLOYMENT
SCEMARIOS

Bequirement | Healthcar | E- Cross- Supporting
[3 Governmen | Border BSM
t Academi | Component
a 5
Confidentalit | ./ 4 4 SG3, AES-
v 256-GCM
EncTypiion
IntegTity "y o S Blockchain
ledgzer
immuntahility
. CCaal
Authorization | ./ < o+ CCza%
& Access role atiribute
Conirel policies
Anditability S S i On-chain
logs, [FF:
hash
tracking
Compliance - " o CCaa%
with policy
Turizdictonal sCTipting,
Enles ZEF proofs
Verifisble 4 4 4
Dletion
IPFS  kay
TEVOCAtion
Scalabilicy 4 4 4
IPFS
distmibuted
starage

G Trade-off Analysis

While each module in the proposed BSM contnbutes fo
overall security and comphance, thewr performance
characteristics and operational risks vary. A more granular view
of these trade-offs helps practitioners decide which components
to enable based on specific application prionties. For example,
IPFS offers high scalability but infroduces retrieval latency that
may affect real-time use cases. SGX enclaves provide strong
confidentiality but rely on hardware trust and susceptible to
side-channel attacks if not patched. Similarly. the ZKP layer
delivers unmatched privacy-preserving verifiability but at the
cost of computational speed and energy consumption.

Table 5 summarizes these trade-offs, mapping measured
performance metrics against security benefits and compliance
considerations for each core module.

TABLE 7. SECURITY-PERFORMANCE TRADE-OFFS ACROS5 BSM
MODULES

Module | Latency Eey Benefit Main Limitation
{ms)

CiCazs 51-68 Low-latency, modular | Dependent on secums
access conirol APT sovernance

SGIE -45 Hardware-isolated Side-channel msk if
confidential unpatched
processing

IPFS ~112 Scalable, venfiable | Higher retrieval latency
off~chain siorage

IEP ~122 Smong privacy- | Computagonally
preserving Imtensive
venfication

VI CONCLUSION

This study presented a formally verified Blockchain-Based
Security Model (BSM) foe secure persomal data sharing,
integrating Chaincode-as-a-Service (CCaaS), Imtel SGX
enclaves, IPFS offchain storage, and optional Zero-
Enowledge Proofs (ZKPs). Using the Dolev—Yao model and
ProVerif, we demonstrated that the BSM satisfies core security
properties,  confidentiality. mteprity,  authentication
authorization, and auditability, under symbolic adversarial
conditions.

From a performance perspective, the model mamntained
low-latency execution in CCaaS and SGX modules while
offering flexible privacy enhancements through ZEPs.
Comparative analysis with state-of-the-art  frameworks
confirmed the novelty of combining modular chaincode
execution, enclave-backed computation. decentralized storage,
and formal verification into a deployable architecture.

The work’s primary comtributions lie in (1) delivering
provable secwrity guaramtees for a mmlti-layer blockchain
architecture, (ii) aligning privacy-by-design principles with
global compliance requirements, and (itf) providing a testbed
deployment blueprint adaptable to nmltiple regulated domains.

Future research should explore:

1. Integrating post-quantum ecryptographic primitives

inte CCaal and ZKP lavers.

2. Expanding formal venfication to compositional
models using tools like Tamann

3. Implementing nmlti-chain interoperability to support
cross-domain trust frameworks.

By bridging theoretical assurances with practical deployability,
this work positions the BSM as a robust foundation for privacy-
preserving  digital ecosystems in healthcare, government,
academia and beyond.
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Abseract— Artificial mtelligence (A} refers to computational
systems capable of simulating buman cognittve functions such as
learming, reasoning, and decision-making. Blockchain, on the other
hand, offers a decentralized and tamper resistant ledzer for secure,
transparent data  exchange. While each techneolegy brnzs
transformative potential, thew independent use reveals entical
limitations: Al systems often lack transparency and fanmess, while
blockchain networks struggle with ngdity, high energy consumption
apd scalability issues. Existing integration attempts fall short in
addressing these shortcomungs helistically, particularly 1o adaptng to
changing environments, embedding ethical safegumards, and
mantaining cperational efficiency. This paper adepts a Design
Science Research methodeology to develop AdaptChain, 2 umfied
framework that supports the adaptve. ethiczl and efficient
convergence of Al and blockchain. Through a synthesis of cwrent
limitations and emerging solutions, we propeose a concepiual model
that enables researchers and practibioners fo respensibly deploy Al-
blockchain systems across dynamic, high-stakes domains. AdaptChain
promotes trust, accountability, and transparency by combmmmg
modular AT components, ethical governancs mechanisms, and sealable
blockchain protocols. The framework ultimately lays the zroundwork
for robust socio-technical infrastructures capable of evolving wath
regulatery, technical, and ethucal demands.

Keywords—  artificial
adaptibility, ethics, efficiency

intelligence, blockchain  integration,

I INTRODUCTION

Artificial Intelligence (AT) has emerged as a cornerstone of
modern computational systems, enabling machines to mimic
hmman cognitive finctons such as learning, reasoming,
problem-solving, and language comprehension [4]. These
capabilities are increasingly cntical i domains where
automation real-time decision-maling and data-driven insights
are essential, ranging from healthcare diagnostics to financial
forecasting. Parallel to these developments. blockchain
technology has redefined how data 15 stored, verified. and shared
by offering a decentralized. transparent and tamper-resistant
ledger system underpinned by cryptographic techniques [1].

The convergence of Al and blockchain holds the potential to
redefine digital ecosystems by combining Al's adaptive
intelligence with blockchain’s integrity and anditability. AT can
be employed to analyze large volumes of blockchain data for

pattern recogmition, fraud detection. and predictive analytics.
while blockchain can ensure the traceability and accountability
of Al decisions through immutable logging and decentralized
validation [5], [9]. This synergy is especially promising in high-
stakes sectors such as supply chain management, digital identity
verification, and smart healthcare, where the need for
trustworthy, avtonomeus, and explainable systems is rapidly
growing [12].

However, the mtegration, of Al and blockchain is not
without challenges. Several studies highlight foundational
limitations that undermine practical deployment [26]. [27].
Despite the promising potential of Al and blockchain
convergence, existing integration approaches fall shert in
addressing the demands of real-world systems. Many are limited
by static architectures that canmot accommmodate dynamic AT
workloads or adapt to regulatory shufts in real time [28]. Others
lack embedded mechanizms for enforcing ethical decision-
making or offer insufficient transparency for compliance [29].
AdaptCham 15 motrvated by the need for a umified. modular
framewerk that not only brings together AT and blockchain but
also resolves these systematic issues through adaptive learning,
decentralized govemance, and practical engineering design. Cur
evaluation demonstrates that this approach welds measurable
benefits in latency reduction faimess, energy efficiency, and
cross-platform compatibility, offering a significant advantage
over prior models that prionitize one dimension (e.g.. scalability)
at the expense of others like ethics or adaptability. Cne
significant concern is architectural rigidity. most blockchain
protocols, such as Proof-of-Werk (PoW), are inherently static
and lack the flexibility required by Al systems that rely on
dynamic learning and feedback loops [22]. Research shows that
federated leaming frameworks combined with blockchain [14]
often expenence performance bottlenecks due to their inability
to adapt resource distribution in real time.

In parallel ethical concerns are amplified at the intersection
of these technologtes. Inmmmtable blockchan records can
inadvertently entrench biases within AT models, particularly in
sensitive domains like healthcare and finance.[10] demonstrated
that AT algorithms trained on unchangeable. biased datasets may
reinforce discriminatory patterns, while [21] raised legal
concerns about the opacity of Al decisions under data protection
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regulations such as the GDPE. Current systems generally lack
embedded mechanisms for auditing algonthmic fairness or
enabling the “nght to explanation ™

Efficiency is another pressing issue. Energy-intensive
consensus algorithms such as PoW are incompatible with
Al initiatives aimed at sustainable deplovment [13]. [25].
Additionally, latency issnes, such as Etheremm’s average 13-
second block confirmation time [2]. make it difficult to
implement Al solutions that depend on low-latency feedback
and high-throughput data streams. Even delegated Proof-of-
Stake (PoS) models, which improve throughput mnsk
cenfralizing control and undermining trust in decentralized
environments [23].

Against this backdrep, fhis paper infroduces AdaptChain a
uwnified framework developed uvsing the Design Science
Research (DSR) methodology. AdaptChain addresses three core
dimensions often overlooked in  existing frameworks:
adaptability. ethical governance, and operational efficiency. By
incorporating reinforcement learning for real-time adjustments.
decentralized autonomous orgamzations (DAOs) for ethucs
enforcement [3], and privacy-preserving Al components such as
federated learming [7], AdaptChain is designed to operate
effectively in complex. evolving enviromments.

This study contributes both theoretically and practically.
Theoretically, it proposes a modular architecture that advances
the state of research in socio-techmical system integration.
Practically, it demonstrates AdaptChain’s effectiveness through
simmilations and case studies across mmltiple domams, showing
measurable improvements in adaptability, faimess, energy
consumption, and latency reduction. These contributions mark a
sigmificant step toward bwlding responsible and resihent
intelligent systems capable of aligning with both engineering
performance benchmarks and emerging regulatory expectations.

I. RELATED WORK

A Adaptive Architectures

Recent work emphasizes modular blockchain designs with
pluggable Al compenents. [4] proposed reinforcement leaming-
driven smart contracts that awto-update based on nefwork
conditions, aligning with our focus on dynamic stability.
However, their sharding-based approach faces security risks
from uwneven shard govemnance [11]. Layer-2 solutions like
rollups [24] show pm:.mse for scalable Al inference but lack
cross-laver interoperability, a gap ow framework addresses
thrc:rugh adaptive APIs. Laver-2 solutions like rollups [24] show
promuse for scalable Al inference but lack cross-layer
interoperability, a gap our framework addresses through
adaptive APIs. [27] evalnated a federated learning-blockchain
hybrid voder real-world lead sinmlations, emphasizing the
importance of architecture modularity and latency control.

However, sharding-based systems remain wulnerable to
uneven shard governance, where malicious actors concentrate

power within specific shards, undermumng both secunty and
fairness [11].
B. Ethical Governance

Zero-kmowledge proofs (ZKPs) enable privacy-preserving
AT training on blockchain data [7], but they often neglect

contextual consent under regulations like the EUT AT Act. [6]
introduced "ethical oracles” for on-chain bias aundits, which
align with our wvision of embedded farmess mechanisms.
However, their approach remains untested m decentralized,
high-throughput environments, a challenge we tackle via DAO-
governed aundits [3].

C. Efficiency Optimization

Proof-of-Stake (PoS) and Directed Acyeclic Graphs (DAGs)
reduce energy use but struggle with Al's real time demands. [2]
proposed  quantum-resistant  blockchains to  future-proof
systems, resonating with our scalable trust pillar. However, their
wotk overlooks integration with energy-efficient Al hardware, a
gap we bridge throush nevromorphic computing synergies.

The integration of Al and bleckchain technologies promses
transformative synergies in fransparency, automation, and
security, vet faces critical challenges in adaptability, ethics, and
efficiency. Recent studies underscore the demand for adaptable
Al-Blockchamn frameworks that can perform under constrained
environments and evolving ethical requrements [26]. [28].
Foundational studies highlight systemic gaps, including static
blockehain architectures clashing with AT's dynamic learming
needs [22], [14] immmable records amplifiing algorithmic
biases [10]. and energy-intensive consensus protocols
conflicting with sustainable Al deployment [25]. While modular
designs [4] and ethical andits [6] propose partial sclutions,
limitations persist, such as securty risks in  adaptive
architectures, untested decentrahized governance models. and
latenc\--pmne systems. Emerging frends hke regulatory
sandboxes [15] and quanmum-resistant frameworks [8] offer
promuse but lack holistic integration. This underscores the need
for a vnified framework addressing dynamuc stability, ethical
embeddedness, and scalable tmst to bndge techmical
performance with governance imperatives. Table 1 below

provides a sunmary of related worke
TABLE 1. SUMMARY OF RELATED STUDIES
Theme Studies  Strengths Limitatiom
Foundational [17]. Highlizht Lack
Smrveys & [9] technical actionable
Challenzes synargies and  soludoms for
systemuc gaps  adapabilicy
{scalahility, and sthics.
EOVEImANCE).
Adaptability [22]. Expoze No dynamic
& [14] conflicts CONEENsNS O
Architectural between stadc  load-
Limitations blockchain: and  balancing
dynamic Al  mechsnisms
workloads. proposed.
Ethical [10], Link mmmutable No techmcal
Governance [21], records to bias  fixes for bias;
& [4] amplificadon; untested  in
Compliance propose ethical  decenmalized
udits. sertings.
Adaptive [4]. Modular Security rzks
Solutions & [19] blockchains in sharding;
Case Studies with Al-doven umresolved
COMPOLENTs; maodel drift
real-world
healthcare

implementation
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Efficiency, [18]. Address DeFi  Cenimalization
Security &[], vilnerabilities, rizks (ez.
Emerging [16], AN dalegated
Trends [31 mesistance, amd = Po¥);

regulatory umtested

zandboees. DAO

EOVEmance
[II. RESEARCHMETHODOLOGY
This smdy adopts the Design  Science Research

Methodology (DSEM) to develop and validate an adaptive,
ethical, and effective framework for integrating Al and
blockchain technologies. DSRM is chosen for its iterative,
problem-solving focus, aligning with the need to address real-
world gaps through artifact creation (the framework
AdaptChain) and evalvation Following established design
science procedures m applied seftings [26]. [30]. we stoctured
o framework development across six iterative phases. This
stody follows the six-phase Desipn Science Research
methodology as depicted in [26] and operationalized through a
modular architecture as depicted in Fig. 1. While the indivicual
methods employed, such as federated leaming. decentralized
autonomous crganizations (DAQOs), and reinforcement learning,
are established in literature, the novelty of AdaptChain lies in
thetr wnified. domain-agnostic integration mto a single modular
framework. Unlike prior studies that address issues like
scalability, ethics, or adaptability in isclation AdaptChain
concurently embeds adaptive learning. ethical oversight. and
efficient execution in a cohesive architecture. This orchestrated
design enables seamless operation across high-stakes
regulation-sensitive environments, setting it apart from prior
architectures that lack holistic coherence or domain
generalizability. Tims, the contribution is not in inventing new
algorithms, but in architecting a scalable and ethically-grounded
framework that demonstrates real-world applicability and
measurable improvements.
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Fig. 1. AdaptChain modular architechwe integrating AL
blockcham, and ethics layers.

suoIsiZap

THE DESIGN SCIENCE RESEARCH METHODOLOGY
A. Problem Identification and Motivation

Investigate existing frameworks integrating AT and
Blockchain Identify limitations (e.g. rigidity.
ethical blind spots. mefficiency).

Use hterature reviews, case studies. or surveys to

highlight gaps 1n adaptability. ethies. or

effectiveness.

Engage with developers. policymakers, ethicists.
and indnstry experts to understand practical
challenges (e.g., bias in Al transparency in
Blockchain regulatory hurdles).

Define the core problem. How can we design a
framework that ensures Al-Blockchain mtegration
15 adaptive to change, ethically robust. and effective
i real-world applications?

B. Define objectives and Regquirements

Develop a framework that dynamically adapts to
evolving data, regplations, and technological
advancements.

Embed ethical prmciples (eg., fawrness
transparency, accountability) into Al-Blockchain
workflows.

Ensure techmical effectiveness (e.g.. scalability.
secutity, interoperability).

Requirements:

o Adaptiveness: Mechanisms for real-time
leaming and adjustment (eg. self-
optimizing smart contracts).

o Ethics: Tools for bias detection audit
trailes. and compliance with regulations
(e.z.. GDPR).

o Effectiveness: Metrics for performance
(e.z., transaction speed, energy efficiency.
ACCUIACY).

C. Design and Development

Framework Architecture

o Propose a modular arclutechwe with
layers for AT (machine learning models).
Blockchain (consensus mechanisms), and
ethics (governance protocols).

o Example: Use Blockchain for imnmtable
andit trails of AT decisions. coupled with
Al agents that adjust consensus rules
based on ethical feedback
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Adaptive Mechanisms with Reinforcement Learning.
AdaptChain employs a Deep Q-Network (DQN)

reinforcement learning agent to adjust consensus parameters
dynamically. The state space capures transaction latency, block
propagation delay, throughput, and energy use, while the action
space mcludes safe adjustments to block size, leader election
interval, and comumttee size. The reward functiom balances
thronghput. latency, emergy. and fairness. To prevent forks,
updates are applied only at epoch boundaries through a two-
phase commut validated against safety invariants, ensuring
deterministic adoption across all nodes.

The RL are trained initially through offline sinmlations
using synthetic transaction leads to establish baseline policies.
Once deplctyed, they are updated via online reinforcement
learning, where rewards are contimously computed from live
performance metrics (throughput, latency, energy). To maintain
stability, parameter changes are rate-linmted and validated
aga.mst safery mvanants (e.g.. quorum threshholds, maximmm
block size). ensuring that no single update destabilizes the

ledger.

Ethical Components

AdaptChain employs a decentralized aggregator model for
federated learming, where model updates are combined across
participating nodes rather than sent to a central server, reducing
single-point-of-failure risks. To protect individual contributions,
differential privacy noise is applied before updates leave local
devices, and sensitive gradients are forther shielded wsing
lightweight homomorphic encryption during aggregation.

Blockehain 1s nused only to log encr}pted update conumitments
and model version hashes, ensunng transparency amd
anditability without exposing raw model parameters. This
design preserves both privacy and accountability while aligming
with GDPE. and similar regulatory requirements.

AdaptChain uses a DAQ mechanism to enforce ethical
oversight. Smart confracts monitor faimess metrics and trigger
andits when threshholds are violated. Stakeholders vote via on-
chain ballots, with quorum miles ensuring collective decisions.
Disputes are handled through a secondary comfract. and
outcomes directly affect Al models (e.g.g. pausing / retraining
biased models) and consensus mules (eg. penalizing non-
compliant validators). This ensures ethical compliance has
bndng, system-level impact rather than remaining adwvisory.

To guarantee impartiality in high-stales domains such as
healthcare and finance, the DAQ employs quadratic voting to
limt dominance by large stakeholders, while diverse
stakeholder categones (e.g., climcians regulators, patient
advecates in healthcare) nmst participate m decion-malang. All
votes and outcomes are logged on-cham for full transparency.
Fecognizing scalability challenges. AdaptChain imcorporates
batched voting amd la}-'er 2 rollups to reduce latency in high-
throughput environments, though large-scale validation of DAQ
effectivensss remains an open research direction.

D. Demonsiration and Evaluation

+  Prototype Development:

o Build a minimal viable product (l\fIVP} to
test core featwres (ez., a supply chamn
system where Al predicts demand. and
Blockchain tracks ethical sourcing).

#  Evaluation Criteria:

o Technical: Scalability (transactions per
second), security (resistance to attacks),
mteroperability {cross-platform
compatibility).

o Ethical: Fairness aundits, transparency of
decisions. stakeholder trust (via surveys).

o Adaptiveness:  Response time o
regulatory changes or system failures.

o Sumulations (e.g.. testng adaptability
under stress scenarios).

o Case stmdies with industry partners (e.g..

healthcare, finance).

o Comparatrve analysis against exsting
frameworks (e.g.. Hyperledger Fabric vs
our framework).

E. Communication and Iteration

« Publish resulis: Share findings i jowmals /
conferences.

s  Stakeholder Feedback: Host workshops with
developers and ethicists to refine our framework

s Iterate Design: Use feedback to improve
compenents (e.g., enhancing ethical governance
modules).

IVRESULTS

Our Design Science Fesearch (DSE) methodology yvielded
critical insights into the adaptive, ethical and efficient
mtegration of Al in blockcham technologies.

A. Adaptability
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Experimental Setup: Experiments ran on & Dockerized
blockchain nodes hosted on a server with an Intel Xeon 12-core
CPU. 64 GB RAM and a NVIDLA A100 GPU, connected via 1
Gbps LAN. Models used the UCT Credit Card dataset (fairness)
and a synthetic supply-chain dataset (adaptability). The
environment combined Hyperledger Fabric v235 with
TensorFlow-based RL modules. Metrics were captured using
Caliper (throughput), confirmation delay (latency). and Intel
FAPL (energy). The framework was evalated through a
combination of sinmlations, case studies, and expert reviews for
three core dimensions wiich are adaptability, ethics and
efficiency. Fig.2 presents the adaptability evaluation comparing
four frameworks: BlockAl AlChain, ChainML, and the
proposed The figure illustrates three metrics, daily
model updates, stakeholder approval tume, and cmss—plarfcrm

compatibility, highlighting AdaptChain’s superiority in all

_— F
A ﬁ
R F

o 20 4l B0 80 100 1m

B Cross-Platform Compatibility (%) @ Stakehol der Approval Time (howrs]

8 Model Update Frequency [perday)

Fig. 2 Comparative adaptability of Al-Blockchain

frameworks

The evaluation of frameworks for Al-Blockchain integration
revealed that our framework AdaptCham significantly
outperformed existing models (ChamMT., AlCham. BlockAT),
achieving superior adaptiveness (12 daly meodel updates).
ethical effictency (2-hour stakeholder approvals). and cross-
platform compatibility (98%). While ChainMT. and AIChain
showed moderate adaptability (48 wupdates'day) and
compatibility {73-85%), their slower approval times (68 hours)
posed ethical governance risks. BlockAl lagged critically across
all metrics (2 wupdates/day, 12-hour approvals, 60%
compatibility). ighlighting its madeguacy for dynamc. ethical
applications. These results validate the AdaptChain’s alignment
with adaptive learning, decentralized govemance, and
interoperability goals, positioning it as a robust solution for real-
world Al-Blockchain systems. Although the prototype was
tested in a supply chain context. the modnlar architecture allows
for easy adaptation to other high-stakes domains. In healtheare,
AdaptChain could manage patient consent dynanucally while
secunng Al diagnostics with immmutable andit trails. In finance,
it can support frand detection models with explainable Al and
automated compliance tracking. As shown in Fig 3. AdaptChain
consistently achieves higher throughput while consuming
significantly less energy than ChainML over a 24-howr evele.
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Fiz 3. Throughput and energy efficiency trends for AdaptChain
versus ChainMI.

These results indicate that AdaptChain not only accelerates
update cycles but also redoces governance delays, maling it
viable for regulatory-sensitive seftings where both speed and
anditability are critical.

B. Ethical Compliance

The evaluation of ethical criteria across Al-Blockchain
frameworks revealed that AdaptChain achieved the highest
faimess score (5/3). demonstrating robust equity in decision-
making processes, while ChamMI. scored moderately in
faimess (4/5) but critically lacked bias mnutigation (U 3).
indicating unresolved ethical nsks. AChain and BlockAl
showed incomplete data for transparency and accountability,
suggesting gaps in governance documentation or audiability.
These results underscore AdaptChain’s supenior alignment with
ethical principles tut highlight systemic shortcomings in bias
mitigation and transparency across frameworks. This is visually
illustrated in Fig. 4. which compares fairness, bias mitigation.
and transparency metrics across the evaluated frameworks. Our
findings align with those of [29], who emphasized ethics-aware
DAQ governance for Al systems, emphasizing the need for
mtegrated ethical safeguards i Al-Blockchain systems as
shown in Fig_ 4. below.

AdaptChain =————ChainhL = AlChain Elockay

Fai rmess

Bias Mitigation

Transparency

Accountability

Fig. 4. Ethical Compliance
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In practice, such fairness alignment is vital for domains like
healthcare diagnostics or loan approval, where even small biases
can have disproportionate social and legal consequences.

C. Efficiency & Scalability

Comparative analvsis of Al-Blockchain frameworks across
ethical critena revealed AdaptChain as the top performer in
fairness (score: 5/3). though it critically lacked bias mitigation
(score: V). ChainML demonstrated moderate faimess (4/5) and
stronser bias mitigation (4/3). but transparency and
accountability metrics were mcomplete. AIChain and BlockAl
showed limited faimess (0/5) and sparse data for other critenia.
highlichtine gaps in ethical sovermance. These resulis
emphasize in’s strengths in equitable outcomes but
underscore systemic deficiencies in bias management and
transparency across frameworks, necessitating holistic ethical
integration for trustworthy Al-Blockchain as shown in Table 2
below.

TABLE 2 EMERGY EFFICIENCY AND THROUGHPUT
COMPARTSON
Time AdaptChain  Chainhfl Emnergy Use Emnergy
(homrs) (TPS) (TPS) {AdaptChain  Use
EWh) {Chain}0,
EWh)

o 850 420 0.45 1.2

& 240 410 047 13

12 &70 400 043 14

18 800 380 0.44 15

The observed efficiency gains suggest that AdaptChain
could help reconcile blockchain security with sustainability
goals, an important step for organizations under pressure to
reduce energy waste.

D. Latency Reduction

The latency reduction analysis highlights AdaptChain as the
most efficient, achieving a median latency of 45 units (range: 30
-60), significantly outperforming existing frameworis.
ChainMI {median:140) and BlockAlI {median: 170) exhibited
the highest latencies, suggestmg limited optimization for real-
time applications. AIChain demonstrated moderate performance
(median: 100), but its maximum latency (120) remains nearly
double that of the Adapt. These results underscore AdaptChain’s
superior ability to minimise delays consistently, critical for time-
sensitive Al-Blockchain applications such as frand detection.
IoT automation). while emphasizing the need for architectural
refinements in competing models to bridge performance gaps.
The latency distribution i1s wvisualized m Fig. 5. showmng

AdaptChan’s lower median and tighter range cm.l:q:lamd to other
frameworks.

L2
(=]
“ +

AApEChan

AIChain
Framemork

ChainML Blockal

Fig_ 5. Latency comparison under Real-Time Test Conditions

This low latency profile is especially relevant for frand
detection and IoT antomation. where delayed respenses could
compromise security or safety.

E. Bias Mitigafion

While the framework embeds fairness anditing, the current
implementation does not yet include automated bias mitigation
techmicues such as adversarial debiasing or reweighting
methods. Future work: will explore integrating model-level bias
detection tools (e.g., IBM AI Faimess 360) and incorporating
real-time corrective  learning mechanisms. Cumrently, we
ackmowledge the absence of empirical validation for bias
reduction which remains a intation of the present prototype.

F. Use Case Applications in High-Stakes Domains

The A framework is designed to support high-
stakes domains where ethical compliance, system adaptability,
and cperational efficiency are paramount. In healthcare, for
example, Al models for diagnosis often operate under privacy
constraints and regulatory oversight (e.g.. HIPAA. GDPR).
AdaptChain enables federated learning of diagnostic models
while mamtaining invwmtable audit trails of access and decision
logic wvia blockchain  ensunng both data privacy and
accountability. In finance, AdaptChain supports fraud detection
madels that mmst adapt in real time to evelving threat pattems
while complving with regulatory mandates such as Basel ITT and
AMI. (Anti-Money Laundering) directives. The use of
predictive caching and ethical DAOs enswres fast respense
without comprising trust. In public governance, AdaptChain can
power ethically-aligned antomation in procurement and idenfity
venification, with decenfralised voting mechamsm {DAGS}
enswrng transparency and stakeholder accountability. These
scenarios underscore the framework’s practicality across sectors
that demand explamability, resilience, and legal compliance.
Table 2 below summanses the key challenges m each domain
and the corresponding Adapt(.‘ham solutions. While these
scenarios were sinmlated, they illustrate Adaptchain’s readiness
for pilot testing in opemtlonal environments, which is the next
step toward real-world adoption.
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While these case studies demonstrate AdaptChain’s domain
relevance, they remain sinmlation-based and do not yet capture
the full complexity of large-scale. real-world deployments.

TABLE I. DOMAIN MAPPING

Domain Challenge AdaptChain
Solution
Healthcare — Patient Federatad
DIIVACY, learning,
explainability.  blockchain
it logs.
Finance Beeal-time Beinforcement
frand learning,
detection, adaptive sman
complisnce. contracts.
Covernance  Transparent DAO-based
decision- ethics  vodng,
making, modular
accountability  complisnce
layer.

VIMPLEMENTATION CHAIT ENGES AND
MITIGATION STRATEGIES

Despite the promising results. several implementation
challenges emerged.

A. Latency in Real-Time Systems:

The cryptographic verification of AT outputs introduced 120-
150ms latency. We matigated this through predictive caching of
verification results [21]. Predictive caching involves
anticipating which verification results will be needed in the
futwre and pre-computing them While predictive caching
reduces latency by pre-computing verification results, it
introduces trade-offs. Security risks may arise if cached data
becomes stale or is tampered with To mitigate this, cached
outputs are periodically hash-validated against source models
and discarded after defined lifetimes to preserve accuracy and
trust. This reduces the time it takes to retrieve the results when
they are actually needed. thereby reducing latency [18]. To
avoid stale data, cached results are periodically hash-validated
against the source model, and updates are only commmtted at
epoch boundanes, ensuring consistency across nodes and
preventing consensus conflicts.

B. Regulatory Uncertainity

Differing jurisdictional stances on blockchain and Al posed
compliance risks. The frameworlk includes modular compliance
compenents that can be adapted regionally [13]. To support
regulatory scalability, the framework’s compliance module is
designed to plug i region-specific mlesets. For . it can
accommaodate GDPE. for the EU_, HIPAA in the U S, healthcare
systems, South Africa’s POPIA. Future work will formalise this
as a dynamic regulatory engine to ensure ongoing conformance.
The modular design of the compliance components allows them
to be easily modified or replaced to comply with the specific
regulations of different jurisdictions. This makes the framework
more flexible and adaptable to different legal environments.

Beyond compliance risks, the framework's real-world
efficacy will depend on its ability to adapt to shifting policies
and industry adoption barmers, which require firther empirical
validation through regulatory sandboxes and pilot programs.

C. Adoptive Barriers

Enterprises expressed concemns about transiioning from
legacy systems. Our phased adoption model demonstrated 40%%
faster integration times than "big bang" approaches [26]. A
phased adoption mode] involves gradually introducing the new
Al-blockchain system. starting with a small pilot project and
then expanding it to other parts of the organization This reduces
the risk and disruption associated with a complete system
ovethaul and allows organizations to learn and adapt as they go.

D. Security Threats and Mitigations

AdaptCham incorporates safeguards against commen
threats. For Al models, adversanal attack resilience is supported
through adversarial training and input sanitization modules. At
the blockchain layver. Sybil and 51% attacks are mitigated via
pemmissioned membership and  stake-weighted wvalidator
rotation. DAQ governance risks, such as governance capture, are
reduced throush gquadratic voting and capped influence per
stakeholder. Together, these measures ensure that AdaptChain
not enly optimizes adaptabality and ethics but also maintains
robust resilience against well-known attack vectors.

E. Trade-Offs in Scalability and Security

While AdaptChain demonstrates gains in scalability and
energy efficiency, these umprovements mvolve inherent trade-
offs. For example. quanmm resistant cryptography enhances
long-term security but increases computational overhead, which
may reduce throughput. Similarly, infegrating differential
privacy protects user data but can degrade model accuracy, and
DAO-based audits improve accountability but infroduce
governance latency. AdaptChain nutigates these effects through
modular design. allowing system operators to fune performance-
security-ethics balances according to domain needs.

F. Limits of AI-Blockchain Integratien

Despite AdaptChain’s improvernents. several inherent limits
remain  Integrating  blockchain  with Al introduces
computational overhead, as consensus protocols slow down
mode]l updates compared to centralized systems. Storage and
scalability constraints persist, since logging even hashed model
updates can inflate the ledger over time. Energy efficiency,
while improved. is still hmmted by the cost of distnbuted
validation. Moreover, Al models remain susceptible to bias
amplification if training data is flawed, and blockchain
mmmmtability can entrench such issues. Finally, interoperability
between heterogeneons blockchams and AT frameworks remains
an open challenge, constraining large-scale deployvment.

G. Practical Limits of CCAAS Integration

While CCASS offers modularity and flexibility, several
trade-offs linit its deployment at scale. First, the reliance on
REST or gRPC for chaincode execution introduces network
overhead, which may increase endorsement latency conxpared
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to m-peer execution. Second, contamner orchestration platforms
such as Docker and Kubemetes add operational complexity and
create a broader aftack swiace, inchuding nsks of container
escape or musconfiguration. Third, the separation of chaincode
from peer nodes can complicate state consistency, particularly
in  high-throughput  environments, requinng  careful
synchronization and endorsement policies.

From a governance perspective, CCAAS improves modular
updates but may also resulf m fragmented upgrade policies
across consortinm members. raising interoperability concerns.
Finally, wiile contamnerized deployment enhances resilience, 1t
also imposes resowrce overheads that may reduce efficiency in
resonrce-constrained settings. These limitations indicate that
CCAAS adoption requires carefol balancing of modularity.
security, and performance according to domain-specific
requirements.

VI THEORETICAL CONTEIBUTIONS

This research makes three key theoretical contributions to
the field:

o A TUnified Framework for Al-Blockehain
Integration: Chr framewoik bridges dynamic AT
and static blockchain via adaptive cryptography
[15], integrating them cohesively while addressing
inherent challenges.

s  FEthics-by-Design  Principles: Owr  framework
extends "privacy by design" to holistic ethics in
decentralized Al systems [20]. embedding
principles from the foundational stage rather than
retroactively.

VI CONCLUSIONS AND FUTURE WORK

Thus paper presented AdaptChain a modular framework for
mtegrating Al and blockchain technologies with a focus on
adaptability. ethical governance. and efficiency. Using a Design
Science PResearch approach. the framework combines
reinforcement learning, decentralized oversight, and scalable
architecture to address key limtations m existing models.
Empirical results show improvements in fairness, latency, and
energy use. While AdaptChain demonstrates adaptability and
efficiency, reinforcement leaming medels infroduce ongoing
challenges in training stability and secure deployment, which
require fiwther refinement. The results highlisht not emly
performance improvements but also trade-offs. such as the
tension between stronger cryptographic guarantees and overall
system efficiency, which require careful balancing
deplovment. A thorough evalvation in  operational
environments, including pilot deployments m healthcare and
finance, 15 still required to validate AdaptChain’s scalability.
resilience. and regulatory adaptability in practice.

Future work will explore real-world deployment wvia
regulatory  sandboxes, integration with  post-quanfum
cryptography, and intercperability across heterogeneous
platforms. Enhancing the ethical layer through nmlti-agent
stmmlations and extending the framework for edge computing

are also prommsing directions. The proposed framewoik is
particularly relevant for high-stakes domams where trust.
anditability, and rapid decision-making are critical. In healthcare
for example, AdaptChain could be wsed to validate Al-driven
diagnoses while preserving patient data privacy through
federated leaming and blockehain based access control. In
finance, it can enhance frand detection models while
maintaining transparent andit trails required for compliance.
Similarly, in smart govemnment systems, AdaptChain can
support ethically aligned automation in identity management.
procurement, and social services, ensuning accountability and
regulatory alisnment AdaptChain lavs the groundworl for
building resihent tmstworthy, and regulation-ready Al-
Blockchain systems.
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Paper 2: Adoption of New Technologies in Africa: Secure Personal Data Sharing, Tools,

Protocols and Frameworks.

Subject: Congratulations! Your Paper (ID: 35) for ICICT 2025 has been Accepted!

Dear Godwin Mandinyenya,

We are delighted to inform you that your submission, "Zdopticn of New Technologies in Africa: Secure Personal Data Sharing, Tools, Protocols and
Frameworks," has been accepted for publication and presentation at the International Conference in Information and Communication Technologies (ICICT

2025) . Congratulations!
The conference will be held at the Confucius Institute at The University of Zambia on August 28-25, 2025.

Every submission was reviewed and discussed extensively. We encourage you to carefully read the reviews and revise your paper to address any feedback or

concerns that were raised.
Important Next Steps:

-  Camera-Ready Submission: The final, camera-ready version of your paper MUST be submitted via CMT3 by August 22, 2025.
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Abstract— Secure personal data sharing has become integral o
Africa’s digital transformation fom 2018 to 2025, This review
examines the copfinent’s progress in adopting Self-Sovereimm
Identity (S5I) frameworks, enhancing cyber safery, and protecting
agzzinst dats viclations. Affican nations have piloted S5I
technologies, such as decentralized identifiers (DID:) and venfiable
credentisls, in natonal ID mitiatives snd imsnitarisn projects.
These efforts, often supported by bleckchain pladforms, empower
imdividuals to control their own data. Sinmltsneously, govemments
and organizations have adopted advanced cybemecunty sratemies,
imcluding encryption methods and privacy-preserving protocols like
zero-knowledge proofs and bomomorphic encypton, to protect
personal informaton Fegulatory progress has been notable, with
couniries implementing data protection laws, mchiding Nigeria®s
HDPE. (2019), Eenya's Data Protection Act (2019), and South
Africa’s POPIA (20200, along with the esmblishment of
enforcement suthorities. These measures aim to b data misuse
through fines and complisnce enforcement This paper analyses
technical implementations such as bleckchain identity systems,
crypiographic protocols, policy developments, stakeholder roles,
interoperability challenges, and the oubcomes of major projects.
While Aftics bas made sigmificant progress in developing secure
data shanne infrastoctores, challenges persist, particularly in
achieving inferoperability between platforms, strensthening
enforcement mechanicms, and fostering public tust in digital
systems. In conclusion, Affica’s jowrney towsard secure personal
data sharing is advancing throush innovation, collaboration, and
mproved governance. However, sustsined eforts ars required fo
mansifon Som pilot projects to scalable, mchisive, snd tosted
digital frameworks escentiz] for the contment’s digital sconomy.

Keywords:— Secure Persomal Data Sharing, Self-Soversizm
Identity, Blackchain Techmology, Data Protection Laws

I. INTRODUCTION

Afnea’s rapd dizttalization in recent vears has brought
unprecedented opportunities for economic growth, financial
melusion, and e-govermment services. As mobile connectivity
and internet access have expanded. so too has the collection
and use of personzl data m banking. healtheare, education, and
public services. This surge m data-doven mnevation has
elevated the mmportance of secure personal data shanng to
protect cibzens’ prvacy and safety onlme. However,
historically, many Afnicans lacked formal identification or
were wary of how their personal information mught be
musused ghlightmz a enitical need for trusted digatal identrty
systems and ngorous data protection measires. Between 2018

Godwin Mandinyenya
School of Computer Science and Information Systems
Vaal Campus, North-West University
Vanderbijlpark, South Africa
30040613 @myman.ac.za
OF.CID: (009-0001-7659-440

and 2025 Afiican natons have embarked on mmltiple
mrfatives to strengthen persomal data secwtty. A promument
trend is the exploration of Self-Soversign Identity (S5I) — 2
user-ceniic digital identity model that leverages crvptography
and decenfralized architechmes fo gn'emd.m.duaLgraalH
control over their identity data. 551 promuses to address long-
standing challenges of 1dentification m Afiica (where malhons
havenanfﬁ-:ial]]]}b} snabling digital D= that are portable,
mtaw—pcmmmg and not solely dependent on a central
auwthonty. In parallel, governments and prvate sector actors
have miensified cyber safety measures: developing national
cybersecunity statemes, promotng digizl byvgiene, and
deploving advanced encryption and prvacy technologies to
safeguard data. Equally mmportant, robust safeguards against
data violation have emerged in the form of pnew data protection
laws and regulations across the coptnent, creating legal
accountability for crgamizattons that collect and process
personal informzton [1].

Thi= paper provides a comprehensive systematic review of
how secure persomal data shanng technologies hawe been
adopted 1n Afiica from 2028 fo 2025, focusing on three
mterrelated domains which are; Se]me‘ﬂ'ELgn Identity
Frameworks, m’bﬂsemmtvandprnaw-pr&nmgmeams

andda‘l:{pmtectmn safeguards. It reviews Afiiea’s progress in
secure personal data shaning, focusing on blockchain 1dentity
platforms,  decentralised 1demtfiers, and  encryphon
technologies. It hiphlight= effechve policies, govensnce
medels, and the collaborative role of governments, tech
compamees, and cvil society m fostenng dimtal bust
However, challenzes like mteroperability, mfrastocture gaps,
and public trust stll hinder seamless and secure data shanng
across the continent. Fig 1 illnsirates the evolution of Afiriea’s
dizital ecosystem hishhghtins the rapid expansion of digital
services alongside Increasng regulatory attention to persomal
data protecton. The upward trend in both technolozy adoption
and legizlative enactments inderscores the contnent's
sifuation’s fransibon  from  policy fornmlation o
mmplementation, seting the confext for the secure parsonal
data sharing imahiztves exammed in this shady.
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Fiz. 1. Africa’s digital landscape (Sowrce: Author)
A. Research Gap

While prior studies have exanuned Africa’s progress in

ing digital identity systems and enacting data protection

laws, nmich of the existing literature remain fragmented, often

concentrating on single-c 7 case stodies or isolated

technological deployments [1]. [3]. [6]. Many works focus

primarily on policy or legal compliance aspects [2]. [3]. [4].

without integrating the technical implementation details, such

as encryption protocols, decentralized identifier (DID)

architectures. and consent management mechanisms, that are
critical for assessing real-world security and scalability.

Furthermore, comparative, continent-wide analyses that
merge, legal, technical, and governance dimensions into a
unified evaluation framework are limited. Existing regional
synthesis. such as those from ECOWAS [13] and the African
Union [9], highlight high-level policy harmomization geals but
lack protocol-level and architecture-level assessments that
would allow stakeholders to benchmark immplementations
across jurisdictions.

Additionally, very few works propose a technically
grounded, interoperability-focused model that is adaptable to
the diverse infrastructural, regulatory. and socic-economic
contexts found across African nations [14], [13], [19]. This
gap is particularly critical given the ongoing fragmentation of
identity ecosystems, inconsistent enforcement capacity, and
varying adoption of privacy-enhancing technologies such as
zero-knowledge proofs and homomeorphic encryption [7], [8].

This paper addresses these gaps by (1) condocting a
comparative, cross-regional synthesis of secure personal data
sharing imtiatives across Afnica between 2018-2023; (i)
integrating technical, legal and governance perspectives into
a single analytical framework; and (i) proposing a
continentally adaptable. interoperability-driven model for
secure personal data sharing that aligns with both global best
practices and African operational realities. The relationship
between policy. user needs, legal requirements. and the core
components of blockchain-backed selfsovereizn identity
(S5I) systems, and how these interact to produce practical

outcomes such as interoperability. privacy, trust, and adeption
rates is illustrated in Fig. 2.

B. Research Questions

To address the identified gaps, this study is gnided by the
following research questions:

+ RQ1: What secure persenal data sharing tools and
protocels have been deployed in African contexts?

« RO How do these techmologies infegrate legal
governance, and interoperability requirements?

» ROQ3: What  techmical  amchitectures or
implementation models have been proposed or
adopted?

« ROQ4: What performance, prvacy. and scalability
metrics have been reported in these deployments?

C. Original Contribution

This paper makes three key confributions to the ongoing
discowrse on secure personal data sharing in Africa.

First, it provides a comparative, nmiti-country synthesis
that goes bevond pelicy summaries to examine the technical
architechwres, cryptographic protocols, and govemnance
models nsed in actual deployments. drawimng from mitiatives
such as the Kiva Protocol in Sierra Leone [5], DIGID in Kenya
and Uganda [6], and Nigenia’s homomorphic encryption pilots

8]

Second, it introduces a unified analytical framework that
mtegrates legal, technical and institutional dimensions,
enabling stakeholders to assess matarity levels and identify
mteroperability bottlenscks. Unlike prior work [2], [3]. [9]
this approach merges protocol-level details, such as DID
management. wverifiable credential standards [16]. and
encryption technicues, with regulatory enforcement trends,
providing a holistic view of adoption readiness.

Third, the paper proposes a continentally adaptable,
mteroperability focused model designed to be implementable
across varying infrastructral and regulatory environments.
This model emphasizes privacy-by-design principles. regional
policy harmomzation. and technical scalability, aligning with
African Umion interoperability objectives [9]. [19] while
remamning  sensitive  to  country-specific  operational
constraints.

By combining comparative regional amalysis with a
technically grounded framework the study not only
documents Africa’s progress but also offers practical
actionable guidance for governments, developers. and
regulators seeking to advance secure, privacy-preserving data
sharing ecosystems.

. LITERATURE FEVIEW

A. Theoretical Foundafions

The adoption and infegration of secure persomal data
sharing systems in Africa can be better understood when
examined through established theoretical models and peer-
reviewed gesearch The Technology Acceptance Model
(TAM) and the Unified Theory of Acceptance and Use of
Technology (UTAUT) provide robust frameworks user
acceptance of emerging technologies in varying socio-
econopuc  contexts. TAM. in  partienlar, emphasizes
percerved usefulness and perceived ease of use as predictors
of technology adeption [21]. while UTAUT extends this
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model by incorporating factors such as social influence and
facilitating conditions [22]. These models have been
successfilly applied to African contexts, demonstrating their
relevance in explaining adoption patterns of digital systems
such as self-sovereign identity (S5I) platforms [23].

Another relevant framework is Diffosion of Innovations
Theory, which offers a lens to interpret how secure digital
identity imitiatives move from pilot stages to widespread
adoption, influenced by change agents, commumnication
channels, and percerved wnovation attmbutes [24] Ths
perspective is particularly valnable when assessing the varied
uptake of S5I solutions across African regions, where policy
drivers, donor-funded pilots, and private sector initiatives
coexist. Complementing this is the Socio-Technical Systems
Theory, which emphasizes the mterdependence between
techmical components, such as cryptographic protocols and
blockchain architectures, and the organizational. legal and
cultural environments in which they operate [25]. This theory
supports the integrated amalysis of governance, legal
frameworks, and technical infrastructure that is essential for
bulding scalable, trusted data-sharing ecosystems.

Peer-reviewed SSI literamre provides a strong academic
basis for situating Africa’s adoption efforts within a global
discourse. Miihle et al. present a foundational survey of SSI
architectures, clarifyving the roles of idemfifier registnes,
claim regstries, and venfiable credenfials m decentralised
identity systems [26]. Schardong and Custodio offer a
systematic mapping of SS5I research identifying both
techmical advances and gaps in governance integration [27].
Emil et al. provide a comprehensive “systematization of
kmowledge™ (S0K) on 351 trust models, evaluating the trade-
offs between decentralization. verifiability, and privacy [28].
Maicker et al investigate privacy challenges in SSI
deployments, providing emparical msights mto the technical
and pelicy barners encounterad in mstitvtional rollouts [29].
Fmally, Darnell and Sevilla propose a Pan-Afnican 351
framework, detailing the stages from biometric registration to
governance and PEI integration offering a directly
applicable model for Afiican digital identity strategies [30].

B. Thearetical and Conceptual Framework

Building on the theoretical models outlined above, this
study adopts ab mtegrated conceptual framewoerk linking
technology adoption theomes with socio-techmical systems
analysis to assess the deployment. governance, and outcomes
of secure personal data sharing in Africa. The frame work
recogmzes that adoption is shaped not only by percerved
usefulness and nsability. as emphasized by the Technology
Acceptance Model (TAM) and the Unified Theory of
Acceptance and Use of Technology (UTAUT), but also by
the innovation diffusion dynamics that determine the pace
and scope of regional adoption. From the socio-techmical
systems perspective, spccessfl deployment requires the
alignment of technological protocols (e.g. blockcham-based
55I). govemance mechanisms (e.g.. consent management
and interoperability policies), and institutional readiness.
This conceptual lens informs the subsequent analysis of SSI
mutiatives, cybersecunity strategies, and legal frameworks,
enabling the study to evaluate not just what has been
implemented, but also how these elements interact to enable
or hinder secure. inferoperable data sharing. The layered

architecture shown in Fig_ 2, the interaction between core S8I
components, such as decentralized identifiers, verifiable
credentials. and consent gateways, directly contributes to
measurable outcomes, including mmproved interoperability,
enhanced trust, and mcreased adoption rates. This systems
view highlights the casual pathways that underpin the
framework’'s applicability across diverse African confexts.

[ Drivers J

| Policy ][UserNeeds] Legal

: }
Core S5 Components ‘

Blockcham Credential = Verffication Ccnserrt
Layer lssuance Layer Gatewa,r;

1 o1 1
| Interoperabity| | Privacy | Trust | | Adoption |
[J‘ I i

Outcomes J

Fig. 2. Conceptual framework linking policy, user needs,
and legal requirements to core SSI compenents and practical
outcomes in secure personal data sharing systems.

C. Self-Sovereign Identity (551) Initiatives in Afiica

Self-Sovereign Identity (S5I) is transforming digital
identity management by giving individuals control over their
perscmal data through decentralized technologies like
blockchain, Decentralized Identifiers (DIDs). and Verifiable
Credentials. In Africa countries such as Sterra Leone and
Ethiopia have implemented S51 for national 1D systems and
academic records, while Immanitarian projects like DIGID
and Digital D for Refugees have used 551 to assist vulnerable
populations. These initiatives aim to improve privacy,
secunify, and mclusion by redocing reliance on central
autherities and empowering users with digital wallets and
verifiable credentials. Fig. 3 illustrates the core functional
components underpinmng SSI ecosystems m Affnican secure
persomal  data sharing  initiatives, including user
authentication. digital wallets. venfiable credentials. digital
registries, and blockehain /DLT infrastructure. This layered
view highlights how these techmical elements interoperate to
deliver secure, interoperable, and privacy-preserving identity
solutions, forming the backbone of the comparative analysis
m the results and discussion section
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Fig 3. 551 techmology stack nsed in African deployments

Despite these advancements, Africa faces challenges in
scaling 551 solutions. Infrastructure limitations. intermittent
mternet access, and the need for offlne verification remain
sigmificant barriers. Moreover, balancing  deceniralization
with government oversight. ensuring interoperability, and
building public trust are ongoing comcerns. Table 1
summarises major SSI projects implemented in Africa
between 2018 and 20255 Afiica's SSI projects provide
valuable insights into adapting digital identity frameworks to
local contexts, but long-term success will depend on strong
legal, regulatory, and mstitutional support. Fig 4 presents a
regional distribution of secure personal data sharing initiatives
across Africa, showing that West Africa leads with over 14
documented initiatives, followed by East Africa with 12,
MNorth Africa with 10, and Southern Afnca with 8. This
distribution wnderscores the nneven pace of adoption. where
ECOWAS-driven mteroperability frameworks and national
ID modernization programs in West Africa have spurred
higher implementation rates compared to Southern Africa
where fragmented policy aliznment and infrastructural
limtations have slowed progress.

Mumber of inklathes

West Alrica ot Ririca Sauthem Alrica Harth Brics

Fiz 4. 551 Initiatives in Africa (Sowrce: Author)

Table 1 sommarises kev natiomal and regiomal secure
personal data sharing across Africa, detailing the underlying
technologies and notable outcomes. The table illnstrates the
drversity of approaches, from bleckchain-enabled
humanitarian aid delivery in Kenya and Uganda to the use of
distributed ledger wverification logs im Nigema's NIN &
MobileID programume, highlighting both technical innovation
and context-specific implementation challenges.

TABLE 1. EEY SSIFROJECTS I AFRICA (2018-2025)

Country | Project Technology Iotable
Name Cnitcome
Siema Eiva Hyperledzer Filot
Leone Protocel Indy Aries succeedad
(MDIF) tuat
discontinued
due to
challengeas
Ethiopis | Atala Prsm | Candsno Gradual
Blockchain Tollowt for
M+
students
Eenya DIGID Tezos Enabled
Blockchain POvacy-
preserving
aid delivery
Ugzanda | Digiml ID | Blockchain & | Supported
for refuges Wallets CIypio-
based aid to
refugess
Migeria | NIN & | DLT for | Improved
MobileID werification ID secunty
logs and
South POPIA Legal + | Lsued fines,
Africa Enforcement | Cybermecurity | enhsmced
Mix compliance
oulfure

Do Cybersecurity Strategies and Privacy-FPreserving

Technologies

Alongside digital identity innovations, African countries
have prioritized s g cybersecurity and data privacy
from 2018 to 2025. Many ﬂ.aums including Nigeria and
South Africa, have lannched or wvpdated cybersecurity
strategies, focusing on capacity building. public awareness,
and technical protections like encryption. Despite ustorically
low public awareness of cyber nsks, intiatives from the
African Union and ECOWAS [13] have aimed to promote
digital hrygiene. Encryption has become a standard safeguard,
with data protection laws mandating its nse m sectors like
finance and government commumecations.

Advanced privacy-enhancing nechnolngms (PETs) [TI‘]
such as Zero-Knowledge Proofs (ZKPs) and
encryption are gradually bemng adopted, enabling sem.n‘edala
use without exposing personal information. especially in
financial services and education. Fig 5 presents an overview
of the ion trends of key privacy-preserving technologies
in Africa between 2018 and 2025. The data show a consistent
increase in adoption rates for all four technologies, with
encryption maintaining the highest uptake, followed by zero-
knowledge proofs, homomorphic encryption, and secure
mmitiparty computation. These trends indicate a growing
prionitisation of advanced cryptographic methods to address
securify and intercperabilify challenges in personal data
sharing intiatives.
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Efforts to improve national cybersecurity architectures are
also evolving, with concepts like Zero Trust Architecture
gaining traction in critical sectors. Real-world applications,
like Nigena's bleckchain-based student records encrypted wia
hemomorphic encrvption showease Africa’s capacity to
deploy cofting-edge privacy solutions. However, challenges
persist, including infrastructure limitations, skill shortages,
and balancmg state swveillance desires with mdividuoal
privacy rights. Incidents like South Afiica’s Department of
Justice ransomware attack in 2021 have highlighted the urgent
need for robust cybersecurity frameworks. Chverall, Africa is
progressively building a security-conscious digital ecosystem,
recogmzing that secure data shanng and digifal identity
systems require strong. sustainable cybersecurity foundations.

Table 2 summarises nabional cybersecunity strategies
adopted across Afiica between 2018 and 2025, highlighting
their key focus areas and measorable impacts. The data reveal
an increasing emyphasis on institutional capacity building (e.g.,
Nigena's CERT development in  2021), legislative
enforcement (e.g. South Africa’s first DOJ fine for a data
breach in 2020), and governance structures (e.g., Rwanda’s
2022 cyber resilience framework). These mitiatives reflect a
gradual but clear policy shift toward proactive data protection
and nfrastructure  security, aligning  with continental
interoperability and trust-building zoals.

TABLE I: CYBERSECURITY STRATEGIES IN AFRICA (2018-

2025)
Couniry | Year Eey Foms Tmpact
Cnatcome
MNigema | 20Z1 Capacity Fines &
Tilding, mcreased
CERTS, data
digital protection
hyziens complisnce
South 2020 Cybemnme First  mjor
Africa laws, DO fine for
nfrastructire | data breach
SECUny
Eenya 2020 Matipnal Active
cybersecurity | enforcement
smategy & | by ODBC &
impact
actions
Fwanda | 2022 Governance Smengthensd
smchires & | mstnrbonal
cyber capacity
resilience
Ghana 2020 Critical Mandstory
infrastructare | data
protection controller
TeEisTanon
Egypt 2020 Diata privacy, | Established
infrastructare | data
safemmuarding | protection
Lawr &
enforcement

C. Safeguards Against Data Viclation: Legal and Regulatory
Frameworks

Between 2018 and 2025, African nations have
significantly strengthened their data protection legal
frameworks, marling a pivotal shuft toward safeguarding
persenal privacy. Inspired by global trends like Europe’s
GDPE. and driven by local advocacy, this period has seen a
rapid adoption of privacy lemslation across the contnent.
Before 2018, only a few countries, such as South Africa,
Ghana, Morocco, and Twmsia, had comprehensive data
protection laws, often with delayed enforcement.

By 2024, approximately 63% of African countries (36 out
of 55) have enacted data protection laws, with others like
Ethiopia, Namibia. and Malawi finalizing legislation. This
swrge reflects a growing recognition of the importance of
persenal data protection m Afiica’s digital economy. The shift
underscores  how both global regulatory pressures and
domestic civil society efforts have catalyzed a continent-wide
commitment to prvacy nghts.

Some of the notable regulatory developments include:

# Migeria has played a leading role in advancing
data privacy regulations in West Africa, starting
with the Nigena Data Protection Fegulation
(NDFE) in 2019 [2]. Modeled on GDFR
principles. NDPE. established mles for lawful
data processing. consent, data minimization. and
secunty, wiile also introducing penalties for
breaches. Initially enforced by NITDA. the
regulation saw its first fines in 2021, such as the
10 mullion Naira penalty against SokoLoan for
prvacy violations mvolving unawthorized data
disclosure and harassment of borrowers.

« In 2023, Nigena strengthened itz legal
framework by enacting the Nigeria Data
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Protection Act. establishing an independent
regulator—the  Nigeria Data  Protection
Commission (NDPC). The NDPC has since
intensified enforcement, notably imposing a
2555.8 million fine in 2024 [7] on a major bank
for unlawfinl data processing via mobile apps and
cookies. This marked a shift from compliance
encouragement to Serious PMUIVE MEASDIes,
with fines proportionate to company revemnes,
signaling Nigeria's maturing approach to data
privacy enforcement.

Eenya's Data Protection Act (DPA) [3]. enacted
in Wovember 2019, established a GDPR-aligned
framework and created the Office of the Data
Protection Comnussioner (ODPC) as  the
regulator. The DPA mandates Data Protection
Impact Assessments (DPIAs) for high-risk data
activities, consent for sensitive data processing,
and controls on cross-border data transfers. A
landmark application of the law occured in 2021
when Kenya's High Cowrt halted the Huoduma
Namba digital D project until a proper DPIA
was conducted, affirming the DPA’s rele in
safegnarding citizens” privacy rights even
retrospectively.

Since then. Kenya’s ODPC has been proactive in
enforcing compliance. By late 2024, over 7.000
data controllers and processors were registered,
with 138 DPLAs reviewed. The ODPC has issned
mumercus enforcement and penalty notices,
though many cases are resolved through
mediation Kenya's focus on  preventive
compliance, coupled with its clear enforcement
powers, has pesitioned it as a leading example of
effective data protection govermnance in East
Africa.

Eenya's Data Protection Act (DPA), enacted in
November 2019, establizshed a comprehensive
privacy framework aligned with GDPR
principles and created the Office of the Data
Protection Commissioner (ODPC). The DPA
mandates Data Protection Impact Assessments
(DPLAs) for hiphnsk projects, consent for
sensitive data use and restrictions on cross-
border data transfers. A prvotal moment came in
2021 when Kenya's High Court halted the
Huduma Namba digital ID gollout. muling it
illezal until a proper DPIA was conducted,
thereby enforcing  privacy safeguards and
operationalizing constitutional privacy rights.

Since then the ODPC has actively driven
compliance efforts. By late 2024, over 7,000 data
controllers and processors were registered, and
138 DFIAs reviewed. The ODPC has 1ssued
mumerons enforcement and penalty notices, with
powers to fine up to 5 million Kenyan Shillings
or 1% of anmual turnover. Kenya's preventive
compliance approach, combined with active
oversight and enforcement. has made it a leading
example of effective data protection governance
in East Affica.

* South Africa’s Protection of Personal
Information Act (POPLA) [4]. passed in 2013 but
fully enforced from July 2021, established a
strong data protection framework with the
Information Regumlator as its  enforcement
authority. POPIA requires orgamizations to
safegnard personal data through appropriate
technical and organizational measures, including
mandatory breach notifications. A landmark
enforcement case occwred in 2023 when the
Information Regulator fined the Department of
Justice B5 mllion for fhiling to address
vulnerabilities that led to a ransomoware attack
highlighting gross negligence i basic
cybersecurity upkeep.

o This fine half of POPIA’s maxinmm penalty,
demonstrated the regulator’s commitment to
holding even government entities accountable,
emphasizing data protection as a umversal
obligation The Information Regulator has also

amvel}' pursued comp]wnce in the private sector,
engaging with major tech cnm]:lmnes on user data

handling. With the power to impose fines up to
F10 million and crinunal sanctions, POPLA
stands as ome of Africa’s most robust
enforcement regimes, setting a high standard for
data protection governance on the continent.

#  Bevond Nigeria, Kenva, and South Africa, many
African countries have advanced their data
protection frameworks between 2018 and 20235.
Ghana’s Data Protection Commission enforced
mandatory registration of data controllers and
publicly named non-compliant conpamies. West
African nations like Senegal and Ivory Coast
vpdated thewr data protection gmdelines and
increased funding for their regulatory authorities.
In North Africa, Egypt and Tunisia strengthened
therr provacy laws to meet  international
standards. while Bwanda and Uganda introduced
new privacy legislation. Even fragile states like
Somalia have begun drafting data protection bills
with international support.

¢ At the continental level the African Union’s
Malabo Convention on Cyber Secunty and
Personal Data Protection [9], mitially adopted i
2014, finally entered imto force in 2023 after
sufficient ratifications. While its direct impact
relies on mational implementation,  the
Convention provides a crucial baseline for
harmonizing data protection and cybersecusity
efforts across Afiica. By 2023, around 15 African
countries had ratified the Convention reflecting
a growing regional commutment to privacy and
data governance alignment.

Africa’s data protection efforts betwween 2018 and 2025
have focused on enforcing prrvacy laws through techmical
safeomards and institotional oversight. Eegulations now
require measures like encryption. access coatrol, breach
notifications, and Data Protection Impact Assessments
(DFIAs). Independent Data Protection Authorities (DPAs) in
countries such as MNigeria, Kenya, and South Africa have
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begun investigating complaints, issming fines, and raising
public awareness of data rights, though enforcement is still
developing.

Complementary laws on cybersecurity, cybercrime, and
data localization strengthen these protections. While
enforcement varies across countries, the existence of penalties
and comphance fequirements is promphing organizations to
improve privacy practices. As more cases set precedents and
public expectations grow, Africa’s data protection
frameworks are gradually becoming more effective, supported
by collaboration between regulators and advancements in
security practices. Table 3 presents an overview of key data
protection laws and enforcement actions across selected
African counfries, illustrating the vared maturity of
regulatory frameworks and compliance cultures. The data
show that enforcement is not merely symbolic, for example,
Migeria's 2023 Data Protection Act led to a 2¥555.8M fine
against a major bank while South Africa’s Information
Regulator mposed a FSM penalty for ransomware-related
negligence. Sumilarly, Kenya's Office of the Data Protection
Conwmissioner halted the Huduma Namba project for nen-
compliance. These examples demonstrate how legal
frameworks are mereasingly backed by tangible enforcement
actions, reinforcing the link between regulation and real-world
privacy outcomes.

TABLE 3: DATA PROTECTION LAWS & ENFORCEMENT IN AFRICA

Comntry | Law Enforement HNotsble
(Year) Body Action
Impact
Kigena | Data Migeria Data | Fined major
Protection | Protection bank
Act Commizsion H555.8M for
(2023) privacy
breaches
Eemya Diata Office of the | Huduma
Protection | Data Namba
Act Protection. project
(201%) Commissioner | paused for
compliance
South POERLA Informardion DOJ  fined
Africa (Enforced | Begulator BsM for
2021y [ENSOMRWATS-
related
neglizence
Ghanz Drata Diata Targeted
Protection | Protection enforcement
Act Commission notces
(2012) compliance
drives
Tumisia | Updated Mationzl Data | Issuesd
POFL Protection sanctions for
(2022) Authority non-
compliant
entities
Fwanda | Data Mational Early
Protection | Cyber enforcement
Law Semarity activities &
(2021) Antharity compliance
setp

III. METHODOLOGY

Thus study adopts a Sj;svenmli-: Literature Review (SLE)
methodology grounded in the guidelines established by
Eitchenham and Chapters [31], complemented by the

PRISMA 2020 framewerk [32] to ensure methedological
rigowr. transparency, and replicability. The objective was to
identify, evaluate, and synthesise research evidence on the
adoption of secure personal data sharing technologies, tools,
protocols, and frameworks within the African context. The
methodology comprised five sequential phases:

Protocol planning and scope definition.

Search and retrieval

Sereening and selection

Chality assessment, and

Data extraction and synthesis.

RN

A. Protocol Planning and Scope Definifion

A detailed review protocol was defined prior to the review
to minimise bias and ensure replicability. The protocol
melnded  predefined  research  gquestions (RQI-RQ4).
eligibility criteria, screening procedures, and thematic coding
strategies. A pilot screening exercise on a subset of ten papers
was conducted to calibrate reviewer alignment and refine
selection criferia.
Reasearch questions

« RO1: What secure personal data shanng teols and
protocols have been deployed in African contexts?

« RO How do these technologies integrate legal
governance, and interoperability requirements?

« EBOQ3: What technical architectures or
implementation models have been proposed or
adopted?

« RO4: What performance, privacy, and scalability
metrics have been reported in these deplovments?

B. Data Seurces and Search Strategy

The literature search was conducted across four reputable
academic databases and one mwitidisciplinary indexing
service incliding IEEE Xplore, ACM Digital Library,
SpringerLmk. ScienceDirect and Scopus.

The search string combined Boolean operators and
keywords relevant to the scope:

("secure personal data sharing” OR  "self-sovereign
identity” OF. "SSI")

AND ("Africa” OR "African countries')

AND ("privacy-preserving” OF "data protection” OR
"security protocoels™)

AND ("blockehain” OF. "distributed ledger technology”
OR."DLT")
AND (“intereperability” OF. "framework" OF. "architecture")

The search was limited to peer-reviewed publications and
credible technical reports from Jammary 2018 to July 2025,
written in English and directly relevant to secuse data shaning
within comtexts or with transferable implementation
relevance.

C. Inclusion and Exclusion Criteria
Inclusion criteria:
¢ Stodies describing secwe personal data sharing
systems, protocols, or frameworks applicable n
African contexts.
¢ Research integrating technical governance, amd
legal‘regulatory perspectives.
¢+ Empincal studies, architectural proposals, and
deployment frameworks.
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o Peerreviewed joumal arficles, conference
procesdings, and high-quality institutional white

papers.
Exclusion criteria:
¢ Stdies focusing exclusively on  non-African
deployments without contextual adaptation.
+  Works lacking technical or architectural depth (e.g..
opinicn pieces).
+ Duplicates, editorial notes. or non-English
publications.

D Study Selection and Sereening

The search initially retrieved 218 records. After removing
41 duplicates, 177 unique records remained. Title and abstract
screening reduced the pool to 52 papers for full-text review.
Following the application of inchision and exclustion critersa,
30 studies were retained for data extraction and synthesis. The
PRISMA flow diagram for study selection 1s presented in Fig.
6.
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Fig6. PRISMA flow diagram illustrating the study

selection process for the systematic review, including
database search. screening.  eligibilify assessment, and
inchsion of final stdies.

E. Quality Assessment
Each inchuded stody was assessed using the five-point
checklist adapted from Kitchenham’s quality assessment
criteria:
1. Clear research objectives and defined scope;
2. Appropriate and transparent methodology:
3. Technical or architectural contribution;
4. Empirical validation benchmarking. or deployment
evidence;
5. Relevance to at least one research question (RQ1-
RO

Each criterion was scored on a binary scale (0 = not met,
1 = met), with total possible scores ranging from 0 to 5. Only
studies with a score of = 3 wete mcluded in the synthesis
phase.

F. Data Extraction and Synthesis

A structored data extraction form was developed to
systematically record relevant information from each mnchaded
study. The extracted elements encompassed bibliographic
metadata such as awthor(s), year of publication title, and
veme; geographical coverage with emphasis on African
country focus; and the categorisation of tfechnologies.
including self-sovereizn identity (SSI) systems. blockchain
nfrastruchures, eneryption protocels, and consent gateway
mechamsms. Each stody  was  further analysed for
mmplementation architecture, detailing the protocol stack
constituent components, and intercperability mechanisms
employed. Reported performance and security metrics—such
as transaction speed, encryption overhead, andit frequency,
and incidence of security breaches, were also captured,
alongside governance and legal alipnment factors, including
compliance frameworks and audit mechanizms.

The collected data were thematically coded and mapped
against the fowr predefined research questions, enabling
structured synthesis. The resulting findings were organised
mto three overarching analytical domains: tools and protocols;
architectural models and interoperability; and performance
and governance aligmment. This synthesis integrated
cualitative thematic mapping with comparative tabulation
facilitating the identification of cross-stody patterns, trade-
offs, and critical gaps in current secure personal data sharing
deployments within the Afiican comtext.

IV. RESULTS AND ANALYSIS

In this section we synthesize the findings from the
literature info a cohesive analysis of how secure personal data
sharing techmologies have been adopted in Africa (2018
2023). We structure the results around key themes: the
deployment of tools and frameworls for secure data sharing
(especially digital identity  systems). the technical
architectures and protocols implemented, the comparative
effectiveness of policies across different countries,
stakeeholder  contributions, and  the  challenges of
mteroperability, infrastruchwre, and trust. We also highlight
notable cutcomes from major projects and regulatory actions,
providing a results-oriented perspective. Deployment of
Secure Data Sharing Tocls and Frameworks. The analysis
begins by alipning secure personal data shaning initiatives
with theoretical adoption constructs and enabling mechanisms
denived from the proposed mteroperability framework (Table
4). This mapping operationalizes the thecry-practice bridge
and contextualizes subsequent plarform—level descriptions
(Table 3).
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TABLE 4. MAPPING OF AFRICAN SECURE PERSONAL DATA
SHARING INITIATIVES

INITIATIVEPROIECT | ADOPTION TECHMICAL
CONSTRUCT | COMPONENT
Eenya MNatonal Dizital | Policy & | DIDs, PEI-
Tdantity Fagulatory backed
{(Hudurma Namba) Alignment suthentication:
Diata Protection
A
complisnce,
public
AWarEnass.
Migeria Digital ID4D Institntions] BBS+
Project Support & | Signamres,
Funding ComsEnt
EAlEWays,
World Bank
fimding, mula-
stakeholder.
South Africa’s Smart ID | Infrastmciore Smartcard
and elFov Semvices. Peadiness credential
lssuance &
verification;
Government
alGov portals.
Afnican Union Flagional Interoperabilicy
Diigital Identity Palicy protocols, st
Interoperability Hamonization | registies; AU
Framewark lezal
framewark
alignment.
ECOWAS eI Card | Cross-border Mutnal
System Mobility & | credential
Trust TeCognition,
biometrics;
ECOWAS PEI
infrastmcture.
Sierma Leone Innovation & | Blockchain
Blockchain Land Early land regsmy;
Regsry Pilot Adoption. Pilot finding,
technical
SXPETTse.

Across Africa a range of digital identity tools and
frameworks have been deploved to enable secure personal
data sharing. Traditional naticnal ID systems, like Nigeria's
NIN with MebileID and PET verification, are being enhanced
with secunity featwres and even experimenting with
decentralized technologies like Distributed Ledger
Technology (DLT). Open-sowrce platforms like MOSIP are
also being adopted by countries such as Niger and Morocco
for building secure, interoperable ID systems. These efforts
amm to modemize foundational ID infrastructures while
ensuring data privacy and cross-border compatibility. Table 3
summarises the major digital identity tools currently deployed
across Africa highlighting their peographical coverage,
primary objectives, and curent deployment status. The data
tlnstrate that while larze-scale, foundational ID systems such
as MOSIP in Niger and Morocco have reached scaled
deplovment, several innovative projects, like Kiva Protocol m
Sierra Leone and DIGID in KenyaUganda, remain in pilot
phases, with some discontinmed due to operational or
governance challenges. This vanation underscores the zneven
matwity levels of SSI initiatives across the continent and
potnts to the need for scalable, interoperable, and sustainable
models.

TABLE 5 SUMMARY OF EEY DIGITAL IDENTITY TOOLS IN
AFRICA

Tool | Counmies | Main Purpose Stams
Platform | / Begion
MOSIP Miger, Foundational Scaled
Morocco | ID systems &
interopershility
Kiva Sieraz Decentralized Pilot
Protocol Leone digital ID for | (Discontnwed)
financial
inchosion
DIGID Eenya, Humanitarian Pilot
Uganda aid  debwvery
nsing 551
Yoma Africa- Youth skills | Ongoing pilot
Focused verificadon &
ncentives
platform
NN & | Migeda Modermized Scaled
MobileID nafignzl ID
with SeCure
maobile access

At the zame time smaller-scale but imnovative S5
projects, such as Kiva's NDIP i Sierra Leone, DIGID in
KenyalUganda, and UNICEF's Yoma platform [12],
demenstrate  how  decentralized identities can enpower
mdividuals with greater control over their data. These projects
use blockchain technologies like Hyperledger Indy [17].
Tezos, and Etherenm to issue verifiable credentials stored in
digital wallets. Beyond identity, sector-specific imtiatives in
healthcare and research are piloting privacy-enhancing
technologies (PETs) like federated leamning and secure
mmltiparty computation to enable safe data shanng without
compronusing privacy. Though many are in early phases,
these projects showcase Afiica’s growing capacity fo adopt
advanced data secusity solutions. Across the 30 studies
analysed. 53% (p=16) implemented blockchain-based S5I
framewotks (e g, Hyperledger Indy, Tezos, Ethereum) [3],
[6]. [12]. while 30% (n=9%) adopted privacy-enhancing
technologies such as zero-knowledge proofs or homomorphic
encryption [7]. [8] The remaming 17% (0=3) relied on
traditional PEl-backed identity systems integrated with
modern consent gateways [15]. Comparative analysis
revealed that projects using BBS+ signatures in low-
bandwidth contexts achieved up to 35% faster credential
venfication tunes compared to W3C VO mmplementations in
sumilar environments [16], [17]. These adoption patferns
(ROL) suggest that while blockchain-backed 551 tools are
gaming traction their scalability is often constramned by
nfrastructire readiness and regulamry maturity (RQ2).
Projects in Kenya and Nigeria demonstrate that legal
alignment with GDPR-like frameworks accelerates adoption,
whereas pilots in resowrce-constrained regions stagnate
withowt institutional support (RQ3, ROQY). This algns with
Diffusion of Inmovations thecry, where the perceived
complexity of the technelogy moderates adoption rates [24].

A Technical Implementafion: Security Protocols and
Architectures

The practical implementations of the above tools are
underpinned by a range of security protocols and architectural
choices that priontize data security. We discuss some of the
key technical elements observed:
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Cryptography and Distributed Ledgers: Innovative
wdentity systems in Afnica heawily rely on
cryptography  for  secenty  and  privacy.
Decentralized Identifiers (DIDs) use public-private
key pawrs, with mdividuals controlling private keys
to verify identity ownership. Venfiable Credentials
employ digital siznatures and zero-knowledge proof
technigues, enabling selective disclosure of personal
attributes  without revealing umnecessary data.
Protocols like the W3C Verifiable Credentials
model [16], CL-Signatures, and BES+ signatures
are commonly used. as seen in projects like Sierra
Leone’s Kiva deployment. allowing users to
securely share specific data points while preserving
privacy.

Blockchain and Distributed Ledger Technologies
(DLTs) serve as the backbone for these identity
solutions, providing a secure, tamper-resistant frost
anchor. Public blockehains (e.g., Etherenm Tezos)
offer transparency and global replication, while
provate ledgers (e.g. Hyperledger Indy) provide
confrolled govermnance and scalability. In both cases,
blockchains store DIDs or credential hashes,
ensuring authenticity and revocation checls without
central databases. This decentralized architecture
minimizes single points of failure and safeguards
against unauthorized data mampulation through
cryptographic integrity and consensus mechanisms.
Encryption Technigques: Beyond digital identity,
encrypiion is a core component of secure data-
sharing systems m Africa Bepulations like South
Africa’s POPIA and Nigeria’s data protection
frameworks require encryption of personal data at
rest and in transit. This typically involves database
enciyption and the wse of TLS for secure
commumication. Advanced methods like fully
homemerphic encryption (FHE) have been piloted,
notably in Nigera's Cross River education project
[8]. where encrypted data 15 analysed without ever
bemng decrypted, ensunng strong protection even
during processing.

Additionally, techmiques such as tokenization and
ancnymization are used to enable secure data
sharing between orgamizations while protecting
mdividual privacy. Methods like hashing personal
identifiers with added salts allow datasets to be
recenciled without exposing sensitive mformation.
The African Umen's data policy frameworks
promote  these  privacy-by-design  approaches,
ensuring that data wsed for research or public
services remains protected and de-identified during
sharing processes.

Access Control and Consent Management: Secure
data sharing in Africa increasingly mvolves robust
access comtrol systems to ensure that only
authonized parties can access perscmal data for
legitimate purposes. Kenya's e-Citizen platform has
implemented a consent gateway [15] for services
accessing national ID data, requiring citizens to
actively approve each request through one-time
passwords, with all consent actions logged. This

approach aligns with legal consent requirements and
fosters public trust by ensuring transparency in data
nsage.

o In the private sector, banks and telecoms are
deploving  customer  identity  and  access
management (CTAM) solutions. giving users control
over who accesses their data. For instance, telecom
providers now allow subscribers to view and revoke
third-party access to their personal data, supporting
compliance with data protection laws that uphold
user rights to object to data processing. These
measures reflect a broader shift towards user-centric
data povernance in Afnca’s dipital services
landscape.

¢ Secunty Aundits and Certification” Aunditing of
security measures has become a critical aspect of
data protection enforcement in Africa. Kenva's
Office of the Data Protection Commmissioner
{ODPC) conducted 58 audits by 2024, focusing on
verifying technical controls like encrypticn and
access management. Simularly, Nigena's NDPR
mandates orgamzations to submit anmal data
protection audit reports through licensed Data
Protection Compliance Orpapizations (DPCOs),
enswing legal compliance in securify practices.

¢« Bevond regulatory audits, many organizations seek
imternational certifications such as ISO 27001 [18]
to showease their data security maturity. Some also
align with GDPR standards to meet global
reputational expectations. These audits and
certifications not only demonstrate complhiance but
also build trust with stakeholders by verifying robust
data protection measures are in place.

¢ Besults from mmplementation: The implementation
of security measures in Africa is beginning to show
positive results. Countries adhering to security
protocols report fewer large-scale data breaches,
while enforcement actions, such as Souwth Afiica’s
Department of Justice fine, have dnven
improvements in cybersecurity practices. These
enforcement  responses  themselves  lughlight
progress, as they prompt better compliance and
system upgrades.

¢ In digital identity pilots, benefits have inciuded
faster service delivery and improved wuser
convenience, as seen in Sierra Leome’s bank
verification processes. However, challenges remain,
particularly regarding user accessibility and the need
for adequate devices and support to manage digital
wallets. These experiences offer valuable lessons for
future improvements in usability and scalability.

C. Enhanced Techmical Architecture Protocols, and
Farformance Evaluation
{i} Refarence Architecture for 551 Deployment in Afiica

Fig. 7 illustrates a generic architecture for Self-Sovereign
Identity (SSI) deployment tailored to African confexts,
showing the interaction between blockchain mobile wallets,
consent gateways, and PKI mtepration. This confipuration
supports secwre credential issvance, wser-controlled consent
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management, and verifiable identity transactions across
heterogeneous infrastructure environments.

Blockchain

=

Mobile
Wallet

3 &,
PKI
Integration

&
Fig 7. Generic African SSI Deployment Architecture

="

The model integrates:

1. Blockchain Layer — implemented via permissioned
platforms such as Hyperledger Indy or Hyperledger
Aries for Decentralized Identifier (DID) registration
and credential anchering [17].

Mobile Wallet Layer — a citizen-facing application
for managing verifiable credentials and performing
selective disclosure wia Zero-EKnowledge Proofs

[16]

3. Consent Gateway — an API-driven service enabling
explicit vser consent logging for third-party data
access, as implemented in Kenya's e-Citizen
platform [15].

4. PEI Intepration — a Public Key Infrastructure for
secure  credential  issuance, revocation,  and
mteroperability with existing national 1D systems.

This lavered approach addresses both offline verification
needs in nuwal contexts and the necessity for compliance with
data protection regulations. such as POPLA m South Afiica

[4] and the NDPE. in Nigeria [2].

[

(i} Comparative Analysis of Credential Protocols

Table 6 presents a comparison of three credential
protocols frequently referenced in African SSI initiatives,
W3C Verifiable Credentials (VC)., Camenisch-Tysyanskaya
(CL) Signatures. and BBS+ Signatures, evalmated against
petformance, privacy guarantees, and implementation
feasibility in African infrastructure conditions.

TABLE §: COMPARTISON OF W3C V5, CL SIGNATURES AND BBS+
SIGNATURES

Protocol Privacy Performance Implementation
Features Considerations
{Africa)
W3C VO | Selective High  with | Wellsupported
[14] disclosure ISON-LD zlobally;
(ZEP ovarhead requires  stable
Support  via intemnet for
extensions) verification
CL- Strong Modezate, Effective  for
Siznanures | unlinkability, | higher offline  proof
mmlti- computstionsl | scensrios;
credential Cost. requires  moTe
proods. processing
power on
Mohile devices.
BBS+ Efficient High, Lowes
selective optimized for | bandwidd
disclosure, mobile. requirements;
short proofs. smitable for
low-
CONDECTIVITY
TEFiOns.

This comparison reviews that while W3C VCs offer
intercperability with global standards, BBS+ provide better
performance for low-bandwidth contexts commeon in rural
Afrnica, and CL-Signatures excel in privacy-crifical use cases
with limited connectivity.

{fii} Performance Metrics and Operational Qufcomes

Where available, empirical and repeorted metrics have
been integrated to evalvate operational effectiveness.

¢ Transaction speed: Hyperledger Indy deplovments,
such as Siema Leone’s Kiva Protocel pilet,
demonstrated sub-10 second credential issuance
under optimal conditions, though network latency in
rural nodes extended this to 20-25 seconds [5].

o Encryption Owerhead: Nigena's homemerphic
encryption pilot for educational data incurred an
average processing overhead of 18-25% compared
to  plainfext computation, but maintained
compliance with NDPR's “data miminnzation”™ and
“purpose limitation” principles [8].

¢ Andit Frequency: In Kenya, the Office of the Data
Protection Commmissioner (ODPC) conducted 58
audits 1 2024, identifying a 17% year-on-year
improvement in encryption policy compliance [3].

¢ Data Breach Incidents: South Africa’s POPLA
enforcement led to a decline in reported large-scale
data breaches within the public sector, with
incidents dropping from 14 in 2021 to 8 in 2024
following inereased compliance inspections [4].

By embedding architectural diagrams. comparative
protecol evaluations, and performance indicators, this
technical deepening not only contextalizes Africa’s progress
but alse offers practical benchmarks for policymakers,
system architects. and developers seeking to design scalable,
privacy-preserving identity solutions.

D. Policy Maturity and Regional Differences

The effectivensss of secure personal data sharing in
Africa largely depends on the maturity of each country’s
policies and institutional capacity. Our review geveals
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significant variation acress the continent. with some
countries having advanced. well-enforced frameworks, while
others are stll developing foundational policies. These
differences impact the consistency and success of secure data
sharing imitiatives, highlighting the need for tailored
approaches and capacity bulding in less mature regions.
Fig 8 presents a heat map comparing rezional differences m
data protection policy maturity and enforcement capacity
across Afnca. The wisualization highhghts significant
disparities, with Southemn Africa showing the highest
matrity scores, while Central Africa exhibits the lowest,
indicating  uneven  regulatory  development  and
implementation capacity actoss the continent.

ol

\West Alvica
East Africa
i.ﬁul.lln:ru Alrica

Lkl

Morth Africa

LEEY
Central Africa - 143 oI

=03
Policy Maturity Enforcement Capacity

Fig 8. African regional maturity Heat map (Source: Author).

West Africa: In West Africa, Nigeria and Ghana lead
in data protection policy maturity. Nigeria’s NDPR and 2023
Diata Protection Act established a dedicated commission and
sparked enforcement actions. though imitial business
compliance was slow until high-profile fines prompted
broader adherence. By 2023, Nigeria improved compliance
through awareness programs and accredited DPCOs. Ghana,
despite its early 2012 Act. lagged in enforcement until around
20182020, when it began issuing compliance notices and
suspending non-compliant data processors. Francophone
conntries like Senegal and Cote dTvoire have updated their
laws to align with GDPE. working within regional networks
to strengthen data governance.

Regional imtiatives such as the ECOWAS Data

Protection Act aim to harmomize standards across member
states, while programs like WURI push for identity
mteroperability. However. many smaller West Afiican
nations face resource constraints, limiting their capacity for
effective enforcement. Despite having legal frameworks.
these countries often struggle with funding and institutional
capacity, impacting their ability to folly implement and
oversee data protection measures.
East Africa: Kenya has emerged as a leader in data protection
and cybersecurity govemnance in East Africa. with its ODPC
[3] actively enforcing compliance and courts upholding
privacy rights, as seen in the Huduma Namba case [11].
Kenva's integration of privacy measures inte government
projects, such as digital driving licenses and farmer subsidy
proprams_has set a strong precedent. Neighbouning countries
are following smt: Uganda’s data protection office became
operaticnal by 2023, while Fwanda, Tanzania, and Ethiopia
passed new laws but are still developing their enforcement
capacities as of 2023,

Comparatively, Kenya's experience with controversial ICT
projects has heightened public awareness and driven stronger
privacy protections, a contrast to its neighbours. Bwanda and
Kenya both have established national cybersecurity agencies
and strategies, whereas other East African countries rely on
broader IT or law enforcement bodies. Mauntms, despite its
size. remains a data protection proneer in the region with
mandatory Data Protection Officers and an advanced
regulatory framework Owerall, East Afnica shows a varied
materity level, with Kenva and Mauritins leading in policy
and enforcement.

Southern Africa: South Africa stands out in Southern Africa
for its advanced privacy framework rooted in constifutional
rights and the early enactment of POPIA By 20235,
enforcement is gaining traction, with notable actions like the
Department of Justice fine and the Information Regulator's
confrontation with WhatsApp over prvacy policy
compliance. This reflects a high level of policy matunty. In
comtrast. neighbouring countries like Zambia, Zimbabwe,
Botswana, and Namibia have only recently passed or drafted
data protection laws, with enforcement capacities stll
developing and efforts focused on alipmng new laws with
existing sectoral regulations.

While Scuthern Africa has fewer SSI pilot projects compared
to other regions, countries like South Africa and Botswana
maintain robust naticnal ID systems that are gradually going
digital. Notably, Zimbabwe launched a blockchain-based
civil registration pilot i 2022 to address record fraud,
demonstrating how digital identity initiatives are evolving
with a focus on secunty. Owerall Southern Africa is
progressing. with South Africa leading in privacy governance
and neighbouring countries catching up in legislative and
technological reforms.

North Africa: North African countries adopted privacy laws
relatively early, influenced by close economuc and regulatory
ties with Europe. Meroceo's 2009 law and active Data
Protection Authority (CNDP) reflect this maturity, while
Tunisia has updated its legislation to align with GDFPR [10]
and is strengthening its DPA Egypt’s 2020 law marked
sigmificant progress, mtroducing strict consent requirements
and substantial fines, though enforcement 1s still developing
as instifutions are being established. However, broad security
laws in some countries may override privacy protections in
national security comtexts, posing challenges to robust
enforcement.

Public activism for data privacy in North Africa is less
pronounced compared to regions like Kenya or South Africa,
but international business pressures, particularly in
omtsourcing and fintech, drive adherence to global standards.
This corporate compliance raises internal privacy practices
despite linmted prassroots advocacy. Overall North Africa
shows policy maturity, but enforcement and public
engagement remain key areas for further development.

Cross-Cutting African Umion Imitiatives: The African
Union's Interoperability Framework for Digital ID, adopted
in 2023, marks a major step toward harmomizing digital
identity systems across the contiment The framework
outlines a phased approach: aligning legal and cybersecurity
standards, developing interoperable digital identity
credentials, and epabling mwmal recognition and remote
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authentication. Successfiul implementation could facilitate
secure cross-border data sharing, such as recognizing driver’s
licenses or health mnswrance, but requires participating
countries to meet strict security and privacy benchmarks.
Additionally, the African Continental Free Trade Area
(AfCFTA) agreement 13 dnving discussions on  data
protection and cross-border data flows, as trusted digital trade
depends on robust data governance. This pressure encourages
countries to adopt comprehensive data protection laws, mmch
like the EU's adequacy principle for international data
transfers. These regional imitiatives are catalysing policy
development and pushing African nations toward stronger
data privacy frameworks.

Stakeholder Roles: Policy materity in data protection across
Africa is not solely drven by governments; private sector
players and civil society organizations play a vital role. In
conntries like Nigeria and Kenya, active tech commmnities
and NGOs, such as Paradigm Initiative and CIPIT. have
advocated for stronger data governance, confributed to
drafting laws, and challenged poor data practices.
International collaborations, like Privacy International’s
wotk with local partners, have fiurther bolstered these efforts.
The governance of secure personal data sharing involves a
mmulti-stakeholder ecosystem comprising  governments.
regulators, international bodies, technology compames, and
civil soctety, each with distinet but independent roles
policy-making, compliance, and implementation as shown in
Fig 9.

DATA

GOVERNANCE

Intemational
Bodies

Fig 9. Stakeholder ecosystem for data governance in Africa:
(Source: Author).

The private sector also strengthens the data protection
ecosystem through industry coalitions, privacy tech startups.
and local chapters of professional bodies like the
International Association of Privacy Professionals (LAPP).
Figure & illustrates the stakeholder ecosystem involved in
data governance across Africa For example, Kenya’s ICT
sector developed a Code of Practice for data privacy m
telecommmuumications, demonstrating  proactive  industry
engagement. These collaborative efforts  help  dowve
compliance, raise awareness, and enhance the overall
matwrity of Africa’s data protection landscape.

Outcomes of Policy Implementation: In countries with high
policy maturity, clear outcomes are wisible: increased
registration of data controllers, more privacy impact
assessments, and greater business investiment in compliance.
Public trust is also improving. as seen in Kenya where
consumer awareness grew after the Huduma court case,
prompting companies to offer easier opt-outs and aveid
regulatory complants. Conversely, in conntries with weak or
new data laws, data mususe persists, with 13sues like the
unauthorized sale of phone numbers to spanuners remaining
COmMon.

Overall, while Africa’s regions started at different stages,
there 15 a clear trend toward recognizing data privacy as
essential. Countries with matwe frameworls are already
seeing benefits in citizen trust and business aliznment with
mtemnational standards. However, uneven policy maturity
poses risks, as weaker jurisdictions may become targets for
data exploitation This has driven harmonization efforts
across the confinent. ensuring that no country becomes a
vulnerable link in Afiica’s growing digital econonmy.

V INTEROPERAEILITY, INFRASTRUCTURE GAPS,
AND TEUS CHAILENGES

Despite progress, Afiica faces ongoing challenges in
achieving secuse and seamless personal data sharing
Interoperability remains linnted as digital ID systems often
operate in isolation. leading to mefficiencies and fragmented
efforts. Initiatives like the AU Interoperability Framework [9]
and Smart Africa’s guidelines [19] aim to address these gaps,
but technical legal and governance harmonization is still a
work in progress. FiglQ illustrates the proposed
mteroperability framework for digital identity systems in
Africa, integrating four interdependent domains: Technology
(e.g.. self-sovereign identity, privacy-preserving protocels).
Governance (e.g., regulatory compliance, oversight), Public
Trust (e.g., transparency, user comtrol), and Infrastmuctore
(e.g.. digital platforms. secure networks). The framework
emphasizes that sustainable interoperability requires balanced
advancement across these domains to address both technical
and socio-political adoption barners.

TECHNOLOGY P g

= Self-soverelgn [dertity
= Privacy-presenving protacals
= Encrypticn technologies

+ Ragulation & policies

+ Dita pratestion bws
= Onerdight & enfarcement

PUBLIC TRUST

= Transparency
= User contral

« Awareness & education h

Fig 10. Interoperability framework for digital identity in
Africa (Source: Author).

INFRASTRUCTURE

+ Digital idantity phtfarms
+ Secure data centers
* Metwark connectivity
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Infrastructure deficits, such as unreliable connectivity,
hmited cybersecurity mfrastructure, and vonderutilized PEI
systems, firther hinder secure data sharing. Compounding this
15 a shortage of skilled cybersecunty professionals, though
capacity-building efforts are underway through regional
training programs and international partnerships.

Trust is another critical challenge. Citizens’ scepticism,
fuelled by past data misuse and surveillance concerns. impacts
participation in digital initiatives. Building tmst requires
transparent enforcement of data protection laws, wvisible
accountability, and balanced secunty-privacy trade-offs.
Institutional trust 13 alse wvital for effective data sharing
between government agencies and private sector partners.
Positive trends include growing public discowrse on data
privacy and increased enforcement actions, which help boost
confidence.  However,  persistent  challenges in
mteroperability, mfrastructure, and trost highhight the need for
coordinated efforts acress policy, technology, and capacity
development.

The empirical evidence supports the socio-technical
systems perspective adopted in this study, showing that
successfil deplovments intesrate not only robust technical
protocels but also governance alignment and institufional
readiness. For instance, countries with mature data protection
enforcement (e.g.. South Afiica Kenva) exhibit lower breach
incidents (—43% from 2021-2024) and higher interoperability
readiness scores, echoing the TAM principle that perceived
trustworthiness inereases technology uptake [21], [23].

VIDISCUSSION

Africa’s jowrney toward secure personal data sharing from
2018 to 2025 geflects significant progress in techmology
adoption, legal frameworks, and instrifutional development.
Innovations like SSI pilots, advanced cryptographic schitions,
and expanding data protection laws illustrate Africa’s
proactive approach Hoewever, challenges remain in scaling
these efforts, ensuring consistent enforcement. and addressing
mfrastucture gaps. Interoperability between systems, hinuted
cybersecurtty capacity, and public trust deficits are critical
hurdles. Fegional imtiatives like the AUs mteroperability
framework and ACFTA-driven policy [13] harmonization are
promusing steps toward a cchesive, secure data-sharing
ecosystem. Fig 11 presents a conceptual model for Africa’s
secire persomal data sharing ecosystem, structored i three
progressive layers: Legal Hammomization (aligming data
protection laws and policies across jurisdictions), Technical
Standardization (establishing common protocels, security
frameworks, and interoperability standards), and Cross-
Border Mutual Recognition (enabling seamless verification
and acceptance of identities and credentials across Affican
states). This layered appreach ensures that both legal and

technical interoperability underpin sustainable, continent-
wide secure data sharing.

Legal Harmonization

Technical

Standardization

Cross-border
Mutual Recognition

Fig.11l. Conceptual model of secure personal data sharing
ecosystem in Africa.

Going forward, balancing innovation with privacy,
meclusion with security, and technology with cultural muances
will be essenhal Ensuring that secure data shanng
frameworks are accessible to all, supporting small businesses,
and integrating ethical considerations are keyto bwldmguusr

Emerging technologies like AT will reguire privacy-preserving
methods to safeguard personal data. Crucially, ongoing public
education and transparency from governments and
organizations will strengthen trust and user engagement. With
sustamned collaboration and focus, Africa can establish a
mﬂdelofsecmepefsmaldatashmiﬂgthatsewesboﬂ:
development and privacy needs, aligned with global best
practices but tailored to African realities. Table 7 summarises
the primary challenges impeding secure data sharng across
Africa, mapping each issue to corrent nutigation efforts and
proposed next steps. The challenges span interoperability
gaps, infrastructure hnutations, public tmst deficits, weak
regulatory  enforcement, and human resource shortages,
factors repeatedly cited in regional policy reviews and
technology adoption studies. The recommended next steps
emphasise standardisation, resilient [CT infrastructure, citizen
privacy literacy, cross-border cooperation and local talent
development, reflecting a mmlti-dimensional approach that
bridges policy, technology, and capacity-building priorities.
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TABLE 7: EEY CHAILTEMNGES & SOLUTIONS FOR SECURE DATA
SHARING

Challengze Current Efforts | Mext Steps
Fecommended
Interoperability | AU Standardisation
Gaps mteroperability | & API
framework development
acceleration
Infrastructure Investments in | Expand
limitation data centers & | resilient ICT
comectivity mfrastucture
across
countries
Public  Tmst | Awareness Promote
Deficit campaigns, transparency &
visible cifizen privacy
enforcement hteracy
Weak Buwldmg DPA | Cross-border
regulatory capacity  and | cooperaton &
enforcement regional resource
alFnment shanng models
Human Scholarships & | Develop local
Resource franimng cybersecurty
Shortage partnerships acadermes &
retain talent

VI PEACTICAL IMPLICATIONS

The findingz of thiz study hold several actionable
implications for policymakers, developers, and regulators
seeking to advance secure personal data sharing across Afiica.
A. Policy and Governance.

Policymakers can leverage the proposed interoperability-
focused framewerk fo harmonize national digital identity
imitiatives with regional and continental standards. such as the
Afiican Umon Interoperability Framework [9], [19] Ths
mvolves aligning legal definitions, consent requirements, and
security benchmarks to enable cross-border recognition of
credentials. By embedding privacy-by-design principles imnto
procurement and policy directives, governments can reduce
duplication of systems. mutigate vendor lock-mn. and ensure
that interoperability does not compromise privacy or security.
B. Technical Development and Deplayment

Swystemn architects and developers can integrate the
framewerk’s techmcal recommendations into the design of
SSI and distnbuted ledger technology (DLT) solutions. This
mchudes adopting credential protocols smited to local
infrastructore conditions, such as BBS+ sipnatwres for low-
bandwidth enviromments or CL-Signatores for offline
verification, and embedding consent gateways that comply
with regional data protection laws [2]. [3]. [4]. Developers
should also prioritize modular desions that allow future
imtegration of privacy-enhancing technologies (PETs) like
zero-knowledge proofs and homomorphic encrvption [7], [8]
without requiring a complete system overhanl.

C. Regulatory Oversight and Compliance

Data protection anthorities (DPAs) and sectoral regulators
can adapt the franmework to structure audits that assess both
legal compliance and technical robustness. This entails
moving bevond documentation checks to inchide protocol
verification. encryption testing. and sinnlated interoperabdlity
exercises. Regular publication of andit outcomes, sinilar to

Kenya’s ODPC andit reports [3]. can increase transparency,
build public trust, and create market incentives for
compliance. Moreover, the frameworl’s maturity assessment
approach can help regulators prioritize enforcement in sectors
or regions with the greatest security gaps.

D. Educational Integration

The proposed framework: and empirical findings offer nich
case material for academic cwmricnla in computer science,
information systems. and public policy programmes [5], [12].
Course modules can incorporate practical SSI deployment
examples, cryptographic protocel selection for diverse
nfrastructre confexts, and governance case studies from
Kenya and Nigenia, thereby preparning graduates with both the
technical and policy competencies needed to address Afiiea’s
digital trust challenges.

E. Societal and Public Policy Impact

By improving the interoperability, transparency, and
accountabihity of identity systems. the framework can enhance
access to public services, reduce frand in social welfare
programumes, and strengthen citizen trust in government
platforms [8], [16]. This has downstream effects on quality of
life, enabling more inchsive participation in  digital
econonies and supporting repional integration goals under the
African Continental Free Trade Area (AfCFTA) [19].

F. Research Implications

This study extends the socio-technical systems perspective
by showing how infrastructural readiness and regulatory
alipnment iteract to shape S5I adeption trajectories [6]. [24]
Future research should test the proposed intercperabality-
focused framework in omiti-country pilots, evaluate long-
term societal outcomes, and explore infegration with emerging
privacy-enhancing technologies such as secure mmiltiparty
computation and post-quantum cryptography [ 7]. [8].

By operationalizing these implications, stakeholders can
bridee  intercperability  divides, strengthen techmical
resilience. and build citizen trust, critical elements for scaling
secure personal data sharing across Africa in line with both
local realities and global best practices.

CONCLUSION

Between 2018 and 2025, Africa has made significant
progress toward secure, privacy-preserving persomal data
sharing. Innovations in selfsovereign identity (SSI),
cybersecunty stratezies. and widespread adoplmn of data
protection laws have laid the groundwork for a more secure
dipital ecosystem From Sterra Leone’s blockchain ID to
Nigeria’s homomorphic  encryption  projects, Afiican
countries are not only adopting but also shaping cutting-edge
solutions. Enforcement has strengthened, with fines and
compliance actions in Nigeria, Kenya, and South Afiica
building public trust. Regional efforts Like the AUs
Intercperability Framework and growing use of privacy-
enhancing  technelogies  fiwther underscore  Afiica’s
commmitment to data secuzity.

However, challenges remain m scaling these imitiatives,
ensuring interoperability, addressing infrastractre Zaps, and
building public trust across diverse conmtexts. Sustained
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investment in cybersecurity capacity, inclusive approaches to
digital identity. and ongoing public ensagement are essential
Multi-stakeholder collaboration has been a key success factor
and pmst continue to be mortored. Africa’s experience
demonstrates  that innowvation, when paired with robust
governance, can leapfrog systemic gaps and build secure data
ecosystems. Table 8 presents an impact matrix for key
emerging  technologies shaping Africa’s data  shanng
ecosystemy, including artificial intellizence (ATD), blockchain,
and privacy-enhancing technologies (PETs). For each
technology, the table maps notable benefits (eg, frand
detection, secuge ID verification. privacy preservation) against
prominent risks (e.g. bias, scalability issues, complexity) and
outlines targeted mitigation strategies adopted in Africa. This
synthesis provides a concise framework for understanding
how technological promise can be balanced with governance,
policy, and capacity-building measures in the African context.
TABLE 2: EMERGING TECHNOLOGIES DMPACT MATETY

Technolozy | Benefits Fisks Mitigation
in Affica
Al Antomation, | Bias, Ethical AT
fraud survelllance | policies,
detection, abusza, EOVEmanCe
better prvacy iraiming
SEIVICES breaches
Blockcham | Secure ID | Scalsbility, Enargy-
wvenfication, energy use, | efficient
decentralized | govemance | chains,
data control challenges regulatory
pilots
PETs Protects Complexity, | Training,
privacy low AWaATENess
while AWATSIESS, campaigms,
enabling data | resource AU
use (ZEPs, | demsnds frameworks
FHE)

The coming wyears will be eritical in transfornung
successfinl pilots into scalable, trusted platforms that support
inchusive growth and empower citizens with greater control
over their personal data.
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in Security Model (BSM) —

Implementatlon Playbook

Step by-step guideline for rolling out |

Plan & Governance

Environment & Network

Fabric Bootstrap

CCaa$s

Off-chain Storage

Confidential Compute

Privacy Proofs (ZKP)

Compliance

Data Migration

QA

UAT

Go-Live

Operate

Scope BSM; risk & threat model; ISO/TC 307 & GDPR;
roles & RACI; architecture baseline.

Provision infra (Docker/K8s); set up CA & MSPs; TLS;
secrets mgmt.

Bring up Orderers/Peers; channels; policies; chaincode
lifecycle.

Containerize chaincode; APl contracts; CI/CD; access logic.

IPFS cluster; pinning policy; CID integrity; Filecoin
optional.

SGX attestation; enclave sealing; key provisioning.
zk-SNARK/STARK/BBS+; circuits; verifier integration.
IAM » KMS/HSM = logging * DPIA = consent policies.
Audit & cleanse; hashing; bulk load; rollback & backups.
Unit/integration tests; performance; security tests.
Scenarios; consent flows; drills; training.

Cutover; dashboards; rollback criteria.

Monitoring; key rotation; patching; audits.

Charter = RACI
Architecture

* Threat model =

K8s manifests « CA/MSP configs «
Network diagram

Running Fabric * Channel & policy
docs

CCaaSs images = APl spec =
Pipelines

IPFS cluster = Pinset policy * Data
retention plan

Attestation report » Enclave
images = SOP

Params * Circuits = Verifier module

1AM matrix » KMS policy = DPIA
report

Cleansed datasets » Migration
scripts « DR plan

Test plan = Benchmark report =
Findings

UAT sign-off ® Playbooks  Training
pack

Cutover plan ® Dashboards #
Rollback checklist

SLA/SLOs » Post-mortems
Reviews

CIO, IT Architect,
Security Officer

DevOps Lead, Fabric
Admin

Fabric Admin, Platform
Engineer

Backend Dev, DevOps,
Security

Storage Engineer, Data
Steward

Security Engineer, TEE
Specialist

Crypto Engineer,
Backend Dev

Compliance Officer,
SecOps

Data Engineer, DBA

QA Lead, Perf Engineer
Product Owner, Trainers

Release Manager, SRE

SRE, SecOps, PMO
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1. Plan & Governance 4. CCaaS Deployment 7. Privacy Proofs (ZKP)

5. Off-chain Storage

(IPFS/Fllecoin) 8. QA / UAT

2. Environment Setup

3. Fabric Bootstrap 6. SGX/TEE Integration 9. Go-Live & Operate

3. Fabric Bootstrap

[ Plan [ Build [ Secure [ Validate [ Operate
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