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ABSTRACT 

The rapid growth of cloud computing has created significant risks of data misuse, breaches, 

and identity theft, as service providers have frequently acted as sole custodians of user data 

without adequate transparency or enforceable consent mechanisms. High-profile incidents 

involving organisations such as Yahoo, Adobe, and JP Morgan illustrated the limitations of 

centralised trust models. Although regulations such as the European Union’s General Data 

Protection Regulation (GDPR) imposed stricter controls on personal data processing, they also 

exposed tensions between confidentiality through encryption and broader requirements of 

accountability, auditability, and user rights. The aim of this study was to design and formally 

validate a Blockchain-Based Security Model (BSM) that enables secure, privacy-preserving, 

and regulation-aligned personal data sharing in decentralised environments.  

The model integrated a permissioned blockchain platform (Hyperledger Fabric) with 

Chaincode-as-a-Service (CCaaS), Intel SGX secure enclaves, InterPlanetary File System 

(IPFS) off-chain storage, and optional Zero-Knowledge Proofs (ZKPs). Methodologically, the 

study followed a Design Science Research approach grounded in a pragmatic research 

paradigm. The BSM was developed and evaluated through a combination of systematic 

literature review, architectural design, simulation-based performance benchmarking, and 

formal security verification. In line with standard Design Science Research theory, the artifact 

was justified using relevant kernel theories from cryptography, decentralised systems Design 

Theory (ISDT) to clarify constructs, design principles, and evaluation criteria.  

Formal validation was conducted using ProVerif under the Dolev-Yao adversary model, 

confirming that the BSM satisfied confidentiality, integrity, authentication, authorisation, and 

auditability requirements. Performance evaluations demonstrated sub-second access-control 

enforcement, verifiable deletion, and audit accuracy of 99.98%, while maintaining scalability 

and modularity. The results showed that the BSM effectively reconciled privacy with 

transparency, providing a compliance-ready framework aligned with GDPR, HIPAA, and 

regional data protection regulations. The study contributed a formally verified security 

architecture, a hybrid on-chain/off-chain storage strategy, a consent management mechanism, 

and deployment blueprints applicable to healthcare, finance, and government services, 

establishing a robust foundation for privacy-preserving digital ecosystems. 

Keywords: Blockchain Security, Personal Data Sharing, Hyperledger Fabric, Intel SGX, IPFS, 

Zero-Knowledge Proofs, GDPR Compliance. 
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CHAPTER 1 

INTRODUCTION 

1.1 BACKGROUND TO THE STUDY 

In today’s digital era characterised by the swift development of the internet and a vast number of 

online services, people have a set of varied and complex services running in the cloud instead of 

their computers (Shrestha et al., 2020). Most cloud computing systems provide data-sharing 

services that offer significant benefits to users. For example, Google Classroom, WhatsApp, 

Google Drive, and Dropbox among many other services that are used daily for creating, managing, 

and sharing personal data between users and services on the cloud. Considering the paradigm shift 

from local computer storage to cloud storage, people now create and store more data on the cloud 

rather than the hard drives of their local computers. Such personal data includes documents, 

photos, videos, events, and other forms of information. Many service providers have complete 

access to their customers’ personal data. It is unknown how and for what purposes this data is 

being used. Because of the scarcity of options for preventing personal data from being exposed, 

privacy is a prominent concern. Cloud-based platforms have recently made it easier to transfer 

data between various organisations, enabling a group of users to share data in all forms and work 

together effectively (Li et al., 2020). Studies evaluating blockchain-based Electronic Media 

Records (EMRs) architectures such as MedRec indicate that although decentralisation improves 

auditability, critical gaps persist in scalability, privacy management, and multi-institution 

interoperability (Azaria et al., 2016). Real-world e-government platforms such as Estonia’s X-

Road demonstrate how secure data-exchange infrastructures can be implemented at scale, while 

also exposing governance, interoperability, and operational challenges (Paide et al., 2018). 

Cloud computing substantially improves collaboration, performance and scalability by allowing 

users from various organisations to contribute to data in the cloud. Thus, compared to other 

methods, clouds make data sharing more practical and convenient. Lives are becoming more 

digital due to the development of the cloud computing model, wherein more data is produced, 

gathered and stored online. The accessibility of digital data, encompassing every facet of people's 

lives, has been directly linked to the growth of the data-driven economy. Currently, many 

businesses and corporations generate significant value by providing services effectively paid for 

with users’ personal data, demonstrating that personal data has become a core currency of the 

digital economy. This expanding model of data extraction and commodification has intensified 
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concerns about privacy, power asymmetries, and user control in platform-based environments 

(Zuboff, 2019; Couldry and Mejias, 2024).    

Several cases involving the misuse of personal information through cloud computing platforms, 

countless data breaches, and identity theft attest to these issues. The fundamental concern is that 

once data is in the custody of cloud service providers, they are expected to offer all security 

measures to ensure its privacy. Service providers become the sole controllers of users' data, 

allowing them to use it without the knowledge and consent of the true owners, the users. Several 

companies have developed new data-driven products or monetised their data by selling it to third 

parties. Clearly, many privacy and security breaches originate within cloud providers. For 

example, Yahoo, eBay, Adobe, and JP Morgan, are among the top data-breaching organisations in 

the 21st century (Zou et al., 2018).  

In some governments, protocols have been adopted to regulate issues that pertain to data privacy 

violations. A good example is the European Union’s new General Data Protection Regulation 

(GDPR). Early blockchain-based privacy architectures such as that of Zyskind et al. (2015) 

illustrate how decentralised approaches can support user-centric data control, verifiable access, 

and enhanced privacy guarantees. The GDPR imposed legal obligations on data controllers and 

processors to protect data subjects. Article 32 of the GDPR advocates encryption as an appropriate 

technical measure to ensure data confidentiality. In this regard, the confidentiality achieved 

through encryption can conflict with other data protection principles, such as transparency, 

accountability, and data subject access rights (European Parliament and Council, 2016).  

Blockchain technology has proved in the financial sector that transactions can be made transparent, 

secure, and auditable by utilising a decentralised network of peers supported by a public ledger. 

The core principles underlying these capabilities, including decentralised verification, 

immutability, and distributed trust, are well documented in foundational works on cryptocurrency 

technologies (Narayanan et al., 2020). Research on smart-city infrastructures further demonstrates 

that blockchain-driven data-sharing ecosystems face significant architectural and operational 

constraints, including latency, throughput, and cross-domain integration challenges (Xie et al., 

2019). 

 Extensive surveys of blockchain-based data sharing consistently highlighted architectural, 

consensus-related, and scalability challenges that must be addressed before such systems can 

support large-scale personal data exchange (Li et al., 2020). The role of the participating peers is 
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to support, maintain, and facilitate blockchain. The participants could be people working together 

anonymously to give computational power to a public network, or a permissioned consortium 

network in which diverse organisations provide it to an enterprise blockchain application. Each 

participant keeps an identical version of the ledger in their own environment and agrees on any 

changes to its status. This allows for the distribution of trust throughout the network without the 

requirement for a central intermediary (Buterin, 2017).  

To overcome the above challenges, the researcher proposed a solution to run an encryption-based 

access control program on permissioned blockchain using a smart contract. This proposal provided 

better privacy, performance and scalability. The model proposed transparent and decentralised 

evaluation of access control policies. Encrypted data should be stored by the data provider in a 

local storage unit. Once the users satisfy access control policies, they will be provided with the 

encrypted data. Using blockchain, the researcher intended to allow a data provider to locally 

enforce access control policies on data. A smart contract was used to evaluate access requests from 

users based on access control policies. Only authorised users were able to proceed to receive a 

subscription secret and the encrypted data from the data provider. Most of the communication 

currently involves either the transfer of private information or the transmission of a process to a 

third party in a different location. Furthermore, to accomplish this goal, a number of models and 

techniques have been developed to facilitate the safe and confidential exchange of data in 

distributed environments, such as a cloud environment.  

Thilakanathan et al. (2015) proposed a system in which a data provider (user) stores data items 

(for example, in an Excel file) in a cloud storage service (for example, Google Drive) to share it 

with data consumers like work colleagues. A common solution to data sharing and collaboration 

is to rely on the security solutions provided by the cloud service provider. However, the solution 

mechanisms provided by the cloud service provider may not be secure, which leads to cloud 

infrastructures being targets of cyber-attacks. The cloud service provider itself has access to the 

data since it has full control of the security keys and can easily connive with other parties to release 

the data; cloud service providers may therefore not be trusted. With the absence of an 

accountability mechanism, it is impossible to discover who accessed the data, how the data is being 

protected and how accurate the deployed access control mechanisms are. Using blockchain 

infrastructure, the researcher proposed a secure data-sharing model that provided transparency and 

accountability of data.  
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1.1.1 Related work and research gaps 

Blockchain has emerged as a transformative technology for enhancing secure and decentralised 

data sharing across healthcare, finance, and identity management domains. Design science 

research has been used in several studies, for example: 

 Elvas et al. (2023) designed a smart contract-based model that has enabled patient-centric 

control of encrypted medical records, where access is managed on-chain while sensitive 

data is retained off-chain. Although Elvas et al. present a useful smart-contract approach 

for managing access to encrypted medical records, their model still exposes certain 

metadata on-chain, which may reveal patterns about users or access events. Their approach 

does not include strong consent-revocation mechanisms, nor is it supported by formal 

verification to prove the correctness of access-control rules. In contrast, the BSM 

introduced SGX-based confidential computation, dynamic consent revocation, and 

formally verified smart-contract logic, reducing metadata exposure and strengthening 

assurance of correct policy enforcement.  

 Xi et al. (2022) highlight the value of a tamper-proof ledger in clinical settings, but their 

model struggled with high latency and limited throughput. These performance constraints 

make large-scale adoption challenging. The BSM addressed this limitation by using 

Chaincode-as-a-Service (CCaaS) and a hybrid storage design that shifts most computation 

and data handling off-chain, resulting in significantly faster response times and improved 

scalability (Sabiri et al., 2025; Xi et al., 2022).  

 The work of Javaid et al. (2022) shows how blockchain can reduce duplication in KYC 

processes, yet the model remains narrowly focused on financial identity checks and does 

not address issues such as cross-sector interoperability, consent withdrawal, or GDPR-

aligned data rights. The BSM extended beyond financial use cases by incorporating a 

sector-agnostic consent layer, zero-knowledge proofs for privacy-preserving verification, 

and mechanisms for verifiable deletion of off-chain data. 

 At the same time, privacy-preserving mechanisms such as Zero-Knowledge Succinct Non-

Interactive Arguments of Knowledge (zk-SNARKs) have been shown to substantially 

increase processing time and gas costs, limiting efficiency in real-world applications (Zhou 

et al., 2024). While zero-knowledge proofs offer strong privacy guarantees, Zhou et al. 

(2024) acknowledge that zk-SNARKs introduce high computation costs and may not be 

practical in real-time systems. The BSM avoided this bottleneck by using ZKPs selectively 

and shifting the heavy computation to SGX enclaves, ensuring that privacy-preserving 
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verification remains efficient. The design is also compatible with newer proof systems that 

remove the need for trusted setup. 

 Compliance with sectoral regulations such as PCI-DSS and Anti-Money-Laundering 

(AML) frameworks remains another challenge, as blockchain’s immutable design 

complicates the enforcement of flexible regulatory requirements (Corte-Real et al., 2024). 

These authors drew attention to the tension between blockchain immutability and 

regulatory requirements such as PCI-DSS, AML, and GDPR, especially where flexible 

data handling or erasure is required. Their work does not fully resolve how these conflicting 

demands can be balanced. The BSM handled this by combining on-chain audit trails with 

encrypted off-chain storage, allowing consent withdrawal, access revocation, and 

verifiable deletion while maintaining a tamper-resistant record of access events. 

 In the area of identity management, Mühle et al. (2018) emphasize blockchain’s potential 

to support self-sovereign identity (SSI) through decentralised identifiers (DIDs) and 

verifiable credentials (VCs). Although Mühle et al. demonstrate the potential of DIDs and 

verifiable credentials for self-sovereign identity, their framework does not address the 

challenges of interoperability or scalable consent revocation across domains. The BSM 

improved on this by linking DIDs to attribute-based encryption policies and by enforcing 

revocation directly on-chain, allowing identity credentials to remain valid while access 

rights can be adjusted instantly. 

 Liu et al. (2020) show that blockchain can reduce single points of failure in identity 

verification systems, but their model offered limited protection for large off-chain datasets 

and does not incorporate trusted execution environments. The BSM resolved these issues 

through encrypted distributed storage, SGX-based secure key handling, and decentralised 

identity verification supported by DIDs and smart contracts. 

Several recent studies recognise persistent barriers such as interoperability gaps, incomplete 

consent-management workflows, and unresolved trade-offs between privacy and performance. 

Many existing models remain at prototype level and have not undergone formal security 

validation. The BSM responded to these shortcomings by combining ABE, ZKPs, SGX, IPFS, and 

CCaaS into a single architecture that is formally verified, performance-tested, and designed for 

cross-sector application (Kareem et al., 2024; Ou et al., 2025).  

More broadly, researchers agree that although smart contracts, the InterPlanetary File System 

(IPFS), and encryption strengthen data privacy, significant trade-offs persist between system 
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performance and legal flexibility (Corte-Real et al., 2024). A further limitation is that many 

frameworks remain at the prototype or simulation stage, with insufficient evidence of scalability 

or real-world validation. Legal gaps are also unresolved, particularly where the requirements of 

the GDPR, such as the right to erasure, are in tension with the immutability of blockchain (Corte-

Real et al., 2024). 

Despite these developments, most of the reviewed studies have not delivered unified, regulation-

compliant, and scalable architecture for cross-sector personal data sharing. The current research 

gap lies in the design and validation of a blockchain-based security model that can simultaneously 

address privacy, performance, and legal compliance in healthcare, finance, and identity domains. 

While earlier frameworks provide partial solutions, whether through access control, off-chain 

storage, or enclave-based computation, such approaches have typically been implemented in 

isolation. None adequately integrates the five critical dimensions of access control, privacy 

preservation, integrity, scalability, and interoperability into a single, regulation-aligned 

framework.  

Moreover, prior reviews such as Glöckler et al. (2024) and Yan et al. (2025) have surveyed 

blockchain-driven identity and access management requirements, yet they stop short of delivering 

a formally verified, multi-layered model that incorporates off-chain storage, confidential 

computation, and privacy-preserving proofs. This thesis addressed that gap by developing and 

validating a BSM that is designed to be regulation-compliant, performance-optimised, and resilient 

across multiple application domains. 

1.2 PROBLEM STATEMENT  

In an ideal personal data sharing environment, individuals and organisations should be able to 

share sensitive data securely across distributed platforms while maintaining fine-grained control 

over who accesses the data, for what purpose, and for how long. Such an environment should 

provide privacy by design, enforceable consent, verifiable audit trails, and demonstrable 

compliance with data protection regulations. Security controls should be transparent enough to 

support accountability while remaining strong enough to preserve confidentiality, integrity, and 

authorised use. 

In practice, most cloud-based and platform-mediated data sharing systems remain centralised, 

placing service providers in the role of primary custodians of user data. This arrangement creates 

persistent risks of unauthorised access, secondary use without meaningful consent, limited 
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transparency over access events, and weak enforcement of user rights such as revocation and 

deletion. Although blockchain-based solutions have been proposed to improve auditability and 

trust distribution, many existing models remain fragmented, prototype-level, or limited to isolated 

mechanisms (e.g., access control without deletion guarantees, off-chain storage without verifiable 

binding, or privacy mechanisms without performance feasibility). In addition, regulatory 

requirements such as GDPR impose accountability, transparency, and user rights that can conflict 

with the immutability and disclosure properties of conventional blockchain designs. 

The consequence is a critical gap: there is no widely evidenced, unified security model that 

simultaneously delivers privacy-preserving access control, scalable hybrid storage, enforceable 

consent management, auditability, and regulation-aligned governance for cross-sector personal 

data sharing. Without such a model, organisations face increased compliance and breach risk, 

individuals remain exposed to misuse and identity theft, and regulators lack dependable technical 

accountability mechanisms. This study addressed this gap by developing and validating a 

blockchain-based security model that integrates privacy-enhancing cryptography, decentralised 

governance mechanisms, and formal security validation to support secure and compliant personal 

data sharing. 

Although this study adopts the General Data Protection Regulation (GDPR) as its primary 

regulatory reference, this choice does not imply the exclusion of regional or national data 

protection frameworks. GDPR is used as a baseline due to its comprehensive articulation of data 

subject rights, accountability, and transparency requirements, which increasingly influence data 

protection standards beyond the European Union. In the South African context, the principles 

underpinning GDPR align closely with the Protection of Personal Information Act (POPIA), 

allowing the proposed model to be conceptually mapped to local regulatory requirements. This 

design choice supports broader applicability while acknowledging that legal interpretation and 

enforcement may vary across jurisdictions.  

1.3 RESEARCH AIM AND OBJECTIVES 

The main aim of this study was to develop a blockchain-based security model for secure and 

compliant personal data sharing aligned with GDPR requirements. The following objectives were 

formulated to achieve the main aim of the study. To ensure clear alignment between the research 

objectives, research questions, and hypotheses, these elements are presented in a tabular format. 

The study formulated a set of explicit research hypotheses derived from the problem statement, 
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conceptual framework, and security and compliance requirements identified in the literature. These 

hypotheses express the expected security, privacy, performance, and regulatory properties of the 

proposed Blockchain Security Model and convert the research questions into testable claims. Each 

hypothesis was evaluated using appropriate methods, including artifact design validation, 

simulation-based benchmarking, comparative platform analysis, and formal symbolic verification. 

The hypothesis evaluation outcomes are presented and discussed in the final evaluation chapter. 

Table 1.1 summarised the relationship between the primary, theoretical, and empirical objectives 

of this study, their corresponding research questions and associated hypothesis. 

Table 1.1: Research objectives and corresponding research questions 

Objective Research question (RQ) Type Hypothesis 

PO1: Design a blockchain 

model for secure identity and 

access control. 

PRQ1: How can a blockchain 

cryptographic model ensure 

secure, privacy-preserving 

access control? 

Primary H1: Integrating Attribute-Based 

encryption (ABE), Zero-Knowledge 

Proof (ZKPs), InterPlanetary File 

System (IPFS), and smart contracts 

enables fine-grained, GDPR-

compliant data sharing. 

TO1: Investigate identity 

management frameworks in 

Africa (interoperability, 

consent, compliance). 

TRQ1: What identity 

frameworks exist in Africa, 

and how do they address 

interoperability, consent, and 

compliance? 

Theoretical H2: Current frameworks only partly 

address GDPR; a unified BSM 

achieves stronger compliance. 

TO2: Explore ethical and 

adaptive AI in blockchain 

models. 

TRQ2: How can AI be 

ethically and adaptively 

integrated into blockchain 

security models? 

Theoretical H3: Adaptive AI improves resilience 

and transparency without breaching 

GDPR. 

TO3: Analyse socio-technical 

adoption factors in Africa. 

TRQ3: Which socio-technical 

factors influence adoption of 

blockchain data sharing in 

Africa? 

Theoretical H4: Adoption barriers can be 

mitigated through policy-aligned 

cryptography and governance. 

TO4: Assess post-quantum 

cryptography for blockchain 

security. 

TRQ4: Which post-quantum 

cryptographic approaches best 

secure blockchain data 

sharing? 

Theoretical H5: Lattice-based and other PQC 

primitives strengthen resistance to 

quantum attacks. 

EO1: Build a GDPR-aligned 

model using ZKPs and ABE. 

ERQ1: How can ZKPs and 

ABE be integrated into a 

GDPR-aligned blockchain 

model? 

Empirical H6: ZKPs and ABE jointly enforce 

privacy-preserving access while 

supporting GDPR rights. 

EO2: Benchmark IPFS and 

Filecoin. 

ERQ2: How do IPFS and 

Filecoin compare in latency, 

scalability, and compliance? 

Empirical H7: IPFS offers higher efficiency; 

Filecoin adds auditability with 

incentives. 

EO3: Validate the developed 

model using the Dolev-Yao 

adversary model and 

ProVerif. 

ERQ3: To what extent can the 

model be verified using the 

Dolev-Yao model and 

ProVerif? 

Empirical H8: ProVerif confirms 

confidentiality, authentication, and 

integrity. 

 

The alignment between these objectives and the peer-reviewed publications arising from this study 

is presented in Table 1.2.  
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Table 1.2: Alignment between publications and thesis objectives 

Publication 

platform 
Article title Year/Status 

Objective (s) 

addressed 

Latin-American 

Journal of 

Computing 

A Blockchain-Based Identity Management Solution for Secure 

Personal Data Sharing in Africa: A Systematic Literature 

Review.  

2025, 

published 

TO1 

Journal of 

Information Systems 

and Informatics 

A Hybrid Framework for Enhancing Privacy in Blockchain-

Based Personal Data Sharing using Off-Chain Storage and 

Zero-Knowledge Proofs.  

2025, 

published 

EO1 

Iraqi Journal for 

Computers and 

Informatics  

Post-Quantum Cryptographic Techniques for Future-Proofing 

Blockchain-Based Personal Data Sharing. 

2025, 

published 

TO4 

ICICT 2025 (IEEE 

Xplore) 

Adoption of New Technologies in Africa: Secure Personal 

Data Sharing, Tools, Protocols and Frameworks.  

2025, 

accepted 

(conference). 

TO3 

Indonesian Journal of 

Computer Science 

(IJCS) 

Comparative Security and Performance Evaluation of IPFS 

and Filecoin for Off-Chain Blockchain Storage 

2025, 

published 

EO2 

Jurnal Ilmiah 

Computer Science 

(JICS) 

Comparative Study of Encryption-Based Access Control 

Schemes in Ethereum, Hyperledger Fabric, and Corda 

2025, 

published 

EO1 

Latin-American 

Journal of 

Computing (LAJC) 

Synthesizing the Future of AI-Blockchain Integration: A 

Pathway for Adaptive, Ethical, and Efficiency.  

2025, 

published 

TO2 

ICECCME 2025 

(IEEE Xplore) 

AdaptChain: A Unified Framework for Ethical and Adaptive 

AI-Blockchain Integration. 

2025, 

accepted 

(conference) 

TO2 

 

Jurnal Ilmiah 

Computer Science 

(JICS) 

Design and Implementation of a Smart Contract-Based 

Consent Management Model for Secure Personal Data Sharing 

2025, 

published 

TO1, EO1 

 

IFIP-UNIVEN-CSIR 

International 

Conference in 

Cybersecurity 

AI-Blockchain Synergy for Next-Generation Cybersecurity. 

Adaptive, Ethical, and Efficient Architectures.  

2025, 

published 

TO2 

International Journal 

of Advanced 

Computer Science 

and Applications. 

Formal Verification of a Blockchain-Based Security Model for 

Personal Data Sharing using Dolev-Yao Model and ProVerif 

2025, 

published 

EO3 

 

1.4 OVERVIEW OF METHODOLOGY PER ARTICLE 

This study followed an article-based structure, and each article applied a specific methodological 

approach suited to its research focus. Rather than presenting the full methodological details at this 

stage, a concise overview is provided to show the variety of methods adopted across the 

publications. As illustrated in Table 1.3, the approaches ranged from systematic literature reviews 

and comparative analyses to prototype development, simulation benchmarking, qualitative policy 

review, and formal verification. This variety reflects the hybrid research design of the thesis, 

combining theoretical inquiry, empirical experimentation, and formal evaluation to address the 
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overarching aim of developing and validating a blockchain-based security model for personal data 

sharing. 

Table 1.3: Overview of methodology per article 

Article Method adopted 

Blockchain-Based Identity Management Solution for Secure Personal 

Data Sharing in Africa (LAJC, 2025) 

Systematic literature review (PRISMA, 

Kitchenham).  

Hybrid Framework for Privacy in Blockchain-Based Personal Data 

Sharing using Off-Chain Storage and ZKPs (J-ISI, 2025). 

Prototype design and simulation 

benchmarking.  

Post-Quantum Cryptographic Techniques for Future-Proofing 

Blockchain-Based Personal Data Sharing (Iraqi JCI, 2025) 

Comparative evaluation and analysis 

Adoption of New Technologies in Africa: Secure Personal Data Sharing, 

Tools, Protocols and Frameworks (ICICT 2025) 

Qualitative policy/industry review 

Systematic Review of Chaincode-as-a-Service in Hyperledger Fabric 

(IET InfoSec, under review).  

Systematic literature review.  

Comparative Evaluation of IPFS and Filecoin for Off-Chain Blockchain 

Storage (IJCS, 2025).  

Controlled simulation experiments 

Comparative Study of Encryption-Based Access Control Schemes 

(JICS, 2025).  

Comparative evaluation and analysis 

Synthesizing the Future of AI-Blockchain Integration (LAJC, 2025).  Conceptual analysis and thematic 

synthesis.  

AdaptChain: Ethical and Adaptive AI-Blockchain Integration 

(ICECCME 2025).  

Conceptual design (conference paper).  

Smart Contract-Based Consent Management Model for Secure Personal 

Data Sharing (JICS, 2025).  

Prototype development (Hyperledger 

Fabric).  

AI-Blockchain Synergy for Next-Generation Cybersecurity. Adaptive, 

Ethical, and Efficient Architectures.  

Conceptual and applied review of AI-

driven cybersecurity frameworks.  

Formal Verification of a Blockchain-Based Security Model (IJACSA, 

2025).  

Formal verification (ProVerif, Dolev-Yao 

model).  

 

The study was not conducted as a collection of independent papers. Instead, all articles formed 

part of a unified Design Science Research programme centered on the design, implementation, and 

validation of the Blockchain Security Model (BSM). The systematic literature reviews established 

justification and requirement baselines, the design and prototype papers realised the model 

architecture, the simulation and benchmarking papers provided quantitative performance 

evidence, and the formal verification paper established provable security properties. The thesis 

therefore provided an integrated synthesis layer that connects individual article outputs into a 

single coherent artifact design and evaluation narrative. 

1.5 STUDY SIGNIFICANCE  

In today’s digital economy, personal information has become a critical asset, making its protection 

and ethical management a global priority. At the same time, centralised data-sharing 

infrastructures continue to expose individuals and organisations to risks such as data breaches, 
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unauthorised access, misuse, and limited user control. Against this backdrop, this study is 

significant because it develops a secure, privacy-preserving, and regulation-aligned framework for 

personal data sharing based on blockchain technology, directly responding to the growing 

challenge of data sovereignty in interconnected digital environments. 

The proposed Blockchain Security Model (BSM) advanced beyond conventional data-sharing 

approaches by combining smart contracts, encrypted off-chain storage, and privacy-enhancing 

cryptographic techniques within a single architecture. In doing so, it addressed a persistent gap in 

existing systems, namely the difficulty of balancing user privacy, system performance, and 

regulatory compliance at the same time. This made the study important not only from a technical 

perspective, but also from a governance and policy perspective, as it offered a more practical 

foundation for secure and accountable personal data sharing across sectors such as healthcare, 

finance, and digital identity management. 

From an academic perspective, the study contributed to the growing body of knowledge on 

blockchain security by addressing persistent gaps in interoperability, consent revocation, privacy-

preserving verification, and alignment with data protection frameworks such as the GDPR and 

HIPAA. Methodologically, it demonstrated the value of a hybrid Design Science Research 

approach by showing how systematic literature review, architectural design, benchmarking, and 

formal verification can be combined in a rigorous and replicable way to develop and evaluate 

blockchain-based security models. 

The study is also significant in practical terms because it provided clear value to different 

stakeholder groups. For data subjects, it promoted stronger control over personal information, 

more transparent consent management, and improved privacy protections. For data controllers, 

system architects, and organisations, it offered a validated and scalable model that can guide the 

design of more secure and trustworthy data-sharing systems. For regulators and policymakers, it 

demonstrated how accountability, auditability, and compliance requirements can be embedded 

directly into system architecture rather than treated as external controls. For researchers, it 

provided both a validated artifact and a reproducible methodological pathway for future work in 

privacy-preserving and regulation-aligned digital ecosystems. 

Ultimately, this study was timely and necessary because it supported the development of 

trustworthy digital infrastructures in a context where personal data is increasingly valuable, 

vulnerable, and contested. By empowering individuals with greater control over their data while 
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also supporting transparency, accountability, and compliance, the study promoted digital trust and 

contributed to the responsible and ethical use of emerging technologies across diverse domains. 

1.6 LIMITATIONS  

While this study presented a robust blockchain-based model for enhancing the security and privacy 

of personal data sharing, certain limitations must be acknowledged. First, the implementation was 

conducted in a controlled testbed environment, which may not fully capture the complexities and 

unpredictability of real-world deployment across diverse sectors like healthcare and finance. 

Second, although the model integrated advanced cryptographic tools such as Zero-Knowledge 

Proofs (ZKP) and Attribute-Based Encryption (ABE), the added computational overhead may 

limit scalability on resource-constrained devices or low-bandwidth networks. Furthermore, the 

study focused primarily on GDPR-aligned compliance and may not fully address regional 

variations in data protection laws, particularly in jurisdictions outside the EU. The prototype also 

relied on existing blockchain platforms such as Ethereum and Hyperledger Fabric, which have 

inherent constraints related to throughput, gas fees, and governance structures. Lastly, user 

feedback was gathered from a limited pool of domain experts, which may affect the generalisation 

of usability findings. These limitations provide opportunities for future work to explore broader 

deployment contexts, performance optimisation, and legal interoperability. 

1.7 ORIGINALITY OF THE STUDY  

The originality of this study can be classified into three categories, which are theoretical, practical 

and methodological. 

1.7.1 Theoretical originality  

This study made a meaningful theoretical contribution by advancing the conceptual understanding 

of secure data sharing in decentralised systems. While blockchain has often been discussed as a 

disruptive technology for transparency and immutability, there remains a lack of integrated 

theoretical frameworks that address the intersection of privacy, performance, and regulatory 

compliance in personal data ecosystems. This research filled that gap by synthesising insights from 

the systematic literature review and applying them to construct a novel framework grounded in 

cryptographic access control, decentralised identity principles, and smart contract governance.  
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The study repositioned blockchain not merely as a transactional tool but as a foundational layer 

for ethical data stewardship, highlighting the role of architectural design in enforcing user-centric 

privacy. By incorporating constructs such as zero-knowledge proofs, off-chain encrypted storage, 

and dynamic consent management into a unified model, this work extended the theoretical 

discourse on trust, control, and verifiability in digital identity and health informatics domains. 

Furthermore, it contributed to design science theory by demonstrating how abstract design 

principles can be operationalised into a validated, sector-agnostic architecture.  

In addition, this thesis was submitted to the university library as a contribution to the academic 

community. A total of four peer-reviewed articles were produced that directly addressed the 

theoretical objectives (TO1 – TO4) outlined earlier in this chapter. Collectively, these outputs 

extended the theoretical discourse by providing cross-cutting insights into identity, ethics, socio-

technical adoption, and future-proof cryptography; dimensions that are often treated separately in 

prior literature. 

1.7.2 Methodological originality  

This study offered a clear methodological contribution by adopting a hybrid research design that 

combines a systematic literature review (SLR), design science research (DSR), and empirical 

evaluation. While blockchain studies often lean heavily on theoretical or conceptual arguments, 

this research integrated rigorous inquiry with practical system-building and validation. The 

application of DSR provided a structured process for identifying the problem, defining solution 

objectives, building and demonstrating the artifact, and evaluating its effectiveness. Unlike 

traditional single-method approaches, this study’s hybrid methodology allowed triangulation, 

linking literature-derived theoretical construct with empirical system behaviour and expert 

evaluation.  

The systematic literature review followed PRISMA guidelines to ensure a comprehensive and 

unbiased synthesis of peer-reviewed sources, which then informed the design decisions of the 

blockchain security model. Furthermore, the use of simulation, performance benchmarking, and 

expert-based usability testing strengthened both the internal and external validity of the findings. 

In this way, the methodology provided a reproducible framework that future researchers can adopt 

when seeking to design, implement, and validate socio-technical systems requiring both security 

rigor and practical relevance.  

In operational terms, the methodological contribution was realised as follows:  
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 The Systematic Literature Review (SLR) addressed the theoretical objectives by 

consolidating current approaches to blockchain-based data sharing and privacy.  

 The DSR cycle guided the design and the development of the BSM, ensuring that design 

principles were grounded in both theory and practice.  

 Simulation and benchmarking experiments evaluated the system’s performance on key 

metrics such as latency, throughput, and storage overhead.  

 Formal verification using the Dolev-Yao adversary model and ProVerif, validated critical 

security properties, including confidentiality and access-control integrity.  

 Expert feedback sessions provided usability insights and informed the practical 

deployment guidelines proposed later in this thesis.  

1.7.3 Practical originality 

The practical contribution of this study lies in the development and validation of a blockchain-

based security model specifically tailored for secure personal data sharing. Unlike many 

conceptual models, the artifact designed in this research was implemented using real-world tools 

such as Hyperledger Fabric smart contracts, IPFS for off-chain encrypted storage, and zero-

knowledge proofs to enhance privacy. The model was tested across representative use cases in 

healthcare, finance, and digital identity, demonstrating its versatility and potential for cross-sector 

adoption. By addressing critical issues such as consent management, access control, auditability, 

and regulatory compliance, the system provided a functional solution to the growing challenges of 

personal data breaches and misuse.  

The architecture not only improved data traceability and integrity but also empowered users with 

greater control over who accesses their information and under what conditions. Furthermore, this 

work offered actionable insights for developers, policymakers, and organisations looking to 

implement privacy-preserving data-sharing systems grounded in decentralisation. As such, the 

study bridged the gap between academic theory and applied system design, contributing to both 

technological innovation and policy-aligned digital trust infrastructures. 

In operational terms, the practical contribution was realised as follows: 

 Development of a working blockchain-based security model (BSM) that integrated smart 

contracts, IPFS, SGX (simulated), and zero-knowledge proofs.  

 Prototype deployment and testing in healthcare, finance, and digital identity use cases.  
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 Evaluation of performance and compliance against regulatory requirements such as GDPR 

and POPIA.  

 Provision of implementation guidelines for organisations, supporting adoption and 

governance of privacy-preserving data-sharing systems.  

This thesis followed an article-based format. Each objective was addressed through peer-reviewed 

outputs, using diverse methods ranging from systematic literature review to simulation, 

benchmarking, and formal verification. Table 1.4 summarised the objectives, methodological 

approaches, and the corresponding articles.  

Table 1.4: Summary of contributions to the study 

Objective Method(s) adopted Article(s) 

TO1: Investigate 

blockchain-based identity 

management frameworks in 

Africa. 

Systematic Literature 

Review (PRISMA 2020, 

Kitchenham protocol). 

A Blockchain-Based Identity Management Solution for 

Secure Personal Data Sharing in Africa: An SLR (LAJC, 

2025); Design and Implementation of a Smart Contract-

Based Consent Management Model (IJCS, 2025). 

TO2: Examine ethical and 

adaptive AI integration in 

blockchain models 

Conceptual analysis and 

thematic literature 

synthesis 

Synthesizing the Future of AI-Blockchain Integration 

(LAJC, 2025); AdaptChain: A Unified Framework for 

Ethical and Adaptive AI-Blockchain Integration 

(ICECCME, 2025); AI-Blockchain Synergy for Next-

Generation Cybersecurity. Adaptive, Ethical, and Efficient 

Architectures.  

TO3: Analyse socio-

technical adoption factors 

in Africa 

Qualitative 

policy/industry review 

Adoption of New Technologies in Africa: Secure Personal 

Data Sharing, Tools, Protocols and Frameworks (ICICT 

2025) 

TO4: Assess post-quantum 

cryptographic approaches 

Systematic literature 

review + Comparative 

analysis 

Post-Quantum Cryptographic Techniques for Future-

Proofing Blockchain-Based Personal Data Sharing (Iraqi 

JCI, 2025); Comparative Study of Encryption-Based 

Access Control Schemes in Ethereum, Hyperledger Fabric, 

and Corda (IJCS, 2025) 

EO1: Build a GDPR-

aligned model with ZKPs 

and ABE 

Prototype design and 

Simulation benchmarking 

A Hybrid Framework for Enhancing Privacy in 

Blockchain-Based Personal Data Sharing using Off-Chain 

Storage and ZKPs (J-ISI, 2025); Design and 

Implementation of a Smart Contract-Based Consent 

Management Model (JICS, 2025) 

EO2: Benchmark off-chain 

storage frameworks 

(IPFS/Filecoin) 

Controlled simulation 

experiments 

Comparative Security and Performance Evaluation of IPFS 

and Filecoin for Off-Chain Blockchain Storage (IJCS, 

2025) 

EO3: Formally verify 

blockchain cryptographic 

model 

Formal verification 

(ProVerif, Dolev-Yao 

adversary model) 

Formal Verification of a Blockchain-Based Security Model 

for Personal Data Sharing (IJACSA, 2025) 

   

While Table 1.4 mapped the formal thesis objectives to the peer-reviewed outputs arising from the 

study, not every design-supporting publication was framed as a standalone coded objective in 

Table 1.1. In particular, the review on Chaincode-as-a-Service informed the modular execution 

architecture of the Blockchain Security Model and contributed to design justification, but it was 

treated as supporting architectural evidence rather than as a separate formal objective. This 
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approach preserved consistency between the thesis objective framework and the article-based 

research outputs.  

The socio-technical adoption objective was addressed through consolidated literature and policy 

analysis examining governance maturity, interoperability constraints, regulatory enforcement 

capacity, and infrastructure readiness across African digital identity and data-sharing initiatives. 

This analysis identified adoption barriers and enabling conditions and directly informed the 

governance and interoperability design principles embedded in the Blockchain Security Model. 

Similarly, the objective concerning modularisation and externalisation of smart contracts was 

addressed through a structured synthesis of Chaincode-as-a-Service and containerised smart 

contract execution literature. The thesis analysed architectural separation, upgradeability, 

orchestration risks, and zero-trust alignment, and incorporated these findings into the modular 

execution layer of the proposed model. 

These analyses ensured that all stated objectives were addressed within the thesis itself through 

literature synthesis and design justification, independent of publication status, thereby maintaining 

objective–evidence alignment at thesis level. 

1.8 CONSOLIDATED LITERATURE SYNTHESIS  

This section provided a consolidated literature synthesis integrating prior research that informs the 

design, security, governance, and validation of blockchain-based personal data sharing systems. 

Although the individual articles included in this thesis each contained focused literature reviews, 

this integrated synthesis is presented to ensure that the thesis provides a coherent and objective-

aligned theoretical foundation consistent with doctoral research expectations and systematic 

review practice (Kitchenham et al., 2010; Page et al., 2021). 

Recent literature has consistently identified centralised data custody and identity management 

architectures as a major source of privacy, misuse, and breach risk, motivating decentralised and 

user-controlled data sharing models (Zyskind et al., 2015; Li et al., 2020). Blockchain-based data 

sharing platforms have been proposed to improve user control and auditability, but systematic 

surveys show that many implementations still lack fine-grained consent enforcement, regulatory 

alignment, and formally validated security guarantees (Shrestha et al., 2020; Corte-Real et al., 

2024). 
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A major research stream has focused on privacy-preserving cryptographic mechanisms for secure 

data sharing, including attribute-based encryption and zero-knowledge proof systems. Efficient 

attribute-based encryption schemes have been shown to support fine-grained, policy-driven access 

control in distributed and cloud environments (Song et al., 2019). Zero-knowledge proof 

techniques have increasingly been applied in blockchain systems to enable verifiable claims 

without revealing sensitive underlying data, although efficiency and integration complexity remain 

active concerns (Gupta, 2025; Lavin et al., 2024; Zhou, et al., 2024). These studies demonstrate 

technical feasibility while also reporting measurable performance trade-offs. 

Hybrid blockchain architectures combining on-chain control with off-chain distributed storage 

have also been widely studied. Content-addressed storage approaches such as IPFS support 

scalable and verifiable off-chain data management (Benet, 2014; Xu et al., 2019). Surveys of 

blockchain data-sharing architectures show that hybrid on-chain/off-chain designs improve 

scalability and flexibility but require strong integrity binding and access-control enforcement to 

maintain compliance and auditability (Li et al., 2020; Kareem et al., 2024). 

Enterprise and permissioned blockchain platforms, particularly Hyperledger Fabric, have been 

analysed as suitable foundations for regulated data-sharing environments due to their modular 

architecture, endorsement policies, and governance controls (Guggenberger et al., 2022). Recent 

platform developments emphasize modular execution and externalized chaincode services, which 

improve maintainability and deployment flexibility while introducing additional interface-layer 

security considerations that must be governed carefully (Guggenberger et al., 2022). 

Formal verification research shows that symbolic verification tools such as ProVerif can establish 

secrecy and authentication properties under formal adversary models, including the Dolev–Yao 

model (Dolev and Yao, 1983; Blanchet, 2009; Blanchet et al., 2022). However, relatively few 

blockchain-based personal data sharing architectures have been subjected to end-to-end formal 

verification, leaving a validation gap between architectural proposals and provable security 

guarantees. 

Socio-technical and governance-focused literature further indicates that adoption success depends 

not only on technical security properties but also on regulatory enforceability, interoperability, and 

institutional trust. Studies of digital government and data-exchange platforms show that 

governance architecture and compliance traceability are decisive adoption factors (Gürses and Van 

Hoboken, 2021; Paide et al., 2018). These findings support architectural approaches in which 
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compliance, auditability, and consent enforcement are embedded directly in system design rather 

than treated as external overlays. 

Across these research streams, the literature reveals a consistent gap: while decentralised identity, 

privacy-preserving cryptography, hybrid storage, modular blockchain platforms, and formal 

verification have each been studied extensively, there is limited evidence of a unified, compliance-

aligned, formally verified blockchain security model that integrates these elements into a single 

personal data sharing architecture. Addressing this gap motivated the design and formal validation 

of the Blockchain Security Model proposed in this thesis.  

1.9 KEY CONCEPTS AND TECHNOLOGIES  

This section outlined the foundational technologies and concepts that underpin the proposed 

Blockchain Security Model (BSM). These components were selected based on their relevance to 

secure, privacy-preserving, and regulation-compliant personal data sharing in decentralised 

environments. 

1.9.1 Blockchain technology  

Blockchain is a decentralised digital ledger that records transactions across a distributed network 

of nodes. Its key attributes, immutability, transparency, and fault tolerance, make it a compelling 

infrastructure for secure data sharing (Li et al., 2020). Permissioned blockchain platforms such as 

Hyperledger Fabric are particularly well-suited for regulated domains like healthcare and finance, 

where access control and data confidentiality are essential. 

1.9.2 Smart contracts  

Smart contracts are self-executing scripts deployed on the blockchain to enforce predefined rules 

without requiring intermediaries. In the context of personal data sharing, they can automate user 

consent, regulate access policies, and ensure auditability (Xu et al., 2019). 

1.9.3 Attribute-Based Encryption (ABE) 

ABE is a cryptographic technique that allows data to be encrypted based on access policies defined 

by user attributes (Song et al., 2019). It enables fine-grained access control, ensuring that only 

authorised users with matching credentials can decrypt sensitive information. 
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1.9.4 Zero-Knowledge Proofs (ZKPs) 

Zero-knowledge proofs are cryptographic protocols that allow one party to prove possession of 

certain information without revealing the information itself. Variants such as zk-SNARKs and zk-

STARKs are used to protect data privacy while maintaining verifiability within blockchain 

ecosystems (Lavin et al., 2024; Sun et al., 2021). 

1.9.5 Intel Software Guard Extensions (SGX) 

Intel SGX provides hardware-based trusted execution environments, known as enclaves, which 

protect code and data from disclosure or modification even if the system is compromised, offering 

strong guarantees for confidential processing (Intel, 2019). SGX is integrated into this model to 

ensure confidential data processing and secure key management (Gürses and Van Hoboken, 2021). 

1.9.6 General Data Protection Regulation (GDPR) 

GDPR is a legal framework introduced by the European Union to govern the processing of 

personal data. Key provisions include the rights to data access, rectification, and erasure, as well 

as requirements for transparency and accountability. The immutable nature of blockchain presents 

unique compliance challenges, which this study addresses through architectural design choices 

(Gürses and Van Hoboken, 2021). 

1.10 THESIS LAYOUT 

This thesis used the Introduction, Methodology, Results and Discussion (IMRaD) format. It 

comprised five chapters which are:  

Chapter 1: Introduction. This chapter outlined the growing need for secure and privacy-

preserving personal data sharing in an increasingly digital world. It introduced the research 

problem, articulated the aim and objectives of the study, and presented the central research 

question. The chapter also highlighted the theoretical and practical motivations for using 

blockchain technology, discussed ethical considerations relevant to data privacy and research 

integrity, and concluded with an overview of the thesis structure. 

Chapter 2: Research methodology. The second chapter positioned the study within a broader 

research framework by explaining the chosen methodological approach. It introduced the 

pragmatic research paradigm and described the hybrid research design incorporating systematic 
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literature review (SLR), Design Science Research (DSR), simulation, and expert evaluation. This 

chapter also detailed the tools, platforms, and cryptographic technologies used, as well as the 

procedures for empirical testing, data collection, and ethical approval. 

Chapter 3: Results and discussion. This chapter presented and interpreted the findings derived 

from the implementation and evaluation of the blockchain security model. It explored the 

outcomes of simulation experiments, performance benchmarking, and security analysis. Key 

insights were discussed in relation to throughput, privacy, regulatory compliance, and real-world 

feasibility in sectors such as healthcare, finance, and digital identity. Comparative discussions were 

drawn from the literature to contextualise the results and identify trade-offs between privacy, 

performance, and compliance. 

Chapter 4: Model Validation, Implications and Recommendations. This chapter outlined the 

study's theoretical, methodological, and practical contributions. It explained how the model 

advanced existing knowledge in blockchain-based privacy architecture, contributed a hybrid 

research methodology that integrated Systematic Literature review (SLR) and Design Science 

Research (DSR), and offered a validated system that can be adopted across multiple sectors. The 

chapter included a summary of peer-reviewed articles and conference outputs related to the study 

and discussed how the findings may influence policy, technology design, and academic discourse. 

Chapter 5: Conclusion. The final chapter concluded the study by reflecting on how the research 

objectives were met. It discussed the broader implications of the findings, highlighted key lessons, 

and offered recommendations for practitioners and researchers. This chapter also revisited the 

limitations of the study and identified opportunities for future work, such as exploring 

interoperability with emerging digital identity standards and extending validation across 

decentralised environments. 

1.11 CHAPTER SUMMARY  

The increasing reliance on digital platforms has reshaped how personal data is stored, accessed, 

and shared. While cloud computing brought undeniable improvements in scalability, convenience, 

and collaboration, it has also introduced significant concerns about trust, privacy, and data 

ownership. The centralised systems gave disproportionate control to service providers, often at the 

cost of user autonomy and transparency. This chapter has highlighted how blockchain technology, 

when combined with cryptographic techniques and decentralised infrastructure, offered a 
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promising foundation to address these concerns. However, blockchain alone is not a silver bullet; 

challenges such as performance bottlenecks, legal compliance, and privacy protection persist. 

To respond to this complex landscape, the research proposed a Blockchain Security Model (BSM) 

that built on the strengths of smart contracts, attribute-based encryption, and off-chain storage. 

Like ensemble techniques in machine learning that enhance prediction accuracy by combining 

multiple models, this integrated approach aimed to improve the balance between privacy, 

performance, and regulation. The next chapters outlined the design, development, and validation 

of this model, laying the groundwork for secure, transparent, and user-centric personal data sharing 

across multiple domains.  
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CHAPTER 2 

METHODOLOGY 

2.1 INTRODUCTION  

This study adopted a hybrid research methodology combining a Systematic Literature Review 

(SLR), Design Science Research (DSR), simulation-based performance evaluation, and formal 

verification. This combination enabled the research to be both theoretically grounded and 

empirically validated. A rigorous methodological framework was required given the complexity 

of designing a blockchain-based security model for personal data sharing, where technical 

correctness, regulatory alignment, and practical feasibility had to be addressed concurrently. 

The methodology integrated SLR to establish a comprehensive theoretical foundation, DSR to 

guide the construction and iterative refinement of the Blockchain Security Model (BSM), and 

empirical evaluation techniques, including simulation, performance benchmarking, and formal 

verification, to assess the artifact against predefined security, performance, and compliance 

objectives. These complementary methods ensured that the research extended beyond conceptual 

analysis and resulted in a validated and functional security model. 

The adoption of a mixed methods approach in this study was motivated by the need for 

complementarity and development between qualitative and quantitative strands of inquiry. 

Qualitative synthesis derived from the systematic literature review informed the design 

requirements and architectural decisions of the Blockchain Security Model, while quantitative 

simulation and formal verification provided empirical evidence of performance and security 

properties. This combination allowed theoretical insights and empirical results to inform one 

another, thereby strengthening the overall validity of the study. The mixed methods approach was 

applied sequentially. Findings from the systematic literature review preceded and informed artifact 

design, after which quantitative evaluation techniques were applied. The integration of findings 

occurred during interpretation, where results from both strands were considered together in relation 

to the research objectives.  

The chapter therefore outlined the philosophical stance, research approaches, and design strategy 

that guided the study. It described research design, data collection and analysis procedures, 

research environment and tools, and ethical considerations. The chapter concluded by linking the 

chosen methodology to the results presented in the subsequent chapter. 
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2.2 PHILOSOPHICAL FOUNDATIONS 

Philosophical assumptions form the basis of any research inquiry, shaping how reality is 

understood, how knowledge is acquired, and how values influence the process of investigation. 

Research philosophy is the set of beliefs, assumptions, and principles that underline the way this 

study was conducted. At least three research philosophies exist (Saunders et al., 2023):  

 Ontology – refers to the nature of reality and what can be considered as “real” in each 

research context (Creswell and Creswell, 2023). In this study, reality was understood as 

socially constructed yet technically instantiated. The challenges of personal data sharing, 

such as privacy, accountability, and transparency, exist in real-world contexts where 

regulatory frameworks, organisational practices, and technological infrastructures interact. 

From this perspective, blockchain-based security models are not abstract artifacts but 

socio-technical constructs that are shaped by and, in turn, shape human actors, institutional 

frameworks, and computational systems (Mingers and Standing, 2020). Accordingly, the 

research adopted a critical-realist stance: the risks of data misuse and lack of transparency 

are real phenomena, but the solutions are mediated by socio-technical arrangements. The 

ontological position thus recognised both the objective existence of data-sharing problems 

and the context-dependent character of their technological solutions.  

 Epistemology – concerns how knowledge is generated, validated, and justified. In this 

thesis, knowledge is regarded as problem-driven and solution-oriented, aligning with the 

pragmatic paradigm (Morgan, 2022). Rather than committing exclusively to positivist 

generalisations or interpretivist interpretations, the study adopted a pluralist epistemology 

that valued multiple ways of knowing (Kaushik and Walsh, 2020).  

 Axiology – relates to the values and ethical principles that underpin research. In this study, 

axiology was expressed in two main ways. First, the value commitment to privacy, 

transparency, and accountability underpins the entire research process. By aligning the 

proposed model with the General Data Protection Regulation (GDPR), the study affirmed 

that safeguarding personal data is not merely a technical requirement but also an ethical 

responsibility (European Parliament and Council, 2016). Second, the research process 

itself is guided by values of academic integrity, honesty, and accountability. The study only 

employed secondary datasets and simulated environments, ensuring that no sensitive or 

identifiable personal data were compromised. Furthermore, the research was subject to the 

ethical review process of the North-West University, ensuring that all procedures aligned 
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with institutional and international standards. A research paradigm is a broader model or 

framework that guides a study's methodology. Generally, there are four main research 

paradigms in a computing field and each paradigm offered distinct strengths and 

limitations (Saunders et al., 2023):   

 Positivism – is rooted in the natural sciences and emphasizes hypothesis formulation, 

measurement, and statistical validation. It assumes that reality is objective and can be 

studied through empirical observation and quantification (Shadish et al., 2002). While 

positivism has considerable value in experimental testing and benchmarking, its scope is 

limited for this thesis because the research is not confined to testing hypotheses 

exclusively. Instead, the work involved constructing an artifact and integrating theoretical, 

technical, and socio-regulatory dimensions, which extended beyond the narrow remit of 

hypothesis testing.  

 Interpretivism – is concerned with meaning-making and the subjective interpretation of 

social phenomena (Chowdhury, 2014). It assumes that reality is socially constructed and 

best understood through engagement with human perspectives and contexts (Yin, 2023). 

Interpretivist methods are valuable in studies that explore perceptions, adoption barriers, 

or cultural implications of technology. However, the focus of this thesis lay in the design, 

implementation, and validation of a technical artifact, which made interpretivism alone an 

insufficient paradigm.  

 Critical Theory – has been adapted in computing research to interrogate how digital 

infrastructures, data economies, and algorithmic systems reinforce asymmetries of control 

and surveillance (Fuchs, 2021). With this philosophical orientation, technology is viewed 

not as a purely technical artifact but as a socio-political construct that embeds human values 

and institutional biases. Hence, critical theory provides a lens to examine how blockchain, 

artificial intelligence, and data-sharing architectures mediate autonomy, privacy, and 

justice. For this thesis, critical theory offered a reflexive standpoint, acknowledging that 

technical artifacts are not developed in isolation from social contexts but are part of a 

broader system of governance and influence. It thus aligned with the ethical imperative to 

design technologies that promote fairness, transparency and empowerment rather than 

perpetuating digital inequality (Zuboff, 2019; Eubanks, 2018; Noble, 2018).  

 Pragmatism – provides a philosophical bridge between the more rigid paradigms of 

positivism and interpretivism. Positivism, with its focus on hypothesis testing and 

statistical validation, offers valuable tools for empirical evaluation but is too restrictive for 
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a study that involved artifact construction. Interpretivism, by contrast, helped to capture 

meaning and socio-technical dynamics but lacked the prescriptive structure required for 

technical system design. Pragmatism rejects this dichotomy, instead combining insights 

from both traditions to support problem-driven, solution-oriented research (Kaushik and 

Walsh, 2020). 

The research paradigms draw from certain beliefs, knowledge and views about the world. 

Knowledge is produced through two complementary processes: (i) Systematic Literature Review 

(SLR) - synthesising existing theoretical and empirical evidence on blockchain-based personal 

data sharing, security, and privacy; and (ii) Design and evaluation - constructing a blockchain-

based security model and testing it through simulation, benchmarking, and formal verification. 

This dual pathway reflected the belief that knowledge is most useful when it both explains 

phenomena (via literature synthesis) and offered practical solutions (via design and evaluation). 

The epistemological stance therefore reinforced the pragmatic view that “what works” in solving 

a real problem is a valid form of knowledge. 

2.3 ADOPTED RESEARCH PHILOSOPHY AND METHODOLOGY 

2.3.1 Research Paradigm   

Ontological, epistemological, and axiological assumptions provided a coherent philosophical 

foundation for this study. Ontologically, the research recognised the socio-technical reality of 

personal data sharing. Epistemologically, it valued both synthesis and design as valid pathways to 

knowledge. Axiologically, it emphasised privacy, accountability, and ethical responsibility. In this 

regard, synthesising these philosophical assumptions, pragmatism has been adopted because it 

aligned with an ontology that accepted multiple realities shaped by technological and human 

interactions, an epistemology that valued knowledge generated through design and evaluation, and 

an axiology that prioritised ethical utility, social relevance, and problem solving. Pragmatism thus 

bridged these philosophical dimensions by focusing on what works in addressing real-world 

challenges of secure and ethical personal data sharing (Creswell et al., 2023).  

This alignment justified the adoption of a pragmatic paradigm as the guiding methodology, 

ensuring that the outcomes were both scientifically rigorous and socially relevant. Given the 

critical-realist ontology, pluralist/pragmatic epistemology, and the value commitments to privacy 

and accountability outlined above, this study adopted pragmatism as its guiding paradigm. 

Pragmatism accommodated multiple methods in the service of solving real problems.  
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Pragmatism, as a philosophical stance, centered on the practical consequences and utility of 

knowledge. As highlighted by Gregor et al. (2020), when developing systems, the focus should be 

on practical application and usefulness. In a research context, this translates into prioritising 

knowledge that is effective and relevant to solving real-world problems (Creswell and Plano Clark, 

2017).  

The challenges addressed in this study such as decentralised access control, minimising third-party 

reliance, ensuring policy integrity, maintaining regulatory compliance with GDPR, and improving 

scalability, required solutions that are both theoretically robust and practically implementable. A 

pragmatic stance enabled the researcher to concentrate on what worked in tackling these 

multifaceted problems.  

In this thesis, pragmatism was operationalised using DSR, which integrated theoretical inquiry 

with empirical validation. Specifically, the SLR provided the theoretical foundation, while 

simulation, benchmarking, and formal verification supplied empirical evidence for evaluating the 

BSM. This combination enabled the integration of both qualitative insights and quantitative 

testing, producing outcomes that were scientifically rigorous and practically relevant.  

In summary, while positivism and interpretivism provided practical perspectives, pragmatism was 

the paradigm that best accommodated the objectives of this study. It enabled bridging theory and 

practice by supporting artifact design, empirical validation, and socio-technical alignment. This 

linkage is visualised in Figure 2.1. This study did not apply Design Science Research only at 

individual article level but at programme level across the full thesis. Each article contributed to 

one or more DSR cycle components, including problem analysis, requirement derivation, artifact 

design, artifact instantiation, and multi-method evaluation. The thesis-level synthesis integrated 

these contributions to demonstrate full-cycle DSR completion, including design justification, 

demonstration, evaluation, and communication. This ensured that the artifact evaluation claims 

presented in later chapters are grounded in consolidated multi-source evidence rather than single-

study results. 

This thesis has been shaped by pragmatism in this way:  

 Problem-centered and solution-oriented: The study began by analysing practical 

weaknesses in personal data-sharing systems, including limited user control, security 

vulnerabilities, and insufficient transparency in provider-centric architectures. This 
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problem analysis incorporated technical and regulatory expectations to ensure the resulting 

solution addressed real deployment constraints.  

 Design and development of the BSM artifact. The Blockchain Security Model (BSM) was 

designed and iteratively refined using established design knowledge (e.g., permissioned 

blockchain patterns, off-chain storage mechanisms, cryptographic access-control 

techniques, and trusted execution assumptions), ensuring that design choices were 

grounded in both theory and feasibility. 

 Evaluation and testing through multiple evidence streams. The artifact was evaluated using 

complementary methods appropriate to each objective. Security properties were assessed 

through formal symbolic verification (Dolev–Yao/ProVerif). Performance and scalability 

were assessed through simulation-based benchmarking and comparative platform testing. 

Where applicable, the study also used structured analysis of regulatory controls to assess 

compliance alignment. 

 Communication through an article-based research structure. Findings were reported 

through peer-reviewed outputs aligned to specific objectives and then consolidated in the 

thesis to provide integrated conclusions across design, evaluation, and regulatory 

implications. 

2.3.2 Research strategy  

Since this study looked at developing an artifact, the alignment of pragmatism and mixed methods 

led to the adoption of DSR strategy. The DSR approach guided the design and validation of the 

BSM. Following Vom Brocke et al.’s framework (2020), the process began with problem 

identification and objective definition, which drew on the findings of the SLR. Next, a conceptual 

design of the BSM was developed, integrating blockchain, off-chain storage, and zero-knowledge 

proofs (ZKP). The model was then instantiated as a prototype in Hyperledger Fabric and evaluated 

through simulation and formal verification. Finally, the results were communicated in the form of 

peer-reviewed articles and this thesis. This linkage is visualised in Figure 2.1 below.  
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Figure 2.1: Design science research methodology 

  

DSR relevance, rigor, and design cycles 

 Relevance cycle: Problem context - requirements from healthcare identity and consent 

workflows; GDPR constraints; African infrastructure realities. 

 Rigor cycle: Knowledge base - SLR synthesis; established cryptographic primitives 

(ABE/ZKPs); formal methods (Dolev–Yao/ProVerif); Hyperledger design patterns. 

 Design cycle: Iterative build-evaluate loops of the BSM: prototype - benchmark 

(IPFS/Filecoin, latency/throughput) → formal verification → refine. 

Refinement and adaptation: Based on the evaluation results, the model was refined and adapted to 

improve its effectiveness and address any identified shortcomings. This iterative process ensured 

that the final model was practical, robust, and well suited to its intended purpose. Figure 2.2 

illustrates the pragmatic research design which was adopted in this study.  
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Figure 2.2: Pragmatic paradigm 

 

Dissemination and implementation: The research findings and the developed model were 

disseminated to relevant stakeholders, including researchers, practitioners, policymakers, and the 

public. The research also provided recommendations for the implementation and adoption of the 

model as shown in Figure 2.2 above. 

2.4 RESEARCH APPROACH  

Research can be approached through qualitative, quantitative, or mixed methods (Creswell, 2023). 

A qualitative approach focuses on understanding meanings, contexts, and experiences, often 

applied to case studies or policy analysis. A quantitative approach emphasises measurement, 

statistical testing, and generalisation, typically used in experimental benchmarking. A mixed 

methods approach combines both, offering a broader perspective that leverages the strengths of 

each (Creswell and Plano Clark, 2017). 
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2.4.1 Qualitative, quantitative, and mixed methods 

This thesis adopted a mixed methods orientation aligned with the pragmatic paradigm, which 

provided a flexible philosophical foundation for integrating both qualitative and quantitative 

approaches. Pragmatism supports methodological pluralism by emphasising the use of diverse 

strategies to address complex socio-technical phenomena in context (Kaushik and Walsh, 2020). 

Ontologically, pragmatism accepts that reality is multifaceted, comprising both objective and 

constructed dimensions that interact dynamically through human experience and technological 

mediation (Morgan, 2022). Epistemologically, it values knowledge that is both actionable and 

contextual, generated through iterative cycles of inquiry, reflection, and design (Creswell and 

Creswell, 2023). Axiologically, pragmatism upholds values of usefulness, ethical responsibility, 

and social relevance, ensuring that research contributes to practical problem-solving while 

adhering to moral commitments such as privacy, accountability, and fairness (Biesta, 2020; Doyle 

et al., 2009). 

Within this philosophical framing, the adoption of mixed methods became a natural extension of 

pragmatic inquiry. Pragmatism rejects rigid divides between positivism and interpretivism, 

recognising that quantitative and qualitative evidence are complementary tools for understanding 

complex realities (Fetters and Molina, 2021). Accordingly, this study integrated both forms of 

evidence to ensure that conceptual insights were grounded in empirical verification and that 

technological artifacts are validated in practice. 

Consistent with Venkatesh’s (2024) guidance on mixed methods, the choice of a mixed design in 

this thesis was primarily justified by (i) complementarity, where qualitative synthesis clarified 

design requirements while quantitative evaluation tested whether the artifact satisfied them, and 

(ii) development, where outputs from the qualitative strand directly informed the construction of 

instruments, parameters, and evaluation metrics in the quantitative strand. In operational terms, 

the study followed a sequential design: the systematic literature review and regulatory analysis 

first established justification and derived requirements, after which design and implementation 

activities were undertaken and finally simulation-based benchmarking and ProVerif analysis 

evaluated the model against the derived requirements.  

The qualitative elements of this thesis are evident in the systematic literature review and policy 

analysis, which synthesised conceptual and socio-technical perspectives on personal data sharing. 

The quantitative components were reflected in the simulation experiments, performance 
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benchmarking, and formal verification of the BSM. By combining these approaches, the study 

achieved both analytical depth and empirical rigour, ensuring that the resulting model was 

theoretically grounded, technically verified, and practically relevant. A central requirement in 

mixed methods research is the production of meta-inferences, defined as integrative evidence into 

a single coherent explanation of the research problem. In this thesis, integration occurred at three 

levels. First, the systematic literature review and regulatory synthesis were translated into explicit 

design requirements, including consent traceability, enforceable access control, auditability, and 

verifiable deletion. Second, these requirements guided both the construction of the artifact and the 

selection of measurable evaluation indicators, such as endorsement latency, access-control 

response time, audit accuracy, and formally verified secrecy and authentication properties in 

ProVerif. Third, the evaluation findings were interpreted in relation to the original synthesis to 

produce integrated claims regarding achieved security properties, observed trade-offs, and 

deployment constraints. These meta-inferences demonstrate that the study did not consist of 

separate qualitative and quantitative strands reported in parallel, but rather a unified design-

oriented investigation in which evidence streams were explicitly connected through requirement 

derivation, artifact evaluation, and integrated interpretation. The integration of these three 

methodological dimensions is illustrated in Table 2.1 below. 

Table 2.1: Research approaches applied in the study 

Approach Application in this study Example output 

Qualitative Systematic literature reviews; 

Policy/industry. 

Article on identity management frameworks (LAJC, 

2025); Article on adoption factors in Africa (ICICT, 

2025).  

Quantitative Simulation experiments; performance 

benchmarking. 

Comparative study of IPFS and Filecoin (IJCS, 2025); 

Hybrid framework with ZKPs (J-ISI, 2025) 

Mixed 

Methods 

Integration of SLR insights with prototype 

validation and formal verification.  

Formal verification with ProVerif (IJACSA, 2025) 

supported by SLR-informed design.  

 

2.5 RESEARCH DESIGN 

Research design provided the operational blueprint for how the study was conducted, linking the 

philosophical paradigm and methodological approaches to concrete research procedures (Yin, 

2023). It defined how evidence was generated, analysed, and interpreted in order to answer the 

research questions and evaluate the proposed artifact (Creswell and Creswell, 2023). In this study, 

a hybrid, article-based research design was adopted to ensure both theoretical depth and empirical 

rigor across multiple objectives. 
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The adopted research design is illustrated in Figure 2.3. The figure represents the overall logic of 

the hybrid design and does not imply that any single method constituted the entire research 

strategy. Instead, multiple complementary approaches were applied in a coordinated manner. 

 Systematic Literature Review component – One component of the design applied a 

systematic literature review using a structured and reproducible protocol guided by the 

PRISMA 2020 reporting framework (Page et al., 2021) and established SLR practice in 

software and information systems research (Kitchenham et al., 2010). This component was 

used to synthesise prior work on blockchain-based data sharing, identity, privacy-

preserving cryptography, and regulatory controls. The purpose of this component was to 

derive justificatory knowledge and translate literature evidence into explicit design and 

evaluation requirements for the Blockchain Security Model. 

 Design Science Research component – The central methodological framework guiding 

artifact construction and evaluation was Design Science Research (DSR), which 

emphasises the design, demonstration, and evaluation of artifacts intended to solve real-

world problems (Hevner and Gregor, 2022; Vom Brocke et al., 2020). Within this 

framework, the Blockchain Security Model was conceptualised, architected, implemented, 

and iteratively refined. The DSR cycle structured the progression from problem 

identification through artifact design and demonstration to multi-method evaluation. 

 Evaluation and evidence components – Additional complementary designs were applied 

for evaluation purposes. Simulation-based experimentation and benchmarking methods 

were used to assess performance and scalability properties (Banks et al., 2010; Jakobsson 

& Karlsson, 2021). Formal symbolic verification using ProVerif was applied to assess 

secrecy and authentication properties under the Dolev–Yao adversary model (Dolev and 

Yao, 1983; Blanchet, 2009; Blanchet et al., 2022). Regulatory and governance analysis was 

used to assess compliance alignment with GDPR-style requirements (European Parliament 

and Council, 2016; Gürses and Van Hoboken, 2021). 

Through this hybrid design, different methods were applied per objective and per article-based 

study, and the resulting evidence streams were consolidated at thesis level to produce integrated 

conclusions. This structure ensured that the research design remained aligned with the objectives, 

hypotheses, and evaluation criteria defined in Chapter 1. Figure 2.3 illustrates the overall hybrid 
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design logic of the thesis and does not imply that any single method (such as SLR) constituted the 

entire research strategy.  

 

Figure 2.3: Hybrid article-based research design integrating SLR, DSR, simulation, and formal 

verification.  

 

Figure 2.3 provided the framework for each article that was written to produce this thesis. 

Collectively, these designs formulate a hybrid design strategy that ensures thesis combined 

conceptual synthesis (literature), empirical testing, artifact construction, and formal evaluation. 

This hybrid design strategy aligns with the pragmatic paradigm and mixed-methods approach 

outlined earlier, offering a comprehensive pathway to answering the study’s research questions. 

To illustrate how each article employed a distinct research design and how these designs 

contributed to the overall study, Table 2.2 summarised how different methodological approaches 

were applied across the article-based components of the thesis. This mapping illustrates the hybrid 

research design, showing that the systematic literature review, design science research, simulation 

benchmarking, and formal verification were applied selectively per objective rather than as a single 

uniform method. 

Table 2.2: Research design per article and contribution to the study 

Article title Research design Contribution to overall study 

Blockchain-Based Identity Management 

Solution for Secure Personal Data Sharing in 

Africa (LAJC, 2025) 

Systematic literature review 

(PRISMA 2020; Kitchenham 

protocol) 

Identified identity management 

gaps and established theoretical 

foundation (TO1). 

Hybrid Framework for Enhancing Privacy in 

Blockchain-Based Personal Data Sharing 

using Off-Chain Storage and ZKPs (J-ISI, 

2025) 

Prototype design and 

simulation benchmarking 

Demonstrated GDPR-aligned 

model integrating ZKPs and ABE 

(EO1). 

• SLR

• SLR Objective

• Identify 
research gaps 

Literature

Review

• Design 
requirements

• Simulation

• Prototyping

DSR

• Model 
development

• Security 
validation

Contribution
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Post-Quantum Cryptographic Techniques for 

Future-Proofing Blockchain-Based Personal 

Data Sharing (Iraqi JCI, 2025) 

Comparative analysis Assessed future-proof 

cryptographic primitives for 

blockchain security (TO4). 

Adoption of New Technologies in Africa: 

Secure Personal Data-Sharing, Tools, 

Protocols and Frameworks (ICICT 2025) 

Qualitative policy/industry 

review 

Analysed socio-technical adoption 

factors and regional context (TO3). 

Systematic Review of Chaincode-as-a-Service 

for Secure Smart Contract Execution (IET 

InfoSec, under review, 2025) 

Systematic literature review 

(PRISMA 2020; Kitchenham 

protocol) 

Explored modularisation and 

scalability of smart contracts 

(TO5). 

Comparative Security and Performance 

Evaluation of IPFS and Filecoin (IJCS, 2025) 

Controlled simulation 

experiments 

Benchmarked storage frameworks; 

informed off-chain design choice 

(EO2). 

Comparative Study of Encryption-Based 

Access Control Schemes (JICS, 2025) 

Comparative experimental 

evaluation 

Compared schemes across 

blockchain platforms; highlighted 

trade-offs (TO4, EO1). 

Synthesising the Future of AI-Blockchain 

Integration (LAJC, 2025) 

Conceptual analysis and 

thematic synthesis 

Expanded theoretical grounding on 

AI-blockchain ethics and 

adaptability (TO2). 

AdaptChain: A Unified Framework for Ethical 

and Adaptive AI-Blockchain Integration 

(ICECCME 2025) 

Conceptual design and 

demonstration (conference 

paper) 

Provided conceptual framework for 

adaptive AI integration (TO2). 

Smart Contract-Based Consent Management 

Model (JICS, 2025) 

Prototype development 

(Hyperledger Fabric and smart 

contracts) 

Implemented enforceable on-chain 

consent management (TO1, EO1). 

AI-Blockchain Synergy for Next-Generation 

Cybersecurity. Adaptive, Ethical, and 

Efficient Architectures. (IFIP-UNIVEN 2025) 

Conceptual analysis and 

applied synthesis. 

Expanded grounding on AI-

blockchain resilience and trust 

(TO2, TO3). 

Formal Verification of a Blockchain-Based 

Security Model for Personal Data Sharing 

(IJACSA, 2025) 

Formal verification (ProVerif; 

Dolev-Yao) 

Validated confidentiality, 

authentication, and access integrity 

of the BSM (EO3). 

 

2.5.1 Simulation and benchmarking 

To evaluate the empirical performance of the proposed model, controlled simulation experiments 

were conducted. Simulation has been widely applied in computer science for testing system 

performance in controlled environments (Banks et al., 2010). Benchmarking was used to compare 

the efficiency of off-chain storage solutions (IPFS and Filecoin) and cryptographic mechanisms 

such as ABE and ZKP. This experimental design enabled the measurement of latency, throughput, 

and compliance overheads under realistic workloads (Lavin et al., 2024). 

2.5.2 Comparative evaluation  

A comparative design was employed to assess encryption-based access control schemes across 

Ethereum, Hyperledger Fabric, and Corda. Comparative research designs are effective in 

identifying similarities, differences, and trade-offs across multiple cases or platforms (Saunders et 

al., 2023). This allowed the study to highlight variations in privacy, security, and scalability across 
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blockchain frameworks, thereby providing insights into their suitability for personal data sharing 

applications (Guggenberger et al., 2022). 

2.5.3 Formal verification  

To complement the simulation experiments, a formal verification process was conducted to 

mathematically evaluate the security guarantees of the proposed BSM. The analysis was based on 

the Dolev-Yao adversary model (Dolev and Yao, 1983), which assumes that attackers have full 

control over the communication network: they can intercept, modify, replay, and inject messages, 

but cannot break standard cryptographic primitives. This abstraction makes it possible to 

rigorously test security properties under worst-case adversarial conditions. 

Verification was carried out using the ProVerif tool (Blanchet, 2009), a widely adopted protocol 

verifier that automatically checks cryptographic vulnerabilities. In this study, ProVerif was used 

to model the BSM’s access control workflows and data-sharing protocols, testing for key security 

properties including: 

 Confidentiality of personal data and encryption keys.  

 Authentication of entities interacting with the system.  

 Integrity of transactions and access events recorded on the ledger.  

By combining simulation-based performance evaluation with formal security proofs, the 

methodology ensured that the BSM was validated not only empirically but also mathematically. 

This dual evaluation approach strengthens confidence in the model’s robustness and distinguishes 

it from prior frameworks that remain limited to prototype-level testing. A more detailed account 

of this verification procedure, together with experimental results, has been published in 

Mandinyenya and Malele (2025). 

2.6 RESEARCH ENVIRONMENT AND TOOLS 

The research was conducted within a controlled, permissioned environment to ensure both 

experimental precision and system security. The research environment and tools are described 

below.  

 Environment: Permissioned Hyperledger Fabric (v2.5) test network on Docker/Windows; 

Fabric CA for identities; Transactions per second TLS enabled. 
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 APIs/Apps: Python Flask REST API; Postman for workflow testing; Git/Git Bash for 

automation. 

 Crypto/Privacy: CP-ABE library; ZoKrates/other ZKP tooling; AES-256-GCM client-side 

encryption. 

 Storage: InterPlanetary File System (IPFS) node/cluster; optional Filecoin client for 

benchmarks. 

 Verification: ProVerif 2.x with Dolev-Yao processes; scripts for trace checks. 

 Telemetry: Custom log collectors for latency/throughput; CSV/JSON exports for analysis. 

All prototype implementations and experiments were conducted on a Dockerised Hyperledger 

Fabric v2.5 test network running on Windows 10 Pro with an Intel i7 (2.9 GHz), 16GB RAM, and 

1TB SSD. IPFS was deployed with three nodes, and ProVerif v2.04 was used for formal 

verification under the Dolev-Yao adversarial model. To enhance reproducibility and provide full 

transparency, the environment and versioning details are summarised in Table 2.3.  

Table 2.3: Experimental environment, software versions, and configuration 

Layer  Component Version Purpose Key settings 

Host environment Windows 10 Pro Build 19045 Base operating system 

for Dockerised test 

network 

Intel i7 (2.9 GHz), 16 GB 

RAM, 1 TB SSD 

Containerisation Docker desktop v24.0+ Deploys Hyperledger 

Fabric and IPFS nodes 

WSL2 backend enabled, 8 

CPUs and 12 GB RAM 

allocated 

Blockchain 

platform 

Hyperledger Fabric v2.5 Permissioned ledger 

with modular smart 

contracts 

Fabric CA for identity, TLS 

enabled, five peer nodes 

Smart contract 

layer 

Chaincode-as-a-

Service (CCAAS) 

Internal build Externalised chaincode 

execution for 

modularity 

Go chaincode containerised 

in Docker 

API & testing Python Flask REST 

API 

v3.11 Client interaction layer Endpoints tested with 

Postman 

Storage IPFS Cluster 
 

v0.21 

 

Off-chain encrypted 

storage 

3-node cluster, replication 

factor = 2 

Cryptography CP-ABE Library Latest stable Fine-grained access 

control encryption 

Policy-based encryption (CP-

ABE) 

Privacy layer ZoKrates  

 

ZKPs 

v0.8.7 Zero-knowledge proof 

generation and 

verification 

Circuits for consent and 

access validation 

Secure 

computation 

Intel SGX (simulated) 2019 SDK Trusted execution 

environment 

Local enclave simulation 

mode 

Formal 

verification 

ProVerif v2.04 Automated formal 

security verification 

Dolev-Yao model, secrecy 

and correspondence checks 

Logging and 

metrics 

Custom collectors In-house 

scripts 

Performance monitoring 

and reproducibility 

CSV/JSON outputs, latency 

and throughput logs 
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2.7 SYSTEMATIC LITERATURE REVIEW METHODOLOGY  

In support of the design and validation of the BSM, a systematic literature review (SLR) was 

conducted to explore the current landscape of blockchain-based solutions for secure personal data 

sharing. A SLR was selected because research on blockchain-based personal data sharing remains 

fragmented across cryptography, distributed systems, and information systems domains. The field 

is also rapidly emerging, resulting in inconsistent terminology, heterogeneous methods, and 

dispersed empirical evidence. Conducting an SLR provided a structured and replicable way to 

consolidate the scattered literature, mapped current approaches, and identified gaps that require 

further theoretical and practical development.  

This review followed a three-phase process as recommended by Petersen et al. (2015), structured 

as: (1) planning, (2) conducting, and (3) analysis and reporting. The PRISMA 2020 guidelines 

were adopted to ensure methodological transparency and reproducibility throughout the process. 

The SLR adopted in this study is shown in Figure 2.4.  

 

Figure 2.4: The systematic literature review approach. 

 

2.7.1 Planning phase  

The planning stage focused on establishing the scope, defining the research questions, and 

outlining a repeatable search strategy. This phase provided the conceptual grounding required to 

select, screen, and analyze peer-reviewed literature systematically. 

To direct the review and align it with the broader objectives of this study, the following research 

questions were formulated: 
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 RQ1: What privacy-preserving techniques are integrated into blockchain-based personal 

data sharing models? 

 RQ2: How do these blockchain models address legal and regulatory requirements, such as 

GDPR or HIPAA 

 RQ3: What technical challenges, such scalability, interoperability, or auditability, are 

common in blockchain-enabled data sharing systems? 

 RQ4: What types of blockchain architectures and identity frameworks are employed across 

application sectors? 

Although the SLR questions (RQ1 – RQ4) were framed at a cross-sector level to capture 

generalisable evidence on blockchain-based personal data sharing, they were used in this thesis as 

a structured evidence-gathering layer that directly supported the thesis objectives defined in 

Chapter 1. To address the requirement for explicit alignment between the SLR protocol and the 

thesis research framework, Table 2.4 presents a direct mapping between each SLR question and 

the corresponding thesis objective(s) and research question(s) it informed. 

This mapping clarifies that the SLR did not operate as a stand-alone study, but functioned as 

justificatory knowledge feeding into artifact requirements, architectural decisions, and evaluation 

criteria within the overall Design Science Research process. 

Table 2.4: Mapping between SLR questions and thesis objectives / research questions 

SLR Question 
Thesis objective / RQ 

Informed 
Role in this study 

RQ1 – privacy-preserving techniques PO1 / PRQ1; EO1 / 

ERQ1 

Derived privacy-preserving access-control and 

cryptographic design requirements (ZKP, ABE, 

consent enforcement) 

RQ2 – Legal & regulatory controls EO1 / ERQ1 Derived GDPR-aligned compliance and auditability 

requirements used in artifact control design and 

evaluation interpretation 

RQ3 – Technical & non-functional 

challenges. 

EO2 / ERQ2 Defined benchmarking indicators and non-

functional evaluation criteria (scalability, 

auditability, interoperability). 

RQ4 – architecture & identity 

frameworks 

TO1 / TRQ1 Informed identity architecture, credential, and 

interoperability design choices. 

 

2.7.2    Search Strategy 

The search strategy was designed to ensure comprehensive coverage across reputable digital 

libraries. The following electronic databases were used: 
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IEEE Xplore 

ACM Digital Library 

SpringerLink 

Scopus 

ScienceDirect 

These databases were selected because they comprehensively index peer-reviewed research across 

blockchain technology, cybersecurity, cryptography, distributed systems, and information 

systems. They also provide robust Boolean search capabilities and metadata structures suitable for 

systematic reviews. Grey literature (such as white papers, blogs, and industry reports) was 

excluded to ensure methodological rigor, minimise unverifiable claims, and maintain a focus on 

empirical or theoretical studies that meet academic quality standards.   

To refine the research and enhance relevance, Boolean operators were used with the following 

string:  

(“blockchain" OR "distributed ledger technology") AND 

(“data sharing" OR "identity management" OR "access control") AND 

(“privacy" OR "compliance" OR "interoperability") AND 

(“Africa” OR “developing countries”) 

The research was limited to publications in English between January 2014 and April 2025, 

reflecting the most current contributions in a rapidly evolving field. All database searches were 

executed during April 2025 using the same Boolean expression and filtering rules across databases. 

Where database interfaces differed, the search string was implemented using equivalent field-

based filters applied to title, abstract, and keywords to ensure consistent retrieval logic. Results 

were exported in BibTeX/CSV format (where supported) and consolidated into a single screening 

workbook to enable deduplication, traceability, and audit of decisions. This approach ensured that 

the search process could be re-run using the stated databases, string, language filter, and time 

window in line with PRISMA 2020 expectations for transparent reporting (Page et al., 2021). Only 

peer-reviewed journal articles and conference proceedings were included to ensure academic 

credibility.  

2.7.3   Conducting Phase  

The selection process was based on clear inclusion and exclusion rules to maintain the focus and 

relevance of the review. Table 2.5 outlines these criteria.  
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Table 2.5: Inclusion and exclusion criteria 

Inclusion criteria Exclusion criteria 

Peer-reviewed journal or conference paper Theses, white papers, blog posts 

Published between 2014 and 2025 Articles published before 2014 

Focused on blockchain-based identity or data sharing Articles unrelated to data management or blockchain 

Discusses security, privacy, compliance, or 

interoperability 

Excludes papers focused solely on cryptocurrency use 

cases.  

 

The screening process followed three stages: (i) title screening, (ii) abstract screening, and (iii) 

full-text review. Rayyan and Excel were used to manage screening decisions, remove duplicates, 

and document inclusion or exclusion reasons. Two reviewers independently screened all records, 

and disagreements were resolved through discussion, with a third reviewer consulted when 

consensus could not be reached. The initial database search returned a total of 237 publications. 

After removing duplicates, 180 records remained. These were then screened in two stages:  

 Title and abstract review: 110 articles were retained based on relevance to the SLR 

questions. 

 Full-text assessment: 28 studies met the inclusion criteria and were included in the final 

synthesis.  

Backward (reference list) and forward (citation-tracking) snowballing techniques were also 

applied in line with Kitchenham’s SLR guidelines to ensure that influential or highly cited studies 

not captured in the initial database search were identified and considered for inclusion.  

Inter-rater reliability was tested by having two reviewers independently screen 10% of the records. 

Cohen’s kappa coefficient was calculated at 0.84, indicating substantial agreement. Discrepancies 

were resolved through discussion.  

The complete screening process is documented using the PRISMA 2020 four-phase flowchart, 

presented in Figure 2.5 below.  
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Figure 2.5: PRISMA flow diagram for the systematic literature review 

 

2.7.4 Analysis and reporting phase  

2.7.4.1 Data extraction and coding  

Each included article was subjected to structured data extraction using a custom form. The form 

captured the following details:  

Author(s), publication year, and country/region. 

Blockchain platform used (public, private, hybrid).  

Sectorial application (e.g., healthcare, finance, government).  
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Privacy-preserving techniques (e.g., ABE, ZKPs, FHE).  

Access control method (e.g., RBAC, ABAC, consent-based).  

Regulatory alignment (e.g., GDPR, HIPAA, regional laws).  

Evaluation type (prototype, simulation, real-world deployment). 

Identity framework (e.g., self-sovereign identity, federated identity).  

A hybrid coding approach was used: deductive codes were derived from the research questions 

and conceptual framework, while inductive codes emerged from patterns observed in the data 

during full-text analysis.  

2.7.4.2 Thematic dimensions  

The findings were classified across five dimensions, derived from the research questions and 

thematic clustering. These dimensions were developed through iterative grouping of codes and 

were refined through constant comparison across studies. Codes representing similar concepts 

were merged into broader categories, which were then aligned with the overarching research 

objectives to form the final thematic structure.  

Security and privacy: Mechanisms to ensure confidentiality, integrity, and access 

control, including the use of cryptographic primitives.  

Scalability: Performance metrics such as throughput, latency, and computational 

overhead.  

Interoperability: Compatibility across systems, including support for decentralised 

identifiers and verifiable credentials.  

Regulatory compliance: Degree of alignment with formal legal standards like GDPR, as 

well as contextual compliance with local data protection frameworks.  

Identity and user control: The level of autonomy granted to users over their personal 

data, such as self-managed credentials or dynamic consent models.  

These five thematic dimensions were used as the coding framework for data extraction and 

synthesis. Table 2.6 presents a summary of each dimension along with the corresponding research 

questions (RQs) it was designed to answer. 
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Table 2.6: Classification dimensions and linked research questions (RQs) 

Dimension  Definition  Linked RQs 

Security and privacy Techniques ensuring confidentiality, integrity, and access control using 

cryptography.  

RQ1, RQ2 

Scalability Performance indicators such as transaction speed, latency, and resource 

use.  

RQ3 

Interoperability Cross-platform compatibility, e.g. Descentralised Identifiers (DIDs), 

verifiable credentials.  

RQ3, RQ4 

Regulatory compliance Alignment with GDPR, HIPAA, or local data laws RQ2 

Identity and user control User autonomy over data (e.g., consent management, SSI, revocation 

mechanisms) 

RQ1, RQ4 

 

To support reproducibility, the study documented the full SLR protocol, including databases 

searched, Boolean query string, filters applied (language and publication window), 

inclusion/exclusion criteria, and the staged screening process. Screening decisions were managed 

using Rayyan and a centralised tracking spreadsheet, enabling traceability of decisions from 

title/abstract screening through to full-text inclusion. The PRISMA flow diagram provides a 

transparent audit trail of record counts and exclusions, while the data extraction framework and 

thematic coding dimensions provide a repeatable basis for future replication of the synthesis 

process (Page et al., 2021; Petersen et al., 2015). 

2.7.4.3 Quality assessment 

Quality appraisal was performed to ensure that the synthesis was grounded in credible and 

methodologically sound evidence, consistent with established systematic literature review practice 

in software and information systems research (Kitchenham et al., 2010; Petersen et al., 2015). Each 

full-text study was assessed using a structured checklist and scoring rubric to support transparent 

and repeatable inclusion decisions and to align evidence quality with the SLR questions and thesis 

objectives. 

To evaluate both methodological strength and practical relevance, a quality assessment framework 

adapted from Dybå and Dingsøyr (2008) was applied. Each study was scored across three areas: 

 Rigor: Depth of empirical validation or theoretical grounding. 

 Relevance: Alignment with blockchain-based identity and data sharing contexts.  

 Innovation: Novelty in architectural design or privacy mechanisms.  

A 1-5 quality scoring rubric was applied to ensure consistent assessment across all studies.  

A score of 1 (low quality) indicated missing or weak methodological details, unclear data, lack of 

justification, or absence of evaluation.  
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A score of 3 (medium quality) reflected adequate methodological clarity, partial evaluation, and 

moderate transparency.  

A score of 5 (high quality) signified strong methodological rigor, clear contributions to the study, 

well-defined evaluation procedures, and high transparency.  

Studies scoring below 3 were excluded from synthesis due to methodological weaknesses or 

insufficient reporting, while studies scoring 3-5 were retained. Higher-scoring studies were given 

proportionally greater interpretive weight during thematic analysis.   

2.7.4.4 Synthesis method  

The final synthesis was performed using a combination of narrative analysis and dimensional 

mapping. Each dimension was examined across studies to identify trends, recurring patterns, and 

implementation trade-offs. Where relevant, results were tabulated and grouped by sector and 

region. Sectorial distribution included applications in healthcare, financial services, government, 

and humanitarian contexts. Regional patterns were also noted, with particular attention given to 

African use cases in South Africa, Kenya, and Nigeria. Thematic convergence was used to develop 

generalizable findings that directly informed the architectural decisions made in the Blockchain. 

2.7.4.5 Data analysis framework 

The data collected during this study required careful structuring and interpretation to generate 

meaningful insights about the BSM. To achieve this, the analysis followed a four-layer framework, 

namely descriptive, diagnostic, predictive, and prescriptive. This layered approach is common in 

information systems and data science research because it not only explains what is happening in 

the system, but also examines why certain patterns occur, forecasts what may happen under 

different conditions, and advises what should be done in response (Shmueli and Koppius, 2011; 

Wamba et al., 2015). 

The descriptive stage provided a baseline picture of the system’s behaviour. Here, the focus was 

on summarising central tendencies and variations for key metrics, including latency (mean, 

median, and tail distributions), throughput (transactions per second), storage overhead (the ratio 

between encrypted and plaintext object sizes), and audit-trail completeness (percentage of 

expected access events successfully logged). This step was essential because it offered a factual 

account of the BSM’s performance across multiple controlled runs, helping to establish whether 

the system behaved consistently within expected ranges (Kitchenham et al., 2010).  
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The diagnostic stage went beyond description by asking why particular results occurred. Variations 

in performance were traced to identifiable sources such as the time required for ZKP generation 

and verification, retrieval delays when accessing files from IPFS, or the overhead introduced by 

complex endorsement policies. Profiling the execution paths of smart contracts provided further 

clarity, showing which code functions were computationally expensive and how they contributed 

to bottlenecks. This level of analysis helped reveal where system inefficiencies originated and 

provided a foundation for targeted optimization (Runeson and Höst, 2009). 

The predictive layer examined what could happen under different scenarios. Simulation and 

controlled what-if testing allowed the model to be evaluated under higher peer counts, different 

IPFS replication factors, and stricter endorsement policies. This forward-looking perspective was 

important for gauging scalability; it highlighted thresholds where the BSM maintained efficiency 

and points at which performance costs outweighed security benefits. By doing so, the study was 

able to project how the model might behave in larger or more resource-constrained deployments 

(Shmueli and Koppius, 2011). 

The prescriptive layer was the most practical, offering guidance on what should be done. Insights 

from the earlier stages were translated into design recommendations for both researchers and 

practitioners. For example, the analysis suggested that IPFS is better suited for latency-sensitive 

clinical record sharing, while Filecoin may be preferable for long-term archival scenarios where 

replication incentives are valuable. Similarly, Intel SGX was recognised as resource-intensive but 

recommended for scenarios requiring accountable decryption and auditability, particularly where 

GDPR or HIPAA compliance is a priority. These prescriptive findings make the BSM more 

adaptable to real-world deployment contexts and provide a roadmap for balancing privacy, 

performance, and compliance in practice (Wamba et al., 2015). 

2.8 ETHICAL CONSIDERATIONS 

Ethical considerations are an integral component of rigorous research, ensuring that the study not 

only meets scientific standards but also adheres to institutional and regulatory requirements. This 

doctoral research was designed in accordance with the principles of academic integrity, respect for 

data protection laws, and the ethical guidelines of North-West University (NWU) (North-West 

University, 2022). Ethical clearance for this study was formally granted by the Faculty of Natural 

and Agricultural Sciences Ethics Committee (FNARESC), with approval from the North-West 

University Senate Committee for Research Ethics (NWU-SCRE), under ethics number NWU-
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00416-25-A9. No sensitive or personal datasets were collected. All experiments used synthetic or 

publicly available data, and the design aligns with GDPR/POPIA principles of transparency and 

data minimization.  

No real or personal identifiable human data were processed in this study. Instead, all experiments 

relied on synthetic or simulated datasets to evaluate the Blockchain Security Model (BSM). This 

approach eliminated risks related to the exposure of sensitive information, aligning with 

established research ethics guidance that stresses the importance of minimising harm and 

safeguarding participants’ privacy (Saunders et al., 2023). By excluding real-world personal data, 

the study ensured compliance with ethical norms while maintaining the validity of the 

experimental results. 

The architecture of the proposed model was deliberately aligned with the General Data Protection 

Regulation (GDPR), which remains a global benchmark for personal data protection (Voigt and 

Von dem Bussche, 2017). Core GDPR principles were embedded directly into the design: 

 Data minimisation and purpose limitation were achieved by ensuring that only hashes and 

access policies were stored on-chain, with encrypted files retained off-chain. 

 Auditability was maintained through immutable logging of all access requests and consent 

changes. 

 Dynamic consent and revocation mechanisms allowed users to withdraw access at any 

time, thereby restoring control over personal information. 

 Right to erasure was supported through Content Identifier (CID) invalidation in IPFS and 

the deletion of associated off-chain files, aligning with Article 17 of the GDPR. 

 These features demonstrate that ethical and regulatory considerations were embedded not 

as an afterthought but as fundamental design requirements. 

 Institutional review and research integrity 

The research was subject to review and clearance by the Ethics Committee of the NWU Faculty 

of Natural and Agricultural Sciences, in line with the university’s policies on responsible research 

conduct. All experimental logs, simulation outputs, and configuration files were stored securely, 

with restricted access limited to the researcher. In keeping with best practice, records will be 

retained for audit purposes and destroyed in accordance with NWU’s research data management 

policy (North-West University, 2022). Furthermore, the principles of honesty, accountability, and 
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transparency were applied throughout, reflecting international norms for research integrity (Resnik 

and Shamoo, 2017). 

2.9 THREATS TO VALIDITY AND MITIGATIONS 

No empirical study is free from limitations, and recognising potential threats to validity is an 

important part of ensuring credibility and transparency in research (Yin, 2023; Runeson & Höst, 

2009). In the context of evaluating the Blockchain Security Model (BSM), several categories of 

threats were identified and addressed through specific mitigation strategies, as outlined below. 

One potential threat arises from instrumentation bias, particularly the “cold start” problem in 

containerised environments such as Docker. Cold starts can temporarily inflate latency and reduce 

throughput, thereby distorting results if included in analysis. To mitigate this risk, all experiments 

were preceded by a warm-up phase, and initial runs were discarded from the dataset. In addition, 

repeated executions of each benchmark were performed to ensure consistency, with averages and 

percentile distributions reported across multiple trials. This approach consists of best practice in 

software engineering experiments, which emphasises repeatability and instrument calibration 

(Kitchenham et al., 2010). 

Another limitation relates to ecological validity, or the extent to which findings from a controlled 

laboratory environment can be generalised to real-world deployments (Shadish et al., 2002). The 

experiments were conducted on a permissioned Hyperledger Fabric test network under simulated 

healthcare scenarios. While this controlled setting allowed precise measurement and 

reproducibility, it cannot capture the full complexity of production environments where 

heterogeneous infrastructures, unpredictable traffic, and organisational policies may influence 

outcomes. To address this, the scenarios were carefully chosen to reflect regulated domains (e.g., 

healthcare and finance), and a sensitivity analysis was performed to examine system behaviour 

under different peer configurations, replication factors, and endorsement policies. These steps 

improve the external relevance of the findings; though full-scale production validation remains an 

avenue for future research. 

A further threat stems from the idealised assumptions used in formal verification, specifically the 

reliance on the Dolev-Yao adversary model. The Dolev-Yao abstraction treats cryptographic 

primitives as perfect, ignoring side-channel and implementation-level attacks. While this 

assumption may limit the model’s realism, it remains widely regarded as sufficient for reasoning 

about protocol-level security properties such as secrecy, authentication, and correspondence 
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(Blanchet, 2009). In this study, the Dolev-Yao model was used to demonstrate that the BSM 

satisfies fundamental security guarantees under standard adversarial conditions. Nevertheless, the 

thesis acknowledges that future work should extend verification to computational models that 

account for cryptographic hardness assumptions and potential quantum-era threats. 

By systematically identifying these threats and applying mitigation strategies, the study enhances 

the reliability and trustworthiness of its findings. Warm-up discards and repeated runs reduced 

instrumentation bias; scenario justification and sensitivity analysis mitigated concerns about 

ecological validity; and clear acknowledgment of modelling assumptions ensured transparency in 

the interpretation of verification results. Together, these measures strengthen the overall validity 

of the research design while recognising its inherent boundaries. 

2.10 REPRODUCIBILITY STATEMENT  

Reproducibility is a cornerstone of scientific research, ensuring that independent researchers can 

replicate findings under equivalent conditions (Goodman et al., 2016). In this study, 

reproducibility was treated as a design goal throughout the methodological process. 

All experiments were fully scriptable and containerised, allowing automated redeployment of the 

Blockchain Security Model (BSM) in a controlled environment. The exact versions of Hyperledger 

Fabric, ProVerif, IPFS, and supporting cryptographic libraries were pinned to eliminate 

inconsistencies arising from software updates. In addition, configuration files, test vectors, and 

anonymised logs were systematically archived, ensuring that all benchmark results can be 

regenerated. 

Key figures and tables presented in this thesis are derived from these reproducible artifacts. On a 

clean host environment, rerunning the scripts and using the archived datasets will reproduce the 

reported results with minimal deviation. This approach aligns with emerging best practices in 

computer science and software engineering, which emphasise transparency and repeatability in 

empirical studies (Page et al., 2021). 

2.11 VISUALISATION AND DISSEMINATION OF FINDINGS 

In line with design science research, the final stage involved the communication of research 

outputs to both academic and practitioner audiences (Hevner et al., 2022). This study adopted a 
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dual strategy of visualisation and dissemination to ensure that findings were not only academically 

rigorous but also practically accessible. 

 Visualisation. To enhance clarity and accessibility, findings from the benchmarking, 

formal verification, and systematic literature review were presented through a 

combination of figures, tables, and architectural diagrams. These included performance 

charts for latency and throughput, PRISMA flow diagrams for the SLR, layered system 

architecture diagrams for the BSM, and conceptual models for consent management and 

GDPR compliance. The purpose of this visualisation was to make complex socio-

technical interactions between blockchain, cryptography, and regulatory mechanisms 

intelligible to diverse audiences (Meyer, 2019).  

 Dissemination. The research outputs were shared through peer-reviewed journals and 

conferences, in line with the requirements of an article-based PhD thesis. To date, articles 

have been published or accepted in outlets such as the Latin-American Journal of 

Computing and the Journal of Information Systems and Informatics and presented at 

international conferences including ICECCME and AAIAC. Additional manuscripts are 

under review in journals indexed by Scopus, IEEE, and other DHET-recognized 

platforms. This dissemination strategy ensures that the findings contributed not only to 

scholarly discourse but also to the applied blockchain and data governance communities. 

 Integration into the thesis. The visualised and peer-reviewed outputs form the basis of 

the subsequent results chapter. Each result presented in this thesis is grounded in a 

published or submitted article, thereby reinforcing the scientific validity, transparency, 

and impact of the study. 

As this thesis followed an article-based format, the research findings have been disseminated 

through multiple peer-reviewed journals and conferences. These outlets ensured both academic 

visibility and practitioner relevance, with articles indexed in Scopus, IEEE, and other DHET-

accredited platforms. The full list of accepted and published outputs is provided in Table 2.7, 

which summarises the journals and conferences where the constituent studies have been published 

or presented.  
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Table 2.7: Journals and conferences where articles from this study have been published or accepted. 

Paper title Journal Status Objective Links 

Journals 

A blockchain-based identity management 

Solution for secure personal data sharing in 

Africa. An SLR 

Latin-American Journal of 

Computing (LAJC) 

Published TO1 (identity/data-sharing landscape 

and gaps 

https://doi.org/10.5281/zenodo.1537514

0 

 

A Hybrid for Enhancing Privacy in 

Blockchain-Based Personal Data Sharing 

using Off-chain Storage and Zero-

Knowledge Proofs 

Journal of Information Technology 

and Computer Science (JITCS) 

Published TO2, EO2 (hybrid design and 

performance/ 

security trade-offs) 

https://doi.org/10.51519/journalisi.v7i2.

1119 

 

Comparative Security and Performance 

Evaluation of IPFS and Filecoin for Off-

Chain Blockchain Storage 

Indonesian Journal of Computer 

Science (IJCS) 

Published TO2, EO2 (off-chain choices and 

empirical benchmarks) 

https://doi.org/10.33022/ijcs.v14i4.4968 

 

Post-Quantum Cryptographic Techniques for 

Future-Proofing Blockchain-Based Personal 

Data Sharing. 

Iraqi Journal for Computers and 

Informatics  

Published TO4 (PQC orientation for BSM 

privacy model) 

https://ijci.uoitc.edu.iq/index.php/ijci/art

icle/view/623 

 

Comparative Study of Encryption-Based 

Access Control Schemes in Ethereum, 

Hyperledger Fabric, and Corda 

Jurnal Ilmiah Computer Science 

(JICS) 

Published TO3, EO2 (platform design 

implications and comparative 

evaluation) 

https://www.ejurnal.snn-

media.com/index.php/jics/article/view/5

2 

 

Synthesizing the Future of AI-Blockchain 

Integration: A Pathway for Adaptive, Ethical, 

and Efficiency 

Latin-American Journal of 

Computing (LAJC) 

 

Published Supports TO3 (extension), Future 

Work/Related Work. 

https://lajc.epn.edu.ec/index.php/LAJC/

earlyaccess-457 

 

Design and Implementation of a Smart 

Contract-Based Consent Management Model 

for Secure Personal Data Sharing 

Jurnal Ilmiah Computer Science 

(JICS) 

 

Published TO2 (hybrid privacy design through 

blockchain-based consent 

enforcement) 

https://www.ejurnal.snn-

media.com/index.php/jics/article/view/5

3 

 

Formal Verification of a Blockchain-Based 

Security Model for Personal Data Sharing 

using Dolev-Yao Model and ProVerif 

International Journal of Advanced 

Computer Science and 

Applications. 

Published EO3 (formal verification), supports 

TO3 (validated design) 

https://dx.doi.org/10.14569/IJACSA.202

5.0160942 

 

A Systematic Review of Chaincode-as-a-

Service for Modular and Secure Smart 

Contract Execution in Hyperledger Fabric 

IET Information Security (under 

review) 

 

 EO1 (Supports BSM architecture)  

Conference papers 

ICECCME 2025 (IEEE Xplore) AdaptChain: A Unified Framework 

for Ethical and Adaptive AI-

Blockchain Integration 

Published Future work: TO4 (broadens security & 

standards discussion with AI-blockchain 

synergy) 

https://doi.org/10.1109/ICECCME645

68.2025.11277953 

 

 

https://doi.org/10.5281/zenodo.15375140
https://doi.org/10.5281/zenodo.15375140
https://doi.org/10.51519/journalisi.v7i2.1119
https://doi.org/10.51519/journalisi.v7i2.1119
https://doi.org/10.33022/ijcs.v14i4.4968
https://ijci.uoitc.edu.iq/index.php/ijci/article/view/623
https://ijci.uoitc.edu.iq/index.php/ijci/article/view/623
https://www.ejurnal.snn-media.com/index.php/jics/article/view/52
https://www.ejurnal.snn-media.com/index.php/jics/article/view/52
https://www.ejurnal.snn-media.com/index.php/jics/article/view/52
https://lajc.epn.edu.ec/index.php/LAJC/earlyaccess-457
https://lajc.epn.edu.ec/index.php/LAJC/earlyaccess-457
https://www.ejurnal.snn-media.com/index.php/jics/article/view/53
https://www.ejurnal.snn-media.com/index.php/jics/article/view/53
https://www.ejurnal.snn-media.com/index.php/jics/article/view/53
https://dx.doi.org/10.14569/IJACSA.2025.0160942
https://dx.doi.org/10.14569/IJACSA.2025.0160942
https://doi.org/10.1109/ICECCME64568.2025.11277953
https://doi.org/10.1109/ICECCME64568.2025.11277953
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Table 2.7: Journals and conferences where articles from this study have been published or accepted (continued). 

Paper title Journal Status Objective Links 

ICICT 2025 (IEEE Xplore) Adoption of New Technologies in 

Africa: Secure Personal Data 

Sharing, Tools, Protocols and 

Frameworks 

Accepted TO1 (situates blockchain-based personal 

data sharing in Africa’s adoption 

landscape) 

TO4 (links policy, tools, and 

frameworks to compliance and 

governance context) 

 

IFIP-UNIVEN-CSIR International 

Conference in Cybersecurity 

AI-Blockchain Synergy for Next-

Generation Cybersecurity. 

Adaptive, Ethical, and Efficient 

Architectures 

Published TO2 (extends hybrid privacy/security 

design by exploring AI-driven anomaly 

detection and adaptive consent 

management within blockchain data 

sharing) 

https://doi.org/10.1007/978-3-032-

13075-4_2 

 

 

https://doi.org/10.1007/978-3-032-13075-4_2
https://doi.org/10.1007/978-3-032-13075-4_2
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To ensure methodological traceability, each evaluation method described in this chapter is 

explicitly linked to corresponding results and validation evidence in Chapters 3 and 4. Systematic 

literature review findings informed design requirements and architectural choices. Simulation and 

benchmarking methods produced quantitative performance evidence reported in Chapter 3. Formal 

verification procedures produced symbolic security proofs reported in Chapter 4. This traceability 

ensures that all validation claims made for the Blockchain Security Model are directly supported 

by documented evaluation procedures and reproducible evidence streams.  

2.12 CHAPTER SUMMARY  

This chapter presented the philosophical foundations, research paradigm, and methodology 

adopted in this study. It outlined the ontological, epistemological, and axiological assumptions 

underpinning the pragmatic stance and explained how Design Science Research (DSR) guided the 

iterative design, implementation, and evaluation of the Blockchain Security Model (BSM). The 

research environment and toolchain were described in detail, together with the systematic literature 

review process, data preprocessing and cleaning steps, and the performance measurement model 

used for benchmarking. 

Furthermore, the chapter highlighted the strategies applied to ensure validity, reliability, and 

reproducibility, as well as the ethical considerations that shaped the research design in alignment 

with GDPR and institutional requirements. The dissemination of research outputs through peer-

reviewed journals and international conferences was also noted, consistent with the article-based 

PhD format approved by the Department of Higher Education and Training (DHET). 

Overall, this chapter provided a comprehensive account of the methodological choices, ensuring 

transparency, scientific rigour, and coherence between research objectives and the approach 

adopted. The next chapter presents the results and analysis, demonstrating how the proposed model 

was evaluated against existing blockchain-based solutions and validated in terms of security, 

performance, and compliance.  
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     CHAPTER 3 

RESULTS AND DISCUSSION 

3.1  INTRODUCTION  

A doctoral study requires a deep understanding of the chosen field, and a Systematic Literature 

Review (SLR) provided a structured approach for consolidating evidence, identifying gaps, and 

informing the design of new models (Kitchenham et al., 2010; Page et al., 2021). Unlike 

bibliometric studies that emphasise prevalence and citation trends, the SLRs conducted in this 

research focused on evaluating blockchain-based solutions, privacy-preserving technologies, and 

adoption frameworks. The outcomes of these reviews directly supported the theoretical objectives 

(TOs) and empirical objectives (EOs) highlighted in Chapter 1 by building the conceptual 

foundations of the Blockchain Security Model (BSM). 

3.2 SYSTEMATIC LITERATURE REVIEWS  

In this study, multiple SLR-based articles were produced and published, each of which directly 

addressed specific objectives outlined in Chapter 1. These outputs collectively form the theoretical 

basis of the BSM and ensure that its design is grounded in empirical evidence. 

3.2.1  A Blockchain-based identity management solution for secure personal data sharing 

in Africa: A systematic literature review.  

 Publication platform: This article was published in the Latin-American Journal of 

Computing (LAJC) Indexed by DOAJ and it is accredited by the South African Department 

of Higher Education and Training. (See Appendix B for details).  

 Purpose: To synthesise the state of blockchain-based identity management frameworks 

across Africa and evaluate their role in enabling secure, transparent, and General Data 

Protection Regulation (GDPR)-aligned personal data sharing. 

 Objective addressed: Article supported the theoretical objective TO1: To investigate 

blockchain-based identity management frameworks for personal data sharing in Africa. 

 Methods: PRISMA 2020 guidelines and Kitchenham’s SLR protocol. Studies from IEEE, 

ACM, and Scopus (2014–2025) were screened for inclusion. 

 Results: The review examined 28 papers (2015–2024). Most focused on self-sovereign 

identity (60%), followed by decentralised identifiers and verifiable credentials (45%), and 



63 

smart contracts for access control (35%). Key barriers were scalability, interoperability, 

GDPR compliance, and usability. African projects, such as Project Khokha in South Africa 

and Kenya’s blockchain land registry, demonstrated early pilots of digital identity. 

 Discussion: The results confirmed that blockchain can enhance security and user control 

in identity systems. This supported earlier SSI research (Zhou et al., 2024). Yet adoption 

faces unresolved issues such as scaling networks, ensuring compliance, and improving user 

experience. In Africa, blockchain can help reduce corruption and build trust, but requires 

legal frameworks and capacity building. 

 Thesis contribution: Provided the theoretical grounding for the identity layer in the BSM, 

confirming that Africa’s context requires flexible, regulation-sensitive identity 

architectures. 

3.2.2 A hybrid framework for enhancing privacy in blockchain-based personal data 

sharing using off-chain storage and Zero-Knowledge Proofs. 

 Publication platform: Journal of Information Technology and Computer Science – 

published in 2025. Indexed by DOJ and it is accredited by the South African Department 

of Higher Education and Training. (See Appendix B for details) 

 Purpose: To analyse how cryptographic enhancements, particularly ZKPs and IPFS-based 

off-chain storage, address GDPR’s transparency-privacy trade-off. 

 Objective addressed: Supports EO1: To build a GDPR-aligned model using ZKPs and 

ABE.  

 Methods: Conceptual analysis supported by prototype implementation on Hyperledger 

Fabric. 

 Results: The prototype combined IPFS for storage with zk-SNARKs for privacy 

validation. Testing showed a 74.8% reduction in on-chain storage and 98.2% GDPR 

compliance. Throughput was lower than MedRec and ABEChain but higher than Zerocash. 

CID revocation supported the right to erasure, though audit success dropped by 1.8% under 

concurrency. Storage savings came with a retrieval delay of 1.8 to 3.2s. ZK proof 

generation took 1.82s, with 0.31s verification. Compared to MedRec, ABEChain, and 

Zerocash, the framework scored highest on auditability and compliance. 

 Discussions: The results confirmed that privacy, compliance, and efficiency can be 

integrated in a single framework. However, trade-offs are evident. Stronger privacy 

through zk-SNARKs increases computation time. IPFS lowers blockchain bloat but adds 
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retrieval latency. These findings matched patterns noted in other privacy-preserving 

systems (Lavin et al., 2024). Despite limitations, the framework outperformed competitors 

in GDPR readiness, making it well-suited for healthcare and finance. Still, reliance on 

trusted setups for zk-SNARKs and third-party IPFS pinning services remain open issues. 

 Thesis contribution: This article delivered the first GDPR-aligned hybrid framework that 

balances privacy, auditability, and erasure rights. It contributed by showing how ZKPs and 

IPFS can be combined to reduce storage, enforce compliance, and support dynamic 

consent. The work highlights design trade-offs and sets a benchmark for building scalable, 

regulation-ready blockchain data sharing systems.  

3.2.3 Post-quantum cryptographic techniques for future-proofing blockchain-based 

personal data sharing.  

 Publication platform: Iraqi Journal for Computers and Informatics – published in 2025. 

Indexed by DOAJ and it is accredited by the South African Department of Higher 

Education and Training. (See Appendix B for details).  

 Purpose: To explore post-quantum cryptographic (PQC) algorithms as safeguards for 

blockchain privacy and security. 

 Objective addressed: Linked to TO4 (resilience to future threats). 

 Methods: Systematic literature review following PRISMA guidelines, combined with 

conceptual analysis of post-quantum cryptographic primitives and their integration into 

blockchain-based data sharing frameworks. 

 Results: The framework used lattice encryption, SPHINCS+ signatures, and zk-STARKs. 

It achieved 100% resistance under quantum attack tests and 1.2s signature verification. 

Throughput reached 1,500 TPS on Hyperledger Fabric. IPFS cut storage by 75%, though 

zk-STARKs added 5–12s latency. GDPR tests showed 99.98% audit success and 95% 

erasure compliance. ABE enforced rules with 98% accuracy, and revocation took 2.1s. 

 Discussion: The results showed stronger security and compliance, but with performance 

trade-offs. Quantum-safe cryptography resists future attacks but slows transactions. Off-

chain storage eased bloat and enabled GDPR alignment, like Estonia’s X-Road model. The 

balance between privacy, speed, and interoperability remains a key challenge. 

 Thesis contribution: This study showed quantum-ready cryptography can be built into 

blockchain. It proves GDPR compliance is possible with ZKPs and ABE while flagging 

gaps in latency and cross-chain portability. 
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3.2.4 Adoption of new technologies in Africa: Secure personal data sharing: Tools, 

protocols and frameworks. (Conference: ICICT 2025).  

 Publication platform: Publication platform: Procedures of ICIT 2025, IEEE Xplore. 

 Purpose: To examine Africa’s adoption of SSI frameworks, privacy-preserving protocols, 

and data protection laws. 

 Objective Addressed: To analyse socio-technical adoption factors in Africa. 

 Methods: Multi-source qualitative review drawing on academic, policy, and industry 

sources; targeted keyword searches; qualitative content analysis with cross-validation of 

initiatives such as Kiva and DIGID. 

 Results: Across 2014 to 2025, Africa deployed multiple digital ID and SSI projects. 

MOSIP scaled in Niger and Morocco; Nigeria’s NIN/MobileID also scaled. Kiva (Sierra 

Leone) and DIGID (Kenya, Uganda) stayed pilots. Of 30 studies, 53% used blockchain 

SSI, 30% used privacy-enhancing tech (ZKPs, HE), and 17% used PKI with consent 

gateways. BBS+ reduced credential verification times by ~35% in low-bandwidth settings. 

Active DPAs improved compliance: Kenya’s ODPC ran 58 audits in 2024, while SA 

breaches dropped from 14 to 8 (2021–2024) under POPIA enforcement. 

 Discussion: Adoption is uneven. SSI tools gained traction, but scaling is slowed by 

infrastructure limits and weak regulation. Policy maturity drives outcomes: Kenya, 

Nigeria, and South Africa lead, while Central Africa lags. Interoperability remains low, 

with <10% achieving cross-chain integration. Regional AU and ECOWAS initiatives show 

progress but need stronger APIs and governance support. 

 Thesis contribution: This conference paper mapped Africa’s adoption landscape and 

showed which tools and protocols fit which contexts. It highlighted policy maturity and 

interoperability as the key adoption barriers. These insights feed into the thesis’s proposed 

interoperability blueprint. 

3.2.5 A systematic review of Chaincode-as-a-Service for modular and secure smart 

contract execution in Hyperledger Fabric  

 Publication platform: Submitted to IET Information Security (Manuscript ID: 3493376, 

status: under review, conditional APC approval from Wiley Open Access Team). Indexed 

by SCOPUS and it is accredited by the South African Department of Higher Education and 

Training (see Appendix B for details). 
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 Purpose: To systematically review the emerging paradigm of Chaincode-as-a-Service 

(CCAAS) in Hyperledger Fabric, focusing on its role in enabling modular, secure, and 

containerized execution of smart contracts outside the peer process. 

 Objective addressed: Supported the architectural modularisation of the BSM; this study 

informed the model design but was not framed as a standalone formal objective in Table 

1.1.  

 Methods: Systematic literature review using Kitchenham’s protocol and PRISMA 2020 

guidelines, 28 primary studies thematically analysed for architecture, orchestration, and 

security implications. 

 Results: The review analysed 28 studies (2014–2025). Most focused-on modularity and 

security; integration was least covered. CCAAS improved upgrade cycles (downtime cut 

by ~63%). Security gains came from container isolation and mTLS (≈38% smaller attack 

surface). Trade-offs: 12–15% latency increase, stable throughput up to 500 tps. Kubernetes 

and service mesh eased deployment, though large-scale production cases remain rare. 

 Discussion: CCAAS fits microservices and zero-trust models. Benefits were clear, but 

latency and API risks remain. API gateways, hardening, and runtime checks reduce 

exposure. Integration improved, yet governance gaps persist. CCAAS is advancing, but 

production validation is still needed. 

 Thesis contribution: The paper validated the use of CCAAS within the BSM to achieve 

secure, modular, and upgradable smart contract execution. It extended the empirical 

foundation of the thesis by addressing smart contract resilience, complementing storage 

and privacy findings.  

3.3 SYSTEM ARCHITECTURE OF THE BLOCKCHAIN SECURITY MODEL (BSM) 

The BSM proposed in this study integrated both on-chain and off-chain components to achieve a 

privacy-preserving, scalable, and regulation-compliant framework for secure personal data 

sharing. The design followed a modular architecture that separates cryptographic processing, 

access control enforcement, and storage functions across distinct layers. This approach ensured 

flexibility in deployment while maintaining system robustness and user-centric privacy. The 

architecture leveraged blockchain smart contracts, the InterPlanetary File System (IPFS), 

Attribute-Based Encryption (ABE), Zero-Knowledge Proofs (ZKPs), and Intel SGX enclaves to 

address performance bottlenecks and regulatory constraints. An overview of the conceptual 

architecture is shown in Figure 3.1. 
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Figure 3.1: Conceptual Blockchain Security Model (BSM) (pre-validation) 

 

3.3.1 Layered design overview 

The system was divided into three core layers: 

 Application layer: This layer included user-facing interfaces such as identity wallets, 

consent dashboards, and APIs for interacting with third-party services (e.g., healthcare 

providers or financial institutions). 

 Blockchain layer (on-chain): Deployed on a permissioned blockchain (Hyperledger 

Fabric), this layer includeed smart contracts for managing access control policies, consent 

logging, and verification of ZKPs. It maintained hashes of encrypted data (CID mappings) 

and enforced compliance with pre-defined privacy rules. 

 Storage layer (off-chain): Utilising IPFS, this layer provided decentralised, content-

addressable storage for encrypted personal data. It ensured immutability while supporting 

privacy through encryption and CID referencing. 
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3.3.2 On-chain components 

Smart contracts are responsible for:  

 Managing access control policies defined by the data owner.  

 Storing and retrieving content identifiers (CIDs) for off-chain files. 

 Executing logic for consent revocation, access delegation, and compliance logging.  

These operations are implemented in Algorithm 1. 

Algorithm 1: Store CID and policy on-chain 

Input: CID, UserAddress, AccessPolicy 

Output: Confirmation of Storage 

 

1: Verify Caller == DataOwner 

2: AccessControl[UserAddress] ← AccessPolicy 

3: CIDMapping[UserAddress] ← CID 

4: Emit Event(CIDStored, CID, UserAddress) 

5: Return Success 

Zk-SNARK verifiers  

To maintain privacy while supporting verifiability, the model incorporates zk-SNARK verifiers 

on-chain. These are used to validate zero-knowledge proofs submitted by requesters, allowing 

access to encrypted data without disclosing its contents. 

Algorithm 2: Verify Zero-Knowledge Proof (ZKP) 

Input: ZKProof, UserAddress 

Output: AccessGranted (True/False) 

 

1: IsValid ← zkVerifier.Verify(ZKProof) 

2: If IsValid then 

     AccessPermissions[UserAddress] ← TRUE 

     Emit Event(AccessGranted, UserAddress) 

     Return TRUE 

3: Else 
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     Emit Event(AccessDenied, UserAddress) 

     Return FALSE 

3.3.3 Off-chain components 

Encrypted InterPlanetary (IPFS) Storage – All personal data is encrypted client-side using 

AES-256-GCM before being uploaded to IPFS. This ensures data remains secure even if the CID 

is exposed. 

Algorithm 3: Encrypt and upload to IPFS 

Input: PlainTextData, AESKey 

Output: EncryptedData, CID 

 

1: Generate Nonce ← RandomBytes(12) 

2: EncryptedData ← AES_Encrypt(PlainTextData, AESKey, Nonce) 

3: CID ← IPFS.Upload(EncryptedData) 

4: Return EncryptedData, CID 

Secure data deletion (GDPR Article 17-Right to erasure)  

To comply with GDPR, users can request deletion of their data and the corresponding CID 

mapping. 

Algorithm 4: GDPR-compliant data erasure 

Input: UserAddress 

Output: DeletionConfirmation 

 

1: Verify Caller == UserAddress 

2: CID ← CIDMapping[UserAddress] 

3: IPFS.Delete(CID) 

4: CIDMapping[UserAddress] ← NULL 

5: Emit Event(DataErased, CID) 

6: Return Success 
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3.3.4 Intel Software Guard Extensions (SGX)    

Intel SGX is a hardware-based security feature that allows applications to run code and process 

data in isolated, encrypted memory regions called enclaves, even if the operating system or 

hypervisor is compromised. 

3.3.5 Cryptographic techniques  

Attribute-Based Encryption (ABE): Used to enforce fine-grained access policies based 

on user roles or attributes (e.g., “Doctor” AND “Cardiology”). 

AES-256-GCM: Symmetric encryption ensures off-chain data confidentiality and 

integrity. 

Zero-Knowledge Proofs (ZKPs): Let users prove access rights without exposing 

sensitive credentials.  

Algorithm 5: Generate Zero-Knowledge Proof 

Input: Attributes, PrivateKey, Policy 

Output: ZKProof 

 

1: Encode Policy into Circuit 

2: Compile with ZoKrates 

3: Witness ← Execute(Attributes) 

4: ZKProof ← GenerateProof(Witness, ProvingKey) 

5: Return ZKProof 

3.3.6 GDPR Compliance and auditability 

The BSM supports auditability and erasure by:  

 Storing immutable access logs via smart contracts.  

 Supporting revocable consent. 

 Enabling user-triggered CID invalidation. 

Algorithm 6: Log access event  

Input: UserAddress, Action, Timestamp 

Output: LogEntry 
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1: Log ← Hash(UserAddress, Action, Timestamp) 

2: AuditTrail.Append(Log) 

3: Emit Event(LogRecorded, Log) 

4: Return Success 

3.3.7 Performance considerations 

The model’s efficiency is driven by: 

 Off-chain encrypted storage, reducing blockchain overhead (bloat).  

 Optimised ZKP verifiers, minimising gas cost.  

 Modular smart contracts, enabling rapid validation and lightweight processing.  

Algorithm 7: Retrieve encrypted data 

Input: UserAddress 

Output: EncryptedData or Error 

 

1: If AccessPermissions[UserAddress] == TRUE then 

     CID ← CIDMapping[UserAddress] 

     EncryptedData ← IPFS.Download(CID) 

     Return EncryptedData 

2: Else 

     Return Error("Access Denied") 

Algorithm 8: Decrypt data  

Input: EncryptedData, AESKey, Nonce 

Output: PlainTextData 

 

1: PlainTextData ← AES_Decrypt(EncryptedData, AESKey, Nonce) 

2: Return PlainTextData 

2.12 Threats to validity and mitigations 
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3.4 SIMULATION RESULTS 

The logical processes that govern the evaluation of a blockchain-based system can be modelled 

and tested through simulation experiments, which allow the transformation of theoretical 

constructs into measurable performance indicators (Jakobsson and Karlsson, 2021). In this study, 

simulation was employed to evaluate the Blockchain Security Model (BSM) under controlled 

conditions, ensuring both repeatability and comparability. Five methodological steps guided the 

execution of simulation experiments.  

 Select a source of randomness – containerized Hyperledger Fabric peers and IPFS nodes 

were deployed with randomized seeds to count for variability in peer ordering and block 

propagation.  

 Obtain basic observations from the source – latency, throughput, and storage events were 

collected from peer logs and API transactions.  

 Transform the basic observations to input distributions – repeated trials were run, warm-

up data were discarded, and outputs were normalized to establish representative 

distributions.  

 Transform the input observations, via the model, to output observations – BSM operations 

such as encryption, access control via chaincode, IPFS storage, and ZKP verification were 

executed, producing measurable performance and security outcomes.  

 Calculate statistics from the output observations - averages and percentile measures (P50, 

P95, P99) were computed for latency and throughput, while audit completeness, storage 

overhead, and ZKP cost were quantified to estimate system performance. 

The simulation experiments were conducted to achieve EO1: To benchmark distributed off-chain 

storage frameworks (IPFS and Filecoin) and evaluate the performance of cryptographic modules 

in the BSM. Results from these simulations were published in peer-reviewed journals and 

presented at international conferences, providing both empirical validation and dissemination of 

the proposed model.  

3.4.1 Comparative Security and Performance Evaluation of IPFS and Filecoin for Off-

Chain Blockchain Storage.  

 Publication platform: Indonesian Journal of Computer Science (IJCS), published in 2025. 

Indexed by DOAJ and it is accredited by the South African Department of Higher 

Education and Training (see Appendix B for details). 



73 

 Purpose: To benchmark IPFS and Filecoin as distributed off-chain storage frameworks for 

blockchain-based personal data sharing. 

 Objective addressed: Supported EO1: To benchmark distributed off-chain storage 

frameworks in terms of latency, scalability, and compliance. 

 Methods: Controlled experiments comparing IPFS and Filecoin nodes, measuring latency, 

throughput, storage redundancy, and compliance features. 

 Results: IPFS achieved lower latency (~210 ms) than Filecoin (~580 ms) but lacked 

guaranteed persistence. Filecoin reached 99.9% availability through PoRep and PoSt but 

at higher cost and complexity. IPFS integrated easily with IoT and lightweight apps, while 

Filecoin required heavier resources but enabled auditability and smart contract integration. 

 Discussion: Findings showed a trade-off: IPFS is faster and simpler, Filecoin slower but 

more secure and compliant. IPFS fits short-term or real-time use, while Filecoin supports 

regulatory and archival needs. Hybrid use offers a balance between speed and persistence. 

 Thesis contribution: This study provided empirical validation for the off-chain storage 

layer in the BSM, guiding the selection of IPFS for latency-sensitive contexts and Filecoin 

for long-term archival needs.  

3.4.2 A Hybrid framework for enhancing privacy in blockchain-based personal data 

sharing using off-chain storage and Zero-Knowledge Proofs (ZKP). 

 Publication platform: Journal of Information Systems and Informatics – published in 

2025. Indexed by DOAJ and it is accredited by the South African Department of Higher 

Education and Training (see Appendix B for details). 

 Purpose: To evaluate the integration of ZKPs and IPFS-based off-chain storage in enabling 

GDPR-aligned privacy and accountability.  

 Objective addressed: Supported EO2: To construct and evaluate a privacy-preserving 

blockchain model using advanced cryptographic techniques.  

 Methods: Protoype implementation on Hyperledger Fabric with ZKP verification and 

IPFS integration; benchmarked under simulated healthcare data sharing scenarios.  

 Results: The framework combined IPFS storage with zk-SNARK-based privacy 

validation. Tests showed a 74.8% storage reduction, 98.2% GDPR compliance, and 

cryptographic verification supporting real-world use. Comparative benchmarking placed it 

ahead of MedRec, ABEChain, and Zerocash in compliance and auditability, though 

throughput was lower. Workflow validation confirmed secure registration, zero-knowledge 
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access control, and token-based retrieval. Trade-offs were noted: zk-SNARK proofs added 

~1.8s generation time, IPFS retrieval took 1.8–3.2s, and concurrency reduced audit success 

to 98.2%. 

 Discussion: The results demonstrated that privacy and compliance can be integrated into 

blockchain without major performance losses. The system balanced storage savings, 

verifiable erasure, and user-controlled consent, aligning with DSR principles. Still, trade-

offs highlight complexity: stronger privacy slowed transactions, and reliance on trusted 

setups and third-party pinning limited decentralization. Compared to existing frameworks, 

this hybrid approach provided the best fit for healthcare and finance, where compliance 

and auditability outweigh raw speed. 

 Thesis contribution: This article showed how hybrid storage and cryptography can deliver 

GDPR-aligned privacy in blockchain. It advanced the thesis by providing empirical 

evidence that IPFS with ZKPs can enforce compliance, and it highlights the design trade-

offs shaping future privacy-preserving models. 

3.4.3 Comparative study of encryption-based access control schemes in Ethereum, 

Hyperledger Fabric, and Corda 

 Publication platform: Publication platform: Jurnal Ilmiah Computer Science (JICS), 

published in 2025. Indexed by DOAJ and it is accredited by the South African Department 

of Higher Education and Training (see Appendix B for details). 

 Purpose: To evaluate and compare encryption-based access control mechanisms in three 

leading blockchain platforms, Ethereum, Hyperledger Fabric, and Corda, focusing on 

security, scalability, and usability.  

 Objective addressed: Supported EO1: To build a GDPR-aligned model using ZKPs and 

ABE.  

 Methods: Mixed-methods design combining literature review, experimental testing, and 

case study validation. Simulated access control scenarios were benchmarked in a controlled 

environment to measure transaction latency, throughput, and computational overhead, 

supplemented by real-world case studies.   

 Results: Hyperledger Fabric achieved the best scalability (<1s latency, 350 TPS), 

Ethereum demonstrated strong decentralisation but limited scalability (~13.5s latency, 15 

TPS), while Corda offered efficiency in financial contexts (2.8s latency, 150 TPS) but 
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lacked flexibility for non-financial use cases. Comparative analysis revealed platform-

specific strengths and trade-offs between decentralization, scalability, and usability. 

 Discussion: The findings showed that each platform offered distinct strengths tied to its 

model. Ethereum provided decentralisation but suffered from security and scalability 

limits. Hyperledger Fabric exceled in performance and fine-grained control but added 

operational complexity. Corda balanced efficiency and usability in finance but is less 

flexible for other domains. These results underlined that platform selection depended on 

trade-offs between decentralisation, control, and simplicity. 

 Thesis contribution: This article strengthened the empirical results of the thesis by 

providing comparative benchmarks for encryption-based access control schemes. It 

informed the design trade-offs of the BSM and demonstrates how performance, scalability, 

and security vary across blockchain platforms.   

3.5 CONCEPTUAL FRAMEWORK AND INTEGRATION RESULTS  

The results in this section focused on forward-looking frameworks that integrated artificial 

intelligence (AI) and blockchain to enhance adaptability, transparency, and ethical governance. 

These findings complemented the simulation results by extending the Blockchain Security Model 

(BSM) into broader socio-technical and architectural domains.  

3.5.1 Synthesizing the Future of AI-Blockchain Integration: A Pathway for Adaptive, 

Ethical, and Efficiency.  

 Publication platform: Published in 2025 in the Latin-American Journal of Computing 

(LAJC). Indexed by DOAJ and it is accredited by the South African Department of Higher 

Education and Training (see Appendix B for details). 

 Purpose: To synthesise the opportunities and challenges of integrating AI with blockchain 

for adaptive and ethically aligned data sharing systems.  

 Objective addressed: Supported TO2: To examine the ethical and adaptive integration of 

AI into blockchain-based security models. 

 Methods: Systematic literature review and thematic analysis of AI-Blockchain integration 

frameworks across security, governance, and performance domains.  

 Results: Across 28 studies (2014–2025), AI was used to speed up consensus (e.g., RL for 

PoS/PBFT), detect anomalies, and auto-generate or audit contracts. Reported gains 

included 30–60% faster finality, >90% bug-detection accuracy, and ~60% storage savings 



76 

from ML-based compression, often offset by ~15–25% energy/compute overhead and 

reduced model transparency. Sector work clustered in finance and healthcare; live 

deployments were limited, with most results from simulations. Ethical/legal coverage was 

sparse, particularly on GDPR–immutability, liability, and bias. 

 Discussion: Benefits were clear, faster consensus, smarter contracts, and leaner storage, 

but trade-offs persist higher energy costs, black-box models, and thin real-world validation. 

Sector bias and proprietary datasets restrict generalizability. The path forward blended 

privacy-preserving ML (e.g., FL, ZKPs) with explainability and governance, moving 

prototypes into pilots beyond finance/healthcare. Net insight: value rises when 

performance gains are paired with auditability and compliance. 

 Thesis contribution: This conference paper distilled where AI helps in blockchain 

(consensus, contracts, storage), quantifies gains vs. costs, and surfaced the 

ethics/compliance gap. It underpined the thesis’s design choices by motivating 

transparency, privacy-preserving AI modules and a staged roadmap from simulation → 

pilot → production across more diverse sectors. 

3.5.2 AdaptChain: A Unified Framework for Ethical and Adaptive AI-Blockchain 

Integration  

Publication platform: IEE Xplore: 2025 5th International Conference on Electrical, Computer, 

Communications and Mechatronics Engineering (ICECCME).  

Purpose: To propose AdaptChain, a modular framework that unifies reinforcement learning, 

federated learning, and DAO-based governance for AI-Blockchain integration. 

Objective addressed: Supports EO2: To explore ethical and adaptive AI in blockchain models.  

Methods: Prototype-oriented framework design, validated conceptually with workflow 

simulations and governance scenarios.  

Results: On adaptability, AdaptChain delivered ~12 model updates/day, ~2-hour stakeholder 

approvals, and ~98% cross-platform compatibility, outperforming ChainML/AIChain/BlockAI. 

On efficiency, it sustained higher TPS with lower energy use over 24 hours than ChainML (Caliper 

+ RAPL). Latency was lowest (median ≈ 45 vs 100–170 in baselines), with a tighter spread under 

real-time load. Ethics scores were strongest on fairness (5/5), though automated bias mitigation 
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was not yet implemented. Case studies (healthcare, finance, governance) showed feasibility, but 

tests were simulation-based rather than live deployments. 

Discussion: Findings indicated AdaptChain updated faster, ran cheaper, and responded quicker, 

while embedding governance and audit trails. The main gaps were bias mitigation, transparency 

tooling, and regulatory portability at scale. Practical adoption will hinge on pilots in high-stakes 

settings, a pluggable compliance engine (e.g., GDPR/POPIA/HIPAA), and hardening for 

adversarial threats. Net trade-off: strong adaptability and ethics scaffolding with residual risks 

around model bias and jurisdictional variance. 

Thesis contribution: This conference paper contributed (i) a modular AI–blockchain architecture 

that couples adaptive learning with on-chain governance, (ii) quantified gains in throughput, 

energy, and latency over named baselines, and (iii) an ethics-by-design path (fairness auditing, 

DAO oversight, audit logs) plus a migration model (phased rollout) to move from simulations to 

pilot-grade deployments. 

3.5.3 Design and Implementation of a Smart Contract-Based Consent Management 

Model for Secure Personal Data Sharing 

 Publication platform: Jurnal IImiah Computer Science (JICS). Indexed by DOAJ and it 

is accredited by the South African Department of Higher Education and Training (see 

Appendix B for details). 

 Purpose: To design and implement a blockchain-driven consent management framework 

that leverages smart contracts, offline storage, and a user-friendly interface for secure and 

dynamic personal data sharing. 

 Objective addressed: Supported TO1 (to investigate blockchain-based identity 

management frameworks for personal data sharing, focusing on interoperability, consent 

revocation, and compliance).  

 Methods: Design Science Research (DSR) methodology combined with systematic 

literature review and three sectoral case studies (healthcare, finance, identity). A hybrid on-

chain / off-chain prototype was developed using Ethereum, IPFS, and React.js, with 

performance benchmarking and compliance audits (GDPR, HIPAA).  

 Results: The model achieved strong security, with STRIDE risks reduced to near zero and 

no critical flaws found in penetration tests. GDPR compliance reached 98% and HIPAA 

audits passed all criteria. Performance benchmarks showed faster consent logging and 
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revocation on Ethereum and Hyperledger compared to centralized systems, while 

scalability tests confirmed low-latency support for large datasets. PoS energy use was far 

lower than PoW. 

 Discussion: Findings showed tha the hybrid model improved security, compliance, and 

efficiency over centralised consent systems. Offline layers ensured resilience during 

outages, and user-friendly interfaces addressed accessibility gaps. Remaining issues 

include gas fees and cross-chain synchronisation. 

 Thesis contribution: This article contributed to the conceptual results by providing a 

validated, sector-agnostic consent management model that demonstrates the practical 

feasibility of user-centric, blockchain-based personal data sharing. It operationalised TO1 

by showing how smart contracts and hybrid architectures can enforce consent dynamically 

and securely.  

Meta-inferences were derived by integrating insights from the systematic literature review with 

empirical findings from simulation, benchmarking, and formal verification. The literature 

consistently identified challenges related to consent management, privacy–performance trade-offs, 

and regulatory compliance in blockchain-based personal data sharing. The empirical results 

demonstrated that the proposed Blockchain Security Model addressed these challenges through 

measurable improvements in access control accuracy, auditability, and system performance. When 

considered together, these findings confirm that the study represents an integrated mixed methods 

inquiry rather than parallel or disconnected analyses, with each methodological strand contributing 

to a unified understanding of the research problem. The proposed Blockchain Security Model 

(BSM) (post-literature synthesis) is shown in Figure 3.2 below.  
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Figure 3.2: Proposed Blockchain Security Model (BSM) architecture (post-literature synthesis) 

 

Based on the consolidated evidence from the systematic literature reviews and the thematic 

synthesis presented in this chapter, the study derived the proposed Blockchain Security Model 

(BSM) as a requirements-driven architecture. The proposed model integrated the core capability 

blocks required to address the identified gaps, namely privacy-preserving access control, consent 

traceability, hybrid storage scalability, auditable governance, and regulation-aligned enforcement. 

At this stage, the model is presented as a “proposed” architecture because it reflects the synthesis-

driven design intent prior to implementation refinement and validation measurements. Figure 3.2 

presented the proposed BSM and highlights how the key mechanisms derived from literature (e.g., 

permissioned ledger governance, off-chain content addressing, privacy-enhancing verification, 

and enforceable consent logic) were combined into a coherent architecture intended for cross-

sector personal data sharing. 

3.6 CHAPTER SUMMARY  

This chapter presented the findings from the seven research articles and conference papers that 

collectively underpin the Blockchain Security Model (BSM). The results from the systematic 

literature reviews provided insights into existing blockchain-based data sharing techniques, 

highlighting critical gaps in identity management, off-chain storage, privacy-preserving 
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cryptography, and regulatory compliance. These reviews established the theoretical foundation for 

the study and clarified the need for an integrated security model. 

The chapter also examined simulation and benchmarking results, where empirical evaluations 

demonstrated the strengths and limitations of integrating Zero-Knowledge Proofs (ZKP) with 

IPFS, and comparative tests between IPFS and Filecoin revealed important trade-offs between 

latency, scalability, and archival persistence. Furthermore, conceptual contributions from AI–

Blockchain integration and post-quantum cryptographic approaches showed the potential for 

adaptability, ethical governance, and future-proofing against emerging threats. Finally, formal 

verification using the Dolev-Yao model and ProVerif added a unique dimension to the results by 

validating that the proposed model satisfies fundamental security properties under adversarial 

conditions. 

Together, these findings confirmed that while individual techniques contribute valuable advances, 

they remain insufficient in isolation. The integrated BSM addressed these shortcomings by 

combining modular components into a privacy-preserving, accountable, and regulation-compliant 

framework. Building on these results, the next chapter transitioned to the validation of the 

complete BSM through prototype demonstration and applied recommendations for real-world 

deployment. 
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CHAPTER 4 

MODEL VALIDATION, IMPLICATIONS AND RECOMMENDATIONS 

4.1 INTRODUCTION  

The previous chapter presented the theoretical, empirical, and conceptual findings drawn from the 

seven published and submitted research outputs. These results established the limitations of 

existing blockchain-based approaches and demonstrated how modular techniques such as Zero-

Knowledge Proofs (ZKP), off-chain storage frameworks, and Intel SGX enclaves addressed 

individual aspects of secure personal data sharing. The chapter also highlighted the added strength 

of formal verification, which confirmed the robustness of the proposed framework at the protocol 

level. 

This chapter presented recommendations derived from the validated findings of the Blockchain 

Security Model (BSM). It begins with a concise synthesis of how the empirical and formal 

evaluation results address the study objectives and then translates these findings into actionable 

recommendations for practitioners, regulators, and system designers involved in secure personal 

data sharing. The chapter concluded by identifying focused future research directions that follow 

from observed limitations and unresolved trade-offs. 

4.2 THE BLOCKCHAIN SECURITY MODEL (BSM)  

Following the proposed architecture derived from the literature synthesis, the study designed the 

BSM into an implementation-level model that specifies component boundaries, data flows, trust 

boundaries, and enforcement points for access control and consent. In this designed model, 

responsibilities are allocated explicitly across on-chain governance logic, off-chain encrypted 

storage, key handling and confidential processing (SGX enclave boundary), and the chaincode 

execution layer (including modular execution through Chaincode-as-a-Service). This design-level 

specification was necessary to ensure that security properties could be validated formally and that 

performance could be benchmarked under representative workload conditions. 

Figure 4.1 presents the designed BSM, showing the concrete interaction paths between the 

requester, policy evaluation, encrypted storage retrieval, audit logging, and revocation/deletion 

controls that were subsequently validated through simulation benchmarking and ProVerif-based 

verification. 
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Figure 4.1: Designed Blockchain Security Model (BSM) (implementation-level architecture) 

  

4.2.1 Step 1: Problem identification and motivation  

Problem: Traditional personal data sharing models lack security, privacy, and control, making 

them vulnerable to data breaches, unauthorised access, and misuse. 

Motivation: Blockchain provides a decentralised and tamper-resistant solution, but existing 

blockchain-based data sharing models still face challenges in terms of access control, and 

regulatory compliance.  

4.2.2 Step 2: Define objectives of a solution  

The model should:  

 Primary objective: Design a Blockchain Security Model integrating encryption, smart 

contracts, and off-chain storage (IPFS) to enable secure, controlled, and privacy-preserving 

personal data sharing. 

 Secondary objectives: The model should be able to: 

o Ensure secure and privacy-preserving data sharing. 

o Provide fine-grained access control (using encryption and smart contracts). 
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o Maintain data integrity while enabling efficient user control over shared data.  

4.2.3 Step 3: Design and deployment 

The Blockchain Security Model (BSM) was designed using modular architecture to ensure secure, 

privacy-preserving personal data sharing. The core model includes:  

 Smart contracts (chaincode) deployed via Chaincode-as-a-Service (CCAAS) for access 

control and consent management.  

 Attribute-Based Encryption (ABE) for policy-based fine-grained data encryption. 

 Decentralised Identifiers (DIDs) to support identity authentication and credential control.  

 Offchain-storage using IPFS to manage encrypted data securely while minimizing 

blockchain bloat. 

 Interoperability mechanisms aligned with GDPR to ensure lawful, accountable data 

processing and auditing.  

The technology stack of The Blockchain Security Model (BSM) was as follows: 

 Blockchain Layer: Hyperledger Fabric (v2.5). 

 Smart Contract Layer: Chaincode-as-a-Service (CCaaS).  

 Execution Environment: Docker-based Fabric test network on Windows OS. 

 API Layer: Python Flask RESTful API.  

 Development Tools: Git Bash for terminal operations, Postman for API testing.  

 Privacy enhancements: IPFS for off-chain storage, Intel SGX (or simulated enclaves) 

for secure computation, and zk-SNARKs for zero-knowledge verifiability.  

4.2.4 Step 4: Demonstration (use case and role-based access control) 

The proposed Blockchain Security Model (BSM) was implemented and demonstrated through a 

real-world use case: secure personal data sharing in the healthcare domain. A functional prototype 

was built to simulate interactions between patients, hospitals, and insurance providers. This 

implementation aimed to evaluate how the BSM framework ensures secure, privacy-respecting, 

and policy-compliant data exchange across multiple stakeholders.  

The prototype was developed on a permissioned Hyperledger Fabric network using Chaincode-as-

a-Service (CCAAS) to handle dynamic access control, consent recording, and audit logging. The 

access permissions were enforced using attribute-based policies encoded in smart contracts 

(chaincode), and data interactions were mediated via a Flask-based RESTful API. The API 
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endpoints were tested using Postman to simulate client interactions from different roles (e.g., 

patient, doctor, and insurer).  

A patient shares their encrypted medical records with a doctor and an insurance provider through 

a controlled, consent-driven process. Doctors have read-only access, insurers can request limited 

access with patient consent, and all actions are immutably logged for auditability.  

 Patients control their data and issue consent tokens  

 Doctors can view but not modify or distribute data  

 Insurers can request access based on policy compliance  

 All requests and accesses are validated through smart contracts and logged on the ledger 

 Use case example: Secure medical records sharing between hospitals, patients, and 

insurance companies 

 Implement role-based permissions (for example doctors can view but not modify patient 

data).  

4.2.5 Step 5: Evaluation of the model 

The BSM prototype was evaluated across three core dimensions: security, performance and user 

acceptability. A combination of formal verification, performance benchmarking, and qualitative 

feedback was used to assess the robustness and practical viability of the model.  

 Security analysis – A formal security evaluation was conducted using the Dolev-Yao 

adversary model, operationalised via ProVerif. The system was modelled to simulate 

attacks such as Sybil attacks, unauthorised data access, and replay attacks. The verification 

confirmed properties such as: (i) confidentiality of data in transit and at rest, (ii) 

authentication of users via on-chain identity verification, and (iii) Access control integrity, 

ensuring only authorised entities can decrypt shared data. 

 Performance metrics and measurement model – The proposed Blockchain Security Model 

(BSM) was evaluated through simulation experiments to test its performance, scalability, and 

privacy-preserving features. The testbed was implemented on Ubuntu 22.04 LTS with Docker 

24.0.2, Docker Compose 2.18, and Hyperledger Fabric v2.5, running on an Intel Core i7 (3.40 GHz, 

8 cores) machine with 16 GB RAM and 512 GB SSD. Chaincode was developed in Go, with off-

chain integration via a Flask-based Python API. For benchmarking, the BSM was compared with 

Ethereum, Hyperledger, and Corda, using Hyperledger Caliper to generate workloads and Apache 

JMeter for stress testing (Guggenberger et al., 2022 et al., 2022). Evaluation covered standard 

blockchain metrics: throughput (transactions per second), latency (P50, P95, P99 response times), 
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and scalability under varying peers and channels. Resource utilisation was also tracked in terms of 

CPU and memory. Additional measures addressed blockchain-specific trade-offs. Storage 

overhead was calculated by comparing encrypted off-chain data with plaintext equivalents, 

accounting for IPFS replication. Audit completeness captured accountability as the ratio of 

recorded to expected consent events. The cost of ZKPs was measured through proving and 

verification times, circuit size, and verifier resource use (Lavin et al., 2024). These indicators 

provided insight into the balance between privacy guarantees, compliance, and efficiency (Yin, 

2018). Results are presented in Chapter 3 using tables for numerical outputs and charts to illustrate 

trends. This ensured that findings were systematic, reproducible, and comparable with prior 

blockchain-based data sharing studies. 

 User testing – Stakeholders were invited to test the API via Postman and complete task-

based workflows (e.g., request consent, retrieve records). Feedback was gathered on 

usability, transparency, trust, and concerns around data exposure and control.  

 Validity and reliability strategies – Ensuring the validity and reliability of research findings 

is essential in both design science research and experimental evaluation. In this study, 

several strategies were adopted to strengthen the credibility of the results and to minimise 

threats to validity. These strategies are outlined below. 

o Construct Validity – refers to the extent to which the operationalization of variables 

accurately reflects the theoretical concepts under investigation (Yin, 2018). To 

achieve this, clear operational definitions were established for all performance 

metrics, including latency (time taken for a request-response cycle), throughput 

(number of transactions successfully committed per second), storage overhead 

(difference between plaintext and encrypted object size, including replication cost), 

and audit completeness (ratio of recorded access events to expected events in the 

ledger). Instrument calibration was conducted by performing repeat runs of 

experiments, discarding initial warm-up periods to avoid skewed results, and 

verifying consistency across multiple iterations (Page et al., 2021).  

o Internal validity – concerns whether the observed results can be attributed to the 

interventions introduced rather than external factors. To ensure strong internal 

validity, experiments were executed in a controlled testbed built on Hyperledger 

Fabric and Dockerised services. Only one variable was modified at a time (for 

example, varying endorsement policies while keeping storage constant) to isolate 

effects. Deterministic seeds were applied in simulation environments to reduce 

stochastic variability (Runeson and Höst, 2009). Potential confounds such as 
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fluctuating network load or background container activity were tracked and 

minimised by repeating trials under similar environmental conditions. 

o External validity – refers to the generalisability of findings beyond the immediate 

study context (Yin, 2018). While the evaluation was conducted in a healthcare data-

sharing scenario, the design principles are applicable to other regulated domains 

such as finance and e-government. Results from IPFS and Filecoin benchmarking 

were carefully bounded by node topology, replication factors, and bandwidth 

limitations, and findings are presented with these constraints in mind. Furthermore, 

the portability of the proposed BSM to other permissioned platforms (e.g., Corda 

or Quorum) is discussed, ensuring that the insights are not restricted solely to 

Hyperledger Fabric deployments (Hevner et al., 2020). 

o Reliability – relates to the repeatability and consistency of results under the same 

conditions (Gibbert et al., 2008). To guarantee reliability, all prototype 

deployments were automated using executable scripts and pinned container images, 

ensuring that future reruns will replicate the same environment. Configuration 

snapshots of Fabric networks, IPFS nodes, and ProVerif models were stored to 

preserve exact experimental states. Finally, all benchmark parameters and datasets 

are documented in the appendices, allowing independent researchers to reproduce 

the results with minimal ambiguity. 

4.2.6 Communication  

The research outcomes were disseminated through multiple academic and practitioner channels. 

The findings have been published in peer-reviewed journals and conference proceedings, 

including: 

 Journal of Information Technology and Computer Science.  

 Latin-American Journal of Computing  

 ICECCME.  

 IJCNIS, IJITCS, SAJIM, ICICT.  

Furthermore, practical insights were shared with technical stakeholders and policymakers involved 

in data governance and digital health infrastructure across Africa. This included presenting 

conceptual frameworks, code demonstrations, and visual prototypes to facilitate real-world 

adoption discussions.  
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4.3 TESTING/VERIFICATION OF THE BLOCKCHAIN-BASED DATA SHARING MODEL 

The proposed model provided a secure and privacy-preserving framework for personal data 

sharing. However, designing such a solution comes with several security challenges. Formal 

analysis of security protocols not only can uncover the flaws of a protocol at design time, but it 

can also guarantee the protocol's security properties. Several techniques, mostly complementing 

each other, can be used to formally verify security properties. Notable approaches included various 

logic systems, theorem provers, and model checking. 

To verify the proposed data sharing model, a formal verification of the model using ProVerif, an 

automated cryptographic verification tool by Blanchet (2009) was used. ProVerif is an automatic 

verification tool, which has been used extensively in research work (Blanchet, 2009). The tool can 

reconstruct attack vectors, if a property cannot be proved, an execution trace which falsifies the 

desired property is constructed. Using the ProVerif tool, the following security properties can be 

verified.  

 The goal of the model was to allow sharing of personal data items only with authorised 

users and/or organisations. Shared data should be protected while in transit or at rest by 

means of cryptography. 

 Secrecy of subscription secrets SS: Subscription secrets were delivered only to authorised 

data consumers allowing them to reconstruct the Symmetric encryption/decryption key K. 

SS should only be available to qualified data consumers.   

 Data consumer authentication: Data providers could authenticate data consumer by 

retrieving and verifying the identity tokens stored on the public ledger. 

4.4  TECHNOLOGICAL FOUNDATIONS AND RATIONALE  

The development of the Blockchain Security Model (BSM) in this study required the careful 

selection of technologies that could address the challenges of privacy, performance, and regulatory 

compliance in decentralised personal data sharing. Recent advances also highlight how fraud 

proofs strengthen trust minimisation by enabling light clients to securely validate blockchain state 

transitions even under potentially dishonest majorities, reinforcing the rationale for incorporating 

verifiable and scalable execution into the BSM architecture (Al-Bassam, et al., 2018). This section 

outlined and justified the core components integrated into the model. 
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4.4.1 Blockchain platform: Hyperledger Fabric  

Hyperledger Fabric was selected as the blockchain platform due to its support for permissioned 

networks, modular architecture, and endorsement policies. Unlike public blockchains such as 

Ethereum, Hyperledger enables fine-grained access control, identity management, and reduced 

transaction latency; features that are essential for sensitive domains like healthcare and finance 

(Guggenberger et al., 2022). Its endorsement mechanism supports compliance with accountability 

and auditability requirements under frameworks such as GDPR. 

4.4.2 Smart contracts for automated governance  

Smart contracts were integrated to automate access control, consent enforcement, and audit 

logging. They eliminated reliance on central authorities by allowing data owners to define who 

can access what data and under what conditions. This automation improved transparency and 

reduces the risk of unauthorised access while maintaining an immutable record of data interactions 

(Xu et al., 2019). 

4.4.3 Attribute-Based Encryption (ABE) for fine-grained access control  

ABE was chosen to enable encryption of data according to user attributes, allowing access only to 

users who satisfy specific policies. Compared to traditional role-based access control, ABE 

provides greater flexibility and scalability, especially in dynamic, multi-stakeholder environments. 

Ciphertext-Policy ABE (CP-ABE) allows data owners to retain control over access conditions, 

aligning with the study’s goal of user-centric privacy (Lavin et al., 2024). 

4.4.4 Zero-Knowledge Proofs (ZKPs) for privacy-preserving verification  

ZKPs, particularly zk-SNARKs, were integrated to enable users to prove the validity of access 

claims without exposing their credentials or personal information. This was critical in maintaining 

confidentiality while ensuring verifiability, addressing the transparency-privacy trade-off that 

plagues most blockchain applications (Lavin et al., 2024). ZKPs also supported GDPR compliance 

by reducing on-chain data exposure. Despite their strong privacy guarantees, ZKPs vary 

significantly in efficiency across protocols, and several implementations suffer from non-trivial 

verification and proof-generation overheads (Gupta, 2025).  
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4.4.5 InterPlanetary File System (IPFS) for off-chain storage 

Given the performance and scalability limitations of storing data directly on-chain, IPFS was 

adopted to manage encrypted data off-chain while storing only its cryptographic hash on-chain. 

This reduced blockchain storage overhead (bloat) by up to 75% and allowed for mutability when 

required (Benet, 2014). IPFS also supported content-addressable storage, ensuring integrity and 

traceability of the data. 

4.4.6 Intel Software Guard Extensions (SGX) for confidential computation  

Intel SGX enclaves were incorporated to protect sensitive computations and decryption processes 

from insider threats and compromised operating systems. The ability to execute code in a trusted 

execution environment aligned with the models’ need for verifiable, secure processing of personal 

data, especially during access control evaluation and key reconstruction (Zheng et al., 2021). 

4.4.7 General Data Protection Regulation (GDPR) as compliance baseline  

The GDPR was adopted as the baseline regulatory framework for the model due to its global 

influence on data privacy standards. The model was designed to uphold key GDPR principles, 

such as purpose limitation, data minimisation, and the right to erasure, by integrating privacy-

preserving cryptography, dynamic consent management, and off-chain storage with selective 

mutability (Gürses and Van Hoboken, 2021). Smart contracts further supported compliance by 

enforcing explicit consent and logging all data access events. The difficulties of aligning 

decentralised infrastructures with GDPR-mandated governance and oversight have been widely 

documented, underscoring the need for architectures that mitigate these regulatory mismatches 

(Gürses and Van Hoboken, 2021). 

4.4.8 Data processing and cleaning 

Data preprocessing and cleaning are essential to ensure that both literature-derived evidence and 

empirical datasets are reliable, accurate, and suitable for analysis. In this study, the pre-processing 

stage covered three main sources of data: the systematic literature review (SLR) corpus, 

blockchain performance logs from the benchmark experiments, and formal verification traces 

produced by ProVerif. Careful preparation of these data-sets minimised bias, eliminated noise, and 

improved the validity of subsequent analyses (Page et al., 2021) outlined below.  



90 

 SLR corpus - The initial SLR dataset was drawn from multiple digital libraries including 

IEEE Xplore, ACM Digital Library, SpringerLink, Scopus, and ScienceDirect. As a first 

step, duplicate entries across databases were removed. Papers that focused solely on 

cryptocurrency use cases, or that were off topic in relation to personal data sharing, privacy, 

or regulatory compliance, were excluded in line with the pre-defined inclusion and 

exclusion criteria. Throughout the process, PRISMA 2020 reporting standards were 

adhered to, with detailed counts of retained and excluded records documented at each stage 

of the screening process (Page et al., 2021). This ensured transparency and reproducibility 

of the review. 

 Benchmark logs - Raw logs generated during blockchain prototype evaluation required 

systematic cleaning before statistical analysis. To prevent distortions caused by system 

start-up, warm-up periods were removed from all runs. Time-related measurements were 

then normalised to a common unit (milliseconds for latency, operations per second for 

throughput) to allow comparability across experiments. Outliers arising from container 

restarts or transient network delays were detected using the interquartile range (IQR) 

method, with values beyond three times the IQR trimmed from the dataset (Runeson and 

Höst, 2009). This approach improved the reliability of calculated averages and percentile 

measures while maintaining representative distributions of performance. 

 Verification traces - Formal verification using ProVerif produced symbolic traces 

representing system behaviour under adversarial conditions. Preprocessing of these traces 

involved filtering out unreachable states and redundant derivations. Counter examples 

generated by the tool were systematically labelled to support reproducibility and 

interpretation. Security properties of interest, such as secrecy of keys, authentication of 

participants, and correspondence between access requests and authorisations, were 

explicitly encoded as verification queries. This process ensured that the verification output 

could be directly mapped into the research questions and evaluation framework (Blanchet, 

2009). The Blockchain Security Model (BSM) is shown in Figure 4.2 below.  
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Figure 4.2: Validated Blockchain Security Model (BSM) architecture (post-evaluation) 

 

4.5 VALIDATING THE BSM  

To ensure that the proposed BSM is both practical and robust, validation was conducted through 

a combination of prototype evaluations, comparative benchmarking, and formal verification. This 

aligned with the empirical objectives of the study and demonstrated the feasibility of deploying 

BSM in real-world contexts such as healthcare and finance. Three research articles provide the 

evidence base for this validation.  

4.5.1 A Hybrid Framework for enhancing privacy in Blockchain-Based Personal Data 

Sharing using Off-chain Storage and Zero-Knowledge Proofs.  

 Publication platform: Published by the Journal of Information Systems and Informatics. 

Indexed by DOAJ and it is accredited by the South African Department of Higher 

Education and Training (see Appendix B for details). 
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 Purpose: To prototype and evaluate a blockchain data-sharing model that integrates ZKPs 

with IPFS for privacy-preserving verification and efficient storage.  

 Objective addressed: Supports EO1: To build a GDPR-aligned model using ZKPs and 

ABE.   

 Methods: Prototype implementation on Hyperledger Fabric with ZKP verification and 

IPFS integration; benchmarked under healthcare data-sharing scenarios.  

 Results: Validation experiments showed that the hybrid framework improved privacy, 

compliance, and storage efficiency. Compared to MedRec, ABEChain, and Zerocash, it 

reduced on-chain storage by 74.8%, achieved 98.2% GDPR compliance, and maintained 

full auditability. Throughput (≈2,500 TPS) was lower than some optimised systems, but 

privacy enforcement via zk-SNARKs and fine-grained revocation mechanisms ensured 

stronger regulatory alignment. Workflow testing confirmed full-cycle integrity across 

registration, zero-knowledge validation, and CID-based retrieval. 

 Discussion: The results confirmed that the model addressed a major gap in blockchain 

consent systems: reconciling privacy with auditability. Unlike throughput-driven 

frameworks, the design emphasised compliance and user control, making it suitable for 

healthcare, finance, and identity systems. Key trade-offs were observed—privacy proofs 

added latency, IPFS retrieval introduced delays, and smart contract orchestration increased 

system complexity. Nonetheless, audit success rates and GDPR alignment outweighed 

these limitations. Planned enhancements (e.g., transparent SNARKs, decentralised 

pinning) will reduce risks tied to trusted setups and centralisation. 

 Thesis contribution: This study validated the BSM by demonstrating that hybrid 

blockchain–off-chain architectures can achieve privacy, auditability, and compliance 

simultaneously. The model offered erasure-verifiable design patterns, integrates ZKPs with 

access control, and provides a practical reference for regulation-ready deployments. By 

balancing performance with privacy and compliance, it established a benchmark 

framework for future blockchain-based consent and data-sharing systems. 

4.5.2 Comparative Security and Performance Evaluation of IPFS and Filecoin for Off-

Chain Blockchain Storage.  

 Publication platform: Published in the Indonesia Journal of Computer Science (IJCS), 

2025. Indexed by DOAJ and it is accredited by the South African Department of Higher 

Education and Training (see Appendix B for details). 
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 Purpose: To benchmark IPFS and Filecoin as off-chain storage systems for blockchain-

based personal data sharing.  

 Objective addressed: Supports EO2: To benchmark IPFS and Filecoin in terms of latency, 

scalability, and compliance.  

 Methods: Controlled experiments comparing IPFS and Filecoin nodes for latency, 

throughput, storage redundancy, and compliance.  

 Results: Across 35 sources and benchmarks, IPFS delivered faster reads (mean ≈210 ms, 

σ≈18 ms) than Filecoin (≈580 ms, σ≈63 ms). Filecoin, however, achieved stronger 

durability via PoRep/PoSt and >99.9% audited availability. Under churn, IPFS needed 

pinning/replication to avoid garbage-collection loss; Filecoin traded speed for verifiable 

custody. Integration was lighter with IPFS (brod SDKs, edge/IoT-friendly); Filecoin 

demanded higher compute/storage but offered FVM programmability. Incentives diverged: 

IPFS none by default; Filecoin FIL-based rewards with gas/market complexity. Use-case 

fit split: IPFS for low-latency delivery (mHealth, IoT); Filecoin for compliance-heavy 

archives and identity records. 

 Discussion: Findings validated a core BSM claim: off-chain storage must balance speed 

versus verifiability. IPFS suits real-time access but needs governance (pinning SLAs) to 

ensure persistence. Filecoin supplied cryptographic proofs and economic stickiness, at the 

cost of latency and operational overhead. For regulated domains, assurance often 

outweighs speed; for interactive apps, the reverse holds. A hybrid pattern, IPFS for hot 

data, Filecoin for cold/audit data, best aligned with BSM’s privacy, auditability, and 

resilience goals. 

 Thesis contribution: This validation (i) confirmed the BSM’s storage layer choice as 

policy-driven (latency vs proof) rather than single-stack. (ii) provided an actionable 

selection rule: IPFS for faster retrieval; Filecoin for long-term, auditable retention; 

combine for mixed workloads. (iii) supplied quantitative bounds (latency, availability, 

overheads) that anchor the BSM’s design decisions and justified the recommended hybrid 

IPFS ↔ Filecoin pipeline for GDPR-aligned, privacy-preserving data sharing. 

This section evaluated the research hypotheses formulated in Chapter 1 and reported explicit 

acceptance decisions based on consolidated evidence from artifact design outcomes, simulation-

based performance benchmarking, comparative platform testing, and formal symbolic verification. 

The purpose of this evaluation was to establish predictive and explanatory closure between the 
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stated hypotheses and the observed results, consistent with Design Science Research evaluation 

principles. 

Each hypothesis was assessed using the most appropriate form of evidence. Hypotheses relating 

to architectural capability and control enforcement were evaluated through artifact construction 

and functional validation. Performance-oriented hypotheses were evaluated through controlled 

simulation and benchmarking experiments. Security-property hypotheses were evaluated through 

ProVerif-based formal verification under the Dolev–Yao adversary model. Conceptual and 

adoption-oriented hypotheses were evaluated through systematic literature synthesis and 

framework analysis. Where statistical comparison was applicable, decisions were based on 

repeated-run measurements and comparative performance outcomes. Where formal verification 

was used, decisions were based on proven secrecy and authentication properties rather than 

statistical inference. 

The evaluation results demonstrated that the hypotheses were supported within the defined design 

and threat-model scope. Where performance or scalability constraints were observed, these were 

explicitly recorded and interpreted as operational boundary conditions rather than model failure. 

This ensured that hypothesis decisions remained evidence-based and appropriately qualified. The 

detailed hypothesis evaluation outcomes and acceptance decisions are presented in Table 4.1, 

which mapped each hypothesis to its evaluation basis, evidence type, and final decision status.  

Table 4.1: Hypothesis evaluation and decision summary 

Hypothesis Evaluation Basis Evaluation Type Key Evidence Decision 

H1 

Fine-grained privacy 

and consent 

enforcement achieved 

through ABE, ZKP, 

IPFS and smart-

contract controls. 

Artifact design + 

functional validation. 

Chapter 3: Section 3.3 (System 

architecture of the BSM); 

Chapter 4: Sections 4.2-4.5 

(Model validation and 

evaluation). 

Accepted. 

H2 

Unified blockchain 

security model 

strengthened 

compliance alignment 

and auditability. 

Architecture mapping 

+ compliance 

analysis 

Chapter1 : Section 1.9 

(Consolidated literature 

synthesis) ; Chapter 3: Section 

3.3.6 (GDPR compliance and 

auditability) ; Chapter 4 : 

Section 4.5 (Validating the 

BSM).  

Accepted 

H3 

Adaptive and 

modular architecture 

improved resilience 

and transparency. 

Design evaluation + 

scenario analysis. 

Chapter 3: Section 3.5 

(Conceptual / Framework and 

Integration Results), including 

Sections 3.5.1 and 3.5.2 

Accepted. 
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H4 

Policy-aligned 

cryptographic 

governance reduces 

adoption barriers.  

Literature synthesis + 

governance mapping. 

Chapter 3: Section 3.2.4 

(Adoption of New Technologies 

in Africa...) 

Accepted. 

H5 

Post-quantum and 

advanced 

cryptographic 

mechanisms 

strengthen future 

security resilience. 

Comparative 

cryptographic 

analysis. 

Chapter 3: Section 3.2.3 (Post-

quantum cryptographic 

techniques...) 

Accepted.  

H6 

Combined ZKP and 

attribute-based 

controls preserve 

privacy while 

enabling authorised 

access. 

Artifact testing + 

access-control 

validation. 

Chapter 3: Section 3.2.2 

(Hybrid framework using off-

chain storage and ZKPs); 

Chapter 4: Section 4.5.1 

(Hybrid Framework validation) 

Accepted. 

H7 

Off-chain storage 

(IPFS/Filecoin) 

improves efficiency 

and traceability.  

Simulation 

benchmarking. 

Chapter 3: Section 3.4.1 (IPFS 

vs Filecoin evaluation); Section 

3.4.2 (Hybrid framework 

simulation results); Chapter 4: 

Section 4.5.2 (Validation of 

IPFS/Filecoin results) 

Accepted 

(trade-offs 

under high 

load 

noted). 

H8 

Confidentiality and 

authentication 

properties held under 

adversary analysis. 

ProVerif formal 

verification. 

Chapter 4: Section 4.5.3 

(Formal verification using 

Dolev-Yao model and ProVerif) 

Accepted.  

 

The hypothesis evaluation confirmed that the proposed Blockchain Security Model satisfied its 

stated security, privacy, performance, and compliance claims within the defined experimental and 

formal verification scope. No hypothesis was rejected. Observed performance trade-offs were 

reported transparently and treated as deployment constraints rather than contradictions of the 

model claims. This explicit hypothesis resolution strengthened the internal validity and 

methodological completeness of the study.  

4.5.3 Formal verification of the BSM using the Dolev-Yao model and ProVerif 

 Publication platform: Submitted to the International Journal of Advanced Computer 

Science and Applications (IJACSA), Published, 2025. Indexed by WoS and it is accredited 

by the South African Department of Higher Education and Training (see Appendix B for 

details). 

 Purpose: To formally verify the BSM’s security properties using symbolic modelling and 

automated verification tools.  
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 Objective addressed: EO3: To validate the developed model using the Dolev-Yao 

adversary model and ProVerif.   

 Methods: The BSM was modelled in ProVerif using the Dolev-Yao adversary abstraction. 

Queries were defined for secrecy, authentication, and correspondence.  

 Results: Formal security verification using ProVerif under the Dolev-Yao model 

confirmed that all target properties held: data secrecy (Q1), key secrecy supported by SGX 

isolation (Q2), mutual authentication (Q3), tamper-resistant chaincode operations (Q4), 

policy-driven authorization (Q5), and end-to-end auditability (Q6). No attacks or 

counterexamples were produced by the verifier. The module performance in the dockerised 

testbed showed consistent results. The CCaaS grantAccess() function achieved a latency 

of 68.2 ms at 14.6 operations per second, while getCID() returned 51.7 ms at 18.3 

operations per second. The Flask–Fabric–IPFS pipeline for submitData() averaged 112.4 

ms with 9.1 operations per second. Simulated SGX execution of decryptPayload() 

produced a latency of 45.3 ms at 22.7 operations per second. The optional ZoKrates-based 

ZKP verification incurred the highest cost, with 122.5 ms latency and 4.8 operations per 

second. Deployment observations further validated feasibility. The Compose-based stack-

including CCaaS peers, IPFS nodes, Flask APIs, and the SGX service, operated reliably, 

with services remaining independent. This separation enabled hot-swapping and targeted 

scaling, reinforcing modularity and resilience in real-world deployments. 

 To improve transparency of the formal validation workflow, Figure 4.3 summarises the 

ProVerif verification process applied in this study, from protocol abstraction and threat-

model definition through query specification and interpretation of secrecy and 

authentication results. This visualisation clarifies how the symbolic model relates to the 

implemented BSM architecture and how verification outcomes were used to support 

hypothesis and objective closure. 
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Figure 4.3: ProVerif-based formal verification workflow for the BSM (Dolev–Yao adversary 

model) 

 Discussion: The BSM achieved formal guarantees for confidentiality, integrity, 

authorisation, and auditability, extending beyond prior models that verify only parts. SGX 

added minor predictable overhead, while ZKPs cause the main latency trade-off but can be 

toggled for audits. IPFS supported scalable, verifiable storage with slower retrieval than 

in-peer reads. Overall, the system sustained low-hundred-millisecond operations with 
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modular privacy options, making it practical for regulated sectors where proofs and audit 

logs are as vital as speed. 

 Thesis contribution: (i) Provable security for a multi-layer stack: End-to-end ProVerif 

validation (Q1–Q6) across CCaaS, SGX, IPFS, and APIs. (ii) Performance-aware privacy 

modularity: Measured latencies show SGX/CCaaS are near real-time; ZKPs can be 

activated per policy without redesign. Deployable blueprint: A minimal, containerised 

reference architecture and governance pattern (role/attribute policies, auditable events) that 

is portable to healthcare, e-government, and cross-border research. Path forward: Hooks 

for post-quantum primitives, compositional verification (e.g., Tamarin), and inter-chain 

interoperability to extend the BSM’s assurance envelope. 

4.6 THEORETICAL, METHODOLOGICAL AND PRACTICAL CONTRIBUTIONS 

This study sought to address the gaps identified in Chapter 1 by generating contributions at three 

interrelated levels: theoretical, methodological, and practical. The theoretical contributions 

extended existing knowledge on blockchain-based personal data sharing, highlighting ethical, 

regulatory, and technological perspectives. The methodological contributions advanced research 

practice through the design, simulation, and validation of a novel Blockchain Security Model 

(BSM), as well as the integration of systematic literature review protocols and formal verification 

techniques. The practical contributions provided applied insights through prototype development, 

benchmarking of storage frameworks, and policy-oriented recommendations for adoption in 

African and global contexts. 

These contributions, consolidated from the seven research outputs and the doctoral research 

process, are summarised in Table 4.2 below. 

Table 4.2: Domain, theoretical and institutional contribution 

Domain  Theoretical area Knowledge /Institutional contribution  

Theoretical 

Blockchain ethics, 

privacy, and 

compliance 

Contributed by foregrounding the importance of privacy, transparency, 

and accountability in personal data sharing. Argued that blockchain 

models must embed GDPR principles (purpose limitation, right to 

erasure, auditability) not as add-ons but as core design features. 

Extended ethical debates to African contexts, where weak data 

protection laws intensify risks.  

 
Identity management in 

blockchain  

Synthesised existing models and identified gaps in consent revocation, 

interoperability, and compliance. Provided the first Africa-focused SLR 

on blockchain-based identity management, establishing a foundation 

for self-sovereign identity research.  

 
Post-quantum 

cryptography 

Extended theoretical debate by showing how current blockchain 

cryptography (RSA, ECC) is vulnerable to quantum attacks. Positioned 

PQC as a necessary direction for sustainable blockchain adoption.  
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AI-Blockchain 

integration 

Advanced theory by linking adaptive AI techniques (federated learning, 

reinforcement learning, and anomaly detection) with blockchain for 

ethical, resilient governance. Frames AI not only as a technical 

enhancer but also as an ethical risk requiring transparency and 

auditability. 

 

Adoption of new 

technologies in  

Africa 

Contributed region-specific knowledge by analysing adoption barriers 

and enablers (infrastructure gaps, regulatory weaknesses, trust issues). 

Showed the socio-technical nature of secure data sharing in Africa, 

where cultural and institutional factors are as critical as algorithms.  

 
Published research 

outputs 

The study produced 18 peer-reviewed outputs (eight journal articles and 

three conference papers). These publications validate the originality of 

the research, enhanced its visibility, and serve as contributions to both 

global and African academic communities. The thesis will be submitted 

to the NWU library, ensuring access for future researchers and 

practitioners.  

Methodological 

Blockchain Security 

Model (BSM)  

design 

Contributed a novel modular model that integrated Hyperledger Fabric, 

Chaincode-as-a-Service (CCAAS), Attribute-Based Encryption (ABE), 

Zero-Knowledge Proofs (ZKPs), Intel SGX enclaves, and IPFS / 

Filecoin off-chain storage. Demonstrated that modular integration 

performed better than isolated techniques.  

 
Validation 

methodologies 

Introduced a dual validation approach: (i) empirical benchmarking 

(simulation of latency, throughput, storage overhead, audit 

completeness, ZKP costs), and (ii) formal symbolic verification using 

ProVerif and the Dolev-Yao model. This methodological combination 

is unique, ensuring both practical and theoretical guarantees.  

 

Systematic Literature 

Review (SLR) 

methodology 

Applied Kitchenham’s (2007) and PRISMA (2020) frameworks 

rigorously, adapting them to blockchain contexts. Contributed a 

replicable coding frameworks across five dimensions: security and 

privacy, scalability, interoperability, compliance, and identity/user 

control. 

Practical Prototype development 

Contributed a functional prototype of the BSM implemented on 

Hyperledger Fabric, with APIs tested through Postman under a 

healthcare data-sharing scenario. Demonstrated role-based access 

control, consent revocation, and audit trails in action.  

 
Comparative 

benchmarking 

Provided practical insights into InterPlanetary File system (IPFS) vs 

Filecoin trade-offs, showing IPFS as better suited for low-latency 

applications and Filecoin for long-term archival. These findings guide 

practitioners in selecting storage systems for real-world deployments.  

 
Formal verification 

tools 

Contributed a verified model using ProVerif, confirming 

confidentiality, authentication, and correspondence properties under 

adversarial conditions. This practical validation assures stakeholders 

that the system is secure-by-design.  

 
Policy and governance 

relevance 

Offered recommendations for African regulators and institutions, 

showing how GDPR-aligned blockchain solutions can be adapted to 

contexts with weaker enforcement. Provided pathways for 

governments, hospitals, and financial institutions to adopt the model 

responsibly.  

 

This study revisited the research objectives outlined in Chapter 1 to assess the extent to which they 

have been achieved. The design, implementation, and evaluation of the Blockchain Security Model 

demonstrate that all primary, theoretical, and empirical objectives were met. The results further 

supported the acceptance of the proposed hypotheses, as the model satisfied confidentiality, 

integrity, authentication, authorisation, and auditability requirements under formal and simulated 
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evaluation conditions. Where limitations were identified, these relate primarily to deployment 

context and regulatory scope rather than the validity of the model itself. 

4.7 CHAPTER SUMMARY 

This chapter validated the BSM by drawing empirical benchmarks, prototype demonstrations, and 

formal verification. The study confirmed that individual techniques such as Zero-Knowledge 

Proofs, IPFS/Filecoin storage, and Intel SGX enclaves addressed specific challenges of privacy, 

storage efficiency, and secure computation, but remain limited when applied in isolation. By 

integrating these components within a modular blockchain framework, the BSM achieved stronger 

guarantees of transparency, accountability, and compliance with GDPR. 

The validation further demonstrated that the BSM can support secure data sharing in regulated 

domains, with IPFS providing low-latency retrieval, Filecoin enabling long-term archival, and 

ZKPs ensuring privacy-preserving verifiability. Formal verification results added assurance that 

the model upholds confidentiality and authentication under adversarial conditions. Together, these 

findings confirmed that the proposed BSM outperformed existing siloed approaches and offered a 

practical pathway for adoption in healthcare, finance, and other sensitive sectors. 
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CHAPTER 5 

CONCLUSION AND FUTURE STUDIES  

5.1 CONCLUSION  

The primary objective of this doctoral research was to propose, design, and validate a Blockchain 

Security Model (BSM) for secure personal data sharing that complied with the transparency, 

accountability, and privacy requirements of the General Data Protection Regulation (GDPR). This 

objective was pursued through an article-based PhD structure, with eleven peer-reviewed outputs 

forming the foundation of the study, namely eight journal articles and three conference papers. 

Together, these publications addressed the theoretical, methodological, and practical objectives 

outlined in Chapter 1.  

The study consolidated evidence from systematic literature reviews, comparative benchmarking, 

prototype experiments, and formal verification to demonstrate that blockchain-based data sharing 

can be both secure and regulation-compliant when modular technologies are integrated. Key 

contributions included: (i) a systematic review of blockchain-based identity management in Africa, 

(ii) the design and testing of privacy-preserving mechanisms using Zero-Knowledge Proofs and 

off-chain storage, (iii) a comparative evaluation of IPFS and Filecoin as distributed storage 

systems, (iv) a forward-looking framework for AI–blockchain integration, (v) the introduction of 

post-quantum cryptographic techniques for future-proofing blockchain systems, and (vi) a unique 

validation of the BSM using the Dolev-Yao model and ProVerif. 

Chapter 1 established the research problem, context, and objectives. Chapter 2 presented the 

philosophical foundations, research paradigm, and Design Science Research (DSR) methodology 

adopted in this study. Chapter 3 provided the results from literature findings, conceptual 

frameworks, simulation experiments, and empirical benchmarks. Chapter 4 demonstrated the 

validation of the BSM, presenting the integrated prototype, empirical testing, formal verification, 

and theoretical, methodological, and practical contributions. Finally, Chapter 5 concluded by 

reflecting on how the research objectives were met, the significance of the contributions, and 

recommendations for future research. 
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5.2 FUTURE STUDIES  

While this study made a substantive contribution to secure and privacy-preserving personal data 

sharing, future work should prioritise (i) deployment-level validation of the BSM in at least one 

real institutional environment to evaluate governance feasibility, operational cost, and compliance 

workflow integration; (ii) performance optimisation under high-concurrency workloads, including 

stress testing of endorsement policies, CCaaS orchestration overheads, and off-chain retrieval 

latency; (iii) expanded formal verification coverage to include additional protocol assumptions 

such as compromised endpoints, insider key exposure scenarios, and richer authentication 

properties beyond the baseline Dolev–Yao abstraction; and (iv) regulatory interoperability 

evaluation by mapping the GDPR baseline controls to jurisdiction-specific enforcement 

requirements (e.g., POPIA) and evaluating how consent withdrawal and deletion guarantees 

operate under different legal interpretations. In addition, future research should evaluate alternative 

privacy-preserving proof systems (e.g., newer ZKP schemes without trusted setup) and post-

quantum migration pathways, focusing on practical integration trade-offs rather than purely 

theoretical security claims. 

From a performance and scalability perspective, future work should prioritise optimisation under 

high-concurrency workloads. This includes stress testing endorsement policies, Chaincode-as-a-

Service (CCaaS) orchestration overheads, hybrid on-chain/off-chain coordination latency, and 

encrypted storage retrieval performance. Large-scale comparative experiments across distributed 

storage frameworks, including multi-node IPFS clusters and Filecoin-style incentive networks, 

would provide deeper evidence on availability, replication trade-offs, and compliance-aware 

storage strategies. 

Formal security validation can also be extended. Future research should broaden symbolic 

verification coverage beyond the baseline Dolev–Yao abstraction to include additional protocol 

assumptions and threat scenarios, such as compromised client endpoints, insider key exposure, 

partial trust failures, and richer multi-party authentication properties. Complementary verification 

using alternative formal methods and model-checking approaches would further strengthen 

assurance claims. 

Cryptographic evolution presents another critical direction. Future work should evaluate practical 

integration of post-quantum cryptographic mechanisms within the BSM, moving beyond 

theoretical suitability to implementation-level benchmarking of computational overhead, key 
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management complexity, and interoperability impact. In parallel, alternative privacy-preserving 

proof systems, including newer zero-knowledge proof constructions that avoid trusted setup, 

should be assessed with respect to deployability and performance-security trade-offs. 

An additional promising direction is the integration of adaptive artificial intelligence mechanisms 

into the BSM, particularly for anomaly detection, dynamic consent management, and automated 

compliance auditing. This would extend the adaptive security concepts explored in this research 

into operational, self-adjusting governance modules capable of responding to changing risk 

conditions. 

Finally, policy-oriented and interdisciplinary research remains important for real-world adoption. 

Future studies should map the BSM control framework to jurisdiction-specific regulations beyond 

GDPR, including POPIA and other emerging data protection regimes, and evaluate cross-

regulatory interoperability. Interdisciplinary work combining law, ethics, governance, and 

computer science would further strengthen the socio-technical grounding and adoption readiness 

of blockchain-based personal data sharing frameworks. 
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