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Abstract

Internal auditing is a crucial business process, as it ensures that an organization’s operations
run effectively and that the organization’s business documents are creditable. However, as
auditing is an intensive process, the resources available are usually insufficient to conduct
complete audits. It is therefore necessary to allocate audit resources in such a way that the
overall risk to the organization is minimised. Furthermore, because large organizations can
have a large number of departments that are separated geographically, it can be difficult to
obtain input from all of the applicable role-players, such as auditors that have working
knowledge of the departments and whose input can help reduce the risk faced by the
organization. In this study a web-based decision support system is proposed that utilises
various techniques, such as the Analytic Hierarchy Process (AHP) and the Method of
Lagrange Multipliers, in order to determine audit resource allocations. The study also
introduces a consensus technique that was specifically developed for use with the AHP.
These techniques were implemented in a web-based system that produced repeatable,
reliable results during testing. The system was also demonstrated to an industry
representative that has experience with audits, who found the system to be highly usable
and very versatile. The study makes several contributions to the fields of Auditing and Risk
Management, and in a broader respect to the field of Information Security, as it proposes
improvements to an existing audit method that is used to safeguard an organization’s
crucial business information. The study follows a positivistic design and create approach,
which includes a literature study, the development of a new web-based system, and the
testing of said system.

Keywords

Decision Support Systems, Internal Auditing, Resource Allocation, Consensus, Analytic
Hierarchy Process, Method of Lagrange Multipliers

i|Page
A web-based DSS for the allocation of audit resources



Opsomming

Interne ouditering is 'n kritiese besigheidsproses, aangesien dit verseker dat 'n organisasie
effektief bedryf word en dat die organisasie se besigheidsdokumente geloofwaardig is.
Aangesien ouditering 'n hoogs intensiewe proses is, is die beskikbare hulpbronne gewoonlik
onvoldoende om volledige ouditte te doen. Dit is daarom nodig om oudit hulpbronne sé toe
te ken dat die algehele risiko vir die organisasie geminimeer word. Verder, aangesien groot
organisasies 'n groot hoeveelheid departemente kan hé wat geografies geskei is, kan dit
moeilik wees om insette te kry vanaf al die betrokke rolspelers, soos die ouditeurs wat
werkende kennis het van die departemente en wie se invoer die risiko vir die organisasie
kan verminder. In hierdie studie word 'n webgebaseerde besluitsteunstelsel voorgestel wat
'n verskeidenheid tegnieke, soos die Analitiese Hiérargiese Proses (AHP) en die Metode van
Lagrange Vermenigvuldigers, gebruik om oudit hulpbron toekennings te bepaal. Die studie
stel ook 'n konsensus tegniek voor wat spesifiek vir gebruik saam met die AHP ontwikkel is.
Hierdie tegnieke was in 'n webgebaseerde stelsel geimplementeer wat herhaalbare,
betroubare resultate tydens toetsing opgelewer het. Die stelsel was ook aan 'n
industrieverteenwoordiger, was ervaring met ouditte het, gedemonstreer en dié het gevind
dat die stelsel baie bruikbaar en aanpasbaar is. Die studie maak verskeie bydraes binne die
veld van Ouditering en Risiko Bestuur, en in 'n breér sin binne die veld van Inligting
Sekuriteit, aangesien dit verbeteringe voorstel om 'n bestaande ouditering metode, wat
gebruik word om ’n organisasie se kritiese besigheidsinligting te beskerm, te verbeter. Die
studie volg 'n positivistiese ontwerp en skep benadering, wat 'n literatuurstudie, die
ontwikkeling van 'n nuwe webgebaseerde stelsel, en die toetsing van voorafgenoemde
stelsel insluit.
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Besluitsteunstelsels, Interne Ouditering, Hulpbrontoekenning, Konsensus, Analitiese
Hiérargie Proses, Metode van Lagrange Vermenigvuldigers
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Chapter 1 : INTRODUCTION AND PROBLEM STATEMENT

1.1 [INTRODUCTION

The first chapter focuses on providing an introduction to the study, as well as a brief
overview. The chapter starts with a discussion of the problem statement, followed by the
study’s research aims and objectives. The various research methodologies that have been
used are then discussed briefly, followed by an overview of the specific research method
used in this study. The chapter then concludes by providing an overview of the structure of
the study by briefly describing each of the remaining chapters.

1.2 PROBLEM STATEMENT

One of the most important functions that any business has to perform is that of auditing as
it lends credence to business documents (Gray & Manson, 2000) and helps to prevent fraud
and mismanagement (Patton et al., 1983). Unfortunately auditing requires a substantial
amount of time and effort which in turn translates to increased business expenditure. As
such, most companies only audit processes and business functions that include a high risk of
fraud, or where a close eye on business transactions are crucial to the success of the
business. Because the risk of fraud or mismanagement increases when a process is not
audited regularly, the available audit resources need to be managed in a way that will
minimise the organization’s overall risk. There is also a significant difference of opinion
regarding risk factors that are relevant to the auditing process (Van Buuren et al., 2014),
which leads to the conclusion that a flexible method to calculate audit risk is needed. This
study proposes a Decision Support System (DSS) to help determine the areas of greatest risk
by utilising a combination of the Analytical Hierarchy Process (AHP) and other mathematical
techniques.

A number of studies focused on resource allocation and specifically audit resource
allocation, such as those done by Pathak & Baldwin (2008) and Fukukawa et al. (2011), but
no studies were found that address the problem of allocating audit resources within a
distributed environment, such as a multinational or international company, nor were there
any found that allow for the participation of multiple role-players. As these types of
organizations tend to have increasingly complex business operations, objective inputs from
multiple role-players tend to improve the audit process, as problem areas are better
identified when a greater number of role-players are given the opportunity to provide their
input. This is where this study aims to make a novel contribution, in that it proposes a
method that can be used to calculate audit resource allocations within such an
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environment, i.e. where the participation of multiple role-players in the audit planning
process improves its efficacy.

As for the system proposed for this study, a DSS type system was selected because it allows
for a flexible method to solve a problem that is mostly unstructured, such as those that
management typically has to deal with (Sprague, 1980). In addition, it utilises data analysis
and data processing techniques to produce a solution that will aid the auditors in
determining the most suitable course of action. A DSS is therefore considered well-suited to
handle this problem.

The AHP as primary solution, is proposed because it is a suitable algorithm for evaluating
audit risk and because it has a sound mathematical foundation (Patton et al., 1983). This
technique, which in this study uses risk factors as comparison criteria, and the Method of
Lagrange Multipliers as optimization method, provide for a logical method to allocate audit
resources and have the added advantage of producing answers that are easily justifiable.
The literature has also shown that the technique is well suited for use in resource allocation
(Krtger & Hattingh, 2006). Additionally, it allows for the flexibility needed when dealing with
varying risk evaluation philosophies. While an audit system utilising the AHP has already
been proposed (Lin et al., 1984), the system lacks the customisability, flexibility and
distributed nature that is required by modern companies, specifically those that conduct
business on an international level and therefore have a team of auditors that function in a
regionally independent manner, whilst still being accountable to a head office. The
proposed system would, in order to account for this deficiency, be web-based to allow for
access to a central, standardised system that will enable the auditors to reach a consensus
regarding the allocation of audit resources, regardless of their physical location, in an
automated manner that does not require the auditors to physically meet and discuss the
various options. This will enable the auditors to assess the various divisions being audited
via a standardised method, which will actively promote the organisation’s goals and allow
for a transparent method for assigning audit resources. Furthermore, by utilizing the
primary risk factors that have been identified by the Institute of Internal Auditors (The
Institute of Internal Auditors, 2015) as evaluation criteria for the allocation of audit
resources, the available resources are naturally allocated in a much more effective way.

It should however be mentioned that, as the solution will always incorporate part of the
problem, and the solution will never be perfect, merely “good enough” resource allocation
is an inherently “"wicked” problem, according to the properties of wicked problems as first
described by Rittel & Webber (1973). The ideal solution to allocating audit resources would,
after all, be to increase the auditing budget so that the entire organization can be audited
on a continuous basis. However, because increasing the auditing budget to such a degree is
not a feasible solution, parts of the organization will have to face a greater risk of fraud and
mismanagement in order to minimise the overall risk to the company. In doing this, these
parts become metaphorical sacrifices for the greater good of the company, and the method
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used to select the sacrificial parts will necessarily determine the solution, and as such form
part of solution itself. This means that, should the audit resources be allocated based on an
evaluation using a specific set of risk factors, those risk factors determine the solution and
are therefore part of the solution. This means that it will always be possible to state the
solution obtained using this method in terms of the risk factors used — use of different risk
factors may, after all, produce an alternate solution that is just as valid. The aim of this study
is therefore not to provide for a method to solve the problem of allocating audit resources
in a distributed environment, but merely to provide for a method of allocating audit
resources in a better, more efficient way.

In summary, the aim of this study is to develop a web-based DSS that will aid in the
allocation of audit resources within an organization that has multiple, geographically
separate divisions. The proposed system will allow for the aforementioned resources to not
only be assigned in a standardised way, but will allow for the distinct role-players, such as
auditors and managers, to provide their input regardless of geographical boundaries. In
addition, these inputs will be tested for consistency and finally be mathematically processed
such that the inputs ultimately used for resource allocation will be comparable to the
consensus among the role-players.

1.3 RESEARCH AIMS AND OBJECTIVES

The primary goal of this study is to develop a web-based DSS that utilises a number of
mathematical techniques, including the AHP, which aids in calculating how audit resources
should be assigned to various audit units, such as company departments. In support of this
primary objective, a number of secondary goals need to be addressed as well:

e As the system is aimed towards auditing, it is necessary to understand how the audit
process works and where the system will fit in. The goal is therefore to gain a
functional understanding of how auditing works in general, so that the system can
be designed properly.

e The system developed during the course of this study will require a number of
mathematical techniques and models in order to function. These models and
techniques include, among others, the AHP, consensus heuristics, nonlinear
programming models and a model used to calculate audit resource allocation from
an AHP result. The goal in this regard is to gain a clear understanding of how these
models work and how they, along with the techniques, can be used in an
implemented system.

e The proposed system for this study is a DSS. In order to ensure that a DSS is
produced, rather than a generic web-based application, a working knowledge of DSS
should be obtained. The next goal is therefore to properly describe DSS and its
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characteristics, and explain how a system can be evaluated in order to determine if
itis indeed a DSS.

e The final of the secondary goals is to evaluate the system that was developed during
the course of the study. This evaluation should address the crucial aspects of the
system, namely that the system is indeed a DSS, that its results correlate to what is
mathematically expected, and that the produced system is in fact usable. The goal
here is therefore to describe a testing procedure, follow the testing procedure, and
finally produce an evaluation of the system that addresses all of the aspects crucial
to its viability.

1.4 METHODS OF INVESTIGATION

In the interests of clarity, a brief discussion of the various possible research paradigms that
can be followed will now be given, followed by a description of the overall method used for
this study. The following descriptions are based primarily on the work done by Oates (2006).
The paradigms that will be discussed are positivism, interpretive research and critical social
research.

1.4.1 POSITIVISM

Positivism is, simply put, a research paradigm that maintains that all scientific study should
be made based on observable and repeatable facts. Positivism also maintains that the
universe is not dependent upon the existence of an observer; therefore, the impact the
observer has on the object of study should either be fully accounted for or eliminated
completely. Positivism is furthermore based on empirical observation of facts, i.e. that
which can be observed with the senses (Angers, 2013). Subsequently, positivism tends to
lead to the development of laws and theories that aim to describe the universe in an almost
summarised manner. The necessity for the development of these laws comes from the need
for scientific facts to be both ‘trans-situational’ and ‘trans-temporal’, i.e. that they are valid
everywhere in the universe, rather than just the “here and now” (Prendergast, 1979).

Because of the structured nature of positivism, it is generally regarded as the paradigm
most associated with scientific study. The research strategies most associated with this
paradigm are, among others, strategies such as experimentation and design and create. The
data collection methods in both of these cases can vary between various types of
observation and simulation, but the final data obtained is almost always analysed in a
mathematical, statistical manner.
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1.4.2 INTERPRETIVE RESEARCH

Interpretive research stands in stark contrast to positivism in that interpretive research is
used to identify and explore the interrelated factors within a research domain that cannot
be described using positivistic approaches. Interpretive research is therefore often
associated with fields such as anthropology, sociology and psychology, as these fields focus
on exploring the subjective and often ambiguous facts surrounding human actions and
understanding. It also differs from positivism in that, where positivism’s aim is to obtain a
set of laws that can describe the universe, interpretive research is more ideographic in
nature, i.e. it is often more concerned with the aspects of a single entity than of the possibly
non-existent aspects of the group within which the entity is found (Creswell et al., 2012).
Interpretive research also tends to focus on more subjective subjects, such as human
perception. In this, interpretive research can be used to describe any number of subjective
“realities” and the results of interpretive research are therefore often not universally
applicable, or only applicable in some select cases. Interpretive research also generally
produces more than one valid explanation for the results of the study, and the outcome of a
particular study therefore tends to itself be subjective.

As interpretive research tends to be more subjective in nature, there is virtually no research
strategy that cannot be used in interpretive research. There are, however, two main
research strategies that are almost exclusively associated with interpretive research, namely
the evaluation of case studies and ethnography (Oates, 2006). As they are both highly
unstructured in nature, neither of these methods have any clear forms of data that can be
extracted, as the specific data obtained would necessarily depend upon the specifics of the
research strategy being followed. In general though, the types of data typically collected
include documents, observations, interview reports and focus group reports. These types of
data, being qualitative in nature, can seldom be analysed mathematically and are therefore
typically analysed using methods such as hermeneutics, content analysis, conversation
analysis, discourse analysis and narrative analysis.

1.4.3 CRITICAL SOCIAL RESEARCH

Critical Social (CS) research is generally less well known than interpretive research and
positivism. This follows from the nature of CS research, namely that it brings about a change
within a social environment and then observes the impact of such a change. Because of the
social nature of the research paradigm, CS research is very similar to interpretive research,
with the main distinction being that where interpretive research aims to describe and
explain various interrelated factors with regards to an entity, CS research observes an
environment, and then affects change within that environment to observe the impact of the
change. CS research is therefore also highly subjective in both its methods and conclusion,
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as a change that might be considered positive by one individual might be considered
negative by another.

CS research has almost no limit to the number of research strategies, data collection and
data analysis techniques that it can implement. The only requirement for CS research is that
the methods used can either be used to evaluate the group being researched or affect
change within that group. As such, any technique from observation, to case studies, to
action research can be used to collect data for CS research. The types of data and data
analysis used in CS research are equally varied, as both quantitative and qualitative data can
be used to describe how an environment has changed.

1.4.4 ReSEARCH METHOD USED FOR THIS STUDY

With the specifics of the research paradigms and methodologies established, the research
method that is followed during the course of this study will now be described. The study is
positivistic in nature and will follow a design and create research strategy. This strategy,
according to Oates (2006), involves the development of new IT products, such as
applications. The research strategy, in this instance, is focused on the development of an IT
application based upon a proven model, and the evaluation of said developed system. The
aim of this particular type of design and create strategy used in this study is to illustrate
how, or prove that, a particular model can be implemented as an IT product and that the
produced product is useful as an implementation of that model. The specific method of
study is as follows:

Obtain functional, background information on auditing.

Identify relevant mathematical techniques to use in the study.

Determine the exact nature of DSS so that evaluation criteria can be developed.
Develop a web-based DSS that addresses the research problem.

Use simulations to determine the accuracy of the system’s results.

o vk wnNPeE

Evaluate the system using the results obtained from the simulations, as well as the
evaluation criteria obtained in step 3.

For the development of the web-based DSS, the ASP.NET framework was selected. The
reasons for selecting this particular framework are mostly subjective in nature, as the
researcher is most comfortable with the C# coding language, which can almost exclusively
be used with ASP.NET. The second, less subjective reason is that, as the DSS that is
developed is aimed at management level individuals and auditors that have to maintain a
certain degree of confidentiality, the DSS will have to be capable of incorporating certain
security features, such as limited access. As ASP.NET uses server-side processing, it is better
suited to designing secure systems than, for example HTML. PHP would have been a viable
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alternative, but was not selected based upon the researcher’s lack of familiarity with the
language.

1.5 STRUCTURE OF STUDY

In this section an overview along with a short description of each of the various chapters in
this study are given. The study has 6 chapters in total including the introduction and
conclusion chapters.

1.5.1 CHAPTER 2: AUDITING PRINCIPLES AND RELATED CONCEPTS

Chapter 2 is a primarily literature based chapter that focuses on the various relevant aspects
of auditing, such as internal auditing, the principles of risk management, audit planning, and
the allocation of audit resources, along with some of the strategies associated with the
allocation of audit resources. The purpose of this chapter is merely to provide a working
knowledge of auditing, and not to provide an in-depth discussion of the various complexities
and attributes of auditing.

1.5.2 CHAPTER 3: MANAGEMENT SCIENCE TECHNIQUES USED IN THIS STUDY

Chapter 3 focuses on the various mathematical techniques and models used in this study,
such as multi-criteria and multi-objective techniques, consensus techniques, nonlinear
optimization and resource allocation models. The purpose of this chapter is to describe the
techniques and models used, but not the theoretical mathematical principles that were
used to develop them. The focus is therefore on the application of the techniques and
models, rather than the theoretical mathematical principles that support them.

1.5.3 CHAPTER 4: DEVELOPMENT OF THE DECISION SUPPORT SYSTEM

In chapter 4 the DSS that was developed for the study is described. The chapter starts with
a description of DSS in general, with specific reference to the definition of a DSS, its
characteristics, and a framework describing DSS in general. The chapter also aims to clarify
the distinction between DSS and expert systems.

Following this more theoretical section, the chapter moves on to discussing a consensus
heuristic that was developed for this study, along with a brief mention of why it was
needed. The AHP is then discussed using an example, after which the system itself is
described, along with an example illustrating how the mathematical techniques described in
chapter 3 are applied.
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1.5.4 CHAPTER 5: RESULTS AND DISCUSSION

The focus of chapter 5 is on the evaluation of the DSS described in chapter 4, along with a
discussion of the results of the aforementioned evaluations. The chapter starts with an
evaluation of the system according to the characteristics of a DSS as described in chapter 4,
followed by a description of the procedure followed when testing the DSS using simulated
data. The data obtained from these simulations are then discussed, after which the
simulations are altered to illustrate how the system can be used to perform “what-if”
analyses. The chapter then provides a summary of the comments received from an external
evaluator that has experience with industrial audits, and concludes with a list of the
contributions the study has made.

1.5.5 CHAPTER 6: CONCLUSION

The final chapter focuses on the overall results of the study, with specific reference to how
the research aims were met and how the problems experienced during the study were
addressed. The chapter concludes with a brief mention of future work that can be done
based on this study.

1.6 CHAPTER SUMMARY

In this chapter the basic concepts of the study are explained. The chapter provides an
introduction to the purpose of the study, moved on to discuss it aims and objectives and
described the research methodology that is followed. The chapter then concludes with a
brief overview of the remainder of the study.
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Chapter 2 : LITERATURE REVIEW — AUDITING PRINCIPLES AND
RELATED CONCEPTS

2.1 INTRODUCTION

This study involves the development of a decision support system to aid in the allocation of
audit resources. This chapter focuses on discussing the primary aspects of auditing that are
relevant to this study.

To that end, the chapter begins with a short overview on auditing, with particular attention
given to internal auditing. The discussion then moves on to risk management and how the
audit process contributes to risk management. In this section the concepts of audit
planning, the audit cycle, risk management and the selection of audit units are discussed.

The final section of this chapter focuses on resource allocation. This discussion focuses on a
description of the overall concept, how resource allocation is typically done and how it
applies to auditing. The section then concludes with a brief overview of the literature with
regards to resource allocation

2.2 AUDITING: BASIC PRINCIPLES

The core premise of this study is that the resource allocation component of audit planning
can be optimised using various mathematical techniques, specifically the Analytic Hierarchy
Process (AHP) and the Method of Lagrange Multipliers. Unfortunately, this statement makes
little sense to someone without at least some background in auditing. In order to remedy
this, this section focuses on some of the basic principles of auditing.

The overview in this section focuses on the two concepts of auditing that are crucial to this
study, namely internal auditing and risk management. The section on auditing focuses on
the more fundamental aspects of internal auditing, such as a description of what internal
auditing is, and how it usually progresses (section 2.2.2.1). This discussion of internal
auditing is done as the system developed in this study is aimed at improving processes
associated with internal auditing, rather than auditing in general.

The second concept to be discussed is that of risk management. Risk management, much
like auditing itself, has a substantial number of studies, models and techniques associated
with it. In fact, auditing within an organization merely forms part of risk management and as
such an in depth discussion of risk management lies outside the scope of this study. The
focus therefore is on concepts such as audit planning and risk assessment, rather than the
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various methods and strategies that can be used to control identified risks, such as
mitigation or transference (Schwalbe, 2014).

2.2.1 INTERNAL AUDITING

The first subject of discussion is that of internal auditing. The IIA (Institute of Internal
Auditors) defines internal auditing as such:

“Internal auditing is an independent, objective assurance and consulting activity designed to
add value and improve an organization’s operations. It helps an organization accomplish its
objectives by bringing a systematic, disciplined approach to evaluate and improve the
effectiveness of risk management, control, and governance processes.”

(The Institute of Internal Auditors, 2015)

Internal auditing is therefore, quite simply, a form of auditing aimed at achieving two
primary goals, namely to improve the operational efficiency of an organization and to
minimise the potential losses that an organization may face (Patton et al.,, 1983). This
process of minimization might include the reduction or elimination of fraud,
mismanagement and bookkeeping errors, to name but a few. As this study’s focus is mainly
internal auditing, the goal of auditing, for the purposes of this study at least, will be
assumed to be the minimisation of organizational losses. In the interest of further clarifying
what is meant with internal auditing, the differences between the tasks of internal and

external auditors are shown in Table 2.1.

TABLE 2.1: RESPONSIBILITIES OF INTERNAL AND EXTERNAL AUDITORS (SAWYER & SUMNERS, 1988)

Internal auditor

External auditor

An organizational employee.

An independent contractor

Serves the needs of the organization.

Serves third parties who need reliable

financial information

Reviews all operations and controls in an
organization for efficiency, economy, and
effectiveness.

Reviews principal balance sheet and income
statement accounts. Reviews operations and
internal controls to determine scope of
examination and reliability of financial data.

Is directly concerned with the prevention of
fraud in any form or extent in any activity
audited.

Is incidentally concerned with the
prevention and detection of fraud in general,
but is directly concerned when financial
statements may be materially affected.

Is independent of the activities audited, but
is ready to respond to the needs and desires

Is in