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ABSTRACT

Research data management (RDM) at universities is complex and lacks standards between
scientific communities. Globally, research data is viewed as a valuable commodity. The
demand for optimal research RDM at universities, globally, is an area of specialisation. The
push and pull for optimal research quality, open access and funders’ policy frameworks require
a new perspective on information technology infrastructure and processes at universities. An
exploration into the challenges and realities of RDM experienced by a typical research unit at
a South African university, highlighted the gap in RDM infrastructure, systems and processes
within the ethical-legal context. Two questions emanated: “What are the realities of RDM within
a South African university-based research entity as perceived by researchers?”; “What are the
components of a RDM framework for a South Africa university-based research entity?” The
research explored and described national and international theories, models and frameworks
on RDM and the realities of RDM as experienced by research team members working within
a research entity at a South African university. The final objective was to propose a RDM
framework applicable to South African university-based research entities

Being an evolving phenomenon, a qualitative, explorative, descriptive and contextual design
deemed appropriate. This research focused on a transdisciplinary research unit within a South
African university as a typical research unit. Three phases were conducted in the research
process, i) literature review; ii) empirical evidence; iii) proposed RDM framework. The literature
review highlighted RDM as evolving, lacking a golden standard. The empirical phase led to a
purposive sampling of participants based on inclusion criteria. Prior to data collection, ethical
clearance was obtained followed by the goodwill permission by the primary investigator (PI).
The Pl acted as gatekeeper and later also as mediator. Eight (8n) semi-structured, individual
interviews were digitally voice-recorded and transcribed where after the five steps of
interpretive analysis followed. Results were confirmed through a consensus discussion with a

co-coder. The researcher kept field notes and adhered to the strategies of trustworthiness.

From the empirical phase, eight themes emanated. RDM is a comprehensive system
extending beyond researchers’ skills. There is a need for storage and access solutions. Data
security lacks despite researchers’ awareness of the necessity thereof. Researchers are
responsible to preserve, share and disseminate quality research data. An organisational
fragmentation regarding RDM and the changing higher education landscape were described.
RDM is everybody’s responsibility, requiring a deliberate allocation of appropriate resources.

Participants identified risks and opportunities for RDM.

Vi



The following steps led to the formulation of the framework: i) identified and selected key
concepts; ii) defined and evaluated relevant concepts, theories, models; iii) added additional
elements; iv) formulated the framework following the structure of why (defined research), what
(listed building blocks of the RDM framework), with (assessed capabilities and defined gaps)
and how (defined the RDM programme). The preliminary framework is a starting point to
enable research entities to strategically build capacity to enhance RDM practices and enable
South African-based universities to identify building blocks and methodologies used to

accelerate the delivery of RDM services.

Key terms: Data, dataset, research data, metadata, research data management, RDM, data
management, data curation, research data plan, research data curation, higher education,

universities, framework.
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CHAPTER 1: OVERVIEW TO RESEARCH

1.1 Introduction

This study presents a preliminary research data management (RDM) framework developed for a
research entity within a South African university. RDM is a national and international challenge
within the Higher Education space (Webster & Moyo, 2016. Technological advances have solved
some of the current digital curation challenges within the RDM domain but are also contributing
to new challenges. The rapid adoption of the Internet of things (l1oT) is leading to new challenges
regarding the amount and frequency of new data created. This study approaches RDM from the
realities perceived by members in a research team and concludes with a proposed RDM
framework. Chapter 1 provides a brief overview of related literature and argues the appropriate

methodology that was followed.

1.2 Background

In 1665, the Royal Saciety in London created the very first scientific journal titled the Philosophical
Transactions of the Royal Society (Briney, 2015). Prior to the existence of scientific journals, the
method of communicating scientific results was direct communication between experts in the
same field and via written letters between relevant parties. Originally, scientists were opposed to
the idea of publishing their findings in scientific journals because of the intense competition
between researchers. This competition caused researchers to not share their data with their peers

until academic journals were generally accepted as a medium to communicate scientific findings.

At present, multiple research funders are now insisting on a data management plan that must
include a section on research data preservation, sharing and reuse (Michener, 2015:1). This
requirement has led to a change in the data lifecycle in that data was previously seen as only a
by-product for a publication in an academic journal (see figure 1.1). The only reason for sharing
data in the past was for peer review and to verify the credibility of the findings.

s =~ Is ~

|
Project Planning | Data Acquisition Data Analysis Publication

/ i / i i

Figure 1.1: The old data lifecycle (Briney, 2015)

According to Briney (2015), data has become an important research product in its own right. New

research topics and fields are emerging between the boundaries of traditional disciplines, and the



guestions that investigators can address has expanded rapidly (Committee on Ensuring the Utility
and Integrity of Research Data in a Digital Age, 2009:ix). A change in perception of the value of
research data complements the practical need for data management. It has come to be viewed
as an asset that should be managed to sustain its value (Borgman, 2012:1071; Carlson &
Garritano, 2010:5; Lavoie, 2012:70). Government agencies, global organisations, funders,
research institutions and researchers have gone through a dramatic change in how they view
data. It is clear that more value was attached to data in the research process, and more focus
was placed on the data lifecycle. Briney (2015) proposed the new data lifecycle as proposed in

figure 1.2 below.

" Projectand )
data
management

/\ planning )

Data
Data reuse acquisition
o _ o _
Data Data
preservation analysis
A / A /
\ ' Publication /
and data
sharing
o _/

Figure 1.2: The new data lifecycle (Briney, 2015:331)

1.3 Problem statement

Research institutions are suddenly forced to put policies, procedures and services in place to
assist researchers in the RDM process. Funders’ expectations have caused various challenges
for research institutions because of the complexities of aspects such as the lack of standards
within specific research disciplines and fields, limited standards in terms of communication, and
the sharing and re-use of data. Another question that was prevalent from the beginning of digital
research data management pertains to who is responsible for the management of RDM within an
institution. The question poses challenges regarding funding and building, and providing new
capabilities within the institution. Various role players and stakeholders were confused and, to
some extent, are still confused about the roles and responsibilities in terms of RDM within

institutions. Due to the complexity of RDM, various role players have had to contribute
2



collaboratively over a long period of time in order to set up RDM services. Some of the general
role players identified include the institutional research support office, library services, information
technology (IT) support services, researchers and research support staff. Various role players
and stakeholders disagreed about who should be responsible for RDM within institutions. Initially,
library services took a leading role with their strong knowledge base pertaining to describing and
preserving artefacts, but with the exponential growth of digitisation and the impact of the Internet

on research, Information Technology (IT) departments also started to play a more prominent role.

One of the fundamental challenges in RDM is to conform to policies and procedures that are
constantly changing and evolving. This is because some of the building blocks in RDM have not
been standardised. A standardised method of describing each data object, dataset, data
collection, data transformation process, workflow and storage and preservation action must be
used to enable data to be described, captured, used, analysed, re-used and shared. The current
prescribed method makes use of metadata to describe the above objects, workflows and
processes. The main challenges are the availability of various metadata standards to describe
even the most basic requirements like provenance (United Nations Archives and Records
Management Section [ARMS], 2004:14). Provenance describes how an object came into
existence or extant whilst PREMIS (acronym for PREservation Metadata: Implementation
Strategies) is an attempt at specifying the semantic units needed to support core preservation
functions (The Library of Congress, 2017). PROV, a specification that provides a vocabulary to
interchange provenance information from the semantic web, is another standard that could
possibly be used (Provenance Working Group, 2013). There are currently groups working on

other potential standards, yet it remains a challenging task to decide which standard to follow.

Once a metadata standard has been selected to describe data, the next challenge is to
standardise which ontology, thesauri, controlled vocabulary and taxonomy to use for the specified
research field or area. This is an especially complex task for multi-disciplinary research since
different/multiple research areas may have different vocabularies to describe the same term or
observation. This poses challenges to how researchers describe research data and may force
them to use multiple terms to describe the same data object. The use of multiple terms may
subsequently pose problems when a dataset is shared and described on a publicly available

repository.

The South African reality is also very different from countries in the European Union, the United
States of America (USA) and Australia. Aspects such as financial constraints, political shifts and
negative political sentiment towards research in South Africa have meant that financial resources
and support for RDM is limited within research institutions. Of the 23 universities in South Africa,
only the University of Pretoria (UP) currently has a formal RDM policy (Woolfrey, 2014:4). Lotter

(2014:11-15) reports, however, that more universities are now getting involved in varying degrees
3



in analysing researcher awareness of RDM, engaging with management about RDM and taking
part in learning activities related to RDM, such as conferences and workshops. As government,
funders, and research institutions in South Africa become more involved in RDM, those involved
in the actual research process such as researchers, research offices, ethics committees, IT
departments, and libraries will have to be made aware of the potential benefits of RDM and also
of RDM processes and requirements. There has already been some activity in RDM awareness
and capacity-building in South Africa. The Network of Data and Information Curation Communities
(NeDICC), for example, arranges seminars, workshops and a conference to promote awareness
about digital (including data) curation aimed at practitioners and managers involved with digital
object management, and encourages the growth of knowledge in this area (Khan et al.,
2014:297).

The combination of the abovementioned factors places a research entity at a South African
university in a vulnerable position with limited or no institutional support. No policies, procedures
or guidelines are in place on an institutional level. This is also the case in support regarding IT
infrastructure, the generation of metadata or training related to RDM topics or processes on an
institutional level. The responsibility lies with the researchers and the research entity itself. The
research entity also faces increasing expectations and pressure from global partners and funders
of various projects. An additional challenge for the research entity will be to advise all research
disciplines regarding controlled vocabularies and taxonomies that describe the data. A
governance framework and careful planning will be required to achieve strategic research data

management goals in the short term, medium term and long term.

1.4 Research questions
From the background and problem statement expounded above, the research questions asked
were:
e What are the realities of RDM within a South Africa university-based research entity as
perceived by researchers?
e What are the components of a RDM framework for a South Africa university-based

research entity?

1.5 Research aim and objectives
The aim of this research is to facilitate RDM for research entities within South African universities
aligned with international best practices. The following objectives where, however, vital to obtain
the stipulated aim:

e To explore and describe national and international theories, models and frameworks on

RDM by means of a literature review.



e To explore and describe the realities of RDM as experienced by research team members
working within a research entity at a South African university.
e To propose a RDM framework applicable to South African university-based research

entities.

1.6 Central theoretical statement

RDM is a concept used not only throughout research entities in South Africa, but also
internationally. It is also used within non-academic environments. Despite various literature on
RDM, there is no framewaork for researchers working in multi- and transdisciplinary research and
within the South African university context to optimise their research. A qualitative exploration into
and description of current, relevant national and international literature on RDM theories, models
and frameworks as well as insight into researchers’ perceptions, can assist the researcher to
formulate a preliminary RDM framework that is applicable within a South African university-based

research entity context.

1.7 Core concepts and definitions

The following concepts are central to this study and defined briefly. Please refer to Chapter 2 for

an in-depth discussion of these concepts.

1.7.1 Research data management (RDM)

RDM in this study refers to the holistic process to identify the stakeholders, programme
components, drivers, and influencing factors currently present in a research entity at a South
African university. The definition also builds on definitions found in the literature which defines
RDM as the organisation of data from its entry point to the research cycle, through to the
dissemination and archiving of valuable results. RDM consists of many different activities and
processes associated with the data lifecycle that involve the design and creation of data, storage,
security, preservation, retrieval, sharing, and reuse, all of which take into consideration technical
capabilities, ethical considerations, legal issues and governance frameworks. Precisely what

these activities and processes are may be radically different in different contexts.

1.7.2 Framework

In this study a framework is defined as a broad overview, outline or skeleton of interlinked items,
which support a particular approach to RDM in a research entity at a South African university. It
serves as a flexible guide that can be modified as required by adding and deleting items. It also
builds on the definition of an architecture framework, which is a foundational structure or set of
structures that can be used for developing a broad range of different architectures. The framework
should describe a method of designing a target state of RDM within the research entity in terms

of a set of building blocks, and should moreover indicate how the building blocks fit together. It
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should contain a set of tools and provide a common vocabulary. The framework should also
include a list of recommended standards and compliant products that can be used to implement

the building blocks. In this study the researcher presented a preliminary framework for RDM.

1.7.3 University-based research entity

An entity positioned with the primary focus on conducting research. The following characteristics
best describe a university-based research entity applicable to this research: all research-related
activities fit into the strategic goals and priorities of the university; has support from relevant
departments, schools and faculties; income to be obtained from a variety of sources; critical mass
and substantial organisational grouping; recognised core staff, equipment, space and facilities;

own accounts and cost centres (North-West University [NWU], 2008:10).

1.8 Research methodology

The research methodology is presented as the design and methods.

1.8.1 Research design

The research design followed was qualitative, explorative, descriptive and contextual. This
research was qualitative since there remains little known (Botma et al., 2010:182) about RDM
and the realities thereof as perceived by members of a research team within a South African-
based research entity. A qualitative design was appropriate since it enabled the researcher to
gain more insight into the realities of RDM in the real-life environment of a research team and the
meaning that these team members attached to RDM expressed in words and through literature,
by means of an in-depth exploration. An exploration and description were appropriate since the
researcher could explore RDM within literature and as experienced by a research team within a
South African-based research unit by investigating the research phenomenon and reporting the
characteristics thereof (Botma et al.,, 2010:50-51). This research was also contextual as it
explored and described RDM as perceived by a research team within their natural, non-
manipulated environment, namely within a research unit based within a South African-based
university. This research results are therefore not generalisable but should be understood within
this specific context. Please refer to 1.8.2.2 for an outline of the research context and the setting
in which data collection was conducted.

1.8.2 Research method

The research method occurred within three phasesa s described next.

1.8.2.1 Phase 1: Literature review
During phase 1 the researcher aimed to explore and describe national and international theories,

models and frameworks on RDM by means of a literature review.



Population
The population was comprised of all available national and international literature on RDM. This
literature entailed primary and secondary sources of academic work as well as non-academic

literature such as policies and guidelines, also known as grey literature.

Search strategy

Keywords were formulated and used as a search strategy on selected databases and search
engines. These keywords were used for Boolean searches:

e ‘“data’;

e ‘“dataset”;

e ‘research data”;

e ‘“metadata”;

o “Research data management” AND/OR RDM AND/OR “research data manag*”;

e ‘“curation” and/or “data curation”;

e “Research data plan” AND/OR “Data Plan”.

The following search engines and databases were accessed through the Ferdinand Postma
Library of the North-West University: LexisNexis, EBSCOhost, Emerald Insight Journals, Google
Scholar, JSTOR, Sabinet Online, SAePublications, ScienceDirect, Scopus and the NWU
Institutional Repository of thesis and dissertations. The literature review was conducted from
January 2016 to April 2017. During the literature review, the researcher searched for titles and
then scoped the abstracts for applicability. The researcher had a predetermined structure in place
that assisted with the critical, analytical synthesis of the literature. Firstly, literature was assessed
to understand the basic definitions used within RDM and looked at terms such as data, research
data, data management and curation, metadata and datasets. Secondly, literature related to
theories, models and frameworks for RDM was sourced. Thirdly, the researcher accessed
literature pertaining to RDM within the university-based research context. In all instances, the
literature was examined from both an international and national perspective. The literature review

is presented in Chapter 2.

1.8.2.2 Phase 2: Empirical evidence
The second phase aimed to explore and describe the realities of RDM as experienced by

researchers within a research entity at a South African university.

Population

The researcher was approached by a South African university-based research entity specialising
in transdisciplinary research. This research entity is based within the Faculty of Health Sciences
of a university in the North West Province. The population therefore referred to all the role players

within a transdisciplinary research team, N36.



Context and research setting

The context is a research unit within the Faculty of Health Sciences of a North West Province-
based university that was activated in 2005. The unit’'s focuses on transdisciplinary health
research and embraces health sciences research from a holistic perspective, acknowledging that
the world of health is complex and dynamic. Transdisciplinary health research entails the holistic,
integrated approach to research that transcends disciplinary boundaries and focuses on the
contribution in order to find solutions to complex real-life challenges in a promotive manner. It is
collaborative and innovative, and ensures partnership engagement. It brings the richness of
mindfully and insightfully, identifying, what is in the best interest of the person when various
disciplines share and integrate skills and knowledge, to promote health and enhance quality of
life (North-West University [NWU], 2017). The research unit's core competence and competitive
advantages are (NWU, 2017):

e Research across disciplinary boundaries.

e Quality, relevant and applied research.

e Empowering communities.

e Research with a multidimensional impact.

The unit's staff complement for 2016-2017 is eight (8) primary researchers, nine (9) secondary
researchers, and five (5) postdoctoral fellows. There are three (3) research interns, five (5)
permanent support staff, and two (2) temporary support staff. By the end of 2016, the research
unit had four (4) National Research Foundation (NRF) rated researchers. The unit presents three
masters’ degrees and one doctoral degree. In 2016, the research unit published 32 articles in

accredited journals and participated in nine (9) conference oral presentations (NWU, 2017).

Research projects within the research entity are conducted in collaboration with the following
faculties: Engineering, Economic and Management, Natural Sciences, Arts, Law and Theology.
The research focus is on transdisciplinary health research within health promotion, consumer
sciences, food security, epidemiology and chronic diseases, positive psychology and community
engagement. Since 2005, this research unit has partnered with 27 high-, medium-, and low-
income countries in a longitudinal research project referred to as PURE (Prospective Urban and
Rural Epidemiology) and therefore houses mega data sets in different formats. The research
unit’s financial status is dependent on second, third and fifth sources of income. It is anticipated
that the research unit will have a decrease in subsidy from 2017 to 2019 since it has activated
new research programmes (NWU, 2017). The research director acted as gatekeeper and referred
the researcher to the primary investigator (Pl) of PURE to act as the mediator for access to
understand the data sets and biobanks of this large project. The interviews were conducted during

office hours within the offices of the participants, except for one participant whose office wasn'’t
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private and therefore participated in another private office within the same building. The setting
was private and comfortable. While there were background sounds as the offices are split with
rhino board, participants and researcher were comfortable during data collection.

Sample, sampling technique and sample size

Participants from the participating research unit were selected by means of purposive sampling
based on inclusion criteria. The inclusion criteria were:

e Being involved in transdisciplinary research projects for the past two years.

¢ Willingness to participate after signing voluntary informed consent.

e Willingness to participate in semi-structured individual interviews in either English or

Afrikaans, that were digitally voice recorded.

After eight (n=8) individual, semi-structured interviews were conducted, sufficient data saturation
(Brink et al., 2010:135) was reported. When no more themes emerged during interviews, the final
the research sample size was established.

Data collection

Prior to data collection, the researcher obtained ethics clearance (see Addendum A) followed by
goodwill permission by the primary investigator (PI) from the participating research entity. The PI
acted as gatekeeper and later also as mediator since the research director requested the
researcher to explore this research theme and wanted to minimise conflict of interest. Thereafter,
the researcher made appointments with participants and obtained informed consent (see
Addendum B, after which he/she conducted semi-structured individual interviews (Grove et al.,
2013:271) that were digitally voice-recorded. Interviews were appropriate to gain a better
understanding of the research team’s experiences of the realities of RDM. Each interview followed

four phases as indicated by Welman et al. (2012:167-169), summarised as:

e Phase 1: Preparation
During the preparation phase, the researcher developed an interview schedule that started with
demographic data, listed as: participant code, position in unit, working years’ experience in unit,
projects involved in (project name, role(s) in project, project start and end dates, data formats,
date for data destruction). This demographic data enabled the researcher to gain a better

understanding of each participants’ role within the research team.

e Phase 2: Pre-interview
In the pre-interview phase, the researcher received the names of interesting participants from the

mediator and made appointments with them to conduct the interviews.



¢ Phase 3: The interview
During each interview, the researcher followed the predetermined interview schedule (see
addendum C). Interviews were conducted within the offices of the participants, on the premises
of the research entity. Each interview lasted between 30 to 60 minutes and were digitally voice
recorded. The researcher had sufficient time during each interview to clarify uncertainties,

summarise content, and allow participants to elaborate on their answers.

e Phase 4: Post-interview
After each day’s interviews were completed, the researcher downloaded the interviews from the
digital voice-recorder to his personal, password protected laptop. The researcher also wrote down
any personal, methodological and theoretical field notes obtained during the interviews. He then

handed all the voice recordings to a transcriber to type.

Data analysis

Interpretive analysis of Terre Blanche, Durrheim and Kelly (in Botma et al., 2010:226-227) was
conducted with all the interviews. This type of data analysis required that the researcher engage
with data analysis from an empathic understanding, with a continuous inductive and deductive
reasoning of analysis and interpretation. The following five (5) steps were followed during data
analysis:

e Step 1: Familiarisation and immersion: The researcher conducted the interviews and kept
field notes to enrich the data analysis and results. The researcher also conducted a
literature review and familiarised himself with RDM. In the first step of data analysis, the
researcher paged through the transcriptions and started to identify links between
responses, even before in-depth analysis started.

e Step 2: Development of themes: As the researcher studied the transcriptions, themes and
sub-themes emerged and these preliminary themes were written in the participants own
words. During this step, the emerging themes were clustered together as they were
directed during the interview schedule, namely: what is RDM; why is RDM necessary;
what RDM components are in place; what factors influence RDM and who are the major
stakeholders for RDM.

e Step 3: Coding: During coding, the researcher linked coded data to identified themes. The
unit of analysis was the verbatim words of the participants. The researcher preferred not
to use any coding software, but conducted coding by copying and pasting codes into the
five clusters of themes as listed in step 2 above.

e Step 4: Elaboration: In step 4 the researcher reviewed the coded themes and the meaning

of words to identify similarities and integration of themes. During the process of
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elaboration, the researcher read through the themes, spending time on ascertaining
whether there were more subtle, implicit meanings in the words of the participants.

e Step 5: Interpretation and checking: The final step was to summarise the research themes
by revisiting and interpreting each one to gain a deeper understanding, and clearly

describe their meaning to the reader.

After the data analysis was completed, the researcher conducted a consensus discussion with a
co-coder before the research results were presented in themes, sub-themes and categories as

presented in Chapter 3.

1.8.2.3 Phase 3: Formulation of a preliminary RDM framework

The final phase of this study was to formulate a RDM framework. This framework is based on the
context of a research unit within a South African-based university and is a preliminary framework
since an operational framework is beyond the scope of this research. The following steps, as

described by Vinz (2016), were followed in the formulation of the framework:

e Step 1: Selected key concepts: The key concepts were identified in the formulation of the
research protocol as research data management (RDM); framework; and university-based
research entity. Understanding the concept RDM required an in-depth exploration into the
building blocks that made up research data.

e Step 2: Defined and evaluated relevant concepts, theories and models: The first phase of the
methodology was a literature review (see Chapter 2), utilising a clear search strategy and
exploring all available literature on models, theories and other relevant aspects associated
with RDM.

e Step 3: Adding additional elements to the framework: The second phase of the methodology
involved gaining additional insight into RDM by focusing mainly on one aspect of RDM
reported minimally in the literature, namely the real-life realities of RDM as experienced by
members of a typical research team. This was conducted by means of semi-structured
interviews and the results are presented in Chapter 3. In step 3, the researcher analysed the
similarities and differences (Vanz, 2017) identified between the literature review and interview
results, and thus acquired a better insight into the context in which this framework would be
functional. The combination of a literature review with interviews integrated into a framework
is argued to be a contribution to the body of knowledge.

e Step 4: Formulation of the framework: The researcher planned to formulate a RDM framework

with the following structure in mind: why, what, with, how (refer to figure 1.3).
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Figure 1.3: The preliminary RDM framework structure

1.9 Rigour through trustworthiness

There are multiple critiques against qualitative research. For example, some take the stance that

qualitative research is too subjective and lacks rigour. Therefore, the researcher deployed

strategies to improve the trustworthiness of the research. The strategies adhered to are tabled by

Botma et al. (2010:232), and are based on the original work of Krefting (1991) and Lincoln and

Guba (1985). Whilst Krefting, Guba and Lincoln initially formulated the four dominant strategies

of trustworthiness, namely truth value, applicability, consistency, and neutrality, Botma et al.

(2010:232) added authenticity as a fifth strategy. These strategies were applied to this study as

follows:

e Truth value was increased through credibility: The researcher collected all the data himself
and therefore engaged extensively with the literature, the participants and the construction of
the framework. Data triangulation was done between the literature review and the themes
from the interviews.

e Increased applicability through transferability: The researcher obtained the literature by
means of a search strategy, and purposely selected and sampled the recruited research team
for interviews.

¢ Enhanced consistency through dependability: The researcher reported the research process
to provide an audit trail.

¢ Neutrality through confirmability: The researcher aimed to remain objective about this
research by having regular discussions of the literature and interviews with peers and

consulting information managers in the formulation of the preliminary RDM framework.

1.10 Ethical considerations

The researcher adhered to specific ethical considerations. He first obtained ethics clearance from
the NWU'’s Faculty Research Meeting (see Addendum A) and then, before commencing with the
interviews, obtained goodwill permission from the Pl on behalf of the research director and
informed consent from all participants. Through an appropriate research proposal, the researcher
justified the significance and feasibility of the research. This research is significant to the

participants and the research unit as it strengthens their knowledge of RDM and may support
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them with a preliminary RDM framework. The RDM framework could also be beneficial for any
research entity and the larger university. This research was feasible because the data was
collected in time and there were no unrealistic financial expenses required to obtain or process
data. The researcher was invited to conduct this research within the participating research entity
and therefore had buy-in. Furthermore, he was able to do the literature review and interviews with

both supervision and support.

The researcher aimed to preserve the anonymity of the participating research unit by not providing
any information that could lead to its identification. The participants’ names were replaced by
codes and therefore no results can be traced back to any specific participant. During the research
process, the researcher never revealed the identities of participants and their identities will remain
confidential. The researcher has the only master list that can link participants with research

results, but it is saved in digital format on the researcher’s password protected computer.

The researcher showed respect for the research participants by allowing them at least 24 hours
before an interview to decide whether they wanted to participate. Interviews were scheduled to
suit the participants’ programmes and were conducted in their own respective offices. This
ensured that participants were not stressed about other commitments but could plan their
participation. It also ensured that they did not have to travel anywhere, but remained comfortable
within their offices. Interviews where done in private offices and participants had the freedom to
share their experiences. The researcher confirmed with them their right to end their participation
at any time.

The researcher established that this research presented as low risk for harm because the nature
of the research was not personal or emotional. It is argued that the possible risks of emotional
discomfort or the frustration to participate in research is outweighed by the benefit that this mini-
dissertation can provide the research unit. It was predetermined with participants that their
participation in this study was voluntary and did not hold any direct benefits for them. This was
also clarified verbatim with the mediator and gatekeeper. The indirect benefits were however
identified, namely that the research unit could access this mini-dissertation after its completion
and utilise the preliminary RDM framework. Participants did not receive any reimbursement for

their participation and there were not any anticipated risks associated with this research.

The researcher, along with his study supervisor, remains responsible to safeguard all the data
generated through this research. All hard documents will be kept, locked away, in the office of the
study supervisor for at least five years after the completion of this research. In addition, all the
digital data will remain on a password-protected computer of the supervisor for five years. The

researcher will hand over all the hard and digital sets of data to the supervisor after this research
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has been completed. The destruction of the research data will be conducted by the supervisor,

according to the NWU's record-keeping protocol.

The dissemination of the research results will be done by having the mini-dissertation available
on the NWU's online repository of thesis and dissertations through the university’s library. Should
this research lead to an additional research publication or conference proceeding, it will be

deemed as an additional research output.

The researcher declared his role throughout this research as:
¢ Conducting the literature review and completing the research proposal.
¢ Formulating the interview schedule from the literature review content.
e Obtaining ethical clearance and goodwill permission.
e Obtaining informed consent from participants.
e Conducting the individual interviews and data analysis, and participating in a consensus
discussion about the research results.
e Formulating the preliminary RDM framework.

e Completing the research report by means of this mini-dissertation.

The researcher utilised the support of a gatekeeper and mediator to access the research unit and
to make appointments with participants. Furthermore, the researcher outsourced the transcribing

of the interviews and the transcriber signed a confidentiality agreement, as did the co-coder.

The researcher wishes to declare his conflict of interest with the research entity. The participating
research unit was familiar to the researcher and approached the researcher with this research
problem. However, during the early phase of the research process, the research director referred

the researcher to the PI of a large project within the entity to minimise bias and conflict of interest.

1.11 Qutline of mini-dissertation

The mini-dissertation’s outline is described as follows:

Chapter 1 serves as an introduction to the research problem, the motivation of the research
methodology, and the ethical considerations adhered to. In Chapter 1 the reader gains a better
insight into RDM and why a RDM framework is required within the context of a South African
university-based research entity. The research methodology is described from a qualitative
perspective and the three phases of the research methods are outlined. The strategies to

strengthen trustworthiness are also declared.

Chapter 2 presents the first objective of this research, namely a comprehensive literature review

on RDM from both a global and national perspective. In this literature review the researcher
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explored and described all available literature to obtain theories, models and frameworks for
RDM.

In Chapter 3 the researcher declares the results of the interviews conducted with role players in
aresearch team, and aims to explore and describe these participants’ experiences of the realities
of RDM. Chapter 3 is also aligned with phase 2 of the research and refers to the empirical

evidence.

Chapter 4 presents the preliminary RDM framework as the last phase of the planned research.
The researcher formulates the conclusions, evaluate the research and provides

recommendations.

1.12 Summary

RDM is a growing phenomenon within the research domain. It forces all associated stakeholders
to review the traditional research results communication process and requires a new view of the
use and reusability of research results. There are many gaps in the RDM of a typical research
entity at a South African-based university, one of which was voiced as a lack of institutional
support, not because of unwillingness, but rather absence of policies. This study proposed a
qualitative exploration into RDM based on a literature review, followed by semi-structured
individual interviews that lead to the formulation of a RDM framework. The methodology,
strategies to enhance trustworthiness and ethical considerations were declared. In Chapter 2

follows a literature review on RDM.
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CHAPTER 2: LITERATURE REVIEW ON RESEARCH DATA
MANAGEMENT WITHIN HIGHER EDUCATION

2.1 Introduction

To glean a comprehensive understanding of research data management, the specific
components which form part of the research data management process must be thoroughly
understood. A clear understanding and description of all the building blocks, as well as how they
fit together is essential to appreciate the complexity and challenges regarding RDM. Building

blocks can also be combined to form larger building blocks in RDM.

2.2 Defining research data

2.2.1 Data

It is important to define data as a concept and understand the main research approaches and the
data lifecycle, to fully comprehend research data and the research data management process.
Data is one of the cornerstones on which science is built. We must all accept that science is data
and that data is science and thus provide for, and justify the need for the support of much-
improved data curation (Hanson, Sugden & Alberts 2011:649). Data is distinct pieces of
information, usually formatted in a special way. Strictly speaking, data is the plural of datum, a
single piece of information. In practice, however, people use data as both the singular and plural
form of the word (Grammarist, 2014). According to Baltzan (2013:10), data is raw facts that
describe the characteristics of an event. Higman and Pinfield (2015:2) state that in a commonly-
cited and wide-ranging definition, “data” is characterised as “facts, numbers, letters, and symbols
that describe an object, idea, condition, situation, or other factors”.

2.2.2 Dataset

According to Borgman (2012:1061), the term dataset is sometimes confused with the notion of
data. The integration of heterogeneous data in varying formats from diverse communities requires
an improved understanding of the concept of a dataset and of key related concepts, such as
format encoding, and version. A normative formal framework of such concepts is required to
support the effective curation, integration, and use of shared multi-disciplinary scientific data. In
order to develop framework (Renear, Sacchi & Wickett, 2010:1), the researcher reviewed the
definitions of dataset found in technical documentation and the scientific literature. Four basic
features can be identified as common to most definitions: grouping, content, relatedness, and
purpose. A conceptual map of dataset features indicated by words and phrases in definitions in

the literature was produced as indicated in Figure 2.1 on the following page:
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Figure 2.1: Conceptual map of dataset features indicated by words and phrases in
definitions in the literature (Renear, Sacchi & Wickett 2010:1)

2.2.3 Communities and data

A specific community of interest could create a thesari, ontology, controlled vocabulary or a
taxonomy to describe not only data artifacts but also processes and workflows involved in the
creation of data artifacts. Some of the methods and terms of description could be available in
formal publications or be agreed upon by members within a community of interest such as a
reseach discipline. If no formal standards are available, the most widely used method of
verification and standardisation of terms used is the peer review process. The description of data,
data sets, and methods used to derive data such as workflows and processes must not be left to
the researcher or investigator alone. This could lead to confusion and to challenges in verifying
results and also make it difficult to re-use and share data. According to Borgman (2012:1061), an
investigator who may be part of multiple overlapping communities of interest should clearly
identify the appropriate community or communities, not only for funding purposes, but also for re-
usability. This requirement could pose major challenges to principal investigators of multi-

disciplinary projects (Borgman, 2012:1061).
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2.2.4 Categories of data

The value of data can be linked to a specific moment in time and also the duration of the value of

data. Specific data types can be more or less valuable with immediate effect, or they could

become more valuable over time. The value of data types that cannot be easily recreated must

also be recognised. Observational data cannot be repeated within a specific context in many

instances. A researcher cannot go back in time and measure the temperature or air pressure

again. If the data is lost or damaged, the process cannot be repeated. Some categories of data

could be repeated, but it might be costly. Executing a computer simulation or model might require

long and costly processing times as well as expensive data transfer costs for large data sets.

Repeating such processes could prove to be costly in both monetary and human capital terms.

The National Science Board (NSB) (2005) categorises data in the following categories:

¢ Observational data includes weather measurements and attitude surveys, either of which may
be associated with specific places and time, or may involve multiple places and times.

e Computational data results from executing a computer model or simulation, whether for
physics or cultural virtual reality.

o Experimental data includes results from laboratory studies such as measurements of chemical
reactions, or from field experiments such as controlled behavioral studies.

¢ Records from government, business, and public and private life also yield valuable data for

scientific, social scientific, and humanistic research.

2.2.5 Data lifecycle

An important factor in better understanding data and research data is to consider the data
lifecycle. Briney (2015) states that the so-called “data lifecycle” is common within data
management as it helps identify the role data plays at different points in a research project. The
current data lifecycle has been in existence since the publication of research articles became the
standard almost 400 years ago. The cycle starts with project planning, continues with data
acquisition and analysis, and concludes with the publication of research results (see figure 1.1 in
Chapter 1).

This simple view of the research process helps to frame data’s role within research. Data occupies
an important place in the middle of this process, with acquisition and analysis being very data-
centric activities. However, it also plays a small part in the other stages of project planning and
publication. Taken as a whole, this presents a picture of data as a means to an end: namely article
publication. This cycle does not reward the use of data for much beyond analysis, and so data
can be seen as a by-product of research instead of an important research product, such as
articles. One of the biggest indicators that data is not viewed as a research product is that data is
usually lost after the end of the study (Briney, 2015:321). According to Viney et al. (2014:2), the
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major cause of the reduced data availability for older papers was the rapid increase in the
proportion of data sets reported as either lost or stored on inaccessible storage media. In the case
of papers in which authors reported the status of their data, the odds of the data being extant
decreased by 17% per year. Briney (2015:321) argues that the research data lifecycle worked
well for hundreds of years, but the prevalence of digital data in research means that more can be
done with research data beyond losing it at the end of the project. According to Briney (2015:329),
the new data lifecycle adds data sharing, data preservation, and data reuse as steps in the
research process. Overall, the cycle includes: project and data management planning; data
acquisition; data analysis; article publication and data sharing; data preservation; and data reuse

(see figure 1.2 in Chapter 1).

Briney (2015:329) also states that this lifecycle assigns greater importance to research data than
the previous cycle by making data an actual product of research. The new lifecycle is also a true
cycle, in that data from a previous project can feed into a new project and cause the cycle to begin
over again. Data does not default to being lost at the end of the project and instead is preserved
and reused. DataONE (the abbreviation for Data Observation Network for Earth), a collaborative
initiative from the USA’s National Science Foundation (NSF) (2017), defines the data lifecycle as

in Figure 2.2 below:
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Figure 2.2: Data lifecycle according to DataONE (NSF, 2017)

The content and actions within each step of the data lifecycle according are presented in Chapter
4.
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2.3 Research data

Defining research data is challenging since data by its very nature is heterogeneous. Research
fields are diverse and even specific sub-fields use a huge variety of data types (Briney, 2015).
According to the literature, there also seems to be conflicting views on what research data really
is. Various authors and institutions view research data as final data sets necessary to verify and
support research finding, thereby ignoring the context in which the data was collected and the
processes followed to obtain the data. According to Briney (2015), in the USA, research data
created under federal funding falls under the definition of data in the Office of Management and
Budget (OMB) Circular A8-81: “...the recorded factual material commonly accepted in the
scientific community as necessary to validate research findings, but not any of the following:
preliminary analysis, drafts of scientific papers, plans for future research, peer reviews, or
communications with colleagues.” This “recorded” material excludes physical objects (e.g.,
laboratory samples). Furthermore, Briney (2015) points out that globally, the Organisation for
Economic Co-operation and Development (OECD), which consists of 34 member-nations,
provides a similar definition in their Principles and Guidelines for Access to Research Data from
Public Funding. Research data is defined as factual records (numerical scores, textual records,
images, and sounds) used as primary sources for scientific research, and that is commonly
accepted in the scientific community as necessary to validate research findings. A research data
set constitutes a systematic, partial representation of the subject being investigated. The term
does not cover the following: laboratory notebooks, preliminary analysis, and drafts of scientific
papers, plans for future research peer reviews, or personal communication with colleagues or
physical objects (e.g. laboratory samples, strains of bacteria and test animals such as mice)
(OECD, 2007).

Many research institutions have a much broader view of what research data is, which includes

data related to the context within which the it was obtained and the processes that were followed

throughout the research process. According to the Boston University Libraries (2017), research

data is data that is collected, observed, or created for purposes of analyses to produce original

research results. Research data can be generated for different purposes and through different

processes, and can be divided into different categories. Each category may require a different

type of data management plan, as listed below:

e Observational: data captured in real-time, usually irreplaceable. For example, sensor data,
survey data, sample data, neurological images.

o Experimental: data from lab equipment, often reproducible, but may be expensive. For
example, gene sequences, chromatograms, toroid magnetic field data.

e Simulation: data generated from test models where model and metadata are more important

than output data. For example, climate models, economic models.
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e Derived or compiled: data is reproducible but expensive. For example, text and data mining,
compiled database, 3D models.

e Reference or canonical: a (static or organic) conglomeration or collection of smaller (peer-
reviewed) datasets, most probably published and curated. For example, gene sequence data

banks, chemical structures, or spatial data portals

Research data may therefore include all of the following formats: text or word documents,
spreadsheets; laboratory notebooks, field notebooks, diaries; questionnaires, transcripts,
codebooks; audiotapes, videotapes; photographs, films; test responses; slides, artefacts,
specimens, samples; collection of digital objects acquired and generated during the process of
research; data files; database contents, including video, audio, text, images; models, algorithms,
scripts; contents of an application such as input, output, log files for analysis software, simulation
software, schemas; methodologies and workflows; standard operating procedures and protocols.
Furthermore, the following research records may also be important to manage research data both
during and beyond the life of a project (Boston University Libraries, 2017): correspondence,
including electronic mail and paper-based correspondence; project files; grant applications; ethics
applications; technical reports; research reports; master lists; and signed consent forms.

2.4 Understanding metadata

Metadata refers to “data about data” (Anon, 2017). Metadata is an added value, usually required
to interpret data. Metadata is not only a digital preservation technique per se, but is also required
to correctly apply other techniques. For instance, emulation and migration require highly detailed
metadata. With respect to digital preservation, we can define different classifications of metadata.

Barateiro et al. (2010:13) propose the following classifications:

e Descriptive metadata: is information describing the content of a specific digital object. In
domains like digital libraries and archives, descriptive metadata standards are broadly used.

e Technical metadata: focuses on the characterisation of the technological context (specific
software and hardware) used in the generation of digital objects, describing, for instance, the
format, format-specific technical characteristics, and so forth.

e Structural metadata: provides information to establish relationships between different digital
objects in order to create a logical unit.

e Preservation metadata: are metadata elements that could be used explicitly for preservation.
The PREMIS dictionary of preservation metadata relies upon the concept of Intellectual Entity,
Object, Rights, Agent and Event, to prove authenticity and integrity of digital contents.

e Rights metadata: are used to characterise and define rights of digital contents. Some
standards have been developed, like copyrightMD and METSrights.
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Qin, Ball and Greenberg (2012:63) address two questions fundamental to metadata for scientific
data, namely which functional requirements should metadata standards for scientific data support,
and how should metadata standards for scientific data be modelled to support functional
requirements? Although research in scientific data management recognises the role and
importance of metadata, there are gaps between the properties of scientific data required in the
e-science environment and functional requirements of metadata. The authors begin with the
requirements for scientific data: which properties are expected of scientific data in the
cyberinfrastructure-enabled research environment and how such expectations affect metadata
modelling. Next, they seek the methodology and conceptualisation in developing metadata for
scientific data. Metadata models for scientific data must not only be “scientifically” built but also

easy to use and useful, and should allow the data to be cited (Smith, 2009).

Metadata for scientific data can be considered as mission-critical in scientific data discovery, use,
and citation. Research conducted in the cyberinfrastructure environment needs scientific data to
have the following properties (Qin, Ball & Greenberg, 2012:63):

o Verifiable: datasets should bear provenance metadata that allow researchers to trace them
back to the raw data for quality control and data reuse purposes. The verifiability ensures the
validity of research and allows researchers other than the data owner to repeat the study using
the same data.

e Interworkable: datasets should contain sufficient metadata to facilitate data discovery,
selection, aggregation or filtering, and reuse. The interworkability of data types and related
metadata should be built to accommodate researchers generating data from the very
beginning and throughout the research lifecycle.

¢ Analysable: datasets should be in a state that requires minimal data manipulation in order to
proceed with science research. This property implies that the data management system
prepares the data to be ready for analysis based on science requirements for one or more
research communities. Such analysis-ready datasets would be of appropriate type and
include necessary documentation and/or metadata delivered as part of infrastructure services.

e Interoperable: datasets should conform to standards so that they can be communicated and
processed by different systems and software tools. Such interoperability ensures that the
verifiability, interworkability, and analysability of data will not only transcend space and time,
but also reach across the practices of research communities that are required to use or reuse
them (Qin, D’Ignazio & Baldwin, 2011).

The abovementioned properties of scientific data can be translated into functional requirements
for metadata used to describe and represent scientific datasets, which Greenberg (2009)
summarises as resource discovery and use; data interoperability; automatic and semi-automatic

metadata generation; linking of publications and underlying datasets; data/metadata quality

22



control and data security. Furthermore, Qin, Ball and Greenberg (2012:65) incorporate the “e-
science properties” of scientific data and functional requirements for scientific metadata, and
developed four (4) areas of requirements for scientific description and representation as illustrated

in Figure 2.3 below:
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Figure 2.3: Metadata requirements for scientific data in support of data management, data

quality control, data discovery, and data use (Qin, Ball &Greenberg, 2012:65)

According to Qin, Ball and Greenberg (2012:65), the architectural view is less frequently
mentioned. This so-called “architectural view” of metadata views metadata attributes as building
blocks that form a comprehensive representation of data or information objects. The architectural

view of scientific data is illustrated in Figure 2.4 below.
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Figure 2.4. An architectural view of metadata requirements (Qin, Ball & Greenberg,
2012:65)

A common approach to model metadata schemas is entity-based modelling. This method focuses
on identifying entities and relationships in a domain. Typical entities include agent or
person/corporate body, event, place, and object while “is-a”, “is-part-of” and “contains” are
examples of general relations (Qin, Ball & Greenberg, 2012:63). In the science metadata domain,
the important entities are those related to investigation (study or project), investigator, topic and
keyword, publication, sample, dataset, data file, parameter and authorisation (Matthews et al.,
2010). Each of these entities has its own set of metadata elements for description purposes, for
example, a person entity has a name, role, and affiliation, contact information and may be
identified by a standard identifier system such as ORCID and ResearcherID. An event entity has
a name, time and place of occurrence, description, type, keywords, and other attributes. It would
also have an identifier conforming to some standard system. The unique identifiers may come
from standard identifier systems such as Digital Object Identifier (DOI), Uniform Resource
Identifier (URI), Handle System, and/or Universal Numeric Fingerprint (UNF). Another example is
data citation in which only identity metadata is required in the actual citation, with the identifier or
identifiers pointing to where the dataset or data collection is located. The DataCite Metadata
Schema, a Dublin Core compliant metadata schema, is designed for just this purpose. Identity
metadata forms the basis for making data identifiable and readily findable when such identities
are known (Qin, Ball & Greenberg, 2012:66).

Semantic metadata for scientific data plays two roles: firstly, as the subject identifier for data and,
secondly, as the subject grouping criteria and linking mechanism for data with similar subject
content. Scientific context, geospatial, and temporal metadata fulfil the requirements for data

verifiability, replicability, and reproducibility. The miscellany metadata includes elements that do
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not fit into any of the other blocks: file size, storage medium and dissemination medium (for offline

data) are typical examples (Qin, Ball & Greenberg, 2012:66).

Based on a typical research life cycle; Qin, Ball and Greenberg (2012:68) defined 10 data user
tasks as presented in Table 2.1 below. The authors view the metadata required to perform the
user tasks from two perspectives: the function embedded in a type metadata, and the architectural
building block of metadata attributes needed to support the metadata function. This sense, they
divide data user tasks into:

e Generic tasks: discovery, identity, selection, obtain.

e Scientific tasks: verify, analyse.

e Data tasks: manage, archive.

e Dissemination tasks: publish, cite.

Table 2.1: Mapping data user tasks with metadata functions and architectural building
blocks (Qin, Ball & Greenberg 2012:66)

Data user tasks Metadata function Architectural
Discover Descriptive metadata Identity and semantic metadata
Identify Descriptive metadata Identity metadata
Select Descriptive, technical Identity, semantic, scientific context, geospatial,
metadata temporal, miscellany metadata
Obtain Descriptive metadata Identity metadata
Verify Descriptive metadata Scientific context metadata
Analyse Scientific context, geospatial, and temporal
metadata
Manage Descriptive, administrative, Identity, semantic, scientific context, geospatial,
structural, and technical temporal, miscellany metadata
metadata
Archive Descriptive, administrative, Identity, semantic, scientific context, geospatial,
structural and technical temporal, miscellany metadata
metadata
Publish Descriptive metadata Identity, semantic, scientific context, geospatial,
and temporal metadata
Cite Descriptive metadata Identity metadata
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2.5 Defining digital preservation techniques

Barateiro et al. (2010:10) presents the most relevant techniques and strategies that can be used
to handle digital preservation vulnerabilities and threats, increasing the probability of matching

digital preservation requirements. These techniques are listed in Table 2.2 below:

Table 2.2: Digital preservation techniques according to Barateiro et al. (2010:10)

Redundancy If data is stored in a single component, it will be lost when that component fails, which
is very likely to happen in the long term. Therefore, digital preservation systems can
take advantage of a basic attribute of digital information: it can be copied without any
loss of information. This means that several copies of the data can be stored across
many components (Barateiro et al., 2010:10). One of the major problems of systems

with replication capabilities is the maintenance of coherence between copies.

Migration The goal of migration is to keep digital objects in recent media formats. Lossless
migrations of data maintain exactly the same contents as the original version, whilst
loss migrations may imply the loss of some information in the process. Several
techniques can be used in migration processes (Barateiro et al., 2010:10):

¢ Analogue media: converting digital media back to analogue formats, such as
paper or microfilm.

e Version update: converting data from an old format version to a new one.

e Conversion to other formats: some formats are closed, making conversion
possible only when software vendors support the conversion between the
format’s versions. The ideal is to convert to an open format.

e Normalisation: In the scope of digital preservation, normalisation consists of
reducing the number of different formats, in order to reduce the complexity of

migration tasks.

Emulation Emulation is the simulation of the original hardware and/or software conditions of
execution for which the information objects were initially conceived (production
environment) in more recent systems. This can sometimes be a very complex
strategy to implement, since it requires not only the preservation of the original

objects but also detailed knowledge of the original systems (Barateiro et al., 2010:10).

Refreshing The goal of the refreshing technique is to keep the system infrastructure updated with
the most recent technology, consisting of the replacement of components by more
recent ones. The refreshing of components can be used to prevent failures and
obsolescence in the infrastructure’s components. Media refreshing for more reliable,
durable and less expensive technology can also be seen as a viable option (Barateiro
etal., 2010:11).
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Diversity System failures are far from independent. Diversifying the properties of the
components can limit the number of simultaneous failures in the system and can be
used to design a replication strategy, which is more likely to survive a large correlated
failure, as in the case of a worm outbreak. Important properties that can be diversified
are (Barateiro et al., 2010:11) physical location; software; hardware; administration;

storage; funding.

Inertia A system that works quickly also fails quickly, especially if it is subject to deliberate
attack. Since digital preservation systems usually do not require speed, they can be
designed to not change rapidly. Consequently, the system is less likely to fail abruptly.
A good example is limiting the rate at which an administrator can delete files. The
system should implement this strategy through rate-limiting techniques, which allows

it to limit the rate at which an attacker can make progress (Barateiro et al., 2010:12).

Auditing Auditing supports the detection of latent faults, allowing the system to recover faster
and reduces the chance of losses. For example, faults that cause data loss may only
be detected when data are accessed. This can be done by auditing the system
periodically. Auditing is especially important in digital preservation systems with few
data accesses. When data ingestion is performed by a third party, it may also be
crucial to audit these systems to check if the data are property ingested (Barateiro et
al., 2010:12).

2.6 Defining research data management
Research data management (RDM) is defined by Whyte and Tedds (2011:2) as “the organisation

of data, from its entry to the research cycle through to the dissemination and archiving of valuable
results”. RDM consists of several different activities and processes associated with the data
lifecycle, involving the design and creation of data, storage, security, preservation, retrieval,
sharing, and reuse, all taking into consideration the technical capabilities, ethical considerations,
legal issues and governance frameworks. Precisely what these are may be radically different in
different contexts (Cox & Pinfield, 2014:300). RDM is part of the research process, aims to make
the research process as efficient as possible, and meet expectations and requirements of the
university, research funders, and legislation (University of Leicester, 2017). It is concerned with
how one creates data and plans for its use; organises, structures and names data; keeps secure,
provides access, stores and backs it up; finds information resources, and shares it with
collaborators and more broadly, how it publishes data and gets cited (University of Leicester,
2017).

On a more practical level, Briney (2015) states that RDM involves many practices. Data
management includes data management planning, documenting your data, organising it,

improving analysis procedures, securing sensitive data property, having adequate storage and
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backups during a project, sharing data effectively, and finding data for reuse in new projects. Such
a wide range of practices means that data management is something you do before the start of a
research project, during the project, and after the project’s completion.

The Mercury Project Solutions (2013:2) outlines the key steps research institutions are required
to consider in research data management before, during and after a research project. The steps

are divided into pre-research, research and post-research steps. See Figure 2.5 below.
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Figure 2.5: Key steps in research data management (Mercury Project Solutions, 2013:2)

Each of the building blocks forms an important part of a holistic approach to research data
management on an institutional level. Each of the components will be further described and

analysed from the literature.

2.6.1 Research data curation
Digital curation involves maintaining, preserving and adding value to digital research data

throughout its lifecycle. The active management of research data reduces threats to its long-term
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research value and mitigates the risk of digital obsolescence. As well as reducing duplication of
effort in research data creation, curation enhances the long-term value of existing data by making
it available for further high-quality research (Digital Curator Centre [DCC], 2011a). With traditional
publication, most curation activities occur at the end of the research cycle. In contrast, digital
curation of data is characterised by activities planned for from the outset and occurring throughout
the data lifecycle (Mercury Project Solutions, 2013:2). These will include, for example, the

processes outlined in figure 2.6 (below).
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Figure 2.6: Research data curation continuum (Mercury Project Solutions, 2013:3)

Figure 2.6 illustrates that research data must be curated and managed in the private research
domain, shared research domain and the public domain. This is aligned with the more expansive
new data lifecycle. The Digital Curation Centre (DCC) is an internationally-recognised centre of
expertise in digital curation focused on building capability and skills for research data
management. The DCC provides expert advice and practical help to research organisations
wanting to store, manage, protect and share digital research data (DCC, 2011b). Digital curation
and data preservation are ongoing processes, requiring considerable thought and the investment
of adequate time and resources. One must be aware of, and undertake, actions to promote
curation and preservation throughout the data lifecycle. The digital curation lifecycle comprises of
the following steps (DCC, 2011a):

o Conceptualise: conceive and plan the creation of digital objects, including data capture

methods and storage options.
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e Create: produce digital objects and assign administrative, descriptive, structural and technical
archival metadata.

e Access and use: ensure that designated users can easily access digital objects on a day-to-
day basis. Some digital objects may be publicly available, whilst others may be password
protected.

e Appraise and select: evaluate digital objects and select those requiring long-term
preservation. Adhere to documented guidance, policies and legal requirements.

o Dispose: rid systems of digital objects not selected for long-term curation and preservation.
Documented guidance, policies and legal requirements may require the secure destruction of
these objects.

e Ingest: transfer digital objects to an archive, trusted digital repository, data centre or similar,
again adhering to documented guidance, policies and legal requirements.

e Preservation action: undertake actions to ensure the long-term preservation and retention of
the authoritative nature of digital objects

e Reappraise: return digital objects that fail validation procedures for further appraisal and
reselection.

e Store: keep the data in a secure manner as outlined by relevant standards.

e Access and reuse: ensure that data are accessible to designated users for first time use and
reuse. Some material may be publicly available, whilst other data may be password protected.

¢ Transform: create new digital objects from the original by, for example, migration into a

different form.

The Curation Lifecycle Model from the DCC provides a graphical, high-level overview of the
stages required for successful curation and preservation of data from initial conceptualisation or

receipt through to iterative curation cycle as depicted in Figure 2.7 below:
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Figure 2.7: Key elements of the DCC curation lifecycle model (DCC, 2011c)

Data is at the centre of the Curation Lifecycle. The next layers represent full lifecycle actions and
include description and representation information; preservation planning; community watch and
participation; curate and preserve. The outer layer represents the sequential actions which consist
of the following actions: create or receive; appraise and select; ingest; preservation action; store;
access, use and reuse; transform. Furthermore, the following occasional actions are presented

as to dispose, reappraise and to migrate.

2.6.2 Data management framework
According to Mercury Project Solutions (2013:3), the research institution is responsible for
providing an adequate research data management framework that can provide the basic
elements required within an institutional context to support effective research data management.
These elements comprise of four categories:
¢ Institutional policy and procedures: these should be up to date, addressing data-related
issues, and be publicised to all those who have a data creation and/or management role.
o |T infrastructure: the hardware, software and other facilities which underpin data-related
activities, as well as identity management and access control.
e Support services: people and other means of providing advice and support, such as web-
pages.
e Metadata management: so that data records can be used for both internal and external

purposes.

Pinfield et al. (2014:8) identified several key components of an institutional RDM programme

including the following:
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e Strategies: defining the overarching vision for research data management within the institution
and how it relates to the institutional mission and priorities, and outlined major developmental
goals and principles which inform activity.

e Policies: specifying how the strategies are to be operationalised through regular procedures,
including an RDM policy and a set of complementary policy frameworks covering issues such
as intellectual property rights and openness that may be relevant.

¢ Guidelines: providing detail on how the policies will be implemented, often written from the
point of view of a particular user group (such as those within a particular disciplinary area)
and defining specific activities, and roles and responsibilities.

e Processes: specifying and regulating activities within the research data life-cycle, including
research data management planning for individual projects, data processing, ingesting data
into central systems, selecting data for preservation, etc., and involving the use of standards
and standardised procedures wherever possible.

e Technologies: underpinning processes with technical implementations, including data
repositories and networking infrastructures allowing for storage and transport of data.

e Services: enabling end-user access to systems and providing support for research data life-
cycle activities (including supporting the creation of data management plans, providing skills

training, and delivering helpdesk services).

One of the respondents in the work from Pinfield et al. (2014:9) summarised a framework as
follows: “You want some framework, so you do need a policy, and a road map, a sense of where
you are going. You do need to inform longer term strategic investment, particularly in key areas
like storage, equipment, and staffing for services. And you need something which outlines roles
and responsibilities in terms of research data management, and this has to in some way be

endorsed from the top.”

2.6.3 Risk management plan

Digital preservation aims to keep digital objects accessible over long periods of time, ensuring the
authenticity and integrity of these digital objects. In such complex environments, Risk
Management is a key factor in assuring the normal behaviour of systems over time (Barateiro et
al., 2010:4). A number of standards have been developed worldwide to help organisations
implement risk management systematically and effectively. These standards seek to establish a
common view on frameworks, processes and practice, and are generally set by recognised
international standards bodies or by industry groups. A commonly used standard is ISO 31000
2009 — Risk Management Principles and Guidelines (Institute of Risk Management, 2017). It aims
to define the principles and implementation of risk management to control the behaviour of an
organisation with regard to risk, and is based on the principle that Risk Management is a process

operating at different levels, as shown in figure 2.8 below (Barateiro et al., 2010:6).
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Figure 2.8: Risk management process (Institute of Risk Management, 2017)

The risk management process includes the limitation of the context, risk assessment
(identification, analysis and evaluation of risks) and risk treatment. This process requires a
continuous monitor and review activity to audit the behaviour of the whole environment allowing,
for instance, the identification and treatment of an unexpected vulnerability (Barateiro et al.,
2010:6). Barateiro et al. (2010:7) furthermore proposed a three (3) step framework based on risk
management that can be used to assess existing solutions which comprises of the following steps:
e Establish digital preservation requirements (context and strategic objectives).

e |dentify digital preservation vulnerabilities and threats.

e Address digital preservation threats and vulnerabilities (treat risks).

The first digital requirement is reliability. Digital preservation requires that a copy of any preserved
digital object survives over the system’s lifetime. The second digital preservation requirement is
to enable the user to assess if the information is sufficiently trustworthy. This requires the
authenticity assurance of digital objects. The provenance of digital objects should be required,
especially their creator or the entity responsible for them. It is crucial to ensure the integrity of
digital objects and guarantee that their information content has not been modified. Thirdly, digital
preservation requires that future consumers are able to obtain the preserved information as its
creators intended, dealing with obsolescence threats. This requirement involves several
challenges, since a digital object to be explored, requires a technological context defined by
specific software, and in some cases, even by specific hardware. Finally, dynamic collections and
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environments for digital preservation require technical scalability to face technology evolution that
allow, for instance, the addition of new components through incremental updates (Barateiro et al.,
2010:7).

Table 2.3 below presents a taxonomy, which is based on the Risk Management terminology,
considering vulnerabilities and threats to digital preservation. Vulnerabilities are weaknesses
(potential points of failure) in the environment and threats are events that affect the normal

behaviour.

Table 2.3: Taxonomy of vulnerabilities and threats to digital preservation (Barateiro et al.,
2010:9)

Vulnerabilities Process Software faults

Software obsolescence

Data Media faults

Media obsolescence

Infrastructure Hardware faults

Hardware obsolescence

Communication faults

Network service failures

Threats Disasters Natural disasters

Human operational errors

Attacks Internal attacks

External attacks

Management Economic failures

Organisational failures

Legislation Legislative changes

Legal requirements

The digital preservation techniques described in paragraph 2.5 will be applied to moderate the

various threats and vulnerabilities identified in table 2.4 below.
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Table 2.4: Addressing digital preservation threats and vulnerabilities (Barateiro et al.,
2010:14)

Techniques

" g | = g o= |2 |2

reats and vulnerabilities S =} g | 3/5 1|3 3 5_

s |2 25|25 |5 |5

5 5 5138 |< > G
Data Media faults R O N S I R | R
" Media obsolescence - r r - - - R R
§ Infrastructure Hardware faults - - - r r - - R
% Hardware obsolescence - - - r r - - R
E Communication faults - - - r r - - R
3 Network service faults - - - r r - - R
Process Software faults - - - r r - - R
Software obsolescence - - - r r - - R

Disasters Natural disasters ) - - - r - - -
Human operational errors - - - - r r R R
% Attacks Internal attack - - - - r r R R
g External attack - - - - r r R R
= Management Economic failures - - - - r - - R
Organisational failures - - - - r - - R

Legislation legislative changes - - - - r - r -

r=: reduces the risk of the threat/vulnerability; R=: required for recovery; -: does not fit

2.6.4 Data management plan

Funding bodies increasingly require grant-holders to develop and implement Data Management
and Sharing Plans (DMPs). Plans typically state what data will be created and how, and outline
the plans for sharing and preservation, noting what is appropriate given the nature of the data and
any restrictions that may need to be applied (DCC, 2011d). Development of a RDM Plan is a
critical aspect of the pre-research stage. It lays out what data will be created, what policies will
apply to the data, who will own and have access to the data, what research data management
practices will be used, what facilities and equipment will be required, and who will be responsible
for each of these activities. It will include activities such as (Mercury Project Solutions, 2013:4)
data organisation and storage; metadata standards and guidelines; backups; archiving for long-
term preservation; version control and derived data products; data sharing or publishing
intentions; ensuring security of confidential data; data synchronisation and governance, roles and
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responsibilities. The plan usually defines all RDM-related activities during and after the research

activity. The following sections should be described in a RDM plan:

2.6.5 Ethical clearance

Sharing of research data that relates to people can often be achieved using a combination of
obtained consent, anonymising data and regulating data access. Research data, even sensitive
and confidential data, can be shared ethically and legally if researchers pay attention to four
important aspects from the beginning of their research (Mercury Project Solutions, 2013:4):
namely including provision for data sharing when gaining informed consent; protecting people’s
identities by anonymising data where needed; consider controlling access to data; applying an

appropriate license.

2.6.6 Training and induction

Effective implementation of an institutional research data management framework requires that
all institutional staff receive adequate training. All staff involved in the research project will benefit
from up-to-date training. Furthermore, for project specific issues such as risk management and
the implementation of the research data management plan, all researchers and support staff will
need to be inducted. Inductions take place not only at project commencement, but also be
presented to any personnel getting involved during the project. For longer projects refresher
training and induction should be considered (Mercury Project Solutions, 2013:5).

2.6.7 Policy compliance monitoring

Acknowledging the policies and guidelines as defined in the institution’s research data
management framework at the start of a research project is of little use in itself. Demonstrating
compliance through review or audit frameworks allows non-compliance to be identified early and
corrective action to be taken. This allows the organisation to respond to compliance breaches in
a systematic, rather than ad hoc, fashion. Policy compliance is normally dealt with as part of the

review of the research data management plan (Mercury Project Solutions, 2013:5).

2.6.8 Risk monitoring and communication

Continuous monitoring and review are vital components of an effective risk management process.
In terms of the research project, review of risk would normally be incorporated into the review of
the research data management plan. The primary purpose of monitoring and review is to
determine whether risks still exist, whether new risks have emerged, and to reassess the risk

priorities (Mercury Project Solutions, 2013:5).

2.6.9 Research data collection and analysis
Throughout the research cycle data will be collected. Data analysis will generate derived data and

in many cases data will be shared between researchers and institutions for collaboration
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purposes. Data at this point may be made available to collaborators, as specified in the research

data management plan (Mercury Project Solutions, 2013:5).

2.6.10 Metadata generation

Data discovery and access is dependent on the availability of rich metadata. Metadata is collected
on both collection and object level and can be stored separately, or embedded in the data
collection. Collection level metadata is generated by the researcher as part of the research
process and supplemented by object level metadata for data publication, in most cases, by
librarians or other data professionals. Good metadata creation can be supported by tools
designed to simplify metadata input and to enhance interoperability. Metadata is also useful in

tracking the history of derived data products (Mercury Project Solutions, 2013:5).

2.6.11 Storage and access

The choices regarding the approach to data storage have implications in terms of cost, security,
and future access. It is an institutional responsibility to ensure that adequate and appropriate
storage facilities are available. The goals of “reusing and sharing data more often” are met by
storage that make data discoverable and accessible in the long term, which means the tendency
should be more metadata rich, curated stores with a wide community scope (Mercury Project
Solutions, 2013:6).

2.6.12 Publishing research data

There is an increasing expectation that the outputs of publicly funded research, including the data,
will be made available for others to use. That means published data should be well-described
(metadata), citable, discoverable and re-usable wherever possible. Potential re-users of research
data have to have clear guidance about what they can and cannot do with the data: this is normally
achieved by means of a licence. Research data can be published in the form of collection
descriptions, citable and online accessible data elements, or citable other objects such as web
services, Application Programming Interfaces (APIs), or concept definitions. At times, merely the
existence of data collections is published; this occurs when data cannot be accessed, or accessed
under strict conditions. Online data publication for download or web-service access is desirable

for those kinds of data that is not restricted (Mercury Project Solutions, 2013:6).

2.6.13 Reqgister research data

The process of registration and citation depends on the type of data published and how it is
published. Data can be considered as ‘published’ when it is generally discoverable. An example
of where research data could be registered is Research Data Australia (RDA). Research Data
Australia (RDA) is designed to expose the description and existence of data collections (Mercury
Project Solutions, 2013:6).
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2.6.14 Ongoing curation
Research data that is not shared and not (immediately) required for further research should be
properly archived, or disposed of at an appropriate time. Retention periods and regulatory

requirements must be carefully assessed and considered (Mercury Project Solutions, 2013:7).

2.6.15 Usage monitoring

One of the great benefits of publishing research data with proper identifiers is the ability to track
usage and citation statistics. It is recommended that institutions monitor data usage on a regular
basis. Data citation tracking supports research evaluation (Mercury Project Solutions, 2013:7)

and provides data citation metrics.

2.7 The need for RDM

The following requirements for proper RDM are listed and motivated by literature:

2.7.1 Volume of generation and complexity

The development and rapid advance of digital technologies have enabled immense quantities of
data to be created, processed, and disseminated around the world. This data can capture the
characteristics of phenomena in far greater detail and with a dynamic verisimilitude never before
possible. Data is the foundation on which scientific, engineering, and medical knowledge is built.
The generation, analysis, communication, and preservation of data are currently undergoing a
period of profound change, and research is being similarly transformed (Committee on Ensuring
the Utility and Integrity of Research Data in a Digital Age 2009:ix). Researchers in Higher
Education (HE) are producing ever-increasing quantities of born digital data during the course of
their work which have to be managed for both immediate and long-term use (Highman & Pinfield,
2015:2; Pinfield, Cox & Smith; 2014:1). According to Borgman (2012:1), researchers are
producing an unprecedented deluge of data by using new methods and instruments. Scientists
are struggling with huge amount, complexity and variety of data that is now being produced. The
scientific community strives to meet its basic responsibility toward transparency, standardisation
and data archiving (Hanson, Sugden & Alberts 2011:1). This creates a need for active data
management before datasets deteriorate (Highman & Pinfield, 2015:2). Qin, Ball and Greenberg
(2012:1) states that we are facing a proliferation of scientific data and increased challenges
relating to management and curation. Another challenge is that resources, infrastructure, policy

and governance structures are still in flux (Cox, Verbaan & Sen, 2012).

2.7.2 Technological changes

New technologies have vastly increased the ease of data collection and, consequently, the
amount of data collected, whilst also enabling data to be independently mined and reanalysed by
others (Hanson, Sugden & Alberts, 2011:1). Tools, services and standards are emerging to help

researchers manage their research assets, and make more widely available the evidence,
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including raw and processed data that underpins their research articles (Whyte & Tedds, 2011:1).
The open sharing of data, tools, and services over the Internet is creating new ways of conducting
research and forming new relationships among researchers (Committee on Ensuring the Utility
and Integrity of Research Data in a Digital Age, 2009:ix). Digital technologies have fostered a new
world of research characterised by immense datasets, unprecedented levels of openness among
researchers, and new connections amongst researchers, policy makers, and the public

(Committee on Ensuring the Utility and Integrity of Research Data in a Digital Age, 2009:1).

Even as these new capabilities are expanding the influence and reach of research, they are
raising complex issues for researchers, research institutions, research sponsors, professional
societies, and journals. Digital technologies can complicate the process of verifying the accuracy
and validity of research data, in part because of the enormous rate at which data can be generated
and the intricate processing the data undergoes. The high rate of innovation in digital
technologies, a lack of standards, and issues such as privacy, national security, and possible
commercial interests can inhibit the sharing of data, which may reduce the ability of researchers
to verify results and build on previous research (Committee on Ensuring the Utility and Integrity
of Research Data in a Digital Age, 2009:1). The importance of managing research data has been
emphasised by the government, funding agencies, and scholarly communities. Increased access
to research data increases the impact and efficiency of scientific activities and funding. Thus,
many research institutions have established or plan to establish research data curation services

as part of their Institutional Repositories (IRs) (Lee & Stvilia, 2017:1).

2.7.3 New value in data

Effective management provides institutions with new ways to form synergies across research
groups, producing new knowledge by engaging a broader range of stakeholders, and enabling
wider reuse of data in teaching and learning, commercial exploitation and policy developments
(Whyte & Tedds, 2011:1). New research topics and fields are emerging amid the boundaries of
traditional disciplines, and the questions that investigators can address are rapidly expanding
(Committee on Ensuring the Utility and Integrity of Research Data in a Digital Age, 2009:ix).
Complementing the practical needs for data management is a change in perception of the value
of research data. It has come to be viewed as an asset that should be managed to sustain its
value (Borgman, 2012:1071; Carlson & Garritano, 2010:5; Lavoie, 2012:70). Data is the currency
of research; but analogue and digital data generated within academia has largely been an invisible
resource utilised within the research unit and shared with a select group of trusted colleagues,

and consequently, their management are poorly understood (Koopman & de Jager, 2016:1).

2.7.4 Greater good and transdisciplinarity
Society now relies on scientific data of diverse kinds; for example, in responding to disease

outbreaks, managing resources, responding to climate change, and improving transportation. It
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is obvious that making data widely available is an essential element of scientific research
(Hanson, Sugden & Alberts, 2011:1). Koopman and de Jager (2016:1) state that climate change
research has alerted governments and researchers to the value of long term ecological studies.
As science becomes more collaborative, data-intensive, and computational, academic
researchers are faced with a range of data management needs. When these requirements are
combined with funding directives that necessitate data management planning, there is both a

need and an imperative for research data services in colleges and universities.

2.7.5 Risk avoidance — integrity research

Highman and Pinfield (2015:3) state that more negative concerns related to risk avoidance can
also drive RDM developments, including those regarding researchers complying with Freedom of
Information (FOI) legislation and the potential costs of not doing so (Whyte & Tedds, 2011:2). The
changes in the nature and conduct of research are greatly enhancing the capabilities of
researchers. However, these changes also are posing challenges, and in some cases, they have
had negative consequences (Committee on Ensuring the Utility and Integrity of Research Data in
a Digital Age, 2009:ix). Vines et al. (2013:1) investigated how research data availability changes
with article age. In the case of papers in which authors reported the status of their data, the odds
of the data being extant decreased by 17% per year. The prevention of data loss should be
mitigated by proper RDM.

2.7.6 Funding

The finding of funding has become an extremely competitive exercise and major funders want
evidence that research has not previously been undertaken, that the data will be preserved, and
that the research will be open to scrutiny (Koopman & de Jager, 2016:1). As science becomes
more collaborative, data-intensive, and computational, academic researchers are faced with a
range of data management needs. As already mentioned, when these needs are combined with
funding directives that require data management planning, there is both a need and an imperative
for research data services in colleges and universities. Funding is often a preliminary barrier for
organisations that wish to provide research data services to their researchers, particularly since
the cost of handling supplementary materials such as data sets is not well known (Tenopir, Birch
& Allard, 2012:9). Van Wyk and van der Walt (2014) state that by managing research data,

institutions will meet funding body grant requirements, (e.g. NSF, NIH).

2.7.7 An international drive towards research data access

According to Borgman (2012:1059), there are four rationales for sharing data: to reproduce or to
verify research; to make results of publicly funded research available to the public; to enable
others to ask new questions of extant data; and to advance the state of research and innovation.
The most effective method to describe the tremendous drive towards research data access is to

identify all the relevant stakeholders and the benefits they hope to gain from increased access to
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research data. According to Koopman and de Jager (2016:42), there are defensible reasons for

data sharing, listed as:

Creating opportunities for further integrated research.

Contributing to global research initiatives.

Preventing expensive duplication of research.

Verifying research findings.

Sharing data to make research more efficient and to ensure continuation of research.
Making research transparent.

Improving researchers’ international profiles.

The pressure to share data comes from many quarters: funding agencies, both public and private;

policy bodies such as national academies and research councils; journal publishers; educators;

the public at large; and from researchers themselves. These stakeholders each have their own

reasons for requiring or encouraging data sharing (Borgman, 2012:1066). In addition, Borgman

(2012:1067) presents a model encompassing rationales for sharing data as illustrated in Figure

2.9 below.
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Figure 2.9: Rationales for sharing research data (Borgman, 2012:1067)

A rationale is an explanation of the controlling principles of opinion, belief, or practice. Motives

and incentives underlie these rationales, whether stated explicitly or left implicit. A motivation is

something that causes someone to act, whereas an incentive is an external influence that incites
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someone to act. Rationales for sharing data also include beneficiaries, whether stated or implicit.
A beneficiary in this case is an individual, agency, community, or other stakeholder who receives
a benefit from the act of sharing data, such as the use of those data for a particular purpose
(Borgman, 2012:1067). In addition, Borgman (2012:1067) presents four rationales in Figure 2.8
above, positioned on the two axes. The four rationales are: to reproduce or verify research; make
results of publicly funded research available to the public; enable others to ask new questions of
extant data; and advance the state of research and innovation. The dimensions on which these
rationales are positioned are arguments for sharing and beneficiaries of sharing. The model is not
exhaustive, either in terms of rationales or dimensions, but is offered as a useful framework for
examining the complex interactions of players, policies, and practices involved in sharing research
data. The arguments dimension (vertical axis) positions the rationales by their emphasis on the
needs of the research community or the needs of the public at large. The beneficiaries dimension
(horizontal axis) positions rationales by their emphasis on benefits to researchers who produce
the data or benefits to those who might use research data. Subtle distinctions in the rationales for
data sharing may lead to markedly different policies, economic models, research practices,

curation practices, and degrees of compliance.

Reproducibility or replication of research is viewed as the “gold standard” for science (Jasney,
Chin, Chong & Vignieri, 2011), yet it is the most problematic rationale for sharing research data.
This rationale is fundamentally research driven, but can also be viewed as serving the public
good. Reproducing a study confirms the science, and in doing so confirms that public monies
were well spent (Borgman, 2012:1067). Public sentiment for sharing research data is based
largely on the rationale that tax monies should be leveraged to serve the public good. In this view,
data produced with public funds should be available for use and should not be hoarded by
researchers. Borgman, (2012:1069) states that this public good argument is implicit in the OECD
principles to which several of the funding agency policies refer, namely, that open access to
research data is a means to leverage public investment in research (OECD, 2007). The OECD
document also builds on an earlier U.S. study, explicitly quoting the passage: “The value of data
lies in their use. Full and open access to scientific data should be adopted as the international
norm for the exchange of scientific data derived from publicly funded research” (National
Research Council [NRF], 1997). Borgman (2012:1070) states that a more focused rationale is
that sharing data enables others to ask new questions, whether from an individual dataset or by
combining multiple sources. This framing has two strands, one for the benefit of researchers and
one for the general public. Researchers have argued that open access to data encourages meta-
analysis: the ability to combine data from multiple sources, times, and places in order to ask new
questions (Whitlock, 2011:61). The rationale for sharing data that resonates with the widest array
of stakeholders is that research and innovation can be advanced more effectively (Borgman,

2012:1071). This is the claimed “fourth paradigm” in which computational science constitutes a
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new set of methods beyond empiricism, theory, and simulation. One distinction between the “ask
new questions” and “advance research” rationales is that the latter is wholly motivated by research
interests. It goes beyond asking new questions of extant data; it addresses the need for more
data and for curation of existing data in ways to ensure their usefulness. Simply put, “science
depends on good data” (Whitlock et al., 2010:145).

For the last twenty-five (25) years, the need to share research data has been declared an urgent
problem. Nonetheless, the discussion continues, policies proliferate, and evidence of data sharing
is apparent in only a few research fields. Sharing research data is clearly a conundrum: an
intricate and difficult problem. Acknowledging that data sharing is difficult does not mean
abandoning all hope that data will be shared with some people some of the time. The challenge
is to understand which data might be shared, by whom, with whom, under what conditions, why,
and to what effect (Borgman, 2012:1072).

2.7.8 The Internet as RDM enabler

The Advanced Research Projects Agency Network (ARPANET) was established in 1969,
specifically to enable researchers to share data between laboratories in geographically distant
locations. ARPANET was the template upon which the Internet was subsequently built. The
ubiquity of the Internet was the cornerstone of the open access initiative, which raised the
question of universal access to research, particularly public funded research (Koopman & de
Klerk, 2016:1). Initially, the Internet was designed for research purposes, as was the World Wide
Web although society deviated from this intended use and as such, many aspects of our daily
lives have changed drastically over the past 20 years. A culture that grew after the first scientific
revolution some 300 years, which has brought humanity quite far is on the verge of its second
profound metamorphosis. It is likely that the way that researchers publish, assess impact,
communicate, and collaborate will change more within the next 20 years than it did in the past
200 years (Bartling & Friesike, 2014:v).

2.8 Researchers sceptical about RDM

Borgman (2012:1066) states that it is evident that investigators (and their collaborators, students,
and staff) devote a massive amount of physical and intellectual labour to collecting, managing,
and analysing their data and publish their results. Although data is the lifeblood of research in any
field, it raises the question of variations, by purpose, approach, instrumentation, community, and
many other local and global considerations. Some of the data may be in shareable forms, others
not. Some researchers wish to share all their data all the time, whilst some wish never to share

any of their data, and most are willing to share some of their data some of the time.
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2.9 Legal and ethical polarity

Tsoukala et al. (2013:17) analysed the legal and ethical issues related to sharing data and the
concept of open data. The project examined in particular, both legal issues such as intellectual
property rights, privacy and data protection and open access mandates; and ethical ones,
including the unintended secondary use, misappropriation and commercialisation of research
data, unequal distribution of scientific results and disproportionate impacts of scientific freedom.
The project considered how these different issues impact on a range of different stakeholders
such as policy-makers, researchers, repository managers, and institutional representatives.
Tsoukala et al. (2013:17) demonstrated in their analysis that intellectual property rights, especially
in relation to data purchased from commercial organisations or cultural data, can act as a
significant barrier to providing open access to research data, since the data creators may
sometimes not hold the intellectual property rights to the material they collect, and to which they
seek to provide access. Similarly, research participants, rather than researchers, institutions,
repositories and other stakeholders, have primary control over the use of personal information for
research purposes, which can limit the extent to which data can be made available in open
access. These legal regimes often create a complex landscape, with real consequences for
researchers, organisations and institutions. Open access mandates from governments and
funders may place researchers and institutions in a situation where they are pressured to provide
open access to data, despite the fact that intellectual property rights or data protection rights

specifically and explicitly limit their ability to do so.

2.10 RDM in South Africa

According to Koopman and de Jager (2016:1), digital data archiving and research data
management have become increasingly important for institutions in South Africa, particularly after
the announcement by the National Research Foundation (one of the principal South African
academic research funders), recommending these actions for the research that they fund. The
researchers found in their study that while some researchers were already engaged in digital
archiving in repositories, neither researchers nor the university had implemented systematic
research data management. The international focus on research data makes it important for
South African researchers and policymakers to ensure that data is managed in a way that enables
long-term security and accessibility. In South Africa, those involved in research are becoming
increasingly aware of the importance and value of curating and sharing the research data

produced through public funding and thus, RDM policies are emerging (Kahn et al., 2015:296).

It is encouraging to observe that some of the Higher Education institutions have made steady
progress in terms of RDM. Chiware (2015:11) indicates that the Cape Peninsula University of
Technology (CPUT) has strategic partnerships in place, an eResearch Service Model, working

groups, active pilot projects, and an partnership with Technical University Munich regarding the
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eResearch (Communication and Infrastructure (eRIC) solution),. The eRIC initiative aims to
develop an integrated communication and data management infrastructure for accompanying the
complete life cycle of scientific knowledge generation and transfer. eRIC attaches particular
importance to the analysis and development of models and tools for communication between
researchers and libraries, both amongst eRIC project partners and within research teams. In
cooperation with an international team of scientists and library staff, they will develop suitable
communication and decision-making structures, establish a research accompanying consultation

infrastructure, and set up teams to implement required software tools (Mitscherling, 2014:1).

In South Africa, certain libraries are beginning to provide framewaorks for these services with some
degree of success as policies are being formulated, infrastructure set up, library staff trained, and
awareness and advocacy campaigns held with academic staff and researchers. Challenges being
faced include the availability of resources and infrastructures and limited data management skills
amongst library staff (Chiware & Zanele, 2016:1). As government, funders, and research
institutions in South Africa become more involved in RDM, those involved in the actual research
process, such as researchers, research offices, ethics committees, IT departments and libraries,
will need to be made aware of the potential benefits of RDM and its processes and requirements.
There has already been some activity in terms of awareness and capacity-building in South Africa.
The Network of Data and Information Curation Communities (NeDICC), for example, arranges
seminars, workshops and a conference to promote awareness around digital (including data)
curation aimed at practitioners and managers involved with digital object management and

encourages the growth of knowledge in this area (Kahn et al., 2015:298).

van Deventer and Pienaar (2015:1) state that the most important lesson being learnt is that one
can learn many wonderful and valuable RDM lessons from the international trend setters, but in
the end, one has to get one’s “hands dirty” and do the work oneself. Therefore, one must, within
the set parameters, implement the RDM practice that is both appropriate and acceptable for and
to one’s own set of researchers, who may be conducting research in a context very dissimilar to

that of international peers.

2.11 Summary

The original purpose of the Internet, or the Advanced Research Projects Agency Network
(ARPANET), was originally to enable scientist to share data. The exponential growth and adoption
of information technology has a direct impact on the scientific community. Unimaginable amounts
of data can be stored and analysed in real-time through large data centres all over the world.
(Bartling & Friesike, 2014:v) is of the opinion that the way researchers publish, assess impact,
communicate, and collaborate will change more within the next 20 years than it did in the past

200 years. The management of research data for various stages during the research process has
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become a challenges for researchers due to the rapid expansion in volume and the forever
changing technology landscape. Research data captured on a specific device using specific
software could be redundant and unusable within a year or two if vendors go out of business.
Adding to the research data management challenges of researchers is growing pressure from
intergovernmental agencies, governments, funders, councils and the general public to re-use and
share funded research data objects. Research institutions are facing various challenges due to a
lack of international standards regarding RDM. The lack of standards start with the most basic of
elements, the data element in RDM. Stakeholders and role players define data and research data
using varying definitions. Most stakeholders and role players are beginning to acknowledge the
long term value of research data and the need to curate research data during the pre-research,
during research and post-post research phases. The sharing and re-use components pose
specific challenges due to the lack of provenance, context and workflow description in current
data sets. Metadata is the unsung hero in describing data objects. Various metadata standards
are competing to become the dominant standard in the RDM domain. Another challenge to
transdisciplinary research entities is how to describe items and events. Ontologies, taxonomies
and controlled vocabularies differ between research communities. Multiple ontologies and
taxonomies might need to be included in the metadata to enable sharing and re-use across
research community boundaries. With the ability to share and re-use research data many ethical
and risk questions and issues should be addressed. Research participants, researchers and
institutions could become vulnerable if ethical standards are not adhered to and research data
are used for unintended and even malicious purposes. It is critical that RDM should become
imbedded in ethical clearance policies and procedures and for a risk management framework to
be implemented to mitigate risks. A research data management plan should form part of the initial
research planning process and should be updated throughout the research process. It became
clear in the literature that the majority of researchers are willing to share research data, but feel
uncertain due to inadequate institutional policies, procedures and support services. The South
African context is different than the first world global context where most of the research and
publications regarding RDM has been done. RDM is still in its infancy at South African universities
with the primary focus on planning and the creation of awareness through the conduct of
workshops. It is clear from the literature that RDM will become a critical component in conducting
successful research in the near future.Chapter 3 follows, describing the realisation of the data
collected and analysed and discussing the research results that emanated from the semi-

structured, individual interviews.
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CHAPTER 3: RESEARCH RESULTS

3.1 Introduction

In Chapter 2 the development of and need for RDM were discussed after a fundamental outline
of the building blocks of RDM, such as data and datasets, were described. In Chapter 3, the
realisation of the second phase of the research process from planned interviews to declared

themes is formulated.

3.2 Realisation of data collection and analysis

Interviews were conducted during March 2017. The mediator recruited prospective participants
and first established their interest in participation. Once patrticipants indicated their willingness to
participate, their names were given to the researcher who then made an hour’s appointment with
each one. Semi-structured, individual interviews were done in the participants’ offices, although
one participant’s office wasn't private and thus this particular interview was done in a separate,
private office. At the beginning of the interviews, the researcher introduced himself and first
obtained written informed consent. Thereafter, the researcher activated the digital voice-recorder
and conducted the interviews using the prepared interview schedule. The first part of the interview
was to obtain demographic information. After each day’s interviews, the researcher downloaded
the interviews from the voice recorder onto his laptop, ensuring that the interviews were deleted
from the voice recorder. After eight (n=8) interviews, the researcher obtained data saturation since
the participants started to repeat information and no new themes emerged. All the interviews were
handed to a transcriber on an external hard drive. Transcribed interviews had a code that replaced
the participants’ names and transcriptions were anonymised. The transcribed interviews went
through a process of interpretive analysis (see the steps in Chapter 1, 1.8.2.2.4). After a
consensus discussion was held with a co-coder, the research results were presented as themes,

sub-themes and categories.

3.3 Demographic data

The demographic data of the participants are presented in Table 3.1.

Table 3.1: Demographic data of participants (N=36, n=8)

Participant Age and Years’ experience | Position in research Amount projects
gender in research team team involved
PAROO1 32, female 7 Researcher 4
PARO002 28, female 2 Research assistant 5
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PAROO3 32, female 9 Project manager All projects
PARO00O4 47, female 4 Assistant All projects
PAROO05 48, female 6 Research assistant 2
PARO06 42, female 8 Researcher 5
PAROO7 35, female 7 PI, researcher 2
PAROO8 42 years, female 2% Pl, senior researcher 5

Of the eight (n=8) participants, all were female and the average years’ work experience between
them in a research team was 5.7 years. Four (n=4) participants were researchers, of which two
of the four were also primary investigators. Four (n=4) participants were working in areas of

research assistance and/or project management.

3.4 Interview results

Eight (8) research themes emerged from the data analysis process. These themes are presented

in Table 3.2 (below) and described thereafter.

Table 3.2: Research themes and sub-themes that were identified in individual interviews

Research theme

Sub-themes

1sttheme: o RDM is a comprehensive process from inception to final destruction
RDM is a comprehensive of data.
system. o RDM requires curatorship of data.
o Necessary for optimal access, safety and use.
2" theme: e User-friendly storage solutions of data in multiple formats.
RDM for storage and e Storage and archiving as an organisational and ethical requirement.
access solutions. e Storage solutions that enable immediate access.
e Compliance with standards of funders and ethics.
34 theme: e Awareness of the responsibility to keep data confidential and
Data security lacking, but anonymous.
essential. e  Security mechanisms are poor and primitive.
e Necessary to safeguard data against hackers and against unskilled
researchers.
4 theme: o Researchers must give data back to society.
Researchers are e Preservation necessary to curb dishonesty.
responsible to preserve, |« Quality data should represent the truth.
share and disseminate e Sharing of data is a complicated process.
quality data.
5t theme: e Ethics and scientific committees are prominent components in basic
Organisational RDM.
fragmentation of RDM. e Gap between researchers and information management.
6" theme: e Higher education changes.
A changing higher e Change management, acceptance and incentives necessary.
education landscape, from | ¢ Increased demand for RDM.
an inclusiveness to o Different approaches to research and RDM.
competition and regulation. | 4  Conflicts arise at the publication phase of research outputs.
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7t theme: e Although the Pl is accountable, RDM requires a team effort.

RDM is everyone’s e Training needs regarding RDM and organisational skills.
responsibility and e Dedicated human capital and operational resources required.
requires resource e Unaware of larger university initiatives for RDM.
allocation.
8" theme: ¢ Inefficiency: focused on data collection and not data
The risks and dissemination.

opportunities related to | ¢  Inaccuracy of data.

RDM for the research | «  An appropriate and functional RDM system can improve the
unit. research process and can be outsourced to other research

units.

3.4.1 RDM is a comprehensive system

Participants described RDM as a comprehensive system of multiple processes. The RDM system
is complex and includes the planning of data collection, writing the protocol, actual data collection,
data capturing, analysis and dissemination, ethics clearance pathways, data storage, data
sharing, data mining, data archiving and destroying of data. One participant voiced “a very
comprehensive package”. This system should ideally commence at the inception of a research
idea, and remain in place until the data is finally discarded and destroyed. RDM entails curatorship
of data, acknowledging and implementing the responsibility to control and keep track of it.
Participants also described RDM as necessary to ensure optimal access to data, keep data safe,

and enable optimal use of the data.

3.4.2 RDM for storage and access solutions

Participants explained that RDM is necessary for storage and access solutions. They were aware
of the difficulty in accessing data in the absence of a proper storage and archiving process. One
participant stated that “storage is, on the one hand, the robust storing of large sets of data but on
the other hand, the nimbleness to access and use information”. Data storage is defined as being
able to accommodate multiple data formats, from digital and hard copies to different types of data.
This is an especially big challenge in a transdisciplinary research unit where researchers from
different disciplines utilise both quantitative and qualitative data. Data storage is not only a
practical and operational process, but also an organisational and ethical requirement. Participants
were informed of the ethical requirements for data storage for five years on the premises of the
university under the supervision of the project owner, sharing as stipulated by the Health
Research Ethics Committee and the document management policy of university in general.
Storage solutions in RDM should go together with immediate access to data. This entails the
ability to know where what data is and how to obtain specific data, and should be aligned with the

standards of funders, ethics and the institution.
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3.4.3 Data security lacks but essential

Participants were aware of their responsibility towards research participants to ensure
confidentiality and to keep data anonymous. They agreed that data security is a mechanism to
safeguard data and to maintain control, as one participant stated, “...safeguarding the participant
and safeguarding the researcher and the university”. Nonetheless, participants declared that their
security mechanisms were poor and primitive as they used external hard drives, kept data on their
own laptops with general university network access control, or even kept hard copies in locked
cupboards, having fire distinguishers available. Some participants perceived Dropbox as a secure
storage space and one participant voiced her frustration with using Alfresco (open source
document management system) as a back-up mechanism. In general, participants acknowledged
that they could not confirm that they possessed the most recent data as there was no audit trail
available to secure access authorisation. Researchers explained that data security did not only
refer to keeping data safe from hacking and ensuring confidentiality, but was also necessary to
safeguard data against unskilled team members. Team members that are unfamiliar with
technology and ignorant of the value of data, hold the risk of destroying data, which can be a

crisis if there are not sufficient and secure back-up systems available.

3.4.4 Researchers are responsible to preserve and disseminate quality data

One participant stated that “Information is expensive, and you have the responsibility to provide
information back to society”. It was clear that all the participants shared an awareness that data
should be disseminated to society. Dissemination can also occur through data sharing and is not
only limited to the traditional research outputs of publications. Nevertheless, participants also
stated that researchers as accountable scientists should give data back to society, referring to all
data in its purest and most honest format. Data should assist the researchers to represent the
truth and therefore, RDM is necessary to ensure optimal data preservation to curb dishonesty. “It
is part of good research practice to keep your data available to society.... If there is any
uncertainty about the trustworthiness and validity....” One participant explained that researchers
have, in the past, lied about research results and that data preservation could assist in curbing
dishonesty since it serves as an opportunity to access sufficient evidence. Participants explained
that data sharing is a necessary, but complicated process. Data sharing should be planned and
executed in a thorough manner at the inception phase of a project and should be declared to the
appropriate ethics committee. Data sharing and dissemination should be viewed as essential

steps in the project’s lifecycle, and be actively managed and monitored.

3.4.5 Organisational fragmentation of RDM

The fifth theme referred to participants’ description of the prominent role that applicable ethics—
and scientific committees played in basic RDM. Participants could list standard operating
procedures for data storage and RDM as communicated from the Health Research Ethics
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Committee and the awareness of RDM voiced by scientific committees. These committees
provided only basic RDM solutions with their main focus on ethical considerations. Unfortunately,
they did not provide practical and technological solutions for RDM. Some participants were
vaguely aware of organisational policies on access to data. Only one participant could voice the
link between RDM and collaborations with librarians. Participants did not describe the information
management of the university as an active partner to researchers in RDM, and one patrticipant
explained that she was not clear who to contact for RDM at the university. In general, participants
experienced that they themselves, within their research unit, were fully responsible for RDM,
irrespective of the larger organisational information technology architecture and referred only to

Alfresco as an available mechanism for RDM.

3.4.6 A changing higher education landscape, from an inclusiveness to competition and
regulation

As the sixth theme, participants described a research unit today, within a higher education
institution, as a stressful working environment where there is a significant shift from research
projects that were open and inclusive towards competition for research output, exclusiveness and
increased regulation over research projects and outputs. One participant explained that
researchers must work harder for less subsidy, whilst another described how research projects
had no RDM plan in place, but are now regulated in terms of data storage, sharing and archiving.
This retrospective management of research data causes conflict and is time consuming since
data is not presented in a similar format. To align existing projects to RDM standards will be costly
and will require skilled human capital and such support is not in place. As researchers had to
move from a less-regulated research context to a more regulated one, there is resistance to
change and to adopting RDM principles. Nonetheless, participants explained that change
management is necessary for RDM implementations, which will be accepted once researchers
can see the benefit thereof, can understand that RDM can imply less administrative effort, and
when there are sufficient incentives available. Incentives are subjective but, according to the

participants, researchers’ access to personal research funds is a powerful incentive.

The participants were aware of an increased demand for RDM, although this demand presented
itself in the form of crisis interventions. Three participants explained that a current, large,
longitudinal data set presented complaints from various researchers that it took too long to share
data, that data was captured into different software packages, and that the PI didn’t have the most
recent data. In this particular research unit, the demand for RDM arose from the following factors:
a growing pool of data sets; increased needs for data sharing; the absence of a proper audit trail;
and lack of a technology standard. Furthermore, participants voiced their opinions that working in
a transdisciplinary research context implied diversity, where researchers hold different ideas to

research and RDM. Eventually, conflicts arise too late amongst researchers at the publication
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phase of research output when there is not a clarification of exact roles and responsibilities
throughout the research process, and confirmed that this conflict could be addressed through
efficient RDM.

3.4.7 RDM is everybody’s responsibility and requires resource allocation

RDM is described as a comprehensive system that can only be obtained through team work with
shared responsibility, although the PI remains accountable for it. For successful RDM, a
collaborative team effort between all members of the research team, academic and non-
academic, is necessary. All the role players concerned with a research project and researchers
from participating research units, statisticians, ethics committees and scientific committees were
listed as stakeholders in RDM. According to the participants, funders played varying roles in RDM.
Yet, despite this, research team members still need training in RDM, including training to improve
their organisational skills. However, RDM implementation is perceived as an additional duty and
system that must be integrated into the research unit, requiring a dedicated allocation of
adequately trained staff and appropriate operational resources such as software packages,
hardware, networks, connectivity and information technology infrastructure as well as physical
office space. As one patrticipant stated that “nobody ever sat me down and said these are your
responsibilities in RDM.... hands-on learning”. Participants, ranging from senior researchers to
research assistants, were unaware of the RDM initiatives available to them or the research unit

in the larger university context.

3.4.8 The risks and opportunities related to RDM for the research unit

The final theme referred to the risks and opportunities related to RDM as voiced by participants.
Participants explained that the absence of RDM implies too much input into data collection,
causing insufficient research output. When Pls have to spend too much time on the administration
and logistics of data collection, analysis, storage, sharing and archiving amidst insufficient RDM
infrastructure, critical time is wasted since these researchers do not have time to disseminate the
results and contribute to research output. This makes research activities within the research unit
inefficient. A second risk identified by participants was that of current software and the absence
of a proper RDM system that possibly leads to poor control over data, absent audit trails, manual

calculations, and therefore increases the risk of inaccurate data.

Participants described the opportunities for the research unit once an appropriate and functional
RDM system is set in place. Firstly, RDM can cause a direct improvement in the total research
process. As one participant stated, “....it (RDM) was never before a well thought through process”,
which can be integrated into the research process. Secondly, a functional RDM system does not
have to be implemented for each research entity, but can be outsourced to other research entities

through a service level agreement.
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3.5 Discussion

Both the literature and the research results indicate that RDM is a comprehensive system
consisting of multiple processes and building blocks. Many of the steps in the data lifecycle
mentioned in figure 1.2 were identified by the participants. Specific steps that were mentioned
were planning, collection, assurance, preservation, discovery and analysis of research data.
Steps mostly omitted by the participants were description, discovery and integration of research
data. Most of the participants voiced the opinion that compliance to the requirements from the
ethical committee will solve many of the data assurance steps, but that they found that no proper
guidelines were in place or followed ethical clearance. Most of the participants agreed with Whyte
and Tedds (2011:2) that RDM is defined as, “...the organisation of data, from its entry to the
research cycle through to the dissemination and archiving of valuable results”. The majority of
participants agreed with the findings of Borgman (2012:1071), Carlson and Garritano (2010:5)
and Lavoie (2012:70) that data is viewed as an asset that should be managed to sustain its value.
It became clear from respondents’ answers that there was uncertainty regarding how research
data should be curated during the research process due to a lack of policies, procedures and

guidelines.

The research results were consistent with the literature regarding concerns of data loss and
inaccessible storage media (Viney et al., 2014:2). Multiple respondents indicated the desire for a
“user-friendly” storage solution, and having difficulty and frustrations using prescribed solutions
from the internal IT support department. The end result of this is that none of the respondents are
actively using the available institutional storage solution due to the complex naming schema and
the poor levels of performance. Most data artefacts are currently stored on local hard disk drives,
portable hard disk drives and flash drives. No prescribed standards regarding the storage media
or prescribed policies, procedures or guidelines were mentioned by the respondents. The
research findings were consistent with the literature regarding security, retrieval and preservation
concerns (Cox & Pinfield, 2014:300). Lack of access control and difficulty in sharing data due to

no access control were mentioned during the interviews.

Participants felt strongly that the responsibility to preserve, share and disseminate data lay mainly
with the researcher. The literature had similar findings for the South African context (Lotter
2014:11; Woolfrey, 2014:4). The Mercury Project Solutions (2013:2) recommend that various
steps in the RDM process should be the responsibility of the institution. Most notably, a data
management framework, a risk management plan, training and induction, policy compliance
monitoring, registration of data with reputable repositories, ongoing curation and usage
monitoring. The research results clearly indicated a lack of institutional guidance and/or available

services to support the RDM process. The research results indicated that the participants shared

53



a strong desire to comply with ethical standards regarding research data practices, but that lack

of IT support was a prominent challenge.

Both the literature and the research results indicate that RDM should be the responsibility of
various stakeholders (NSF, 2017). Furthermore, DataONE (NSF, 2017) states that in addition to
primary researcher(s), there may be others involved in the research process that take part in
aspects of data management. Several of the roles identified both in the literature and the research
results are those of data collector, data analyser, project director, staff responsible for running
instruments, and administrative support staff responsible for grant submission. Roles that were
mostly omitted in the research results but prominent in the literature were metadata generator,
database designer, data modeller, external data centre or archive, and geospatial skilled staff.
The research finding that RDM both represent opportunities to share data and new risks is

consistent with the findings of Borgman (2012:1072).

3.6 Summary

In Chapter 3, eight (8) themes were identified from the individual interviews with members of a
research team (n=8) in a research unit based at a South African university, and were subsequently
described and discussed. Chapter 3 concludes that all the themes identified during the interviews
were confirmed in literature, strengthening the need to formulate a RDM framework, which will

now be provided in the final chapter, Chapter 4.
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CHAPTER 4: PRELIMINARY FRAMEWORK, EVALUATION AND
RECOMMENDATIONS

4.1 Introduction

It is clear from both the literature and the research conducted that research data management is
a complex and evolving concept consisting of multiple stake holders, role players, phases and
processes. Most of the participants experience a level of anxiety and uncertainty pertaining to the
current and future challenges as related to RDM. A lack of institutional support regarding IT
services and general RDM services provided became apparent from the interviews. The desired
target state for the research entity is to participate in global research data sharing through
supported and approved repositories. The basic building blocks and a collective strategy within
the research entity will enable the desired future state. The proposed framework will enable the
relevant research entity to start addressing the current and future challenges regarding research
data management. The preliminary framework was built using a combination of best practices
identified in the literature and applying recommendations regarding policies, procedures and
guidelines in the context of a South African university-based research entity. The framework will
initially focus on the high-level components required to enable the relevant research entity to
follow best practices regarding RDM in their unique context. Information gleaned and current best

practices from the literature were used to build the proposed framework.

4.2 Preliminary framework

The preliminary framework consists of various components and guidelines to enable the research
entity within a South African university to define and achieve strategic goals regarding research
data management. The preliminary framework presented in figure 4.1 below consists of four (4)
building blocks, each attempting to address a fundamental question regarding RDM, which will
have an impact on the next layer representing the following question. The four questions
addressed in the preliminary framework are firstly why the research entity is required to
strategically want to invest valuable resources in RDM? The answers and rationale from the why
guestions will define the question of which building blocks need to be in place. Once the required
building blocks have been defined, the next question will address which resources the building
blocks will become a reality. This will be followed by the fourth and final question regarding how
the required building blocks will be developed with the available resources to achieve the

objectives defined in the research and research data scope block.
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Figure 4.1: Preliminary RDM framework for a South African university-based research

entity

4.2.1 Why? — Define research and research data scope

The first question the South African university-based research entity should answer is why it wants
to engage in the complexity of RDM? The first pertinent factor to consider is the Research Data
Curation Continuum as defined in 4.1 (above). It became clear from the research that the ambition
of the research entity is to participate the public domain research point on the continuum. Other
research entities initially decided to only focus on the first phase of the continuum, which is the
private research domain. This domain involves the core research team at only one institution and
is mostly concerned with the initial ingestion of data. The South African university-based research
entity is already involved in multiple projects appropriate to the second phase of the continuum,
namely the shared research domain. Currently, this collaboration with funders and global
research partners presents major challenges due to a lack of building blocks to support the

desired collaboration. From examining the research, it became clear that the only building block
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in place to support research in the shared research domain on the continuum, was the ethical
clearance building block.

The second question which the South African university-based research entity should consider is
the key research steps as defined in figure4.2. The research entity aims to strategically align with
a future state of managing their data at a post research phase. Strategically, all the building blocks
mentioned in the preliminary framework will have to be in place to achieve this ambitious goal.
Other research entities with different strategic goals regarding RDM could also use the framework
to identify which building blocks would be relevant to their unique situation. All the building blocks

have been defined in Chapter 2 of this study.

4.2.2 What? Building blocks

Once the why question has been answered, it will become clear which building blocks will be
required to support the strategic decisions regarding the key research steps and the research
continuum phase. Each of the components has been described in detail in Chapter 2 of the study.
Some of the building blocks will prove to be more relevant, should a research entity be more
interested in the post research step as defined in 4.1. Building blocks that should be prioritised
are the building blocks stretching across all steps of the key steps in RDM. The most notable is
data curation. It is recommended in the framework that data curation should be prioritised and
should form part of any research project from the planning phase. Other building blocks that
should also be prioritised are the data management framework and the risk management plan.
The research results clearly indicate uncertainty regarding policies and procedures, a lack of IT
infrastructure, a lack of data management support services and no metadata standards or
management. Various datasets are currently at risk due to the absence of a risk management
plan. It should be a priority to identify, assess, mitigate and monitor risks related to current data
management practices. The research results indicate the presence of a data management plan.
The primary purpose of the current data management plans was for funding and therefore the
current plans on not on the required standard for proper RDM. Various points that should be
focused on urgently in the data management plan are governance, security, version control and
backups. The current understanding of the respondents regarding ethical clearance is that data
should not be shared. To enable sharing of research data, focus areas regarding ethical clearance
should be licencing, access control, informed consent and proper anonymization of research data.
The next building block is training and induction. To ensure quality assurance and quality control
throughout the research process and research data lifecycle, all staff should be regularly trained
and new staff should be trained, regardless of their role in the RDM process. Once policies have
been established at either institutional, funder, or national level, or for the research entity itself,
compliance must be monitored. A centralised software solution with auditing capabilities could

greatly assist in this regard. The following building block is risk monitoring and communication.
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RDM is a dynamic process and new risks could be introduced during the lifecycle of research
data. Some risks identified earlier may also become irrelevant during the lifecycle of research
data. Changes in the risk profile should be communicated to all relevant stakeholders. The next
building block is data collection and analysis. During the research process all data artefacts and
their path to current state or existence should be described and monitored for quality assurance
and quality control. Metadata generation is a critical building block in the preliminary framework.
All workflows, data objects, datasets and architecture should be described using metadata.
Policies and procedures should guide and enforce the next building block, which is storage and
access. The following building block is publishing data. Capabilities and processes should be built
to enable the data to be shared to one or more public repositories. Once the data is published,
the next important building block is how to register the data. Data should be searchable,
identifiable, obtainable and usable. Global identifiers could greatly assist in this regard. The final
building block is usage monitoring. All relevant role players and stakeholders related to the data

should be acknowledged through proper citation.

4.2.3 With? Assess capabilities and define gaps

The purpose of this step is to define the human driven layer items and technology driven items in
order to implement a successful RDM programme. After defining the components on each of the
technology- and human layers, an assessment is required to determine whether the
components/capabilities are available on institutional level or internally within the research entity.
These components/capabilities will be required in order to implement various projects as part of
the RDM programme to construct the required building blocks to implement the research data
management requirements defined in the first building block answering the ‘Why?’ question.
According to McGovern (2016:11), human driven layers consist of governance, collection scope
and acquisition. The technology scope consists of workflows, lifecycle storage and monitoring.
The technology enabled layers are built on the IT stack, which consists of the following layers:
the infrastructure or physical layer; the infrastructure virtual layer; operating system layer;
database layer; middleware layer; and the applications layer. Institutional support and availability
as related to governance should initially be studied. If any programmes, policies or procedures
are available, the research entity should align itself with those. If there are any institutional
guidelines regarding compliance and auditing, they should be strictly adhered to. The available
IT resources from the institutional IT support department should be analysed for usability to use
directly or as tools to help develop building blocks in the ‘Why?’ section. Internal capabilities and
resources should also be considered before the RDM programme is launched. A realistic idea of
the availability of skills and internal IT resources will assist with the planning and execution of a

successful RDM programme.
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4.2.4 How? Define RDM programme

The development of RDM will consist of a prioritised list of projects to start developing the building
blocks defined in ‘What? Building blocks’ section. Planning and budgeting will be more accurate
after the assessment of capabilities and defining gaps in the previous step in the framework.
Decisions that will emerge during the planning phase of the RDM programme include buying
versus building, and the potential outsourcing of products and services. With the current
availability of various platforms, products, software and complete services on the internet, it may
be better to consider such offers, rather than waiting for the institution to offer similar services.
The research results indicate that participants had a low level of expectation in terms of
institutional research support services and the institutional IT department. The institutional library
services are also not currently offering RDM services to research entities within the institution. It
is important to do thoroughly investigate options before any services are outsourced to a third
party or cloud services are consumed. Typical risks include the possibility of sensitive data moving
beyond of the borders of South Africa and not complying to institutional or government legislation

regarding the protection of information.

The last component of the framework is the summary of practical guidelines provided by DataONE
regarding the best practices during the data lifecycle. The guidelines have been grouped by the
researcher in Table 4.1 below to indicate the best practices relevant to each phase of the research
data lifecycle. Each of these best practices are summarised in a diagram in the addenda attached
at the end of this mini dissertation. The titles have been adjusted to be more meaningful in a

general context regarding research data management.

Table 4.1 List of addenda of preliminary RDM framework

E o
3 slel 2| 28| %3
5 5 |2/ 3/8|38|8 ¢
3 Best practice / Recommendations / Lessons O| <« 8 2| 2 = §
a|l ol &

< Learned

Al | Use datacasting tools to advertise your data

A2 | Data discovery

A3 | Give files descriptive names X

A4 | Quality assurance of research data X

B1 | Backup of research data X

B2 | The impact of Boyle's Laws X X X

C1 | Ensure accessibility for multiple channels

C2 | Enable discovery through standard terminology X X

C3 | Data quality communications X

C4 | Ensure data and metadata are consistent X X

C5 | Ensure data can be integrated X X X

C6 | Data dictionary creation X

C7 | Backup policy — Importance of documentation X X
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C8 | Research data storage solution - Documentation
D1 | Tools and services - Considerations
D2 | Data preservation — How to decide X
D3 | Description of data values expected
D4 | Data management roles and responsibilities
D5 | Data model definition X
D6 | Parameter definitions X
D7 | Format of spatial parameters X
D8 | Standardise time and date storage X
D9 | Describe provenance of data products X
D10 | Ensure data contents are clear X
D11 | Dataset organisation X
D12 | Research project description guidelines X
D13 | Dataset spatial extent and resolution X
D14 | Dataset temporal extent and resolution X
D15 | Units of measure X
D16 | Control and assure quality
D17 | File format guidelines and documentation X
D18 | Document steps used in data processing
D19 | Taxonomy documentation guidelines
D20 | Multi-set data integration
D21 | Strategy documentation X
D22 | Control measures for data entry
Management guidelines for digital preservation an
D23 | RDM X
E1l | Metadata improvements X
E2 | Culture of data sharing
E3 | Quality control for research data
E4 | Guidelines to make datasets reproducible
E5 | Web services to make datasets accessible X X
E6 | Data backup guidelines X
E7 | Storage media reliability X
F1 | Lessons learned regarding data management X
H1 | Understand reasons for sharing data X
H2 | Data organisation best practices
11 Metadata standards X
12 Identify sensitive data X
13 Which data should be preserved for longer?
14 Standardise on codes for missing values
15 Guidelines for software identification
16 Guidelines for outliers in datasets
17 Guidelines to identify repositories X
18 Clarify estimated values
19 Understand motivations for sharing data X
M1 | Data type consistency
M2 | Metrics for data usage and citing
M3 | Flag poor data for quality control
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01 | Research process optimisation X X X

P1 | Data management planning — Start early X

P2 | Multi media management planning X X

P3 | Store data in its raw format X X

P4 | Provenance enable the reproduction of data results X X X X X
Provenance and data cite documentation

P5 | guidelines X X

P6 | Guidelines for drawing up a budget X X

P7 | Enable community members to tag your data X

P8 | Register identifier for dataset X X

P9 | Versioning of data X

R1 | Data ownership and recognition X

R2 | Repeatable software processes to conform data X

R3 | Refer back to RDM plan X

S1 | Avoid adding data descriptions on data sheets X

S2 | Guidelines on data precision X X

T1 | Data discovery and stewardship guidelines X X X X

T2 | Guidelines to make data reproducible X X X

Ul | Parameter guidelines for geospatial data

U2 | Guidelines for field delimiters

U3 | Standardise codes X X

The above table could be used as a reference, and processes and guidelines could be refined
throughout the research data lifecycle. Policies and procedures could be incorporated in the

diagrams provided to enable awareness and to ensure compliance.

4.3 Evaluation

The research results highlight the challenges researchers are facing within a South Africa
university-based research entity. The participants accepted responsibility for the curation for
research data and acknowledge that current RDM practices within the research entity pose
serious risks. The research results were consistent with other findings in a South African context
regarding the lack of institutional policies, procedures and RDM services. International research
findings in North America, Europe and Australia indicate more involvement and support from an
institutional level. Due to international funding, the expectations from funders on certain projects
are RDM practices in line with international standards. This poses a serious challenge to the
South African university-based research entity, due to the absence of any support services
available from the institution. The research entity has also not included the costs in terms of time
and money in the initial research proposals and RDM plans. Certain projects were started more
than ten years ago. The RDM plans and funds required to keep participating in the research

projects must be revised in order to build capabilities to adhere to funder expectations.

61



The components of a RDM framework for a South Africa university-based research entity should
be the same as for any international research institution. Due to political and financial challenges
in the South African context, universities are limited in terms of resources required to build and
implement RDM capabilities. The estimated time frame for building such capabilities is not
identified for use in the next five years. If the research entity wants to pursue its strategy to be
compliant with international practices regarding RDM, it will have to use self-initiative and build
internal RDM capabilities. The spin-off for the research entity could be packaging and reselling
RDM services to other entities and becoming a valuable specialist regarding RDM on an
institutional level. The components were summarised in the preliminary framework provided in
paragraph 4.1 above. During the literature review, the researcher found it challenging to find
articles describing the reality from the perspective of a research entity. Most of the studies
conducted in South Africa and abroad were done on an institutional level and not from the
perspective of the researcher. Many articles that were reviewed were written from the perspective
of institutional library services. The interview process enabled the researcher to probe deeper in

terms of certain topics and to gain insights not previously mentioned in the literature.

The proposal of a RDM framework can only be viewed as a starting point in solving the challenges
faced by a South African university-based research entity. It is the sincere objective of the
researcher that the framework could be used to promote RDM awareness amongst other research
entities in the South African context. It can be argued that the problem defined in the problem
statement is real and very challenging for the researchers and support staff involved at the
research entity. The methods used enabled the researcher to obtain an overview of international
and South African realities, practices and challenges regarding RDM. The objective to propose a

preliminary framework could only be identified as a small contribution to the wide field of RDM.

4.4 Limitations

The researcher found it somewhat challenging during the interviews to probe for more details
since RDM in South Africa is still in its infancy compared to various first world countries. Most of
the literature reviewed was presented from the context of a first world country university where
institutional support services could safely be assumed. The research had a few constraints
regarding time and budget, and the study could have uncovered more findings if multiple research
entities had been involved in the research. The sample size was relatively small, but it became
apparent that most of the participants experienced the same realities within the entity regarding
RDM challenges. The researcher found it challenging to build a preliminary framework for the
South African context. At the time of writing, there are still no institution in South Africa which has
implemented complete RDM capabilities to support services. Most institutions are currently in the

awareness and planning phases.
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4.5 Recommendations

¢ Due to the increasing importance of research data in the research process, institutions and
research entities in the South African context should urgently promote the awareness,
planning and implementation of RDM capabilities.

e Due to the complexity of building RDM, the researcher proposes the use of an enterprise
architecture framework to assist collaboration between different stakeholders to understand
and build RDM capabilities.

e A proposal for further study is the use of frameworks such as the Zachman Framework for
Enterprise Architectures or The Open Group Architecture Framework (TOGAF). Both
frameworks will enable the different stakeholders and role players on different levels to
understand and construct better solutions and capabilities in order to provide RDM services.

e The researcher also proposes the development of a localised curriculum for under-graduate
and post-graduate students regarding RDM practices.

e Various international guidelines could be used as a basis to build the content.

e Allrole players within the research entity should also be skilled or re-skilled to enable them to
stay up to date with the latest RDM practices.

¢ Inthe current reality of limited institutional support, the researcher also strongly recommends
that the research entity take initiative to network with private service providers and other
international institutions to outsource services or to get guidance to help building internal
capabilities.

e Cloud services could be a viable solution because of their lower initial costs and the lack of

internal IT capabilities to support infrastructure.

4.6 Summary

Research data management is a complex challenge because of a lack of and difference in
standards between scientific communities. In the South African context, the challenges are even
greater because of the lack of institutional support for RDM. Globally, research data is viewed as
a valuable commodity that should be curated from the planning process of a project and preserved
long past the lifetime of the research project. Many questions remain regarding roles and
responsibilities to implement a successful RDM programme on an institutional level. The present
approach in South Africa entails various universities collaborating through joint workshops and
connection to international institutions that have made progress with their RDM programmes. This
lack of momentum leaves South African based research entities and researchers in a very
vulnerable situation. According to ethical committees and policies from funders, institutions and
councils, it is the responsibility of the researchers and research entity directors to manage
research data. This is an impossible task because of the lack of institutional support and the

complexities encountered in proper data management. The time frame for institutional support
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will not implementable in the foreseeable future, and will only be applicable in five years or even
further into the future. Unfortunately, researchers are faced with the challenges regarding RDM
demands in the here and now. The preliminary framework provided by the researcher could be
used as a starting point to enable research entities to strategically build capabilities to enhance
RDM practices. The framework could also enable South African based universities to identify
building blocks and methodologies used to accelerate the delivery of RDM services. On a practical
level, the diagrams in the addenda could help researchers in the short term to follow best practices

and begin building a body of knowledge within research entities and institutions.
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researcher will keep in confidence all personal and cther information cbtained from the participants

= Tha mesamcher will rot oliow anybedy sl o have access 10 e personal information ciesinsd fom
tee parbeipieds. Hrformation will be kept under leck snd key, the imormmation il not ks finked 1 the
real pdeniie ol T parhcpans.

= Oiniy e fessanchers and e data analysis axpet, whi will sign 2 confidentably ageoamrant, will hays
#cess o the data. Data wil be kepl =afe and seoune by Incking hivd copes n koked cupboands s
e reszarcher's officg and eRcionic deta will be password prolecied &s snon ax dala Ko boeon
anscsibed i will be deletnd fom the digiel wice moonder. Data wil Be sicnad K saven [7) years on
t:ﬂﬂpﬂmﬂdmﬂﬂhﬂ.ﬂhﬁﬂhmnmmmunmmmuh
Pofchefsinom Caimfus

Wit will happen with the data?
This is @ onee-f cobiction and data wil e analysed in his shudy onky

Wil you be paid to take past in ihis study and ane thers any cests invalved?

Mo, you sl il be gaid B ke part in the sludy. Alfough it s plnned o condued, imerdewe o Fe
Linfeereily, avel axpansss wil be poid for Sod padlicpants who havs 10 frvel 1o the sie oniy @
appicable. There Wl thus be s costs meobeed Tor wou, B o do lake gt

I theew mnything sloo that yaw ahawld now or de™

= Wou can canladt the researches, W Terfus Bester af (02 TO0 8806 H wow hae any Turiher queries or
prmnbsr any probloms

= You can donlect S Faoulty of Economic and Mansgemen Scienoes Ethics Commilen v Me M4
Heyres al 018 200 1415, morita hepnsiine ac2a i you have any concems. or complaints Bal have
merl been adequataly sadinessed by the researchior.

= o will moaivi @ copy of ths information and consan teemn for wour oem records,
Page 3ol g
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How will you know aboiit the Badings T

The ressarch findings wil be reporied hack 1o fre mesearch ontity © unil Siecter The ressarcher will s
declare fis avalabity fo present the resutis i ihe feseamch ety ¢ unif's managemant and # requesisd
participants well b irefed $a the pressnsadion
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DECLARATION BEY PARTICIPANT

Efy sloninng bk, 1 . EQTOE 10 |k g nthe gk hoed
m“ﬂmmmwimmﬂmmm

I Sadain fal

* | harew mad ths infomation asd consen| form and i is willen i a lsnguage with wiich | am Ausn
and eormbsitabis,

= [have had 3 chance 1o @Sk uasdions o both the pemson cblaning corsenm. as well as Ta meaerchar
2nd all my quéstions hove beon adegquately answered

- Iwmmmmmhmm_yM|mmmmmmmm

® Imtl‘muhhﬂhﬁhﬂhd‘ylwﬂ'mﬂﬂﬂlhmummmﬂﬂmmiﬁ-ﬂ;

= | may be asked b0 leaee the shudy Bafors il hae Snshed, | the resoarchar Tesls & i= in my best
mieresis, or # |da el llow the study plan, &3 agresd o,

DECLARATION BY PERSON OBTABMING COMSENT
= laxplaned the information in this decumentio .. ... .. 3
= lencnuraged himier o ask quesiors and IDok adequatn ima 5 answer them

= Fam=absied that hathe sdequately understands &l aspects of the resnarmh, as dscussns ahos
& [ il b nol Ugs &5 imerpreier

Signad &t {eca) [ - B [ 1

Fage 5 ol &
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= Tha medisior did explan the indoresation n this doooment % . Cafer |
caplaingd i iésspsech = delail i the moedake

= The garicipant sas enooraged ko sk questions to the medator and myssil and adeguais Sme was
Lo [0 arisraser Rim s,

= The pancpan understands al aspacts of e meearch as dsoussed abows, adeasusbely

» | did'didl not wse an intarpretar

Signed af (piaca} ... YT T o) oo (o) 20

79



ADDENDUM C: INTERVIEW SCHEDULE

PARTICIPANT CODE:

Demographic data

Position in research unit;

Amount of years’ experience in research unit:

Projects that you are involved in:

Project 1

Project 2

Project name:

Role(s) in project:

Project start and end:
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Data formats in project:

Date for data destruction:

Semi-structured, individual interview schedule

1. What do you understand about research data management (RDM)?
2. Why do you think RDM is important in a research unit?

Probing questions about:
2.1 Storage.
2.2 Security.
2.3 Preservation.
2.4 Compliance.
2.5 Quality.
2.6 Sharing.
2.7 Jurisdiction.
3. What components of RDM do you think this unit have in place?
Probing questions about:
3.1 Strategies.

3.2 Policies.
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3.3 Guidelines.
3.4 Processes.
3.5 Technologies.
3.6 Services.
4. What factors do you think are having the most influence on RDM within this unit?
Probing questions about:
4.1 Acceptance.
4.2 Culture.
4.3 Demand.
4.4 Incentives.
4.5 Roles.
4.6 Governance.
4.7 Politics.
4.8 Resources.
4.9 Projects.
4.10 Skills.
4.11 Communications.
4.12 Context.
5. Who would you identify as the major stakeholders in RDM for this research unit?
Probing questions about:
5.1 Library.
5.2 IT services.
5.3 Other academic departments.
5.4 Senior university management.
5.5 Research support services.
5.6 Statistical services.

5.7 Other support services.
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ADDENDUM D: PRELIMINARY RDM FRAMEWORK BEST PRACTICES,
GUIDELINES

Al - USE DATACASTING TOOLS TO ADVERTISE YOUR DATA

‘ Start ’

Make your data
available using
standard and open
software tools

Use standard
language and terms
to clearly
communicate to
others that your
data are available
for reuse

Stipulate that
ethicaland
appropriate use of
the data is expected

Use an open source
datacasting service
that enables you to
advertise your data RSS GeoRSS
and the options for
others to obtain
accesstoit

DataCastingRSS

End
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A3 - Give files descriptive names

Start

File names should
reflect the contents
of the file.

Include
enough
information to
uniquely
identify the
data file

Check for any
database
management
limitations of file
name length and
use of special
characters

Lower-case names
are less software
and platform
dependent

Avoid using s pecial
characters and

spacesin file names,
field names and

directory paths

If versioning is
desired a date string
within the file name
is recommended to
indicate the version

Avoid using file

namessuch as

mydata.dat or
1988.dat

End

Automated
processing,
URLs and other
systems often
use spaces and
special
characters for
parsing text

File names
may contain
information

such as project
acronym,
study title,
location,
investigator,
year(s) of
study, data
type, version
number and
file type

strings

Instead
consider using
underscore (_)
ordashes (-) to

separate
meaningful
parts of file

names.

Avoid $ % * &
#]:and
similar
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A4 - Quality assurance of research data

QA during encoding

QA through
standadisation

QA through outlier
detection

QA through
taxonomy selection

QA through
duplicate detection

Data assurance VertNet . . Data quality
practices during Toolkit Data migration renorts
data publishing s
Data assurance
practices during Google
data acquisition and BigQuery
processing
Data assurance
practices during VertNet portal Spatial quality FI;gS:::a
data access
Data assurance Issue tracking
practices during and feedback
feedback via GitHub
Stop
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B1.1 - Backup of research data

Start
When you
Y After you
Backup your data at complete your )
: - make edits to
regular frequencies data collection
L your data
activity
Streaming data )
should be backed High-value Automation
up at regularl data should be simplifies
P guarly. backed up P
scheduled points in . frequent
. daily or more
the collection backups
often
process

Backup strategies
(e.g., full,
incremental,
differential, etc...)
should be optimised
for the data
collection process

Create, at a
minimum, 2 copies
of your data

B1.2
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B1.2- Backup of research data

Plac”eong cc:py atan Commercial Campus file- Cloud file-
off-site” and storage facilit server server
“trusted” location g ¥
Use areliable Fiewce External USB Managed Managed
when making . ) cloud file-
drive network drive
backups server
Ensure backup Perform Perform
copies are identical differential “checksum”
to the original copy checks check

Document all
procedures to
ensure a successful
recovery from a
backup copy

End
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B2 - The impact of Boyle’'s Laws

Start

Three challenges t Civility and
€ schola?’l gesto Completeness Accessand effec\(cive
. y of the record distribution .
communications review
Can the web solve . Mediate many- Restructure
) Break the print
the scaling aradiem to-many expert
problems? P g relations attention
End
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C1 - Ensure accessibility for multiple channels

Start

To maximize usability of your data

or outputs, ensure that those with

impairments or disabilities will still

be able to access and understand
them

Create content
that can be

N Provi ted i - -
Provide text r.owde presen edin Make it easier
) captions and different ways,
Make outputs alternatives for . R for usersto
X other including
perceivable non-text . . see and hear
alternatives for assistive
content A ; . content
multimedia technologies,
without losing
meaning
Make all Give users
. . . Do not use Help users
Make your outputs functionality enough time A
. content that navigate and
operable available from to read and . R
causes seizures find content
a keyboard use content
Make content
Make text Help users
appear and .
Make your outputs readable and ) avoid and
operate in
understandable understandabl ) correct
predictable .
e mistakes
ways
Maximize
compatibilit
Make your outputs . patioliity
robust with current
and future
tools
End
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C2 - Enable discovery through standard terminology

Start

Identify accepted
vocabularies in your
community or
institution

Identify the relevant
descriptive terms
used as categorical
values in your
community prior to
start of the projec

Identify locationsin Terminology
metadata where should reflect
standardized both data
terminology should type/content
be used and sources and access
for the terms. methods

Review existing
thesauri, ontologies,
and keyword lists
for your use before
making up new

terms
Enforce use of Use of lookup- Use of field-
standard . P level Use XML Do manual
: . tables in data- N o )
terminology in your entry forms constraints in validation review
workflow ¥ databases
Publish metadata OGC Catalog Wel?
. For example . Accessible
using Open 239.50 Services for Directory
Standards Web (CSW) (WAD)
Define fully in
the data
If an unconventional Should be documentatio
or unique identified in n (attribute
vocabulary is used the metadata name, values,
and
definitions)
End

90



C3 Data quality communications

Start

Create metadata
information about
quality control and
quality assurance

are summarized
to create

Include % flagged

Yes— data in metadata of

the derived file

Include the %
missing data in

metadata of the
derived file

91

often down
sampled, itis
critical to know how
much of the data
wererejected in the
primary data

Qualify (flag) data Include a The two . .
flagging_colum columns Naming convention,
that have been
identified as n next to the - should be H E.g. Temperature
. column of data property Flag_Temperature
questionable .
values. associated
Describe the quality Describe Include the
control methods software used code where Who did the When was the What changes
applied and their when - . I | quality control [ (4 | quality control were made to
. . - possible/ .
assumptions in the performing the . analysis done the dataset
) ) pracical
metadata quality analysis
High frequency
observations are

End




C4 - Ensure data and metadata are consistent

Start

Identify someone
not familiar with the
data and its format

Identified person/s
does visual
inspection

Identified person/s
does analysis

Assure that the
metadatais
sufficient to

describe the data

Use statistical
software used
to summarise
data contents

End

Ensure data types
are asdescribed in
the
documentation/
metadata

Ensure ranges are as
described in the
documentation/metadata

Ensure categorical
data areas
described in the
documentation/
metadata

Ensure values
found are as
described in the
documentation/
metadata
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C5 - Ensure data can be integrated

Start

Identify data sets

Identify data set
sources

Consider methods
used to create the
data early in the
process

State situations or
conditions where it
is possible to use
data

State situations or
conditions where it
is not appropriate
to use your data

Provide information
(such as software
used and good
metadata) to make
integration easier.

End
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C6 - Data dictionary creation

Start

Identify where
elements or
variables will be
described

Define descriptive
elements

Name

Data types

Allowed values

Units

Text
description

Define which
descriptive
elements is
mandatory

Enforce mandatory
fields through
policies,
procedures,
workflows and
automation

End
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C7.1 - Backup policy — Importance of documentation

Start

backup policy helps
manage users'

expectations and
provides specific
guidance on the

"who, what, when,
and how" of the
data backup and
restore process.

Helps clarify the
policies, procedures
and responsibilities

What kind of
backups are
performed

Identifies who is
responsible for
checking the

How and when

backups have been
performed
successfully

willthey
perform this

Who can
Where access backups How often
Allows to indicate |— backups are —— | andhowthey | —— |[data shouldbe
located can be backed up
contacted
Ident|f|.e§ any other Such as Which ones
policies and contingency may supersede
procedures that | th i
may already exist plans € poficy
Has a well-defined
schedule for
performing backups
Include more
Identifies who is than one
responsible for person, in case
performing the the primary
backups and their person
contact information responsibleis
unavailable
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What
hardware and
software are

recommended
for performing
backups




C7.1 - Backup policy — Importance of documentation

Ensures data can be
completely restored

Has training for
those responsible
for performing the
backups and for the

users who may
need to access the

backups

Partially or fully
automate the

process
Ensure the
backups is not
Ensures that more located in the
than one copy of same location
the backup exists as the
originating
data
Each media
Ensuresthat a type has its
variety of media are own inherent
used to backup data reliability
issues
Ensuresthe

structure of the
data being backed

up mirrors the

originating data

Notes whether or
not the data will be
archived

End
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D1 - Tools and services - Considerations

Start

Data Use Metrics
Challenge

Data citation
and usage
reporting are
rare, difficult
to find, but
highly valuable

Data Use Metrics
Outputs for users

Citation and
usage services

Data Use Metrics

Notification
services

Per-award Program-wide Impact
Outputs reports reports assessments
For funders P P
. E Bui P
Data Use Metrics Enable Greater nhance uild . romotg
- — Resource — Community Reproducible

Outcomes Attribution . -

Discovery Engagement Science
End
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D2.1 - Data preservation — How to decide

Start

Process of science
generates a variety
of products that are

worthy of
preservation

Researchers should
consider all
elements of the
scientific processin
deciding what to
preserve

Raw data

Tablesand
databases of raw
and cleaned
observation records
and measurements

Partly
summarised or
coded data
that are the
input to the
next step in an
analysis

Intermediate
products

D2.2
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D2.2 - Data preservation — How to decide

Documentation of
protocols used

Software or
algorithms
developed to
prepare data
(cleaning scripts) or
perform analyses

Results of an
analysis, which can
themselves be
starting points or
ingredientsin future
analyses

Distribution

Any data sets
obtained from
others that were
used in data
processing

Multimedia:
documented
procedures, or
standalone data

When deciding on
what data products

to preserve, —

consider to costs of
preserving data

Consider the
following goals and

maps

Population
trends

Mean

measurements

Raw data are
usually worth | —
preserving

Consider space

If data can be

Algorithms and
software
— source code
cost very little
to preserve

analysis of the
same products
to determine

benefits of
preservation

End

whether the
same

conclusions

are reached

easily or
requirements automatically
when deciding | — re-created
on whether to from raw data,
preserve data consider not
preserving.
Enabling re-

Enabling re-
use of the

Results of
analyses may
be particularly

valuable for
future
discovery and
cost very little
to preserve

products for
new analysis
and discovery
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Enabling
restoration of
original
products in the
case that
working
datasets are
lost




D5 - Data model definition

Start
Consider
Identify the Consider raw associated
different data and processed metadata
components data (theseare
called entities)
Identify the
relationships These are
between the called
different data associations
components

Recognize that
data may be
most valuable
in the future

Identify anticipated
uses of the data
(these are called

requirements) for
q unanticipated
| uses
Identify the
strengths and Doa
constraints of the
technology
technology assessment
(hardware and
software)
Attempt to
keep the
Build a draft model indgnoe?ﬂent
of the entities and P
) . from any
their relations i
specific uses or
technology
constraints
. Incorporate Derive the
intended usage and .
simplest most
technology
) general model
constraints as .
ded possible
neede Test for worst
| case scenarios
(includes
problems such
Test the model with Test for best as invalid raw
different scenarios case scenarios data, user
mistakes,
failing
algorithms,
etc)
Repeat the steps to

optimize the model

Stop
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D6 - Parameter definitions

Start

Define all the
parameters in the
data set

Define all relevant

data files, data sets

and projects where

parameters will be
used

The
Fully describe the Parameter How it was . abbreviation
— — The units .
parameters names measured used in the
data file
Supply a flag
Use the same Do ot use ortagina
Define missing code notation for Use an separate field
. . character )
values which should each missing — | extreme value | — codes in a to define
be used value in the (-9999) L briefly the
numeric field
data set reason for the
missing data
Use commonly Lat and Long
accepted E.g Temp for .
. for latitude
abbreviations for temperature .
and longitude.
parameter names

End
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D7 - Format of spatial parameters

Start

Spatial coordinates
should be reported
in decimal degrees
format to at least 4
significant digits
past the decimal
point.

Provide latitude and
longitude with
south and west

longitude recorded

as negative values.

Make sure that all
location information
in a file uses the
same coordinate
system, including
coordinate type,
datum, and
spheroid.

Document Lat/
Long decimal
degrees

NADS83 (North
American

Mixing coordinate
systems will cause
errors in any
geographical
analysis of the data

If locating field sites
is more convenient
using the Universal
Transverse
Mercator (UTM)
coordinate system

Record the
datum and
UTM zone
(e.g., NAD83
and Zone 15N)

Datum of
1983)

WGR (World
Geographic
Reference
System of
1984

Record the
easting and

Assure the quality
of geospatial data,
plot the locations
on amap and
visually check the
location

End

northing
coordinate pair
in meters
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Ensure that
Uut™Mm
coordinates
can be
converted to
latitude and
longitude




D8 - Standardise on time and date storage

Start

For date, include
four digit year and
use numbers for
months

If dateis not
completely known
(e.g. day not know)

separate the
columns into parts

that do exist

Report in both
local time and
Coordinated
Universal Time

For time, use 24
hour notation

(UTC)

Include the local
timezoneina
separate field

If appropriate
report start time in
both localand UTC

time

If appropriate
report end time in
both localand UTC

time

Because UTC and
local time may be
on different days,
dates should be
given for each time
reported

End
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D9 - Describe provenance of data products

Start

Description of
primary input data
and derived data

Why processing is
required

How processing
techniques changes
over time, if
applicable

End
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Data processing Assumptions Additional Processin Assumptions Describe how
stepsand about primary | — input data — al orithmg and limitations algorithmis
assumptions input data required g of algorithm applied
C iti
How outcome of How problems Tools used to ondf lons
N . . under which
processing is are identified assess reprocessing is
evaluated and rectified outcome P N J
required
N Provid
How uncertainty in rovi e.a
rocessing is numeric
P estimate of
assessed )
uncertainty




D10 - Ensure data contents are clear

Start

Define the
parameters and the
units on the
parameter

Explain the formats
for dates, time,
geographic
coordinates, and
other parameters

Define any coded
values

Describe quality
flags or qualifying
flags

Define missing
values

End
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D11 - Dataset organisation

Start

Document
relationships among
data tables or other

entities

Describe the overall
organisation of data
set or collection

Describe the
organisation and
relationships
between the
directories and files,

or database tables
and other
supporting
materials

Use a
description of
the data set or
collection (e.g,
an abstract) to
describe what
tables contain

Associated
specimens: if
specimens (e.g.,
taxonomic
vouchers, DNA
samples) were
collected with the
data, include the
name of the
repository in which
these specimens
reside.

End

Describe
where the
supporting

material,

metadata, or
other
documentatio
n are located,
and/or
descriptions of
directory
contents

Consider
describing the
logical
relationships
between data
entities using
an entity
relationship
diagram (ERD)
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D12 - Research project description guidelines

Start
Who: project Principal Technicians,
. - Researchers
personnel investigator others

Where: location and
description of study
site or sites

When: range of
dates for the project

Why: rational for
the project
(abstract)

How: description of
project methods

Describe project
title

Describe
overarching project

Describe
institution(s)
involved

Describe the source
of funding

End
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D13 - Dataset spatial extent and resolution

Start

Describe the spatial

extent of your data

set or collection asa
whole

Bounding box
describing the
northern most,
southern most,
western most,
and eastern
most limits of
the data

Ifthe entire
collection is from a
single location, use
the samevalues for
northerly/southerly
limits and easterly/

westerly values

Be sure to specify in

the metadata what

units you choose to
describe your
spatial extent

Use guidelines for
quality control

If the data collection
or dataset asa
whole contains data
acquired over a
range of spatial
locations during
each collection
period, itis
important to
document the
spatial resolution of
your dataset.

Many
metadata
standards have
standard
terminology
for describing
data spacing or
resolution

It may be
necessary to
describe

End

complex data
acquisition
schemes
textually
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D14 - Dataset temporal extent and resolution

Start

Temporal extent
over which the data
within your dataset

or collection was
acquired or
collected should be

Provide the
earliestdate of
data
acquisition

described

Year, month, day
and time should be
included in the

description

Provide the
date that the
last data in the
collection was
acquired

If data collection is
stillongoing, the
end data can be

omitted

Include a
statement in
the dataset

abstract

The status of the data set
should indicate that data

collection is still ongoingif
the metadata standard
being used supports this
type of documentation

Describe the
temporal resolution
of your data
collection

End

The temporal
resolution of
the dataset is
the frequency
with which
data is
collected or

acquired.
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D15 - Units of measure

Start

Identify all units of
measurement

The units of
reported
parameters need to
be explicitly stated
in the data file and
inthe
documentation

Sl units (The
International
System of Units) are
recommended

Do not use
abbreviations when
describing the units

End
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D16.1 - Control and assure quality

Start

Identify potential
data errors

Identify potential
conflicts

Identify other data
problems likely to
be encounteredin a
given data set

Create Quality
Assurance, Quality
Control document

List the actions
taken to
evaluate the
data

Determine how to
identify potentially
erroneous data

D16.2

How where
decisions
made
regarding
problem
resolution

111

What actions
where taken to
resolve the
problemsat
each step in
the data life
cycle




D16.2 - Control and assure quality

How to deal with
erroneous data

How problematic
data will be marked
(i.e. flagged)

Datasets that
contain similar and
consistent data can
be used asbaseline
against each other

for comparison

Obtain data
using similar
techniques,
processes,
environments
to ensure
similar
outcome
between
datasets

Provide
mechanisms to
compare data

sets against
each other
that provide a

Use automation
such as script,
macro, or stand
alone program

Automation
createserror-
checking and

review that
can be highly

repeatable

The plan should be

reviewed by others

to ensure the plan is
comprehensive

End

measurable
meansto alert
one of
differences if
they do indeed
arise
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D17 - File format guidelines and documentation

Start specifv th
Isa particular pecify the
software software
package, Do multiple e e
File formats are package - ) . Specify file
important for required to — virsmr:t,iind ﬁtlﬁz an)r;r;pfri;see structure in
understanding how read and work sestemg structure? the metadata
data can be used with the data p|atf?)lrm inthe :
and possibly file? metadata
integrated
Does the file -
The following issues format of the SLZEZZ:L":[\
need to be — |[data adhereto| [—
open or closed
documented one or more format?
standards? ’
Common
usage by
Non-propriety: research
Select appropriate Open, community:
file types documented Standard Unencypted Uncompressed
standard representation
| (ASClI,
Unicode)
ASCII formatted files L(Jcsoer:\:qgl-l
will be readableinto
the future separated) for
tabular data
For geospatial
fcfﬂzj?r:)gdp‘:z’vf;‘:a — | GeoTIFF/TIFF AsCll Grid |t B'”a;ﬁe';“age NetCDF HDFE"CESHDF'
stable format
ARCVIEW
For image (Vector) software
data use the (*.shp, *.sbx, ENVI ESRI
following formats *.sbn, *.prj,
and *.dbf files)

End
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D18 - Document steps used in data processing

Start

Identify types of
produced through
processing

Visualisations | —

Plots

Statistical
outputs

New datasets
created

Document the
workflow

Process used
to clean data

Process used
to analyse data

Process used
— to visualise
data

Workflows could be
documented in
different formats

As computer

Workflows
preserved are
preserved along
with data products

scripts

Notes in a text
file
documenting
the process
used

Can be
executed and
enable the

End

data product
to be
reproduced
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D19 - Taxonomy documentation guidelines

‘ Start ’

Use astandard
taxonomy
whenever possible

Full taxonomic tree
to most specific
level available

Source of taxonomy
should accompany
taxonomic tree (if
avaialbe)

References used for
taxonomic
identification should
be provided if
appropriate

End
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D20 - Multi-set data integration

Start

Adopt mechanisms
to systematically
capture the
integration process

Use executable
form such as a
script or
workflow

Enable

In lieu of a scientific
workflow system

Document the
process

reproduction

Document

Providea
conceptual model
that describes the

relationships among
datasets from
different sources

Use unique
identifiersin the
data records to

maintain data
integrity by
reducing duplication

Identify foreign key
fields in the data
records

This will
support the
relationships
between the
data sources

Identify and
document data
within the
documentation of
new/derived
dataset/s

End

When you use
datasets and
data elements
from within
other datasets
as asource for
new datasets

scripts

Document
queries used
to perform the
integration in
metadata

Known as
dataset

provenance
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D21 - Data strategy documentation

Start

Use ascripted
program for analysis

Store datain anon-
proprietary
software format

Store datain non-
proprietary
hardware formats

Always store an
uncorrected data
file with all its faults

Use descriptive
names for your data
files

Include a “header”
line that describes
the variables as the
first line in the table

Use plain ASCII text

for your file names,

variable names, and
data values

End

Always maintain
effective metadata

Record full dates,
using standardised
formats

Record full
information about
taxonomic names

Record a single
piece of data only
once. Create a
relational database

All cells within each
column should
contain only one
type of information
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When you add data
to adatabase, try
not to add columns;
rather, design your
tables so that you
add only rows




D22 - Control measures for data entry

data from paper
ecords to digita

Yes

Have at least two or
more people
transcribe the same
data

Compare the digital
files

At a minimum
someone else
should compare the
paper records to the
digital file

Identify
disagreements

Resolve
disagreements

Expert my
haveto review
taxonomic
identification

Review or evaluate

End
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D23.1 - Management guidelines for digital preservation an RDM

Start

Digital curation Recourses (How

f . Technology (Ho Organisation (What
consists of 3 pillars gy (How) ganisation ( ) much)
Tendency to treat
digital preservation
as atechnology-only
or mostly problem
Reference to
infrastructure tend
to focus only on
technical
infrastructure Infrastructure Infrastructure - Operating
Physical Virtual System
Common references L .
to IT stack Applications Middleware Database
Digital Preservation Governance Collection Acquisition
Management Stack Scope q
- Lifecycle
D23.2 Monitoring Workflows
Storage
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D23.2 - Management guidelines for digital preservation an RDM

Governance

Decision-
making and
policies

Collection

Strategic
priorities

Determine
what to keep

Determine
investments

Acquisition

Establishment
criteria

Managing Data
Preservation
program

Bringingin
content

Evolving the
scope

Workflows

Aligning with
policies

Ensuring
content is
acquired

Human-based
sequences

Making/
following
practices

Lifecycle Storage

Tool-enabled
actions

Secure/
controlled
intake

Planning for
long-term
access

Human-tool
integration

Monitoring

Everyday
protection

Responsive
evolution

End

Self-
assessment
and auditing

Emergency
preparedness

Incremental
improvement

Ongoing:
Optimal
options
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Demonstrating
good practice

Hamessing
technology




E2 - Metadata improvements

Start

Identify institutional
policy on data
sharing

Identify disciplinary
differences of data
sharing & reuse

Identify levels of
researcher comfort
submitting data to

repositories

Reuse data for
undergraduate/
graduate thesis

Identify library
expertisein data
reference

Identify library
support for working
with data

[
Identify library
services in data
publication and

archiving

Message data
creators and users

Educate and train
data creators and
users

Collaborate with
data creators and
users
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E3.1 - Quality control for research data

Values recorded by
instruments should
be checked to
ensure they are
within the sensible
range of the
instrument and the
property being
measured

Analytical
results

Yes

Values measured in
the laboratory
should be checked
to ensure that they
are within the
detection limit of
the analytical
method and are
valid for what is
being measured

Any ancillary data
used to assess data
quality should be
described and
stored

Observation

Yes
|

Range checks and
comparisons with
historic maxima will
help identify
anomalous values
that require further
investigation

Comparing current
and past
measurements help
identify highly
unlikely events

122



E3.2 - Quality control for research data

Use codesto

indicate quality of

data

Codes should
be checked
against the list
of allowed
values to
validate code
entries

When coded
data are
digitized, they
should be re-
checked
against the
original source

Dates and times

Ensure that
datesand
times are valid

Time zones
should be
clearly
indicated (UTC
or local)

Data Types

Values should
be consistent
with the data
type (integer,
character,
datetime) of
the columniin
which they are
entered.

Use consistent
data types in
your data files

Geographical
coordinates

Map
coordinates to
detect errors

End
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E4.1 - Guidelines to make datasets reproducible

Start

When searching for
data, whether
locally on one's
machine orin
external
repositories, one
may use a variety of
search terms

In addition, data are
often housed in
databases or
clearinghouses
where aquery is
required in order
access data

In order to
reproduce the
search results and
obtain similar, if not
the sameresults, it
is necessary to
document which
terms and queries
were used

E4.2
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E4.2 - Guidelines to make datasets reproducible

Note the location of
the originating data
set

Document which
search terms were
used

Document any

additional
arameters that Pull-down ) Text ent

P u W Radio buttons v

were used, such as boxes forms

any controls that

were used

Document the
query term that was

used, where
possible
So you can
limit any
Note the database newly-added
version and/or date data setssince
the query was
last performed

Note the name of
the website and
URL, if applicable

End
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E5 - Web services to make datasets accessible

Start

Identify data service
users

Define data access
capabilities needed Spatial || Temporal || Parameter || Coordinate Statistical
by community(s) of subsetting subsetting subsetting transformation chractarisation
users
IETF (REST -
) - Open .
Define service Geospatial derived from
interfaces based Consortium W3C (SOAP) Hypertext
upon Open Transfer
(OGCWMS,
Standards WFS, WCS) Protocol
! [HTTP})
Pnizltlasgasg\f”;e Web Services
) ) Definition
published services Language RSS/Atom)
based upon Open (WgSDLg)
Standards
End
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E6 - Data backup guidelines

Start

Ensure that backup
copies havethe

same content asthe
original data file

Document all
procedures to

Calculate a
checksumfor
both the

original and
backup copies
and compare

ensure a successful
recovery from a
backup copy

Manually check the

Document

Compare files
to ensure that
there areno
differences

compression
process

Document
decompression
process

integrity of the
backed up files

Retrieve the
backed up file/
s

Open the
backed up file/
s in a separate

system

Compare to
the original file

Know the “who,
what, when, where,
and how” of the
backups

End

Have contact
information
available for
the person
responsible for
the data

Ensure that
those who
need access to
backups have
proper access

Communicate

what datais

being backed
up

Have
instructions
and training
available so
that others
know how to

pull the
backup and
access the
necessary data
in case you are
unavailable

Be aware that
there may be
different
backup

procedures for
different data
sets

Note how
often the data
is backed up
and where
that particular
backup is
located

127




E7 - Storage media reliability

Start

All storage media,
whether hard
drives, discs or data
tapes, will wear out
over time, rendering
your data files
inaccessible

Continually monitor
the condition of
your storage media
and track its age

Older storage media
and media that
show signs of wear

should be replaced Handle and Routinely
immediately Store Your Inspect and
Media With Replace Data
Care Discs
Use the following
gmdterl:(er\(:)sntcc))ier:nsu re Test Your Be\é\;arrle of Determine the
. '80INg Storage Media v Life of Your
integrity and Reaular! Hardware Hard Drives
accessibility of your g v Failures
data
End
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H1.1 - Understand reasons for sharing data

Start
Lessons learned Motivation Federation Information Citation
models
Reproducibility Recognition Vocabularies
- A Reuse (what (what
Motivation (what journals -
funders want scientists
want)
want)
Persistent
Identifiers
. Make content Find Access user-
Federation more collaborators facing apps
discoverable gapp
Partnerships
Define
Information model Define what an Define what a relationships
entity is dataset is with other
datasets
Reliability
Publish a DOI
forevery DOI metadata
Dataset as
Citation soon asitis record
describes the
released and Dataset qualit Improve
published a ¥ Iteratively
online
Licenses Open Data Metrics
Return RDF
(Resource It has
Vocabularies Published on URIs that can Description Every term has community
the Web be referenced Framework) a definition
governance
format e.g.
SKOS or OWL

H1.2
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H1.1 - Understand reasons for sharing data

Persistent
Identifiers

DataCite
www.datacite. | ——
org

IGSN

www.geosamples.org/

igsnabout

Crossref
www.crossref.
org

ORCID
orcid.org

PIDs for
Organisations
grid.ac

Partnerships

Work with
vendorsto
create

Reliability

standard
instrument
descriptions

Partners might
rely on

Improve Iteratively

repositories
once published

Characterise
every
instrument

Metrics

with minimum
required
metadata

Develop
statistics to

Open data

demonstrate
impact

Review data

Licenses

release policies
of funders

Look at

End

licencing
options

Impact on
input side

Add DOI

Impact on
output side
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Add Public
Domain (CCO)

statement

Use “Please
citeas”




H2 — Data organisation best practices

‘ Start ’

Standardise data

Record data close to
the source

Document data well

Separate data and
data description
(metadata)

Ensure data are
machine readable

Keep raw data raw

End
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1.1 - Metadata standards

Start

Assess overlapping
of metadata
standards

Identify the
standards that
include the fields
needed to describe
your data

In order to describe
data, decide what
information is
required for data
users

Discovery

Description should
provide enough
information so that
users know what
can and cannot be
done with the data

Use of data

Who

The person
and/or
organisation
responsible for
collecting and
processing the
data

Understanding
of data

Who should be
contacted if
there are
questions
about the
data?

What

What
parameters
were
measured or
observed?

What are the
units of your
measurements
or results?

When

A description
of the
temporal
characteristics
of the data

Time support,
spacing and
extent
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1.2 - Metadata standards

What isthe
A description Spatial geographic What are the
Where of the spatial support, location at details of your
characteristics spacing, and which the data field sensor
of the data extent were deployment
collected?
What
analytical
Sensors, Was physical methods were Are the results Isthe result an
What methods analytical samples or used to field or observation or
How - - . - . - - -
were used instruments, specimens measure the laboratory a model
etc collected? properties of results? simulation?
samples/
specimens?
This will help
What is the othersto
purpose of the determine if
Why study or the your data is fit
data for their
collection? particular
purpose or not
This will help
othersto
Describe the determine if
Quality quality of the your data is fit
data for their
particular
purpose or not

Ifthe project or
grant requirements
define a particular
metadata standard,
incorporateit into
the data
management plan

If the community
hasa recommended
or has a most
commonly used
metadata standard,
useit

Consider using a
metadata standard
that isinteroperable
with many systems,
repositories and
harvesters

If the community’s
preferred metadata
standard is not

widely E.g. Dublin
interoperable, Core, in
consider creating addition to the
metadata using a main standard
simple but
interoperable
standard
End

133



I2 — Identify sensitive data

Start

Determine if the
data hasany
confidentiality
concems

Document data
concems identified
and determine
overall sensitivity
(Low, Moderate,
High)

Develop data access
and dissemination
policies and
procedures based
on sensitivity of the
data and need-to-
know

Develop data
protection policies,
procedures and
mechanisms based
on sensitivity of the
data

End
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I3 - Which data should be preserved for longer?

Start

Research data could
be contributed to a
repository to
support
preservation and
discovery

Research project
may generate many

Raw data from

Datasets including
computational

End
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different iterations instrtur:ien'rs transformations
of the same dataset of the data
Defin r
etine co edafa In the data
assets as early in At conceptual
management
the processas stage
) plan
possible
Speak to 3" .
. . L . Determine
Define clearly which parties like Determine .
) . S which could be
are core data assets librarian or which is core .
L disgarded
data archivist
Require
Core datasets will thorough
be the basis for documentatio
publications nand
description
Only datasets which
have significant
long-term value
should be
contributed to a
repository
If data cannot be
recreated or is
costly to reproduce,
it should be saved
Four different
categories of Observational | [ | Experimental || Simulation Derived or
potential data to data data data compiled
save are
Other stakeholders
mi o
ight have .po||C| es Your
governing L Funders
L institution
contributions to
repositories




|4 - Standardise on codes for missing values

Start
Might be
useful to use a
Use a missing placeholder
Do not use
. value code For character value when
Standardise on “ i character
. . that matches fields, use “Not compiling draft N
coding missing . ] . X > codes in an
the reporting applicable” or information to )
values . " o L otherwise
for the specific None facilitate .
. numeric field
parameter returning to
incomplete
fields

Use chosen missing
value identifier
throughout all data
associated files

Identify the options
used in the
metadata and/or
data description
files

End
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I5 - Guidelines for software identification

Identify what you Discover data Analyse data Write paper
want to achieve

Identify the
necessary software Functional
features for your requirements
project
Identify logistics
features of the
software that are . . Time .
R Licensing Cost . User expertise
required (non- constraints
functional
requirements)
Determine what N Search the
Find out what : )
software has been web (directory Follow-up with
X software your . .
used by others with Ask around e services, open independent
. institution has .
similar " sourcesites, assessment
] licenced
requirements forums

Generate a list of
software candidates

Evaluate thelist

As feasible, try trial
versions

End
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|6 — Guidelines for outliers in datasets

Start

Classify reasons for
outliers

Errorin data
collection

Errorin data

Use statistical
determination to

identify outliers

Visual

Use Dixon'’s
test

recording

Other parts of
the data life

cycle

determination

Compare to related

Box plots are
useful for
indicating

outliers

Use Grubbs
test

Use Tietjen-
Moore test

observations

No outliers should
be removed without
careful
consideration

End

Difference
plots for co-
located data
streams can

show
unreasonable
variation
between data
sources

Scatter plots
help identify
outliers

Comparisons
of two
parameters
that should
covary can
indicate data

contamination
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|7 - Guidelines to identify repositories

Strart

Look to the data
management
guidelines of the
project/grant for a
required repository

Ask colleagues what
repositories are
used in the
community

Determine if your
local institution has
a repository that
would be
appropriate (and
might be required)
for depositing your
data

Search the web for
a list of potential
repositories

End
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I8 - Clarify estimated values

Start

Determine if gapsin
data set exist

Document if a
record is missing

Document if record
was replaced with
an estimated value

Document if record
was replaced with a
gap-filled value

End
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M1 - Data type consistency

Start

Choose theright
data type and
precision for data in
each column

Use date fields
for dates

Use numerical
fields with

Comments and
explanations should
not be included in a

column that is

meant to include
numeric values only

Comments should
beincludedina
separate column
that is designed for
text.

This allows
users to take
advantage of

specialised

search and
computing
functionality

decimal places
precision

Improves data

Ifa particular
spreadsheet or
software system
does not support
data typing

End

Recommended
that one keep
the data type
consistent
within a
column and
not mix
numbers,
datesand text

quality
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M2 - Metrics for data usage and citing

Start

Citations are the
most valuable
metric

They suffer
from technical
and cultural
obstacles

Downloads are both
tractable and valued

Lagotto open source
application

Stop

Tracks
citations

Tracks usage

142

Tracks
altmetrics




M3 - Flag poor data for quality control

‘ Start ’

Identify categories Data labelled 0 Data can be
. labelled -1 for
for potential data for ;
. potential
problems unexamined
problems

Data can be
labelled 1 for
good data

Examineif standard
protocols exist
within a research
community

Subscribe standard
procedureto
indicate the quality
of data

End
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0O1.1 - Research process optimisation

Start

Scientist learned
over the centuries
to share their
findings via papers

Now they must
learn to share their
data

Two problems
related to how

Scientific ethos

Technical

Scientific ethos

The need to
reward sharing
by visibility
and prestige

problems

The need to
preserve

Technical problems

01.2

Retrieval

competitive
edge where it
matters

Interoperabilit

y

144

Cross-
disciplinary
capacity




01.2 - Research process optimisation

First step: Data sets
linked with
published papers

OpenAIRE+ in
Europe

Second steps:
Curation and
metadata

EUDATIin
Europe

Third steps:
Preservation

Lockssin the
USA

Fourth steps: The
means to evolve

End

Standards

Procedures
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P1 - Data management planning — Start early

Start

Determine types of
data to be produced
and their volume

Determine
standards that will
be applied

Specify the methods
for preserving the
data and
maintaining data
integrity

Define access and
security policies

Plan for the
eventual transition
of the data to an
archive after the
project ends

End
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P2 - Multi media management planning

Start

Consider quality for
multimedia data

Consider
functionality for
multimedia data

Consider formats
for multimedia data

Store unaltered
images highest
resolution possible

Store original
images in separate
locations

Ensure policies of
the multimedia
repository are
consistent with
general data
management plan

End
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P3 Store data in its raw format

Start

Capture data in
original raw data file

Use ascripted
langue (e.g., R) ora
software language

(e.g., C, Java,
Python) to perform

analysis or make
corrections

Save scripting
information in a
separate file

Consider making
original data read-
only. Cannot be
inadvertently
altered

Avoid spreadsheet
and Graphical User
Interface-based
software

Spreadsheets
used

Data should be
organised in
columns with each
column
representing only a
single type of data

End

Compare newer
versions with older
versions

When forced to use
a newer version of
the software
package, keep a
copy of the original
version of the data
file

Each data line

should be complete

148

Where practical,
continue using the
version of the
software that was
originally used to
create the data file
to view and
manipulate the file
contents




P4 - Provenance enable the reproduction of data results

Start

Determine uses of

Communicating
script and model
workflows

Storing and sharing
provenance
metadata

Use provenance
information for
search

End
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provenance in Audit trail - Attribution - Data quality Discovery - Replication
science
rovenganfe standard PROV
.p . vs ProvONE
information
Automate Scaling to hu:1t;sr: racctles
Create workflows computational o timgize for re—(l:Jyse
and scripts aspects of p .
science machine cycles evolve and
sharing




P5 - Provenance and data cite documentation guidelines

Start

For appropriate
attribution and
provenance of a
dataset include
information in data
documentation

Include information
in the data
documentation or
the companion
metadata file

Name the
people
responsible for

the dataset —
throughout the
lifetime of the

Name

Contact
information

dataset

Roe (e.g.,
principal
investigator,
technician,
data manager)

People responsible
for the data can
include

Individuals —

Groups

Compilers

Editors

Description of the
context of the

Include links
and related

dataset with respect
to alarger project
or study

Revision history,
including additions
of new data and
error corrections

Links to source data,
if the data in one
dataset were
derived from data in
another dataset

List of project
support (e.g.,
funding agencies,
collaborators,
material support)

Describe how to
properly cite the

citation should
include

documentatio
n if applicable

Identifier
(Digital Object
Identifier)

Data publisher

Media or URL

dataset. Data —

End

All
contributors

Date of
dataset
publication

Title of dataset
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P6 - Guidelines for drawing up a budget

Collect

Start

Determine short-

term costs
Assure

Determine long-
term costs
Describe

Determine intemal/

external costs

Deposit

Determine
equipment/services

(ie. Compute cycles,
storage, software,
and hardware) costs Preserve

| For Phases

Determine

overhead costs

Discover

Determine human

resource costs

| Integrate

Determine how to
manage in-sources
costs

| Analyse

Determine how to

manage out-
sourced costs

End
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P7 - Enable community members to tag your data

Start

People have
different
perspectives on
what data meansto
them, and how it
can be used and
interpreted in
different contexts

Data users ranging
from community
participants to
researchers in
different domains
can provide unique
and valuable
insights into data
through the use of
annotation and

tagging

The community-
generated notes
and tags should be
discoverable
through the data
search engine to
enhance discovery
and use

Consider the
following when
providing
capabilities for
community tagging

and annotations

End

Differentiate
between the
metadata
developed by
the creator
and additional
tagsor
annotations to
the data or
metadata

Make tags
accessible via
an application
programming
interface (API)

Provide clear
guidelines for
the addition of
tags and
construction of
annotations

Consider
whether
controlled
vocabularies
will be used for
tags

Consider
whether or not
a review
process for
community
taggingis
needed

Allow for
community
tagsand
annotations to

beindexed as
part of the

terms or text

that isindexed

in a search
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Provide easy-
to-understand
examples of
the kinds of
tagging or
annotation
that will
promotethe
discovery of
the data




P8 — Register identifier for dataset

Start

Choose a broadly
utilised Data
Identification

Standard based on
specific user
community
practices and
preferences

DOI
Digital Object
Identifier

Consistently apply
the standard

Maintain the linkage

Participatein
implementing
infrastructure for
consistent access to
the resources
referenced by the
identifier

End

OIDs
Object
Identifier

153

ARKs
Archival
Resource Key

LSIDs
Life Sciences
Identifier

XRIs
Extensible
Resource
Identifier

URNs/URIs/
URLs
Uniform
Resource
Name/
Identifier/
Locator

UUIDs
Universally
unique
identifier




P9 - Versioning of data

Start

Develop definition
of what constitutes
a new version of the

data

New
processing
algorithms

Develop standard
naming convention
for versions with
associated
descriptive
information

Associate metadata
with each version
including the
description of what
differentiates this
version from
another version

End

Additions or
removals of
data points
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Time or date
range

Included
parameters

Data format

Immutability
of versions




R1 - Data ownership and recognition

Start

researchers

Enable future
i users of the
Review all who may
. data who to
have a stake in the
track for
data S
permission to
usethe data
Possible Host insti:lt(:)t?;i for Repository
stakeholders Funding body institution for contributin where the data
include the project s are deposited

It is considered a
matter of
professional ethics
to acknowledge the
work of other
scientists

provide appropriate
citation and
acknowledgment
for subsequent
distribution or
publication of any
work derived from
stakeholder
datasets

Data usersare
encouraged to
consider
consultation,
collaboration, or co-
authorship with
original
investigators

End
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R2 - Repeatable and testable software processes to transform data

Write shell scripts to
analyse each new
data set

Use version control
to keep track of
work

Break large
piesgs)szé?;ugh Comprehensible Testable Reusable
to be

Task automation

Version control

Modular
programming

Data management

Reproducibility

End

156



R3 - Refer back to RDM plan

‘ Start ’

Define and create
DMP

$N

Ye

3
Role Related N

Yes Yes

UpdateRolesin
DMP

End

Workflow
Related

Yes

Update Workflows
in DMP
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S1 - Avoid adding data descriptions on data sheets

Start

Separate columns
should be used for
the following

Data qualifiers

Potential entriesin
the description
column

Data
descriptions

Data flags

End

Potential
sources of
error

Missing value
justification
(e.g. sensor off
line, human
error, data
rejected
outside of
range, data not
recorded)

Flags for
values outside
of expected
range,
questionable
etc
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S2 - Guidelines on data precision

Start

Data should not be

entered with higher
precision than they
were collected in

E.g. if a device
collects data to
2dp, an Excel
file should not
present it to
5dp)

If the system stores
data in higher
precision, care

needs to be taken

when exporting to
ASCIIl

E.g. calculation in excel will be
done to the highest possible
precision of the system, which is
not related to the precision of
the original data

Stop

159



T1 - Data discovery and stewardship guidelines

Start

Expect data volume
to increase
exponentially

Determine what to
preserve

End

Determine how long
to preserve

Develop workflows
within the
repositories that
support the peer
review process

Determine who's
responsibility the
preservation will be

Promote use of
permanent
identifies for

samples (ISGN),
researchers
(ORCID), and

funders and grants

(FundRef).

Promulgate meta
data information
and domain
standards

Promote education
of researchersin
data management
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T2 - Guidelines to make data reproducible

‘ Start ’

Increase
documentation of
the workflow

Document from the
beginning

Make
discoverability of all
research, published

or unpublished,
easier

End
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Ul - Parameter guidelines for geospatial data

Start

Understand the
input geospatial
data parameters
when integrating
data from multiple
sources

Including scale | —

Map
projection

Geographic
datum

Resolution

Care should be
taken to ensure that
the geospatial
parameters of the
source datasets can
be legitimately
combined

If working with
raster data,
consider the

If working with
vector data

data type of
the raster cell
values

Consider
feature
representation

Document the
geospatial
parameters of any

(e.g., points,
polygons,
lines)

Include this
information in
the final data

product's

output dataset
derived from
combining multiple
data products

End

metadataas
part of the
product's
provenance or
origin

Consider if the
raster data
represent
discrete or
continuous

values
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U2 - Guidelines for field delimiters

Start

Identify systems
where data will be
imported to

Evaluate delimiter
preferences for
systems

Avoid delimiters
that also occur in
the data fields

Ifthis cannot be
avoided, enclose
data fields that also
contain a delimiter
in a single or double
quotes

End
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U3 - Standardise on codes

Start

Identify categorical
variables

Create a linked
master record with
all codes

Keep to astandard
in terms of casing
(Camel case vs
Sentence case)

Ensure spellingis
consistent

Avoid abbreviations

Ensure codes are
available for ‘none
of the above’

End
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