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Abstract

With growing concerns over children’s data agencies, researchers have begun to
draw attention to children’s and young people’s privacy practices in social media
environments. However, little is known about the experiences of pre-service teachers
who play a key role in educating future generations. This study aimed to address this gap
by exploring Finnish pre-service teachers’ conceptions and experiences of data agency
in social media environments. Drawing from in-depth interviews of pre-service teachers
(N=14), the analysis revealed that pre-service teachers construct their data agency in
terms of social frames and shared social norms, and they also recognize the lack of
understanding regarding wider socio-technical systems within which data agencies are
situated. This research argues that without a sophisticated understanding of algorithmic
governance and commercial use of data, it is unlikely that these future teachers would
be prepared to facilitate children’s and youth’s agentive actions in a data-driven society.
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Introduction

The idea that education should support people to develop their capacities for agentic and
autonomous action has formed an important tradition in Western society as well as in
prominent educational research (Eteldpelto et al., 2013). Over the years, the concept of
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agency has been defined in a multitude of competing ways and applied in educational
research from a broad variety of different disciplines. For example, social cognitive the-
ory approaches agency from the perspective of intentionality which includes action plans
and regulation strategies for realizing those plans (Bandura, 2001). From a socio-cul-
tural perspective, agency is seen as goal-directed action that is always constrained and
resourced by certain socio-cultural, technological, and material circumstances (Wertsch,
2007). Moreover, sociological approaches typically emphasize that agency cannot be
divorced from social and economic structures that shape or constrain human agency
(Etelédpelto et al., 2013). Recent discussion on agency has also extended its temporal
dimension from the present to the past and to the future, indicating that agency is a
complex, relational, and dynamic process that develops over time (Emirbayer and
Mische, 1998).

On the other hand, most theories of agency were formulated long before the break-
through of machine learning (ML) in the early 2000s and the new social realities these
technologies have created. Currently, the complexity of human agency is increasingly
under critical discussion as many aspects of everyday life, such as our everyday interac-
tions, action, and information of all kinds, are increasingly being mediated, augmented,
produced, and regulated by algorithmic governance (Kitchin, 2012). Personal and behav-
ioral data which once were a mere byproduct of online participation have now become a
valuable economic resource for platform owners collecting massive amounts of contex-
tual information about people’s daily actions and interactions, such as browsing habits,
locations, purchases, status updates, ratings, comments, and emotional reactions, among
endlessly many other things (McCosker, 2017; van Dijck, 2013; Zuboff, 2015). Such
multidimensional user data that most people voluntarily share enable the creation of rich
data profiles on a massive scale, indicating that our personal choices are increasingly
influenced by the choices of our social networks and like-minded others (van Dijck,
2013). What is more, massive-scale data collection also enables targeted marketing,
behavior engineering, attention harvesting, and targeting of mis- and disinformation,
among an endless number of other uses (Hendricks and Vestergaard, 2018; Kramer et al.,
2014; Valtonen et al., 2019).

Hallinan and Striphas (2016) argued that human agency is increasingly situated in a
new kind of “algorithmic culture” which they describe as the “use of computational
processes to sort, classify, and hierarchize people, places, objects, and ideas, and also
the habits of thought, conduct, and expression that arise in relationship to those pro-
cesses.” Their view illustrates the socio-technological trajectories through which com-
putational processes are increasingly recommending which objects, ideas, and practices
enter our cultural realm, and in what form (Klinger and Svensson, 2018). According to
Klinger and Svensson (2018), algorithms base their statistical and ML models on peo-
ple’s past behavior to project their future, most often in the service of advertisers and
social media companies. Hallinan and Striphas (2016) argued that this kind of cultural
production also produces interactions, emotional reactions, behavior, and new habits of
thought that likely would not exist in the absence of those algorithmic processes.
Accordingly, data-driven systems pose severe challenges for our agency as they can
construct cultural realities, bubbles, and echo chambers that may be internalized by
individuals in unconscious ways (Pangrazio and Selwyn, 2019; Valtonen et al., 2019).
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Against this context, there is a pronounced need to understand how individuals exercise
and develop new forms of agency within the socio-cultural and technological con-
straints and resources of datafied society.

The increasing datafication of society has also prompted calls for new kinds of digital
competences which should be acquired by all citizens, to ensure personal development,
social inclusion, and active citizenship. For example, the framework offered by the
European Union (2016) proposes that today’s citizens need the skills to communicate,
collaborate, and solve problems with the help of online tools as well as have the skills to
search, evaluate, edit, and produce digital content. This perspective recognizes that digi-
tal citizens need to understand common terms of service, know how to protect personal
data and privacy in digital environments, and need to be able to protect oneself and oth-
ers from online threats that stem from the pervasive use of digital technologies (Vuorikari
et al., 2016). Along with safe, responsible, and ethical use of technology, digital citizen-
ship is associated with civic engagement, acting as a force for change, and for critical
resistance (Choi et al., 2018; Jones and Mitchell, 2016). To some extent, these calls for
digital citizenship are also aligned with the data literacies that typically emphasize the
ability to identify how and where personal data are generated and processed (Pangrazio
and Selwyn, 2019), ability to manage and control personal data trails and practices
(McCosker, 2017; Pangrazio and Selwyn, 2019), as well as ability to constructively
engage in society through and about data (Data-Pop Alliance and Internews, 2015).
According to Pangrazio and Selwyn (2019), data literacies should also include critical
understandings of social media logic, including awareness of reconstitutions and recircu-
lation of personal data.

In accordance with the data literacy approach, we suggest that data agency calls for a
critical attitude toward digital being, ownership, and control of one’s own data as well as
informed ethical and moral decision-making grounded in understanding of how data are
generated, processed, and used for different purposes (Tedre et al., 2020). While data
agency can be seen as having capacity and volition to make informed decisions and per-
sonal data strategies, we also see a need to understand data agency as a relational and
dynamic process that develops over time. In line with the socio-cultural theories of learn-
ing and participation, agency is not seen merely as individual attitudes or competences
because online actions and interactions are tightly connected to social practices and tool-
mediated actions taking place in various informal and formal settings. In this respect,
data agency needs to be considered beyond the individual level and take into account the
socio-cultural practices, computational processes, and wider structures in which the
agency is situated. Stressing that agency should not be considered to be a stable property
or competence, this perspective also highlights that agency varies over time and condi-
tions (Eteldpelto et al., 2013) and may develop via learning. In this process, more mature
members of the community, such as teachers and parents, play a key role in providing
means, guidance, and metacognitive support adjusted to children’s evolving skills and
understanding (Rogoff et al., 1993).

However, many of the issues that impact children and young people’s data agency
are absent from their education (Pangrazio and Selwyn, 2019; Stoilova et al., 2020).
According to Livingstone and Yoo (2018), enormous amounts of personal data are
being collected throughout childhood, with or without consent, with or without
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knowledge of who is providing those data, and furthermore with or without sufficient
security provision. While it is assumed that parents and educators play a role in safe-
guarding and supporting children’s privacy rights, many of these issues occur without
adult awareness of them (Livingstone and Yoo, 2018). These actions are also embed-
ded in a context of legal and policy regulations, such as General Data Protection
Regulation, which makes assumptions that teenagers and parents are both able and
willing to make informed decisions when engaging with complex online data consent
mechanisms of diverse services (Keen, 2020). Moreover, existing barriers to access-
ing age-restricted content, goods, and services are mostly ineffective as they can be
easily bypassed, for example, by making a wrong self-declaration of age or by using
gift cards (Smirnova et al., 2021). In all, this complexity of data-driven society sug-
gests the need to understand how agency is practiced and how the interpersonal, insti-
tutional, commercial, and technological factors shape and constrain agentive actions
(Keen, 2020; Livingstone et al., 2019).

So far, researchers have investigated agency and related online privacy practices from
the perspective of youth (e.g. boyd, 2014; boyd and Marwick, 2011; Davis and James,
2013; Keen, 2020; Lapenta and Jergensen, 2015; Marwick and boyd, 2014; Pangrazio
and Selwyn, 2019; Tufekei, 2008), younger children (e.g. Livingstone et al., 2019; Tedre
et al., 2020), and their parents (Stoilova et al., 2020). A recent study by Stoilova et al.
(2020) also provided some insights on the perspectives of teachers. However, little is
known about the experiences of pre-service teachers while they play a crucial role in
transferring data literacies and agencies into educational practice. Moreover, understand-
ing of how pre-service teachers perceive their data agency is important for teacher train-
ing that needs to ensure that future teachers are able to support students in learning the
competencies needed today and in future. The current study addresses this gap by explor-
ing Finnish pre-service teachers’ (N=14) conceptions and experiences of data agency in
social media environments. We start by introducing previous research on youth data
practices with the aim of mapping how they make decisions and exercise control over
their personal data in social media environments and how this is constrained and bounded
by interpersonal and commercial factors (Livingstone et al., 2019). Then, we built upon
this previous research and applied it in an empirical analysis of interview data with the
aim of identifying elements of data agency in practice, as experienced by pre-service
teachers. The article concludes with a discussion on pre-service teachers’ experiences of
agentive actions and gaps in knowledge, and how this should be taken into account in
teacher education.

Literature review: perspectives on youth data agency in
social media environments

To capture the complexity of children and youth’s agency online, Livingstone et al.
(2019: 4) have theorized three “types of privacy,” namely, the interpersonal, institutional,
and commercial. Interpersonal relates to “how a ‘data self” is created, accessed and mul-
tiplied via social connections,” whereas institutional refers to “how public agencies such
as government, educational and health institutions gather and handle data about a per-
son” and commercial refers to “how personal data is harvested and used for business and
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marketing purposes” (Livingstone et al., 2019: 4). As this study is centered on pre-ser-
vice teachers’ conceptions and experiences of data agency in social media environments,
we focus on the interpersonal and commercial levels which are at the core of understand-
ing how agency is experienced and exercised in that particular context. Next, the extant
literature is reviewed to identify how data agency is practiced by the youth.

Data agency on the interpersonal level

While models of data sharing are typically approached through the lens of individual
rights and controls, previous research on youth practices has highlighted that their data
agency is socially constructed (boyd and Marwick, 2011; Livingstone et al., 2019;
Pangrazio and Selwyn, 2019). First, the presence of peers and friends is an important
factor when youth make decisions on what services or applications they use and how
much they disclose online (boyd and Marwick, 2011; Davis and James, 2013). According
to boyd and Marwick (2011), social media sites have become the modern-day equivalent
of the physical places where youth hang out with friends and run into other friends and
peers. However, while youth want to participate, they also want to have control over their
online visibility to others (boyd and Marwick, 2011).

Previous research has identified a number of strategies that youth use for protecting
their privacy from both known and unknown others online. For example, youth are using
different services for interacting with different social cohorts (boyd and Marwick, 2011;
Lapenta and Jergensen, 2015), using friends-only controls when posting online content
(boyd and Marwick, 2011; Davis and James, 2013; Hargittai and Marwick, 2016;
Marwick and boyd, 2014; Tufekei, 2008), switching between multiple accounts (Davis
and James, 2013; Hargittai and Marwick 2016), using pseudonyms (Hargittai and
Marwick, 2016), providing false information (Davis and James, 2013), deleting or block-
ing people (Stoilova et al., 2020), cleaning and deleting wall posts, comments, and tags
(Davis and James, 2013; Raynes-Goldie, 2010), and using language and images that hold
a particular meaning only to a particular group of people (Marwick and boyd, 2014).

Previous research has also identified strategies that involve withholding content from
online spaces. For example, youth do not want to share their detailed contact information
(e.g. full names, addresses, and phone numbers), credit card numbers, intimate personal
matters (e.g. health records, political beliefs, “emotional things,” such as parents’ divorce
and break-up with girlfriends and boyfriends), or content that they consider “inappropri-
ate,” such as sexual content or “duck-face selfies” (Davis and James, 2013; Hargittai and
Marwick, 2016; Lapenta and Jergensen, 2015). However, they also use more private
messaging channels, such as Snapchat, for communication of more confidential issues
with limited groups of friends (boyd and Marwick, 2011). These various personal data
strategies and decisions what to share and what to withhold may vary among users
(Hargittai and Marwick, 2016); however, these deliberate acts implies that youth value
their privacy and are proactively taking agentive action regarding their current privacy
concerns (Marwick and boyd, 2014; Stoilova et al., 2020; Tufekci, 2008). What is more,
previous research has also demonstrated that youth are concerned about social risks
related to sharing, such as cyberbullying, sexting, being tracked by strangers, and
unwanted communications from strangers (Keen, 2020; Stoilova et al., 2019).
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While youth exhibit control over what data they share and where, they have far less
control over what friends, family members, and parents post about them (boyd and
Marwick, 2011; Marwick and boyd, 2014). Parents have a long history of using the web
to discuss and share parenting practices on diverse sites, and today, they often share
multimedia information about their children (Leaver, 2017; Lupton and Williamson,
2017). In addition, sharing pictures of friends, such as group photographs, videos, and
other media are part of contemporary youths’ social bonding. Previous research has
found that youth often rely on trust and negotiate commonly shared social norms to man-
age what is shared about them and by whom (Lapenta and Jergensen, 2015; Marwick and
boyd, 2014). However, Marwick and boyd (2014) note that how such posts are (re)read
or viewed depends greatly on the context that varies across one’s lifetime and thus may
lead to “context collapse.” For example, sharing of online “drunken narratives” are part
of young people’s social bonding, but there is a great risk that such posts may end up
being accessed far beyond those they were intended for (Goodwin et al., 2014).
Accordingly, what is appropriate for close friends to see may not be so appropriate for
their future employer (Raynes-Goldie, 2010). Tufekci (2008) suggested that youth gen-
erally make choices about publicity based on their current concerns and thus may be
shortsighted about future problems.

Data agency at commercial level

Previous research has also demonstrated that young people are more concerned about
social privacy rather than how companies and their partners might use their personal
information (boyd, 2014; Keen, 2020; Lapenta and Jergensen, 2015; Livingstone et al.,
2019; Raynes-Goldie, 2010). In other words, privacy is often seen in terms of controlling
and limiting what they share with friends, parents, and others (boyd, 2014) and they
perceive circulation and the sharing of data with advertisers as an acceptable trade-off for
participation in networked activities (Lapenta and Jergensen, 2015; Selwyn and
Pangrazio, 2018). However, there is evidence that some youth attempt to control com-
mercial tracking, for example, by turning on incognito options in their browser, opting
out of certain apps or sites, deleting cookies, and even using Do-Not-Track browser
plugins as well as password-management apps (Hargittai and Marwick, 2016). On the
other hand, existing research also suggests that youth may provide personal data uncon-
sciously and with little understanding of where, how, or why their personal data are being
collected (Keen, 2020; Lapenta and Jergensen, 2015; Selwyn and Pangrazio, 2018; Tedre
et al., 2020). User agreements are hardly ever read and data privacy is typically seen as
a responsibility of the platform provider (Keen, 2020; Lapenta and Jergensen, 2015;
Selwyn and Pangrazio, 2018; Tedre et al., 2020). Keen (2020) found that youth viewed
the platform owners as impersonal and innocuous, and their relationship with them was
seen as functional, non-judgmental, and convenient. Moreover, they felt that their data
were circulating within commercial contexts, unlikely to be released in a manner that
may result in reputational, material, or physical harm. Consequently, they saw no need to
control what companies did with personal data generated about them (Keen, 2020).
Hargittai and Marwick (2016) argued that normalization of data collection and surveil-
lance by states and companies may also lead to the feeling of a lack of control, generating
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“apathy,” “cynicism,” and the impression that “privacy violations are inevitable.” Similar
experiences were also demonstrated by Selwyn and Pangrazio (2018) who found that
while youth were generally interested about online privacy, they did not feel empowered
to make changes, nor did they feel in control of their privacy. Moreover, Stoilova et al.
(2020) found that there are substantial differences in the support children and youth
receive from parents concerning their privacy issues, which creates inequality and makes
some children more vulnerable. They also found that teachers typically focus on chil-
dren’s e-safety with little understanding of the data economy or digital infrastructure
underpinning everyday interactions (Stoilova et al., 2019). However, this aspect has
received little attention in teacher education (Valtonen et al., 2019) and there are, to our
knowledge, no research on pre-service teachers’ insights on data agency in social media
environments. Nevertheless, understanding existing data practices and experiences of pre-
service teachers is vital for providing future educators with readiness to prepare their
students for participation in data-driven society. In this study, we aim to enrich these per-
spectives of data agency by addressing the following research question: How do pre-ser-
vice teachers experience their data agency at the interpersonal and commercial levels?

Methodology
Context of the study

This article draws from 14 in-depth interviews with pre-service teachers conducted at
one university in Finland. In Finland, teacher education, especially for elementary teach-
ers, is among the most desired academic programs at universities that attract highly tal-
ented applicants (Niemi and Lavonen, 2020). All teachers go through a 5-year academic
program that contains the Bachelor of Arts (Education) degree (180 European Credit
Transfer and Accumulation System [ECTS]) and the Master of Arts (Education) degree
(120 ECTS). The Bachelor of Arts degree typically covers the first 2-3 years of teacher
education and the Master of Arts degree again from 2 to 3years. A special feature that
differentiates the Finnish teacher education from many other countries is that teacher
training is designed to cultivate new teachers as reflective professionals who are able to
make use of research-based practices within their work (Niemi and Lavonen, 2020).
Based on recent longitudinal studies, the Finnish pre-service teachers are typically rather
confident with their pedagogical expertise and unconfident with areas related to the tech-
nology (Valtonen et al., 2021).

The teacher training aligns with the Finnish National Core Curriculum for basic educa-
tion (FNBoE, 2014) that is informed by a strong equity ethos. This means providing equal
opportunities and high-quality teaching to every child regardless of their social, ethnic,
and economic background (Niemi and Lavonen, 2020). Along with special subjects, the
curriculum contains seven transversal competencies that need to be considered as part of
all teaching provided. These seven competencies cover areas like faking care of oneself
and managing daily life, multiliteracy, information and communication technology (ICT)
competencies, and participation, involvement, and building sustainable future (FNBOE,
2014). Accordingly, Finland, like many countries, has included media literacy, ICT skills,
and computational thinking in curricula. For example, the students are expected to gain
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understanding of the digitalization and its impacts on various areas of life, to be able to
observe their significance in their daily life, in interpersonal interaction, and as a channel
of influence. Again, students need to gain skills for evaluating information in different
modes and developing critical thinking skills. Altogether, the aim is that basic education
provides students with the knowledge and skills needed for active agency and citizenship
(FNBoE, 2014). While not explicitly stated nor taught in school praxis, data agency and
understanding of underlying algorithmic processes are in key positions within these
national goals (Valtonen et al., 2019).

Data collection

The research was conducted aligning with the instructions of the Finnish National Board
on Research Integrity (TENK, 2019). All data collection procedures received institu-
tional approval by the administration of the department of teacher education. In spring
2021, the researchers distributed an introductory email to 213 pre-service teachers,
including the participant information sheet required by the university. This participant
information sheet included the description of the purpose of the study, statement that the
participation is entirely voluntary and the participant can withdraw from the study at any
time, information about types of personal data that will be collected, how it will be pro-
cessed, and how research results are reported. Moreover, the participant information
sheet provided information about participants’ rights as well as contact information of
the data controller of the study.

The target group consisted of pre-service teachers who were studying, as part of their
major or minor subject, for the qualification of elementary-class-teacher education.
While this call for participation was sent to all students participating in an obligatory
course that is situated at the end of a Bachelor’s degree, this study was not part of the
course tasks and all participation was voluntary. Out of 213 pre-service teachers, a vol-
untary response sample was drawn, from which 14 teacher students with a mean age of
26years (range, 20—40years; 50% female) volunteered to participate in the interviews
and all gave their permission to use the data collected. These interviews were organized
late in spring 2021 and they were carried out by the second and first authors. To ensure
the anonymity of the participants, no demographic details other than age and gender
were collected in any systematic manner. These one-to-one interviews with participants
were conducted in spring 2021 through video-conferencing due to the COVID-19 pan-
demic. These interviews resulted in a total of 12.48 hours of audio data (average length
of an interview was 54:55 minutes). All interviews were transcribed verbatim, and real
names and other data related to personal identification are not reported.

In these in-depth interviews, a number of questions were intended to capture students’
conceptions of (data) agency. First, the students were asked general questions about their
experiences of agency (e.g. decision-making in life, how they formulate opinions, how
do they influence societal issues). Second, they were asked to elaborate what social
media services they use, for what, and how they make decisions on what applications
they use. Third, the interview included questions related to interpersonal factors of data
sharing (e.g. how they define their personal privacy, what kind of data they share, for
whom and why, what kind of data is shared about them by others, and how they would
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feel if a future employer, school pupils or their parents searched their data traces).
Commercial factors were also raised (e.g. how and why their personal data are being
collected, how it is processed and used, what kind of experiences they have on targeted
content, what kind of risks they saw at commercial level, and how collection of personal
data affects their future). Finally, the students were asked to reflect on the development
of media education in schools as well as in teacher education. In summation, the assump-
tion was that the topic was novel, and thus, these interviews were expected to provide
students with an opportunity for sense-making and reflection of data agency in a manner
that connected their past experiences, engagement with the present, as well as orienta-
tions toward the future.

Data analysis

Epistemologically, this study is based on the critical paradigm in educational research
that aims not only to understand subjective meaning making but includes critical con-
sciousness needed for questioning the status quo and dominant practices (Mack, 2010).
In this respect, analyzing pre-service teachers’ lived experiences was suspected to pro-
vide important insights for harnessing good practices and identified challenges for taking
informed action aimed at improving teaching and learning praxis.

In this study, the analysis of data relied on content analysis (Elo and Kyngés, 2008;
Hsieh and Shannon, 2005). In particular, the analysis followed a deductive approach in
which a coding scheme was developed based on previous empirical research (Elo and
Kyngis, 2008). In the first phase, prior research and discussion related to data agency
and how it is practiced in interpersonal and commercial levels were traced from recent
scholarly literature. In other words, existing literature helped to determine the initial cod-
ing scheme as well as to identify explicit definitions for each code. After a scheme was
developed, the data were reviewed and coded with the help of data analysis software
Atlas.ti. The first author was responsible for conducting the analysis that progressed
through iterative steps of reading and re-reading the transcribed interviews, and identify-
ing different theory driven data strategies in students® reflections of their lived experi-
ences. Subsequently, new codes were created inductively from the stories and perspectives
shared by our interview participants. To increase the reliability of the data analysis, the
researcher discussed the analysis and interpretations with the other researchers. In line
with the deductive approach, prior research also guided the discussion of findings (Hsich
and Shannon, 2005). Supplemental Appendix 1 describes the employed coding scheme.
In the following section, data examples are provided for readers to consider and evaluate
these interpretations (Hammer and Berland, 2014).

Results

Experiences of data agency at interpersonal level

The interviews revealed that these pre-service teachers all were active users in many
social media services and that they had been using social media for a long time. At the
moment, all of them were using Instagram as well as more private messaging channels
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such as WhatsApp and Snapchat. Most of them had also been using Facebook for several
years, but apparently their interest in sharing personal data in Facebook had faded away
and Instagram was described as the key platform for participation on social networks.
Some of the students also mentioned Twitter, Tumblr, Jodel, TikTok, Messenger, Signal,
LinkedIn, and YouTube as used social media services. Different social media sites and
applications were part of their everyday activities and used for several purposes, as
Olivia describes:

I use Instagram to follow content from friends and the kind of celebrities and people I follow
and then to produce my own content, and then a little bit for this kind of enjoyment, just
watching something from there whenever. And to some extent also, like . . . for example, I read
a lot of news and other information from Instagram. And Facebook . . . Well, from there I read
some news, but it’s more for my own enjoyment, I read about different things and get to know
the topics of groups and then, some buying and selling things there as well. And then . . . Well,
in Snapchat, I . .. I mainly use it to communicate, I don’t really put anything there. For
communicating with friends. And then the same on Whatsapp, I use to communicate with
friends, close friends. Then I use Tumblr for my own . . . for my own, entertaining purposes
and then a bit of LinkedIn for employment purposes.

The interviews of pre-service teachers revealed that they were protecting their privacy
using a number of strategies identified by previous research. Students were using differ-
ent tools to communicate with different groups of people and also adjusted privacy set-
tings accordingly. Pre-service teachers were also very aware of the way in which they
represented themselves for these different audiences. Lily explains,

On Facebook, I have friends that are not so close. The closest are on Instagram, where [ have a
private profile, I am able to limit who can see, and I have been able to select a little from the
beginning. Well, in Facebook, I could have also chosen not to take everyone as a friend, but I
have had it longer, so there are more. There are just friends, people I know, and those I don’t
want to share any information with.

In addition to adjusting profile privacy settings, students were typically extremely
careful about what kind of self-image they wanted to share for others. Stella elaborates,
“It’s more of surface scratching, there was a nice moment and a nice thing. But really,
maybe that’s just, I could say scenery building, I don’t share, for example, that it was a
really shitty day.” Managing personal privacy also included withholding content, such as
intimate personal information about oneself or intimate information about close others.
Moreover, many of the students were reflecting their previous and current activities in
terms of their future profession, like Robert illustrates: “I share such content that if and
when it goes somewhere else, other than my own wall, then it will not cause me anything
in my civilian life nor in working life.” Many students also reflected changes in their
practices and told us that they are not sharing personal content as much as before when
they were young. Students had also googled their data as well as deleted content that they
had shared when they were younger.

In terms of publishing content that involves other people, all the students high-
lighted social norms that they had negotiated with their friends. Caroline elaborates
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how they had created social rules for making sure that everyone would be asked before
publishing:

My friends are those who ask for permission to publish. It is subject to permission and somehow,
for me, it even creates a sense of belonging to a group or something like that, kind of that my
existence is recognized [laughs]. Maybe a little too deeply said, but something like that. I think,
maybe nowadays, it is a kind of way of showing that somebody means something to you and is
somehow important.

Moreover, there were also deliberate attempts to collaboratively prevent potential
context collapses by undertaking regulatory activities together, as Stella describes:

When life situations have changed, it has decreased, for example, when one friend went to a
certain kind of job, less of a certain kind of content was produced after that. Of course, it’s a
kind of image thing, you have to think about it from the point of view of work life. Although
these contents have not been insane, still a little effort has been made to limit it.

While students had great trust in their friends, some of them had also experienced
privacy violations, such as when their parents shared embarrassing photos of them.
Isabella describes: “a relative, like a family member or something, has shared some pic-
tures or told really openly about something that relates to me, so I was like don’t, I don’t
like it.” Samuel was also reflecting context collapse that he had experienced as teacher:

When I was younger, I shared more and maybe it makes me regret it nowadays. For example, |
just ended up in a situation where pupils found my old blog, you know, in which young 18-year-
old Samuel had messed up something.

Samuel solved this tension using his own experience as an educational example when
discussing media practices with his pupils: “That situation was handled in a way that
we’re trying to bring understanding of how people are changing and those things are kind
of OK. That you need to be ready to bear consequences if you mess around.”

Experiences of data agency at commercial level

The interviews of pre-service teachers also confirmed findings of many previous studies
related to youths’ approaches and understanding of commercial-level issues. When asked
about reading the Terms of Service, all students with one exception admitted that they
did not read them or they just quickly browsed them though. Decision-making was typi-
cally reflected in terms of experienced difficulties making sense of complicated legal
language. Moreover, many of the students reflected how non-participation in important
social activities was not a real option, as Lillian illustrated:

Interviewer: Well, do you read user agreements of applications before installing
them?

Lillian: No. [laughs] It’s very bad, but many times they use very difficult lan-
guage. They are not very user friendly. They are long. I’'m guessing
that it is purposeful so that people wouldn’t read them. I don’t know if
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this is a little conspiracy theory, but like . . . there are so many applica-
tions and many times, when you join in, it’s not the best time you could
sit down and read through these agreements. And what we have dis-
cussed with the group of friends is that if you decide not to use that app
based on what it does, what it collects from you, what it says in the
user agreement, then, in the end, you’re the only one who loses in it.
First of all, this data is collected from everyone and we are just one of
those individuals. If I don’t use that app, then [ will lose all the benefits
it could provide. For example Whatsapp, if I decide that I don’t want
to use it because it’s a bad app that is managed poorly, then I can’t send
a message to people other than via text message or email, which is just
impractical. Then, a little nihilism strikes as to whether it even matters
that these user agreements are terrible when they have to be accepted
anyway.

In addition, some of the students experienced difficulties in abandoning services that had
become an important part of their everyday social interaction. Brian reflected how habits
may go ahead when new app privacy updates are announced:

In Whatsapp, there is coming . . . Today, there was again a reminder that 15.5. it will change
some privacy thing. I don’t know if I feel like changing it when everything is on Whatsapp. It is
something that you are used to. That’s the biggest reason to use them . . . I have the feeling that
you could just give up because you are under observation anyway. It just feels the same, when
every website asks for cookies to be accepted, then in Whatsapp it starts to feel the same, that
one may give that. In principle, I wouldn’t like to give all my data, but are there any options left?

In general, the students were quite aware of how, where, and why personal data are
generated online, as Adam described: “Larger companies in particular collect that data in
a purely commercial sense so that it can be targeted and sold to those who need it.”
However, only two of the students took deliberate actions for the prevention of commer-
cial-level tracking, such as preventing apps from using cameras, deleting cookies, or
using a virtual private network (VPN). Moreover, many of the students recognized the
lack of knowledge on how personal data are processed. Lillian describes,

I don’t think that any human does that. Probably it is processed in such a way that they have
these algorithms and so-called robots that will do the job, so they gather that data and transform
it into a form that artificial intelligence can handle it, and then based on that . . . well, I don’t
think that there are concerns that some people could have seen it, unless then something really
suspicious has happened.

On the other hand, all students recognized being targeted with tailored content and
advertising based on what one has previously done online. This caused mixed feelings,
as Caroline reflects:

In a way, I am not bothered by the fact that data is collected about me. I somehow think that it
is good that they know about me so that they can provide things [ may need. But maybe it will
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also become seemingly so that they offer something that is not really needed, but it will become
such when you see it everywhere and then you start thinking that [ will need that and that. And
then, maybe my thought is that . . . In a negative sense, there could be such things such as
political decision-making, like elections or such things. So how data collection can be used to
influence, when it can be seen that certain kinds of people are living in certain kinds of areas,
then you could probably target election advertising or propaganda and whatever, so maybe
those are the biggest concerns, so that . . . One thinks that you are free to make some decisions,
but in reality, someone has brainwashed you to make those decisions.

As the excerpt above illustrates, few of the students were concerned about the ways in
which companies could profile, predict, and engineer an individual’s decision-making,
opinions or actions. Some of the students had also recognized being targeted with fake
news. For example, Aaron told that his friend had shared political news that he suspected
to be fake: “a story of the prime minister came some time ago, at least it was somehow
tricked around.” However, when reflecting commercial-level risks, students were mostly
concerned about data breaches, leaks, and identity thefts, often demanding responsibil-
ity, transparency, and security from the companies, like Olivia explains:

There should be really strong security systems and so on, and that personal data should be
properly and actively protected, and that all users should be aware of how it is taken care of and
what they are used for.

Andrew had also recently experienced commercial-level privacy violations, but he was
not concerned about the consequences:

A while ago, when there was a data leak on Facebook, I checked that my data was taken. But
then again, I feel that if someone really wants to know my gender, my address- which I have
changed quite a few times-, and then, for example, my email address, that someone will get
them if one wants to. And if someone leaks that to China or India, then it will leak. If someone
there makes a fake profile of me, then I will have a good laugh.

While many of the students cared about their commercial-level privacy, some of the
students also felt that their data would not be used in a manner that would cause them
harm in the future, as James reflects:

I don’t think that data about ordinary people has any effect. On the other hand, if you were a
celebrity, politician or something else, and if something sensitive would be revealed, that
information could be used to play with that data. But I can’t really see any scenarios on how it
could affect me.

Moreover, some of the students reflected that their lack of knowledge affected their
perceived ability to change current situation, as Caroline elaborated: “I certainly don’t
know about these issues and thus, I am probably really carefree about these things,
because I think I can’t influence them, so it’s like whatever.”

After asking students to reflect on their existing practices and data strategies, the stu-
dents were also challenged to ponder the development of media education. Many of the
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pre-service teachers thought that children should be supported to develop their critical
understanding and they should become more aware of risks of sharing personal data with
other people, particularly unknown others. Olivia stated,

. . . there can be basically anyone behind the name and that no personal information should be
shared there, no exact addresses or phone numbers or anything else. And then, you have to
really know online people before meeting them and especially the children have to be in touch
with their parents before actually doing anything like that. And this kind of general caution and
also in terms of fake news and other things, so I would emphasize criticality in terms of source
and media.

Pre-service teachers also emphasized understanding of what is good and bad behavior
in relation to sharing images and other information with and about other people. While
most of the students reflected the development of media education at interpersonal level,
at the end of the interview, some students pondered about the need for educating com-
mercial-level issues. William reflected on this:

Like in school or youth centers, it could somehow be approached in more detail, like what it
means that data is collected about you, how it is used and what kind of things it contains.
Somehow we are just telling children that, do not accept that they collect data, but it doesn’t tell
much. But that tells us that we just don’t have knowledge about what they collect. I just noticed,
like when you asked about what data is collected, that I didn’t even know what to answer.

Similarly, many of the students told us that this interview was the first time that they
were challenged to ponder their data actions and perspectives on data agency, as Adam
elaborates:

I had to rethink a little bit about how I perceive these things. And it got me really to think about
some of these things that I have considered as self-evident. I probably don’t have any questions
for you, but it was a good discussion and a good package of questions, because it aroused new
thoughts and sometimes, it also put my finger in the mouth, to ponder how I really think about
these issues.

Discussion

This study explored Finnish pre-service teachers’ conceptions and experiences of data
agency in social media environments. The findings corroborate a number of findings in
previous research on the data strategies and attitudes of the youth. This study also found
clear agentic dispositions, skills, and volition related to pre-service teachers shaping their
online personae to what they believe best satisfies the expectations of their future profes-
sional environment. The students, who are soon about to apply for teacher jobs, were
actively reflecting and shaping their digital selves from the perspective of future employ-
ees and school communities, and also had created collaborative strategies to prevent
social risks and potential context collapse.

While pre-service teachers shared similar strategies to protect their interpersonal pri-
vacy, their privacy awareness, protective strategies, and desire for agency differed from
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each other at the commercial level. In line with previous research studies, many of the
pre-service teachers saw the sharing of data with advertisers as an acceptable trade-off or
as a necessary price to be paid to participate (Keen, 2020; Selwyn and Pangrazio, 2018;
Tedre et al., 2020). Although participants recognized how personal data are created and
sold within commercial contexts, there was hardly any recognition of the mechanisms of
data-driven techniques used in analysis, simulation, and automation of everyday infor-
mation flows. Participants were able to describe how they were being tracked, but
showed little insight into how those traces were used for profiling, modeling, predicting,
and influencing people. Recognition of negative consequences and ethical concerns of
algorithmic governance—such as algorithmic bias and invisible processes of prioritiza-
tion and marginalization—remained largely black-boxed. While few students were con-
cerned about behavior engineering and recognized potential threats to democracy driven
by surveillance, they also felt that lack of knowledge prevents them from interacting in a
resistant manner.

At the interpersonal level, pre-service teachers’ data agency relied on classical
approaches to digitalization, but at the commercial level, data agency would require
understanding of data-driven and ML-based automation. At the former level, the par-
ticipants’ concerns are closely related to basic questions about data, such as visibility
of their online selves and traces they leave. Those concerns are close to people’s eve-
ryday lives, and mechanisms like tracking, content filtering, and curation are relatively
easy to understand. At the latter, commercial level, the mechanisms are much more
remote from people’s everyday experiences, and understanding them requires more
than common sense. Education on basic artificial intelligence (AI)/ML concepts is
needed for understanding how profiling, clustering, and modeling similar profiles
works and how those can be used for dynamic content creation, prediction based on
similar interests, and behavior engineering (Valtonen et al., 2019). It is needed for
understanding how ML systems can analyze one’s likes to predict very accurately
things like political alignments (Conover et al., 2011), sexual orientations, or ethnic
groups (Kosinski et al., 2013). It is needed for understanding how services use atten-
tion engineering to keep users engaged, how loyalty loops and involvement spirals are
designed and implemented (Siebert et al., 2020), and how people’s voting behaviors
can be influenced by social media (Bond et al., 2012).

In line with results from previous research studies, the pre-service teachers saw them-
selves as responsible actors in educating future generations to navigate in complex new
media environments. Students typically emphasized taking a proactive stance to achieve
interpersonal privacy goals and called for critical thinking, awareness of social risks, as
well as comprehension of long-term consequences of sharing personal data about oneself
or others. While these concerns are relevant, the results of the study confirm that most of
the pre-service teachers find it hard to think of ways to support children’s data agency
beyond the interpersonal level (Davis and James, 2013; Stoilova et al., 2020). Without a
sophisticated understanding of commercial-level issues and related mechanisms of ML
and data-driven approaches to automation, it is unlikely that these future teachers would
be prepared to facilitate children and youth’s agentive actions in data-driven society.
Meanwhile, we are reaching the point in which there are quite pronounced differences in
the support children and youth receive for building their data agency (Stoilova et al.,
2020). As Finnish educational system is built on purposeful policy aimed at equity and a
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high-quality education for all (Niemi and Lavonen, 2020), the development of in-service
and pre-service teacher education is needed for preserving those leading educational
principles. However, the question remains whether transformative efforts should focus
only on education. Especially at a commercial level, we cannot overlook the misalign-
ment between individual teachers responding to the risks that action of dominant tech-
nology companies make accessible to children. Arguably, educational efforts toward data
agency should be supported by greater regulation of the technology sector, which itself
should take greater actions to respect children’s rights and well-being (Lupton and
Williamson, 2017; Stoilova et al., 2020; UNICEF, 2018).

Limitations and future research

One limitation of this qualitative study is that the sample is small and it was not drawn at
random. Moreover, interviews focused on students’ interpretation of data strategies
rather than direct observations. Accordingly, because the study design is not suited for
generalization, we do not suggest that the findings are representative of all pre-service
teachers in Finland. Therefore, future research is necessary to examine the experiences
of a broader range of pre-service teachers. Nevertheless, this study provides initial insight
into the decision-making processes that inform pre-service teachers’ data agency and
privacy strategies as part of their lived experience.

An important contribution of this study is that it also improves the understanding of
pre-service teachers’ concerns and gaps in knowledge regarding the wider socio-techni-
cal systems within which data agencies are situated. The results of the study revealed
several consistencies between our findings and previous research on youth data practices
and it also raises several important questions for teacher education. Accordingly, there is
an evident need for teacher education that responds to the real needs and practices of the
youth as well as helps pre-service teachers to broaden their understanding of (1) how
data agency is afforded and constrained by different but interacting levels of privacy; (2)
how data agency is mediated, augmented, produced, and regulated by statistical and ML
techniques; and (3) what kind of social, political, and economic implications these socio-
technical systems may drive. As Selwyn and Pangrazio (2018) argue, it would seem
sensible to presume that supporting students’ data agency might be more effective if car-
ried out by groups and collectives rather than individuals. Accordingly, an important
future line of research is to develop conceptual tools, technologies, and pedagogical
models that support students to collaboratively frame and analyze problems in existing
socio-technical systems and help them to understand the mechanisms of ML to envision
and take informed actions toward alternative possibilities.
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