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Abstract

Deep Neural Networks (DNNs) have achieved significant success in various tasks, yet under-
standing the factors that enhance their generalization remains a challenge. This study aims to
explore whether recent advances in post hoc margin-based generalization prediction measures
can be applied to effectively enhance the generalization ability of modern DNNs. Specifically, we
explore the use of constrained margins as a regularization technique to improve generalization,

focusing on their application within robustness-enhancing methods.

Large margins — the minimum distance between data points and decision boundaries — in the
input space are known to correlate with increased robustness. In this study, we focus on two
margin-maximizing approaches: a simple approach which modifies the loss function to increase
an approximation of the margin (Large margin loss), and a more complex state-of-the-art method

(Dynamics-Aware Robust Training) which builds upon this approach.

We first study standard margin maximization methods aimed at improving the robustness of
DNNs. Our experiments, conducted on the CIFAR-10 dataset, identify and assess the effective-
ness of the components introduced in the large margin loss and DyART in improving robustness.
Model performance is evaluated under well-known adversarial attacks, including AutoAttack and
Projected Gradient Descent (PGD). We find that while more precise margin approximations do
not improve the generalization ability of DNNs, calculating the gradient of the margin with

respect to model parameters leads to substantial robustness improvements.

Following this, we adapt constrained margins, a metric which has shown to be more correlated
with generalization than standard margins, to both the large margin loss function and DyART.
Our aim is to investigate how maximizing these constrained margins impact generalization during
training in approaches traditionally designed to enhance robustness using standard margins.
We found that maximizing constrained margins during training neither improves generalization

performance nor improves adversarial robustness of DNNs.

Keywords: Deep Neural Network, Adversarial robustness, Generalization, Margins, Dynamics-

Aware Robust Training, Large margin loss, Adversarial attacks, Constrained Margins
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Chapter 1

Introduction

Matthew 6:33: ”But seek first the kingdom of God, and His righteousness and all these things
shall be added to you.”

1.1 Introduction

Deep Neural Networks (DNNs) have transformed numerous fields and have achieved remarkable
success in tasks ranging from image classification to natural language processing. The concept of
generalization of DNNs, a measure of how well a model performs on unseen data [1]-[3], remains
an area of ongoing research. Adversarial robustness is a topic closely related to generalization.
It can be defined as the ability of DNNs to withstand adversarial attacks: visually imperceptible

perturbations to input data that cause a model to misclassify that sample [4], [5].

Work from various studies [1], [6]-[8] indicate an inherent trade-off between generalization and
adversarial robustness. These studies found that methods used to increase adversarial robustness
typically lead to a decrease in the generalization ability of models. We aim to investigate whether
the concept of margin maximization, which is actively used to improve adversarial robustness

[9], [10], can also be used as a regularization technique to improve generalization.

Section 1.1.1 introduces the concept of generalization and examines the role of regularizers in




enhancing the generalization ability of DNNs. Section 1.1.2 focuses on adversarial robustness,
presenting methods such as Adversarial Training (AT) and Margin Maximization (MM) to im-
prove robustness. Section 1.1.3 builds on these concepts by introducing margins, highlighting
their relationship with both generalization and adversarial robustness, and emphasizing how
maximizing margins enhances robustness. Finally, Section 1.1.4 explores current margin maxi-

mization techniques for improving robustness and their impact on DNN performance.

1.1.1 Generalization and regularization

One of the core challenges in modern DNNs is achieving generalization, the ability of a model
to perform well on new, unseen data. A model that generalizes can apply what it has learned
in various scenarios, which is critical for deploying models in real-world applications. Despite
their widespread adoption, our understanding of why these models generalize as well as they
do despite great overparameterization is still limited and remains an open research question.
This emphasizes the importance of understanding generalization in the context of traditional
Machine Learning (ML) which is well understood within the framework of Statistical Learning

Theory (SLT), before discussing generalization in DNNs.

A model that generalizes well exhibits a small ‘generalization gap’: a small difference between
a model’s train and generalization error (also known as test error). Figure 1.1 from Goodfellow

et al. [11, p. 113] provides an illustration of this concept.

The capacity of a model can be defined as the ability of the model to fit a variety of complex
functions [12] which affects both its ability to fit data and generalize well [11, p. 110]. Fitting
the data involves adjusting the model’s internal parameters, typically through optimizers such
as Stochastic Gradient Descent (SGD). In the case of DNNs, determining the effective capacity
is challenging because it is limited by the optimizers’ ability to find the set of parameters that
minimize the loss. The loss functions in DNN are highly complex and nonlinear, making finding

the global minimum a difficult task.

From Figure 1.1, we can see that a model that generalizes well has less capacity, i.e., is rep-
resented by simpler functions. However, we still need a low training error. This leads us to
explain two critical aspects: overfitting and underfitting, which are often discussed in terms of

the bias-variance trade-off in SLT.
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Figure 1.1: Illustration of the expected generalization gap in ML, highlighting the concepts of

overfitting and underfitting as they relate to model capacity and error [11].

Overfitting describes when a model performs well on the training data but fails to capture
the underlying patterns needed to generalize to new, unseen inputs, i.e. the model effectively
memorizes the training data (models with high capacity) i.e. high variance and low bias. In
contrast, underfitting occurs when a model’s capacity is too low to capture the underlying
patterns in the data, resulting in poor performance on both the training and test data i.e. high
bias and low variance. We can mitigate the effect of underfitting by increasing training times
or increasing the model’s complexity. However, increasing the complexity of the model can also

lead to overfitting if not controlled properly.

Regularization techniques are designed to prevent overfitting and reduce the gap between train-
ing and test error, assisting a model to generalize better. In modern ML, regularization refers
to any addition that improves generalization. In DNNs, regularization typically involves adding
an explicit term to the loss function which aids in parameter selection. Many regularization
techniques have been proposed such as Ly (weight decay) and L; regularization, dropout, data
augmentation, label smoothing and early stopping [11]. These methods aim to improve gener-
alization, by reducing a model’s test error but not its training error [11], [13]. Techniques that
stabilise training, such as batch normalization, have also been introduced, allowing models to

train faster and generalize better, exhibiting a regularization effect [14].

Despite this theoretical understanding of generalization, DNNs sometimes contradict these intu-

itions, and these models exhibit a phenomenon called double decent. This phenomenon typically




occurs as a “second phase” to what we see in Figure 1.1. As the capacity of the model increases
and the generalization gap increases, we reach a point of interpolation (where all the training
samples have been fitted). As the models capacity increases beyond this point[15], [16] of inter-
polation, it can both memorize the noise in the data and generalize well. The exact reason for

this remains unknown.

1.1.2 Adversarial robustness

DNNSs are inherently vulnerable to adversarial perturbations — small perturbations to the input
data that lead a deep learning model to misclassify the input, often with high confidence [4], [5].
This vulnerability poses challenges where reliability and security of machine learning models are

paramount.

The exact reason for the susceptibility of DNNs to these perturbations remains unknown and
is an ongoing area of research. Several methods have been developed to generate adversarial
examples and evaluate the robustness of DNNs [17]-[20]. Popular attack algorithms, such as
Projected Gradient Descent (PGD) [17], have become standard tools for testing the robustness
of neural networks, as discussed in more detail in Section 2.2.2. These attack algorithms aim to
exploit the vulnerability of neural networks to adversarial examples and current research aims

to improve the robustness of DNNs, by building defenses to such perturbations [21]—-[24].

Popular defenses against adversarial attacks, such as AT [12], [17], aim to enhance the robustness
of these models by explicitly exposing them to adversarial examples during training. Despite
being effective, this approach is computationally expensive as it requires generating adversarial
perturbations for each batch of training data and furthermore does not guarantee robustness

against all types of attacks.

Margin-maximization techniques, while often similarly computationally expensive, have been
explored as an alternative due to their ability to offer a better robustness-accuracy trade-off
compared to methods like PGD adversarial training [9], [10]. We elaborate more on margin-

maximization techniques in the following sections.




1.1.3 Margins

Margins in modern DNNs can be evaluated in various parts of the network, including input layers
(input margins), hidden layers (hidden margins), or output layers (output margins). A typical
margin (hidden or input) is defined as the shortest distance of a sample to the decision boundary,
which is a hypersurface that separates data points belonging to different classes. While extensive
research has been conducted on output margins [25]-[27], output margins simply correspond to
the model’s certainty for a given prediction. Instead, we are interested in the true distance
of a sample to the separating hyperplane. Therefore, we will primarily focus on related work

concerning input and hidden margins.

Margins have been well studied in models such as Support Vector Machines (SVMs) [28], [29]
before the arrival of DNNs [30]. However, the decision boundaries of modern DNNs exhibit
strong non-linearity and operate in high-dimensional spaces [31]. This poses challenges in cal-
culating the exact margin and is considered intractable for modern DNNs [9], [32]-[35]. Due
to the high dimensionality in DNNs we define an oversimplified example with two dimensions
to explain the concept of a margin. Figure 1.2 shows this oversimplified visual representation,
which consists of two classes with two features separated by a decision boundary. The arrows

indicate the margin, i.e. the distance to the decision boundary, for various samples. Due to

Figure 1.2: The samples of two classes (blue and red) separated by a decision boundary. Arrows

indicate the margin for each sample.

the non-linearity of DNNs, we cannot calculate these margins directly; we can only approx-

imate these margins. A first-order Taylor approximation is a well-recognized and often used




equation for approximating margins in modern DNNs. Adversarial attack algorithms, such as
DeepFool [20], or the Fast Adaptive Boundary Attack (FAB) [19], which are important attack
algorithms in this study, utilize this approximation at its core. Much research has been done to

approximate these margins for modern DNNs and we will discuss this in detail in Section 2.4.1.

Robustness and margins

Margin-maximization techniques focus on increasing the margin — the minimum distance be-
tween a sample and its decision boundary — in the input space. Large margins in the input
space have been shown to be correlated with improved adversarial robustness of DNNs [36].
Having a large margin ensures the correct classification of each class despite small input per-
turbations resulting in improved adversarial robustness. The intuition behind this is that if
the margin is large, the adversary will have to generate larger perturbations to fool the model.
Therefore, for perturbations smaller than the margin, the sample will still be correctly classified.
Conversely, a smaller margin suggests that if the perturbation of the adversary is larger than
the margin of that sample, it will be incorrectly classified. However research have shown that
there exists a trade off: increased adversarial robustness often leads to a reduction in the gener-
alization ability of DNNs. This is commonly referred to as the “robustness-accuracy trade-off”.
The reasons behind this phenomenon are not entirely understood and will be discussed further

in Section 2.5.1.

Margins predicting generalization

As mentioned above, increased margins are linked to increased robustness. However, as ev-
idenced by the existence of the robustness-accuracy trade-off, the link between margins and
generalization is less clear. We now turn our attention to the application of margins in predict-

ing generalization in DNNs.

Mouton et al. [33] consider whether large input margins are predictive of the test performance
of pre-trained models. They find that this is not the case, and furthermore note that larger
margins are slightly negatively correlated with generalization in some cases. To address this,
Mouton et al., propose a novel concept called ‘constrained margins’. This measure confines the

margin measurement for each sample to highly specific directions in the input space. Specifically,




they measure the margins in the directions of the principal components of the training data,
i.e. the directions which explain the greatest variance. Their results show a high correlation
between large constrained margins and test set performance across various models and datasets.
This indicates that constrained margins provide a much more reliable predictor of generalization

performance than ‘standard’ input margins.

In summary, while large standard input margins are beneficial for robustness, they are gen-
erally not indicative of improved generalization. Conversely, when measured in high variance

directions, large input margins are correlated with improved generalization performance.

1.1.4 Margin-aware training

To increase the adversarial robustness of DNNs, several authors have developed methods that
attempt to increase the margins during training. Specifically, we focus on two methods that have
been proposed to increase margins during model training: the work proposed by Elsayed et al.
[9] and Xu et al. [10], both of which prioritize large margins to improve a model’s adversarial
robustness during training. Each introduces loss functions designed for maximizing margins in
the input space to improve the adversarial robustness of DNNs and are described in more detail

in Section 2.4.2.

The work by Xu et al. [10] and Elsayed et al. [9] primarily focused on increasing margins,
utilizing innovative approaches to MM of DNNs. Elsayed et al. introduced a novel loss function
based on the first-order Taylor approximation of the margin, which maximizes the margin at any
layer, demonstrating improvements in adversarial robustness. Xu et al. built on this concept
by identifying the vulnerability of data points with smaller margins and proposing Dynamics-
Aware Robust Training (DyART), a technique that prioritizes increasing these smaller margins
in the input space. DyART achieved near state-of-the-art performance on benchmarks such as
RobustBench [37] in 2023 improving on recognized baselines such as AT [17], TRADES [38],
MMA [36], GAIRAT [39], MAIL [40] and AWP [41] under various perturbation bounds.

Despite these gains in robustness, neither method leads to improved generalization on natural,

non-adversarial data.




1.2 Problem statement

The generalization ability of DNNs remains an area of ongoing research. Standard input margins
have demonstrated a connection to increased robustness, however they have been shown to
not be predictive of generalization performance. In fact, increased input margins are often
associated with decreased generalization performance. Constrained input margins, on the other
hand, a novel technique for estimating margins, has shown potential in predicting a model’s
generalization ability. Current margin-maximization approaches focus primarily on standard
input margins and constrained margins have not been investigated in this setting. It is not known
whether constrained margin maximization can be used as an effective regularizer to improve
generalization, what the optimal algorithmic approach for implementing such a regularizer would

be, or which factors might influence its performance.

1.3 Research questions

Research questions to consider:

e Elsayed et al. and Xu et al. introduced novel margin maximization techniques for improv-

ing robustness. Which components from their work contribute mostly to robustness?
e Can these margin maximization methods be adapted to increase constrained margins?

e Does increasing constrained margins lead to better generalization performance and/or

robustness?

e How do other regularization methods, such as weight decay, interact with constrained

margins?

1.4 Objectives

To address our research questions on using constrained margins, as initially introduced by Mou-

ton et al., as a potential regularizer for deep neural networks, we set the following objectives.




1. Understanding the components of margin maximization techniques: Our objec-
tive is to analyze specific components of the margin maximization approaches introduced
by Elsayed et al. and Xu et al., identifying the elements that contribute most to improving

adversarial robustness.

2. Exploring large constrained margins for generalization and robustness: Prior
research on constrained margins has applied them post-training to predict generalization.
Building on the insights from Elsayed et al. and Xu et al. on maximizing margins dur-
ing training, we aim to adapt these approaches to incorporate constrained margins and

evaluate its effect on generalization and robustness in deep neural networks.

By conducting this investigation, the study aims to not only improve the generalization of DNNs,

but also contribute to a deeper understanding of DNNs’ generalization capabilities.

1.5 Study scope

Given the problem statement above, to properly evaluate the generalization ability of a model,
good baselines need to be established. This requires evaluating performance on well-known

datasets and architectures.

e Dataset: We use the CIFAR-10 dataset which is widely utilised for image classification
tasks, providing labeled data with multiple classes, making them valuable benchmarks
for evaluating machine learning algorithms. This dataset is publicly available and widely
adopted within the field of adversarial robustness. While the dataset is sometimes regarded
as a ‘toy problem’, creating an adversarially robust CIFAR10 classifier is still an open and

actively studied problem.

e Architectures: There are multiple architectures used within the field of adversarial ro-
bustness such as ResNet-18s, Wide Residual Networks (WRNs) and VGG-16 type models.
All these architectures are deep learning architectures based on Convolutional Neural Net-
works (CNNs). However, Resnets and WRNs are computationally too expensive for our

experiments and we will mainly focus on VGG-16 architectures.




1.6 Research methodology

This is an experimental study that investigates the effectiveness and viability of utilising con-
strained margins in deep neural network training to improve model generalization. The study
utilizes approaches such as adapting large-margin training, and dynamics-aware robust training,
and adversarial training. The experimental setup involves establishing strong baselines with well
known architectures and datasets, followed by a comparative analysis to evaluate the impact of
constrained margins on DNNs. Overall, the study aims to provide insights into the potential
benefits of incorporating constrained margins in neural network training. The following steps

are taken:

e Experimental development: Create a baseline model that serves as a reference for
comparing the performance of the proposed constrained margin methods. Set up exper-
iments to apply the constrained margin training methods to the selected neural network
architectures and datasets identified in Section 1.5. Ensure proper Hyperparameter (HP)

tuning and training procedures for each method to ensure fair comparisons.

e Training with standard margins: Determine which elements of the MM methods are

most beneficial towards maximizing margins.

e Training with constrained margins: Explore the use of constrained margins during
DNN training using the margin maximization approach from Elsayed et al.’s and Xu et

al.’s methods.

e Comparative analysis: Conduct a thorough comparative analysis between the baseline
model and the DNN models trained with constrained margins. Evaluate the models using
relevant performance metrics and incrementally increase the complexity of experiments to

assess the impact of different techniques on model performance.

e Assessment of experimental findings: After completing all experiments, analyze and
interpret the results to determine the effectiveness of constrained margin training tech-

niques in improving the generalization and performance of DNNs.
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1.7 Dissertation overview

This dissertation has the following structure: Chapter 2 provides the necessary background
information and discusses related work, setting the stage for the rest of the dissertation. In
Chapter 3, we evaluate the components that lead to improved robustness when using margin
maximization loss functions. Chapter 4, applies constrained margins to these components,
assesing their effect on generalization. Finally, Chapter 5, concludes with a summary of the key

findings of the investigation.

1.8 Publications

Sections of Chapter 3 of this dissertation has been published at SACAIR titled “Does simple

trump complex? Comparing strategies for adversarial robustness in DNNs”.
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Chapter 2

Background

Proverbs 16:9: ”The heart of man plans his way, but the Lord establishes his steps.”

2.1 Introduction

In this chapter, we provide the necessary background for this dissertation, focusing on key
concepts related to robustness in DNNs. We begin by introducing adversarial examples and how
the robustness of models can be evaluated (Section 2.2). We then discuss two main techniques
for improving model robustness during training, namely those that directly utilize adversarial
examples (Section 2.3) and margin maximization (Section 2.4), which utilize a loss function to
encourage larger margins during training. Finally, we discuss how robustness characteristics

relate to performance on unseen inputs (Section 2.5).

2.2 Adversarial examples and robustness evaluation

Adversarial examples pose a considerable challenge to the robustness of DNNs. The vulnerability
of DNNs to these adversarial examples has sparked significant research on methods that can

mitigate their effect. In the next Sections, we first define adversarial examples before discussing
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adversarial attacks and defenses against these attacks, respectively.

2.2.1 Adversarial examples

Adversarial examples are specially crafted data samples that appear normal to humans, how-
ever, consistently cause misclassification when evaluated by neural networks. These examples
are created using adversarial attack algorithms to fool a classifier by slightly perturbing clean
examples. These attack algorithms aim to calculate the minimal perturbation that will cause
misclassification. Consider a deep classifier f parameterized by 6, with inputs & € X and cor-
responding labels y € Y = {1,2,...,n}, that generates a prediction score to classify the input
vector @« to class y. The minimal adversarial perturbation A, describes the smallest distance

that changes a sample’s classification and is given by:
Alz; fo) == rr%in |8]|, subject to argm?xfg(a: +0) # argmax fp(x) and |||, <e. (2.1)

where x represents the original input image (example is Figure 2.1), while § is the calculated
perturbation (examples are Figures 2.2a and 2.2b). We will define the adversarial example to be
& where & = & 4+ 0. The term || - ||, denotes the p-norm, which measures the magnitude of the
perturbation. The function fy(x) is the model’s prediction, and fy(&) represents the model’s
prediction for the perturbed input. In practice, a perturbation bound, €, a measure of the
intensity of a perturbation, is often specified to limit the magnitude of the allowed perturbation,
thereby controlling the strength of the adversary. The higher this bound, the more difficult it

becomes to interpret the actual class of a given image. To demonstrate this concept, we provide

Figure 2.1: The original input image x classified as “whale” [20]

an example from Moosavi et al. [20], comparing two prominent attack methods: DeepFool

[20] and Fast Gradient Sign Method (FGSM) [12]. Figure 2.1, is the original input and Figure
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2.2 illustrates both the perturbations (d) and their resulting adversarial examples (&) for each
method!. Notice that these adversarial perturbations are virtually imperceptible to the human

eye, yet can easily fool DNNs to misclassify the example with high confidence.

As previously mentioned (recall Section 1.1.2), DNNs that are able to withstand such adversarial
attacks are known as ‘adversarially robust’” models. Identifying such minimal perturbations
is crucial for measuring model robustness, as the smaller the perturbation required to induce

misclassification, the less robust the model. We elaborate on this further in the following Section.

2.2.2 Adversarial attacks for evaluating robustness

Various attack algorithms have been proposed for generating stronger adversarial examples to
fool modern DNNs, examples of which are PGD [17], FAB [19], DeepFool [20], Fast Gradient
Sign Method (FGSM) [12], and the Carlini and Wagner attack (CW) [42]. At the same time,
techniques have been developed to leverage these adversarial attacks to enhance the robustness
of DNNs against such perturbations [10], [17], [36], [38]. These attacks can be used to generate
adversarial examples in which you can vary the strength of the perturbation e during training
to improve the robustness of models, but can also be used to evaluate the robustness of DNNs

to these attacks under various perturbation bounds.

We aim to utilize adversarial attacks to evaluate the robustness of models. The robustness of
model are evaluated by generating adversarial examples (usually using unseen data, i.e. the
test set) with the above mentioned attacks and then measuring the model’s accuracy on this
set. The classification accuracy of DNNs on these adversarial examples provides insight into the
model’s robust accuracy: a higher prediction accuracy on these adversarial examples indicates

greater robustness.

Robustness is generally evaluated with respect to a specific perturbation bound, i.e. a maxi-
mum perturbation size. Common choices are %5 and % for the lo norm, although similar sizes
adjusted for the Iy norm are also sometimes used [37]. The reason for these choices of pertur-
bation bound is that when larger values are used the samples can often no longer be considered

”adversarial”, i.e. a perturbed dog ”misclassified” as a cat might visually appear like a cat.

!The magnitude of the perturbations in Figures 2.2a and 2.2b, is increased for visualization purposes
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(a) Perturbation § calculated using DeepFool (b) Perturbation d calculated using FGSM
[20] [12]

(c) Adversarial example & using DeepFool (d) Adversarial example & using FGSM

Figure 2.2: Adapted from [20]. Comparison of perturbations and adversarial examples generated
using DeepFool and FGSM methods. Top row shows the calculated perturbations §, while bottom row

shows the resulting adversarial examples &.
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When evaluating robustness, modern evaluations use a combination of attacks to ensure that
the model is not only robust to a single specific attack. Therefore, it is important to measure
the robustness of the models using current State-of-the-Art (SOTA) approaches that combine
multiple attacks for proper evaluation as one can overfit to a single attack. For example, a model
trained with AT (explained in the following Section) might be robust against PGD attacks, it

might not generalize well to other, potentially unknown, attacks [43].

AutoAttack [18] has become the standard benchmark for evaluating the adversarial robustness of
modern DNNs. AutoAttack consists of an ensemble of four attacks. These four attacks include
two variations of the standard PGD attack developed by Madry et al. [17]: an enhanced version
of PGD known as Auto Projected Gradient Descent (APGD) and the Targeted Auto Projected
Gradient Descent (APGD-t) [18]. Additionally, it includes the targeted FAB [19] attack, and
the black-box Square attack [44]. We will elaborate on the attack methods relevant to our study

in the following Sections.

Croce et al. established a framework, RobustBench [37], with the intention of being a standard-
ized benchmark to measure the robust accuracy of DNNs, and to compare findings and results.
The benchmark measures and compares the robustness of user submitted models on the CI-

FAR10/100 datasets using AutoAttack with various perturbation bounds. The most commonly

8

35E which has become a

applied bound in current literature is the [, perturbation bound of

standard benchmark on platforms like RobustBench [37].

2.3 Adversarial training

Adversarial Training (AT) [17] is the standard approach to improving the robustness of clas-
sifiers to defend against adversarial attacks. This method is seen as a form of (online) data
augmentation, where models are trained on adversarial examples generated during each training

iteration. Here we provide a brief explanation of this method.

Adversarial training is formulated as a saddle point problem (min-max optimization problem);
where we first maximize the loss by generating strong adversarial examples (the attack), then

minimize the loss by training the model on these adversarial examples (the defense). This inner
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maximization and outer minimization problem is formalized in Equation 2.2.

minmax £(f(z + 6),y) (2.2)

The inner maximization function aims to find the perturbation § within the set of allowed per-
turbations (S) for a given sample  that achieves the highest loss (£) w.r.t the label y. This is
equivalent to an adversarial attack algorithm that generates the strongest possible perturbation
within a specified perturbation bound. The outer minimization then aims to find model param-
eters that minimize the maximum loss achieved by these adversarial perturbations, making the

model robust against such worst-case attacks.

The set S, as defined in Equation 2.3, defines the set of all perturbations § that the adversary is
allowed to apply to a given input . This is generally defined as a norm constraint, as to enforce
a specified maximum perturbation bound, which ensures that the perturbations are within a

certain distance from the original input. Formally,
S={0ecX:|0|, <€} (2.3)

where & represents the adversarial perturbation applied to the input . The term || - ||, denotes
the p-norm, often chosen as the £,, norm. The parameter € is the maximum perturbation size
which limits how much the adversary can change the input. Thus S, represents the set of possible

perturbations around «, keeping @ +  close to the original input.

Algorithm 1 shows the high-level steps of adversarial training. In short, the model is trained as
normally done with gradient descent, except that the loss is minimized on adversarial examples
that are generated before each update, instead of on natural examples. We now consider two
methods that are commonly used to generate such adversarial examples, i.e. bounded adversarial

attack methods.

2.3.1 Projected Gradient Decent

Madry et al. solved the above-mentioned saddle point problem using Projected Gradient Descent
(PGD) [17]. PGD is a first-order attack, which means that it can effectively maximize the loss of
the inner maximization function using gradient information, i.e. only uses first-order derivatives.
Thus, PGD knows how the output changes to small changes in the input . PGD starts from a

random perturbation (point in the epsilon ball as shown in Equation 2.3) around each natural
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Algorithm 1 Adversarial Training

Require: Training data D, model fy, loss function £, perturbation bound e, number of epochs
E
1: for epoch =1 to E do
2: for (,y) in D do

3: // Inner maximization (generate adversarial example)
4: 0 < argmaxgses L(fo(x + 9),y)

5: T+ x+0

6: // Outer minimization (update model parameters)

7: Update 6 with gradient descent to minimize L(fy(&),y)
8: end for

9: end for

10: return Robust model fy

example in the set S. For each training batch, PGD performs the following steps to solve the
inner maximization problem over a fixed number of iterations (e.g., 7 or 20 iterations, depending

on the desired strength of the adversarial example):

1. Initialize: Start from a randomly chosen point within the e-ball surrounding the original

input x.

2. Calculate Gradient Step: Determine the sign of the gradient of the loss function,

VL (fo(x)), which indicates the direction that maximizes the loss.

3. Update Perturbation: Adjust the input based on the gradient direction with a step size

71, which controls the magnitude of the change at each iteration.

4. Project if Necessary: Apply the projection operator projz, to ensure that the perturbed
example remains within the e-ball around @. This projection is an optimization process

finding the closest point to the updated perturbation that is within the e-ball.

The mathematical formulation for PGD is shown in Equation 2.4:

#31,) = projs (& + nsign (VaL(fo(x))). (2.4)

Here, :fr:’;réD represents the adversarial example at the next PGD iteration, while &; is the ex-

ample at the current PGD iteration. The projection operator proj; ensures that the adversarial
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examples remain within the set &, where & = {x + 6§ :d € S}.

2.3.2 Auto Projected Gradient Decent

The idea behind APGD is to address the limitations of using a fixed step size, , which is a
highly influential hyperparameter for PGD to perform well. Utilizing a fixed step size does not
guarantee that the algorithm consistently reaches higher loss regions in the loss plane. This
essentially means that PGD does not reliably find the strongest adversarial examples. Croce
et al. [18] mitigate this by adjusting the step size based on the trend of the optimization i.e
adjusting the 7, based on how the loss changes. This means that if the loss increases for the
current step size at iteration ¢, then it is sufficient, but if not, then it needs to be reduced
during the next iteration to possibly establish a stronger adversarial example. This requires

four components:

e Define a large initial step size to explore the set .S and find good initial points.

e Define an update step, defined in Equation 2.5, to calculate the adversarial example
by considering important directions to maximize the loss. This is achieved using PGD,
as defined in Equation 2.4, to calculate the adversarial example for the next iteration. A
weight 1 (a hyperparameter defined between 0 and 1, set to 0.75 in their paper) is applied

to balance two components:

1. The influence of the current gradient information on the update, establishing the

important direction of the current update 17(5335% p— Zi).

2. The influence of the gradient information from the previous update, ensuring consis-
tency in the search direction by considering past directions to maintain ” momentum”

in these important directions (1 —n)(&; — &;—1).

Thus, the update step leverages both the current gradient and momentum from past

updates to efficiently optimize the loss function.

Eiy1 = projg (& + n(@5cp — &) + (1 —n) (& — 1)), (2.5)

e Identify fixed checkpoints at which to reduce the step size. These checkpoints are

defined based on the total number of iterations and their positioning are determined based
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on a set of parameters called p; (period length which can be between 0 and 1) to determine
where the checkpoints will be. The amount of checkpoints cannot be more than the total
number of iterations. Therefore, the checkpoints divide the number of iterations into

smaller segments.

e Establish specific conditions at the checkpoints to ensure effective progress in the
optimization process. Croce et al. count the number of successful updates since the last
checkpoint and define a hyperparameter p which represents a step size reduction threshold
(set to 0.75 in the paper). If the loss increases in at least 75% of the steps, the step size

remains unchanged; otherwise, it is reduced.

They therefore explore the set S and reduce the step size at predefined checkpoints when nec-
essary, allowing more effective exploration of the set and the generation of stronger adversarial

examples compared to standard PGD.

2.4 Margin maximization

When employing adversarial training, it is necessary to distinguish between techniques that
directly utilize adversarial examples, as discussed in Section 2.3 and those that focus on margin
maximization (MM). Prominent MM approaches include TRADES [38], work by Elsayed et
al. [9], DyART [10], and MMA [36].

These approaches leverage the concept of a margin, denoted as R from here onward, defined as
the minimum distance of a sample to its nearest decision boundary. Large margins in the input
space naturally imply better robustness, as a larger perturbation is required for the sample to
be misclassified. Therefore, finding a way to increase these margins will allow us to build models
that perform better against stronger attacks. The intuition behind MM approaches is similar to
the min-max optimization problem in the sense that we aim to minimize a loss function aimed

at maximizing the minimum margin.

We now formalize a margin measured in the input space of a DNN. Consider a classifier fy
and an input sample x. We can define the prediction of the classifier for the sample as the
class y corresponding to the maximum output logit zy(x) given by fy(x) = argmaxycy zj ().

To define the decision boundary, we introduce ¢, which represents the output margin — the
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difference between the logit value for the true class y and the highest logit value among all other
classes 3y’ # y. Formally,

do(x) = 24 (@) — max 2} (x) (2.6)
y'#y

A sample x is deemed to be correctly classified when qﬁz(m) > 0 and incorrectly classified
otherwise. The decision boundary exists where there is a tie, that is, ¢§(x) = 0. We can then
define the margin, Ry, as the distance of a sample x to the nearest sample & on the decision
boundary:

Ry(x) = m@in & — x|, st ¢f(&) =0 (2.7)

Here ||.||, is some chosen [, norm. We typically use the [ norm as is convention [10], [17]. Since
we cannot directly calculate this margin due to non linearity, we need to estimate this margin

value.

2.4.1 Estimating margins

As mentioned in Chapter 1, the decision boundaries of contemporary DNNs exhibit strong
non-linearity and operate in high-dimensional spaces, which presents challenges when trying
to calculate the exact margin. Consequently, we rely on measures that estimate the margin.
However, bounded attacks such as PGD (Section 2.3.1) or APGD (Section 2.3.2) are not suited
for this purpose, as the perturbation size is predetermined by the chosen perturbation bound.
These attacks focus on finding an adversarial example within a predefined set S, rather than
directly estimating the margin. In contrast, unbounded attack algorithms like FAB, which utilize
the first-order Taylor approximation, allow for more flexible perturbations and can be used to
provide a more accurate estimation of the margin for modern DNNs, as they directly consider

the decision boundary and generate the smallest possible perturbation.

Taylor approximation

Estimating margins requires approximating the distance of a point to the decision boundary for
modern DNNs. A first-order Taylor approximation is a well-recognized and popular equation
for approximating margins in modern DNNs [9], [19], [20]. Let us consider the commonly used

first-order Taylor approximation of the margin, as shown in Equation 2.8. The margin R(x) for
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point x is given by

Fole) = @ =A@ (2.8)
|Vash(@) ~ Voi @)
where the numerator in Equation 2.8 is given by the difference between the output logits of
the true class, y, and some other class, y’ (i.e. the same as Equation 2.6). The denominator
computes the difference between the gradients Vg of zj (x) and zg/ (z) with regard to the input
x, and then calculates the norm ||.|[ . Calculating the gradient terms requires calculating the
Jacobian matrix which gives the partial derivatives of the logits with respect to the input x.
Here, ||.||4 denotes the dual norm of ||.||, where % + 1% = 1. Specifically, when p = oo, then ¢ =1

[9]. Furthermore, it should be clear that if the sample is incorrectly classified, the numerator

will be negative, and the resulting margin will also be a negative value.

In this work, we will often rely on this first-order Taylor approximation to estimate margins. In

addition, we also consider the FAB attack, which uses this approximation.

Fast Adaptive Boundary attack

FAB is an iterative adversarial attack that aims to find the smallest possible perturbation (ad-
versarial example close to the original input) by adaptively exploring the decision boundary[19].
The high-level process of FAB requires starting from an original input z, and incrementally
moving it in a direction that reduces the model’s confidence. With each iteration, Croce et al.
[19] adapt the search direction based on the local decision boundary. FAB is conducted in three
phases to achieve this: initialization, the core iteration process (bot described as Algorithm 2),

and final refinement (Algorithm 3).

Algorithm 2, assists in explaining the core functioning of FAB in its simplest form. FAB iter-
atively applies a first-order Taylor approximation to find the class s (which is not the original

class c), as shown in Equation 2.9

s = argmin Ry (x;)) (2.9)

with the closest decision boundary to a sample w(i)z.

FAB then performs a projection step
which projects a sample onto this decision boundary and applies a constraint around this sample

(ensures that the perturbed example stays within the defined input region).

2T explicitly do not refer to x(;) as T(;) as FAB provides the adversarial example & at output. However, the
projection of this point @(;)(which is a sample on the decision boundary) will be noted as &
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Algorithm 2 FAB Attack Core Process

1: Input: Original sample x,.;4, Target classifier f

2: Output: Adversarial example with minimal perturbation

3: for each restart do > Initialization Phase: Sets up starting points
4: if first restart then

5: Initialize using original point

6: else

e Sample a starting point within a controlled radius around the original sample. The

size of the radius depends on the current best perturbation.

8: end if

9: for each iteration i do > Core Iterations
10: Estimate nearest decision boundary from current sample using Taylor approximation
11: Project current point onto this boundary (with perturbation constraint)

12: Project original point onto this boundary (with perturbation constraint)

13: Calculate step size using projection distances

14: Generate next candidate using convex combination between the current and original

adversarial example applying the step size.

15: if candidate not classified as original class then
16: if perturbation smaller than best found then
17: Return adversarial example

18: Update minimum perturbation found

19: else

20: Apply linear step towards the original (size of step controlled by HP f3)
21: Return next candidate example

22: end if

23: end if

24: end for

25: end for
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To ensure that the perturbed example stays within the defined input region, Croce et al. [19]
defines a e-ball constraint, C, around x(;) and iy to ensure that their perturbations remain
within the allowable range of pixel values. Specifically, for a given input & € X, the constraint

is expressed as:

C = {:f: eX:[; < :fl(z) < ui}, (2.10)

where [; and u; are the lower and upper bounds for the i-th component of &, which typically
represent the allowable range of pixel values. These bounds ensure that the perturbation does
not cause any input features to exceed these defined values. Other techniques typically clip &

to ensure it remains within the bound constraints.

The projection step with norm p (proj,(z, ¢,C) where x is the input to be projected) is then
used to project both the current sample x(;) and the original sample &,y onto the decision
boundary ¢; which provides the perturbation ¢. Calculating the norm of the perturbation [|6],
provides us with the distance between the sample and its projection. If a point &; violates
the constraint, FAB adjusts &; such that it lies within the defined limits of the constraint.
This guarantees that every perturbed input remains both adversarial and within the valid input

domain.

We then utilize the norms of the perturbations to calculate the step size dynamically based on
the relationship between the perturbation of the current sample 6 and the original sample

5(°ri9) 45 shown in Equation 2.11.

(= min 1871, € [0,1] (2.11)
||5(Z)Hp N ”5(1) y Mmax y L1 .

orig HP

where [|§)]|,, is the distance of x ;) to the decision boundary for class s and ||§ @], is the distance
of @rig to the decision boundary of class s. The ratio therefore adjusts the weight between x;)

and T,y based on their distances to the decision boundary.

FAB also includes an extrapolation step to increase the likelihood of finding a successful adver-

sarial example. This final step to find the next candidate is shown in Equation 2.12:

Bi1 = proje (1= i) @) +16) + u(@orig + 165, ) (2.12)

where 7 is an extrapolation parameter to explore directions beyond the convex combination of

the projections and which respect the constraint C. This final step ensures that #;,; is not

24



only on the decision boundary but also incorporates an extrapolation factor to explore more

adversarial directions.

FAB then checks whether &;4; is misclassified (that is, no longer classified as the original class)
and compares the size of the perturbation for this sample, ||&;4+1 — @orig|lp, With the size of
the previous perturbation found. If the new perturbation is not smaller, Croce et al. apply a

backward step, as shown in Equation 2.13

Zit1 = (1 = B)Torig + Bx(i11), B € (0,1), (2.13)

where they define 8 = 0.9, such that x(;; 1) moves 90% closer towards the original sample. This
allows the model to essentially "try again” and find another adversarial example close to T4

with a smaller perturbation than previous adversarial examples.

After completing all restarts and iterations and returning the adversarial example &,,:, Croce
et al. apply a final step to improve the quality of the adversarial example, as the points close to
the decision boundary can be slightly off because the Taylor approximation is not exact. They

therefore apply a refinement step as shown in Algorithm 3. The goal of Algorithm 3 is to refine

Algorithm 3 FAB Final Refinement

1: Input: Best adversarial example £, Original sample xqrig

2: Definitions: fs(-): score for target class s, f.(-): score for original class ¢

3: for 3 refinement steps do

(fs (ﬁout)*fc (iout))(ﬁout *worig)

4 Caleulate Tiemp = Lout = FGu) fo Gou) + /o @orie) e (Borig)

5: if fo(xtemp) — fe(Ttemp) > 0 then

6: Update £out ¢ Tremp > Tiemp classified as target class s
7: else

8: Update Torig ¢ Ttemp > Tiemp Classified as original class ¢
9: end if

10: end for

11: Ensure: fs(Zout) — fe(Zout) > 0 > Final &,y is classified as s
12: Ensure: fi(Torig) — fe(Torig) <0 > Final &g is classified as ¢

13: return Final adversarial example &yt

the adversarial example &,,; through iterative updates, while ensuring that it remains classified

as the target s.
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2.4.2 Margin maximization loss functions

The core idea of MM is to utilize a loss function that combines traditional cross-entropy loss
with a MM term. This hybrid loss function, as shown in Equation 2.14, is designed to increase

margins in the input space, thereby improving the model’s adversarial robustness.
L= Ly, 9) + X Lam(y, R) (2.14)

Here, Lk is the cross-entropy loss function, y is the true label of a sample, and § the model’s
corresponding prediction. The Ly term, typically includes a user-defined hyperparameter,
v, which represents the minimum margin that should be maintained, making the model less
susceptible to perturbations of an input. In addition, a hyperparameter A is incorporated to

weigh the margin maximization component of the loss function.

We will primarily focus on the MM loss functions proposed by Elsayed et al. and Xu et al.,
respectively. Both methods utilize hybrid loss functions that aim to maximize margins in the
input space whilst minimizing the loss with respect to the inputs for correct classification [9],

[10].

Margin maximization loss function by Elsayed et al.

The Ljspr function introduced by Elsayed et al., for a batch B of size IV, is defined as:
Lym(y,R) = % Z Ay 2y max {0,7 — Rg(x;)} (2.15)
icB
Here 27,, is some aggregation operator, and they experiment with choosing this as either the
mazx operator or the sum operator. For each training sample & (we drop the index for clarity)
and corresponding label y, the individual loss is computed for each class where y' # y. The
margin of a sample @ is therefore calculated to the decision boundary of every other class, vy’ # y.

These individual losses are then aggregated using the max or sum operator.

Intuitively, this loss function aims to ensure that all samples have at least a margin of 7 (the
minimum margin) to the nearest decision boundary. Additionally, it penalizes samples with
smaller margins more than those with larger margins, and also accommodates both correctly
and incorrectly classified samples. Consider a correctly classified sample with a margin smaller

than the minimum margin. The margin loss for this sample will then be equal to y— R. However,
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if the samples has a margin larger than the minimum margin, it will simply be assigned a loss of
zero. On the other hand, if a sample is incorrectly classified, the margin (R) will be negative and
the loss for that sample will be adjusted to account for both the distance the decision boundary

must move for it to be correctly classified and have a positive margin of at least ~.

The behavior of this loss function is perhaps made more clear if one considers how Elsayed et
al. measure the margin for each sample. While some authors measure the exact distance to
an adversarial example, Elsayed et al. opt to rather approximate this distance. This greatly
reduces the computational cost, as calculating adversarial examples for each batch of training
data can be highly expensive. Specifically, they utilize a first order Taylor approximation, as

shown in Equation 2.8, to approximate the margin.

Since there is a derivative in the MM loss function, it requires calculating the second-order
gradient when calculating the gradient of the loss w.r.t. the model parameters for gradient
descent, which is computationally too expensive. They therefore treat the denominator in

Equation 2.8 as a constant during back-propagation.

Finally, Elsayed et al. also experiment with extending this loss function to the margin of each
sample as measured at the hidden layers. Specifically, they replace the input & with its hidden
representation h; at a given layer [. Their goal is to enforce a large margin based on the data
representation at each specific layer. We do not consider the maximization of margins measured

at the hidden layers in this work.

Margin maximization loss function by Xu et al.

Similar to the approach by Elsayed et al., Xu et al. also designed a MM loss function. They
identified an issue with other robust training methods where increasing the margin for one data-
point might decrease the margin of another data point. They called this ‘conflicting dynamics’.
To mitigate this issue, they introduced DyART, an MM loss function designed to prioritize in-
creasing smaller margins [10]. This ensures that all samples have a margin of at least . Their

MM function is defined as follows:

MM(R) = aoxp(-aR),  R<y (2.16)

0, otherwise
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This function assigns an exponential loss to samples with a margin smaller than ~; otherwise,
the loss is zero. The hyperparameter a smooths this exponential function. However, unlike
the MM function of Elsayed et al., the loss function is only applied when ¢j(x) > 0, meaning
incorrectly classified samples are ignored. Since most samples are still incorrectly classified at
the start of training, a burn-in period or training warmup is recommended, where the model is
trained naturally using cross-entropy for a certain number of epochs before applying the MM
loss function. The loss for a training batch B of size IV, with correctly classified samples Bg’ of

size m, is defined as:
1
Lym(R) = o Z MM (Rp(x;)) (2.17)
i€B,

Xu et al. also use a more accurate estimation of the margin for each sample than Elsayed
et al. Instead of relying on the first-order Taylor approximation, DyART utilizes FAB [19] to
find the closest boundary point & from sample . The margin is then given by ||z — &||cc.
Recall from Section 2.4.1 that FAB is much more computationally expensive. In addition, if the
margin is calculated to each class it needs to calculate the Jacobian at each iteration between the
true class and every other class. Therefore, finding the closest point on the decision boundary
becomes computationally prohibitive, especially for datasets with a large number of classes,
such as CIFAR-100. FAB also requires multiple iterations to produce high-quality adversarial

examples.

To lessen this computational burden, Xu et al. do not calculate the margin to each non-label class
for each samples. Instead, they introduced an alternative method for calculating the margin,
known as the soft margin, RZ"& (x), which is the minimum distance of sample to a point on the
‘soft decision boundary’. The soft decision boundary is an approximation of the exact, or ‘true’,
decision boundary. More specifically, the soft decision boundary is given by the points where

¢y (x; B) = 0 for a hyperparameter 3, and ¢ (x; 8) is defined as:

Sh(ai ) = () — 5 1og 3 exp (3 (@) (218)

y'#y
Therefore, instead of calculating the distance to the exact decision boundary, which requires
evaluating the logits for all possible pairs of classes, as defined in Equation 2.6, the Log-Sum-
Exp function of Equation 2.18, gives a weighted average which emphasizes the largest logits
without needing to compare each logit. This reduces the number of operations required as

it avoids the need to compute the margin to every possible pair of logits. This soft decision
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boundary is controlled by a hyperparameter, 3, and the higher this value, the closer the soft

decision boundary represents the exact decision boundary.

Finally, recall that Elsayed et al. are unable to calculate the appropriate gradient of Lj;ps w.r.t.
the model parameters during training due to computational constraints. Xu et al. encounter the
same problem, since the margin calculation (recall Equation 2.7), is within itself an optimization
problem. Inspired by MMA [36], Xu et al. derive a closed-form expression that allows efficiently
calculating the gradient of Ljsps w.r.t. the model parameters. This approach allows for the
model parameters to be updated based on a more accurate representation of how the margin

changes, rather than approximating it as done by Elsayed et al.[9] and Ding et al.[36].

2.5 Robustness and generalization

As previously discussed in Section 2.4, larger margins in the input space imply greater adver-
sarial robustness. However, as previously mentioned, larger margins also often imply reduced
generalization ability, which is known as the robustness accuracy trade-off. In this Section we

elaborate on prior work that investigates this phenomenon.

2.5.1 Robustness accuracy trade-off

Although AT is a widely used approach to improve the robustness of classifiers i.e reducing the
error on the adversarial examples, several studies have shown that it and other methods that
improve robustness often lead to a decrease in clean accuracy i.e increase in the standard error,
commonly referred to as the accuracy-robustness trade-off [1], [6]-[8]. This trade-off has been
extensively studied, with numerous works investigating the inherent tension between enhanc-
ing robustness and maintaining generalization on standard, non-adversarial samples. However,
studies by Rézsa et al. [45] and Gilmer et al. [46] suggest that better generalizing models can

also exhibit improved robustness.

Raghunathan et al. [6] made several observations supporting the trade-off between generalization
and robustness. They noted that the gap between the adversarial loss and standard loss reduces
when increasing the size of the labeled dataset and that the trade-off is due to insufficient samples

and that additional unlabeled data can mitigate this trade-off [6], [8]. Moreover, Raghunathan et
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al. argue that in the case of overparameterized models (having more parameters 6 than training
data), the trade-off between standard and robust error arises because regularization, such as L2,
controls weight size but ignores the data’s underlying distribution. They state this trade-off can
be eliminated in linear regression when incorporating a regularizer that utilizes the distribution

of the inputs.

Tsipras et al. [1] provide another compelling explanation for the robust-accuracy trade-off,
illustrating it as an inevitable consequence of the conflicting objectives between adversarial
robustness and generalization. In their analysis, Tsipras et al. distinguish between robust
features, features that are strongly correlated with the true label which remain stable in the
presence of adversarial perturbations, and non-robust features, which are weakly correlated
with the label and are vulnerable to manipulation by an adversary. For a standard classifier,
any feature that is even slightly correlated with the label is considered useful, meaning the
model will rely on both robust and non-robust features to maximize accuracy. However, this
reliance on non-robust features becomes problematic in an adversarial setting, as these features
can be easily manipulated, leading to a significant drop in adversarial accuracy. They argue
that the trade-off between standard and adversarial accuracy is a fundamental trait of the data
distribution. They observed that standard classifiers, which aim to maximize accuracy, often rely
on non-robust features that can be exploited by adversarial attacks. In contrast, adversarially
robust models focus on learning features that are invariant to perturbations, which are typically
the more robust, strongly correlated features. This leads to a decrease in standard accuracy,
as the model discards non-robust features that contribute to performance in non-adversarial

conditions.

Tsipras et al. provided examples where they visualized the gradient of the loss with respect
to the input pixels (g—é) for several images, as shown in Figure 2.3. These visualizations show
that the gradients of adversarially trained networks align with perceptually relevant features,
indicating that such models learn to prioritize features that are truly representative of the class
label. In contrast, standard models exhibit noisy gradients, relying on features that do not
necessarily correspond to meaningful or robust patterns in the data. It is hypothesized that
these noisy gradients are due to the model relying on non-robust features. In conclusion, the
work by Tsipras et al. [1], along with other studies [6]-[8], highlights the inherent conflict
between standard accuracy and adversarial robustness. The trade-off between these objectives

is likely closely linked to the nature of the data distribution and the specific goals of adversarial
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Figure 2.3: Visualizing the loss gradients with respect to individual features in the input space on the

CIFAR-10 dataset by Tsipras et al. with the bottom two rows adversarially trained[1]

robustness.

2.5.2 Generalization prediction

As we elaborated in Section 2.5, increasing margins results in improved robustness, but can
also lead to reduced generalization on non-adversarial data. That said, margin measurements
have also been used to predict the generalization performance of DNNs. In this section, we
elaborate on prior work that utilizes margins for generalization prediction, in order to make the
link between margins and generalization more clear. Both hidden [32] (Section 2.5.2) and input
margins [33] (Section 2.5.2) have been explored for the purpose of predicting the generalization

of DNNs. We shall elaborate on both of these approaches.

Hidden margins

As previously mentioned, ‘generalization’ refers to a model’s ability to perform well on unseen
data. A key concept related to this is the generalization gap, which is defined as the difference

between training and test performance. Jiang et al. [32] consider the problem of predicting
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this gap for trained models when utilizing only the model parameters and training data. Their
proposed solution relies on measuring the margins of a large number of training samples at

several layers throughout the network. More specifically, their prediction process is as follows:

e Given a large set of trained models with known generalization gaps, the set is divided into

a training and test set.

e For each network, the Taylor-approximated margin (recall Equation 2.8) is measured at the
input layer as well as some selected hidden layers for a large number of training samples.

This results in a distribution of margin values for each layer.

e The margin distributions are then normalized, as different layers can have different acti-

vation scales, which makes comparing the distributions difficult between layers.

e Each layer’s margin distribution is summarized using several statistical measurements, e.g.

the median and inter quartile range.

e A linear regression model is fit using the summary statistics from each model within the

train set to predict the generalization gap.

e The resulting linear predictor is then evaluated by how well it predicts the generalization

gap on the test set of models.

Their results show that these margin distributions serve as reliable features for predicting the
generalization gap in this setting. They further emphasize the necessity of obtaining margin
information from all layers to improve predictions of the generalization gap. This indicates that

the input margin alone is not sufficient.

Constrained margins

Mouton et al. [33] also utilize margins to predict generalization gap, although in a different
setting than that of Jiang et al. Fitting a linear regression model necessitates a training set of
models for which the generalization gap is already known, so instead Mouton et al. consider the
problem of ranking models within a set according to their estimated generalization gap, without
using a training set. The measure is then evaluated by determining how well the proposed

measure ranks the model in comparison to the true generalization gap ranking of the models.
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The same setting has also been previously investigated in the Predicting Genralization in Deep

Learning (PGDL) challenge [47], which serves as the test bed in their study.

Mouton et al. show that in the ranking setting, there are several limitations to the hidden
margin approach of Jiang et al. For one, even though the margin distributions are normalized,
comparison between different layers remains difficult. This is especially troublesome when com-
paring the margins of models with different architectural setups, for example a different number
of layers or differently sized layers. To address these issues, Mouton et al. [33] adopt a differ-
ent approach by confining their margin measurements to the input space. This alleviates the
necessity of normalizing margins, as all models in the comparison share the same input space.
However, they show that following the naive approach of simply ranking the models according
to the mean input margin of many training samples is not predictive of the generalization gap,

i.e. this margin ranking does not align with the true ranking.

This finding is consistent with the previously mentioned robustness-accuracy trade-off (Section
2.5.1): if greater robustness often implies reduced generalization performance, and larger margins
lead to greater robustness, it would be expected that large margins do not necessarily correlate
with generalization (positively or negatively). To address this issue, Mouton et al. leverage
the idea of robust and non-robust features (recall Section 2.5). They argue that for a margin
measurement in the input space to correlate with generalization, it should be measured in
directions which do not rely on non-robust features (weakly correlated with the label), but
rather rely on robust features (strongly correlated with the label). The intuition is that the
margins in these directions should provide a better indication of how well the model separates

the various classes in its training data.

Mouton et al. propose a new margin measurement called ‘constrained margins’. Specifically,
this metric measures the margin in a specific subspace in the input space that is spanned by
the directions which explain most of the variance in the data, effectively filtering out these non-
robust features. They used Principal Component Analysis (PCA) to identify these subspaces.
Although PCA is typically used for dimensionality reduction, it can also be viewed as a tool for

discovering a low-dimensional manifold that captures the true structure of the data.

Figure 2.4 is an illustration of the functionality of constrained margins in a three-dimensional

input space, used for easier visualization. This figure shows a two-dimensional subspace spanned
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by the top two principal components (PC1 and PC2), which explain the most variance. When
the margin is measured, the search space is confined to this subspace, which effectively confines

the directions in which the margin can be measured.

A
—— Subspace
® — Data point pci
Decision
—— boundary in .
the subspace pPC2
'

Figure 2.4: A three-dimensional example of the Constrained Margin Plane (CMP) for two principal
components, PCy and PCs.

To measure a constrained margin, Mouton et al. adapt the Taylor approximation to calculate
the margin within these subspaces, as defined in Equation 2.19.
2 (x) — 2y ()

R | TR o

(2.19)

where P,;, is the m xn matrix formed by the top m principal components (with n input features).
Mouton et al. performed their experiments using the L2 norm and evaluated the predictive power

of constrained margins on the PGDL benchmark.

They show that the mean constrained margin of a model serves as a reliable indicator of the
model’s generalization gap ranking. Notably, Mouton et al. employed Kendall’s rank correlation
to assess the relationship between the mean constrained margins and generalization ability of
the models. Their findings demonstrated a reduction in the correlation with generalization as
the number of Principal Components (PCs) increased. This suggests that margins derived from
the top principal components, those explaining more variance, are more predictive of generaliza-

tion. Therefore, focusing on subspaces with higher variance is key to enhancing generalization
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predictions. Unlike standard input margins, these constrained margins have shown effectiveness

as post-hoc generalization predictors.

Constrained margins are shown to generally be more predictive of a model’s generalization
performance than other margin measurements and are not burdened by the necessity of nor-
malization, as is the case with hidden margins. In particular, Mouton et al. have demonstrated
that constrained input margins outperform standard input margins and hidden margins in the

majority of cases.

2.6 Conclusion

In this chapter, we provided an overview of key concepts related to robustness, including ad-
versarial examples (Section 2.2.1) and how they are generated using attack algorithms and how
these attack algorithms can be used to evaluate the robustness of models (Section 2.2.2). We
also discussed robust training methods for improving the robustness of DNNs, distinguishing
between AT (Section 2.3), utilizing adversarial examples and MM (Section 2.4) that aim to
maximize margins during training in the input space. Similarly, we discuss how we approximate
margins in DNNs (Section 2.4.1) and provide a detailed discussion on how adversarial examples
are generated utilizing this approximation. Moreover, we show how this approximation of the
margin is utilized in MM loss functions for maximizing margins in the input space (Section

2.4.2).

Additionally, we explored how improvements in robustness affect the generalization ability of
models (Sections 2.5.1) and how the link between margins and generalization prediction in
previous studies (Section 2.5.2) has led to the development of constrained input margins that
can effectively predict generalization by focusing on margins in directions that explain the most

variance.

These concepts will be revisited in Chapter 3, where we will implement the Taylor approximation
alongside the margin maximization approaches. We will also utilize the FAB approach and look
at the trade-off between robustness and generalization of models. In Chapter 4, we will adapt
the constrained margin approach which have shown to be predictive of generalization in post-hoc

analysis, to the MM approaches to determine if we can improve the generalization performance
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of DNNs during training.
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Chapter 3

Margin maximization for improving

robustness

1 Thessalonians 5:18: ”Give thanks in all circumstances; for this is the will of God in Christ

Jesus for you.”

3.1 Introduction

This chapter explores the role of margin maximization in improving adversarial robustness of
DNNs, before maximizing constrained margins, focusing on margin maximization techniques
from Elsayed et al.’s method (referred to from here onwards as ” Elsayed’s method”) and DyART,
as discussed in Chapter 2. The goal is to identify which elements contribute the most to im-
proved robustness, particularly against strong adversarial attacks like AutoAttack and PGD. We
start by developing baseline models, followed by the systematic integration of margin-related
components from both methods. Through these experiments, we gain insight into how these com-
ponents impact performance and robustness, enhancing our understanding of effective strategies

to increase adversarial robustness.
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3.2 Approach

As we discussed in Section 2.4.2, two promising margin maximization techniques are the MM
loss function of Elsayed et al. and the DyART method of Xu et al. Comparing these two
methods, it is evident from Section 2.4.2 that DyART can be considered a more complex version

of Elsayed’s approach that introduces several improvements:

1. DyART introduces an exponential loss function which penalizes small margins more.

2. A burn-in phase is added to DyART, ensuring that only correctly classified samples con-

tribute to the loss function.

3. DyART utilizes FAB, as described in Section 2.4.1 to approximate the margins to the soft

decision boundary.

4. DyART incorporates a closed-form solution for calculating the gradients of Lyrpr with
respect to the model parameters, allowing updates based on how the margin changes,

rather than treating the denominator from Equation 2.8 as a constant.

Our approach is to progressively introduce each of these improvements individually to Elsayed’s
loss function to isolate and identify design choices that lead to improved adversarial robustness.
In this section, we elaborate on the different models we train and the expected behavior of each
design choice. We provide more extensive implementation and HP details in the following section.
We first describe our baseline models in Section 3.2.1. Following this, we describe the different
elements that we introduce to Elsayed’s method in Section 3.2.2. Finally, in Section 3.2.3 we

describe how we evaluate the performance of each model.

3.2.1 Baseline models

We start by implementing three baseline models: 1) a standard model trained with vanilla cross-
entropy loss, 2) a model trained using Elsayed’s MM loss function, and 3) a model trained with
Xu’s DyART MM loss function. This allows us to compare each change we make to the original

methods, as well as compare to a ‘normally’ trained model.

We make some slight changes to the original implementations to suit our needs. In terms of
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Elsayed’s method, we opt to only approximate the margin to the highest predicted non-label
class, instead of calculating the margin for every class and using an aggregation operator. This
significantly reduces the computational burden. Additionally, as mentioned in Section 2.4.2
Elsayed et al. also experimented with increasing the margins at the hidden layers. We only

apply his approach in the input space in order to make it comparable to the DyART method.

For the DyART method of Xu et al. we make some slight changes. They implemented stochastic
weight averaging [48] for improved performance. We omit this to better isolate the effect of each
loss function individually. In addition to this, they also train on an additional 10M synthetically

generated images to further improve their robustness results. We omit this for the same reason.

3.2.2 Additions to Elsayed

In this section we elaborate on each of the elements we add to Elsayed’s MM method.

Elsayed’s MM with burn-in

Our approach begins with the Burn-in Phase, where we enhance the standard MM approach
of Elsayed et al. by incorporating an initial burn-in period. During this phase, the model
undergoes natural training for several epochs using standard cross-entropy loss before any MM
techniques are applied. This helps the model establish a solid baseline with relatively high clean

accuracy and a higher proportion of correctly classified samples.

Elsayed’s MM with burn-in and exponential Loss.

Following the burn-in phase, we experiment with the Exponential Loss Function, as defined
in Equation 2.16. This function is designed to operate on correctly classified samples, which
requires a burn-in period, and encourages the model to maintain a margin of at least . Because
this loss function is exponential, it penalizes samples with smaller margins more heavily than
those with larger margins. Incorporating this into Elsayed’s loss function might be beneficial in

improving the adversarial robustness due to the way smaller margins are managed and penalized.
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Elsayed’s MM with FAB

Next, we replace Elsayed’s Taylor approximation (Equation 2.8) with FAB, with the aim of
achieving a more precise margin approximation. FAB accurately calculates the closest boundary
points, offering a significant improvement over the original first-order Taylor approximation
method. This, however, also requires adapting FAB to function similarly to our adapted Elsayed
et al. to only consider the highest predicted class instead of all the classes. This provides
some insight into the importance of a much more accurate approximation of the margin, asking
whether it is worth the added computational cost and whether this is crucial for increasing the

adversarial robustness of DNNs.

Elsayed’s MM with FAB and soft boundary

Finally, we integrate the Soft Boundary technique with our adapted FAB to balance the trade-off
between computational cost and the accuracy of the margin estimation. Comparing the results
of using FAB on its own versus the soft boundary will shed more light on the importance of
a more accurate approximation of the margin and whether reducing the compute by utilizing

their soft boundary approach can be beneficial.

Table 3.1 aims to clarify the components added to Elsayed’s MM function in the experiments. By
systematically testing the listed components in a carefully considered order: beginning with the
Burn-in Phase, followed by the Exponential Loss Function, then Improved Margin Approxima-
tion with FAB, and finally the integration of the Soft Boundary, we aim to build a comprehensive

understanding of how each element contributes to the overall robustness of the model.

Elsayed’s MM Burn-in Exp Function FAB Soft Boundary Gradients
with no additions X X X X X
with Burn-in v X X X X
with Burn-in and Exp. Loss v v X X X
with FAB X X v X X
with FAB and Soft Boundary v X v v X
DyART v v v v v

Table 3.1: Comparison of components added to Elsayed’s MM Function
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3.2.3 Evaluating robustness

For each model, we evaluate its adversarial robustness in several ways. More specifically, we rely
on adversarial attack algorithms and focus on three specific attacks and two key use cases. First,
we use standard PGD as used by Madry et al. [17] to generate adversarial examples for each
epoch during training using the validation set. These examples serve as an additional validation
set, where we calculate the accuracy and robust loss of our model. This approach helps mitigate
robust overfitting —where prolonged training leads to increased robust loss despite decreasing

(clean) training loss [49] — by applying early stopping on the adversarial validation set.

The second use case involves evaluating the adversarial robustness of the final models. We rely
on two different attack algorithms: APGD [18] — an improved version of the standard PGD
attack [17], and finally AutoAttack [18]. While AutoAttack serves as a strong benchmark, it
includes APGD as one of its gradient-based attacks. By separately analyzing using the APGD
attack, we gain a more nuanced view of how these models respond to different gradient-based
attacks, given that it is not as strong an attack as the overall measure provided by AutoAttack.
This combination provides sufficient information to evaluate the adversarial robustness of our

models and gain insights into the contributions of the different components.

3.3 Experimental setup

In this section, we elaborate on our implementation and HP details for the experiments outlined
in the previous section. First, in Section 3.3.1, we describe the dataset and architecture we
consider, along with the standard training HPs. Following this, in Section 3.3.2, we elaborate

on how HPs were tuned for each model individually.

3.3.1 Architecture and standard training parameters

In this section, we explain our standard training setup, including the dataset, architecture, and
training procedure we use. We use CIFAR10 [50] for all the experiments. This is a popular
dataset to investigate adversarial robustness [9], [10], [24], [37]. This is because even though

the dataset is considered relatively simple, building a robust CIFAR10 classifier is still an open
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problem [24]. Furthermore, we specifically focus on robustness to I, attacks with a maximum

8

perturbation bound of § = 3555

FARI10 [37].

which is also a popular evaluation case to investigate on CI-

In terms of model architecture, Xu et al. and Elsayed et al. conducted experiments using larger
CNN-based architectures, such as Wide Residual Networks and ResNet-18s. However, these
are very large models that are expensive to train. Instead, to accommodate our computational

budget, we rely on the smaller but well known VGG-16 architecture [51] for all experiments.

We train our models using stochastic gradient descent with a momentum of 0.9, employing cosine
annealing for the learning rate without restarts and a minimum learning rate decay of 0.001 [52].
Cosine annealing allows us to set an initial learning rate and define a target learning rate to
which it should decay or increase. This approach enables us to maintain constant learning rates
during training or to implement learning rate schedules with specific patterns, such as increasing
or decreasing the learning rates from some initial learning rate to some specified target value.
The models are trained for 200 epochs, and we use batch normalization on all layers. Xu et al.
also experimented with group normalization [53]. We explored the use of group normalization
compared to batch normalization during initial experiments and found that batch normalization

offers better performance.

For model selection and to mitigate robust overfitting [49], we dynamically create an additional
adversarial validation set after each training epoch consisting of 1,024 samples generated from
the original validation set using a 20-step PGD attack [17] with a perturbation bound of § = %.
Early stopping is performed based on the model’s performance on this adversarial validation set,

and the model with the highest adversarial validation accuracy was selected.

3.3.2 Hyperparameter optimization

In this section, we expand on how HPs were chosen for each model. We list each model and
describe the HP optimization process. From each sweep, we select two models: the model with
the highest clean validation accuracy and the model with the highest APGD validation robust
accuracy. We report on the results of these HP optimizations in the following section. We
demonstrate the HP sweep protocol for one set of models in Appendix A.1. A similar process

is followed for the other optimized models, even though the specific HPs searched over differ
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from experiment to experiment, as described. The found HPs for these models are reported in

Appendix A.1, Table A.3.

Baseline VGG16

We performed extensive HP sweeps to identify the best settings for our VGG-16 model. Initially,
we explored various batch sizes (64, 128, 256, 512), learning rates (0.1, 0.01, 0.001), and weight
decay values (0.001, 0.0005, 0.0002) to determine the optimal configuration. The model with
the highest validation accuracy used a batch size of 128, a learning rate of 0.1, and a weight
decay of 0.0005. This model achieves a very respectable 89.24% accuracy on the CIFAR10 test

set. We also use these HPs as a starting point for further experiments.

DyART

To find optimal HPs for the VGG16 model using the DyART training method, we conduct
the HP sweep in two separate phases. First, we conducted a sweep to optimize the burn-in
period. This phase involved experimenting with several learning rates (0.1, 0.01, 0.001) and
batch sizes (64, 128, 256, 512, 1024). Since the DyART training method is computationally
expensive (due to the expensive margin-measuring method), we limited the burn-in phase to
25 epochs of standard training followed by only 3 epochs using the DyART loss function to
assess hyperparameter effectiveness after initialization. (This is enough as the first two epochs
would show signs of catastrophic forgetting [54].) This approach ensures that the HPs not only
perform well during the burn-in phase but are also useful for DyART. For the HPs specific to
the DyART MM loss, we use the exact same HPs as used by Xu et al. [10], which are o« = 3,
v = %, A=1,000, 5=5,and d = %. For the second phase, we selected the top 10 models’
HPs based on their adversarial validation accuracy from the initial sweep. We then proceeded to
retrain these models for 25 epochs of natural training followed by 200 epochs with the DyART

loss function.
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Elsayed’s margin maximization loss

For the MM loss function of Elsayed et al., we conducted a full sweep to determine the optimal
learning rate (0.1, 0.01, 0.001) and batch size (128, 256, 512). In addition, it was necessary to
also search over values of A (10, 15, 20, 25), as the scale of the margin loss is different than when

using Xu’s method and therefore requires a different weighting with cross-entropy

Additions to Elsayed

For each component that we add to Elsayed’s loss function (as described in Section 3.2), we start
by using the HPs that yielded the highest robust validation accuracy for the vanilla implemen-
tation of Elsayed’s margin maximization loss. However, we also search over different learning
rates for each addition to ensure performance, as the learning rates employed for the original
models may not be ideal when integrating the new components. This is with the exception of
the addition of Xu’s exponential margin loss, which necessitates changing A\ as it changes the
scale of the margin loss. In the following section we present results using both A = 25 (as used

for Elsayed’s method) and A = 1,000 (as used for Xu’s method).

3.4 Results

This section presents the outcome of the experiments designed to optimize adversarial robustness
for the VGG-16 model using the approaches detailed in Section 3.2 and the setup defined in
Section 3.3. As outlined in Section 3.3.2, we conducted extensive HP sweeps across various
configurations, including different learning rates, batch sizes, and regularization parameters,
to identify the optimal settings for both DyART and MM loss functions. The results of these
sweeps are summarized in Table 3.2. We first discuss the observations for each result in Table 3.2

individually, before considering the results as a whole in the following section.

1'We could also not rely on the \ values chosen by Elsayed et al., as they included the margins of hidden layers
which also changes the scale.
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Table 3.2: Performance of VGG-16 models evaluated under a perturbation bound of 8/255. ‘Clean
Accuracy’ includes both validation and test accuracies, while ‘Robust Accuracy’ includes results from
AutoAttack and APGD. For each configuration we report the results for models with the highest clean
accuracy and the highest APGD accuracy on the test set.

Model Robust Accuracy Clean Accuracy
AutoAttack APGD Val Test
VGG-16 baseline

Baseline 0 0 90.08 89.24
Elsayed’s MM function
Best clean accuracy 0 13.17  88.64 87.62
Best APGD accuracy 0 14.29  88.70 87.35
Elsayed’s MM with Burn-in
Best clean accuracy 0 13.30  88.12 87.00
Best APGD accuracy 0 27.64  87.34 86.44
Elsayed’s MM with burn-in and exponential loss A\ = 25
Best clean accuracy 0 9.22 87.84 87.07
Best APGD accuracy 0 26.78  86.30 85.15
Elsayed’s MM with burn-in and exponential loss A = 1,000
Best clean accuracy 0 47.38  88.32 87.51
Best APGD accuracy 0.13 49.26  84.58 83.60
Elsayed’s MM with FAB
Best clean accuracy 0 4.46 88.54 87.47
Best APGD accuracy 0 5.40 85.98 85.24
Elsayed’s MM with FAB and soft boundary
Best clean accuracy 0 2.80 87.38 86.86
Best APGD accuracy 0 25.70  86.32 85.26
DyART
Best clean accuracy 0.01 18.77  85.60 84.89
Best APGD accuracy 33.24 33.52 74.72 72.81
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VGG-16 baseline

The VGG-16 baseline shows no robustness under strong adversarial attacks, with an APGD
and AutoAttack accuracy of 0%. This is to be expected, as the model has not undergone any

training to withstand adversarial attacks.

Elsayed’s MM function

Introducing Elsayed’s MM function drastically improves the model’s robustness, with the Best
APGD accuracy model achieving 14.29% accuracy on APGD, while maintaining a relatively
high clean accuracy of 87.35%. This initial comparison shows the effectiveness of Elsayed’s MM
function in significantly enhancing adversarial robustness compared to the baseline without a
substantial drop in clean accuracy. However, we do not observe any gains in accuracy when

using AutoAttack.

Elsayed’s MM with burn-in

The burn-in phase to Elsayed’s MM function further improves robustness. The model with the
best APGD accuracy reaches 27.64%, almost doubling the robustness compared to the MM-
only approach. The clean accuracy sees a slight decrease, but this trade-off can be justified by
the considerable gain in robustness. This indicates that first allowing the model to learn from
clean examples before attempting to maximize the margins is the better strategy for achieving
robustness. That said, against the stronger adversary of AutoAttack, we still observe an accuracy

of 0%.

Elsayed’s MM with burn-in and exponential loss

The exponential loss with A = 25 leads to mixed results. While the best APGD model still
performs well with an APGD of 26.78%, this is slightly lower than with burn-in alone. However,
when A is increased to 1,000, there is a significant boost in robustness, with the APGD jumping
to 49.26%, a substantial improvement over previous configurations. This illustrates that the A

parameter must be carefully calibrated to strike an optimal balance between standard cross-
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entropy loss and the MM loss. We also find a 0.13% robust accuracy on AutoAttack using the
larger value for A, albeit at the cost of a noticeable reduction in clean accuracy, highlighting the
increased trade-off as robustness improves (recall Section 2.5.1). This points to the notion that
the exponential function is effective (to some extent) in mitigating the ‘conflicting dynamics’

issue identified by Xu et al. (recall Section 2.4.2).

Elsayed’s MM with FAB

Utilizing FAB to estimate the margin in Elsayed’s MM function results in a decrease in APGD,
with the best model achieving only 5.40% accuracy. Even when a soft boundary is added, the
maximum APGD accuracy achieved is 25.70%, which is lower than the robustness obtained with
the exponential loss approach (which uses the first-order Taylor approximation). This indicates
that FAB, while an alternative, might not be as effective in this context when compared to
the Taylor approximation. This is especially striking if one considers that FAB is much more

computationally expensive.

DyART

DyART shows different behavior compared to variations of Elsayed’s method. While it has a
APGD of 33.52%, this does not surpass the APGD score of the ‘Elsayed’s MM with Burn-in and
Exponential Loss A = 1,000" method. However, we do observe a respectable 33.24% accuracy
when considering the stronger AutoAttack adversary, which is a substantial improvement on
all of the other methods. We suspect that this stems from DyART’s more accurate calculation
of the margin gradients. That said, we note that DyART also has a more aggressive trade-off

between robustness and clean accuracy.

3.4.1 Distribution analysis

To better understand the results, we visualize the final margin distributions for the best APGD
models in Table 3.2. We generate margins using the train and test sets, separately. For these
plots, we calculate the standard margin (using FAB) for each of these models for 5000 train-

ing/test samples using 100 bins. Additionally, we draw vertical lines at the minimum margin
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defined for these experiments (y = %), but also the defined perturbation bound of §

Figure 3.1, shows the results.
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(a) Train set margins for models with the highest APGD accuracy.
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(b) Test set margins for models with the highest APGD accuracy

Figure 3.1: Comparison of margin distributions for models achieving the highest APGD accuracy

maximizing standard margins.

From the distribution plots in Figure 3.1, we observe that most MM functions successfully
maximize the standard margins on the train set, resulting in median margins larger than both

the baseline model and the defined threshold .

Another key observation is that these models exhibit larger margins on the train set compared

to the test set, indicating robust overfitting.
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For the baseline VGG-16 model, the margin distributions on both the train and test sets lie
predominantly to the left of § with a small number of margins larger than §. This suggests
that this model should have had some robustness against these perturbations not aligning with
its poor performance in Table 4.2, which shows a robust accuracy of 0%. This highlights that
margins smaller than + make the model more susceptible to perturbations as we see that most

samples had margins smaller than ~.

For Elsayed’s MM and its variations with burn-in, we observe a high concentration of margins
exceeding both v and the perturbation bound on the train set. However, on the test set, these
margins often fall below the perturbation bound. Recall from Section 2.2.1 that the perturbation
bound defines the strength of an attack, with its norm representing the maximum distance a
sample can be perturbed. Thus, a model with margins exceeding the perturbation bound should
theoretically be robust against such attacks. Nevertheless, the test set results show that while
these models have some margins exceeding -, they still have many samples with margins smaller
than the defined perturbation which aligns closely with their APGD accuracy. While the APGD
accuracy is rather low for Elsayed’s MM (14.29%), the margins seems predominantly to the right
of the red line in Figure 3.1b, this suggests that APGD is sometimes able to fool the model when

FAB is not, i.e. FAB is not accurately estimating the margin for some samples.

Notably, Elsayed’s MM with burn-in using the exponential weighting (A = 1,000) achieves the
highest APGD accuracy (49.26%). However, its margin distribution is more dispersed, lacking
the concentration observed in other models. This suggests that its performance may not directly

correlate with margin size, implying potential overfitting to the APGD attack.

Furthermore, for Elsayed’s MM with FAB Soft Boundary, the train set shows a higher concen-

tration of large margins compared to the test set, where many samples fall below ~.

For DyART, we observe a shorter tail in its test set margin distribution, aligning well with
its objective of penalizing smaller margins. Additionally, the margins cluster tightly around ~.
Although DyART does not achieve margins as large as those produced by other techniques,
it outperforms them against AutoAttack. This highlights that having a higher concentration
of margins larger than -y, rather than merely maximizing margin size, is crucial for improving

robustness.

49



3.4.2 Discussion

When considering the results of the previous section as a whole, we noted that all configurations
with Elsayed’s MM function surpassed the VGG-16 baseline in terms of robustness. This clearly
demonstrated the effectiveness of these techniques in defending against adversarial attacks while
also highlighting the trade-off with clean accuracy. Furthermore, these models unfortunately did

not achieve any robustness improvements when evaluated using AutoAttack.

It was also evident that some of the additions made by Xu et al. are more effective at im-
proving robustness than others. More specifically, we noted that incorporating the exponential
loss function achieved a 34.97% increase in robust accuracy evaluated using APGD over the
standard approach by Elsayed et al. Likewise, we found that incorporating a burn-in period of
standard training was also very beneficial for improving robust accuracy. Conversely, and quite
surprisingly, we found that a more accurate and more computationally expensive approximation

of the margin with FAB did not improve the adversarial robustness of these models.

When comparing the variations of Elsayed’s. method to DyART, we found that the addition of
the margin gradients led to a substantial increase in AutoAttack robust accuracy, but simulta-

neously, a larger trade-off between the robustness and clean accuracy of the models.

3.5 Conclusions

While both Elsayed et al.’s and Xu et al.’s margin maximization techniques improve the adver-
sarial robustness of deep neural networks in the input space, the specific elements contributing
to this improvement was unknown. This chapter aimed to address this by providing a detailed
overview of the two techniques and isolating the individual elements of the techniques, evaluating

their performance using current SOTA adversarial attack algorithms.

We have identified certain key elements that contribute to adversarial robustness in DNNs, as

well as certain design choices that do not have a large effect. More specifically, we find that:

1. A period of standard training before introducing margin maximization (known as a burn-in

period) is a simple yet effective trick to increase adversarial robustness.
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2. Penalizing samples with smaller margins more is very beneficial, such as through the use

of an exponential loss function.

3. Using a more accurate estimation of the margin does not necessarily lead to improved

robustness.

4. An accurate calculation of the gradient of the margin with regard to the model parameters

greatly improves adversarial robustness.

In conclusion, this chapter provided insights into the elements that positively contribute towards
designing more robust image classification models. While the studied techniques initially seem
complex, it has been shown that they can be decomposed into a number of fairly simple elements,
each of which can be analyzed individually. From the observed results, it is expected that future
developments that target more accurate and efficient gradient estimations will be more beneficial
than techniques aiming to produce more accurate estimations of the margin itself. Next, in
Chapter 4, we explore the same questions, but using constrained margins rather than standard

margins.
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Chapter 4

Large Constrained Margins

Colossians 3:17: ”And whatever you do, whether in word or deed, do it all in the name of the

Lord Jesus, giving thanks to God the Father through him

4.1 Introduction

In this chapter, we aim to enhance the generalization performance of DNNs by incorporating
constrained margins (Equation 2.19) into the existing margin maximization techniques, outlined
in Section 2.4.2. The primary goal is to assess whether these margin maximization functions can
effectively increase constrained margins and, in turn, improve test accuracy, thereby enhancing

generalization performance.

We first introduce the general approach used throughout our study (Section 4.2, followed by
a discussion of the normalization of constrained margins in Section 4.3. This normalization
is required to improve the efficiency of HP sweeps and ensure comparability with standard
margins. In Section 4.4, we apply constrained margin maximization in Section 4.5 to gain
deeper insights into their contributions to margin maximization for improving generalization.
As in Chapter 3, we first use a constant Hessian during optimization but then consider the effect

of backpropogating the Hessian as well in Section 4.6. Finally, in Section 4.7, we examine the
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relationship between constrained margins and adversarial robustness.

4.2 Approach

In this section, we focus on maximizing constrained margins effectively by adapting constrained
margins to the MM loss functions and then progressively applying constrained margins to com-
ponents from Chapter 3, which have been shown to improve the robustness of DNNs. We aim to
establish whether these MM approaches and components that maximize standard margins for
improved robustness will lead to improved generalization when maximizing constrained margins.
We outline the reasoning behind our decisions and describe the approach used to ensure opti-
mal model performance. In Section 4.2.1, we describe our baseline models used in this Section.
Following this, we introduce the components from Chapter 3, which will be used to maximize

constrained margins.

4.2.1 Baseline models

We have two sets of baseline models for comparison: 1) The VGG-16 baseline, established in
Chapter 3, which is a standard model trained using vanilla cross-entropy loss, and 2) The MM
models discussed in Section 3.2.2, which focus on increasing standard margins. At this stage,
we do not include FAB or soft-boundary variants of Elsayed’s MM due to their computational
complexity. These baseline models allow us to analyze the trade-off between clean accuracy and
robust accuracy when employing constrained margins versus standard margins. To facilitate
this comparison, we employ the £, norm for approximating constrained margins. Additionally,
by comparing these models to a naturally trained model, we can assess whether constrained

margins can effectively serve as a regularizer.

4.2.2 Adapting MM for constrained margins

We select the following three variants from Chapter 3: Elsayed’s MM, Elsayed’s MM with
burn-in and Elsayed’s MM with burn-in and the exponential loss function, and adapt them

for constrained margin maximization. In order to maximize constrained margins, we need to
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utilize the constrained margin approximation from Equation 2.19 using the lo, norm. This
will allow us to approximate the margins in directions that explain most of the variance. The
current MM techniques from Section 2.4.2 require two inputs: the minimum margin v and
the approximation of the margin R. Therefore, adapting the MM techniques for maximizing
constrained margins requires substituting the first-order Taylor approximation from Equation
2.8 with that of constrained margin approximation in Equation 2.19. We now elaborate on
the elements we add to Elsayed’s MM method, adapting the approach to specifically maximize

constrained margins.

Additions to Elsayed’s MM function using constrained margins

In this phase, we simply adapt Elsayed’s standard MM approach to maximize constrained mar-
gins instead of standard margins. Additionally, we incorporate the burn-in phase into Elsayed’s
MM function and implement Xu’s exponential loss function, adapted for constrained margins.
By incorporating constrained margins into these components, we aim to enhance the model’s

generalization ability penalizing smaller constrained margins.

To optimize these additions, we use the same protocol as followed in Section 3.2.2 to identify the
set of HPs that effectively maximize the constrained margins for each component. We elaborate
more on it later in Section 4.4.1. From Section 2.5.2, we know that the number of PCs is a HP
that allows us to consider more directions explaining the variance but beyond a certain point the
additional components captures less meaningful variations in the data. Moreover, the margins
will vary greatly for different PCs as selecting less principal components implies measuring the
margin in a smaller dimensional search space, as such we expect the size of the margins to vary
greatly as the number of principal components are changed. This adds several complexities
during the HP tuning process, as sweeps over different PCs would require their own unique ~

value which is not desirable. We provide a solution to this in the following section.

4.3 Normalizing margins

As mentioned in Section 4.2.2; the number of PCs is a HP that affects the predictive performance

of constrained margins, and we also suspect different margin sizes for different numbers of PCs.
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To verify this, we calculate the mean Taylor approximated margin for our trained baseline

VGG-16 model for 1 to 100 PCs using 5,000 samples. This is shown in Figure 4.1.

Constrained margin sizes for different principal components

® @ Original Data

150 1

100 +

Mean Margin Values

50 4 L)

T T T T T
20 40 60 80 100
Number of Components

Figure 4.1: Average constrained margin sizes across varying numbers of principal components (PCs),

calculated for the baseline VGG-16 model using its training data.

It is evident from Figure 4.1, that fewer PCs generate larger constrained margins, and more
PCs generate smaller margins. The change in margin values can be explained by the fact that a
smaller number of PCs captures the core structure of the data, focusing on the most important
directions of variance, while adding more PCs incorporates noise and less relevant features,

reducing the overall margin size as the subspace expands.

This is problematic as this increases the number of HPs to search over and also requires con-
ducting sweeps for each addition to find the optimal ~ value for each set of PCs. This is
computationally very expensive and not an efficient process. Due to this, we aim to normalize

the constrained margin such that the size is invariant to the number of PCs used and similar to

those of standard margins.

4.3.1 Goal

Our key objective is to normalize constrained margins to ensure consistency across different
numbers of PCs. This normalization aligns the mean sizes of constrained margins with those
of standard margins, enabling direct comparisons between the two approaches. By doing so,

we can leverage a known ~ value from robustness studies as a starting point for experiments,
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simplifying HP selection. Additionally, this approach reduces the complexity of HP optimization

by allowing the use of a single v HP across varying PCs.

4.3.2 Experimental setup

In this section, we elaborate on the implementation detail for normalizing constrained margins.
We utilize the model obtained in Section 3.3.2, which was trained on the CIFAR-10 dataset
and was trained naturally using only cross-entropy loss. To normalize constrained margins, we
plan to fit a curve that models the relationship between the mean margin and the number of
PCs. Specifically, we select a function that can fit the curve of the mean constrained margin
size, similar to that shown in Figure 4.1. This function will enable us to normalize the input
mean margin value by modeling the relationship between the mean constrained margin and the
number of PCs. To obtain the curve we need to fit, we first calculate and save the PCs on the
CIFAR-10 training dataset. We then calculate the constrained margin for PCs 1 to 100 using

5,000 samples from the dataset and record the mean margin values (as shown in Figure 4.1).

Now that we have the data, we need to establish a family of equations that can fit the curve of
mean constrained margins against the number of principal components. This process involves
trial and error to identify the appropriate equation that best represents this relationship. To
fit the data, we apply Non-linear Least Squares optimization, which allows us to determine the
optimal parameters for the function that minimizes the error. Once we have a function that
models the relationship, we are able to normalize the constrained margins. The mean of the
constrained margin can now be scaled to match the mean of standard margins, to produce scaled,
normalized constrained margins. We verify the accuracy of this normalization by comparing the

distributions of both the constrained and standard margins.

4.3.3 Results

We evaluate the normalization function’s fit and then compare the constrained margin distribu-

tion to standard margins, applying a scaling factor to align the distributions for further analysis.

To fit the normalization function, we combined reciprocal functions with a logarithmic term as
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described in Equation 4.1.

c d
y:a—i-;—i-;—i-g—i—eiog(x) (4.1)

The values of a,b,c,d, and e were optimized using non-linear least squares, yielding values of
a = —19.910,b = 720.276, ¢ = 4054.033,d = —8763.092, and e = 3.551 as shown in Figure 4.2.

This fitted function provided a strong approximation for the mean margin values across different
PCs.
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Figure 4.2: Left: The reciprocal function (Equation 4.1) modeling the relationship between mean
constrained margins and the number of principal components (PCs). Blue dots represent the original
data points, while the red dashed line shows the fitted curve with parameters a=19.910, b=720.276,

¢=4054.033, and d=3.551. Right: The normalized margin approximation as a function of the number
of PCs, with y-axis spanning only a narrow range (0.95-1.03), indicating relatively small deviations from

unity. (Note the scale.)

Table 4.1 summarizes the mean and median values for both the constrained margins and standard
margins.

We observe that the normalized constrained margins are significantly larger than

standard margins, necessitating a scaling factor to align the distributions.

Table 4.1: Comparison of margin metrics: constrained, normalized, scaled, and standard.

Margin Type ‘ Mean | Median

65.117 | 59.180
Constrained (normalized)

0.712 0.643
Constrained (normalized + scaled) | 0.057 0.051
Standard 0.057 0.053

Constrained
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To align the scales, we divide the normalized constrained mean with the mean of the standard
margins to obtain a scaling factor of 12.5, which provides mean constrained margin values that
match those of the standard margins (0.057), as shown in Table 4.1. This adjustment allows us to
use vy = %, aligning constrained margins with standard margins, and enabling fair comparisons

in subsequent analyzes. Figure 4.3 presents the margin distribution for the results in Table 4.1.

4.4 Constrained margin maximization

This section aims to maximize constrained margins using Elsayed’s MM functions, as defined in
Section 4.2.2. This involves incorporating the constrained margin normalization from Section 4.3
to determine whether constrained margins can be used as a regularizer to improve generalization.

We provide the experimental setup in Section 4.4.1 and discuss our results in Section 4.4.2.

4.4.1 Experimental setup

Here, we elaborate on our implementation. First, we describe the dataset and architecture we
use, along with the standard training HPs. Following this, we elaborate on how HPs were tuned

for each model individually.

Standard training parameters

In this section, we explain our standard training setup, including the dataset, architecture, and
training procedure that we use. We use the CIFAR-10 dataset [50] for all of our experiments.
Furthermore, we specifically focus on using the I, norm for the margin calculations in the ex-
periments and not the Lo norm as used by Mouton et al.. This was done to maintain consistency
with the robustness experiments, allowing the results incorporating constrained margins to be
directly comparable to those using standard margins. Similarly to Chapter 3, to accommodate
our computational budget, we rely on the smaller but well known VGG-16 architecture [51] for

all experiments.

Recall the standard training parameters as outlined in Section 3.3.1. Similarly, for these exper-

iments we train our models using stochastic gradient descent with momentum of 0.9, employing
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Figure 4.3: Margin distributions for VGG-16 baseline model, 30 bins. Constrained margins calculated
using 10 PCs.

99



cosine annealing for the learning rate without restarts and a minimum learning rate decay of
0.001 [52]. We also apply weight decay of 0.0005 on all experiments as used in our VGG-16
baseline model (as identified in Section 3.3.2). These models are also trained for 200 epochs,
using batch normalization on all layers. Early stopping is performed based on the model’s per-
formance on the validation set, and the model with the highest validation accuracy was selected.
Moreover, for the margin calculations, we store the per-batch margin values for both standard
and constrained margins during training, and compute the mean and median margin per epoch
using these metrics to select the model with the largest margin. After training, we then calculate
the constrained margins for all our models on the test set to evaluate the effectiveness of con-
strained margin maximization. All experiments are conducted on a single NVIDIA A30 GPU
to maintain consistency and avoid floating-point discrepancies across multiple devices, ensuring

reproducibility.

Hyperparameter optimization

In this section, we expand on how HPs were chosen for the models that incorporate the additions
in Section 4.2 using constrained margins and describe the HP optimization process. From each

sweep, we select the model with the highest clean validation accuracy.

Additions to MM functions using constrained margins. We conducted several sweeps
to define the optimal HPs for the MM functions using constrained margins described in Section
4.2.2. For these experiments, we identified four crucial HPs: learning rate, A, v, and number of

PCs. For the learning rate, we sweep over various learning rates (0.1, 0.01, 0.001).

Furthermore, we aim to define a range of realistic PCs values for the sweeps to limit computation.
We consider the work of Mouton et al., which demonstrated that increasing the number of PCs
beyond a certain threshold leads to a negative correlation with the generalization ability of
models. Moreover, Mouton et al. used 5 components for generalization prediction on CIFAR-10
models with a VGG-like architecture. However, initial experimentation shows that 5 components
is too limited a search space for our needs. Instead, we search over a range of 10,20, 50 and 100
PCs, as these values were shown to maintain correlation with generalization by Mouton et al..

Additionally, they observed that this correlation rapidly decreases past 100 PC.
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Recall Section 4.3 that constrained margins now have similar margin characteristics to those

of standard margins. This enables us to utilize a well-known baseline, v = % as used for

the experiments in Chapter 3. However, due to the unknown behavior of constrained margins,

32

555,0.3 and 0.5). This enables us to evaluate the potential

we also explore larger values of 7 (

benefits of increasing this value.

As we normalize our margins to align with the scale of standard margins, we can use values for
A (specifically 10, 15, 20, 25) as that used for Elsayed’s MM functions (without the exponential
loss function), similar to that employed in Section 3.3.2. Additionally, we apply a significantly
larger value of A = 50 to account for a broader range of potential outcomes. This is with the
exception of the addition of Xu’s exponential margin loss where we will use A = 25 (as used
for Elsayed’s method) and A\ = 1000 (as used for Xu’s method) in Table 3.2. Additionally, we
explore smaller values and sweep over A = 0.5, 1, and 2 for Xu’s exponential function to reduce

the weight of the MM component for further insights.

4.4.2 Results

The results of these sweeps are summarized in Table 4.2 indicating the mean normalized and
scaled constrained margin values for the models as well as their mean standard margins. The
HPs for the models presented in Table 4.2 are detailed in Appendix A.2, Table A.3. For the

constrained margins in Table 4.2, we report the scaled-normalized constrained margin values.

Did increased constrained margins improve generalization?

We can see that in all cases we achieved increased constrained margin values compared to the
baseline model and also achieved mean margin values larger than the defined minimum margin
~. Despite this, we did not obtain improved test accuracy, i.e. generalization performance.
Specifically, Elsayed’s MM function increased constrained margins compared to the baseline but
resulted in lower validation and test accuracy. Adding a burn-in phase led to even higher con-
strained margins relative to Elsayed’s MM alone, though generalization performance decreased
further. Moreover, with the addition of Xu’s exponential loss function, constrained margins
increased successfully unless A is very large as the model with the highest validation accuracy

was achieved during the burn-in period. As mentioned in Section 4.4.1, we conducted further
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Table 4.2: Performance of VGG-16 models maximizing constrained margins. ‘Clean Accuracy’
includes both validation and test accuracies, while ‘Mean Margins’ include the mean margins calculated
for both constrained and standard margins. For each configuration we report the results for models
with the highest clean accuracy and the largest mean constrained margin. (‘) indicates that the model

with the largest mean constrained margin is the same as the model with the best clean accuracy.

Model Mean Margins Clean Accuracy
Constrained Standard Val Test
VGG-16 Baseline
Baseline 0.057 0.057 90.08 89.24
Elsayed’s MM function
Best Clean Accuracy 0.212 0.244 88.92 87.76
Largest CM 0.315 0.363 88.58 87.90
Elsayed’s MM with Burn-in
Best Clean Accuracy 0.292 0.292 89.36 87.68
Largest CM 0.378 0.423 88.68 87.35
Elsayed’s MM with Burn-in and Exponential Loss A = 0.5
Best Clean Accuracy 0.046 0.053 88.54 86.79
Largest CM 0.039 0.085 86.52 84.98
Elsayed’s MM with Burn-in and Exponential Loss A = 25
Best Clean Accuracy 0.011 0.012 87.64 86.28
Largest CM 7 7 7 7
Elsayed’s MM with Burn-in and Exponential Loss A = 1000
Best Clean Accuracy - - 86.90 85.43
Largest CM 0.012 0.013 85.24 84.15
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sweeps with smaller \ values using Xu’s exponential loss function. These sweeps revealed that
A = 0.5 achieved the highest validation accuracy for both the models. This further illustrates

that constrained margin maximization could not improve the generalization performance.

To conclude, we successfully maximized constrained margins, however this did not result in
improved generalization performance. Higher penalization in the MM loss function, particularly

with the exponential loss, corresponded to an even greater decline in generalization performance.

Comparing the effect of standard and constrained margins on accuracy

We can see from Table 4.2 that we achieved larger standard margins compared to the baseline
model. We also see that maximizing constrained margins resulted in even larger standard
margins which is unexpected as we are explicitly maximizing constrained margins. To further
understand this phenomenon, let us compare the validation and test performance for the models
when maximizing constrained margins and when maximizing standard margins. We use the best
clean accuracy values from Table 3.2 in the previous chapter and the models with the highest

clean accuracy in Table 4.2.

Table 4.3: Comparison of clean validation and test accuracies between constrained margin (CM)
maximization and standard margin (SM) maximization for the VGG-16 model. Results are presented

for models with the highest clean accuracy under each configuration.

Configuration CM Maximization SM Maximization
Val Acc Test Acc Val Acc Test Acc
Elsayed’s MM Function 88.92 87.76 88.64 87.62
Elsayed’s MM + Burn-in 89.36 87.68 88.12 87.00
MM + Burn-in + Exp Loss (A = 25) 87.64 86.28 87.84 87.07
MM + Burn-in + Exp Loss (A = 1000) 86.90 85.43 88.32 87.51

As shown in Table 4.3, models trained with Elsayed’s MM function, both with and without
burn-in, demonstrate better generalization performance when maximizing constrained margins
compared to standard margins. However, when incorporating Xu’s exponential loss, standard

margin maximization achieves improved generalization for both A values.

Despite this, the more robust configuration in Table 3.2, which utilized both burn-in and Xu’s

exponential loss with A = 1000, resulted in both constrained and standard margins falling below
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the defined value of . This suggests that, even though the constrained and standard margins
increased during training, processes that heavily prioritize robustness do not establish a clear
link between constrained margins and improved robustness. We will explore this further in

Section 4.7.

Notably, using a large A for constrained margin maximization results in a more pronounced trade-
off, reducing generalization performance. This also suggests that the process of maximizing
margins inadvertently enhances standard margins, implying a degree of correlation between
the two margin approximation approaches. This is not expected because, as we described
in Section 2.5.1, standard margins focus on more robust features, while constrained margins
specifically look in directions that explain most of the variance, i.e., more spurious features
that have been shown to correlate with generalization. Thus, because of the trade-off and the
features learned by models that aim to increase robustness and generalization, we would expect

increasing constrained margins and not increasing standard margins.

Margins during training

From the results in Table 4.2, even though the constrained margins are successfully maximized,

we see that the mean margin values are much higher than the defined v = %. This is unex-
pected, as the MM functions explained in Section 2.4.2, are assigned a loss of zero with margins
above v. We show in Figure 4.4 how the mean and standard margins increased during training
for the models with the highest clean accuracy in Table 4.2, using a logarithmic scale to capture

both large and small values effectively.

Figure 4.4 shows a notable increase in constrained margins, and we observe that the mean exceeds
v, across all models. This is surprising since the equations in Section 2.4.2 do not target samples
with margins larger than v = %. The HPs used for the MM functions effectively increased the
constrained margins, while also reducing loss values, indicating successful model convergence and
learning behavior. Similarly, we see that standard margins closely track constrained margins,
once again suggesting that there is some correlation between standard and constrained margins

and that maximizing margins in the directions explaining most of the variance do not correlate

with improved generalization. We explore the possible reasons for this in Section 4.5
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Figure 4.4: Comparison of constrained and standard margins under different configurations
maximizing constrained margins. Left: Training and validation errors, along with the standard margin.

Right: Margins during training, with + highlighted for reference.
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4.5 Implications of using regularizers

The results from Section 4.4.2 were unexpected and pose the question of whether the large
increases in constrained margins are caused by the margin maximization method or due to other
choices of our training protocol. Specifically, we suspect that regularizers such as weight decay
or the learning rate scheduler can contribute to the observed increase in the mean margin beyond

the defined . In this Section we aim to gain insights on these questions and uncertainties.

4.5.1 Experimental setup

We investigate the cause of the increase in margin values by focusing on the learning rate
schedulers and regularizers implemented in our models. Apart from early stopping, the only
regularizer used is weight decay. In order to evaluate the effect of regularizers or learning rate
schedulers on our models, we isolate the effects of these regularizers by training a model with

FElsayed’s MM function in three training scenarios:

1. Using our cosine annealing scheduler but removing weight decay (Figure 4.5b).
2. A constant decay learning rate with weight decay (Figure 4.5a).

3. A constant decay learning rate without weight decay (Figure 4.5¢).

For these experiments, we select HPs from the model with the highest clean accuracy and then

perform a sweep over various learning rates to ensure optimal performance.

4.5.2 Results

This section presents the results of the best performing models on the HPs found during the
sweep, focusing on the effects of different learning rate schedulers and the removal of weight

decay.

When considering the mean margin, we observe that only the model trained with weight decay
achieves a mean constrained margin above gamma. For the learning rate schedule we observe

that these schedulers do not aid in maximizing margins, as we can see in Figures 4.5b and
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4.5¢, the absence of weight decay results in mean margins below the defined . Moreover, when
considering validation performance, we see that the combined validation loss (Lor + L)

reduces i.e. the model is effectively learning.

Figure 4.5 illustrates that weight decay is essential for achieving larger margins, as models
trained without it struggle to meet the minimum margin and show lower validation accuracy
(below 82%). It might be beneficial to conduct additional experiments in which we obtain a
new naturally trained baseline model when not using weight decay to obtain the best possible
performance in this scenario. Additionally, while constant learning rate decay supports margin
growth, it requires longer training times compared to schedules like cosine annealing as a con-
stant learning rate decay requires more time to achieve smaller learning rates, especially in the
absence of weight decay. These results highlight the importance of carefully tuning HPs, partic-
ularly weight decay and learning rate schedules, to optimize both margin size and generalization

performance.

4.6 Adding Hessian backpropagation

Based on the background provided in Section 2.5.1, you would expect that increasing constrained
margins would result in decreasing standard margins or vice versa due to the robustness accuracy
trade-off. We found in the sections above that there is not that great a difference between
maximizing constrained margins and maximizing standard margins. This might be due to the
fact that with Elsayed’s method, the denominator of the Taylor approximation is treated as
a constant during backpropagation (as mentioned in Section 2.4.2). Since the core difference
between calculating standard input margins and constrained margins is in the denominator
(recall Equation 2.19), it is natural to assume that additional gradient information might be

necessary to effectively increase the constrained margin and not the standard input margin.

4.6.1 Experimental setup

Calculating the gradient of the denominator involves calculating the second-order derivatives,
i.e. a Hessian. To do this, we include the denominator calculation in the computational graph

in the first-order Taylor approximation. During backpropagation, this enables the calculation
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of second-order derivatives ensuring that gradient information is updated based on how the
gradient changes. Calculating the Hessian is computationally very expensive, and realistically
not a viable option due to the increased training times. However, as we already have a set of
HPs that yield good results, we can use these HPs and only add a few additional searches for
learning rate. This should provide better maximization of the constrained margins. For the
experiments we select the best HPs for the models in Table 4.2 for each addition, and then

conduct learning rate sweeps along with the calculation of the Hessian.

4.6.2 Results

This section presents the outcome of the experiments designed to maximize constrained margins
when calculating the Hessian of the MM loss functions during backpropagation. Table 4.4,
shows the results when calculating the Hessian of the denominator in the first-order Taylor

approximation.

Table 4.4 shows that constrained margins are significantly larger when the Hessian is incorpo-
rated into the calculations. The burn-in technique further amplifies these constrained margins
compared to the results in Table 4.2. Unlike the findings in Table 4.2, where the denomi-
nator is treated as a constant and maximizing constrained margins leads to improvements in
both constrained and standard margins, incorporating the Hessian allowed us to maximize con-
strained margins effectively without impacting standard margins. However, this improvement
in constrained margins came at the cost of a further reduction in clean accuracy across all

configurations.

For models using exponential loss, the highest clean accuracy was obtained during burn-in, before

[

the full application of the MM function, as indicated by the entries. This emphasizes that
constrained MM could not improve on the generalization performance achieved with standard
cross-entropy loss during burn-in. Furthermore, for the models with the largest constrained mar-
gins, increasing A successfully increased the constrained margins to exceed the defined ~y, which

was not the case in Table 4.2, and this time without affecting the standard margins. Despite

this, we observed a large trade-off, with a 12.82% reduction in generalization performance.

In summary, incorporating Hessian calculations leads to substantially higher constrained margins

compared to the results from Table 4.2, does not affect constrained margins, but results in a
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Table 4.4: Performance of VGG-16 models maximizing constrained margins when calculating the
Hessian of the approximation. ’Clean Accuracy’ includes both validation and test accuracies, while
"Mean Margins’ includes the mean margins calculated for both constrained and standard margins. For
each configuration we report the results for models with the highest clean accuracy and the largest
mean constrained margin. (‘’*) indicates that the model with the largest mean constrained margin is

”» N

the same as the model with the best clean accuracy. means that the best model was found during

burn-in when no MM was applied.

Model Mean Margins Clean Accuracy
Constrained Standard Val Test
VGG-16 Baseline
Baseline 0.057 0.057 90.08 89.24
Elsayed’s MM function
Best Clean Accuracy 0.003 0.008 86.46 85.35
Largest CM 2 2 2 ”
Elsayed’s MM with Burn-in
Best Clean Accuracy 2.508 0.219 85.74 84.88
Largest CM 3.030 0.309 85.06 84.85
Elsayed’s MM with Burn-in and Exponential Loss A = 0.5
Best Clean Accuracy - - 86.26 84.77
Largest CM 1.574 0.129 84.22 82.58
Elsayed’s MM with Burn-in and Exponential Loss A = 25
Best Clean Accuracy - - 85.76 85.06
Largest CM 0.181 0.006 77.34 76.47
Elsayed’s MM with Burn-in and Exponential Loss A = 1000
Best Clean Accuracy - - 86.42 85.32
Largest CM 0.190 0.007 76.06 77.22
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larger trade-off of with test accuracy. This emphasizes that maximizing constrained margins
during training does not result in improved generalization performance. This points to the
question regarding the effect constrained margins have on robustness. We discuss this further

in Section 4.7.

4.7 Constrained margin and robustness

Since we could successfully increase the constrained margins during training, but could not
improve the generalization performance of these models, we aim to establish whether we achieved

improved adversarial robustness when maximizing constrained margins.

4.7.1 Experimental setup

For these experiments we simply utilize the trained models from Tables 4.2 and 4.4, for both the
best clean accuracy and largest constrained margin for each configuration. We then evaluate
the robust accuracy of these models on AutoAttack and APGD using a perturbation bound of
6= 2%, precisely as done in Chapter 3. This would provide further insight into the effect of

maximizing constrained margins.

4.7.2 Results

In this section we show the adversarial robustness of the models which maximized constrained
margins. Table 4.5, shows the results when calculating the robust accuracy of the models in

Tables 4.2 and 4.4.

From Table 4.5, we compare models trained with and without the Hessian approximation during
backpropagation. None of the additions demonstrated improvements in robust accuracy against
AutoAttack. While some models trained with burn-in achieved slightly better robust accuracy
against the APGD attack, these gains were inconsistent and came at the cost of reduced clean

accuracy. Adding the exponential loss function also failed to improve robustness.

Models trained without the Hessian outperformed those trained with the Hessian in both robust

70



Table 4.5: Performance of VGG-16 models on robust and clean accuracy metrics. 'Clean Accuracy’
includes both validation and test accuracies. For each configuration, we report the results for models
with the highest clean accuracy and the largest robust accuracy. (*’¢) indicates that the model with the

largest robust accuracy is the same as the model with the best clean accuracy.

Model Robust Accuracy Clean Accuracy
AutoAttack APGD Val Test
Elsayed’s MM function

Best Clean Accuracy 0 23.13  88.92 87.76
Largest Robust Accuracy 0 5.04 88.58 87.90
Best Hessian Clean Accuracy 0 1.79 86.46 85.35

Largest Hessian CM ” ” » »
Elsayed’s MM with Burn-in

Best Clean Accuracy 0 14.78  89.36 87.68
Largest Robust Accuracy 0 11.70  88.68 87.35
Best Hessian Clean Accuracy 0 3.73 85.74 84.88
Largest Hessian CM 0 1.00 85.06 84.85
Elsayed’s MM with Burn-in and Exponential Loss A = 0.5
Best Clean Accuracy 0 0.03 88.54 86.79

Largest Robust Accuracy 0.28 86.52 84.98
Best Hessian Clean Accuracy 1.39 86.26 84.77

Largest Hessian CM 14.17  84.22 82.58
Elsayed’s MM with Burn-in and Exponential Loss A = 25

o O O

Best Clean Accuracy 0 0 87.64 86.28
Largest Robust Accuracy 7 7 7 7
Best Hessian Clean Accuracy 0 5.27 85.76 85.06
Largest Hessian CM 0 1.00 77.34 76.47
Elsayed’s MM with Burn-in and Exponential Loss A = 1000
Best Clean Accuracy 0 3.15 86.90 85.43

0 85.24 84.15
2.07 86.42 85.32
0 76.06 77.22

Largest Robust Accuracy
Best Hessian Clean Accuracy
Largest Hessian CM

o O o
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accuracy and generalization. As noted in Section 4.6.2, Hessian-based training successfully
maximized constrained margins without affecting standard margins. However, Table 4.5 shows
that these models experienced the largest trade-offs in clean accuracy and also exhibited reduced
robustness compared to models trained without the Hessian, which maximized both constrained
and standard margins. This suggests that focusing on constrained margins leads to reduced

robustness and generalization performance.

We now aim to compare the robustness performance of constrained margin maximization against
standard margin maximization approaches from Chapter 3. For this comparison, we focus on
the results of constrained margin maximization calculated using the Hessian as this method
exclusively maximizes constrained margins. This allows for a direct comparison between pure
constrained margin maximization and standard margin maximization. Furthermore, in both
cases, we compare the models that achieve the best APGD scores from Table 3.2 and Table 4.5,

specifically focusing on the models where Hessian was used for constrained margin calculations.

Table 4.6: Comparison of robustness performance between constrained margin maximization (using
the Hessian) and standard margin maximization approaches on VGG-16 models. The Hessian-based
results represent pure constrained margin maximization, allowing for a direct comparison against
standard margin maximization approaches from Chapter 3. The table displays the test accuracy and

robustness of these models measured against AutoAttack and APGD with a perturbation bound of

6= 55z

Approach Variant Clean Acc. APGD AutoAttack
Base Elsayed’s MM 87.35 14.29 0.00
MM with Burn-in 86.44 27.64 0.00
Standard MM MM + Burn-in + Exp Loss (A=25) 85.15 26.78 0.00
MM + Burn-in + Exp Loss (A=1000) 83.60 49.26 0.13
Base Elsayed’s MM 85.35 1.79 0.00
. MM with Burn-in 84.88 3.73 0.00
Constrained MMy i1 Blirnein + Exp Loss (A=25) 85.06 5.27 0.00
MM + Burn-in + Exp Loss (A=1000) 85.32 2.07 0.00

From Table 4.6, it is clear that standard margin maximization consistently outperforms con-
strained margin maximization in nearly all configurations. Standard MM not only achieves
better robust accuracy, with the best APGD performance of 49.26% in the ”MM + Burn-in +
Exp Loss (A=1000)" variant, but also maintains higher clean accuracy. In contrast, constrained
MM approaches show significantly reduced robustness, with the best APGD performance only

reaching 5.27%. Moreover, the constrained margin models also exhibit lower generalization per-
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formance, further emphasizing the trade-off with reduced clean accuracy. These results suggest

that standard margins are more effective for both robustness and generalization.

4.8 Discussion

This study investigated whether maximizing constrained margins in deep neural networks could
improve their generalization performance. The results reveal that despite successfully increasing
constrained margins, this approach did not lead to the anticipated improvements in generaliza-

tion, and subsequent robustness testing also showed no enhancement in adversarial robustness.

4.8.1 Generalization performance

Our primary finding is that maximizing constrained margins does not improve the generalization

performance of DNNs. We find that:

1. Consistent reductions in the validation and test accuracies across all margin maximization

configurations compared to the baseline model.

2. Models achieving the largest constrained margins typically showed the worst generalization

performance.

3. Even with burn-in periods and various exponential loss parameters (\), we could not

overcome this trade-off between margin size and model performance.

This result is particularly interesting, as it challenges the intuitive expectation that larger con-

strained margins should lead to better generalization.

4.8.2 Role of weight decay

From our experiments aiming to investigate the cause of the large increase in the constrained
margin, we discovered a crucial role of weight decay in the margin maximization process. The

experimental results highlighted several key insights:
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1. Essential role of weight decay: Weight decay proved fundamental for successful margin
maximization, with models trained without it failing to achieve acceptable validation accu-
racy (below 82%). The presence of weight decay significantly impacted both the achievable

margin values and the model’s generalization capability.

2. Learning rate interactions: The effectiveness of margin maximization showed strong
dependence on the learning rate schedule. While constant learning rate decay supported
margin growth, it required longer training periods compared to cosine annealing schedules,

particularly when weight decay was absent.

3. Margin growth patterns: Models with weight decay demonstrated more stable and
larger margin values, suggesting that this regularization technique plays a vital role in

shaping the model’s decision boundary during training.

The impact of regularization strategies on margin maximization revealed additional insights:

e Weight decay and margin values: Models trained with weight decay consistently
achieved higher margin values, indicating that this form of regularization is essential for

effective margin maximization while maintaining model stability.

e Training without weight decay: The absence of weight decay led to significant chal-
lenges in meeting minimum margin requirements, with validation accuracies falling below
82%. This suggests that weight decay plays a crucial role in balancing margin growth with

model generalization.

4.8.3 Hessian calculations and model performance

The addition of Hessian calculations for the Taylor approximation yielded notable results:

1. While successfully increasing constrained margins without increasing standard margins,

this approach led to further degradation in test accuracy.

2. Models using exponential loss functions with Hessian calculations achieved their best per-
formance during the burn-in phase, suggesting that the margin maximization process itself

was detrimental to model performance.
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4.8.4 Constrained margins and their effect on robustness

After observing that constrained margin maximization did not improve generalization, we inves-

tigated whether it might enhance adversarial robustness. The results were equally disappointing;:

1. We had 0% across all configurations against AutoAttack.

2. APGD showed minimal robustness, with even the best models achieving only 23.13%
accuracy. We also achieved worse robustness when compared to maximizing standard

margins.

3. Larger constrained margins often corresponded to worse robustness metrics.

4.9 Conclusion

In this study, we investigated whether maximizing constrained margins could improve the gen-
eralization performance of deep neural networks. Through extensive experimentation, we found
that, while we could successfully increase constrained margins, this did not translate into im-
proved generalization or robustness. Our investigation revealed several key findings that con-

tribute to the understanding of margin-based approaches in deep learning.

First, we demonstrated that weight decay plays a crucial role in the margin maximization pro-
cess. Models trained with weight decay achieved significantly higher margin values compared to
those without weight decay, highlighting the importance of regularization in shaping the decision
boundary. However, even with optimal weight decay settings, the increased margins did not lead

to better generalization performance.

Second, our attempts to enhance the margin maximization process through Hessian calculations
of the Taylor approximation, while successful in increasing constrained margins, resulted in

decreased test accuracy.

Third, our investigation of adversarial robustness showed that larger constrained margins do not
necessarily translate into improved model robustness. Therefore, increasing constrained margins

neither improves generalization nor adversarial robustness.
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These findings indicate that the relationship between constrained margins and generalization in
deep neural networks is more nuanced than theorized. Although the concept of constrained mar-
gins is intuitively appealing, our results suggest that directly maximizing constrained margins

does not improve the generalization ability of DNNs.
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Chapter 5

Conclusion

Hebrews 13:8: ”Jesus Christ is the same yesterday, today, and forever.”

5.1 Introduction

The goal of this study, as outlined in Chapter 1, was to determine whether constrained margins,
which have shown to be predictive of generalization in post-hoc models, could be used as an
effective regularizer for enhancing the generalization ability of DNNs. While previous research
has shown a correlation between margin measurements and generalization, no methods have been
developed to leverage margins, traditionally used to enhance adversarial robustness, to improve
the generalization performance of DNNs during training. This chapter evaluates the extent to
which these objectives were achieved, discusses key findings, and explores their implications

along with potential directions for future research.

5.2 Summary

In Chapter 2, we provided a comprehensive background on adversarial robustness in DNNs

and examined the primary techniques used to enhance robustness against adversarial attacks.
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We introduced fundamental concepts, including adversarial examples, adversarial attacks, and
the methods we employed to evaluate model robustness. Specifically, we discussed adversarial
training with a focus on PGD and APGD methods and explored alternative approaches to

increase robustness through margin maximization techniques.

Additionally, in Chapter 2, we included an in-depth explanation of margin approximation and
how maximizing these margins during training could potentially impact robustness. We dis-
cussed the inherent trade-off between generalization and robustness based on current literature,

as well as the relationship between margin size, robustness, and generalization.

Our approach aimed to leverage constrained margins, shown to be predictive of generalization,
to enhance generalization during training. To achieve this, we examined and adapted key com-
ponents from the work of Xu et al. and Elsayed et al., identifying which elements contribute to

improved adversarial robustness in Chapter 3.

The experimental results from Chapter 3 revealed significant gains in adversarial robustness
when maximizing standard margins, especially when incorporating strategies such as burn-in
periods and the exponential loss function proposed by Xu et al. Interestingly, we found that
while more precise margin approximations did not improve adversarial robustness, accurately
calculating the gradient of the margin with respect to model parameters led to substantial

robustness gains.

In Chapter 4, our objective was to apply constrained margins to these robustness-enhancing com-
ponents to determine if maximizing constrained margins could boost generalization. However,
our findings indicated that maximizing constrained margins during training did not improve
generalization performance in DNNs and, in fact, resulted in reduced test accuracy. Further-
more, constrained margins did not improve adversarial robustness. Consequently, we conclude

that constrained margins are not effective as a regularizer for DNNs.

5.3 Key findings

In this section we discuss the key findings of this study and the implications thereof. Specifically,
standard margins and their effect on robustness in Section 5.3.1, we then look at the key findings

when maximizing constrained margins, and its effect on generalization, Section 5.3.2, and on
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robustness Section 5.3.3.

5.3.1 Standard margin maximization and robustness

Here we discuss the key findings from Chapter 3.

e We have shown that incorporating a period of natural training before utilizing MM loss
functions greatly improves the adversarial robustness of DNNs. This suggests burn-in is a

powerful and easy approach for robustness gains.

e We have shown that modifying Elsayed’s well known loss function with an exponential
term and adding a period of natural training provides a significant boost in the robustness

of DNNs.

e We have shown that more accurate estimations of the margins is not beneficial for improv-
ing the robustness of DNNs. We tested this by replacing the first-order Taylor approxima-
tion with the more computationally expensive FAB for margin estimation, which yielded

no robustness gains over the standard Taylor approximation.

e We have shown that calculating the gradient of the MM loss with respect to model pa-

rameters greatly improves the robustness of DNNs on strong attacks like AutoAttack.

5.3.2 Constrained margin maximization and generalizaton

Here, we discuss the the findings from Chapter 4, related to constrained margins and its effect

on generalization.

e We proposed a novel normalization approach for constrained margins, which effectively re-
duces the number of hyperparameters required and allows for clearer comparisons between

results achieved with constrained margins and those with standard margins.

e Our study revealed that maximizing constrained margins does not improve the general-
ization performance of DNNs, as we observed consistent reductions in validation and test

accuracies across all configurations relative to the baseline model. Furthermore, when
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comparing stopping criteria, the models with the largest constrained margins had poorer

generalization performance.

e Our experiments highlighted the crucial role of weight decay in the margin maximization

process: it proved essential for successful margin maximization.

e The effectiveness of margin maximization was strongly dependent on the learning rate
schedule. While constant decay allowed for margin growth, it requires longer training

times than cosine annealing, particularly in the absence of weight decay.

e We observed that adding Hessian calculations in the Taylor approximation during back-
propagation increased constrained margins but further decreased the test accuracy. Mod-
els using exponential loss functions with Hessian calculations performed best during the
burn-in phase, suggesting that the margin maximization process itself was detrimental to

generalization.

5.3.3 Constrained margin maximization and robustness

In this section, we list our findings regarding the effect of constrained margins on robustness.

e A secondary investigation into robustness revealed that maximizing constrained margins
did not enhance adversarial robustness. All models which maximized constrained margins
exhibited 0% accuracy against AutoAttack, and similarly results against APGD showed
limited robustness. Furthermore, we found that the best models achieved lower robust

accuracies than the models trained with standard margin maximization.

e Larger constrained margins are often correlated with poorer robustness metrics, under-

scoring that constrained margins do not enhance adversarial robustness in DNN.

e Moreover, we found that standard margins yield both better generalization performance
and robustness compared to hessian constrained margin maximization (the hessian resulted

in only maximizing constrained margins and not standard margins).
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5.4 Future work

Potential future directions include:

e Throughout this study, we have relied on the well known VGG16 architecture and the
CIFARI10 dataset. It would be beneficial to explore whether our findings still hold on
larger models (e.g. ResNets and Wide-ResNet) and datasets (e.g. ImageNet). This would

illuminate the role that model capacity and dataset complexity plays in robustness.

e Given our findings surrounding the margin maximizing effects of weight decay, we wish to
gain a more nuanced understanding of which hyperparameter choices such as the optimizer

influence robustness and how.

e It is clear that calculating the margin gradients during margin maximization training
drastically improve robustness. However, calculating these gradients require an accurate
approximation of the margin (e.g. using FAB). It would be beneficial to develop closed
form gradient expressions when using more approximate methods (e.g. the Taylor approx-

imation) due to the great computational requirements of more exact methods.

e To further explore the interplay between standard and constrained margins, and how they
relate to each other in different training scenarios, for example, using different hyperpa-

rameter choices (optimizers, regularizers, etc.) during both natural and robust training.

e Investigating the impact of margin maximization on the loss landscape by examining how
maximizing the margin in early training affects the optimization process. Maximizing the
margin early in training may direct the model toward regions of the loss surface that are
less conducive to generalization, pushing it away from more favorable minima. The extent
of burn-in as a hyperparameter could be crucial. Future research could explore training the
network with a standard loss function to convergence before introducing margin awareness

as a weight refinement step, potentially enhancing both generalization and robustness.

e Investigating the relationship between weight decay and constrained margin maximization.
This study observes that weight decay strongly correlates with margin size. Future work
could explore how this observation applies to other popular regularization methods, such

as dropout.
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e A more thorough analysis of the impact of dataset complexity, model architecture, and

additional hyperparameters on constrained margin performance.

5.5 Why constrained margins reduce generalization performance

We know that constrained margins are predictive of generalization for post-hoc models. However,
we found that maximizing these margins during training, does not result in improved general-
ization performance. Therefore, constrained margins do not act as a regularizer for DNNs. This
leads us to the question of why they are predictive of generalization but reduce generalization

(and robustness) performance when maximized during training.

It is not clear why this is the case but we can speculate that this is related to spurious and
non-spurious features, as discussed in Section 2.5.2. When generalization improves, constrained
margins — that are measured in the most important directions in the data — are a good indicator of
performance, as spurious features do not influence the metric. Therefore, constrained margins
allow us to ignore spurious features and margins in directions that utilize spurious features.
However, when constrained margins are maximized, we artificially increase margins in specific

directions: this could overfit the data, resulting in less accurate models, and poorer test accuracy.

As to the reduction in robustness when maximizing constrained margins, we similarly speculate
that since constrained margins ignore ‘spurious features’, these directions can be utilized to

create adversarial samples, also resulting in poorer robust accuracy.

5.6 Conclusion

In this study we have gained a better understanding of which components and hyperparameter
choices of margin maximization methods contribute to increased margins. We evaluated these
in terms of both adversarial robustness and generalization. Our primary goal was to investigate
whether maximizing constrained margins leads to improved generalization performance. We
find that constrained margins are not an effective regularizer, and the reasons why remain
speculative. That said, we believe that we have gained a much better understanding of which

DNN characteristics contribute to both generalization and robustness.
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Appendix A

Supplemental content

A.1 Appendix: Chapter 3

Here we show the additional standard margin results referenced in Section 3.3.2. We describe
the HP sweep protocol followed when adding burn-in to Elsayed’s MM function. The process
used in the model selection can be transferred to the other implementations as well. First, we
had to establish the ideal set of HPs for Elsayed’s margin maximization loss that yielded the
highest adversarial validation accuracy. This resulted in training 36 models, each with different
learning rates, A values and batch sizes. From the 36 models we selected the model with the
highest adversarial validation accuracy (Figure A.1). Figure A.2, shows the train, validation

and adversarial validation accuracy, and the loss of the model during training.

Following this, we apply the optimized HPs from Elsayed’s MM function to Elsayed’s MM with
burn-in, adding an additional learning rate sweeps. For Figure A.4, we applied early stopping on
the adversarial validation set to save the model for a given number of epochs, with the highest
adversarial validation accuracy. For each of the saved models, with their respective learning
rates we calculate the robustness of the models against the APGD-CE attack and select the

models with the best robust accuracy against APGD.

We then select the models with the highest clean accuracy and report this models results on
the APGD attack. We wanted to ensure that the robust accuracy of these models improved

during training on the adversarial validation set (Figure A.4 and similarly that the adversarial
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Accuracy metrics during training
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Figure A.1: Train, validation and adversarial validation accuracy during
training.

Loss metrics during training
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Figure A.2: Train, validation and adversarial validation loss during training.

Figure A.3: Best performing model from Elsayed’s MM sweep results
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Figure A.4: Validation accuracy of Elsayed’s MM with burn-in for various learning rates.
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loss decreases (Figure A.5.
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Figure A.5: Adversarial Validation loss of the best APGD and clean accuracy models of
Elsayed’s MM with burn-in.
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Figure A.6: Adversarial validation accuracy of Elsayed’s MM with burn-in for various

learning rates.

A.2 Appendix: Chapter 4

Here we show the additional standard margin results referenced in Section 4.4.2.
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Table A.1: Hyperparameters for the VGG-16 models evaluated under a perturbation bound of 8/255.

The table includes the hyperparameters used for the models with the highest clean accuracy and the

highest APGD accuracy on the test set.

Model Learning Rate Warmup LR Batch Size Weight Decay A
VGG-16 Baseline
Baseline 0.1 - 128 0.0005 -
Elsayed’s MM function
Best Clean Accuracy 0.1 - 128 0.0005 20
Best APGD Accuracy 0.1 - 128 0.0005 10
Elsayed’s MM with Burn-in
Best Clean Accuracy 0.1 0.1 128 0.0005 25
Best APGD Accuracy 0.1 0.001 128 0.0005 25
Elsayed’s MM with Burn-in and Exponential Loss A = 25
Best Clean Accuracy 0.1 0.1 128 0.0005 25
Best APGD Accuracy 0.001 0.1 128 0.0005 25
Elsayed’s MM with Burn-in and Exponential Loss A = 1000
Best Clean Accuracy 0.1 0.01 128 0.0005 1000
Best APGD Accuracy 0.01 0.1 128 0.0005 1000
Elsayed’s MM with FAB
Best Clean Accuracy 0.1 - 128 0.0005 25
Best APGD Accuracy 0.05 - 128 0.0005 25
Elsayed’s MM with FAB and Soft Boundary
Best Clean Accuracy 0.1 0.1 128 0.0005 25
Best APGD Accuracy 0.001 0.1 128 0.0005 25
DyART
Best Clean Accuracy 0.001 0.1 128 0.0005 1000
Best APGD Accuracy 0.1 0.1 256 0.0005 1000
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Table A.2: Hyperparameters for the VGG-16 models aimed at maximizing constrained margins. The
table includes the hyperparameters used for the models with the highest clean accuracy and the largest

constrained margin.

Model LR  Warmup LR Batch Size Weight Decay A PCs ¥
VGG-16 Baseline
Baseline 0.1 - 128 0.0005 -
Elsayed’s MM function
Best Clean Accuracy 0.1 - 128 0.0005 10 100  16/255
Largest CM 0.1 - 128 0.0005 10 50  16/255
Elsayed’s MM with Burn-in

Best Clean Accuracy 0.1 0.1 128 0.0005 20 100 16/255
Largest CM 0.1 0.1 128 0.0005 10 10 16/255

Elsayed’s MM with Burn-in and Exponential Loss A = 0.5
Best Clean Accuracy 0.1 0.01 128 0.0005 0.5 10 16/255
Largest CM 0.001 0.1 128 0.0005 0.5 50  16/255

Elsayed’s MM with Burn-in and Exponential Loss A =25

Best Clean Accuracy 0.1 0.1 128 0.0005 25 100 16/255
Largest CM ” ” ” b 2 ”

Elsayed’s MM with Burn-in and Exponential Loss A = 1000
Best Clean Accuracy 0.001 0.1 128 0.0005 1000 100  32/255
Largest CM 0.1 0.01 128 0.0005 1000 50  16/255
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Table A.3: Hyperparameters for the VGG-16 models aimed at maximizing constrained margins using
the Hessian of the approximation. The table includes the hyperparameters used for the models with the

highest clean accuracy and the largest constrained margin.

Model LR  Warmup LR Batch Size Weight Decay A PCs ¥
VGG-16 Baseline
Baseline 0.1 - 128 0.0005 -
Elsayed’s MM function
Best Clean Accuracy 0.1 - 128 0.0005 10 100  16/255
Largest CM 0.1 - 128 0.0005 10 100  16/255
Elsayed’s MM with Burn-in

Best Clean Accuracy 0.1 0.01 128 0.0005 10 10 16/255
Largest CM 0.1 0.1 128 0.0005 10 10 32/255

Elsayed’s MM with Burn-in and Exponential Loss A = 0.5
Best Clean Accuracy 0.001 0.1 128 0.0005 0.5 50  16/255
Largest CM 0.1 0.1 128 0.0005 0.5 50  16/255

Elsayed’s MM with Burn-in and Exponential Loss A =25

Best Clean Accuracy 0.001 0.1 128 0.0005 25 50  16/255
Largest CM 0.1 0.01 128 0.0005 25 10 16/255

Elsayed’s MM with Burn-in and Exponential Loss A = 1000
Best Clean Accuracy 0.001 0.1 128 0.0005 1000 10  16/255
Largest CM 0.1 0.01 128 0.0005 1000 10  16/255
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