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Abstract

Healthcare systems are known to process large quantities of medical data almost daily, thereby
increasing the risk of data being manipulated, stolen, or counterfeited. However, the global
pandemic outbreak as a result of the Covid-19 virus has illuminated some of the present
healthcare systems’ limitations in responding to emergencies involving public health. With
many governments rolling out vaccines and issuing vaccination-proof certificates globally,
there has been an increase in counterfeit certification from unauthorized parties, making
registering and verifying difficult. Therefore, this research study conducted a comprehensive
literature review and employed the design science research methodology to design and develop
an approach as a viable solution. A privacy-aware, secure vaccination management system was
proposed to address the current challenge. The system utilizes blockchain smart contracts to
save the details of the patient. Moreover, the stored data is encrypted using symmetric
encryption, and the proposed system allows verification of the certificate using a quick
response code.

Furthermore, we implemented the same system and integrated it with the traditional relational
database to compare the effectiveness of the system running on it and the blockchain
environments. Apache JMeter and Hyperledger Caliper were used to carry out a series of
simulations to measure the performance and effectiveness of the solution. Evaluation
parameters such as throughput, latency, response time, and the average time per transaction
were used to assess the blockchain-based system's performance. The results indicate that the
average response time was 132.24 ms, the throughput recorded 379.89 ms, the average latency
recorded 204.60 ms, and the average time of transactions recorded was 10-12 seconds for 1000
transactions. Moreover, when comparing blockchain-based systems against the traditional
database system, the results show that the traditional database is efficient in processing
transactions but lacks data privacy and security strengths. In conclusion, this study strongly
recommends integrating blockchain technology with the healthcare system to enhance the
privacy and security of data being handled by healthcare systems and critical information

systems.

Keywords: Privacy, Security, Covid-19, Patient, Healthcare systems, Smart contract, QR
code, Vaccination.
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Definition of Concepts
Blockchain technology: is a distributed, unchangeable ledger that simplifies the recording of

transactions and tracking of assets in a corporate network [1].

Internet of things: is the connectivity of computing devices embedded in ordinary items that
allow them to send and receive data [2].

Nodes: A connection point capable of receiving, creating, storing, or transmitting data across
dispersed network routes [3]

Smart Contracts: Computer protocols or if-and-then statements that are recorded in a

blockchain and are performed when all of the predefined criteria are satisfied [4].

Healthcare: is the practice of preventing, diagnosing, treating, recovering from, or curing
diseases, illnesses, injuries, and other types of physical and mental impairments in humans to

maintain or improve their state of health [5].

Vaccination: the injection of a vaccine to assist the immune system in developing disease

resistance [6].
Vaccine: is a biological molecule meant to protect people against pathogenic organisms|[6].
Covid-19: An infectious disease caused by the SARS-CoV-2 virus [6].

Immunity passport: a document, whether physical or digital, attesting to the bearer's level of

immunity to a dangerous disease [7].
Patients: any person who receives healthcare services from healthcare professionals [8].

System: a group of pieces that work together to form a single entity by adhering to a
predetermined set of guidelines and interacting with one another [9].

Security: this is when a computer network is safeguarded from theft, damage to hardware and

software, and interruption caused by unauthorized users, such as hackers[10].

Analysis: is defined as the process of extensively reading material to grasp it and provide

accurate information and facts [11].

Privacy: The concealing of information about an individual or group, or the capacity to control

its disclosure [12].
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Data: It is described as anything that provides statistics and facts; often, data are not organised

in structured patterns [13].

Efficiency: The ratio of resources used (health inputs) to a certain measure of the valued health

system outputs they generate [14].
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Chapter 1

Introduction and Background

1.1 Chapter Outline

A brief overview of the research is presented in this chapter. The chapter discusses the research
problem statement, underlying reasons as well as the objective and aims of the study. It also
presents the research questions, outlines the contribution of this research, an overview of

approaches for investigation and the organization of the overall dissertation.
1.2 Introduction

In many developing countries, patients are not finding it easy to get access to primary
physicians or other caregivers as a result of the huge rise in the number of people seeking
medical attention [15]. On the other hand, the healthcare sector has shown signs of
improvement, and it is becoming more efficient as a result of the development of cutting-edge
technologies such as the Internet of Things (IoT), which is enabled by wearable devices,
sensors, blockchain and cloud computing, to name but a few. These technologies are helping
the sector become more effective. Applications for these technologies include sickness
prediction, pharmaceutical traceability, electronic medical records management, patient
tracking, remote patient monitoring, and the fight against infectious illnesses like the Covid-19
epidemic [16], [17]. Not only has 10T improved the health sector, but it has also been
implemented in various domains such as homes, transportation, agriculture, cities,
telecommunication, traffic and so on [18]. Furthermore, the development of these technologies
has made the majority of healthcare providers migrate from using conventional health systems
to eHealth to change how information is governed and handled [19].

However, with multiple solutions offered by loT and its integration into healthcare systems,
current architectures are still failing to support the demand required by the growing data [20].
This is because current systems are based on a client-to-server architecture which relies on
databases to store patient health details [21]. Healthcare systems are known to process large
quantities of data every day thus, increasing the chances of exposure, manipulation and theft,
furthermore, centralized systems require certain levels of trust [22]. Moreover, in developing
countries such as South Africa, technology adoption is slow as they still rely on these

centralized database-oriented traditional systems and these traditional systems are faced with

1



several growing issues for example single-point failure, and denial of service and mostly rely
on third parties to handle the patients’ information, thereby rendering medical data less secure
[17], [23]. The unanticipated outbreak of the pandemic known as Covid-19 has brought to light
some of the limitations of the present healthcare system in its ability to respond to emergencies
involving public health [24]. The first instance of Covid-19 was recorded in December 2019,
and ever since then, the healthcare industry has been under pressure because of the increased
demand for its services [25]. People from all around the globe are working diligently to
discover the most effective solution to the problems presented by the Covid-19 epidemic, such
as creating and testing vaccines, decreasing disease transmission, and promptly identifying
viral carriers since coronavirus is highly infectious [24], [25]. This also accelerated the
development of various technologies to assist with managing the outbreak of the virus, these
include patient tracking applications, symptom identification and remote monitoring

applications [26].

Taking into consideration such events, blockchain could be a solution in the health domain
since it has demonstrated the ability to improve clinical trial data management by, among other
things, reducing regulatory clearance delays and simplifying communication between multiple
supply chain participants [23]. Furthermore, throughout the epidemic, the transmission of
disinformation has grown dramatically, and existing platforms are unable to validate data,
resulting in public fear and irrational behaviour. As a consequence of this, the development of
a tracking system based on blockchain technology is essential if one is to ensure the
dependability and reliability of information obtained by the general public and governmental
entities [27], [20]. Other technologies such as Rivest-Shamir-Adleman(RSA), Advanced
Encryption Standard (AES) and SHA-256 have been widely employed to improve healthcare
data privacy and security in the past[28]. However, blockchain has shown to be more useful in
healthcare as it enables the secured sharing of sensitive patient data among authorized parties
while maintaining patient privacy and control over their data[29]. In its most basic form, a
blockchain is an anonymous, append-only, distributed, and time-stamped data structure. It
permits the formation of a decentralized peer-to-peer network which eliminates the requirement
for a trusted authority and enables individuals who do not trust one another to interact with one
another in a verifiable manner [30], [31]. Since new blocks may only be attached to the very
last link in the chain, the blockchain provides immutable data storage (past transactions cannot
be changed or erased). As a result, several blockchain-based solutions enable the safe transfer

of digital assets among untrustworthy clients [32].



Blockchain technology is an exciting new technology that can change many businesses and
peoples’ way of life and, aside from cryptocurrency, it has the potential to assist numerous
sectors to reduce inefficiency and surmount bottlenecks. For example, blockchain technology
may accelerate the settlement of transactions, lower expenses, give transparency, editability,
efficiency, income, and security and minimize transaction costs [33]. Since one of the super
spreaders of Covid-19 is being in close contact with an infected patient many countries
including South Africa are seeking ways to avoid the tight physical separation procedures
required to limit the spread of serious diseases. Some countries, including the United States,
Chile, Italy, the United Kingdom, and Germany, have advocated the usage of immunity
passports, which are papers, either physical or digital, that verify whether a person has the
Covid-19 virus or is reportedly resistant to it [34]. People possessing immunity passports may
be released from physical constraints and permitted to return to work, education, and daily life.
Immunity passports, on the other hand, pose serious scientific, practical, equitable, and legal
issues [34], [35]

Given the current state of the healthcare sector in the sub-Saharan regions, for example, South
Africa, it is worth investigating alternative technologies which will be efficient, secure and
transparent while also limiting fraudulent and counterfeit vaccination proofs. Therefore, this
study is focused on proposing and implementing a blockchain-based vaccination registration
and verification system. Due to the characteristics offered by blockchain technology, an

efficient verification system can be achieved.
1.3 Problem Statement

Due to the ongoing pandemic stemming from Covid-19 [16], several nations such as South
Africa have proposed or developed different strategies to prevent or contain the widespread
airborne diseases. The strategies include self-isolation, contact distancing and quarantine for
people who were showing up mild symptoms [7]. Accordingly, many covid-19 mobile
applications were developed and extensively publicized to help with the tackling of the virus
during the first wave. These systems were mostly quarantine apps, contact tracing apps,
symptom monitoring apps and information-providing apps that alerted users who came into
physical contact with an infected person(s) [7]. However, these apps are not effective in
achieving their goals. As such, the medical industry needs new technologies that will assist in
the monitoring and controlling of the virus spread. Thus, data that is accurate and trustworthy
is vital. But the currently used technology or apps lack a source of trustable and accurate data
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that may help to provide correct information about Covid-19 [36]. In addition, clinical
laboratories and general hospitals can give information on patients affected by the Covid-19
epidemic, but the data may be false and erroneous since they are not managed, maintained or
obtained following defined criteria [17],[37]. As several countries issue vaccines and develop
vaccination-proof certificates to curb the menace, there is a pressing need to develop cost-
effective systems to deliver and deploy vaccination certificates [7], [38]. Security and privacy
in these systems must be the priority which most of the currently implemented systems did not
focus on[35]. Moreover, medical data must be handled in a trustworthy and secure
environment. As proof of vaccination is required in almost every travel destination to show
that indeed the vaccine has been administered, there have been several counterfeit certificates

and fraudulent claims of the vaccine having been administered [39], [40].

Given the stated challenges, this research proposes the development and deployment of a
blockchain-based system to register and verify vaccinated patients via a quick response (QR)
code-based application. This solution idea is not only limited to vaccination but also may be
applicable in other areas such as voters’ registration, transmission and storage of election

results, Home Affairs records, etc.

1.4 Research Motivation

In South Africa, despite the growing technologies, there is still a slow rate of the adoption of
new technologies which can help in healthcare. Most healthcare centres are still utilizing
traditional paper-based methods to capture and manage medical records. During the
vaccination period, after the patient was vaccinated paper-based proof was offered as a
confirmation. However, this strategy is time-consuming since it requires a third party who
manually organises the medical data and this approach poses a threat to patients’ data since
confidentiality and privacy might be compromised at any time. Another problem is that it can
be counterfeited, duplicated or faked so there is a need to develop a secure vaccination proof

with certain security measures that can be used to prove the authenticity of the vaccination.

One of the ways that this airborne disease can be controlled is by spending less time in a
contaminated area [41]. There is a need for an efficient system that will verify that indeed the
patient has been vaccinated and will limit people standing in queues trying to get verified and

thus will reduce the spread of the disease. The current system which is being used to manage



and govern the issuing of vaccine-proof certificates is centralized, which means if one system
encounters a fault it affects the rest. Therefore, the above gaps in development strengthen our
determination to design and implement a blockchain-based system to register and verify
vaccinated patients.

1.5 Research Questions

To address the stated research problem, the following research questions (RQs) would be

answered:

RQ1: What is the state-of-the-art practice of registering and verifying vaccinated patients and

what technologies are effective in transforming the healthcare system?
RQ2: How can an efficient and secure vaccination verification system be designed?

RQ3: How can we implement the designed system in RQ2 to evaluate its performance and

effectiveness?
1.6 Research Aim and Objectives
1.6.1 Research Aim

This research aims to design and implement a privacy-aware blockchain-based system for
registering and verifying vaccinated patients.

1.6.2 Research Objectives

To answer the above-stated RQs and meet the research aim, the following research objectives
(ROs) will be addressed:

RO1: Investigating the current technology trends used in registering and verifying patients as
well as carrying out comprehensive literature studies on blockchain effectiveness and

applications in the healthcare sector.

RO2: Designing a registration and verification passports system based on blockchain
technology while preserving confidentiality and privacy.

RO3: Implementing and evaluating the performance and effectiveness of the designed system.



1.7 Methods of Investigation

In the context of this research, to meet the objectives and obtain valid and trustworthy results,
the design scientific research [42] methodology was adopted. Design scientific research is a
methodical procedure that involves creating artefacts to address issues, evaluating what was
developed or what is functioning, and communicating the outcomes of these evaluations [42].
In this methodology, the artefacts that are built or assessed are classed as constructs, models,
methodologies and instantiations. Therefore their study may lead to an improvement in theories
as a consequence of the artefacts [42]. The methodology allowed the design, implementation,
and simulation of the proposed artefact. Moreover, in every research study, choosing a research
method is an essential step as methods are useful in answering research questions. In this
research study, qualitative and quantitative data collection and analysis approaches were used
as the data obtained contained two facets of data. This study's research design served as a
pattern for describing how the identified problem was handled by fulfilling the objectives.

Chapter 3 discussed in detail the research methodology and design.
1.8 Research Contribution
The main contribution of this study to knowledge is to:

1) Provide state-of-the-art practice for registering and verifying vaccinated patients and
blockchain technology applications.

2) Design and develop an efficient, authentic, secure and privacy-aware technique for
registering and verifying vaccinated patients using blockchain technology.

3) Itwill also contribute as a forerunner to new avenues that can be explored in the pursuit

of advancement in healthcare systems and other related sectors.

The research aims to help developers in the consideration of creating more systems that are
decentralized rather than centralized.

1.9 Research Organization
This research study is categorized into the following chapters:

Chapter 1: Introduction — In the research introduction, the underlying issue is detailed in-depth
to create a comprehensive image of the problem areas. This chapter highlights the aim and the

questions that may be asked to establish goals that will assist in reaching the stated objective.



This chapter additionally elaborates on the research's scope and research output produced by

the study.

Chapter 2: Literature review — Discusses in detail current healthcare system approaches,
implementations and challenges. Furthermore, it describes blockchain technology, its
integration with the healthcare system, its architecture, and the solutions it can bring to the

health sector. Finally, the related works were also discussed in this chapter.

Chapter 3: Research methodology and design — In this chapter, the research methodology was
presented as well as the research tools and methods used in the research study. Data collection

and analysis approaches were also outlined in this chapter.

Chapter 4: System analysis and design — This chapter details the system that is being proposed.
It describes the system design, system architecture, and requirements specifications including
functional and non-functional requirements. It explains the way the system functions and

details different functional features in the system.

Chapter 5: System implementation and results —The implementation and simulation of the
proposed system were presented in this chapter. System operations and interfaces were also
shown in this chapter. Furthermore, this chapter presented the simulation results, discussions,

and comparisons with other systems.

Chapter 6: Summary, conclusion, and recommendations- This chapter presents the conclusions
based on results obtained in Chapter 5 and gives recommendations on what can be done to

improve the system and future work.
1.10 Research Outputs
During this research, a few research papers were produced as follows:

1. A review paper entitled “Analysis of loT-Blockchain Technologies Integration into
Healthcare Ecosystem” was produced and has been accepted for publication in the

2022 ICMECE Interdisciplinary Conference on Mechanics, Computers, and Electrics.

2. A journal paper entitled “Blockchain-based Vaccination Management System” is
currently being drafted and completed for submission to any suitable NWU-accredited journal.



1.11 Chapter Summary

This chapter introduced the healthcare system problems and how blockchain technology might
be used to find solutions to those difficulties. The research purpose, objectives and method of
the investigation were all articulated. Additionally, the research motivation, as well as the

research contribution to knowledge, is presented in this chapter.



Chapter 2

Literature Review
2.1 Introduction

The effect of ongoing COVID-19 pandemic has substantially impacted the health sector as well
as other sectors such as the economy, education, transportation and politics. The increase in
the number of cases daily has prompted different governments to come up with different
strategies to manage the exponential spread of the disease. Some of the strategies include
wearing facial masks, sanitizing your hands and keeping a social distance [43]. Moreover, as
these countries rolled out vaccines, there was a need to register, store and verify the data of
vaccinated patients. Existing systems cannot handle multifunctional and lifelong records, and
currently, the world is facing a problem of counterfeit certification since there are a lot of
unlicensed issuers and it makes it hard to manage the process. However, these obstacles can be
overcome by incorporating blockchain technology into healthcare systems [44], [45].

The number of applications that may benefit from blockchain technology is constantly
growing. This fact leads to the ever-increasing research attention on the creation of blockchain-
based healthcare applications. In these studies, new technologies may be categorized based on
their objectives, such as efficient delivery of health records, secure storage of data and sharing
of medical information among healthcare institutions. These objectives aim to bring solutions
to emerging issues in healthcare ecosystems. A blockchain consists of a list of records that
cannot be changed and have timestamps. These records are maintained by a group of computers
that are not under the control of a single organization. This idea is based on Bitcoin, a digital
currency that was made in 2008 by an unidentified individual or organization using the alias
Nakamoto. Blockchain is just an ever-expanding record of transactions called "blocks". These
blocks are joined and protected using cryptographic standards to form a "chain,” which is where
the term "blockchain™ comes from [46], [47].

The blockchain allows transactions to be confirmed by an untrustworthy collection of
participants, which increases the security of the transaction. A decentralized ledger that does
not allow for changes to be made is transparent, secure and auditable is provided by this
technology. The blockchain is entirely viewable, enabling access to all transactions from the

system's inception, and it can be validated and aggregated at any moment by any entity. When



utilizing the blockchain system, data is organized into a chain of blocks, with each block
containing a collection of Bitcoin transactions that occurs at a specific point in time. The blocks
are connected by a reference to the block that came before them [16], [47], [48]. In this chapter,
a comprehensive literature review was done on 10T, Healthcare systems and Blockchain

technology.
2.1.1 Chapter Outline

The literature study of blockchain technology was discussed in this chapter. The aim was to
incorporate blockchain technology into healthcare systems to ensure the privacy and security
of healthcare records. Furthermore, it explains the challenges and benefits of the above-
mentioned technology and related works. The chapter begins with a brief introduction and
lastly discusses the general overview of Blockchain technology as used in the healthcare

domain.
2.2 State of the Healthcare System

In developing countries, health care is mostly based on what the patient's health was like in the
past. So, information about a person's health history is a crucial part of giving good service.
Existing healthcare systems, on the contrary, have a lot of problems with security, privacy,
efficiency and the sharing of information between different healthcare groups which makes it
hard to trust and use the data [49]. This section discusses the existing healthcare systems, their

operations, approaches and their drawbacks.
2.2.1 Existing Health Care Systems Approaches
2.2.1.1 Paper-based approach

Technology has changed different aspects of life including the health sector, security, user
experience and other areas of interest in the health sector have improved and those
improvements were brought about by Electronic Health records and electronic medical records
[50]. However, some countries are still relying on paper-based methods to store medical
records. This medical record involves a health practitioner writing the details of the patient and
filing the record [51]. This paper-based medical record system is ineffective, insecure,
disorganized and susceptible to manipulation. It is also plagued with data duplication and

redundancy, as each facility that the patient visits have several copies of the patient's medical
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records [50]. In the paper-based approach, a patient has to first go to an Out-Patient-Department
(OPD) where they have to request their documents while waiting for the retrieval of their
documents, sometimes the process can take a long time since files are too many and at times
patients files are not found which leads to a new file being created thereby losing track of past
patient records [52], [53].
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Figure 2.1: Relationship between OPD and other departments

B. Cloud-based approach
2.2.1.2 Cloud-based approach

Significant technological advances that are transforming the global health sector have been
witnessed since the beginning of the 21% century. As a result of the migration from paper-based
approaches to electronic health records, there has been a significant amount of change and
transformation in healthcare systems [54]. Cloud computing is a new approach in digital
technology that is widely employed in the healthcare business, and it permits not only the
storage of medical data but also the transmission or interchange of medical data between parties
[54]. The cloud-based approach consists of three different cloud models which are public,

private and hybrid.
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Public cloud model: This concept utilizes a shared infrastructure whose operation is
determined entirely by a third-party service provider. This type of cloud system acquires its
services from Cloud Service Providers (CSPs). Under this strategy, Electronic Health Records
(EHRs) are typically shared between many organizations. The EHRs are extremely susceptible
to different assaults and manipulations since they are kept on CSP-controlled off-premises
servers. Despite the advantages that cloud computing has brought to the healthcare domain,

there are still some issues with privacy and security [54], [55].
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Figure 2.2: Public cloud model in the context of healthcare systems [54]

Private cloud model: This model is the most secure of all models, according to experts. Access
to Electronic Medical Records (EMRs) in a private cloud is restricted to workers of healthcare
facilities that are recognized as trustworthy and dependable [56]. The model as applied to the

health sector is represented in figure 2.3
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Figure 2.3: Private cloud model in the context of healthcare [54]

Hybrid cloud model: This model combines both the feature of private and public clouds and is
known to be highly advantageous. Healthcare providers with constrained and limited physical
resources and a strong interest in utilizing legacy systems can utilize third-party services to

store massive medical data without difficulty [54], [55]. The model is shown in Figure 2.4.

Hybrid Cloud
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Figure 2.4: Hybrid cloud model in the context of healthcare [54]

Furthermore, despite the advantages that the cloud-based approach brings there are still several
limitations with it. Security and system downtimes have long been considered obstacles to the

cloud computing idea in the healthcare domain. This means that the availability of the system
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is still a challenge to this day [57]. Another major issue with the cloud-based approach in health
is that it gives a reduced level of control over its architecture. This is a huge problem for
companies, but service providers get rid of it by signing many contracts and offering guarantees
[57]. Finally, cloud architectures are susceptible to several types of security attacks since most

of them operate in an open and shared environment [58].
2.2.1.3 Traditional Database Approach

Most traditional health systems are still using centralized database architecture to store data,
especially, in developing nations. However, these architectures have shown some weaknesses
that lead to various cyber-attacks such as SQL injection [59]. This approach applies restrictions
on data access according to the system’s control mechanism. However, this system is
susceptible if the system administrator allows unauthorized access then it will be compromised
[60].

2.2.1.4 Comparison of Centralized and Decentralized architectures

Research has shown that approaches can be implemented on different architectures which can
be classified as centralized and decentralized[61]. The architectures differ in terms of
performance, security, redundancy, and trust. Table 2.1 shows the comparison between

centralized architecture and decentralized architecture.

Table 2.1: Comparison of Centralized architecture vs Decentralized architecture

Ref Decentralized architecture Centralized architecture

[60] Performance | Execution takes time Immediate execution

[62] Security Uses cryptographic techniques | Traditional access control

[60] Redundancy | Nodes have the latest copy Copies are possessed by the central party only
[63] Trust No trusted party is required A trusted party is required

2.2.2 Current Vaccination Registration and Verification Approach for Covid-19

In developing countries such as South Africa, both paper and cloud approach was utilized to
register and verify vaccinated patients. After the vaccination of the patient, a paper-based card

was given to the patient containing all vaccination details. The patient was required to present
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the card whenever verification was needed. However, the approach was not sufficient because
a lot of counterfeit certificates and proof of vaccination were being made which then led to
cloud migration where a system was developed known as the electronic vaccination data
system (EVDS). It is a self-registration portal where vaccinated patients register their details
and the government was able to track and monitor vaccines [64]. Due to its architecture, many
problems arose such as being available due to the energy problems in the country as well as

data accuracy as most of the people who were using the EVDS are not computer literate[ 61].

China also developed a contact tracing app that mainly focused on tracking individuals who
tested positive for the Covid-19 virus. The developers of the app used sophisticated tracking
and surveillance methods to track those patients. They anonymously tipped healthy individuals

if they had been in contact with someone infected [40].

Furthermore, quarantine apps were also developed, and the concept was based on creating a
virtual fence around individuals' houses so that they should not disobey the rules given by the
authorities. If they disobey, authorities would be notified and legal actions would be taken.
Taiwan uses the same geofencing technology to geofence persons who are obliged to self-
isolate or quarantine at home. The geofencing application utilizes base station triangulation,
which is less exact than GPS but offers a position within 300 meters. A social worker is
appointed to check on quarantined patients twice each day via phone calls. If they are
unresponsive, the police will visit their residence [40]. Moreover, Symptom monitoring apps
were also developed, and the Apple company developed a web-based Covid-19 screening tool.
Using a back-end algorithm, these applications inquire about the user's symptoms, including
temperature, and whether the user is suspected of having COVID-19 it may be determined
based on factors such as the user's recent trip, the sort of cough the user has, contact with an
infected person, and so on. In most cases, these apps will offer the user step-by-step directions
on what to do if it is thought that the user has been infected [65].

Despite the developed solutions to fight Covid-19, there is still a gap since most of the critical
aspects such as security, privacy and storage have not been addressed. The current solutions
focused more on providing information rather than addressing some of the challenges faced.

This research study focuses on addressing those issues in the current healthcare domain.
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2.3 Blockchain technology
2.3.1 Overview and architecture

Satoshi Nakamoto presented a brand-new idea in 2008 that he called "Bitcoin" to resolve the
inherent trust concerns that were present in information networks. Bitcoin is a cryptocurrency
whose value is maintained independently of centralized authority or any financial institution
because it is maintained by a decentralized peer-to-peer (P2P) network of participants. It may
be audited and verified. The decentralized digital currency known as bitcoin is supported by a
technology known as a blockchain. The blockchain is a continuously growing ledger of data
recordings, known as blocks, that are interconnected and safeguarded using cryptographic
techniques [66]. Blockchain is known to be a transparent and secure information storage and
distribution platform that runs independently of a centralized authority [67]. It consists of a
series of blocks that are cryptographically joined. In the blockchain, the order of the blocks is
crucial, which is why they are connected in a predetermined, immutable order specified by the
time of the block's creation. The following information is contained within a block: the hash

value of the block, the contents, and the hash value of the block that came before it [68].
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Figure 2.5: Blockchain Architecture [68]

A block is a record on the blockchain network that contains all the transactions that have been
verified. As a consequence of this, any transaction that has not yet been verified will be added
to a block. In addition, when a certain amount of time has passed, the blockchain will include
a new block that is comprised of completed transactions, it must be validated by an individual
known as a miner [64], [65]. A block's hash value is produced when the block is created; its

value will change if the block's data is modified and it comprises the hash value of the preceding
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block as described in Figure 2.5 above [68]. The hash value is produced in such a manner that

it is very hard to do reverse engineering on it; moreover, the hash is updated every minute if

there is a change. Blockchain consensus mechanisms are used to approve and validate the tasks,

only when the transaction has been approved does it then become a permanent part of the
blockchain [69], [45].

2.3.2 Features of Blockchain

Blockchain as an emerging technology promises to bring a lot of solutions to some of the

current problems because of its features. In this section, we presented some of the features of

blockchain technology.

Decentralized: The fundamental characteristic of Blockchain implies that data may be
captured, stored and updated on numerous computers rather than relying on a
centralized node [70]. In a typical centralized transaction system, each transaction must
be verified by and validated by a digital timestamp before it can be processed.
According to the blockchain hierarchy, the public blockchain is known as a
decentralized network, the consortium blockchain is slightly centralized, and the private
blockchain is centralized and owned by a single entity. Because public blockchain is
accessible to anybody anywhere in the globe, it has the potential to attract a large
number of users from all over the world. Communities are extremely active as well.
New public blockchains are created daily. Many different commercial applications
might benefit from using blockchain for collaboration [41], [71], [72]

Immutable: Decentralized blockchain networks record transactions in a distributed
ledger that is checked by all peers, it becomes impossible to make changes to the public
Blockchain. Alternatively, a modification may be made to a consortium and private
blockchain ledger at the discretion of the dominant authority [71]. All blockchain
records are retained in perpetuity and cannot be altered unless someone controls more
than 51 per cent of the nodes at the same time [47], [70].

Auditability: The consensus foundation allows every blockchain node to safely transfer
or update data; the objective is to generate confidence from a single person to the whole
system without the need for third parties to participate. All blockchain network
transactions are kept in a digital decentralized ledger and validated using a digital

timestamp. As a result, records may be examined and traced by acquiring access to any
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network node. For instance, on Bitcoin, all transactions can be tracked repeatedly. This
increases the data state preserved by the blockchain's auditability and transparency.
However, moving money back and forth across many accounts makes it very difficult
to track down where the money came from in the first place [71], [70], [73].

Distributed ledger: It can be described as a data structure that is reproduced across all
of the network nodes and consists of an ordered list of transactions that have been
aggregated and linked together in a block. This structure is called a block. The ledger
maintains a record of all of the updates that have been made to the blockchain since it
was first created. This application for Bitcoin makes use of a user account design that
is analogous to that of traditional banking systems. In a blockchain designed for general
purposes, several ledgers may be connected. Nevertheless, it is common practice in
major organizations to provide each department with its ledger. Additionally, the
ownership of a ledger might vary from being strictly regulated by a single authority to

being openly accessible to the whole public [74], [75].

Consensus Determination: All nodes on a public blockchain, such as Bitcoin, may
participate in the consensus process, but just a few nodes on a consortium blockchain
are accountable for confirming a block. The delegates who will determine the
confirmed block on the private blockchain will be chosen by a central authority. Many
different consensus mechanisms may be found in blockchain systems. Communication-
bound protocols such as Practical Byzantine Fault Tolerance (PBFT) and computation-
bound mechanisms such as Proof of Work (PoW) are examples of the various types of
mechanisms that fall under this category[ 72]. PBFT and PoW are two extremes, and
other hybrid techniques seek to enhance the performance of these two extremes

somewhere in the centre [74].

2.3.3 Types of Blockchain

This section presents different types of blockchain, as well as their comparisons, different

blockchain consensus, applications and some of the challenges, which were also discussed in

this section.

1) Public blockchain: Anyone may join a public blockchain, read or write on it, and take

part in its consensus without needing the network administrator's prior approval. Even

while public blockchains are decentralized, they may nevertheless be compromised by
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invasions of privacy, greedy mining techniques, and attempts to gain control of 51 per
cent of the network. The two public blockchains with the most users are Bitcoin and
Ethereum. Together, they have more than 100 million users [70], [33], [71].

2) Consortium blockchain: A consortium blockchain indicates that the node with
authority may be chosen ahead of time and that it typically involves partnerships. For
example, in business-to-business partnerships, the data stored in Blockchain can either
be made private or kept public, it can be regarded as being partially decentralized and
it generally contains partnerships, among several other qualities; it is possible to
perceive Blockchain as partially decentralized. For example, Hyperledger and R3CEV

are both Blockchain consortiums that work together [70], [71].

3) Private blockchain: This blockchain network functions in a confined environment, for
example, a private network, or is governed by a sole organization. Of which the peer-to-
peer connection and decentralization are similar to the one used in the public blockchain
but much smaller. The designer of a private Blockchain network is aware of who the
participants are from the start. Because users enjoy complete anonymity on the public web,
it is difficult to establish a permission-based system [76], [77].

2.3.3.1 Comparison of Blockchain Types

There are three major types of blockchain widely discussed public, private and consortium
Blockchain. These types of blockchain technology differ in terms of security, cost, speed,
consensus mechanism, and platforms. Table 2.2 shows the difference between the blockchain

types.

Table 2.2: Comparison of blockchain types

Ref. Consideration | Public Blockchain Consortium Private Blockchain
Blockchain
[47], Security Because each block Provides Access is restricted to certain
[66], [67] contains a copy of each confidentiality for | individuals, and the system is
transaction, it is extremely | transactions. deemed secure because all
secure. participants are recognized.
[33] Cost Cost is High Cost is lower as Cost is low
compared to
public blockchain
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[78].[67], | Speed The speed is slow since The number of Since it has a smaller number

[69] transactions must be participants is of nodes, it is effective and
verified and synchronized | limited which has high speeds
with every node means high speed
[79].[33] | Consensus Anyone can contribute The consensus The technique of consensus
Mechanism throughout the consensus process is supports a large number of
process. governed by participants.

nodes that have
been pre-selected.

[78] Platform Ethereum Ethermint, Corda, Hyperledger Fabric
Multichain

2.3.4 Blockchain Consensus Mechanisms

A fundamental advantage of the blockchain system is the technology that validates the block's
dependability and trustworthiness without requiring a trusted central authority. To obtain a
stable and trustworthy consensus in a decentralized distributed framework, consensus

algorithms are utilized [66].
2.3.4.1 Proof of Work (PoW)

As it is associated with bitcoin, this is the most popularly used consensus algorithm. The PowW
algorithm operates by searching for a value whose hashed representation begins with a certain
amount of zero bits [80]. This is performed by adding a nonce, also known as a working
increment, to the starting value and continuing to do so until the final hash starts with the
specified amount of zero bits. This process is repeated until the final hash starts with the
required number of zero bits. Once this nonce has been found and the proof of work has been
accomplished, the block cannot be modified without repeating the work for that block as well
as the work for any blocks that come after it [80], [67], [66].

2.3.4.2 Proof of Stake

Proof of Stake (PoS) is an alternative consensus technique created for public blockchains. PoS
relies on the validator's ownership of the stake or the network's computational power rather
than their ability to solve a cryptographic challenge [81]. There are validators instead of miners
in the PoS. The PoS utilizes validators to propose, vote on, and generate new blocks in the
network. The two methods for reaching a consensual agreement are the random technique and

the Byzantine fault-tolerant approach [82], [66].
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2.3.4.3 Practical Byzantine Fault Tolerant (PBFT) Consensus Algorithm

The practical Byzantine Fault Tolerant (PBFT) algorithm decreases the average response time
by lowering the communication overhead required to operate under necessarily synchronous
conditions, making it an attractive choice for Internet protocol communication systems [83],
[84], [66]. The PBFT method consists of five steps: Request, Pre-preparation, Preparation,
Commitment and Reply. Nodes must pass through these steps in PBFT to commit and operate
in the network. PBFT will function correctly despite the presence of defective network nodes.
During the request phase, the client is responsible for sending a request to the master node.
During the pre-prepare phase, the master node is the one responsible for sending the request
out to the other nodes, who determine whether or not to accept the request. If the nodes agree
to the request to execute, they send the other nodes a prepared message. PBFT algorithms may
also handle up to 80,000 messages per second, as demonstrated [85], [82], [81].

Table 2.3: Comparison of blockchain consensus algorithms

Category PoW PoS PBFT
Permissionless Permissionless Permissioned

Security More Secure Less Secure Secure

Latency Very High Low Low

Energy Consumption Very High Low Low

Applications Bitcoin, Ethereum Peercoin Hyperledger

2.3.5 Blockchain Applications

Figure 2.6 shows various applications of blockchain technology. his research study focuses on
the areas where blockchain technology has been used in data management, security, and

privacy.
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Figure 2.6: Blockchain application areas

Banking: Blockchain technology may completely change the banking and financial industries.
A wide variety of financial organizations have been investigating the possible advantages that
blockchain technology might provide for their operational procedures. The first-ever financial
transaction to use blockchain technology was executed in 2016 between the Commonwealth
Bank of Australia and Wells Fargo. There are currently several additional financial services
that are conducted using blockchains, such as online payments and digital assets and 63% of
central banks are conducting experiments with blockchain in the hopes of integrating it into

their system following the completion of a successful trial of the technology [33].

Healthcare management: Current concerns with the healthcare management system include
inconsistent data, duplicate information, as well as the incapacity of patients to have access to
and take control of their data. When utilized appropriately, blockchain might alleviate several
healthcare problems [33]. The objective of Blockchain is to record all sorts of transactions in a
decentralized ledger that is independent of existing healthcare administration frameworks. It is
accurate and unambiguous, saving time, effort and money, hence minimizing the amount of

management effort required [76].

E-Voting: There is a widespread inability around the world, particularly among developing
nations, to hold elections that are free and fair. VVoting processes in firms, assemblies and even

nations might all be made more open and transparent with the use of blockchain technology.
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To promote free and fair elections and ensure the integrity of vote records, blockchain-based
electronic voting systems have been investigated in around sixteen countries and the results

showed that privacy and security in elections can be preserved [33], [86].

Cryptocurrencies: The functioning of Bitcoin, in addition to that of several other
cryptocurrencies, such as Ether, is underpinned by the technology known as the blockchain.
As of September 2020, Bitcoin and Ethereum have respective market capitalizations of $191
billion and $41 billion, while their respective values are $10,345 and $364. There are over 1200
distinct cryptocurrencies that are now active in the market. Litecoin, Ripple, Bitcoin Cash,

Monero, Zcash and Dash are a few examples of alternative cryptocurrencies [33], [87].

Smart Contract: The term “smart contract” refers to a legally binding agreement between many
entities that can be carried out with the assistance of computer-written instructions because it
runs without giving the parties the option to cancel, the code ensures that there is no room for
trust in the execution. Smart contracts assisted in the expansion of blockchain technology
beyond cryptocurrencies and made it relevant to a vast array of applications, including

healthcare, supply chain, the Internet of Things and business process management [33][74].

IoT Domain: The need for 10T devices to interact and exchange data without human
intervention has sparked interest in using blockchain technology [33]. The Internet of Things
(1oT) gadgets of today utilise cutting-edge technologies like computers, sensor networks,
wireless communications and electronics in addition to contemporary management practices,
which enable blockchain technology to be used [88]. For example, the ride-sharing
transportation sector can utilize blockchain. It can create a peer-to-peer ecosystem. Therefore,
it poses a threat to the monopoly of commercialized transportation services provided by
corporations such as Uber, Careem, and Lyft. As a result, the economy will become more
decentralized [88].

2.3.6 Challenges of Blockchain Technology

Although the blockchain's core concept is straightforward, its implementation presents several
difficulties. This section highlights the most important consequences of its use, as determined

by its users.

1) Scalability and storage capacity: The scalability and capacity of blockchain storage

have been widely interrogated. In this approach, the chain is continuously increasing at
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2)

3)

4)

5)

a pace of 1MB per block every 10 minutes in Bitcoin, and there are several versions of
the chain stored among network nodes as the chain grows. Even though only full nodes
(nodes that are capable of properly verifying transactions and blocks) store the whole
blockchain, the storage requirements are high. As nodes grow in size, they use a growing
quantity of system resources, limiting the system's scalability. A large chain hurts

performance, such as increasing the synchronization time for new users [89], [33], [90].

Cost of technology: Using a new technology necessitates early expenditures on the part
of both enterprises and consumers, including learning expenses associated with
becoming acquainted with the system in general and the technology in particular.
Regardless of the kind of blockchain, public sector respondents see blockchain adoption
expenses as an investment in the long term when it comes to transaction and payment

efficiency [91].

Security Issues: There have been claims of security problems and vulnerabilities in
blockchain applications, particularly public blockchains, although blockchain
technology is secure (primarily cryptocurrencies). Private and consortium blockchains
provide a greater degree of security than public blockchains due to their restricted access.
Among the ones that are reported the most frequently encountered security problems
include malware attacks, fraud, denial of service (DoS), Sybil attacks, network and
application vulnerabilities, and others. Loss of private keys may also result in severe
security breaches and can be caused by criminal activities, accidents, or plain
carelessness [33], [92], [76].

Legal Issues: The unavailability of a central authority, the unavailability of a minting
organization, and, as a result, the complete absence of censorship in Bitcoin are both
alluring and hazardous characteristics of the cryptocurrency. It is common for Bitcoin
users to be accused of fraudulently misusing the network, and as a result, the technology
is accused of encouraging or facilitating criminal behaviour. There has been a great deal

of talk about Bitcoin sensitivity, the first decentralized cryptocurrency [33], [89].

Interoperability: According to the results of an extensive study, several industries are
now interested in using blockchain technology. However, they are unable to interact and
integrate due to the absence of a conventional protocol. In the blockchain industry, this

is known as the absence of interoperability, and it has a detrimental effect on the
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industry's growth. Therefore, rather than providing a wide range of practical solutions
for a wide range of business models, Bitcoin continues to remain the dominant platform
to put blockchain technology into action [71], [89], [33].

2.4 Blockchain Ethereum Smart Contract

Significant progress has been made in the implementation of smart contracts and the
development of blockchain technology. In the 1990s, the term "smart contract” was utilized to
describe the notion of a process for automated transactions that carry out the contractual
obligations of an agreement [83]. As part of the transaction verification process, they are
generated on the decentralized ledger and function independently. To generate the smart
contract, a transaction on the Ethereum platform is required, this will then add the smart
contract to the blockchain network. During this particular stage, a contract is issued a unique
160-bit identification address and its code is transferred to the blockchain network [93]. When
properly constructed, a smart contract composes of a balance of contracts, a contract address,
present executable code, and a contracting state. The security of smart contracts is dependent
on how well the contract code is written, and the integrity of the blockchain may be seriously
undermined if a fault is found in the implementation logic of the contract code [74]. Figure 2.7

shows a typical structure of a smart contract.
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Figure 2.7: Smart Contract Structure
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2.5 Blockchain Network Threats
Research has shown that there are several blockchain network threats. Table 2.4 discussed the

threats and their definitions.

Table 2.4: Blockchain Network Threats

Threats Definition
Greedy Mining | In contrast to honest miners, dishonest miners release blocks selectively
Attack and promptly broadcast them to the network. This assault is initiated with

the main purpose of obtaining an unfair pay out and causing honest miners

to expend resources in the wrong direction [94], [95], [96].

Block Withholding | Blocks are removed during this kind of attack on mining pools. This
attack (BW) prevents dishonest miners from publishing mined blocks, which in turn

lowers the revenue of the pool [94].

Fork-after The FAW attack incorporates aspects of both the BW and greedy mining
withholding attack | methods, with the adversary splitting the computer resources at his disposal
(FAW) between mining for penetration and mining for innocent users [94].

Wallet security | Although password authentication is the predominant user authentication
threats method, blockchain-based currencies employ private key-based

authentication systems. To conduct transactions or access currency on a
blockchain, users must hold both private and public keys[95][96].

51% attack More than half of the system's processing power is under the control of the
attacker (often a group of miners), hence this assault is also known as a

majority attack. A malicious actor may invalidate any transaction block by

seizing control of enough mining resources to halt the process [92], [95].

2.6 Cryptography Approaches

To ensure the ledger's integrity (the capacity to detect data tampering on the blockchain),
blockchain systems employ advanced cryptographic algorithms. For this research, we have

focused on two cryptography approaches which are mostly used.
2.6.1 Elliptic Curve Cryptography

Blockchain makes use of asymmetric cryptography, which necessitates the utilization of two
unique keys (public and private) for encryption, decryption, and the creation of digital
signatures. The production of key pairs and other activities, such as the digital signature, is
carried out on the majority of blockchains with the assistance of an elliptic curve that is
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superimposed over a prime field [33]. In comparison to RSA and DSA, the implementation
efficiency and level of security offered by elliptic curve cryptography (EC) are significantly
higher. In addition to this, it is better suited to be used with devices that have restricted amounts
of power, memory and bandwidth [33], [97]. Using EC cryptographic approach, blockchain
technology ensures that all transactions are conducted securely while protecting all information
and value storage. Therefore, anyone utilizing blockchain may be certain that anything

recorded on the blockchain network is done so securely and lawfully [79].

R=P+Q

X

Figure 2.8: Elliptic curve cryptography[98]

The EC Cryptographic Signature technique kicks off with the generation of a pair of keys;
subsequent steps involve the signing and verifying of transactions in the blockchain before they
can be added to the block. The process of transaction signing requires the creation of a
transaction in the form of a message. The message is then stored in the wallet program after
being hashed and encrypted with each of the sender's transactions. The address is a
Base58Check text encoding of a 160-bit message digest that was produced using SHA-256 and
RIPEMD160 hashes [33], [79].

2.6.2 Digital Signature

In an untrustworthy environment, a digital signature that is built on asymmetric cryptography
is often used for transaction authentication. To transfer transactions and check the authenticity
of transactions, Blockchain relies on asymmetric cryptography. The sender utilizes his or her
private key to digitally sign the transaction before it is broadcast over the P2P network. This
happens before the transaction is published [99]. After the transaction has been sent, it is
broadcast to all neighbouring nodes over the P2P network. In this kind of network, peers are

treated with the same level of privilege as any other participant. After the transaction has been
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received by other nodes, the sender's public key is utilized to validate the validity of this

received transaction following the specified block validation criteria [100].
2.6.3 Advanced Encryption Standard

The advanced encryption standard, known as symmetric cryptography, employs the usage of a
similar key both for encryption and decryption processes. The length of the key that is being
used is the determining factor for this specific use of AES encryption [101]. Encryption is done
using a fixed data block that is 128 bits long. The Advanced Encryption Standard utilizes a
block size of 128 bits for encryption and offers three distinct key sizes: 128, 256, and 192 bits.
The block length is capped at 128 bits using the Advanced Encryption Standard, which employs
the same three key size possibilities as before. The number of AES parameters is dependent on
the length of the key. The Advanced Encryption Standard relies on transformations including
substitution, permutation, mixing, and key addition to provide security. These transformations

are used in every round of AES until the very last one [102].
2.6.4 Data Encryption Standard (DES)

The DES is one example of a symmetric algorithm. Through a series of complex operations,
the DES algorithm transforms a string of plain text bits of a certain length into a string of cipher
text bits of the same length. It used 64-bit blocks, with 8 of 16 bits utilized for parity checks.
In each cycle of the DES algorithm, key bits and data bits are permuted, swapped, XOR’d and
sent via the eight boxes. When running the DES algorithm, the eight boxes serve as lookup
tables. Decryption is identical to encryption; however, it is performed in the other way [102],
[101].
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2.6.5 Rivest-Shamir-Adleman (RSA)

The RSA algorithm is largely regarded as the most trustworthy and secure encryption
technology presently available. It allows for the use of high key sizes, which improves message
encryption security by making it more difficult to decipher the encrypted message. RSA
employs a public key for the encryption of the plaintext, which is known to all senders, while
a private key is used for the decryption of encrypted data. RSA can overcome the issue of key
distribution. However, because of how RSA was developed, it can only encrypt a limited
quantity of plaintext at one time. For instance, in the case of a critical length of 2048 bytes, the
maximum amount of plaintext that may be encrypted is 256. The benefit, however, is that it
will be hard to decrypt using techniques that are already known when the critical size is huge
[100], [102].

2.6.6 Merkle Trees

All the confirmed transactions are grouped into blocks, which are then mined and distributed.
Up to the limit set by the block size restriction, multiple transactions can be included in a single
block. Merkle trees, also known as hash trees, are the structures used to aggregate multiple
transactions into a single block [103]. A Merkle tree is a tree-shaped data structure that is

constructed via a bottom-up process. It can effectively summarize the combined transactions
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and check their legality. Each non-leaf node is created by computing its corresponding child
nodes, starting with the leaf nodes (which are hashes of the original data) [95][103]. The leaf

nodes are the site of origin [95].

Figure 2.10: Merkle Tree within a block

2.6.7 Hashing Algorithms

The term "hash function” refers to any function that takes data of varying sizes and transforms
it into data of a predetermined size [79]. The hash algorithm is the cryptographic approach that
is used in Blockchain architecture more often than any other. The hash algorithm is used
extensively inside Blockchain to create wallet addresses, maintain data integrity, encrypt data,
calculate consensus, and connect blocks. To obtain a hash value in a reasonable time, it is
feasible to compress data of any length into binary strings of a fixed length [79]. The features
of a hash function include hiding, unidirectionality, puzzle friendliness, and collision resistance

(it is difficult to determine the correct hash for a block, but simple to verify) [4].
2.7 Healthcare, 10T and Blockchain Technology
2.7.1 Overview

I0T is altering and simplifying manual processes to bring them into the digital era, acquiring
amounts of data that yield unprecedented levels of information. This information is supporting
the creation of smart applications, such as the enhancement of city administration and citizen
quality of life through the digitalization of city services [89]. Therefore, the utilization of

blockchain can supplement the 10T with trustworthy and secure data. 10T may considerably
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benefit from the functionality given by blockchain, which will also help in the development of
existing 10T technologies. It is important to note that many research obstacles and unresolved

concerns must be investigated before these two technologies may be utilized effortlessly.
2.7.2 10T and Blockchain in Healthcare Benefits

Because of its significant qualities, such as item identification, governance, the growth of
address space, authentication, and authorizing data privacy and security, several studies have
recommended Blockchain Technology as a solution for a small number of Internet of Things
devices [104].

Smart Contracts: The development of smart contracts is one of the most significant uses of
blockchain technology. These contracts make it possible for an individual or an organization
to create a legally binding document by using the blockchain system. To put it another way,
smart contracts are essentially self-contained agents that make use of blockchain technology to
encapsulate transactions and transform them into contracts or other legal documents. This
enables smart contracts to be utilized to supply legal services to parties who are engaged in the
transaction. They can be confirmed and tracked because they are composed of scripts that are
saved using blockchain technology. Each script has its unique address, which enables the
scripts to be tracked and validated. Smart contracts, which function in a decentralized fashion,
make it possible to have fair commerce while also reducing the amount of player interaction
[105], [92].

Fraud Detection: The detection of fraudulent activity is just another use case for the technology
behind blockchains. The practice of reviewing a document or other data system to see if the
information has been altered in any way or whether there has been any other kind of dishonest
behaviour constitutes fraud detection. Detecting fraud may entail stopping the insertion of
fraudulent reviews into online review systems in the form of badmouthing and voting to stuff.
This can be done by blocking certain IP addresses. Detecting fact-based fraud in the healthcare
industry, such as the use of counterfeit certifications, is another aspect of it that may be involved
[90].

Key Management: Several cryptographic techniques requiring the use of private and public
keys are necessary to secure the data stored on the blockchain ledger. Blockchain technology,
like any other sort of information-holding technology, needs the installation of measures to
ensure security and privacy. Because blockchain data is kept open and accessible to all parties,
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most cryptographic procedures necessitate the usage of keys to allow those cryptographic

processes to take place; hence, some kind of encryption/access control is necessary [90], [71].

Identity Verification: Aside from the healthcare field, numerous internet companies have
discovered various techniques of identification verification. Many companies and governments
already utilize passports and fingerprints to identify individuals. Although the government
prepares and validates all papers, the blockchain offers an alternative to government-sponsored
identity verification. Outside of these countries, blockchain may be used to validate a user's
identity. One example is the use of blockchain technology to notarize weddings, birth
documents, and corporate transactions, among other things. Using blockchain technology, a
person may utilize the distributed ledger to authenticate his or her presence at a certain time
and location, which would be validated by other people owing to the distributed nature of
blockchain [90], [76].
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Figure 2.11: Blockchain-loT integration approaches

2.8 Summary of Related Works

Several uses of blockchain technology in the medical sector, such as mobile health apps,
monitoring devices, storing and sharing electronic media recordings, electronic health records
(EHRs), insurance, and the storage of clinical trial data, are presently being researched. This
section presents some of the work that has been done in the healthcare industry using

blockchain technology.
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2.8.1 Healthcare and Blockchain

This subsection discusses some of the existing works that utilized blockchain in the healthcare

ecosystem.

Tripathi et al,[63] suggested an S2HS smart healthcare system approach based on blockchain
to improve the security and integrity of smart health systems. Electronic health records, data
from clinical trials, and other sensitive information acquired from a variety of sensors are
encrypted and stored among several nodes in a blockchain network rather than in a centralized
cloud. This allows for more decentralized access to the information. Only authorized parties,
such as healthcare experts, insurance companies, pharmaceutical companies, and so on, can
access these records, and they need the patient's consent to do so. When a clinician or doctor
requests access to a patient's data, they must first notify the patient in real-time, and the data is

only released if the patient consents to the disclosure.

Kumar et al. [31] presented a solution for the off-chain distributed storage of patient diagnostic
reports using blockchain and interplanetary file systems (IPFS). The solution that was offered
consisted of the implementation of a consortium blockchain-based architecture that can store
medical information. IPFS has a version management technique, in which each report is
connected with its hash value, and a peer may obtain a patient's medical report by utilizing the
report's matching hash value. In addition, IPFS saves the hash values of all of the reports in a
distributed fashion. In addition, IPFS provides users with a distributed file system (DFS), which
makes it possible for users to store files and exchange them with one another. As part of this
initiative, the hash of a patient's medical record is produced and then saved in a distributed
ledger that is based on blockchain technology. This helps to make sure that the data is reliable

and accurate.

Tarek et al. [106] suggested a secure inter-healthcare patient health records exchange
architecture based on blockchain. The architecture that has been presented can identify and
prevent harmful behaviour on electronic health records (EHRs) when they are both in transit
and at rest. It may also certify the integrity and consistency of EHR queries and responses from
other healthcare systems and provide them in an understandable format for all healthcare nodes.

Saha et al. [30] proposed a healthcare data management system on the blockchain framework.

The suggested model is a multi-layered architecture in which various entities associated with
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the healthcare system would be represented by distinct components. The entities include
patients, physicians, hospitals or clinics, medical records, etc. A consortium blockchain was

used to implement the proposed solution.

Harris [21] proposed a blockchain solution to store covid-19 details. The solution entails
storing and viewing patient status and transaction log information relevant to COVID-19
medical problems. This confidential information is only accessible to the relevant government

and municipal authorities for monitoring and future action.

Saini et al. [107] provided a framework for the access control of smart contracts that were
presented for cloud-based smart healthcare systems. In this method, electronic medical records
(EMRs) are first encrypted utilizing the cryptographic functions of elliptic curve cryptography
(ECC) and Edwards-curve digital signature algorithm (EdDSA), after which they are stored in
the cloud, and their associated hashes are added to a blockchain. The viability of the suggested
approach being implemented in a real-time smart healthcare system was shown by the
assessment that was conducted. This would improve the level of security for patient-centric

access control.

Thippeswamy et al. [108] proposed a blockchain-based approach for tracking medical reports.
With this technique, the patients’ medical records are maintained in a secure and distributed
blockchain network. The patient is then granted a monopoly on his medical records, making
the system more patient-centred. The system uses two-step authentication to provide security
and privacy. Locally, the setup was completed using the ganache and metamask wallets.

Table 2.5: Summary of Blockchain in Healthcare

Ref. | Proposed Solution and Objective | Implementation Consideration
[63] | S2HS-smart healthcare system | No Data integrity, Security,
approach based on blockchain Privacy, and Transparency
[31] | off-chain distributed storage of | Yes: IPFS, Blockchain, Python Consistency,
patient diagnostic reports using | flask Integrity, and Availability

blockchain and interplanetary file
systems (IPFS)

[106] | The blockchain-based solution to | Yes:  Blockchain,  Smart | Security, Integrity, and
facilitate scalable and secure inter- | contract Consistency
healthcare HER exchange
[30] | Healthcare data  management | Yes: Blockchain, FHIR Server | Transparency, Data

system based on blockchain replication, and availability

[21] | A low-cost Blockchain method for | Yes: Blockchain, Hyperledger | Trust and Security
storing and viewing patient status | Fabric, Hyperledger Composer
and transaction log information
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relevant to their COVID-19
medical problems has been
presented.

[107] | Framework for the access control of | Yes: Blockchain, Cloud, ECC, | User Verification, Access
smart contracts was presented for | EADSA authorization, and
cloud-based smart healthcare misbehaviour detection
systems

[108] | Blockchain-Based Medical Reports | Yes: Ethereum Blockchain, | Security, Storage, and
Monitoring System Ganache Truffle suite, | Authorization

Metamask wallets, Node Js

2.8.2 Healthcare, Blockchain and loT

Some of the related works that integrated 10T and blockchain into the healthcare ecosystems

are discussed as follows:

Jafar [103] proposed a blockchain-assisted solution for medical 10T devices based on the
Lamport Merkle Digital Signature (LMDS) to overcome security issues in the absence of a
reliable third party to help solve security issues when a reliable third party is not involved. They
advocated for the use of a blockchain-based cloud Internet of Things network and the
integration of that network with patient and hospital health records. Authentication
technologies such as LMDSG and LMDSV were used to protect medical data transmitted over
the Internet of Things network. This proposed solution was safeguarded by a consensus
mechanism, and it was tested using Cloud Sim 3.0 to ensure that it worked. Computing time
and computational overhead were reduced by 25 per cent as a result of this strategy, while

security was raised by 7 per cent.

Ammi et al. [109] proposed a custom blockchain architecture for safe smart house lightweight
loT. The proposed method considers the flow of data and performs the information exchange
in the form of a transaction. Afterwards, the information that pertains to the transaction is saved
on immutable blocks to preserve its integrity. This mapping technique will make it possible for
the user to investigate any interactions that are not typical and will ensure the data integrity of
the different transactions. Permissioned blockchain with the hyper ledger fabric platform was
combined with the composer when developing this approach. The proposed solution was
simulated, and the results have shown that using this blockchain-based paradigm may ensure
that smart home users’ important security and privacy requirements are met while retaining

transparency and fostering interoperability.
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Shukla et al. [110] proposed a Healthcare 10T identification and authentication utilizing an
integrated fog computing-based blockchain architecture. The model focuses on storing 10T data
on Fog nodes and master fog nodes rather than storing it on blockchain and cloud servers. The
fog storage then organizes the patients' health data provided by healthcare 10T devices into
comparable blocks that are linked with a unique block and the fog nodes are connected to the
healthcare 10T. In a real-time situation, the ASE method was examined and analyzed, and the

suggested technique was simulated using iFogSim.

Fotopoulus et al. [111] suggested a blockchain-enabled 1oMT device authentication
architecture. When the patient or clinic receives a new gadget, the strategy works. The device
is then authorized and permitted to communicate with the system. To protect connections
between devices and the I0T getaway or central system, each device is certified with a unique
public or private key pair. The Hyperledger Aries Cloud Agent Python framework served as

the foundation for the implementation.

Auja et al. [112] proposed the development of a decoupled blockchain technique for edge-
envisioned loT-Based Healthcare Monitoring. To separate the ledgers and block headers, the
technique adopts a decoupled blockchain-based architecture, which reduces header production
times and block preparation while ensuring security when transferring the obtained data. It is
necessary to use an incremental tensor train approach to transport data from edge devices to a
cloud server. This strategy reduces the overall amount of cloud storage space required while
re-evaluating the same data with the least amount of error.

Attia et al. [113] suggested an loT blockchain structure for healthcare monitoring based on a
hyper-ledger structure. The approach is centred on remote monitoring of patients who have
been discharged from the hospital and is intended to be monitored by medical personnel. Each
patient is given a wearable device with sensors that can continually measure a specified set of
parameters from a person's health condition. Data is then saved on a blockchain network using

smart contracts.

Frikha et al. [67] proposed data management in healthcare and fitness utilizing an loT-based
Blockchain platform. The suggested method focuses on developing a patient-centred
application for storing medical records. A patient must have a wearable device which can
continually measure a predetermined set of parameters related to the patient's health state. The

data is subsequently uploaded to a decentralized ledger. Their architecture was created in such
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a way that medical data confidentiality and access control are met. To meet the criteria, the

method was built utilizing the Ethereum blockchain and smart contracts.

Ray et al. [114] proposed an electronic health record service strategy in the loT-Blockchain
Ecosystem. Patients' electronic health record data is sent to doctors using a private blockchain,
and doctors' and patients' diagnostic HER data are communicated through the same
infrastructure. Swarm exchange is crucial for assisting the functions in a secure and efficient
bidirectional manner. The findings indicated that the proposed system functioned admirably in
a variety of blockchain-10T scenarios across a wide range of scenarios.

Yanez et al. [115] suggested a data allocation technique for Internet of Things systems based
on blockchain. The development of a data controller that makes use of fuzzy logic forms the
basis for this approach. To determine the RoA value, using this logic, context factors are
extracted from each data request, data network and quality measure. This value is then used as
a threshold measurement to assess whether or not a data request needs to be kept on the
blockchain or allocated off-chain. This determination is made based on whether or not the value
exceeds a certain threshold. Calculating the RoA required the use of MATLAB, which is a

simulation tool.

Table 2.6: Summary of 10T Blockchain in Healthcare system

Ref. | Proposed Solution and Objective | Implementation Consideration

[103] | Blockchain-assisted solution for | Yes: CloudSim 3.0, LMDS, Immutability, privacy,
medical 10T systems based LMDS | LMDSV, LMDSG, secured authentication, data
for higher security. consensus technique integrity and speed

[67] | loT blockchain-enabled platform | Yes: Raspberry Pi 3, Ethereum Immutability, privacy,
for a healthcare application for | Smart contracts, POW and PoA. confidentiality,
EHRs storage and examination accountability, speed,
using a hybrid e-health transparency,
decentralization system to protect decentralization, and energy
healthcare data. consumption.

[116] | Blockchain framework for the | Yes:  Blockchain,  Cloud, Immutability, privacy,
security of EHR where data in the | LPWAN confidentiality, integrity
cloud is encrypted and sent to the and transparency
blockchain integrated with
LPWAN.

[117] | Blockchain-based smart contracts | Yes: Raspberry Pi 3, body Immutability, privacy,
for protecting security and privacy | sensors, GSM module, GPS | confidentiality, availability,
issues of patient and sensors | sensor. transparency and integrity
information and enhance on-time
treatment

[111] | Blockchain-based IoMT | Yes: Hyperledger Aries and Immutability, privacy,
authentication framework using | Ursa, Hyperledger Identity authentication, integrity
SSI for scalable and practical | stack, SSI, Medical device,
authentication for medical devices | device vendor, Gateway vendor
of various stakeholders
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[20] | Decoupled blockchain-based | Yes: Blockchain, edge devices, Immutability, privacy,
schemes secure in-house health | incremental  tensor  train, | integrity, speed and energy
records transmitted from 10T | Mhealth dataset consumption
devices to the edge nodes.

[113] | IoT blockchain  structure for | Yes: Hyperleder fabric, Smart Immutability, privacy,
healthcare monitoring based on a | Contracts authentication, integrity,
hyper ledger structure accountability, and

transparency

[108] | Integration of medical records into | Yes: React JS, Web3 Library, | Immutability, privacy,
a distributed ledger  using | MetaMask, Ganache integrity and accountability
blockchain and a cryptographic
hash for extra privacy protection.

[118] | Blockchain-enabled mHealth | Yes: private Ethereum, IPFS | Immutability, privacy, data
system via wearable sensors for | distributed storage protocol audit, authentication, data
transparency, security, and privacy integrity, speed and
of remote monitoring healthcare accountability
data.

[119] | A lightweight consensus technique | Yes: Blockchain, API gateway, | Immutability, privacy,
and a decentralized patient software | 10T device gateway, 10T | speed and energy
agent for the RPM system. devices consumption

[120] | BSDMF is based on IoMT for the | Yes: Blockchain, IoOMT Immutability, privacy,
security and privacy of transmitted | devices, Cloud server authentication,
patient healthcare data, scalable transparency.
accessible healthcare data

[121] | A secure loT-based COVID-19 | Yes: Blockchain smart Immutability, privacy,
vaccine distribution system for | contracts authentication, integrity,
effective tracking of vaccine units availability, speed

[114] | BIOTHR: a blockchain and swarm | Yes: GnuPG, IPFS, GOlang Immutability, privacy
exchange method to protect the security, transparency,
privacy of healthcare data from loT interoperability, access
devices to a backend server. control, availability,

decentralization,
pseudonymity, data
aggregating, low cost

A literature review of the current existing technologies using blockchain in healthcare was

carried out and it further described the existing challenges. Through literature review analysis

we found that blockchain has the potential to improve the current healthcare technologies.

However, most works done are mainly based on security, access control, data management and

monitoring which leaves a gap to be filled in developing more decentralised systems with the

help of this technology.

2.10 Chapter Summary

This chapter contained a comprehensive literature review of IoT blockchain technology in

healthcare systems. Current existing technologies were also reviewed, and the benefits and

disadvantages of blockchain technology as well as the architecture were reviewed in depth.
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Chapter 3

Research Methodology and Design
3.1 Introduction

Several definitions of research exist. According to Thomas [122], research is the process of
formulating hypotheses and then improving or discarding some of them in favour of others that
are better supported. In practice, the researcher gathers information on instruments based on
participant-completed questionnaires or recorded observations. In other terms, research is a
systematic inquiry including the meticulous examination of materials and sources to generate
new facts and conclusions [122], [123]. In the majority of scientific fields, research is utilized
to understand and solve issues for the benefit of humanity. Just like other disciplines, research
in Computer Science is very important as there is a need to contribute to the existing body of

knowledge and to ensure the dynamism of the discipline and innovations.

To effectively carry out research in the academic setting, it is important to have a relevant
methodology to outline the logical sequence that should be followed [124]. These logical steps
include problem formulation, performing an extensive literature review/survey for
comprehension, designing the construct and execution, demonstrating the solution’s feasibility,
solution evaluation, and conclusions as well as recommendations [5]. Moreover, to effectively
achieve the ROs, research is also formulated based on the problem statement and relevant
research methods selected to answer the RQs [125]. Methods refer to the processes of data
collecting, approaches for detecting connections in the given data, research linkages and
contributions to the specific area, as well as the evaluation of collected data for precision,
accuracy, and consistency. In addition, methods are related to the evaluation of collected data
for research linkages [126]. The outlined RQs are answered using various methods such as
simulations, observations, model design, case studies and experiments [124]. Moreover, a
suitable study research design is essential for reaching the anticipated research outcomes.

In the context of this research, the goal is geared at designing and implementing a privacy-
aware, secure and efficient system to solve the problems of privacy and security in the current
healthcare ecosystem. We utilized blockchain technology to achieve the intended goal. We
defined the system’s functions and designed its structure, thus, the system proposed must be

able to carry out all its functions while protecting the data and being efficient. However, to

39



effectively achieve our defined goal, suitable methodology and methods have to be chosen and
followed until the research is completed. Figure 3.1 presents the research workflow in this

research showing how the research evolved from inception to completion.
3.1.1 Chapter Outline

This chapter presents the research methodology and designs of the research. It starts with a
short introduction and then discusses the research methodology in detail, design, methods, data
collection, and data analysis. Also discussed are the tools and technologies used, research

evaluation and ethical considerations.
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Figure 3.1: Research workflow

As shown in Figure 3.1, this research started with the formulation of a relevant practical
research problem statement after a preliminary literature study. This was to acquire insight into
the existing issues linked with healthcare systems. Once a problem was identified, a
comprehensive literature review/survey was launched to get a better comprehension of the
research problem, approaches and suitable technologies. With the problem identified and

proper background knowledge gained, the research proposal was written, submitted, approved,




defended and ethics cleared. The actual research started by following the scientific
methodology and the appropriate research methods selected to answer the RQs. The proposed
system was analysed, designed and implemented. Data were collected using simulations and
analysed then the results were presented. The solution was validated, and it is trustworthy and
proven. Lastly, we provided a research contribution and its theoretical connections by
evaluating and comparing it against the work done by other scholars in the literature. We then

conclude, outline future works and submit the final dissertation.
3.2 Research Paradigms

A collection of perspectives and assumptions that are widely accepted within the research
community concerning ontological, epistemological, and methodological concerns can be
defined as a research paradigm [127]. A research paradigm also tackles epistemological
concerns regarding how humans may know about reality. That is, how they can acquire
knowledge about the world. Lastly, a research paradigm addresses methodological problems
regarding viable ways to investigate reality and how to validate the knowledge obtained [127].
In the Computer Science discipline like other disciplines, research paradigms are very
important because they help the researcher to grasp and explain perspectives on the nature of
reality, the things that can be understood about it, and the processes involved in acquiring that
knowledge [128]. Some of the research paradigms in the discipline of Computer Science are

discussed next.
3.2.1 Positivism

The works of the French philosopher Auguste Comte were largely responsible for the rise to
the popularity of the positivism type of philosophy at the beginning of the nineteenth century
[129]. Positivism believes that reality exists independently of individuals. It is not mediated in
any way by our senses and operates according to laws that cannot be altered. The ontological
stance of realism is held by positivists. Positivists attempt to comprehend the social sphere
similarly to how they comprehend the environmental universe [128]. Researchers go in as
impartial observers to learn more about occurrences that take place independently of them.
They do not affect or change the thing that is being observed. They will use words and symbols
to describe things exactly as they are, without changing anything about the way things are
[130].
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3.2.2 Interpretivism

Interpretivism can be described as "a response to the undue dominance of positivism." The
perspective on interpretation rejects the existence of a single, verifiable reality beyond our
senses [128]. According to interpretive researchers, there is neither a universal truth nor a
worldview. They perceive, interpret and comprehend based on their orientation reference and
outline because they hold "the belief that uncommitted and disinterested impartiality is
impractical and that reality or practicability of framework and backdrop is essential”[126, p3].
Interpretivism considers the world to be complicated and interpretable. The interpretation of

findings might lead to issues concerning dependability [130].
3.2.3 Pragmatism

The pragmatic research approach maintains that conceptions are only significant to the extent
that they are helpful to action. One of the pillars of pragmatics is "recognizing that there are
numerous ways to do research and perceive the world, that no one perspective can ever provide
a complete picture, and that there may be several realities” [128, p3]. The researcher's values
drive the reflexive technique of inquiry that is inspired by doubt and a sense that something is
amiss or out of place, and it is this process that restores confidence when the problem has been
resolved [132]. Although mixed methods might be employed with any paradigm, pragmatism
is typically regarded as the most prominent paradigm for mixed-methods social research.
Pragmatists place the research topic and RQs at the core of their study and employ the
techniques they deem most suitable for gaining the most meaningful insights from their
research [130].

Therefore, within the scope of this investigation, we employed the pragmatic research
paradigm since it allows the researchers to choose a variety of methods. The nature of this

study required the use of mixed methods to obtain and validate the solution’s results.
3.3 Research Methodology

The term "research methodology™ refers to a technique that may be used to answer or solve a
research topic methodically. Thus, it may be defined as the process of learning how research is
conducted scientifically [126], [133]. We studied the approach by analysing the many steps a
researcher takes while examining his or her research subject, as well as the logic underpinning

them. Choosing the right methodology is critical for giving guidance and openness in terms of

43



research reporting methodologies and procedures used to illustrate how data was acquired,
presented, evaluated and discussed ethically [126], [134]. Because of its compatibility with the
pragmatic paradigm, the design science research approach was selected for this research and
maintained throughout the study.

Knowledge Process Outputs
Flows Steps
‘G P i e G s S e, S S w5 e oum -
G:> Awareness of | Proposal :
Problem : :
| I
Knowledge ﬂ | :
Contribution 1 . . 1
Suggestion ! Tentative Design :
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Design Science Evaluation Performance Measures
Knowledge ﬂ
Conclusion Results

Figure 3.2: Design science research model[135]

3.3.1 The Design Science Research

Within the scope of this research, the design science research process model was adopted [135].
This is because this study involves the development of artefacts, and it engages primary
activities to enhance and comprehend the behaviour of information systems. The design science
research process produces artefacts such as system design techniques, languages, algorithms,
and human/computer interfaces [135]. This also aligns with the pragmatic paradigm chosen for
the research study since design science research employs various methods to evaluate
information systems, and pragmatism allows a researcher to use a combination of different
methods [136]. The design science research model is represented in Figure 3.2 and the phases

involved are discussed as follows in line with this research:

a) Awareness of the relevant research problem: There are several ways of identifying a

research problem in design research. In the current study, the research problem was
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identified through a preliminary literature review which assisted in investigating
multiple factors around the research including but not limited to, existing blockchain
technology in healthcare, an exploration into various approaches and the weaknesses

that are found in those approaches.

b) Suggestion: Here an extensive literature review/survey was done to gain in-depth
knowledge of the problem, the subject area, methods, technologies, etc. The knowledge
gained assisted in the conceptualisation of the proposed system which has addressed
most discovered research gaps and weaknesses. Different technologies and solution

approaches were evaluated to check if they were suitable for the proposed system.

c) Development: A novel artefact was designed based on the knowledge obtained from a
substantial literature review. This was to address the current problems at hand. In this
study, a secure registration and verification system for vaccinated patients was

developed using blockchain technology.

d) Evaluation: The simulation of the proposed solution was done; our approach was
compared with the current systems and the results were published. Our approach
showed satisfactory results and therefore can be recommended to be used.

e) Conclusion: Based on the solution evaluated, a real-world application is recommended

since the performance and security were found to be better than the existing systems.

All the steps above were followed from the beginning to the end to accomplish the aim and

goals stated in the first chapter.

Furthermore, this research study followed a mixed methodology of both quantitative and
qualitative data collection as indicated by the research methodology used in this study.
Quantitative approaches include the analysis of numerical data and often need the use of
statistical tools to analyse the findings [126], [133]. This allows variables to be measured, and
connections between them to be created. In qualitative research, a systematic investigation of
social events that occur in natural settings is followed by the gathering and interpretation of
data. These phenomena may contain, but are not confined to, how people view various elements
of their own life, how people and/or groups behave, how entities work, and what role
interactions have in the formation of relationships. However, these phenomena are not limited

to these categories. Interviewing participants is the major procedure of data collection utilized
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in qualitative research. This method places the researcher in the role of the principal data
collector. The researcher investigates not just the events themselves, but also the causes behind

them and the impact they had on the persons under study [137], [138].
3.4 Research Design and Methods
3.4.1 Research Design

Research design is a general way of organizing different components of the study in a manner
that will be logical and coherent [126] [127]. It also refers to the techniques or processes for
integrating the various research components to reply to or answer the research question. It gives
knowledge on how to apply a certain approach for data gathering and analysis in addressing or

answering a research topic [123], [139]. The research design for this study is shown in Figure
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Figure 3.3: Research design and approaches
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Figure 3.3 describes the research design and approach used in answering the RQs in this study.
The research started by conducting a preliminary literature review to identify the research
problem and formulated some RQs to address it. It was also designed to get a better
comprehension of the current healthcare system and blockchain. After RQs were formulated
and a comprehensive literature review performed, we then applied the knowledge gained to
design a solution model which was implemented as a proof of concept to demonstrate the
viability of the suggested solution. Moreover, to measure the effectiveness and performance of
the developed artefact, numerous simulations were conducted to collect and analyze data. The
results obtained were evaluated and validated to ascertain their reliability. Furthermore, the
contribution of the research was determined, and a logical conclusion was drawn based on the

evaluation.

3.4.2 Research Methods

Research methods are the strategies, techniques, and guidelines used to carry out an
investigation and answer research questions [140]. This enables the measurement of variables
and the subsequent establishment of their connections. Similar to Computer Science, particular
methods are employed when doing research. The following techniques apply to addressing the

research questions within the scope of this study:

A. Literature Review: To understand the depth of the problem at hand, an extensive
literature review was carried out. Different research repositories such as IEEE Digital
explore, Web Science, Science Direct etc were consulted to understand what other
authors did, their approaches, solutions, methods and conclusions on integrating
blockchain with healthcare systems. The research articles, journals and books
conducted also led to a written article which reviewed the integration and use of
blockchain technology in the healthcare ecosystem. This helped to answer RQ1 and
RQ2 and it was done in Chapter 2

B. Design and Implementation: Using the knowledge obtained from the comprehensive
literature review, we were able to come up with the requirement process as well as
specify the requirements of which we outlined the functional and non-functional
requirements. To demonstrate how the system works, system modelling was done

which included the design of use case descriptions, use case diagrams and sequence
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diagrams. Finally, the study outlined the design of the system showcasing the system
architecture, component design, algorithm design, privacy and security design of the

system. This answered RQ2 and RQ3 and was done in Chapters 4 and 5.20

C. Simulation: To compare and evaluate our results with other scholars we simulated our
proposed solution. The simulation was carried out using an apache-JMeter 5.4.2 web
load testing tool employing parameters such as throughput, latency, response time, and
the average number of transactions per second vs the number of threads. The simulation
was carried out using threads from 0 to 1000 to determine how the system responds.
Furthermore, Hyperledger-Caliper was used to evaluate the blockchain performance
using latency, throughput vs the number of transactions. This was done to compare our
results with other scholars to validate the results and contribute to the body of
knowledge. This answered RQ3 and it was done in Chapter 5.

3.5 Data Collection and Analysis

3.5.1 Data collection

Data collection is the systematic collecting and quantification of information on variables of
interest to answer particular research questions, test hypotheses, and assess outcomes [141]. In
the context of this research study, both primary and secondary data were collected [142]. The
primary data was quantitative and was collected through simulations. The simulation involved
testing different functionalities of the proposed simulation while recording the results and
thereafter the average of the results was calculated so that the results can be consistent and
accurate. However, secondary data was qualitative and was collected through scholarly articles
(journals, articles and surveys). Different scholarly articles were consulted to understand the
trends and provide clear insight into the problem at hand. This gave us direction for surveying
the existing healthcare system challenges and identifying the present practical obstacle and
providing a suitable solution to address them.

3.5.2 Data analysis

In the data analysis phase of any research endeavour, obtained data must be interpreted using
logical and analytic reasoning to reveal patterns, trends and linkages for simple comprehension,

it is often regarded as one of the most significant phases of the research process [126].
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Quantitative analysis: It involves numerical, mathematical and statistical methods to analyse
data [126]. This research study was utilized to help us understand the efficiency and
effectiveness of the proposed solution through simulation results. Data were analysed to
determine whether current problems can be solved, improved or solved by the solution as
determined by this research. The data for analysis collected from simulations were presented

in visualized graphs.

Qualitative analysis: Utilises an exploratory method to obtain an understanding of the
recognized reasons and perspectives. The purpose is to recognize patterns and get a
comprehensive grasp of the stated issue, proposed hypotheses and concepts [126]. It entails
establishing connections and making academic contributions to identify patterns and future
study areas. In this research study, this analysis gave us direction on how best we could identify
and solve current healthcare system problems. Analysis was achieved by going through a
literature review and tables were used to summarize and compare different findings from

different authors.
3.6 Research Tools and Technologies

In the context of this research, two software programs were used in the analysis and
development of the proposed solution. The software programs were Apache-JMeter 5.4.5 and
Hyperledger calliper. These software programs were used to help us evaluate and present the

research findings more understandably.
3.6.1 Apache-JMeter 5.4.5

The Apache JMeter program is open-source software that is a 100% java application that was
built to assess functional behaviour and perform load testing. Its initial purpose was to test web
applications, but it has now been extended to take on other test-related responsibilities as well.
It is possible to use it to evaluate the performance of apps and online resources that are either
static or dynamic on the web. It is possible to use it to simulate a high demand on a server,
group of servers, network, or item to test the item's resilience or investigate the item's overall

performance under a variety of different sorts of loads [143].
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3.6.2 Hyperledger Caliper

When using the Hyperledger Caliper blockchain benchmarking tool, users can look at how well
a blockchain implementation works by using a set of use cases that have already been set up.
Hyperledger came up with this tool. Hyperledger Caliper will show how well the blockchain
systems, Hyperledger Iroha, Hyperledger Burrow, Hyperledger Fabric, Hyperledger Besu,
Hyperledger Sawtooth, Ethereum work and FISCO BCOS. At the moment, it can handle
performance measures like Transaction/Read throughput, Success rate, Transaction/Read
latency (minimum, maximum, average), and Resource consumption (CPU, memory, Network)
[144].

3.6.3 Visual Studio Code

An example of a development process that is supported by the code editor known as Visual
Studio Code is the process of debugging. Other development processes supported include task
execution and version control. It makes an effort to provide just the tools that are required for
a rapid code-build-debug cycle, allowing more complex processes to be handled by IDEs that
have a greater number of capabilities, such as Visual Studio IDE[145]. In this research, visual

studio code was used to write the entire code of the vaccination management system.
3.6.4 Remix IDE

Remix IDE is usable by users of all skill levels throughout the whole smart contract creation
process. It has a wide collection of plugins with user-friendly interfaces and requires no
installation. The integrated development environment is accessible in two forms (web app or

desktop application) and as an extension to Visual code [146].
3.7 Research Evaluation, Validity and Reliability

The results acquired from the simulations were evaluated and a comparison with what other
researchers had done was made to enable reliability. Furthermore, our proposed system showed

great performance, and it provides more security to the data.

Evaluation: In this research study, the results were evaluated with what other scholars have
found, this was to see if there is consistency with what other scholars have found. The
parameters used for evaluation were latency, throughput, response time and the average

number of transactions per second. The details of these parameters are presented in Chapter 5.
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Validity: Validity describes the relationship between what the researcher intends to measure
and what the researcher measured[124]. In the context of this study, validity was guaranteed
because the researcher made sure that the instruments used in data collection were appropriate

for answering the RQs.

Reliability: Reliability defines the accuracy of the researcher's method or how robust the
method is [124]. In the context of this study, the researcher performed several simulations to
compare results before making an actual conclusion. Also, the results obtained will be

published to the scientific community for review and criticism.

3.8 Administration and Ethical Considerations

Before the commencement of the research study the department of Computer Science at the
North-West University Mafikeng Campus follows certain procedures such as proposal writing,
proposal defence, correction of the proposal writing and lastly submitting the research ethics
clearance application. The proposal was successfully defended by the researcher, followed by
correcting the proposal based on the comments made during the proposal defence. The
corrections were submitted to the research committee and lastly, the research ethics application
was submitted to the department for review. Ethical clearance was granted to the researcher to

commence the study. There were no cases of ethics violations throughout the research.
3.9 Chapter Summary

This chapter explained the research method and design used in this study. The research methods
and design were explained, which are the important parts of research, as well as the design
science research methodology to meet the objectives of the suggested research study.
Administration and ethical procedures were also discussed, outlining how the proposed
research study would be done. Also, all of the steps that were taken in this research

investigation were shown and discussed.
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Chapter 4

System Analysis and Design
4.1 Introduction

The development of 10T has greatly increased the scope of connection that is possible between
distant devices that are connected to the internet for information and access transfer. Moreover,
loT has changed and disrupted virtually every business on the planet, from education to supply
chain management. 10T has also demonstrated outstanding success in the healthcare industry
by streamlining diagnostic procedures and efficiently monitoring patients’ activities [5].
However, with the benefits that come with 10T, the data that is processed in the healthcare
domain is subject to various cyber-attacks that can give way to a single point of failure or
ransomware attacks [147]. Therefore, data security and privacy are crucial aspects in the
domain of healthcare as almost every day, huge amounts of healthcare records are processed
and the more the data is processed the higher of risk cyber-attacks [147].

Presently, with several countries vaccinating and issuing vaccine certificates, most certificates
are being faked and counterfeited which results in trust issues [148]. Therefore, there is a need
of having effective measures in place which are efficient and secure to improve the privacy and
security of healthcare data and also to bring back the trust and confidence in the authority [147],
[148]. This research study presents the development of a vaccination management system
(VMS) using blockchain technology. The system is developed to allow the registering authority
to register vaccinated patients and their details will be stored on the smart contract deployed
on the blockchain network. The proposed developed system also allows the patients to request
their certificates and have their certificates scanned by the verification authority. The VMS
aims to eliminate all the vulnerabilities such as data manipulation and fraud as well as reduce
counterfeit certificates. Looking at the design approach of the VMS, the approach can be used
to enhance security, privacy and transparency in other areas such as voting and registration of
any kind. The proposed VMS is not only applicable to COVID-19 but to other forms of

vaccination verifications such as yellow fever, TB, malaria, hepatitis, etc.
4.1.1 Chapter Outline

This chapter provides an analysis of the proposed system and its design. It starts with the

requirements of the proposed system, its features, and the modelling. It then proceeds to the
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design in terms of architectural and component designs, including the database design. Lastly,

we provided the overall operation of the system and the chapter summary.
4.2 System Analysis

System analysis is a crucial phase in software development that is done before the system is
designed and implemented. As a major problem-solving approach, it requires a thorough grasp
of the system's components, operation and interrelationships. This comprises an in-depth
examination of the problem that must be solved and the most effective techniques for
addressing the issue. In the case of the current system, the system analysis procedure is used to
describe the functions of the system's components and the technologies that comprise the

system's construction. It is also used to describe how the user interacts with system features.
4.2.1 Requirement process

With the literature review performed in Chapter 2 of this research, we found various scientific
articles detailing the issue of data privacy and security in healthcare [149], [150], [4], [151],
[152]; how data can be faked and manipulated with ease thereby compromising the authenticity
of that health data [148], [153]. With vaccination certificates being issued at an alarming rate,
and other healthcare activities that require registration of patients’ information where
confidentiality and integrity are highly required, this brings about a high demand for a system
that is efficient, secure and that is verifiable. Therefore, since requirements are critical to
systems quality, both functional (FR) and non-functional (NFR) requirements are important to
realize the proposed system in this research to enhance the privacy and security of healthcare
data.

To achieve the proposed system, the system’s requirements were elicited based on the
observation technique of requirements elicitation [154]. We carefully observed several current
systems that were deployed in the healthcare environment, patients’ dissatisfactions and
research gaps in the literature. The requirements were essential because they served as a guide
for establishing the system’s functions and constraints, as well as the important components
for the system to perform properly and accomplish its intended purpose to meet the objectives

of this research.
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4.2.2 Requirements specification

This subsection presents the requirements of the proposed system: FR and NFR. Requirements
specification is the process of specifying system and user requirements [154]. These
requirements must be clear, comprehensive, easy to understand and implementable. In the
context of this research, FR and NFR were clearly stated since FR is the services that the system
provides and how the system reacts after a certain input while NFR is the constraints on the
services or functions delivered and on the development process [154]. This stage of the
research was very critical because it is linked to the quality of the system and provided an in-
depth understanding of users’ needs to develop the proposed system that meets the research

objectives. The core FRs and NFRs are presented in Figures 4.1 and 4.2 respectively.

Table 4.1: System FR

Functional Requirements:

FR1: The system shall allow valid users to register and have access to the system
FR1.1: The system shall create access tokens for each valid user to access the system
FR2: The system shall be able to generate a unique password for each user

FR3: The system shall generate a unique smart contract Id for each user

FR4: The system shall generate a QR Code

FR5: The system shall verify and validate registered users using QR-code

Table 4.2: System NFR

Non-Functional Requirements:

NFR1: The system shall be blockchain-enabled to enhance the privacy of patients using smart contract

NFR2: The system shall allow the collected patients’ data to be encrypted and decrypted to enhance the
security

NFR2.1: The user password shall be encrypted using the argon2 hash algorithm
NRF3: The access token shall be refreshed every 15 minutes.
NRF4: The system shall be available with 2 seconds of downtime.

NRF5: The system shall respond to user requests within a maximum of 2 seconds, a minimum of 3 seconds
NRF6: The successful transaction submission to the blockchain shall happen within 0.5 seconds
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4.2.3 System modelling

System modelling involves the creation of system models considered abstract with each model
offering a unique perspective of the system [154]. In other words, it involves modelling the
system using a graphical notation utilizing the Unified Modeling Language (UML) [154]. In
the context of this research, we considered system modelling to be a crucial stage because it
helped to model the requirements of the system and make it understandable from the research
objectives’ point of view as well as implementation perspectives. By using the use cases, actors,
roles and other models, we demonstrated the system’s many features and how the users interact
with them as well as how they interact with system components based on their various roles.
Moreover, it helped to reveal any limitations of the proposed system and in addressing them

quickly before entering the next development phase.
A. Use a case diagram

Use cases constitute an abstract representation of events that may occur and impact the system,
and they describe the system's behaviour in such instances [154]. This model assisted in
defining the interaction of external entities or actors with the system. Therefore, in this
research, the actors are system entities that may be internal or external to the system and interact
with it. For the proposed system, the actors include the patients, registration, verification

authorities, etc. who interact with the system to perform a task. This is presented in Figure 4.1

X

Patient

PN

Redgistration Verification
Authority Authority

—_
,

Figure 4.1: System actors

On the other hand, roles are the various tasks performed by each system’s actors. Figure 4.2

presents a summary of the role of the actors in the proposed system.
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Table 4.3: System actors’ roles

Registration Authority Patient Verification Authority

- Register patients in the - Login - Verifies the
system - Request, View, certificate on the

- Invoked smart contract to Download blockchain network
store patients’ Certificate using a QR code
information.

Moreover, Figure 4.2 presents the system use case model which depicts the system's actors,

use cases, and potential interactions.

Blockchain-enabled Registration and
Verification System
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Reqgistration
\
\

Authority
<<include>>

\
\.
Smart Contract
— X

User

Regest/View/Download
Certificate

Verification

<<extend>> Authority
OR Code Scan )~

Figure 4.2: System use case model

4.2.4. Use case description

This subsection gives an analysis, or the use case description of the use case model presented
in Figure 4.2. as presented, Table 4.4 describes the login use case, Table 4.5 describes
registration, Table 4.6 describes the smart contract operation, Table 4.7 describes the patient

request to view their certificate, and verification activity is shown in Table 4.8.
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Table 4.4: System Login

Use Case | Login

Name

Actor User, Registering Authority, Verification Authority
Description The user logs in to the system

Preconditions

The users should have valid login details

Postcondition

Access Granted

Normal Flow

1. To have access to the system, The registration authority must
log in first.

2. For successful log-in (Patient), A page with an option to
request a certificate is shown.

3. For asuccessful log-in (Verifier), A page with an option to

scan the certificate will be displayed

Alternative 1. Users enter login details.

Flow 2. The system will validate the user credentials entered.
3. No access is granted

Exceptions The user entered the wrong email address or Passcode

Table 4.5: Patient Registration

Use Case | Registration

Name

Actor Registration Authority

Description The user/patient is registered into the system

Preconditions

Unique Smart Contract Address ID assigned

Postcondition

Patient registered Successfully

Normal Flow

1. The Registration Authority enters the patient’s details.
The system verifies the unique smart contract ID.

The data is saved on the smart contract.

2
3
4. A vaccination hash is generated
1
2

Alternative The Registration Authority enters the patient’s details.
Flow The system validates the smart contract's unique 1D and
account address.
3. Validation of the smart contract and account address fails, and
the session is discarded
Exceptions Invalid unique smart contract ID
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Table 4.6: Deploying of smart contract

Use Case | Smart_Contract

Name

Actor Registration Authority

Description The smart contract is deployed by the administrator to the blockchain

network.

Preconditions

Registration Authority must be authorized and registered by relevant
authorities

Postcondition

The smart contract is successfully deployed to the blockchain and the
smart contract address in the blockchain is received

Normal Flow

1. The registration authority deploys the smart contract.

2. Checks whether the blockchain node is running.

3. If the node is running, the smart contract will be deployed,
and the smart contract address will be assigned.

Alternative 1. The registration authority deploys the smart contract.
Flow 2. The blockchain node not running.
3. Smart Contract will not be deployed
Exceptions Not applicable
Table 4.7: Request/View Certificate
Use Case | Patient Request/View_ Certificate
Name
Actor Patient
Description Users request the certificate

Preconditions

Patient Should Be Logged In

Postcondition

Access was granted for viewing the certificate

Normal Flow 1. After logging in the patient will enter their unique smart
contract ID.
2. The system will validate if the unique smart contract ID exists
in the smart contract.
3. The system will generate the QR Code based on the unique
smart contract ID.
4. The system will allow the user to download the QR code.
Alternative 1. After logging in the patient will enter their unique smart
Flow contract ID
2. The system will validate if the unique smart contract 1D exists
in the smart contract and blockchain network.
3. A unique smart contract ID does not exist.
4. No QR code generated
Exceptions The user entered a wrong unique smart contract 1D
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Table 4.8: Verification

Use Case | Verification

Name

Actor Verification Authority
Description Allows the certificate to be verified

Preconditions | Vaccination data must be stored on the smart contract

Postcondition | Certificate details on the blockchain

Normal Flow 1. The verification authority scans the QR Code.
2. The system searches the blockchain network for the for-

patient vaccination details.

3. The system validates the QR code.
4. Details of registration are provided.
Alternative 1. The verification authority scans the QR Code.
Flow 2. The system searches the blockchain network for patient
vaccination details.
3. The system validates the QR Code.
4. No details will be provided.
Exceptions Not applicable

4.2.5 Sequence of operations

Figure 4.3 presents the sequence of the suggested system using the sequence diagram. In this
research context, we employed this model to show how the several actors in the proposed

system interact with each other and other components to achieve the objective of the research.

59



i 1. Presents Vacc
m Data

ination

Registration_Authority | | vMmSs | SMART CONTRACT Verification Authority

2. Register Vaccination

I_| t
U 3. Encrypts Data

4. Saves Encrypted Data

5. Generate unique
tes

6. Return unique address

\  12. Decrypts Vaccination Data

: [ s
|:| 14. Display§ Certificate Data

H 15. Presents Certificate | M
i : "777i46. Scans Certificate

17. Fetch Vaccination Data

20. Returns Vaccination
Data

Figure 4.3: Blockchain registration and verification system process
As shown in Figure 4.3, the patient presents their vaccination details to the registration
authority, who then logs in to the VMS and registers the patient's vaccination details. The VMS
then encrypts the data and saves it to the smart contract, which is deployed on the blockchain
network; then, a unique smart contract address is returned to the registration authority, which
will assign it to the patient. A successful registration indicates that the patient is now part of
the system and can log in and view their certificate. On the other hand, the verification authority
is responsible for verifying the certificate's authenticity; the verification authority scans the QR
code and validates it in the blockchain to check if the patient has been vaccinated. If the patient
exists and is vaccinated, the important details will be retrieved from the blockchain network

and displayed to the verification authority.
4.3 System Design

Software design is the critical stage of development immediately after the requirements have
been collected and analyzed. Software design is the inventive process of determining which
program components perform which functions [154]. Therefore, this section describes how the
different software components together with their connections make the system produce the
desired results. We presented our system design using the system architecture, components and

algorithms.
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Figure 4.4: System architecture
4.3.1 System architecture

In the context of this research, system architecture presents the system’s structure, components,
and relationships among the components in the operating environment. It demonstrates the
system’s design under which it will meet its functional and non-functional requirements [154].
Figure 4.4 shows the proposed system architecture, illustrating each component as well as how
it interacts with the others to accomplish the system's primary objective. Moreover, as shown
in Figure 4.4, the smart contract shows the suggested way of securely storing the information
on the blockchain network. Once the data is saved on the blockchain all other parties such as
patients and verifiers can access it more securely. Blockchain technology is known for features
such as data integrity, immutability, transparency, and availability. These features are

implemented in the architecture shown in Figure 4.4.
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Figure 4.5: Proposed system component

4.3.2 System Component Design

Based on the system architecture presented in Figure 4.4, this subsection presents and describes
the various identified components and sub-components used for designing and implementing

the proposed system. This is presented in Figure 4.5.
4.3.2.1 Frontend

The components at the front end of the proposed system include:

Vaccine Administrator interface: This is the user interface that permits the administrator to
enter each patient’s details and register the patient to the blockchain system. This is important
because for the details to be reliable and trustworthy, there must be authorized personnel who
are responsible for registering the patients.

Patient interface: This is the user interface responsible for the patient login and requests to

view their certificate.

Verifier interface: To achieve verification, this user interface allows the verifier to scan the QR
Code to confirm if the patient does exist in the blockchain system or not.
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4.3.2.2 The Smart Contract

In the suggested system, the smart contract contributes significantly to its success. To achieve
the objectives and aim of this study, secure and decentralized storage was proposed and
required to store and retrieve patients’ information efficiently. Due to the involvement of
sensitive healthcare and personal data, unlike the existing systems, there is a need to ensure
that the information is kept confidential, unchangeable and cannot be tampered with by third
parties. To achieve this, we used a smart contract for the development based on the solidity
programming language. The smart contract class diagram is shown in Figure 4.6.

Patient Vaccine
smart_contract_id: string name: string
full_name: string administrator: string
identity_number: string 0.* has date_administered: string
user_address: address location: string

createdby: address ;
? +MapVaccineToUser(smart_confract_id): void
detailshash: bytes32
o e +AddVaccine()

vaccine: Vaccine|]

+AddPatient()

Figure 4.6: Smart contract class diagram

4.3.2.3 HardHat

To ensure effectiveness, we created a component that utilizes the Hardhat library, an Ethereum
blockchain development environment. It can execute smart contracts written in solidity and
allow the deployment, testing and debugging of solidity-based smart contracts without the need
for a live environment. Hardhat can also be integrated with other applications and tools.
Moreover, the command for running a hardhat node or server on a local machine is npx hardhat
node, and to compile the smart contract, we used npx hardhat compile, while npx hardhat run

scripts/sample-script.js --network localhost was used to deploy the smart contract to an address.
4.3.2.4 Application Programming Interface

Also, a RESTful Web Application Programming Interface (API) was used in this study to save
login details to the database. This was used to minimize the high cost involved when a patient

logs into the proposed system. The API is a kind of architectural design for an API that makes
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use of HTTP requests to access and utilise data. A request can be a GET, POST, DELETE,
PATCH, or PUT which represents CRUD operation.

4.3.2.5 Database design

The database of the proposed system made use of an Object Relational Mapping (ORM) tool
to map classes or models created using a language of choice by the developer such as
JavaScript, C#, etc. The use of ORM in this study simplified the work of the development
especially when a change in the class property structure of OOPLs occurs that requires an
update of the virtual database.

In the context of the proposed system, the ORM is used in Prisma. Prisma provided us with a
query builder which is auto-generated from the schema. Prisma has a hassle-free migration
feature that automatically generates SQL database migrations that is customizable with a
command as follows: npx Prisma migrates [155]. The Prisma db push allowed us to make
changes to their databases without a need for generating migration files. This is shown in Figure
4.7.

USERS CRYPTO
PK | id int NOT NULL PK | id int NOT NULL
createdOn DATETIME NOT NULL createdOn DATETIME NOT NULL
updatedOn DATETIME NOT NULL updatedOn DATETIME NOT NULL
role ROLE NOT NULL key TEXT NOT NULL

email TEXT NOT NULL
passwordHash TEXT NOT NULL
isAdmin TEXT NOT NULL

smart_contract_id TEXT

Figure 4.7: Class diagram for the database

4.3.3 Algorithm Design

This subsection describes the algorithm design of the various operations performed in the
proposed system from the time that the patient is registered then encryption of the data, storing

of the encrypted data on the smart contract deployed on the blockchain and database (off-
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chain), and how the user logs in to view their certificate and finally the algorithm for

verification of the certificate.
4.3.3.1 Registration process

In this activity, a patient and their vaccination details are added to the system. Figure 4.8 present
the algorithm for the activity. As shown in Figures 4.8 and 4.9, the registration_authority is
the only entity authorized to register and add vaccine details about the vaccinated patient. Once
the initial registration is done, the information or transaction is then updated on the smart
contract deployed on the blockchain. In this case, the blockchain node will securely save the

information for future usage or verification by appropriate authorities.

Algorithm 1: Registration of patient and vaccine details

Input: unique smart contract ID, names, id number, vaccination date, vaccination administrator,
vaccination location, vaccination name
Output: Transaction status object with a success message
Steps:
1. Send a notification to metamask on the front end to give access to the application.
2. If the browser has no metamask installed, log the error on the browser console.
3. If metamask is installed, request to log into the account.
4. Give ethers and web3 library the Ethereum address from metamask.
5. Fill out the form on the frontend.
6. Use the deployed smart contract address to make a connection to the node using hardhat
(blockchain on the localhost).
7. Make a call request to add the patient and vaccination details to the smart contract.
8. Ask the administrator to reject or confirm a transaction call.
9. If the administrator rejects the transaction, send a transaction fail status to metamask.
10. If the administrator confirms the transaction, add it to the smart contract.

11. Send a notification about the transaction with the transaction object containing block details.

Figure 4.8: Algorithm for patient registration
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4.3.3.2 QR Code creation

In the proposed system, once a patient is registered to the system, a QR code must be created
with a certificate for onward verification of authenticity. The algorithm for this activity is
shown in Figure 4.10. In this case, a user or patient must be logged into the system using valid
credentials created. Once access is granted, the patient or user must request a vaccination or
registration certificate. Then by entering the unique smart contract ID the system will check if
the smart contract ID exists. If it does, the QR-Code is then created returning the vaccination
hash embedded in the QR-Code which is ready for download by the user. The description of
the algorithm is shown in Figures 4.10 and 4.11.
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Algorithm 2: Generating QR Code

Input: Unique smart contract ID
Output: QR code

Steps:

N o g &~ b oE

8.
9.

Check if the user has logged in.

If the user is not logged in, redirect the user to the login page.

Show the username on a certificate home.

Allow the user to enter their unique smart contract ID number.

Initiate a method call to the smart contract in the hardhat node (local blockchain).

Check if the unique smart contract id exists for any of the stored patients.

If the patient is not found, log the error on the node and browser console and alert the user on
the browser page.

If the user is found, get the vaccination hash.

Generate the QR code.

10. Allow the user to download the generated image for future purposes.

Figure 4.10: Algorithm for QR-code generation
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contract ID
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Logs an error /‘ patient exists 7 Hash

Figure 4.11: Flowchart representation of QR-code generation
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4.3.3.3 Certificate verification

The verification of the certificate is an important aspect of the proposed system to ensure that
the user is authentic. Figures 4.12 and 4.13 present the algorithmic process. To this end, the
verification_authority must first log in to the system and request the use of a camera. Once
permission is granted, the QR-Code on the certificate will be scanned using the camera. The
extracted data stored in the QR code will then be converted into a string and saved into a local
variable. Once that is done, a call to the smart contract will be initiated and the vaccination
hash will be requested to get the stored data from the smart contract. If data is not available, it
will log an error message indicating the QR Code is fake. But if the data is found, it will return

all essential information of the user and the vaccination stored on the smart contract.

Algorithm 3: Vaccination certificate verification

Input: QR code image

Output: Vaccine hash and user details

Steps:

The verification authority must first log in.

Request camera use permission.

If web camera permission is not granted or the camera is not available, log the error.
Otherwise, scan the QR code image using the device’s webcam.

Convert the data to a string and save it in a local variable.

Check if Metamask is connected and save the Ethereum account address of the verifier.
If the metamask is not connected, log the error.

Use the information to make a smart contract call from the front end.

© 0o N o g bk~ 0w DdPRE

Request for the vaccination hash.

[EY
o

. Use the data from the QR code to get public user information.

[N
[N

. If patient details are not found on the blockchain, then the QR code is fake, as data cannot be
deleted once stored in the blockchain.

12. Alert the frontend that the node failed to retrieve the data since it does not exist.

13. Log the error on the node console.

14. Otherwise, print the user vaccination details as verification proof that the patient was vaccinated

and the QR code is valid.

Figure 4.12: Algorithm for certification verification
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Figure 4.13: Flowchart representation of certificate verification

4.3.3.4 Smart contracts deployment

The blockchain-based smart contract is the core technology used in this proposed system to
ensure transparency, integrity, confidentiality, privacy, immutability, etc. of patients’
healthcare records. We employed a smart contract to store the sensitive data of patients. The
algorithm of the activities involved is shown in Figures 4.14 and 4.15. Thus, for the smart
contract to be deployed successfully the blockchain node must be running. When we want to
compile the smart contract, we use the hardhat command. This causes the smart contract's API

and bytecode to be generated. The compiler will then check if the contract is written properly,
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if there are any errors, it will throw an exception. If no errors are found, it executes the hardhat

command to invoke the smart contract and generate an address that is returned to the console.

Algorithm 4: Smart Contract Deployment

Input: Solidity smart contract file
Output: Smart contract address
Steps:
1. Run hardhat node command: npx hardhat node to start the node server on a
local host.
2. Run a hardhat command to compile the smart contract and generate the APl and
bytecode of the smart contract.
Check if the contract is properly written.
If the contract fails to compile throw an error.

Run a hardhat command to deploy the smart contract and generate an address.

o v M~ w

Return the address to the console.

Figure 4.14: Algorithm for smart contracts deployment
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Figure 4.15: Algorithm to deploy smart contract
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block:10829511 txIndex:9]from: Ox66F...92b08to: VaccinatedRecord. (constructor)
value: 0 weidata: 0x608...700331ogs: Ohash: 0x4ad...b5690

status true Transaction mined and execution succeed

transaction hash 0x59bd£39971d301681a94df4c2f44fcde34968c0edc39b2c2e08477ed6b88825
from 0x66FCFIEDL69238454e9b£1441a87234DF0F392h08

to VaccinatedRecord. (constructor)

gas 1495041 gas

transaction cost 1495041 gas

input  0x608...70033

decoded input {}

decoded output -

logs (1

val 0 wei

Figure 4.16: Successful deployed smart contract

4.3.3.5 Database generation

Figure 4.17 and 4.18 represents the algorithm and flowchart for database generation in the
proposed system. To achieve this, the Docker-compose.yml file must be available as input to
create the docker container on the API project. Once done, the Prisma will be initialized in the
API project and establish a connection to the database URL. The Prisma is then used to handle
migrations and apply the migration to the database as well as push data if necessary. Finally, a

running docker instance with a database on the desired port will be returned.

Algorithm 5: Database generation

Input: Docker-compose.yml file

Output: Docker container with database image running

Steps:
1. Create a Docker container using the Docker-compose.yml file on the API project.
2. Initialize Prisma in the API project and connect to the database URL.
3. Use Prisma to create migration for the models in the Prisma schema.
4. Apply the migration to the database and push data if necessary.
5. Return arunning docker instance with a database on the desired port as per the docker-

compose.yml configuration.

Figure 4.17: Algorithm for database generation
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Figure 4.18: Algorithm showing database generation

4.3.3.6 Symmetric data encryption and decryption

This study is focused on issues of privacy and security. Our priority was to ensure that patients'
personal and healthcare information is always protected. Therefore, to enhance the security of
the data, single-key encryption is used, and it is described in the algorithm in Figures 4.19 and
4.20. The registration_authority is required to log in and an access token will be created to
make a post request to the API. The validity of the token will then be checked. If it is not valid,
access will be denied and if itis valid, a 128-bit key will be generated and stored on the database
and the plaintext will be encrypted using the generated key. Finally, a JSON object will be

returned with a ciphertext.
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Algorithm 6: Data Encryption

Input: JSON object with patient plaintext data
Output: JSON object with ciphertext
Steps:

1. Log in as a Registration_Authority.

2. Use the access token to make a post request to the API.

3. Check if the token is valid, if it is not valid deny access and throw an
unauthorized HTTP exception.
If the token is valid, check for the user role, if it is not an admin denies access.
Generate a 128-bit key and store it in a database.

Encrypt the plaintext using the key.

N o g &

Return a JSON object with ciphertext.

Figure 4.19: Algorithm for the data encryption process
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Figure 4.20: Flowchart representation of the data encryption process

Moreover, to decrypt the encrypted data, the verification_authority is the only entity with
such responsibility. The algorithm involved in decrypting the encrypted data is presented in
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Figures 4.21 and 4.22. In this case, the verification_authority must log in to the system and
the authenticity and user role will be checked. If not a valid verification_authority, access
will be denied, otherwise, access will be granted, and the 128-bit key will be used to decrypt

the data and finally, the JSON object will be returned as plaintext.

Algorithm 7: Data Decryption

Input: JSON with cipher text
Output: JSON with plaintext
Steps:
1. Log in as verification_authority.
2. Check the authenticity and user role with an access token.
3. If the user is not known by the system or the role is not of a verification
authority, deny access and throw an unauthorized HTTP exception.
4. Fetch the decryption key which is 128-bit.
Decrypt the data.
6. Return a JSON as plaintext.

Figure 4.21: Algorithm for data decryption
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Figure 4.22: Flowchart representation of data decryption
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4.4 Privacy and Security Design

4.4.1 Hashing algorithm

In terms of security, the system uses the argon2 algorithm [156]for password hashing which is
generated automatically upon registration of the patient and thus reduces the chances of illegal
logging into the system. Also, during the patient registration procedure, the system will produce
a unique smart contract 1D, which will be saved on the smart contract with the patient
information to prevent the issuance of fake certificates. The unique smart contract ID will also

be used to also generate the QR Code to verify that the patient is registered and vaccinated.

After registration, symmetric encryption is used to encrypt the data where both the registration
authority and verification authority have the same key. The encryption was implemented using
access tokens. This encryption minimizes the man-in-the-middle attacks and replays as the
tokens are time-based and the information being transmitted is encrypted. Once the time

session is finished a new token will be generated and sent to the API.

Argon 2 Hashing Algorithm:

Input: Message string P
Output: string T bytes long
Steps:
if T<=64
F'AT(B) = FAT(LE32(T)|B)
else
r = ceil(T/32)-2
C_1 = FA(64)(LE32(T)(|B)
C_2=F\64)(C_1)

C_r=FM64)(V_{r-1})
C_{r+1} = HN(T-32*r)(V_{r})

FAT(X) =W_1||W_2| ... ||W_r | C_{r+1}

Figure 4.23: Argon2 Hash algorithm

4.4.2 Proof-of-Stake algorithm

The proposed solution employed the Ethereum local network which allows the development

and testing of decentralized applications. However, to achieve privacy and security, this study
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employed a PoS consensus algorithm [157] on the Ethereum local network. Figure 4.25 shows

the PoS algorithm used on the VMS while Figure 4.26 shows its sequence of operation.

Proof of Stake

Input: Data in form of a transaction

Output: Data stored in form of a mined transaction

1. Send transaction requests with the private key.

2. Node adds new transactions on the meme pool.

3. Mining node combines all transactions to form a block.

4. The miner broadcasts the final block.

5. New block is validated and executed.

6. unfulfilled transactions are removed from the local meme pool.

7. Each block is evaluated, and state checksums are performed.

Figure 4.25: pseudocode for proof of stake implementation
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Figure 4.26 demonstrates the operation of PoS in the system. To this end, the registration
authority generates and sends the transaction to the node. The node performs further
construction of the block, which also allocates a unique hash to each block. Next, the hash is
compared to the anticipated difficulty. The block is added to the blockchain network if it meets
the difficulty; otherwise, the nonce is modified, and new instructions are issued to recalculate
the hash. The difficulty of the hash confers uniqueness and immutability on the data being

recorded on the blockchain.
4.6 Chapter Summary

In this chapter, an analysis of the proposed system was provided outlining the system
requirements, and the system design was performed to show how functions operate together

with their components to achieve the objectives and the goal of the study.

77



Chapter 5

System Implementation and Results

5.1 Introduction

An overview of the proposed VMS’s prototype implementation and the results thereof are
presented in this section. The suggested VMS was designed in such a way that allows the
registering authority to register the patient details, and then encrypt the data using symmetric
encryption before saving it to the smart contract to protect the data. The data will then be saved
securely on the smart contract where it will be accessed by a registered patient who will have
to enter their credentials to gain access. After securely logging in, the patient will also be able
to see and download their certificates. The system was also implemented in such a way that it
allows for the verification of the certificate by just scanning the QR code generated by the
system. Verification includes the decryption of the data. Various technologies such as ReactJs,

MaterialUl, and CSS were used to design and style the interfaces.

In terms of blockchain and smart contract development, various libraries were used, such as
Ethers and the web3 Library. These libraries were also discussed in this chapter. The
implementation also consists of off-chain database storage which was developed using Prisma
Studio. Moreover, an evaluation of the proposed VMS was done in this chapter using tools
such as Apache Jmeter load testing tool and Hyperledger Caliper. The system was evaluated
using parameters such as latency, throughput and response time. Lastly, a comparison with
other current related systems was performed and the results were discussed.

5.1.1 Chapter Outline

The implementation of the proposed system is presented in this chapter, together with the
results obtained and its evaluation. We provided screenshots depicting the system interfaces
and the functionalities, simulation results and evaluation of the proposed system to make sure
that the objectives of this research study were met. The basis of this chapter is to demonstrate

the functionalities of the system and the operations of the implemented system.

5.2 Implementation

This section describes the system properties utilized to implement and execute the proposed
system. To achieve the intended goal of the study several tools were used to build the system

and the tools are categorized into a front end and back end.
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5.2.1 System Properties

Table 5.1 Shows system properties that were used in implementing and conducting benchmark

tests on the system.
Table 5.1: System Properties

Parameter Value

Windows 10 Home, 64-bit operating system

Software Apache-JMeter-5.4.3
Hyperledger Caliper

Hardware Hard Disk: 500GB
RAM: 8GB

Processor: Intel® Core ™ j5-8265U CPU @ 1.80 GHz

5.2.2 Front-end implementation
To implement the proposed system, the tools and technologies used at the front end are

discussed in this subsection.

A. ReactJs, Material Ul and CSS: React is an open-source and free JavaScript front-end
framework for making user interfaces based on Ul components. In this project, Reacts
JavaScript was used to design the interface. To support Reactjs, we included the
Material Ul library to allow different in-built components to be imported as it saves a
lot of time. Lastly, the front end used cascading styling sheet (CSS) to manually create
the components and style the design form.

App.css x

spooks-frontend > src
1 .App {
text-align: ce
1
£

.App-logo {
height: 4@vmin;
pointer-events: none;
1
5

@media (prefers-reduced-motion: no-preference) {
.App-logo
animation: App-logo-spin infinite 20s linear;

}

.App-header {
background-color: [O#282c34;
min-height: 1eevh;
display:
flex-direct
align-items:
justify-conte -
font-size: ca 10px + 2vmin);
color: EMwhite;

}

.App-link {
color: M #eidafb;

1
¥

Figure 5.1: CSS code
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B. WEBS3.js and Ethers.js Libraries: We utilized the web3.js framework in conjunction
with the ethers.js package to provide effective communication between the front-end
components and the smart contract. The two libraries allowed the researchers to listen

and create events in the local Ethereum blockchain environment.

ethers.Contract(contractAddress, ABI,

useEffect
connectwallet

er.send("et

connectwWallet()
.catch(console.error);

getuserAddress QO {
address signer.getAddress

setUserAddr
console.log(u

1
)

{
ler.getBalance(contrac
rs.utils. formateEther
setBalance
}
getuserAddress().catch(console.error)
getBalance().catch(console.error)

localStorage.getItem( ' token’
setAccessToken(data)

Figure 5.2: Web3.js and Ether.js library code

5.2.3 Back-end implementation

Some of the important tools used to create the back end of the system to ensure the objectives
of this research are achieved are discussed as follows:

A. Hardhat: To effectively deploy, execute, debug, and test the smart contract in a local

blockchain environment we used the HardHat library. This library creates a node on

which our blockchains run. It records all the transactions with the smart contract and

the front end.
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JS sample-scriptjs ®

vaccine > scripts > JS sample-scriptjs > ...

await record.deployed();

console.log("Vaccination deployed to:", record.address);

}

25 |
main()
.then(() process.exit(0))
.catch((error) => {
console.error(error);
process.exit(1);

1)

Figure 5.3: Hardhat code

n registerUser(string memory _i _name, a _user_addres
require(userexists(_. f "Re sts for er, update i
registered_users.push(_id);
records|[_id].name=_name;
records[_id].user_id=id;
records[_id].smart_contract_id = _id;
records|[_id].createdBy=msg H
records[_id].user_address=_user_address;

on addvaccination(string memory smart_contract tr emory _vacName, string memory _site, string
require (userExists(sma ntract_id), "User n il
vaccine ory temp;
temp.name=_vacName;
temp.site= site;
temp.date=_date;
temp.administrator_address=msg.sender;
records|smart_contract_id].vaccinations.push(temp);
records|smart_contract_id].detailshash=calculateHash(smart_contract_id);

Figure 5.4: Smart contract method

B. Rest API, Docker, Prisma and Argon2: To manage the database, the API creates a container
using docker. Docker is, by description, an Open-source containerization solution that enables
programmers to package their applications as container-standard executable components.
These components integrate the source code of an application with the OS libraries and
dependencies required to execute the code in any context. Docker downloads a Postgres
database image in our application so that Prisma may construct migrations and the API can
save data to it. In the context of this research, the Prisma ORM creates a schema for the

database.
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£ migration.sql X

auth-api > prisma > migrations > 20220604121130_init > = migration.sq|

S ENUM ('USER', 'ADMIN', 'VERIFIER');

"createdOn"”
"role" "Role"
"email"™ TE
"passwordHash

"isAdmin" BC

handleSubmit =
e.preventDefault();
e
console.log(user)
console.log(pwd)
respon it axios.post(LOGIN URL,
{email: user, password: pwd});
console.log(JSON.stringify(r onse?.data));
accessToken = response?.data?.access_token;
roles = res roles;
console.log('a acc Token)
localStorage.setItem('token®, accessToken)
console.log(roles)
setAuth({ user, pwd, roles, accessToken });
setUsername(user)
setAlertContent(roles)
navigate(from, {replace: true});
setAlert(true)

Figure 5.6: API code

docker-compose.yml X

ke

Figure 5.7: Docker-compose code

Moreover, for password hashing, an Argon2 cryptographic hashing algorithm [156]was used.

This method improved the system’s access control by preventing tradeoff attacks by using the
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cache and memory structure of more recent CPUs. This was made possible because of the
algorithm [158].

id: 2,
createdOn;
updatedOn:
role:

aneil:

passiondHiash:

ishdnin: true,
smart_contract_id: null

Figure 5.8: Argon2 password hashing

Finally, symmetric encryption was used to encrypt and decrypt the data. Figure 5.9 shows the
encryption of the data and Figure 5.10 shows the decryption of the data. The encryption

implementation was done to enhance the data security in the system.

data: {
crypto: {
id: 1,
createdOn:
updatedOn:
key:

encryptedData: PatientEntity {
idNumber:
name:
vaccineAdmin:
vaccineSite:
vaccineDate:
vaccineName:

Figure 5.9: Encryption of data

dto parse is as follows: {
dto: {
name:
id:
vaccineName:
vaccineDate:

: PatientEntity {
idNumber:

name:
vaccineDate:
vaccineName:

Figure 5.10: Decryption of data
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C. Wallet: In the context of this study, the metamask wallet was used to allow the researchers
to access the Ethereum wallet through a browser. MetaMask is a bitcoin wallet that provides
access to the decentralized applications environment of Web 3 (dapps) [159]. Metamask is used
to display the gas price and how much Ethereum is available on the node to make a transaction.
Gas price can be defined as the transaction fee on the blockchain of Ethereum. It is what users

spend to validate or finish their transactions [159].

iIcC

Account 2
o

4
9999.9984ETH

Assets

Need help? Contact MetaMask Support

Figure 5.11: Metamask wallet

5.2.4 Evaluation parameters

To evaluate the efficiency of the implemented system, we used the Apache-JMeter load testing
tool and Hyperledger-Caliper to test the transactions on the blockchain network. The Apache
Software Foundation is responsible for the creation of the open-source testing application
known as Apache-JMeter for use in load testing a client-server. Its advantage is that it provides
reporting test results offline [160]. We focused on the parameters such as transaction latency,
response time, throughput, and average time per transaction. Simulations were performed

between 0 and 1000 users since we tested it on a local server.
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Table 5.2: Evaluation metrics

Parameter Definition

It is the duration of time required to conduct a transaction over a
Transaction latency network. It includes the time taken to submit the transaction and the

reply from the server [85].

) It is the amount of time taken by the system to process a request after
Response time o
receiving one [143].

It is the number of completed transactions within a certain time frame

Throughput

[85].
Average time per It is the time taken to complete one transaction measured in seconds
transaction [85].

. It is the rate at which valid transactions are posted to the blockchain
Number of transactions . . )
during a certain length of time [161].

Threads A representation of users in a testing scenario [143].

Security Protection of data and tools from malicious attacks and harm [10].

ori The concealing of information about an individual or group, or the
rivacy ) o
capacity to control its disclosure [12].

5.3 System Operations

The overall operations of the implemented proposed system were presented in this section.
Figure 5.12 shows the overall process of the blockchain-based registration and verification
system. The overall description of the vaccination operation described in figure 5.12 starts by
running the node and then followed by deploying the smart contract. If the node is running
without any errors, then the registering_authority will be permitted to register the patient, or
else if the node is not running an error message will display alerting the administrator to restart
the node. To successfully register the patient, the registering_authority must enter their valid
credentials then authentication will take place. If the credentials are valid, then the system will

allow the registration of the patient otherwise, it will show invalid credentials.

Upon successful registration the system allows the patient to log in with the issued credentials,
these will be verified to check if the patient is indeed registered or not. If registered give access
to request and view certificate else show invalid credentials. The requested certificate can be
verified by the verification_authority. The verification authority must log in first using their
credentials. If the credentials are correct then allow scanning of the QR Code and retrieve

vaccination details, otherwise, deny access to log in and scan the QR code.
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Startnode

Deploy Smart
Contract

Node not
started

Invalid Credentials

Invalid Cregentials

/" Registation
3 Authority

Login

Node Running
Check Node
Show Patient
Datails
Verify
No Patient
Found
Sean
Certificate
Authentication

Verification
Authority Login

Valid
Credentials

Authentication

Invalid
Cradentials

Register
Patient

Login Patient

Authentication

Valid
redentials

RequestiView
Cerfificate

Figure 5.12: Smart contract enabled patient registration and verification process
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5.4 System Interfaces

This section presents the overall VMS interfaces used in performing the operations of the

proposed system.
5.4.1 Login

Figure 5.13 is the log-in page showing how different actors log in as per their roles in the
system. The roles are registration_authority, patient and verification_authority, all entities
must enter their email address and password to get authenticated and granted access to the
system.

Home User Login Vaccine Certificate Verify

password *

Figure 5.13: Login page
5.4.2 Registration

Figure 5.14 shows the registration_authority interface where a patient can register to the
system. In this case, the registration_authority has to enter the patient's email address to

create a new patient account in the system.

87



Home User Login Vaccine Certificate Verify

0

Register Patient Account

email *

Do you have an account? Signin

Figure 5.14: New patient registration

Home User Login Vaccine Certificate Verify

com, youTe regi Your X

Password is: ZDgS3Eq2E

Register Patient Account

email *

REGISTER PATIENT

Do you have an account? Sign In

Figure 5.15: Assigning password
Once there is a successful patient registration using the email address, the system will assign
a unique password to the patient for future log-ins. This is captured in Figure 5.15. Moreover,
the unique smart contract ID for the patient will automatically be generated during account
registration. Figure 5.16 shows the unique smart contract ID to be used by the patient during

the request for the certificate.
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Home User Login Vaccine Certificate Verify

@ Your smart contract unique ID is 167e428d-84eb-47df-a2b3-6941779b2186 . GIVE THIS ID TO THE ADMINISTRATOR WHEN REGISTERTING FOR VACCINATION! X

Register Patient Account

email *

REGISTER PATIENT

Do you have an account? Sign In

Figure 5.16: Assigning unique smart contract ID

Home User Login Vaccine Certificate Verify

Register Patient Vaccine Details
smart contract unigue ID*

167e428d-84eb-47df-a2b3-6941779b2186

~ ID Number *
9103046097087

~ full name*

Tshipuke Uakona

vaceine administrator *

Dr Smith

vaceine type *

Piizer

vaccination sife *

Makwarela

Date Picker *
08/02/2022

ADD VACCINE DETAILS

Figure 5.17: Registration of patient vaccine details

Furthermore, Figure 5.17 presents the form that will be used by the registration_authority to
enter the patient vaccination details when registering in the system. To this end, details such as
smart contract ID, ID number, full name, vaccination administrator, vaccine type, vaccination
site and date are required for a successful registration.
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. Account2 > ﬁ 0x5Fb..00ad

New address detected! Click here to add to your
address book.

Register Patient Vaccine Details

~ smart contract unigue ID*

167e428d-84eb-47df-a2b3-6941779b2186 @ Newgasexperience X
We've updated how gos fee estimation and
~ ID Number * & At

9103046097087 ‘Turn on Enhanced Gos Fee Ul in Settings

~ full name *

Tshipuke Uakona

DETAILS DATA HEX

Site suggested
Dr Smith Max fee: 0.00082401 ETH
Likelyin <30 seconds

~ vaccing type*

Pfizer

0.00077542

- vaccination site Total
Makwarela 0.00077542 ETH
Amount +gasfee  Maxamount: 0.00082401 ETH

Date Picker
08/02/2022

Confirm
ADD VACCINE DETAILS

Figure 5.18: Data confirmation

Also, Figure 5.18 shows how the VMS interacts with the smart contract. To this end, after the
registration_authority enters all the details about a patient, a wallet confirmation will pop up
so that the registration authority can confirm the transaction to the smart contract. Once
confirmed, Figure 5.19 shows the successful registration of the patient into the VMS and the
smart contract. Now the patient can log-in to request and view their certificate using the

credentials assigned to them anytime, anywhere.

Home User Login Vaccine Certificate Verify

(% Hil Administrator, Vaccine data for Tshipuke X
Udakona has been encrypted. Let the patient
login and genearate their certificate

Register Patient Vaccine Details

smart contract unique ID *

167e428d-84eb-47df-a2b3-6941779b2186

ID Number *

vaccine administrator *

Figure 5.19: Successful registration
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5.4.3 Request and view the registration certificate

In the system proposed here, once there is a successful log-in for the patient, the form shown
in Figure 5.20 will be displayed. Here the patient can request their certificate using their unique
smart contract ID and can download their Certificate with a QR code to use during the

verification stage.

Home User Login Vaccine Certificate Verify

VACCINATION SYSTEM

TE.t. MM ocintinfn
Pfizer

was successfully administered to

Figure 5.20: QR and certificate generation

5.4.4 Certificate verification

As a core function of this proposed system, patient registration verification is very important
to avoid fraudulent claims. Figure 5.21 shows how the verification_authority scans the QR
code provided by the patient to verify its authenticity. In this case, upon scanning the QR code,
all the details stored on the smart contract blockchain will be retrieved as proof that the patient

has been vaccinated. This is captured in Figures 5.22 and Figure 5.23.
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Certificate

67e428d-84eb-47df-a2b3-6341779b2186

Figure 5.21: Scanning of the certificate using the QR code

© Hil Verifier, 167e428d-84eb-47df-
a2b3-6941779b2186 has been verified with
blockchain. see the text area at the bottom for
more information

Figure 5.22: Successful scanning of the certificate using QR Code
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167e428d-84eb-47df-
a2b3-6941779b2186,U2FsdGVkX19jowdf9jZILEGDC3esDjBYCCoWBVNZHM4=,U2FsdGVkX181IgM3PgYOUOzs3GX
4jEjxIxmZtOzelyl=,U2FsdGVkX187iPoEzUbupgX3zp+I5+nrgNY4ISRAeXU=,U2FsdGVkX19k71QCUS6YOuUCV8t2cGxIL
tnMQF4/ zI4A=U2FsdGVkX1+XghRN+SwH518D2YQu4pNEiOqlQeRNpRs= 4

Vaccine hash: Oxfellde70daal6cab53a6b15a7a90618296271028ab9c597b3704dbb6f6c382¢69

{"idNumber':“9I03046097087“,"ncme":"Tshipuke Uakond",'vaccineDate™"Aug 2nd
2022",'vaccineName”; Pfizer”,"vaccinesite”"Makwarela'}

4

Figure 5.23: Successful data retrieval from the blockchain

5.5 System Results

This section discusses the evaluation of the VMS using simulations to assess the effectiveness
and performance of the system of VMS and the obtained results. In this study, JMeter was
used to analyse the VMS server performance, we have taken 0-1000 threads with a ramp-up
speed of one second. With the JMeter, the pace at which concurrent users attempt to use the
system during a load test is the ramp-up speed [160]. The simulations were set up to determine
the parameters discussed in Table 5.2 against the number of threads and transactions performed

on the system — performance and effectiveness.
5.5.1 Response time

The response time is broken down by the number of threads that are run on the VMS and is
shown in figure 5.24. The x-axis displays the total number of threads, while the y-axis displays
the response time in milliseconds. According to the data shown in Figure 5.24, the amount of
time required to respond likewise rises along with the number of threads. This indicates that
the response time is directly proportional to the number of threads. The average response time
of the simulation was calculated to be 132.24 ms.
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Figure 5.24: Response Time vs Number of Threads

5.5.2 Average throughput

Figure 5.25 presents the throughput in milliseconds over the number of threads carried out in
the system. According to the graph shown in Figure 5.25, the throughput increases in direct
proportion to the number of active threads. This shows that the system is running without any

disruptions because throughput must increase as the number of threads increases[162].

800

00

400

THROUGHPUT IN MS

200

0 250 500 750 1000

MUMEBER OF THREADS

Figure 5.25: Throughput vs Number of threads
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5.5.3 Average time

Figure 5.26 shows the average time per transaction in milliseconds against the number of
threads performed. According to the graph in Figure 5.26, the average time per transaction
increases as the number of threads increases. The proposed VMS was able to process 1000
transactions in about 10-12 seconds which is an indication that the system is efficient since it

can handle a high volume of transactions in a relatively short amount of time.

800

8 8

AVERAGE TIME PER TRANSACTION IN MS
~N
8

0 250 500 750 1000

NUMBER OF THREADS

Figure 5.26: Average Time per transaction vs Number of threads

5.5.4 Latency

Figure 5.27 shows the latency in milliseconds vs the number of threads conducted in the VMS.
According to the graph shown in Figure 5.27, the latency increases as the number of threads
increases. However, once it reaches a certain peak it shows a straight line and starts to increase
again. The average latency calculated was 204.60 milliseconds. One possible explanation for
this is that the present designs of blockchain do not permit them to scale up to rates of several
thousand transactions per second. Scalability remains an issue and should be considered when
integrating 10T devices with Blockchain [66], [27].
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Figure 5.27: Latency vs Number of Threads
5.5.5 Hyperledger Caliper performance

The Linux Foundation presented the Hyperledger open-source blockchain project in December
2015. In addition to Hyperledger Fabric and Hyperledger Caliper, the Hyperledger project
offers a variety of frameworks and tools. A Caliper is a performance assessment tool for
blockchains that evaluates many blockchain systems based on their suitability for a variety of
use cases. It generates reports that include performance indicators such as throughput and
latency [163].
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Figure 5.28: Patient registration latency vs Number of transactions
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Figure 5.29: Patient registration Throughput vs Number of Transactions
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In the simulations performed, the latency and throughput of registering the patient details were
evaluated with a total number of 1000 transactions. Figure 5.28 and Figure 5.29 show the
latency and throughput vs the number of transactions when registering a patient to the smart
contract deployed on the blockchain network. The latency seems to increase when the number
of transactions increases, however, between 250 and 800 transactions latency shows to be
constant. Upon reaching 1000 transactions the latency starts to drop mainly because of the
server limitation on which the simulations were being carried out. The average latency of the
simulation was 0.114 seconds. The throughput shows an increase from 0 to 400 transactions
then it decreases to a throughput of 4TPS level, as the transactions start to go over 850 the
throughput decreases and then increases as it approaches 1000 transactions. Therefore, the
throughput increases in proportion to the number of transactions but decreases when it reaches
a certain threshold for the number of transactions. The average throughput of the simulation
was 8.01 transactions per second. Blockchain still faces a challenge of scalability, since when
the number of transactions increases they also increase computational requirements [153].
According to [66] Blockchain was not designed to store huge amounts of data so when
integrating blockchain with loT scalability issues must be considered.
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Figure 5.30: GetVaccinationHash Latency vs Number of Transactions
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Figure 5.31: GetVaccinationHash Throughput vs Number of Transactions

Moreover, we also measured the latency and throughput of getting vaccinationHash. Figures
5.30 and 5.31 show the latency and throughput of getting the vaccination hash from the
blockchain network. The simulation shows that the latency of getting the vaccination hash is
constant however when the number of transactions gets to 450 the latency increases and reaches
a certain peak decreasing to be constant again. The average latency of getting the vaccination
hash from the blockchain is 0.0529s. Furthermore, the simulation results showed that the
throughput increases as the number of transactions increases but when it reaches a certain
number of transactions the throughput becomes constant. The average throughput was

calculated to be 1 transaction per second.
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Figure 5.32: User registration latency vs Number of transactions

Finally, we measured the latency and throughput of registering the user on the blockchain’s

network smart contract.
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Figure 5.33: User registration throughput vs number of transactions
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The latency and throughput of registering the user were presented in Figures 5.32 and 5.33.
The results show that latency increases as the number of transactions increases. Therefore, we
can say latency is directly proportional to the number of transactions. The average number
calculated for the latency is 28.8 seconds. Furthermore, as the number of transactions increases
the throughput showed an increase as well however when it reaches 300 transactions it starts

to be constant with no change. The average throughput calculated is 13.59 transactions per

second.
Table 5.3: Summary of performance metrics
Name Success | Fail | Send Max Min Avg Throughput
Rate(TPS) | Latenc | Latency (s) | Latency (s) | (TPS)
y (s)

RegisterUser 1 0 Infinity 0.20 0.20 0.20 5.0
AddVaccination 1000 0 85.9 72.94 0.40 57.61 12.9
GetvaccinationHash | 1000 0 1.0 0.09 0.04 0.04 1.0

5.6 Security Analysis

The enhancement of the security and privacy of patients’ data was one of the goals of this
study. As a result, we used blockchain technology because of its cryptographic foundation and

blockchain networks are known to be highly safe, resilient and robust [152].
5.6.1 Privacy

For this study, the proposed solution was developed on the Ethereum blockchain which is a
public blockchain. However, this solution can also be implemented on permissioned
blockchain networks which will then enhance privacy. Blockchain is also known for its high
level of privacy since it keeps its public keys anonymous [96], [164]. The VMS encrypts the

data before it sends it to the smart contract which provides another layer of privacy.
5.6.2 Data integrity

The integrity of data is a vital component of security needs. Because of its cryptographic
underpinnings, blockchain provides in-built integrity protection since it is tamper-proof. After
data has been put on the blockchain network, it is almost difficult for anybody to tamper or
modify it. As a result of the immutability of user access control roles and challenges that are
issued to the user's private key, the system forbids any alterations to any of these aspects [152],

[165], [166]. As such data integrity is well maintained in our system.
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5.6.3 Availability

Another important security aspect is availability; our architecture ensures that all information
appropriate to the verification and authentication procedures stored on the blockchain is always
accessible. Each node replicates and updates the transaction data. The functionality of the
network will not be affected in any way, regardless of whether a node was removed from it
accidentally, intentionally, or for any other reason. As a direct result of this, our system is

designed to provide a very high degree of availability [165], [166], [96].
5.6.4 Access control

Users are permitted to conduct transactions on the blockchain, and all users must be
authenticated before they use the system. Access control is important because in our system
only the registering_authority must register the user and the vaccination authority must verify
the certificate. Therefore the system must not allow any illegal entities to submit transactions
[152], [164].

5.6.5 Transparency

"Transparency" describes one of the features of the blockchain in which all nodes have access
to the system’s records and where any alterations to those records are also visible to all nodes,
allowing the blockchain network to be trusted. Due to the vast amount of computational power

needed to make modifications to the blockchain network, it is thus impossible to criticise [147].

Table 5.4: Comparison with related works

Ref. Application Type of | Performance Security
Blockchain
[167] Electronic Health Consortium | When there are more Access control  Lists
Records outstanding transactions, mining | were used to manage
becomes more time-consuming. | different operations.
[168] Vaccine supply and | Ethereum According to the authors, the -
management transaction time was reasonable
for real-world applications.
[165] Certificate Ethereum The performance was IPFS (Interplanetary File
validation satisfactory to meet the system)
requirements. Smart Contracts
Self-Sovereign Identity.
[169] Digital passports Private - Smart Contracts.
Blockchain
[170] Medical Data Hyper The network performance was Birthday attack model to
Sharing ledger similar to centralised systems. prevent hash collisions.
Fabric
[96] Data Security and Fortified The system has proved to Tamper-proof public
Privacy Chain deliver faster file transactions. ledgers.
The system maintains a local Smart Contract.
cache to reduce costs.
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[67] Data management Ethereum - Smart Contract.
[171] Verification of data | Ethereum Verification probabilities greater | Smart Contract.
than 99.99% may be attained at
a reduced price.
[46] Medical Education | Ethereum - IPFS
Smart Contracts.
[148] Data storage and Ethereum Performance was found Smart Contract.
Monitoring satisfactory.
This Vaccine registration | Ethereum The response time proved to be | Symmetric Encryption
research | Verification fast. Smart Contracts
Data privacy Access Control.
Data Security As the number of transactions
increases, latency also increases.
Throughput also increases as the
number of transactions
increases.

5.7 System Comparison and Discussions

The centralization of data in the traditional system opens up a lot of possible corruption since
authorities can modify data. Therefore, decentralized systems are needed to decrease fraudulent
activities surrounding healthcare data. The identification of data-centralized traditional systems
led to the implementation of the VMS. The VMS implementation runs on a local blockchain
network, which allows registering of patient details and storing of vaccination details to the
smart contract deployed on the blockchain then encrypts the data using symmetric encryption
before the data is stored on the smart contract. Since healthcare institutions are known for
processing large quantities of data almost every day, it increases the risk of cyber-attacks thus
the VMS employs an encryption strategy which encrypts data before storing it making it a
cyber-attack-resilient system. Some of the weaknesses of centralized systems compared to
decentralized systems are discussed in [152]. The security analysis is done, and it shows that
the VMS has enhanced data integrity, confidentiality, privacy and security. Similar results were
observed from previous studies such as [67], [165], [171] which makes this consistent with

previous studies.

The results of the simulations performed to test the efficiency of the VMS are presented in this
chapter. The system was evaluated using parameters such as latency, throughput and response
time. As compared to other implementations of previous studies such as [148] and [165] the
performance was satisfactory. In addition, prior research confirms that the latency, response
time and throughput all increase with an increasing number of transactions; however, these
metrics show some variation between testing servers; this might be due to blockchain

scalability problems. Table 5.4 gives a comparison of the research findings with related
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research in the literature. The results do show that the simulation results are consistent with
other studies’ findings. In light of the findings of the results and the analysis of this study, it is
clear that blockchain technology has the potential to enhance the security, privacy, and
efficiency of healthcare systems.

5.8 Comparison between the Blockchain-based System and Traditional Systems
5.8.1 Practical Comparison

This section discusses the comparison between the blockchain-based system and the traditional
database system via a series of simulations. The goal was to examine and contrast the
performance and effectiveness of both systems. In this case, we measured the response time,
throughput, latency and average time per transaction vs the number of threads and represented

the results using graphs.

w= Blockchain system == Traditional System
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Figure 5.34: Response Time Vs Number of Threads

Figure 5.34 shows the response time of a traditional system and a blockchain-based system,

the results show that an increase in the number of threads also leads to an increase in the
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response time. However, the traditional system has been shown to give a better response time
as compared to the blockchain-based system. The reason for this could be that the blockchain
system has to adhere to consensus mechanisms and the traditional system does not have any

consensus mechanisms.

w= Blockchain System == Traditional System

800

600 mm—

400

200

Average Time per Transactions in MS

0 250 500 750 1000

Number of Threads

Figure 5.35: Average Time per Transaction vs Number of Threads

Figure 5.35 shows the average time per transaction between a traditional system and a
blockchain-based system. The results show that the traditional system can process 1000
transactions in just 0.20 seconds while the blockchain-based system can process 1000

transactions in just about 10-20 seconds.
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Figure 5.36: Throughput vs Number of Threads
Figure 5.36 shows the throughput of the traditional and blockchain-based systems. According
to the results, the average throughput of the traditional system is less than that of the blockchain

system. Though in both systems the throughput increases as the number of threads increases.
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Figure 5.37: Latency vs Number of Threads
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Figure 5.37 shows the latency of the traditional system and blockchain-based system, the
results showed that the latency of the traditional system is less than that of the blockchain
system. However, the relationship between the number of threads and the latency is directly
proportional in both systems.

5.8.2 Theoretical comparison

The theoretical comparison of the blockchain-based system and a traditionally-based system in
respect of the existing literature is presented in this section. To achieve this, parameters such

as latency, throughput, response time security, privacy, transparency, availability, etc. were

used. Table 5.5 presents the comparisons made.

Table 5.5: Theoretical comparison of the blockchain system and the traditional

consensus algorithm.

Attribute Blockchain-based system Traditionally based system
Latency High Low
Response time Execution takes time due to the | Immediate Execution.

Average  time

Transaction

per

Executes 1000 transactions in 12

seconds.

Executes 1000 transactions in
0.20 seconds.

Throughput

High

Low

Data Integrity[166]

Tamperproof

No tamperproof

Data Security[60]

Cryptographic Methods such as ECC
are employed.
Symmetric Encryption is used to
encrypt data.

SHA-256 Encryption is used.

Availability[96]

The system is always available since
data is duplicated in different nodes.

A single point of failure is still a
problem.

preserve privacy.

Access Control[152] Cryptographic techniques are used. Traditional access  control
methods.

Transparency[147] Transparent to all on a public ledger. Transparency is not maintained
as data can be altered.

Privacy[164] Consensus Algorithms are used to | -

Data storage

Smart Contracts

SQL database
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5.9 Chapter Summary

In this chapter, the results were presented. We were able to examine the effectiveness of
blockchain technology as used in the VMS. Some of the benefits of employing blockchain
technology in healthcare delivery systems were outlined and an evaluation of the proposed
system with related works was presented. Furthermore, from the results, we can undoubtedly

say that using blockchain technology in the healthcare system can be an advantage.
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Chapter 6

Summary, Conclusion and Recommendations

6.1 Chapter Outline

The general summary, conclusion, recommendations, and future works was presented in this
chapter. It summarizes in detail what was done to attain the purpose and objectives of the

research. It also identifies the region that needs to be researched for future work.
6.2 Summary

In this research, the goal was to design and implement a privacy-aware efficient vaccination
records management system that can register the vaccinated patient, encrypt their data, save
the data on the smart contract implemented on the blockchain network and allow the certificate
to be scanned using QR-code. The research was conducted in the following manner: In Chapter
1, the research was introduced and the background study on the proposed topic was carried out.
Furthermore, the chapter outlined the goals, objectives, problem statement and research
questions which were used to answer the research objectives. Additionally, the chapter goes on
to briefly describe the research methodology utilized in this study. Chapter 2 focused on
outlining the literature on healthcare systems, 10T and blockchain technology. Chapter 2 also
explored different types of blockchain, threats to the blockchain network, challenges in the
blockchain architecture and some of the benefits of integrating blockchain with healthcare
systems. Chapter 3 outlined the methodology adopted in this study, as well as the research
methods and the research design process while Chapter 4 discussed the system design and
analysis, indicating, in detail, how different components of the system work together to
accomplish the purpose of the research study. Chapter 5 outlined the results as well as the
discussion based on the simulations performed to assess the efficiency and security of the
proposed solution of the study. Finally, Chapter 6 summarized the entire research study,

conclusions were drawn, and recommendations and future works were provided.
To meet the intended ROs, the following chapters provide answers to the specified RQs:

RQ1: What is the state-of-the-art practice of registering and verifying vaccinated patients
and what technologies are effective in transforming the healthcare system?
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RQ1 was answered in Chapter 2 where the researcher conducted an exhaustive literature study
to evaluate the current work done in the healthcare system, 10T and blockchain technology.
Though 10T was not directly involved in this research, its integration with blockchain in the
healthcare ecosystems pave the way for blockchain utilization in this research. The literature
study discussed challenges consisting of, but not limited to security, data privacy and efficiency
as being faced by the current implemented approaches and what other authors have suggested
for solving those challenges. Moreover, the literature study gave insight into how the

vaccination management system can be designed to address current challenges.

RQ2: How can an efficient and secure vaccination verification system be designed?

RQ2 was answered in Chapter 2 and Chapter 4. An analysis of what other researchers have
done in terms of efficiency, privacy and security of healthcare systems was done before
concluding which approach to take for the design proposed in this study. Chapter 4 described
how the system can be designed, this included and was not limited to the requirement process,
requirements specifications, system modelling, system operation, algorithmic design and
system architecture.

RQ3: How can we implement the designed system in RQ2 to evaluate its performance and

effectiveness?

RQ3 was answered in Chapter 5. In this chapter, the system implementation presented was
based on both software development and simulations to obtain the results. Parameters such as
throughput, latency and response time were used to evaluate the performance of the system.
The results obtained were then analysed and compared with other similar research in the

literature. The study found our results to be consistent with other studies.

6.3 Conclusion

This research study showcases the employment of blockchain technology via the development
of the vaccination management system. To achieve this, the researcher used smart contracts
and encryption techniques to enhance the privacy and security of the system. To measure the
efficiency and effectiveness of the system, simulations were also performed and evaluated
against what others had done. Though blockchain technology is known for use in the financial
sector, our findings in this study show that the integration of blockchain and the healthcare
system is feasible to improve security and privacy. Chapter 5 section 5.6 detailed the security
analysis that was done and led to this conclusion. Furthermore, Chapter 5 section 5.5 discussed
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the simulation results of the system. The results of the system showed that the throughput,
latency and response time all increased in direct proportion to the number of transactions. This
indicates that there is a directional proportionality in the relationship between the number of
transactions and the throughput, latency and response time. However, the comparison between
the blockchain-based system and the traditional database system showed that the traditional
system responds much faster than the blockchain-based system although in terms of security
theoretical evaluations showed that blockchain-based systems are more secure than the
traditional system. Additionally, the results show consistency with the current literature since
our results also indicate blockchain scalability issues. With the proposed solution, the
researcher believes that if blockchain is integrated with healthcare systems as well as other
systems, then security, privacy and trust can be achieved which means cyber-attacks and fake

documents can be reduced.
6.4 Recommendations, Implications and Future work
A. Recommendations

The proposed solution in this research study brought about a more secure and efficient
approach to handling data and information by employing different security techniques. Based

on the findings of this research study, the researcher recommends the following to be done:

e The proposed solution should be implemented on a private blockchain and tested on a
live server such as the Mainnet or Rinkeby Testnet so that results can be compared with

what was found on the public blockchain and local server.
e More research studies should be done on the issue of blockchain scalability.

o Different data encryption algorithms should be employed in the vaccination

management system and tested against cyber-attacks to make the system more secure.

e Different privacy models should be employed in the vaccination management system

and tested against cyber-attacks to make the system more privacy-aware.

B. Implications

The primary objective of this research study was to implement a solution that will improve data

security and privacy among healthcare systems. Furthermore, the solution provided by this
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study is not limited to improving healthcare systems but other sectors such as academic and
voting institutions can benefit in terms of registration and verification of issued data. Moreover,
security during data transmission can be improved using the data encryption techniques
employed in the proposed solution thus will increase trust in data such as voter registration and
election results transmission. Lastly, utilizing smart contracts can reduce fake and counterfeit

documentation of birth certificates, marriage certificates and other identity documents.
C. Future Works

In future, the system should be implemented in a way that verifies whether the vaccine has
been approved by pharmaceutical authorities as well verify the identity of the patient using the

home affairs database as this will help to bring trust in different entities.
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