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ABSTRACT 

 
 

As is the case with many organisations worldwide, both private and public, legal parastatal 

organisation is growing increasingly reliant on information technology and the internet. The 

potential risk of cyber-attacks that a contemporary organisation like legal parastatal 

organisation faces needs a thorough assessment of their employees’ awareness of cyber 

security in order to establish the cybersecurity measures that are consistent with evolving 

corporate experience. The goal of this study was to determine the level of cybersecurity 

awareness among employees at a legal parastatal organisation, as well as the impact of 

cybersecurity awareness on the risk management systems of the organization. Understanding 

variables impacting cybersecurity awareness and analysing the impact of cybersecurity 

awareness on risk management systems at legal parastatal organisations were the study's 

secondary aims. The final goal was to provide credible recommendations for future efforts to 

increase cybersecurity awareness. 

 

Employee cybersecurity awareness and the most prominent cybersecurity vulnerabilities were 

studied in the literature review. The chapter evaluates the influence of cybersecurity 

awareness on risk management systems and concludes by discussing strategies for 

enhancing cybersecurity awareness. A total of 550 employees from the organisation 

participated in this cross-sectional study. The study adopted a quantitative research approach, 

using an online survey instrument to collect data. The data was analysed using the IBM SPSS 

Statistic software, version 28.0.0.0 (190). The study's objectives were accomplished through 

the use of descriptive statistics, correlation, and multiple regression analysis. According to the 

results of the analysis, legal parastatal organisation has a high level of cybersecurity 

awareness as well as effective risk management practices. Moreover, correlation analysis 

showed that there is a positive correlation between cybersecurity awareness and risk 

management practices. In addition, multiple regression analysis revealed that the level of 

cybersecurity at the legal parastatal organisation could be used to predict the level of risk 

management in the organisation. 
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The implication of these results is that organisations can improve risk management systems by 

focusing on improving risk management practices. Several strategies can be used to improve 

cybersecurity awareness. These include the development and implementation of cybersecurity 

awareness policies and procedures for employees, as well as the training and development of 

personnel in risk management. One of the limitations of the study is its delimitations, which 

means that the only focus of this study was cybersecurity awareness as a predicting factor for 

risk management. However, risk management is a complex phenomenon that is caused by 

several factors other than cybersecurity awareness, such as organisational culture and the 

type of organisation (public or private). These factors were not considered in this study. Future 

researchers may wish to focus on some of them to build on the results of this study. 

Key terms: cybersecurity, awareness, risk management, vulnerabilities, threats, social engineering, 

training and development 
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CHAPTER 1: INTRODUCTION 

1.1 INTRODUCTION 

Since the 1990s, the use of information and communication technologies (ICT) has 

risen at a breakneck pace (Laudon & Laudon, 2020:250). More precisely, Internet 

usage has increased exponentially internationally, from 6.5% of the world's population 

in 2000 to just over 51% in 2019 (World Bank, 2021), with approximately 2 million new 

users joining the Internet in 2020 alone (Hootsuite, 2021). The pandemic of a novel 

coronavirus (COVID-19) has boosted Internet use. For example, between 2020 and 

2021, Internet users in South Africa climbed by 1.7 million (4.5%), hitting a record high 

of 38.19 million (Kemp, 2021). 

 

The rise in Internet usage has created both opportunities and risks for businesses. 

Internet use has aided organisations in reducing costs, facilitating stakeholder 

involvement initiatives, and opening up new markets for products and services, among 

other benefits (Stair & Reynolds, 2020:25). All of this has resulted in an increase in 

organisations' susceptibility to cybercrime. Cybercrime has been increasing in recent 

years and is estimated to have cost businesses USD6 trillion in 2020, up from USD3 

trillion in 2015, and is expected to reach USD10.5 trillion by 2025 (Morgan, 2021). The 

pandemic of COVID-19 has resulted in a huge increase in cybercrime, just as it has 

resulted in an increase in Internet users. According to research firm PurpleSec (2021), 

cybercrime climbed 600% in 2020 alone as a result of the COVID-19 pandemic. 

 

Among the primary reasons organisations have grown exposed to cybersecurity threats 

is employees' lack of understanding of what cybersecurity is and how their activities 

affect the vulnerability of their organisations (Beyer & Brummel, 2015:5; PurpleSec, 

2021; Sousa & Oz, 2015). As a result, many organisations have implemented 

cybersecurity awareness programmes as part of their defence measures against cyber-

threats. 
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Taking these factors into consideration, this dissertation examines the cybersecurity 

awareness of employees at the legal parastatal organisation.  

 

1.2 CONTEXT 

Over the last decade, the use of electronic communication and information technology 

has increased. Today, the Internet is a fundamental commodity that many companies 

are dependent on to function. The increasing pace of technological advancement poses 

major concerns about information security for both governments, businesses and end-

users. In light of the recent spate of cyber-attacks, businesses and their online 

customers are looking for ways to keep their data safe (Safa, Ghani & Ismail, 2014:2). 

Adoption of Information and Communication Technologies (ICTs) by government 

departments, such as the Legal Parastatal Organisation, has been motivated by the 

need to improve service delivery. The National Development Plan states unequivocally 

that by 2030, the South African government should be extensively utilising ICT to 

provide services to, and engage with, residents (National Planning Commission, 

2013:36). As part of that strategy, the government published the National e-Government 

Strategy and Roadmap, a strategic document outlining the government's approach to 

ICT adoption (South African Government, 2012). If the use of ICTs alters the interaction 

between government and society, it also alters the relationship between society and 

government (Filgueiras, Flávio & Palotti, 2019.:3). Access to efficient service delivery 

can be facilitated through the usage of internet applications (Brown & Brudney, 2003:2). 

 

The Legal Parastatal Organisation has been in the process of migrating towards online 

storage of files, most of which contain very sensitive information. Employees at the 

Legal Parastatal Organisation have a crucial role to play in securing these files and 

other information assets of the organisation from cybersecurity attack. As said 

previously, one of the primary reasons for the rapid increase in cybersecurity threats is 

a lack of cybersecurity awareness among employees. Thus, this study was conducted 

to ascertain the level of cybersecurity knowledge among employees of a legal parastatal 

organisation. 
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1.3 CAUSAL FACTORS 

The main goal for conducting the study is to seek to clarify the following (see figure 1.1) 

 
 

Figure 1.1: Basis for study                                            Source: Adapted from Viljoen 

(2020:19) 

 

The government is making strenuous efforts to transform its service delivery functions 

digitally. The rationale for this effort is that the deployment of ICTs increases the 

efficiency of service delivery. This comes at a time when cyber-threats are on the rise 

(PurpleSec, 2021). Due to the sensitive nature of government information, the 

government needs a robust cybersecurity strategy in addition to the previously 

mentioned National e-Government Strategy and Roadmap. To be successful, such a 

strategy must incorporate one of the most critical components of cybersecurity 

defences: the human factor. According to recent security assessments, a significant 

number of cybersecurity breaches are the result of employee noncompliance with 
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company information security standards (NTT Security, 2019). However, if cybersecurity 

is done properly, it has the potential to have a major impact on an organisation's overall 

risk management systems. It is therefore critical to ascertain the level of cybersecurity 

awareness among the legal parastatal staff to develop an effective cybersecurity 

defence strategy. 

 

1.4 IMPORTANCE OF THIS STUDY 

Given the increasing rise in employee-related cybersecurity vulnerabilities at legal parastatal 

organizations, this research will be useful in determining how the organisations might improve 

employee cybersecurity awareness. Second, there are currently few academic studies that 

examine employees' cybersecurity awareness in the context of South African government 

departments (Grobler et al., 2011:40). The purpose of this study is to contribute to the corpus of 

knowledge in that field. This study contributes to his or her understanding of cybersecurity 

awareness of legal parastatal organisations. This is crucial since it enhances the readers’ ability 

to provide IT help to legal parastatal organisations. 

1.5 PROBLEM STATEMENT 

The legal parastatal organisation, which is the name that will be used throughout the 

study to conceal the legal entity’s name, is an autonomous statutory entity established 

by its own Act 39, (2014), as amended. Its mission and objectives are: 

▪ Provide legal aid or make legal aid available to impoverished people. 

▪ As stipulated in the Constitution of the Republic of South Africa, and applicable 

legislation providing content to the right to legal counsel at state expense, 

providing legal representation at state expense 

▪ Educate and inform people about their legal rights and obligations (Legal Aid SA, 

2021). 

The role of the organisation is to offer legal aid to people who cannot afford their own 

legal counsel. These people include poor and vulnerable groups, such as women, 

children, and the rural poor. During the COVID-19 pandemic, the legal parastatal 

organisation allowed its employees to connect remotely from home. That was done to 

ensure that employees continued to perform their daily operations using Access Point 
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Name (APN) and Virtual Private Network (VPN) connectivity. Most employees easily 

become victims of malicious cyber-attacks due to a lack of cybersecurity awareness. In 

today’s interconnected world, cybersecurity awareness is critically important since a 

single person's actions may have a significant impact on a whole organisation. 

According to Yunos, Ab Hamid & Ahmad (2016:1), a person's lack of awareness may 

result in substantial harm and loss to an organization. 

With the rise of data breaches globally, the POPI Act aims to safeguard individuals from 

security breaches, theft, and discrimination. POPI advocates for personal information 

protection in both the public and private sectors. Public agencies, state organs, and 

other governmental institutions were also affected. Personal information breaches are a 

common problem for many businesses, and many organisations have difficulty 

controlling their information (Norberg, Horne & Horne,2007:10). The Protection of 

Personal Information (POPI) Act's adoption and enforcement, which began on July 1, 

2020, gave organisations and businesses until July 1, 2021, to completely comply with 

the act. The act's enforcement requires all organisations' nominated representatives to 

immediately notify any cyber breach where there are reasonable grounds to think that 

personal information was accessed or acquired by an unauthorised person (POPIA, 

2019). According to the legislation (POPI, 2013:92), a penalty of up to R10 million or 10 

years in prison can be imposed by the Information Regulator under sections 107 and 

109 of the POPI Act. 

As a result of the legal parastatal organisation's reliance on its IT infrastructure and 

systems for several mission-critical operations, the organisation under study has 

prioritised cybersecurity as a strategic goal. To gain a better understanding of the 

cybersecurity dangers confronting the organisation and the level of cyber awareness 

amongst its personnel, it must undertake a cybersecurity vulnerability assessment. To 

protect their assets and provide the elusive "peace of mind" in the event of a cyber-

threat, it is necessary for organisations to adopt a multi-layered strategy for security in 

order to protect their assets. 

In recent months, cyber-attacks have targeted South African government entities as 

more individuals work from home and rely on frequently insecure Internet connections. 

These attacks have caught the attention of government ministers, including Minister of 

Employment and Labour, Thulas Nxesi, who was quoted as stating that the government 
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intends to improve its cybersecurity skills (BusinessTech, 2021). To secure state 

infrastructure assets, the Department of Public Service and Administration formed the 

Standing Committee on Information Systems Security. This brings together government 

officials to discuss information security and cybersecurity. 

The following table summarises cybersecurity incidents affecting government 

departments as well as other state entities from 2019 to 2021. 

 

Table 1.1: Cybersecurity incidents at government departments and other organs 
of state 

Year Month # of 
published 
incidents 
 

Incident 

2019 

 

Feb 2 A South African energy supplier’s security was breached 

twice, once by employees downloading a game from the 

Internet and once by a security researcher finding a hole 

in an unsecured database containing critical data 

(Accenture, 2020). 

Jul 2 The South African Civil Aviation Authority (SACAA) was 

subjected to a denial of service (DoS) attack, which 

required the disconnection of several IT systems from 

the network, resulting in system inaccessibility and 

unavailability for a limited period. According to the firm’s 

spokesperson, they discovered that several computer 

files were either corrupted or exhibited strange 

behaviour (Accenture, 2020). 

On the 24th of July 2019, Eskom's pre-paid power 

service provider was hacked by ransomware that 

encrypted their internal network, website, and online 

applications (apps) database, leaving the pre-paid 

customers of Eskom without power (Accenture, 2020). 

Oct 1 City Power, the power utility of the Municipality of 

Johannesburg, was also the victim of a ransomware 
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attack that encrypted its applications, network, and 

databases (Accenture, 2020). 

2020 

 

Feb 1 The website of the National Ports Authority, a branch of 

Transnet, was hacked when its security certificate 

expired, and the website displayed information about 

Indonesian casino games (Business Insider South 

Africa, 2020). 

Mar 3 The website of the Mpumalanga Department of 

Economic Development and Tourism was defaced by 

hackers (IOL, 2020). 

The group of hackers known as Ghostsquad attacked 

the Department of Higher Education's website, bringing 

down the International Scholarship site's staffing division 

component (IOL, 2020). 

The National Consumer Commission's website was 

similarly taken down by the same Ghostsquad hackers, 

denying access to their consumers and other 

businesses. SITA provided hosting for this website (IOL, 

2020) 

2021 July 1 Transnet, South Africa's state-owned logistics 

corporation, was the victim of another major cyber-

attack in which the organisation's systems and files, as 

well as personal data, financial reports, and other 

company records, were encrypted and rendered 

unusable. The outage devastated operations in Cape 

Town, Gqeberha, Southeast coastal port, Ngqura, and 

Durban, forcing the organisation to resort to manual 

systems and declaring a force majeure (Africanews, 

2021).  

Sep 2 The South African National Space Agency (Sansa) 

suffered a data breach in which the organisation's data, 
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which contained personal information of prior pupils, 

was leaked into the public domain. Following an enquiry, 

the organisation announced that its internal network and 

systems had not been infiltrated, pointing out that the 

victim was a public anonymous FTP server which was 

still active on one of their sites (Business Maverick, 

2021) 

The Department of Justice (DoJ) claimed that its 

information technology systems had been compromised 

by ransomware, which locked its internal systems as 

well as the public website. The compromise affected 

every aspect of their operations, including letters of 

authority issuance, bail services, email, and the 

department's website. While the court sessions 

continued normally, manual processes and a manual 

system were activated (GRC World Forums, 2021). 

Source: Self-developed  

The table above illustrates a consistent growth in cybersecurity incidents among government 

departments and state organs over a two-year period (a space in which the legal parastatal 

organisation belongs). There has been an increase in the number of cyberattacks against both 

corporate and public sector institutions during the last few years (Accenture, 2019. A lack of 

investment in cybersecurity and late adoption of cybercrime legislation have been identified as 

contributing factors to why South Africa as a whole has become an attractive target for 

cybercrime, but a lack of cybersecurity awareness and a general lack of public awareness of 

cyber-threats have also been cited as major factors. Although several governments have made 

significant financial investments in the development of cyber policies and defence mechanisms, 

South Africa, as a developing country, is still lagging behind (Grobler et al., 2013:4). According 

to Masthead (2020), compared to other nations, South African Internet users and employees 

are less experienced and lack technical cyber knowledge. The purpose of this study is to shed 

light on the issue by analysing the cybersecurity awareness of employees of legal parastatal 

organisation. Thus, it is desired that legal parastatal organisation grasp their employees' 

positions in the organisation's information strategy. 
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1.6 RESERCH OBJECTIVES 

1.6.1 Primary Objective 

The primary objective of the study is to evaluate the level of cybersecurity awareness of 

employees at the legal parastatal organisation and the impact of cybersecurity 

awareness on the organisation’s risk management systems. 

1.6.2 Secondary Objectives 

The secondary objectives of the study are to:  

1. Evaluate the current level of cybersecurity awareness of employees at the legal 

parastatal organisation; 

2. Identify the factors that affect cybersecurity awareness at the legal parastatal 

organisation; 

3. Evaluate the impact of cybersecurity awareness on risk management systems at 

the legal parastatal organisation; and 

4. Make recommendations to the legal parastatal organisation management on how 

to improve cybersecurity awareness. 

 

1.7 RESEARCH METHODOLOGY 

The study comprises a comprehensive literature survey (secondary research) and 

adopts the quantitative research methodology for the completion of an empirical 

investigation conducted through online questionnaires. 

1.8 DATA COLLECTION INSTRUMENTS 

Empirical data for the research was collected using a survey questionnaire that included 

the following instruments: 

1. Demographic Instrument – this instrument was designed to collect demographic 

data that assisted in characterising the selected sample of the study.  

2. General Cyber Security Practices Instrument – this instrument was designed to 

collect data that assisted in identifying the employees’ practices when it comes to 

common security practises in the selected Legal parastatal organisation. 
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3. Risk Management Instrument – part of the aim of this study was to assess the 

impact of cybersecurity awareness on risk management. This part of the instrument 

collected data on risk management, which was compared to the data collected 

through the cybersecurity awareness instrument to assess the impact of 

cybersecurity awareness on risk management. 

1.9 LITERATURE AND THEORETICAL REVIEW 

Chapter Two provides an understanding of the conceptualisation of existing literature on 

the employees’ cybersecurity awareness at a legal parastatal organisation. The goal of 

reviewing existing literature from various sources was to broaden the body of 

knowledge on the topic under consideration. The review consisted of the relevant 

articles, books, Internet articles, dictionaries, dissertations, and theses. 

 

 

The review begins by defining cybersecurity and cybersecurity awareness, then 

presents the proposed study's theoretical underpinnings. The section then conducts a 

literature study on employee cybersecurity knowledge and the most prevalent 

cybersecurity vulnerabilities. The following section discusses the impact of cybersecurity 

awareness on risk management systems as well as ways of increasing cybersecurity 

awareness. The evaluation finishes by highlighting the shortcomings in the examined 

studies, which this study intends to address.  
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1.10 CHAPTER LAYOUT 

Chapter 1: Orientation and Problem Statement 

This chapter contains background information and provides some context for the study. 

Furthermore, it discusses the causal factors, problem statement, and objective of the 

study. The chapter ends with a short description of the research methodology and the 

layout of the remaining chapters. 

 

Chapter 2: Literature Review 

This chapter presents a critical literature review to set out what is currently known about 

the phenomenon covered in this study and identify research gaps that this study seeks 

to close. 

Chapter 3: Research Methodology and Data Analysis 

This chapter presents the research methodology adopted and statistical analysis 

conducted in depth. It further focuses on the sampling methods applied and the 

techniques used to collect data and perform analyses. 

Chapter 4: Conclusion and Recommendations  

In this chapter, the findings of the theoretical and empirical data are summarised and 

provide answers to the primary and secondary objectives of the study. The results 

derived allow the research to draw conclusions and make recommendations on the 

considerations. 

1.11 CONCLUSION 

This section has reviewed literature relevant to the topic under investigation. The review 

began by defining cybersecurity and cybersecurity awareness, then presented the 

proposed study's theoretical underpinnings. The section then reviewed some literature 

on cybersecurity awareness among employees and common cybersecurity 

vulnerabilities. The following chapter discusses the impact of cybersecurity awareness 
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on risk management systems as well as ways of increasing cybersecurity awareness. 

The evaluation finishes by highlighting the shortcomings in the examined studies that 

the proposed study intends to address. The cybersecurity awareness subject is 

fundamental to the management of many organisations and is a researchable subject 

with a significant impact on other government departments and parastatals. 

 

1.12 CHAPTER SUMMARY 

This chapter gave a comprehensive overview of the cybersecurity challenges 

confronting South African businesses and public-sector organisations. The chapter 

begins with a brief overview of the development of internet usage, which resulted in the 

emergence of cybersecurity throughout the world, and particularly in the South African 

government. The second section establishes context and comprehension for the study's 

objectives, as well as a problem description and the significance of the research. The 

chapter's middle portion contains a summary of recent cyber-attacks in South Africa as 

well as information about the study's goal. This is followed by the study's primary and 

secondary objectives, as well as predicted outcomes. The final section of the chapter 

provides a concise review of the research methods used. It includes a survey of the 

literature, theoretical and empirical reviews, as well as limitations and ethical 

considerations. The chapter finishes with an overview of the research's overall 

structure.  
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CHAPTER 2: LITERATURE REVIEW 

2.1 INTRODUCTION 

Cybersecurity refers to the technologies, practices, and processes that are designed to 

protect computer programs, networks, people, and data from attack, damage, injury, or 

unauthorised access (Beyer & Brummel, 2015:03). It involves activities carried out by 

the organisation to safeguard its information and related assets, particularly when 

transacting online through the Internet. Cybersecurity risk management used to be the 

domain of the organisation’s IT professionals (Iguer et al., 2014:316). The increasing 

adoption of information and communication technologies (ICTs) and the general Internet 

of Things (IoT) have brought two specific problems. Firstly, it has made the efforts by 

ICTs to deal with cybersecurity risks inadequate. Everyone within the organisation now 

needs to be involved in one way or the other to defend organisational information 

systems from cyber-attacks (Laudon & Laudon, 2020:539-540). Secondly, due to the 

high velocity with which ICTs develop, cyber-threats are also becoming highly 

sophisticated. For organisations, this calls for the need to adopt a holistic approach to 

cybersecurity defences, in which everyone plays a role (Deloitte & Touche, 2020:5). The 

challenge, however, is that few employees have sufficient knowledge to understand 

their roles in that holistic framework (Opara & Mahfouz, 2016:325). It is the role of the 

organisation to periodically assess its employees’ levels of knowledge about 

cybersecurity threats and their role in protecting the organisation’s information assets, 

hence the need for assessing cybersecurity awareness. Weak cybersecurity defences 

tend to increase the organisation’s risk profile, so cybersecurity awareness can be an 

important aspect of the entity’s risk management system. It is, therefore, crucial for the 

organisation to assess the extent to which their employees’ cybersecurity awareness 

can affect the overall risk management systems of the organisation. That way, 

organisations can perform, from an informed position, the appropriate cost-benefit 

analysis when deciding on cybersecurity awareness programmes. The primary aim of 

this study is to evaluate the level of cybersecurity awareness of employees at the 

chosen legal parastatal organisation and the impact of cybersecurity awareness on the 

organisation’s risk management systems. 
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This chapter reviews literature relevant to the topic under investigation. The review 

starts with defining cybersecurity and cybersecurity awareness before moving on to 

present the theoretical underpinnings of the proposed study. The section then moves on 

to review the literature on employees’ cybersecurity awareness and the common 

cybersecurity vulnerabilities. Thereafter, the impact of cybersecurity awareness on risk 

management systems is discussed, together with strategies for enhancing cybersecurity 

awareness. There are gaps in the studies that were looked at in the review. This study 

aims to fill them. 

2.2 CYBERSECURITY 

Beyer and Brummel (2015:03) state that cybersecurity can be seen as involving the 

"fundamental technologies, methods, and practises meant to secure networks, 

computers, programs, people, and data against assault, damage, injury, or illegal 

access." Software in this context refers to core technologies, programmes, and 

processes, among others, while hardware is used to refer to processors, computers, 

and computer systems (Laudon & Laudon, 2020:45). The definition by Beyer and 

Brummel (2015:8) makes it clear that cybersecurity is a multidimensional phenomenon 

and that it is a process that involves several interconnected activities. Another definition 

that warrants a mention here is one given by the Republic of South Africa in its 

Cybersecurity Policy of South Africa (CPSA). The policy document defines 

cybersecurity as "the protection of data and systems from unauthorised access, use, 

disclosure, disruption, modification, or destruction in networks that are connected to the 

Internet" (Republic of South Africa, 2010:18). While Beyer and Brummel’s definition 

(2015:8) directly mentions hardware and software, the above definition includes these 

as part of the systems that cybersecurity aims to protect. Also, the CPSA mentions the 

Internet as the arena in which cybersecurity risks emanate. Alotaibi (2019:10) provides 

examples of cybersecurity incidents, including cyber-attacks from malware, phishing, 

and data theft, and the risk of system attacks from hackers and impersonators. 

 

The European Union Agency for Network and Information Security (Ilgar, 2018) 

declares that cybersecurity encompasses all areas of cyber incident prediction, 

prevention, tolerance, detection, removal, analysis, mitigation, and investigation. That is 
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supported by Laudon & Laudon (2020:335) who note that cybersecurity involves the 

identification of cybersecurity risks, putting in place systems to detect, respond and 

protect the organisation from such risks; and having proper systems to recover from any 

unforeseen cyber incidents. 

For the purposes of this study, cybersecurity is defined as the process of forecasting, 

preventing, detecting, and mitigating cybersecurity incidents through putting in place 

systems that detect, respond to, and protect the organisation from cyber risks, as well 

as having proper systems in place to recover from any unforeseen cyber incidents. 

2.3 CYBERSECURITY AWARENESS 

Cyber security awareness requires not just knowledge of cyber threats, but also an 

appreciation of the possible effects a cyber-attack has on organisational information 

assets as well as the steps required to decrease risk and prevent cyber-crime from 

invading the workplace. According to Symantec (2014), inadequately trained employees 

raise the risk of leaking sensitive data such as Personal Identifiable Information (PII). 

Effective cybersecurity awareness means systems put in place to ensure that people 

are informed of the potential cybersecurity risks and the role that such people can play 

to identify, prevent, and mitigate cybersecurity incidents (Sousa & Oz, 2014:201). 

Berkman et al., (2018:37) add that cybersecurity awareness goes beyond knowledge of 

cybersecurity risks and includes the attitude, culture, and behaviours of organisational 

actors. Therefore, it is not sufficient to know the cybersecurity threats that the 

organisation faces (Sousa & Oz, 2014:201:202). The importance of the right attitude, 

beliefs, values, and knowledge is further emphasised by Da Veiga (2016:3), who 

defines information security culture as "the attitudes, assumptions, beliefs, values, and 

knowledge that employees or stakeholders utilise to engage with the organization's 

systems and processes at any given moment". Employees who have sufficient 

cybersecurity awareness should have the right culture and behaviours that help them to 

take active action to protect the organisation’s information assets (Sousa & Oz, 

2014:211). Khando et al., (2021:11) cite the need to foster an organisational culture of 

information security and instil long-term security practises in employees. Vazquez 

(2019:7) further explains that cybersecurity awareness is a behavioural and cultural 

challenge because people’s attitudes and behaviours are normally informed by an 

organisational culture that forms the basis within which information assets should be 
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safeguarded. For this study, cybersecurity awareness is defined as the knowledge, 

attitudes, and behaviours of organisational actors that determine such actors’ actions to 

forecast, prevent, detect, and mitigate cybersecurity incidents within the framework of 

organisational culture. 

2.4 THEORETICAL UNDERPINNING: THE CYBERSECURITY 

AWARENESS FRAMEWORK 

The National Institute of Standards and Technology (NIST, 2017; Paganini, 2017:12) 

provides a useful framework for analysing and understanding cybersecurity. The 

framework explains that every cybersecurity system has five aims, namely, to identify, 

detect, respond to, recover from, and protect the organisation from cybersecurity risks.  

 

Figure 2.1 illustrates the framework.
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Figure 2.1: NIST Cybersecurity Framework    Source: Paganini (2017) 

The Framework may be used by a variety of entities, including sector coordinating 

bodies, associations, and organizations, for a variety of objectives, including the 

development of common profiles (Delgado et al., 2021). 

 

2.4.1 Identify Cybersecurity Threats 

The first step in managing cybersecurity risk is to identify the cybersecurity risks. In this 

first step, the entity develops frameworks for understanding cybersecurity risks that 

emerge from the way the organisation manages its assets, from the business 

environment, and those risks that arise from the organisation’s governance structures 

(NIST, 2017:12). According to NIST (2018:12), an organisation needs to understand the 

context in which it operates, the resources that help to support critical functions and 

their related cybersecurity risks. This enables a company to focus and prioritise its 

activities to support its broader business and strategic goals (NIST, 2018:13). 

Cybersecurity risk assessment and management are crucial in this first step, as it helps 

to develop a framework of risk awareness throughout the organisation. Identifying 

cybersecurity threats is done within the context of the organisation’s risk appetite and 

risk tolerance. According to Leech (2017:3), risk appetite refers to the amount and type 

of risk that the organisation is willing to take, while risk tolerance explains the readiness 

of the organisation’s stakeholders to take risks to achieve the organisation’s objectives. 

2.4.2 Protection 

The next step is to design appropriate safeguards to contain and limit cybersecurity 

incidents. This involves developing appropriate safeguards to protect assets, systems, 

and processes to assure clients of continued service flow (Laudon & Laudon, 

2020:173). Protection includes several activities, including access control, awareness 

and cybersecurity training, data security, and systems maintenance (NIST, 2018:13). 

Risk appetite and preference are, again, important factors that are considered when 

developing protection safeguards (Kaplan, 2020:152). Martens & Rittenberg (2020:9) 

define risk appetite as a measure of how much risk a company is willing to take to 
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achieve a specific goal. Risk appetite will be discussed in detail later. These factors 

determine acceptable risks and those risks for which safeguards should be designed. 

2.4.3 Detection  

Protection does not guarantee a risk-free cybersecurity outcome. The extent of risk 

detection activities will, in part, depend on the organisation’s risk appetite. According to 

Carroll and Buchholtz (2014:200), there should be systems to detect anomalies that 

expose the organisation to cybersecurity risks and systems that ensure continuous 

monitoring of business processes, asset management, and internal controls. In theory, 

detection systems should be robust enough to allow early detection or, where possible, 

detect cyber-attack leading events (O’Brien & Marakas, 2011:47). In practice, though, it 

is not always possible to have such perfect and powerful cybersecurity risk detection 

systems. The resultant systems are usually a compromise between what can maximise 

the benefits of risk detection and the cost of doing so. 

2.4.4 Respond 

Once cybersecurity incidents have been detected, appropriate action needs to be taken. 

That involves developing risk response strategies that can help the organisation take 

swift action to deal with identified cybersecurity risks (Behl, O’Brien, & Marakas, 

2019:202). Examples of outcomes of cybersecurity response activities include 

cybersecurity response planning, analysis, mitigation, communications, and 

improvements (NIST, 2018:7). The challenge with risk response strategies in many 

organisations is that they are designed to deal with regular and known risks. They do, 

however, have the necessary capabilities to deal with new and emerging threats such 

as new viruses. In some of these cases, the organisation usually depends on the 

currency of the knowledge of those who are tasked with designing the organisation’s 

risk response strategies (Bada, Sasse, & Nurse, 2019:4). Experience and expertise are 

necessary for the most efficient risk management strategy (Serpella et al., 2014). Chou 

& Chiu (2021:4) cite that the use of expertise and knowledge in making decisions is a 

key component of risk management methods. 
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2.4.5 Recover 

NIST (2018:08) notes that organisations need to develop and implement effective 

methods to restore the capabilities that would have been affected by cybersecurity 

events. This requires the organisation to have appropriate recovery plans for each 

potential cybersecurity risk, cybersecurity risk improvement plans, and communications 

(O’Brien & Marakas, 2011:274). Again, several problems should be anticipated at this 

stage. The virus may come back when you restore data that was backed up after a virus 

attack, because the virus may be in the backed-up data. 

2.5 EMPLOYEES’ CYBERSECURITY AWARENESS IN ORGANISATIONS 

Cybersecurity awareness is a critical aspect in determining the success or failure of an 

organisation's application of the NIST Cybersecurity Framework. People who work for 

an organisation that uses the NIST Cybersecurity Framework should be aware of their 

roles in each of the framework's four parts (Bendovschi, 2015:27). 

According to Laudon and Laudon (2020), advancements in information and 

communication technology (ICT) have increased the importance of educating 

employees on the cybersecurity risks their actions may pose to the organisation. 

Deloitte and Touche (2020:2). Additionally, Al-Mohannadi, Awan, Al Hamar, Al Hamar, 

Shah and Musa (2018:10) state that cybersecurity awareness among employees is a 

critical component of an organisation's defence against intrusion detection and 

prevention systems (IDPS). 

Despite developments in information and communication technologies and the risks 

they pose, Aloul (2012:176) claims that cybersecurity awareness is usually overlooked 

in information security programmes. As a result, the vulnerability of organisations to 

cyber penetration has increased. PricewaterhouseCoopers (2019:4) has claimed that 43 

million cybersecurity incidents occurred globally in 2016, representing a 48% increase 

over 2015. In the United States of America (USA), states and municipalities paid an 

average of $835,758.33 in ransom payments to hackers between 2013 and 2020, while 

states lost between $665,000 and $40.53 million per year to cybercrime (KnowBe4, 

2020:8). 
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Similar to the US scenario, cybercrime has been on the rise in South Africa. South 

African fraud prevention experts say that cybercriminals are getting more active. 

Gauteng and the Eastern Cape provinces saw the biggest rises of 120% and 161% in 

cybercriminal activity, according to Manie van Schalkwyk of the Southern African Fraud 

Prevention Service (Schalkwyk, 2021). 

2.6 CYBERSECURITY VULNERABILITIES 

As a result of the increased vulnerability of organizations, as stated in the preceding 

section, organisations must expand cybersecurity awareness initiatives to mitigate 

organisational vulnerability. All types of organisations are subject to attack by hostile 

forces, notwithstanding their differences and potential contributions (Grobler et al., 

2013). Prior to delving deeper into these cybersecurity awareness activities, it is critical 

to understand the cybersecurity vulnerabilities to which organisations are exposed 

(Kaplan, 2020:201). Dosal (2020) defines cybersecurity vulnerability as "a flaw or 

weakness in a system or network that could be exploited to cause damage or allow an 

adversary to influence the system in some way." Vulnerabilities can manifest 

themselves in a variety of ways, including operating system vulnerabilities, human 

vulnerabilities, and process vulnerabilities (Behl, O’Brien, & Marakas, 2019:177). 

Operating system vulnerabilities are those that allow hackers to exploit a computer's 

operating system. 

According to Sousa and Oz (2015:255), human vulnerability refers to the susceptibility 

of an organisation’s ICT infrastructure due to errors and omissions by the human 

element of the architecture. Stair and Reynolds (2014:233) add that the human element 

is the weakest part of any ICT infrastructure since humans are always bound to make 

errors and omissions. 

No matter how technologically secure a network appears to be, the human factor will 

always be a vulnerability (Conteh & Schmick, 2016: 4).Process vulnerability occurs as a 

result of the presence or absence of specific process controls (Dosal, 2020). These 

vulnerabilities could be inherent in human components. For instance, a process 

intended to safeguard an organisation's customer records is vulnerable to cyber-threats 

if the people responsible for handling such documents lack adequate segregation of 

roles. It could happen if there is not enough cross-checking of these documents, which 
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could lead to incorrect records or falsified records if the employees involved aren't being 

honest. 

While cybersecurity vulnerabilities can be classified broadly as in the three categories 

stated previously, there are also specific weaknesses inside each of these categories. 

Specific vulnerabilities include hidden backdoor programmes, automated script 

execution without virus/malware checks, email phishing, denial-of-service attacks, 

ransomware, complex and undisclosed faults in programming interfaces, and 

unencrypted data on a public or private network (Dosal, 2020). It would be impossible to 

list all of the particular cybersecurity dangers that businesses face today. The following 

are some of the most commonly exploited security flaws. 

2.7 COMMON TYPES OF CYBER VULNERABILITIES  

2.7.1 Phishing 

Phishing is a form of social engineering in which an attacker impersonates a legitimate 

institution or reputable source (El Aassal et al., 2020:1) to trick their potential victims 

into disclosing sensitive information such as their identity, banking information, or 

passwords via a maliciously crafted message, email with a malicious attachment, or 

poisoned URLs (Sahingoz et al., 2018: 345). The word "phishing" originated in 1996, 

when a gang of hackers, known as the Warez community, pretended to be AOL 

employees and stole credentials and personal information from AOL subscribers 

(PhishProtection, 2021). The word originates from the concept of casting a baited hook 

into the water and hoping for a bite. Nevertheless, only in 2004, was the first phishing 

lawsuit launched against a Californian teenager who created a spoof version of the 

"American Online" website and duped unsuspecting customers into revealing personal 

information such as credit card numbers, which he then used to transfer money from 

their accounts. 

According to PhishProtection (2021), phishing has become a lucrative business for 

hackers, consistently ranking among the top ten security threats facing many 

organisations due to the increased rate at which employees fall victim to phishing 

scams (Bishop et al., 2009:3; Gartner, 2018; Siponen & Vance, 2010:1), and due to 

employees' ignorance of anti-phishing tool warnings (Downs et al., 2006:3). 
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Combating phishing scam attacks requires training, assertiveness, and cyber expertise 

on the part of users, but even the most seasoned users fall victim to phishing scams 

(Greene et al., 2018:2). Microsoft was the most mimicked brand for phishing scams in 

the third quarter of 2020 (Check Point, 2020). Anti-phishing defence measures are often 

divided into two categories: improving end-user awareness and deploying anti-phishing 

software solutions. There is a wide variety of anti-phishing software available, some of 

which is free, while others are not. 

Most businesses use anti-phishing software to keep their environments safe from 

phishing emails, spam, and malware (Cranor et al., 2007:1). 

They use advanced detection systems like list-based detection (Chorghe & Shekokar, 

2016:2; Cao et al., 2008:3), web page image processing (Toolan & Carthy, 2009), 

natural language processing (Stone, 2007), rules-based detection (Cook et al., 2008), 

and, more recently, machine learning (Sahingoz et al., 2019:4) to find phishing emails. 

The list-based phishing detection model primarily uses blacklists and whitelists to verify 

the validity of a website. Alternatively, a web browser security toolbar and 

accompanying plug-ins are available (Zhang et al., 2014). These anti-phishing tools 

require users to enter a link into their browser to determine whether a website contains 

potential threats (Hong, 2012; Zhang et al., 2007). However, their success rate is low, 

as end users frequently do not follow their alerts (Abbasi et al., 2010) or disregard their 

warnings (Zhang et al., 2014). 

2.7.2 Spear Phishing and Whaling 

One of the most frequent methods of attack employed by hackers nowadays is spear-

phishing, which is the deceptive practise of sending emails with malware disguised 

behind links and attachments that look to come from trustworthy and well-known 

sources (Gendre, 2018). According to Bullee, Montoya, Junger, and Hartel (2017:594), 

spear phishing is considered a targeted variation of phishing. To improve the chances of 

a receiver falling prey to spear-phishing emails, they provide more specific contextual 

information (Hong, 2012). Sparshott (2014) states that the effectiveness of spear 

phishing emails is said to be due to personalization, which builds trust and confidence. 

Successful spear phishing emails leverage influence psychology elements such as 

authority, commitment, liking, perceptual contrast, reciprocation, scarcity, and social 
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proof. Because it employs a focused strategy to convince users to relax their guard and 

act on perceived urgency or messages from critical contacts, including supervisors in 

one's business, spear phishing is difficult to detect (Thomas, 2018:4). Spear phishing is 

one of the most serious cyber security threats that businesses face today, with up to 

84% of businesses reporting at least one spear phishing attempt (Derouet, 2016:5). The 

use of phishing education as a layer of protection against phishing has been studied 

(Sheng et al., 2007:3). Thomas (2018:7) adds that a person's familiarity with and daily 

use of email makes them more susceptible to phishing assaults, even if they are well-

versed in technology and information literacy. 

Unlike spear phishing, which is highly personalised and targeted at certain people inside 

the organisation (Bhardwaj et al., 2020:3), whaling attacks are employed by 

cybercriminals to target senior or other significant people to steal money or sensitive 

information or get access to their computers for illicit purposes (Kaspersky, 2020). 

Whaling assaults need extensive planning, but the payload is substantial (Park and 

Rayz, 2018:1). Glenn (2019:2) recommends that all employees be aware of the 

symptoms of a phishing email, such as typos, an unexpected domain name in the 

sender's email address, and urgent requests for a response, to guard against all sorts of 

phishing. 

2.7.3 Ransomware 

Kaspersky (2021) defines ransomware as a sort of malicious software that encrypts the 

private keys of the infected machine and shows a message demanding ransom 

payment, which is typically in bitcoins (Zetter, 2015). The first instance of ransomware 

(dubbed AIDS) was reported in 1989 and spread via floppy discs (Mohurle & Patil, 

2017:1). Ransomware has developed into a tremendously successful business for 

cybercriminals in recent years. In 2017, a total of $5 billion was paid in ransom 

payments, as well as for time, resources, and recovery efforts following the attack (Calif, 

2020). 

Ransomware, according to Mohurle & Patil (2017:2), can be categorised into three 

categories based on its severity: scareware, screen locks, and encrypting ransomware. 

Scareware is defined as malicious and deceptive software in the form of a pop-up that 

deceives users into visiting malware-infected websites (Richardson & North, 2017). On 
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the other hand, screen lockers encrypt the infected computer or gadget, restricting its 

use (Kharaz et al., 2016:3). The ransomware encrypts victims' personal files, rendering 

them inaccessible to them (Al-Rimy, Maarof, and Shaid, 2018). 

2.7.4 Malware 

In recent years, malware production and dissemination have expanded into a lucrative, 

broad, and well-organized market (Al-Mohannad et al., 2018), backed by financiers and 

well-organised syndicates prepared to spend on advanced technologies designed to 

circumvent existing defences (Karyotis & Papavassiliou, 2015). Malware attacks have 

expanded dramatically in recent years, with damage predicted to reach $6 trillion in 

2021, up from $3 trillion in 2015 (BlackFog, 2021). 

Malware is a generic phrase that refers to any sort of malicious software produced by 

cybercriminals with the intent of wreaking havoc on programmable devices or services 

and/or stealing data from the victim (McAfee, 2021). Ramdinmawii et al. (2014:2) divide 

victims into four categories: individuals, enterprises, organisations, and governments. 

Offenders, referred to collectively as cybercriminals, include hackers, hacktivists, 

attackers, and nation-states (Iasiello, 2014). According to Ngo, Agarwal, Govindu, and 

MacDonald (2020), about 200 000 malware samples are identified every day, including 

viruses, Trojans, ransomware, and keyloggers. Delaney (2020) highlights that 

Microsoft's free built-in system security service, Windows Defender, rates among the 

finest antivirus and antimalware solutions. Windows Defender outperforms top antivirus 

manufacturers and their premium services in an AV-test conducted in 2019 

(Blaauwendraad et al., 2020). 

Typically, anti-malware software detects threads using one of the following detection 

methodologies: signatures, behaviour, or heuristics (Bazrafshan et al., 2013:2), or more 

recently, machine learning techniques (Khammas et al., 2016). 

2.7.5 Taxonomy of Malware 

▪ Virus: The term "virus" stands for Vital Information Resource Under Siege and 

refers to a computer programme that is self-replicating and can attach itself and 

inject itself into a computer without seeking approval or knowledge of the user 

(Szor, 2005; Ghernaouti-Hélie, 2013). 
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▪ Trojans: A unique network attack program that can infiltrate a user's computer 

and steal personal information and passwords, tamper with data, or destroy files, 

all while being controlled remotely by the virus (Zhenfang, 2015:1). 

▪ Spyware: Javaheri, Hosseinzadeh, and Rahmani (2018:2) refer to spyware as a 

harmful programme that discreetly records and transmits a user's critical and 

valuable information, such as passwords or financial information. 

▪ Malware: a type of computer programme designed to infect and cause harm on 

the victims’ computers, without their knowledge (Or-Meir et al., 2019:5).  

▪ Ransomware: It is an extortive malware that locks a user’s files and data in 

order to demand a ransom payment for unlocking the data (Chawki et al., 2015). 

▪ Worm It is a type of computer programme that spreads through a network. It can 

cause a system to crash or limit its usage. The virus can be quickly patched to 

stop it from spreading (Guillén, Del Rey & Encinas, 2017). 

▪ Adware: It is software designed to display advertisements on the screen, which 

is often used to spread malware (Gao et al., 2019). 

▪ Scareware: It presents an anti-virus like interface that informs users that they 

have been infected with malware in order to deceive them. The interface often 

includes an offer to purchase software to remove the virus (Mohamed et al., 

2021). 

▪ Botnets: Wagenaar (2012:6) refers to a botnet as a network of infected 

computers or devices that are controlled centrally by cybercriminals to perform 

certain operations on users’ computers without their knowledge. 

▪ Cryptominers: It’s a new type of attack that uses the victims’ computing 

resources to mine cryptocurrencies for the attacker. The attacker does not 

demand a ransom payment, but instead takes advantage of the victim’s 

computing power, resulting in high electricity costs, and deteriorating computer 

performance (Calvão, 2019). 

 

2.8 ASSESSING CYBERSECURITY VULNERABILITIES  

The preceding section demonstrated that cybercriminals can target an organisation in a 

variety of ways. In other words, organisations' information technology infrastructure is 

frequently vulnerable to these cybercriminals. Cybersecurity vulnerabilities make it 
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easier for hackers and cybercriminals to exploit existing vulnerabilities in an 

organisation's ICT infrastructure (Laudon & Laudon, 2020:334–366). As such, 

cybersecurity assessments are performed to ensure that an organisation proactively 

identifies and prevents the exploitation of such cybersecurity vulnerabilities. InfoSight 

(2020), an ICT consulting organisation, established one of the most used frameworks 

for conducting thorough cybersecurity assessments. The framework advocates a 

complete examination comprising five components: external and internal vulnerability 

assessments, application and database vulnerability assessments, physical security, 

wireless vulnerability assessments, and social engineering vulnerability assessments 

(InfoSight, 2020). These components work in tandem to establish the foundation for a 

complete cybersecurity vulnerability assessment. The graphic below (Figure 2.2) shows 

how to do a thorough cybersecurity vulnerability assessment.

 

Figure 2.2: Vulnerabilities Assessment    Source: InfoSight (2020) 

 

The following sub-sections discuss each component of Figure 2.2. 
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2.8.1 External Vulnerability Assessment 

Cybersecurity vulnerabilities might originate in the external environment, according to 

InfoSight (2020). The organisation's obligation is to ensure that it is constantly scanning 

its external environment for signs of cyber-attack from that environment. According to Li 

et al. (2019:14), such an assessment should include tracking trends in cyber-attacks on 

other organisations and regularly monitoring developments in the tools used by 

cybercriminals to attack organisations. External threats can be identified as part of the 

strategic management process through the organisation's periodic external corporate 

appraisal (Dosal, 2020). Additionally, the organisation can hire consultants to examine 

its external environment to determine whether any elements make it vulnerable to 

attacks. 

2.8.2 Application and Database Vulnerability Assessment  

Over the last few years, the use of technology applications has increased. According to 

Laudon and Laudon (2020:335), the adoption of internet and cloud-based technologies 

has increased fivefold since 2010. Additionally, the urgency of big data implies that 

organisations are now storing massive amounts of data that have been coveted by 

criminals in the underground data market (Bendovschi, 2015:29). According to Akbar 

and Muhammad, web apps are commonly used to provide organisations with 

functionality that enables them to collect and process client information stored in a 

database (Akbar & Ridha, 2018:1). As a result, cybercriminals are constantly on the 

hunt for vulnerabilities in an organisation's applications and databases that can be used 

to get access to the valuable data housed in such information assets (Bendovschi, 

2015:32). Shar, Tan, and Briand add that SQL injection and cross-site scripting are the 

two most common and dangerous flaws in online applications today, putting both users 

and applications at risk (Shar et al., 2013:2). Shar et al. (2013) describe these two types 

of attacks as enabling the malicious attacker to manipulate the web server's database, 

resulting in data loss, information theft, and data inconsistency (Shar et al., 2013:2). 

According to Laudon and Laudon (2020:336), application and database intrusions have 

increased in frequency during the last decade. As a result, it is prudent for organisations 

to conduct ongoing vulnerability assessments of their apps and databases. According to 

Li et al. (2019:16), such vulnerability assessments become more complicated when an 
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organisation relies on third-party apps and databases over which it has limited control. 

One strategy to address this is to monitor client complaints and satisfaction ratings from 

other organisations that utilise similar services on a continuous basis (Sousa & Oz, 

2014:220). This can provide insight into potential breaches and warn the organisation's 

service suppliers. Once again, end-user education can help people who use computer 

systems and applications check for vulnerabilities on a regular basis. 

2.8.3 Network Vulnerability Assessment  

As previously stated, the adoption of internet-based technology has expanded in recent 

years. As a result, the use of networks and Internet networks has increased throughout 

the same time period. For instance, Chapter 1 indicated that Internet users in South 

Africa rose by over a million between 2019 and 2020. Additionally, hackers and 

cybercriminals have honed their methods for intercepting data transmitted via Internet 

networks (Savoie, 2016:12). These networks encompass both intranets and the Internet 

in general for businesses. Intranets are private networks within an organisation that are 

used by employees for reasons such as information sharing, collaboration, and activity 

coordination (Behl et al., 2019:231). 

Because these networks are private and accessible only to personnel within the 

organisation, it is unusual for employees to share sensitive information over intranets 

(Laudon & Laudon, 2020:237). As a result, cybercriminals receive added value from 

gaining access to such networks because they can obtain such sensitive information. 

Thus, it is the organisation's obligation to regularly assess the vulnerability of its network 

systems in order to ensure that they are secured from hackers and other cybercriminals 

(NIST, 2018:235). This evaluation may include conducting crack tests in which the 

organisation's information technology personnel attempt to break into the system and 

uncover weaknesses. 

2.8.4 Social Engineering  

Wang, Sun, and Zhu (2020:12) define cybersecurity as a type of attack in which the 

attacker(s) exploits human vulnerabilities to compromise cybersecurity, either with or 

without the use of technical skills and technological vulnerabilities.It is a non-technical 

attack that may be used in conjunction with other sorts of attacks, such as spyware and 

Trojans. Human beings, according to Abass (2018), are extremely susceptible to being 
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persuaded into providing information or facts that are valuable to a hostile attacker. 

Social engineering exploits common human characteristics such as curiosity, civility, 

gullibility, avarice, thoughtlessness, shyness, and indifference (Koyun & Al Janabi, 

2017). Social engineering attacks are multifaceted in nature, including physical, social, 

and technical factors that are exploited during the attack. Abass (2018) further 

categorises social engineering into two types of deception: a). Computer or technology 

deception, in which a technology-based method is used to fool the user into believing he 

is interacting with a real computer system in order to convince him to divulge sensitive 

information; and b). human deception - when another human being takes advantage of 

another person's lack of knowledge and basic human desire to help and be liked. 

While each social engineering attack is unique, there are several common classic attack 

strategies that the attacker employs to accomplish their objectives. The study by 

Mounton et al. (2014b:2) outlines the following four stages: 

1. Information Gathering: The attacker conducts research on the target during this 

phase, using several resources and methods, including trash diving, visiting the 

target's website, reading public newspapers, and monitoring physical contacts. 

Molia and Gohel (2015) found that the quality of the data at this stage affects the 

final outcome and is important to the attack's success in the next stages. 

2. Relationship Development: This phase employs a range of social engineering 

techniques to ensure that the victim trusts the attacker. The information obtained 

in the first phase is used to convince the victim that they are dealing with the 

organisation. This includes the victim's public identification, employer information, 

and corporate information. 

3. Breach or Exploitation: During this phase, the attacker uses deceit to induce 

the desired emotional state in the victim, which is helpful to the plot. The 

attacker's objective in this phase is to maintain the compliance momentum 

produced in the preceding step without alerting suspicion. Several ways can be 

used to do this. Email spoofing, fake phone calls, and malware can all be used to 

do this. 
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4. Execution: This is the last phase of the attack, which is also called "cashing in." 

This is when the attacker uses the information, he or she has gathered in the 

previous stages to carry out the attack and end contact with the target without the 

victim noticing. 

Figure 2.3 below depicts Molia & Gohel’s (2015) social engineering attacks. 

Figure 2.3: Social Engineering Attacks   Source: Self-developed (2021) 

 

Given the dynamic and ever-changing nature of social engineering risks, ongoing effort 

should be made to develop mitigation techniques. As a result, while there is no "perfect" 

security solution against social engineering risks, multiple studies indicate that 

incorporating staff awareness and training programmes can assist in defending an 

organisation's data and systems. According to Agarwala (2008), human resources are 

critical for the organisation's internal systems to be strengthened. Human resources 

personnel, in collaboration with information technology specialists, are responsible for 

ensuring that employees have the necessary knowledge and attitudes towards 

cybersecurity concerns (Agarwala, 2008; Mathis & Jackson, 2015). Together, these 

specialists can develop periodic training courses to keep employees informed about 

emerging vulnerabilities and how they can help lower the organisation's susceptibility to 

such attacks. According to Schaab, Beckers and Pape, the three primarily human-

based mitigating strategies recommended are Security policies, audits, and awareness 

programmes Scheeres (2008) also posits that the recommendations for defending 

against social engineering are dominated by user awareness and security rules. As a 
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result, the study focuses on defence systems that are based on humans. Policies, 

audits, and security awareness efforts are three human-centered ways to reduce risk 

(Kemper, 2019). 

2.8.5 Internal Vulnerability Assessment  

Social engineering is a type of internal vulnerability assessment in that it entails internal 

actors evaluating an organisation's vulnerability to cyber-attacks. Internal vulnerability 

evaluation, on the other hand, should go beyond social engineering. According to 

InfoSight (2020), organisations should regularly assess internal aspects such as the 

need to update databases and systems, as well as the adequacy of resources available 

to detect and contain cyber-threats. Additionally, the organization's information 

technology governance, as well as its operating environment and tone as set by senior 

management, all play a critical part in defending against cyber-threats (Kaplan, 

2019:347). Periodic employee morale assessments can assist in identifying disgruntled 

individuals who may leak crucial insider knowledge about the organisation. 

2.8.6 Physical Security Vulnerability Assessment 

A physical security vulnerability assessment, as defined by InfoSight (2020), aims to 

detect vulnerabilities affecting people and organisational facilities. This entails 

evaluating the security of hardware such as personal computers (PCs) and servers 

utilised by the organisation's information systems. This type of vulnerability assessment 

considers factors such as the possession of server keys, the custody of desktop PCs, 

and the trustworthiness of people assigned the responsibility of securing such assets. 

2.9 FACTORS AFFECTING THE LEVEL OF CYBERSECURITY 

AWARENESS 

The preceding section discussed the critical factors that contribute to a firm's 

vulnerability to cyber-threats. According to Berkman et al. (2018:36), organisations need 

to understand such vulnerabilities because they can then use that knowledge to develop 

cybersecurity awareness programmes for their staff. Prior to considering techniques for 

increasing cybersecurity awareness, it is critical to understand the elements that affect 

cybersecurity within organisations. This information can be used to assist the 

organisation in developing effective cybersecurity awareness programmes. According to 
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O'Brien and Marakas (2011:239), the factors affecting cybersecurity knowledge are as 

varied as the variety of cybersecurity dangers confronting businesses. O'Brien and 

Marakas (2011:238) caution against being prescriptive about the elements that affect 

cybersecurity vulnerability, stating that such factors are context-specific and vary within 

each organisation depending on the nature of the vulnerability. In other words, any 

organisation must be aware of the elements that influence its employees' cybersecurity 

knowledge. 

The section below discusses several of these factors. 

2.9.1 Demographics  

Demographics have a major impact on cybersecurity awareness, according to Sousa 

and Oz (2014:345). Demographics, in the context of cybersecurity, refers to the general 

characteristics of personnel inside an organisation, including their age, years of 

experience working with the organisation's ICT systems, exposure to computers and 

ICT devices, and level of education. For example, according to Vazquez (2019:8), 

cybersecurity knowledge is higher among young people than among the elderly, 

employed individuals than among the unemployed, and males than females. 

Additionally, Berisha-Namani and Qehaja (2014:50) discovered a significant correlation 

between cybersecurity awareness and employee duration within an organisation. As 

previously said, it is vital to understand these demographic dynamics in relation to 

cybersecurity in order to build cybersecurity awareness programmes. Security training 

programmes should emphasise the implementation of effective security behaviours as 

stated in formal organisational policies and guidelines (Winkler, 2016). Li et al. (2019) 

suggest that cybersecurity notices and posters should be displayed at workplaces for all 

employees to see. 

2.9.2 Employee Training and Development  

Behl, O’Brien, & Marakas, (2019:237) note that additional factors affecting employees' 

cybersecurity awareness include their training and development in cybersecurity-related 

topics. The extent to which an organisation actively informs employees of the existence 

of cybersecurity threats and the role employees play in attempting to mitigate those 

threats has an effect on employees' overall cybersecurity awareness. To promote 

participation and improve cybersecurity behaviour, according to He and Zhang (2019:6), 
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it is critical to connect cybersecurity training programmes and materials to employees' 

personal lives, families, and homes. They note that sensitising people to the high 

demands of cybersecurity may inspire them to change their behaviour. 

2.9.3 Organisational Culture 

Serpa (2016:51) defines organisational culture as "a shared way of being, thinking, and 

doing within a coordinated group of individuals who have reciprocal expectations". 

Thus, organisational culture refers to the general way things are done within an 

organisation. Organization culture is critical in the context of cybersecurity because it 

influences elements such as governance structure, overall organisational climate, and 

employee attitudes toward cybersecurity. According to Stair and Reynolds (2020:239), 

organisational culture has a substantial impact on employees' cybersecurity awareness 

and contributes to the development of training and development programmes and other 

human resource practises that affect cybersecurity awareness. A corporation's culture 

can have a significant impact on an employee's well-being when it is based on enriched 

values and religion (Tarba et al., 2019). Organizational culture is very important 

because it shapes people's behaviour and makes them more positive about events that 

happen in their immediate work environment. 

2.9.4 Risk Appetite 

In recent years, the idea of risk appetite has received a lot of attention in the context of 

corporate risk management (Aven, 2013:1). Risk appetite, according to the COSO 

definition, is the type and extent of risk that a company is willing to accept in the pursuit 

of value (COSO, 2020:9). Risk appetite, when defined correctly, converts risk metrics 

and techniques into business choices, reporting, and day-to-day business conversations 

(Barfield, 2007:10). Cybersecurity awareness is also influenced by the risk tolerance of 

the organisation. Risk tolerance refers to the degree to which an organisation is willing 

to accept risk to accomplish its goals and objectives (Kaplan, 2019:251). It can be 

quantified on a continuum ranging from risk-seeking organisations to risk-averse 

organisations. According to Mendelow (Sommerville, 2016:645), risk-takers tolerate a 

low level of cybersecurity awareness, but risk-averse organisations aim to understand 

all potential cybersecurity threats. As a result of this observation, it is likely that 

cybersecurity knowledge is low in risk-seeking organisations and high in risk-averse 
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organisations. On the other hand, O'Brien and Marakas (2018:340) suggest that 

cybersecurity awareness is not contingent on risk tolerance. These authors claim that 

risk tolerance has nothing to do with knowledge of cybersecurity risks; rather, what 

organisations do with that knowledge is contingent on their risk preferences. As 

persuasive as that reasoning appears, it overlooks the fact that organisations are 

reluctant to invest in programmes that have little bearing on their strategic decisions. As 

a result, it is common for businesses that invest in cybersecurity awareness and thus 

have a high level of cybersecurity awareness to have a low tolerance for the risks that 

cyber-threats pose. 

2.9.5 Organisational Policy 

Another aspect affecting cybersecurity vulnerability is organisational policy, which 

employees and other stakeholders may be forced to sign as a condition of their 

contractual relationship with the organisation (Hootsuite, 2021). While technological 

defences like firewalls and anti-virus software may help protect against such 

cyberattacks, personnel are often regarded as the security ecosystem's "weak link" 

(Nicholson et al., 2018:3). Security policies are often one or more rules that address 

acceptable cybersecurity behaviour in organisations. The lack of skills among 

employees, coupled with a lack of responsibility on the part of everyone in terms of 

cyber security in the organisation (Teoh et al., 2018:2), has been identified as the 

obstacle faced by many organisations. Teoh, Mahmood, and Dzazali (2018:3), further 

posit that understanding that cyber security is a shared responsibility shared by all 

employees remains the most important part of any organisation’s security policy. People 

who are important to the organisation need to know what the company's policy is and 

how it works. This is important for both the development and maintenance of a security 

culture (Uchendu et al., 2021:14). 

2.10 RISK MANAGEMENT SYSTEMS  

Risk management has evolved into a major issue that frequently affects an 

organization's performance for a variety of reasons, including a lack of resources and 

processes to support risk management activity in general (Brustbauer, 2016:2). 

Organizations must manage risks in a coordinated manner, which can be done through 

risk management (Meszaros & Buchalcevova, 2017:1). Risk assessment is the process 
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of identifying, analysing, and evaluating risks. One of the aims of this study is to 

evaluate the effect of cybersecurity awareness on the risk management systems of the 

chosen organisation, the legal parastatal organisation. It is thus critical to conduct a 

literature analysis on risk management systems prior to digging into how cybersecurity 

affects such systems. To begin with, however, the idea of enterprise risk management 

must be defined. 

2.11 ENTERPRISE RISK MANAGEMENT 

Enterprise Risk Management (ERM) is a concept that originated in the mid-1990s and 

has since acquired great traction in the business world as a critical component of 

strategic management. ERM tools equip executives and boards of directors with the 

ability to identify and manage risks and opportunities that threaten the business 

objectives of all organisations, regardless of size (small, medium, or large). According to 

the Committee of Sponsoring Organisations of the Treadway Commission (COSO, 

2017:145), enterprise risk management is a process that is implemented by an entity's 

management of strategy development and throughout the organisation. It is designed to 

identify potential risk factors and provide reasonable assurance about the entity's 

achievement of its objectives. Enterprise Risk Management methods help businesses 

save a variety of expenditures related to operational and non-operational operations 

(Khan et al., 2016:7). 

This definition of corporate risk management encompasses several distinct domains. To 

begin with, it identifies senior management as critical risk managers. Enterprise risk 

management can be divided into four distinct categories:  

1. Financial risk: As defined by Kaplan (2019:120), financial risk is the probability 

of a business losing money. Risks include things like higher costs, liquidity 

problems, credit problems, or operational risks that could hurt the business. 

2. Strategic risk: Strategic risks are those that are caused by the strategic decision 

process, the implementation of the strategy, or changes to the strategy over time 

because of poor performance on the strategic goals (Delotte & Touche, 2013:3). 

3. Operational risk: According to Naude and Chiweshe (2017:12), operational risk 

is the possibility that an organisation will suffer a loss as a result of insufficient or 
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failed processes, policies, or systems. These are risks that have a material 

impact on an organisation. 

4. Hazard risk: Something that has the potential to cause harm, such as death, 

injury, property damage, or other types of loss, is defined as a hazard risk by 

Emma (2021). Nearly every workplace has hazards. These hazards could be in 

the form of an object or process that could be dangerous or a way to do work that 

could be dangerous. 

Risk management needs the application of a sound risk management strategy (Iqbal, 

Choudhry, Holschemacher, Ali & Tamošaitienė, 2015: 67) and entails assessing the 

risks connected with specific risks indicated on the organisation's risk register. Wang et 

al. (2020) proposed a framework for risk management that is based on four pillars: i) the 

process of detecting the risk, ii) the technique used, iii) the process of evaluating the 

risk, and iv) the process of mitigating the risk. Choudhry and Iqbal (2012), who 

established the risk model dubbed the "Eyes" Model, support this framework by 

categorising hazards into the hierarchical tiers depicted in Figure 2.4 below and their 

associated linkages. 

 

Figure 2.4: Eyes’ Model Hierarchy of Controls         Source: NIOSH (2012) 
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2.12 COMPONENTS OF RISK MANAGEMENT SYSTEMS 

The COSO Framework is widely used as a model for assessing and reporting on 

organisational risks (Passenheim, 2018:160). It provides an integrated framework for 

managing risk, comprising five components: the control (internal) environment, risk 

assessment, control activities, information and communication, and monitoring activities 

(COSO, 2017:5). Figure 2.5 illustrates these risk management components. 

 

Figure 2.5: COSO Framework     Source: Thabit et al., 2017:5 

 

The next subsection discusses the COSO Framework's components. The Framework is 

pertinent in this instance since it aids in comprehending the organisation's risk 

management system in its entirety (Kaplan, 2019:247). 

2.12.1 Control Environment 

The control environment refers to senior management's attitude, participation, and 

operational style within the organisation (COSO, 2017:14). Senior management offers 

leadership at the top of the organisation, assisting in the shaping of other employees' 
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general risk attitudes and culture (Kaplan, 2019:245). As part of risk management 

policies, senior management also sets up rules for how staff should work and what 

kinds of risks they should be willing to take. These rules also set standards for risk 

appetite, risk management techniques, and acceptable hazards. (COSO, 2017:16). 

2.12.2 Risk Assessment 

Assessing a company's cyber risk should begin with assessing the company's most 

important information and systems. The value should be considered against the 

potential impact on the organisation's objectives, including the impact of non-

compliance with laws and legislation, which can have an indirect effect on 

accomplishing strategic objectives (COSO, 2017:16). Risk assessment is a process by 

which companies identify and plan for potential dangers to avoid catastrophic events 

and keep their personnel safe (Roldán-Molina et al., 2017:120). The procedure consists 

of the following components: 

1. Identification of hazards: recognising procedures and occurrences that have 

the potential to cause harm, particularly to humans. 

2. Risk analysis and evaluation: determining the probability that each danger will 

occur and the severity of the resulting effects. 

3. Risk management: determining what steps the organisation can take to avoid or 

lessen the occurrence of these hazards. 

Figure 2.6 below depicts a risk assessment chart. 
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Figure 2.6: Risk Assessment Chart   Source: online (Aven & Cox, 2008) 

 

It is necessary to conduct an in-depth risk assessment of the organisation in order to 

evaluate and prioritise risks based on the severity and likelihood of cyber risk 

occurrences and outcomes. Denning, Kramer, Friedman, Reynolds, Gill, and Kohno 

(2014:3) emphasise the need for senior business management to collaborate with IT 

stakeholders to identify risks that could affect the organisation's success. 

Organizations should conduct periodic risk assessments of their cybersecurity 

programmes to see whether they can identify and mitigating the risk associated with 

these threats and potential attacks (Deloitte & Touche, 2019). Management must clearly 

communicate the objectives, performance indicators, and consequences for missing 

targets to undertake continuous evaluations (Heckmann et al., 2015:127). Cybersecurity 

threats and awareness assessments are part of the risk assessment stage and can help 

businesses come up with cybersecurity awareness strategies (Paganini, 2017). 

Given that the new normal is for employees to work from home or perform most of their 

work online, security concerns have risen to the top of most organisations' agendas. 

2.12.3 Control Activities 

Within the context of enterprise risk management, control activities can be defined as 

the policies and procedures that are used to carry out the organisation's risk 

management strategy (Sousa & Oz, 2015). COSO (2017) emphasises the importance 

of implementing a mix of detection and manual controls. Additionally, it emphasises the 

importance of implementing controls across all organisational levels, at various phases 

of business processes, and over the technology environment (Kaplan, 2019:147). 

Control activities, in the context of cybersecurity, refer to the efforts made by an 

organisation and its personnel to address present and emerging cybersecurity threats 

(NIST, 2018). Employees, for example, may be required to work remotely only after 

logging into the organisation’s firewall. 
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2.12.4 Information and Communication 

According to Laudon and Laudon (2020:293), every organisation needs a suitable 

information system to aid it in accomplishing its stated objectives. These authors 

recommend that organisations implement a risk management information system as a 

component of their management information system or enterprise resource planning 

system (ERPS). From a cybersecurity standpoint, operations such as risk assessment, 

programme design for employee training and development, and vulnerability monitoring 

ultimately depend heavily on information (NIST, 2018; Behl et al., 2019:278). 

Additionally, information about organisational susceptibility and imminent cybersecurity 

threats should flow fluidly throughout the organisation. InfoSight says that information 

and communication are important parts of cybersecurity strategy implementation in 

2020 (InfoSight, 2020). 

2.12.5 Monitoring Activities 

Once risk management systems are implemented, they must be monitored on a regular 

basis. The COSO Framework distinguishes between routine risk management activities 

and systems monitoring and ad hoc risk management activities and systems monitoring. 

Additionally, the framework emphasises that effective monitoring requires senior 

management participation and robust information systems to ensure that senior 

management has the knowledge necessary to make sound decisions (COSO, 2017:13). 

The monitoring loop, according to Kaplan (2019:158), revolves around monitoring, 

review, feedback, and action. As previously said, information plays a critical part in this 

loop. 

2.13 THE IMPACT OF CYBERSECURITY AWARENESS ON RISK 

MANAGEMENT SYSTEMS 

Cybersecurity vulnerabilities, like malware, hidden backdoor programmes, viruses, 

malware checks, and denial-of-service attacks, jeopardise the organisation's ability to 

accomplish its stated objectives (Laudon & Laudon, 2020:236). As such, managing 

these vulnerabilities is a component of many organisations' overall risk management 

strategies. As a result, the impact of employees’ cybersecurity awareness on an 

organisation's overall risk management strategy deserves examination. 
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Cybersecurity presents a risk to the organisation. Cybersecurity risk can be either 

strategic or operational in nature. These risks need to be managed in one way or the 

other. Cybersecurity awareness is one of the many ways of managing organisational 

risks, including cybersecurity risk. Thus, cybersecurity awareness is a component of the 

overall risk management framework for those organisations with cybersecurity 

awareness programmes. The level of cybersecurity risk awareness in an organisation is 

likely to show up in better overall risk management systems. 

However, the literature searches for this study indicated that there have not been any 

empirical studies conducted on the effect of cybersecurity awareness on the 

effectiveness of risk management systems in organisations. Studies which investigated 

similar aspects were found and these are reviewed in this section. For example, when 

investigating the impact of information system risk management on the frequency and 

intensity of security incidents, Očevčić, Nenadić, Šolić & Keser (2017) comment that 

cybersecurity is an integral part of the organisation’s information risk management 

system. Those authors concluded that managing cybersecurity risks can have a 

significant impact on the organisation’s management of its information assets’ risks. 

In addition, Kaplan (2019:177) explains that cybersecurity is an emerging risk for many 

businesses owing to the pervasiveness of information and communication technologies 

and the emergence of new business applications of ICTs such as data analytics. As a 

result, Kaplan (2019:178) notes that making employees aware of emerging 

cybersecurity risks can have a significant impact on the overall risk management 

systems of the organisation. 

Again, Stoneburner, Goguen, and Feringa (2012:10) investigated the technology 

management systems for companies in the United States of America. As part of the 

recommendations, the authors noted that there is a need for organisations to manage 

cybersecurity risks through cybersecurity awareness and other means as part of their 

overall risk management system.  

What is clear from the discussion in this section is that cybersecurity awareness is an 

important part of the organisation’s efforts to manage emerging technology-related 

risks. Technology-related risks have now become an integral part of many 

organisations’ environments. Therefore, managing such risks ought to have a significant 
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impact on the organisation’s overall risk management efforts. Given that cybersecurity 

awareness is crucial for managing cybersecurity risks, it follows that cybersecurity 

awareness is likely to have a significant impact on the effectiveness of the 

organisation’s overall risk management systems. 

2.14 STRATEGIES FOR IMPROVING CYBERSECURITY AWARENESS IN 

ORGANISATIONS 

The preceding sections demonstrate that cybersecurity vulnerabilities pose significant 

risks to an organisation's ability to accomplish its goals. Additionally, the COSO 

framework establishes a methodology for assessing and managing enterprise risks, 

including cyber-attacks. Therefore, developing measures to increase cybersecurity 

awareness should be an intrinsic aspect of an organisation's risk management strategy. 

This section analyses the literature on ways of increasing organisational cybersecurity 

awareness. 

2.14.1 Training and Development 

Cybersecurity risks, according to Al-Mohannadi et al. (2018:12), are sophisticated and 

evolving. As a result, personnel must be continually trained and developed to be 

prepared to deal with growing cybersecurity threats. Training and development can take 

place on the job, off-the-job, or a combination of the two. Additionally, Mathis, Jackson, 

and Valentine (2015:379) indicate that employee training and development can be 

conducted on a regular basis or in response to unique and emergent organisational 

concerns, in this case, cybersecurity dangers. Several elements affecting cybersecurity 

awareness were mentioned earlier in the chapter. These considerations should be 

explored when developing training and development programmes. For instance, training 

and development programmes for seniors should be kept separate from those for youth. 

This is because previous research has shown that there is a big difference in 

cybersecurity awareness between the two groups (Vazquez, 2019:9). 

2.14.2 Recruitment and Selection 

As previously said, organisational culture and the general attitude of employees and 

senior management might influence cybersecurity awareness. Recruitment and 

selection can assist in ensuring that only staff with the appropriate attitudes and cultural 
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fit are employed (Stair & Reynolds, 2018:342). Additionally, recruitment and selection 

can assist in ensuring that employed personnel possess the necessary cybersecurity 

awareness in addition to their technical skills. Additionally, it can be used to forecast the 

types of personnel that the organisation will require in the future. 

2.14.3 Risk Management Leadership 

COSO (2017:14) states that senior management sets the tone for the organisation’s 

overall approach toward cybersecurity awareness and management. As a result, 

management sets the tone for how employees should address cybersecurity issues. 

Again, leaders empower staff to manage new cybersecurity dangers. According to Li et 

al. (2019:20), firm size has a statistically significant positive effect on employees’ 

cybersecurity awareness. On the other hand, Berkman et al. (2018:34) note that large 

organisations invest significant resources in increasing their employees’ cybersecurity 

awareness. As a result of these observations, it can be concluded that an organisation’s 

employees’ cybersecurity knowledge is contingent on the resources supplied by top 

management. 

2.14.4 Designing a Cybersecurity Policy 

According to Kemper (2019:11), another way of improving cybersecurity awareness is 

to design a cybersecurity policy for the organisation. Like the risk management 

leadership discussed above, designing a cybersecurity awareness policy requires 

leadership by management. Kemper (2019) believes that organisations need to design 

a cyber security policy and compliance plan that educates and incentivises employees 

to learn and follow security best practices. Best practises include those recommended 

by NIST as discussed above (see Section 2.4 above). 

2.14.5 Improving Information-security Behaviours for Employees 

Bada, Sasse, and Nurse (2019:5) consider cybersecurity challenges from a 

psychological perspective, as they believe that understanding how people perceive risks 

is critical to creating effective cybersecurity awareness campaigns. The authors argue 

that changing behaviour requires more than providing information about risks and 

reactive behaviours. Firstly, people must be able to understand and apply the advice, 

and secondly, they must be motivated and willing to do so. Once that is achieved, then 
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there is a requirement to change employees’ attitudes and intentions. The authors 

argue that these antecedents of behaviour change are identified in several 

psychological models of behaviour. 

2.15 CONCLUSION 

According to the evaluation of the research in this section, cybersecurity awareness is a 

critical component of risk management in many organisations. Aloul (2018:178) adds, 

however, that cybersecurity has not received the attention it deserves in many 

organisations and academic studies. There are no empirical studies that examine the 

effect of cybersecurity awareness on an organisation's risk management system, even 

though cybersecurity is frequently mentioned in theoretical literature as a critical factor 

in managing cybersecurity risks (Behl et al., 2019; Laudon & Laudon, 2020; O'Brien & 

Marakas, 2011; Sousa & Oz, 2015). The next chapter covers the research methods 

used in this study. 

2.16 CHAPTER SUMMARY 

The chapter begins with a brief introduction to cybersecurity, defining it and 

emphasising its critical role in any organisation. The next section discusses the 

necessity of educating staff about cybersecurity to assist the organisation in countering 

cyber-threads. The theoretical basis for cybersecurity is presented, along with five 

processes for managing cybersecurity. The following section discusses common 

cybersecurity vulnerabilities, including phishing, spear phishing, and whaling, as well as 

ransomware and malware. There are several factors that influence cybersecurity 

awareness, including demographics, employee training and development, 

organisational culture and policy, and risk appetite. The chapter concludes by 

discussing risk management fundamentals and ideas. The final section discusses the 

influence of cybersecurity on risk management inside organisations and measures for 

increasing organisational cybersecurity awareness. Following that, recommendations 

for increasing cybersecurity awareness are made, including staff training and 

development, recruitment processes, risk management leadership, and the adoption of 

a cybersecurity policy.   
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CHAPTER 3: RESEARCH METHODOLOGY AND ANALYSIS 

3.1 INTRODUCTION 

The literature review on the subject was discussed in the previous chapter. The primary 

objective of the research, as stated in Chapter 1, is addressed in this chapter. The 

chapter opens by describing the research approach, which includes both logical and 

quantitative research methods. The research design, methodology, and data analysis 

methods are described. This part also goes through the procedures used by the 

researcher to choose the sample, collect data, and confirm the study's validity and 

reliability. To ensure that the sample represents the target population, the researcher 

utilised a random sampling approach and a cross-sectional design. The relevant data 

was gathered via an online questionnaire. The survey included three parts, and the 

researcher used three different sorts of questions to collect data, which were then 

presented using descriptive, correlation, and regression analyses, as well as statistical 

approaches. Before analysing and interpreting the results, the ethical issues that arose 

throughout the course of the research are discussed, as well as how they were 

resolved. The goal of the data analysis was to figure out what kind of sample was used 

and how that might have influenced the study's outcomes. The chapter then offers 

descriptive statistics for the items in the study's instruments. Following that, the impact 

of cybersecurity on risk management as well as correlation statistics are explored. The 

final section summarises, analyses, and interprets the regression model developed from 

the data. 

3.2 RESEARCH APPROACH 

The term "research approach" refers to the overarching strategy employed by the 

researcher to address research questions (Blumberg, Cooper & Schindler, 2014:220). 

Saunders, Lewis, and Thornhill (2007:600) define research as either inductive or 

deductive. The inductive research approach is used to generate theories by beginning 

with data collection and identifying and formulating emerging patterns. A deductive 

research method means "testing a theoretical statement through the use of a research 

procedure that was made for that purpose" (Saunders, Lewis, and Thornhill, 2007: 590). 
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Thus, a deductive approach begins by developing a theory, which then guides the data 

collection and testing of that theory. This study used a deductive methodology. As 

evidenced by the literature review, there were previously hypotheses about 

cybersecurity awareness and risk management, and it is this notion that this study 

seeks to evaluate. The previous research did not want to come up with new ideas, 

which is why they used a deductive method. 

This study is quantitative in nature within the deductive research approach chosen. 

According to Leedy and Ormrod (2015:157), a quantitative study makes use of 

statistical methods to analyse numerical data to respond to research questions or test 

the research hypothesis. Due to the inherent rigour and objectivity of quantitative 

research, it was chosen. It minimises the possibility of researcher bias, which can skew 

research results (Kothari, 2017:201). 

Positivism employs the hypothetic deductive approach to verify a priori hypotheses that 

are frequently expressed mathematically, in which functional correlations between 

causative and explanatory elements (independent variables) and outcomes can be 

obtained (dependent variables). This emphasis emphasises the importance of large 

sample sizes over small sample sizes, as the goal of positivism is to discover natural 

laws (Park et al., 2020: 690). To collect data for this study, a survey instrument was 

used. This is because a survey instrument can cover a larger number of people and 

improve data consistency and representation of demographic factors, which allows for 

more accurate generalisations about the origins of natural phenomena. 

3.3 RESEARCH DESIGN 

A cross-sectional design was used in this investigation. A cross-sectional research 

design entails the collection of data on a research phenomenon at a specific time point 

(Rudolph et al., 2015:157). This design was convenient for the researcher and 

conserved his time and resources. The participants' perspectives on the phenomena 

under investigation were elicited only once. 

3.4 RESEARCH METHOD 

Research methodology can be defined as the specific techniques and procedures used 

by the researcher to identify the research participants and collect and analyse research 
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data (Blumberg, Cooper & Schindler, 2014:131). The research methodology includes 

details on the sampling strategy, measurement instruments, and techniques for data 

analysis. These are discussed in the next section. 

3.4.1 Population, Sample and Sampling Techniques 

A population is a set of all the potential participants in a study (Blumberg, Cooper & 

Schindler, 2014:150). For the current study, the population consisted of 2700 

employees from a legal parastatal organisation in the Gauteng province. Given the size 

of the sample, it was not possible to conduct a study on the entire population. Kothari 

(2014:122) advises that in a case where the study cannot be conducted on the whole 

population, a sample should be chosen upon which the study can be conducted. A 

sample is a subset of the population that systematically represents the population set 

(Walliman, 2011:95). The sample for this study was randomly selected using the 

probability sampling strategy. A random sampling technique is a probability sampling 

technique in which all population elements have an equal chance of being included in 

the sample (Islam, 2018:2). The sample size consisted of 550 employees at a legal 

parastatal organisation who responded to the questionnaire that was sent to all the 

2700 employees through the organisation’s intranet (a response rate of 20%). This 

sample met the requirements of the Central Limit Theorem, which prescribes that a 

sample for quantitative research should have at least 60 participants (Islam, 2018:4), 

which is in line with the generalised scientific standards for sample sizes illustrated in 

Table 3.1 below (Sekaran, 2019:293). 
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Table 3.1: Sample Size for a Given Population Size 

 

Measuring Instrument Source: Saunders, Lewis & Thornhill, 2015 

This study adopted a survey strategy. A survey is a research strategy “that involves the 

structured collection of data from a sizeable population” (Saunders, Lewis & Thornhill, 

2015:601). In a survey, participants are asked to rate a given statement on a scale. In 

this study, the survey questionnaire consisted of three sections as follows: 
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Section A: Participant demographics and other information 

To understand the population, a demographic instrument was included in Section A, 

which collected data such as participants’ age, gender, and work experience at the 

organisation. 

Section B: Cybersecurity awareness 

Section B included an instrument to measure cybersecurity awareness. The instrument 

used a 5-point Linkert-type scale. This instrument was utilised because I believe it 

delivers more reliable data than the four-point scale. In a four-point data set, 

respondents may choose not to react at all if none of the options is applicable to them. 

Additionally, it is preferable to receive a neutral response than to receive no response 

from the respondents by attempting none of the options. The questionnaire included 

questions such as "I understand the requirements for, and use of strong passwords" 

and respondents were supposed to choose from 1 (strongly disagree) to 5 (strongly 

agree) options. The scale used a 5-point Linkert-type scale to match the Risk 

Management Instrument, which was also adopted with the same scale. 

Section C: Risk management  

Section C consisted of an instrument to measure risk management and consisted of 

questions such as "Does your company use a recognised training method to facilitate 

the improvement of general knowledge on risk?" The instrument used a 5-point Linkert-

type scale, and respondents were supposed to choose from 1 (strongly disagree) to 5 

(strongly disagree) options. 

3.4.3 Research Procedure 

The survey for this study was administered online through Google Forms (via the link 

https://forms.gle/XVhBY7t8sQypwmuj8)  and the following procedure was used to select 

the sample and collect and analyse the research data: 

▪ Step 1: Invite all employees in the organisation (a population of 2700). The 

invitation was sent as an email with a link to the online survey. 

https://forms.gle/XVhBY7t8sQypwmuj8
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▪ Step 2: Since this study was conducted online, all received responses were 

downloaded into a spreadsheet and validated by removing any incomplete 

surveys. 

▪ Step 3: The data was then put into the Statistical Package for the Social 

Sciences software. 

▪ Step 4: Statistical data were generated using SPSS (details of measures used 

are included in the data analysis section below). 

 

3.5 STATISTICAL ANALYSIS 

As already indicated above, this study was quantitative, so statistical analyses were 

used to answer research questions. Four groups of statistical measures were 

calculated, namely reliability, descriptive, correlation, and regression measures. Each of 

these is discussed below. Statistical analyses were performed using the Statistical 

Package for Social Sciences (SPSS) Version 27. SPSS is a commonly used statistical 

analysis application in the social sciences. Additionally, market researchers, health 

researchers, survey businesses, the government, educators, marketing groups, and 

data miners make use of it. 

3.5.1 Reliability 

According to Leedy and Ormrod (2015:116), reliability "is the consistency with which a 

measurement instrument yields a certain, consistent result when the entity being 

measured hasn’t changed." Wadkar, Singh, Chakravarty and Argade (2016) explain that 

a common measure of the reliability of instruments in quantitative studies is Cronbach’s 

alpha. Though a Cronbach’s alpha of 0.70 is usually used to show instrument reliability, 

Ursachi, Horodnic, and Zait (2015:681) reported that an alpha of between 0.60 and 0.70 

"indicates an acceptable level of reliability." For this study, an instrument was deemed 

reliable if the Cronbach's alpha was at least 0.60, as shown in Figure 3.1, which is 

below. 

Cronbach's 

Alpha 

N of 

Items 

.60 3 
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Figure 3.1: Reliability Statistics 

 

3.5.2 Descriptive Statistics 

Descriptive statistics are used to summarise the characteristics of observations (Keller, 

2015:155). A mean and standard deviation were calculated in this study. The mean 

refers to the arithmetic average of observations, while the standard deviation measures 

the variability of observations (Keller, 2015). Before calculating inferential statistics, 

descriptive statistics were made for demographic items and each of the items in the 

cybersecurity and risk management instruments. These statistics were made to show 

how the data looked. 

3.5.3 Correlation Analysis 

Correlation analysis is a measurement of how variables vary in relation to one another 

(Schober, Boer, & Schwarte, 2018:1764). Variables can be negatively or positively 

correlated. A negative correlation shows that variables change in opposite directions; 

that is, when one variable increases, the other one decreases and vice versa (Schober, 

Boer, & Schwarte, 2018:1764). A positive correlation means that variables change in 

the same direction (Keller, 2015:14). In this study, Pearson’s correlation coefficient (R) 

was used to measure the correlation between cybersecurity awareness and risk 

management. The correlation between cybersecurity (an independent variable) and a 

risk management system (a dependent variable) was calculated to measure the size of 

the influence of cybersecurity on risk management. According to Schober et al. 

(2018:1765), the absolute value of the correlation coefficient can be described as small 

(R ≤ 0.39), medium (0.40 ≤ R ≤ 0.49) or large (R ≥ 0.50). This characterization of the 

correlation coefficient was used in this study (See Section 3.8.6). 

3.5.4 Regression Analysis 

Regression analysis refers to the extent to which an independent variable predicts a 

dependent variable (Leedy & Ormrod, 2015:124). Regression analysis is used to model 

how an independent variable predicts changes in the dependent variable. In this study, 

regression analysis was calculated to measure the extent to which changes in 
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cybersecurity can predict changes in risk management systems. The regression model 

was in the following form: 

Equation 3.1: Regression Model Equation 

RM=β_0+β_1*CA_GS+β_1*CA_SA+β_1*CA_CC+ɛ 

Where: 

RM = risk management;  

β_0 = the Y-intercept;  

β_1= gradient of the model;  

CA = cybersecurity awareness  

ɛ = error variable.  

The coefficient of determination (R squared) was used to measure the strength of the 

predictive value of the model. According to Keller (2015:652), the model can have a 

weak (R ≤ 0.30), moderate (0.31 ≤ R ≤ 0.49) and strong (R ≥ 0.50) predictive value. 

Both regression and correlation analyses were tested for statistical significance using 

the p-value. According to Keller (2015:660), an observed relationship is presumed to be 

statistically significant if the p-value is at most 0.05 (p ≤ 0.05).  

3.6 ETHICAL ASPECTS 

According to Kothari (2014:250), research ethics refers to the application of moral 

values to research and ensures the privacy of participants, getting the consent of 

participants, maintaining confidentiality and anonymity, and ensuring that the research 

is voluntary. These research ethics are discussed in this section.  

3.6.1 Privacy of Participants and Organisation 

According to Walliman (2011), the privacy of research participants and the research 

organisation should always be maintained to ensure the credibility of the research 
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study. All the data collected in this study was securely stored on an electronic Google 

Drive. In addition, the data collected was only used for this study and for no other use. 

Even though no sensitive information from the respondents was required, the 

researcher got an ethical clearance certificate from North-West University (Annexure 4). 

On the first page of the questionnaire, the researcher wrote a short paragraph about 

himself and the goal of the study. 

3.6.2 Consent of Participants 

Kothari (2014:253) advises that the researcher should only collect data about research 

participants if such participants give their consent. In this study, participants were asked 

to sign a consent letter and were given the option to withdraw from the study at any time 

if they so wished.  

3.6.3 Anonymity of Participants and Organisation 

Willian (2011:56) explains that the researcher should always assure research 

participants and the research organisation of their anonymity. In this study, no personal 

identification data about the respondents (such as names or ID numbers) was collected. 

All responses were collected anonymously. Again, the organisation that is the subject of 

this study was kept anonymous at the request of the organisation’s management. 

3.6.4 Voluntary Nature of Participation 

Participants in this study took part voluntarily, without any form of coercion. In addition, 

there was no form of reward that was offered for participating in the study. As explained 

already, participants were also given the freedom to withdraw from the study at any 

time. However, participants were told that since their responses were voluntary, it was 

not possible to withdraw from the study once they had submitted their questionnaires.  

3.7 LIMITATIONS OF THE RESEARCH 

The study was based on a sample of 550 employees out of 2700 employees from the 

chosen legal parastatal organisation. There is a possibility that this sample might have 

been wholly representative of the entire organisation since the sample was randomly 

selected. In addition, the generalisability of the study depended on the 
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representativeness of the sample. The study was cross-sectional in nature, and that 

meant that the data that was collected was a snapshot of the phenomenon under study. 

It was not able to account for features of the study phenomenon that changed over time. 

Last but not least, the study was not able to probe questions into the reasons for 

respondents’ answers to the questionnaire since the study was only relying on the 

survey and not interviews. 

3.8 ANALYSIS AND INTERPRETATION OF EMPIRICAL FINDINGS 

The following analysis is based on the information acquired by the researcher in order 

to meet the primary and secondary objectives. 

3.8.1 Sample Characteristics  

3.8.1.1 Gender 

Data on participants’ gender was collected to assess whether the sample was 

representative of the overall population of the legal parastatal organisation’s workforce. 

The following pie chart shows the results of the study. 

 

Figure 3.1: Participants' Gender 

The pie chart in Figure 3.1 shows that there were more females in the sample (56%) 

than males (44%). These results are generally in line with the legal parastatal 

organisation’s workforce, which consists of 54% females and 46% males. Nationally, 

though, the sample consisted of more women than the 44% level of the South African 
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56%

Male
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workforce as reported by Statistics South Africa (2017). Generally, the sample was in 

line with the legal parastatal organisation’s workforce, and hence can be judged as 

being a true representation. 

 

3.8.1.2 Age statistics  

Participants were asked about their age to assess whether they had reached the age of 

maturity so that one could infer from their level of maturity whether they could 

independently form their own opinions regarding the issues raised in this study. The 

graph in Figure 3.2 illustrates the results of the study. 

 

Figure 3.2: Age of Participants 

 

None of the participants in Figure 3.2 were younger than 18 years, showing that all 

participants had reached the age of maturity. Secondly, most participants (90%) were at 

least 30 years old. The mean and standard deviation of the participants’ age were 37.54 

years and 8.36 years, respectively. These statistics show that the people who took part 

in this study were old enough to form their own opinions about the things that were 

being studied. 
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3.8.1.3 Level of education 

Participants were also asked about their levels of education. That was aimed at 

assessing participants’ understanding of their work and their work environment 

generally. The following graph shows the results of the study. 

 

Figure 3.3: Participants’ Level of Education 

 

The results presented in Figure 3.3 show that the majority of participants (92%) had at 

least an undergraduate qualification as their highest level of education. It can, therefore, 

be concluded that participants generally understood their work and their work 

environment. Thus, such respondents’ responses could be trusted as being a true 

reflection of their understanding of the current state of cybersecurity and risk 

management issues at the legal parastatal organisation. 

3.8.1.4 Information technology and information systems-related education  

Another dataset collected about participants was whether they had any information 

technology (IT) and/or information systems (IS)-related education. This was the first 

level assessment of participants’ understanding of IT/IS issues relating to cybersecurity 

awareness. The following pie chart shows the results of the study. 
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Figure 3.4: Participants’ Level of IT/IS-related education 

Based on the data presented in Figure 3.4 above, the majority of participants (521, 

95%) out of 550, had no technical IT/IS-related education; hence, they may be expected 

to have a lower understanding of cybersecurity issues, besides other forms of 

interventions which are instituted by the organisation. 

3.8.1.5 The use of the Internet and internet-related services 

Participants were asked the question: how often do you use the internet and internet-

related services (for example, email, WhatsApp, Twitter, Instagram, news, YouTube)? 

This question aimed to assess the general exposure of participants and the legal 

parastatal organisation to cybersecurity risks. The following graph shows the results of 

the study. 
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Figure 3.5: Participants' Level of Internet and Internet-related Services Usage 

 

The graph in Figure 3.5 shows that the majority of participants (99%) used the Internet, 

with 88% of those participants noting that they frequently use the Internet throughout 

their workdays. Thus, it can be concluded that the legal parastatal organisation is 

generally exposed to cybersecurity risks, pointing to the need for the legal parastatal 

organisation to inform its employees about cybersecurity issues. 

3.8.1.6 Level of technological device usage 

Participants were also asked about their skill levels in using technological devices and 

the Internet generally. All participants were required to rate themselves as either 

beginners, intermediates, or experts. The following graph shows the results of the study. 

 

Figure 3.6: Level of Technological Device usage 

 

The results in Figure 3.6 show that 60% of respondents rated themselves at the 

basic/beginner level. After adding those who rated themselves at the intermediate level, 

the percentage rises to 99%, and these results reinforce the preliminary proposition that 

employees at the legal parastatal organisation had low levels of cybersecurity 

awareness. 
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3.8.1.7 Types of digital devices used 

The question on the digital devices that respondents used regularly was aimed at 

further understanding the respondents’ technology proficiency. The results for that 

question are presented in the following graph. 

 

Figure 3.7: Types of Digital Devices Used 

 

The results in Figure 3.7 show that most devices used by respondents are common 

workplace digital devices, namely desktops and laptops. Personal devices, 

smartphones, and tablets had the highest usage rates among respondents. The 

implications of these results are that respondents were exposed to cybersecurity risks 

through their use of the noted devices, hence the need for cybersecurity awareness. 

3.8.1.8 Types of connectivity services used  

The type of Internet connectivity was also probed, with respondents being asked to 

state the types of connectivity services they used in their daily activities. The goal of this 

question was to find out how much cybersecurity risk exposure each person had. 

 

Figure 3.8: Types of Connectivity Services Used 
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Private and work Wi-Fi and mobile/cellular phone networks were the most used 

networks illustrated in Figure 3.8, with 80% of respondents stating that they used 

mobile/cellular phone networks for connectivity purposes. That directly links to the fact 

that personal digital devices were the gadgets most used by respondents. Thus, any 

cybersecurity awareness strategy should focus more attention on these risks relating to 

mobile connectivity through personal devices, as that is where the most exposure is. 

Encouragingly, a few respondents (7.3%) noted that they used public Wi-Fi. According 

to Behl, O’Brien, and Marakas (2019), public Wi-Fi poses one of the greatest 

cybersecurity risks relating to Internet connectivity. Savoie (2016) says that training and 

development are needed to make people aware of the risks of using public Wi-Fi 

(Savoie 2016). 

3.8.1.9 Reasons for using the Internet 

Understanding the behaviour of respondents online requires an understanding of the 

reasons for visiting the internet. To achieve that, respondents were asked about the 

purposes for which they used the internet. The results of this survey question are 

summarised in the following graph. 

 

Figure 3.9: Reasons for using the internet 

 

The results of the survey in Figure 3.9 illustrate that professional purposes (84.4%), 

communication (79.3%) and education (73.6%) purposes were the major reasons 

compelling participants to visit the internet. This is a significant insight since it means 

that the majority of the cybersecurity risk exposures are likely to be when employees 
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are at work (for professional reasons). Consistent with global trends, social networking 

(68.5%) and e-commerce (69.5%) also had high scores in this survey. Thus, training 

and development targeted at cyber security awareness should focus on these 

significant areas and make employees aware of the cyber security risks involved. The 

next section shows descriptive statistics about the items in the tools that are used to 

collect data. 

3.8.2 Descriptive Statistics of Variables 

In the next sub-section, descriptive statistics for each item in the risk management and 

cyber security instruments are presented. The first part of this section presents reliability 

statistics for each of these instruments. Then, the mean and standard deviation 

statistics for each item on the instrument will be shown. 

3.8.3 Cronbach’s Alpha Coefficient per Instrument 

It was noted in section 3.5.1 that the Cronbach’s alpha would be used to assess the 

reliability of instruments. Below, you can see the reliability coefficients for each of the 

instruments used in this study. 

 

Table 3.2: Descriptive Statistics and Cronbach’s Alpha Coefficient per Instrument 

 Mean SD Range Cronbach Alpha 

 Cyber Security Instrument 

General Security 

Practices 
4.43 0.89 1-5 0.77 

Cybersecurity 

Awareness 
3.80 1.03 1-5 0.92 

Cyber Crime 3.92 0.95 1-5 0.57 

Cybersecurity 

Total 
3.99 1.01 1-5 0.90 

 Risk Management Instrument  

Risk Management 
3.20 1.15 1-5 0.78 

 

The reliability coefficient (Cronbach’s alpha) for the cybersecurity instrument was 

calculated for each of the factors and for total scores. Table 3.2 above shows that the 
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Cronbach’s alpha for General Security Practices (0.77), Cybersecurity Awareness 

(0.92), Cybersecurity Total (0.90) and Risk Management were all above the 0.70 

threshold noted as the minimum in section 3.5.1 above. This demonstrates that the 

instruments were accurate measures of their respective constructs. However, the 

Cybercrime (0.57) instrument had a score that was less than Cronbach’s alpha 

threshold. With a Cronbach’s alpha of 0.57, it was nearer to the 0.60 threshold reported 

as acceptable by Ursachi, Horodnic, and Zait (2015). Therefore, the cybercrime 

instrument was less reliable than the other instruments, despite falling within the 

acceptable reliability range. The following section presents the descriptive statistics 

(mean and standard deviation). 

3.8.4 Descriptive Statistics per Item 

In this section, descriptive statistics for each item in the research instruments for 

cybersecurity awareness and risk management are presented and discussed. 

3.8.4.1 Descriptive statistics per item: Cybersecurity Awareness 

The first objective of the study was to evaluate the current level of cybersecurity 

awareness of employees in the legal parastatal organisation. To achieve this objective, 

descriptive statistics were used in the form of mean scores per item in the Cybersecurity 

Awareness Instrument and standard deviations of those scores. These statistics aim to 

describe the current state of cybersecurity awareness of employees in the chosen legal 

parastatal organisation. 

3.8.4.2 Descriptive statistics per item: General Security Practices 

The general cybersecurity awareness instrument consisted of three constructs, namely 

general security practises, cybersecurity awareness, and cybercrime, and these were 

measured by 22 items. In this section, descriptive statistics on the General Security 

Practices construct are presented. The following table presents descriptive statistics for 

the Cybersecurity instrument. 
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Table 3.3: Descriptive statistics per item: Cybersecurity Awareness 

Item N Mean Std. Deviation 

General Security Practices 

CS1 550 4.01 1.10 

CS2 550 4.61 0.71 

CS3 550 4.61 0.78 

CS4 550 4.39 0.82 

CS5 550 4.54 0.74 

CS1, CS2 … refers to items in the Cyber Security Instrument. The details of these 

items are included in Appendix 1. 

 

The first section of the Cybersecurity Awareness instrument seeks to understand 

respondents’ awareness of general security practises and consisted of five items. The 

first item asked respondents if they lock their computers when they are away from their 

desks. The results show an average score of 4.01 and a standard deviation (SD) of 

1.01. Thus, in general, respondents agreed that they lock their computers when away. 

However, the high standard deviation (SD = 1.01) shows a considerable variability of 

responses, implying that there were some respondents who disagreed with the 

statement and sometimes did not lock their computers when they were away from their 

desks. Locking the computer when one is away form of general physical security which 

is necessary as part of dealing with cybersecurity risks (Behl, O’Brien, & Marakas, 

2019). What was encouraging in this section of the instrument was that the mean 

scores were all high for the five items (Mean > 4). That is, respondents generally agreed 

that they understood the importance of using strong passwords (CS2 Mean = 4.61, SD 

= 0.71), that they never shared or posted their passwords where others could obtain 

access to them (CS3 Mean = 4.61, SD = 0.78), and that when browsing or downloading 

from the internet, they only accessed trusted and reputable sites (CS4 Mean = 4.39, SD 

= 0.82).Respondents also agreed that they were always careful about clicking on links 

in emails or social media posts (CS5 Mean = 4.54, SD = 0.74). Except for the first item 

(CS1) on whether respondents locked their computers when away, all the other 
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instruments had low standard deviations (SD < 1), showing the consensus in 

respondents’ scores. It can, therefore, be concluded that employees at the legal 

parastatal organisation were aware of the general security practises relating to 

cybersecurity. According to Laudon and Laudon (2020:239), employees need to be 

aware of the general security practises for cybersecurity risks to have a good system of 

cyber security awareness. 

3.8.4.3 Cybersecurity Awareness  

As already indicated, the Cybersecurity Awareness instrument consisted of several 

constructs which were measured across 22 items. In this section, descriptive statistics 

on the Cybersecurity Awareness constructs are presented. The following table presents 

the results of the study. 

 

Table 3.4: Descriptive Statistics Per Item: Cybersecurity Awareness 

Item N Mean Std. Deviation 

Cybersecurity Awareness 

    

CS6 550 3.83 1.03 

CS7 550 3.20 1.11 

CS8 550 3.66 1.10 

CS9 550 3.82 0.96 

CS10 550 3.69 1.00 

CS11 550 4.39 0.76 

CS12 550 3.65 1.08 

CS13 550 3.92 0.98 

CS14 550 4.02 0.93 

CS15 550 3.79 0.95 

CS6, CS7 … refers to items in the Cybersecurity Instrument. The details of these items 
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are included in Appendix 2 

 

Generally, scores for the cybersecurity instrument were above average (Mean > 2.5), 

with standard deviation relatively low (SD < 1) for most of the items. The first item in this 

section of the instrument asked respondents if they knew where to access internal 

resources to help them make good cyber security decisions. Respondents showed that 

they largely agreed with the statement, with the question recording a mean score of 

3.83 (SD = 1.03) (CS6). In addition, respondents felt that they had been sufficiently 

trained in cyber-security by legal parastatal organisations (CS7 Mean = 3.20, SD = 

1.11). This is encouraging given that Al-Mohannadi et al. (2018:12) explain that staff 

need to be continuously trained and developed to capacitate them to deal with these 

emerging cybersecurity threats. 

 

Respondents also showed that they knew exactly where to go in the organisation when 

they needed the services of a cybersecurity expert (CS8 Mean = 3.66, SD = 1.10). That 

can be partly attributed to adequate training and development already mentioned as 

well as the simplicity of the legal parastatal organisation’s security policies, which most 

respondents said were easy to follow (CS9 Mean = 3.82, SD = 0.96). Simplifying cyber-

security policies is a crucial component of communication, especially if one considers 

the level of technical language and jargon involved in cybersecurity language, which 

may prevent effective communication. 

 

The legal parastatal organisations’ policies and the training and development provided 

to employees proved effective as employees felt confident that they could recognise 

cyber-security issues and incidents if they encountered one (CS10 Mean = 3.69, SD = 

1.00). Given the evolving nature of cybersecurity risks, Vazquez (2019:9) believes it is 

important for organisations to continuously refresh their employees’ cybersecurity 

knowledge. For this legal parastatal organisation, that will likely be easier to achieve 

given that the majority of employees expressed their interest in increasing their security 

knowledge and skills (CS11 Mean = 4.39, SD = 0.76). On the one hand, it is one thing 

to design training and development programmes for employees, and on the other hand, 

for those employees to be willing to learn. The item on employees’ willingness to learn 

more about cybersecurity risk had the highest mean amongst all the cyber security 
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items. With the lowest standard deviation, it can be concluded that employees at legal 

parastatal organisations generally loved to learn. 

 

 

Employees also showed that they knew "how to formally report a security incident in our 

organisation" (CS12 Mean = 3.65, SD = 1.08). According to Laudon and Laudon (2020), 

establishing appropriate channels of communication for cybersecurity incidents is a 

crucial part of managing cybersecurity risks. Therefore, the relatively high mean score 

for the item measuring whether employees knew how to formally report cyber-security 

incidents should be seen as a positive aspect of the legal parastatal organisation’s 

efforts to deal with cybersecurity threats. Berkman et al. (2018:33) point out that 

organisations should strive to establish a supportive environment where employees feel 

free to report cybersecurity issues and incidents. In this study, respondents were asked 

if they felt comfortable reporting potential cybersecurity problems at work, even when 

they were unsure. The majority of them answered affirmatively, with the mean score for 

that question (CS13) being 3.92 and a standard deviation of 0.98. That can be partly 

attributed to the decisiveness with which cybersecurity problems are dealt with at the 

legal parastatal organisation. When asked if they were confident that the cybersecurity 

incidents they reported would be taken seriously, employees at this legal parastatal 

organisation largely affirmed that they knew that the cybersecurity problems they 

reported would be taken seriously (CS12 Mean = 3.65, SD = 1.08). As noted before, 

COSO (2017:14) explains that the success of any cyber-security risk management 

strategy depends, in part, on leadership effectiveness and leadership involvement. 

Results of this study show that employees at this legal parastatal organisation believe 

that the organisation’s senior leadership were "actively involved in our organisation’s 

cybersecurity risk management" (CS13 Mean = 3.92, SD = 0.98) and that the 

organisation’s leadership "cared about cybersecurity" risk management (CS14 Mean = 

4.02, SD = 0.93). Cybersecurity risk management also necessitates constant 

communication among those in charge of risk management (Alotaibi, 2019). Again, the 

results of the study show that "leadership and the security team regularly share 

information about security assessments and issues with all employees" (CS14 Mean = 

3.79, SD = 0.95). 
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3.8.4.4 Descriptive statistics per item: Cybercrime Awareness 

The last section of the cybersecurity instrument seeks to collect employees’ perceptions 

on how aware they are of cybercrime. The results of the investigation are presented in 

the table below. 

 

Table 3.5: Descriptive Statistics per Item: Cybercrime Awareness 

Item N Mean Std. Deviation 

Cybercrime 

CS16 550 3.92 0.93 

CS17 550 3.74 0.99 

CS18 550 4.18 0.87 

CS19 550 3.91 1.00 

CS20 550 3.87 0.92 

CS16, CS17 … refers to items in the Cybersecurity Instrument. The details of these 

items are included in Appendix 3 

 

The first question on cybercrime risk awareness asked respondents if they felt "that the 

risk of becoming a victim of cybercrime has increased in the past years." The mean 

score of 3.92 (CS16) (SD = 0.93) shows that most of the respondents believed that 

there had been an increase in cybersecurity risks over previous years. Such responses 

thus show employees’ awareness of the current trends relating to cybersecurity. 

 

Respondents were also asked about their view on the risk of having their personal 

information online. The results show that most respondents affirmed that they were 

"concerned that their online personal information is not secure enough" (CS17 Mean = 

3.74, SD = 0.99). The results of the study also reveal that respondents were generally 

aware of the "threat of cybercrime" (CS18 Mean = 4.18, SD = 0.87). Notably, this item 

had the highest mean for the cybercrime constructs in the cybersecurity awareness 

instrument. Awareness of cybercrime relating to personal information was also high, as 

respondents affirmed that they thought that "one should avoid disclosing personal 
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information online" (CS19 Mean = 3.91, SD = 1.00). The relatively high standard 

deviation for this item shows the relative variability of respondents’ views. 

 

 

The final question in the cybercrime construct of the cybersecurity instrument asked 

respondents if they were "willing to accept increased Internet surveillance from [their] 

organisation if it enhanced Internet security." Again, the majority of respondents 

answered in the affirmative, as can be seen from the high mean score of 3.87 and a low 

standard deviation of 0.92 (CS20). 

 

Overall, the scores indicate that cybersecurity awareness is high at the legal parastatal 

organisation, with the mean scores in all the items in the cybersecurity instruments 

being higher than 3; 3.99 to be specific. The overall standard deviation, at 1.01, was 

relatively moderate. It can, therefore, be concluded that employees at the legal 

parastatal organisation are generally aware of cybersecurity risks. The next section 

presents and discusses results relating to factors influencing cybersecurity awareness. 

3.8.5 Factors Influencing Cybersecurity Awareness  

The second research objective was to identify the factors that affect cybersecurity 

awareness at the legal parastatal organisation. Results relating to this research 

objective are presented in this section. The discussion in Section 3.4 above has 

revealed several factors that have an influence on cybersecurity. Firstly, the clarity of 

organisational policy on cybersecurity has been found to be a significant factor. 

Communication has also been identified in the discussion above as a factor to consider 

when trying to understand cybersecurity awareness in an organisation. Additional 

factors that were evaluated were gender, age, and level of education. The results of the 

study are presented below. 

 

Table 3.7: Factors Influencing Cybersecurity Awareness 

Factor Descriptive statistics 

Gender Mean SD 
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Male 4.79 1.00 

Female 4.80 0.91 

Age 

18 - 29 4.60 0.87 

30 - 39 4.40 0.92 

40 - 49 3.90 0.83 

50-75 3.10 1.01 

Level of education 

Matric 3.01 1.01 

Undergraduate 4.80 0.99 

Post-graduate 4.81 0.98 

 

The mean scores presented in Table 3.7 show that there are no significant differences 

between female (Mean = 4.80, SD = 0.91) and male (Mean = 4.79, SD = 1.00) 

participants’ levels of cybersecurity awareness. However, female scores showed a 

slightly higher variability, as shown by the relatively higher standard deviation of 1.00 

compared to that of male respondents (SD = 0.91). Overall, it can be concluded that 

gender does not influence cybersecurity awareness. 

 

Age was divided into four bands, classifying respondents as being young (18–29 years), 

young adults (30–39 years), middle-aged (40–49 years) and elderly (50–75 years). 

There were no older respondents. Results of the survey showed that age influences 

cyber-security awareness. The mean score was higher in the young (Mean = 4.60, SD = 

0.87) and young adult (Mean = 4.40, SD = 0.92) groups. The standard deviations within 

these age groups were also low, showing that respondents’ scores were around the 

observed means. Mean scores for the middle-aged (Mean = 3.90, SD = 0.83) and 

elderly (Mean = 3.10, SD = 1.01) groups were lower than those of the previous age 
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bands and were both below a score of four. Thus, it can be concluded that age can 

influence cybersecurity awareness, with the scores showing that the younger age group 

of respondents have a greater level of awareness. These findings are in line with a 

study by Vazquez (2019:8), which revealed that cybersecurity awareness is higher in 

young people than in the elderly. 

 

Finally, the influence of education on cybersecurity awareness was investigated. The 

results showed that cybersecurity awareness was higher for respondents with education 

qualifications that were higher than Matric, namely respondents with undergraduate 

(Mean = 4.80, SD = 0.99) and post-graduate (Mean = 4.81, SD = 0.98) qualifications 

having high scores of more than four. On the other hand, respondents with Matric only 

had a relatively low mean score of 3.01 (SD = 1.01). These findings support the 

assertions by Behl, O’Brien, and Marakas (2019:237), who note that employees with 

some form of training are likely to be more aware of cybersecurity risks than those 

without any form of training. 

 

3.8.6 The Influence of Cybersecurity Awareness on Risk Management 

The third research objective of the study was to evaluate the impact of cybersecurity 

awareness on risk management systems at the chosen legal parastatal organisation. To 

achieve this objective, regression and correlation analyses were used. The results of 

those analyses are presented in this study. 

3.8.6.1 Descriptive statistics per item: Risk Management 

Before evaluating the impact of cybersecurity on risk management systems using 

correlation and regression analysis, it is important to understand the current state of the 

risk management system at the legal parastatal organisation. To do that, descriptive 

statistics were calculated for each item of the risk management instrument. The risk 

management instrument had 20 items. Respondents were asked to rate their views 

regarding risk management at the legal parastatal organisation. The results of the 

employees’ perceptions are presented in the following table. 
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Table 3.6: Descriptive Statistics per Item: Risk Management 

 N Mean Std. Deviation 

RM1 550 3.26 1.19 

RM2 550 3.91 1.07 

RM3 550 2.75 1.21 

RM4 550 3.09 1.07 

RM5 550 3.54 1.19 

RM6 550 1.93 1.16 

RM7 550 1.28 1.09 

RM8 550 3.50 1.12 

RM9 550 3.14 1.03 

RM10 550 3.53 1.14 

RM11 550 3.41 1.11 

RM12 550 3.47 1.08 

RM13 550 3.43 1.05 

RM14 550 3.37 1.03 

RM15 550 3.20 1.07 

RM16 550 2.97 1.04 

RM17 550 2.98 1.04 

RM18 550 3.04 1.01 

RM19 550 3.09 0.98 

RM20 550 3.14 1.00 

 

Unlike the cybersecurity awareness instrument, mean scores in the risk management 

instrument showed mixed views across items. The mean scores ranged between 1.93 
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and 3.91, compared to the scores in the cybersecurity instrument, in which all items had 

mean scores of at least 3. 

 

The first question (RM1) read, "Have you heard about risk management in your 

organisation?" The majority of respondents agreed with the statement, showing that 

they had heard about risk management in their organisation (Mean = 3.26, SD = 1.19). 

Informing the organisation’s stakeholders, such as employees, about potential risks is 

crucial in developing a robust system of risk management (COSO, 2017). Thus, it was 

encouraging to see that most employees of the legal parastatal organisation at least 

knew about risk management. However, this is not to say they know what to do with 

their knowledge about risk management. That requires a separate investigation, which 

was not part of the current study. 

 

The next question (RM2) asked if employees thought that risk assessment was useful 

for their organisation. Again, a substantial number of employees felt that it was 

necessary for the legal parastatal organisation to conduct a risk assessment exercise 

(RM3, mean = 3.91, SD = 1.07). According to Snook (2019), risk assessment is critical 

in ensuring that the organisation remains alert to emerging risks. From a cybersecurity 

perspective, it has already been noted above that cybersecurity risks are diverse and 

change over time. Therefore, it was meaningful to find that the employees at the legal 

parastatal organisation felt that the organisation could benefit from risk assessment 

exercises. 

 

However, it is one thing for employees to believe that risk assessment is necessary and 

beneficial to the legal parastatal organisation and another for such employees to have 

the capacity to assist in the risk assessment exercise. Thus, the study included a 

question that asked if employees had the "capacity to perform a risk assessment in your 

company." Considering the scores assessed so far, the employees’ mean score was 

low at 2.75 (SD = 1.21). This points to the need for training and development. The 

complexity of cybersecurity risks means that it should be the responsibility of all of the 

organisation’s stakeholders to assess the risk exposure potential of the organisation. 

Thus, the low score should be concerning to the legal parastatal organisations’ 

management. 
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The study asked, "Does your company use a recognised training method to facilitate the 

improvement of general risk knowledge?" The mean score for that question was also 

relatively low compared to the scores reviewed so far (RM12 Mean = 3.09, SD = 1.07). 

Mathis, Jackson, and Valentine (2015) explain that it is necessary for the organisation to 

constantly train employees to ensure continuous improvement, and that should include 

improvements in relation to cyber-security risk management. 

 

It can be argued that the organisation’s efforts to train employees should also be 

matched by the employees’ general affinity to learn. Ngah, Tai & Bontis (2016:185) 

argue that organisations should seek to transform themselves into learning 

organisations if they are to succeed in dealing with emerging threats. To assess the 

general affinity of the legal parastatal organisation’s employees to learn, this study 

asked the question, "Are you looking for a training course in the field of risk 

management?" The mean score for this question was 3.54, with a 1.19 standard 

deviation. Despite the score being high, the standard deviation was also relatively high, 

pointing to general variability in employees’ responses. Thus, efforts need to be 

expended by the legal parastatal organisation on building employees’ needs to 

continuously learn, as that can help to transform the organisation into a learning 

organization—an organisation capable of transforming and regenerating itself to adapt 

to the changing environment (Bratianu, 2015:50). 

 

The risk management field is too broad for standards on risk management best 

practises to have been developed over time. The commonly referenced standards are 

ISO 31000 and ISO 31010, issued by the International Standards Organisation (2019). 

To test their knowledge of these, respondents were asked the question, "Are you 

familiar with ISO 31000 and ISO 31010 standards on risk management?" The mean 

score for this question was very low at 1.93 (SD = 1.16). That means that there has not 

been intensive training and development of employees on international risk 

management best practises at the legal parastatal organisation. That explains why 

employees’ mean score for a related question, "Do you want to implement in your 

company a management system based on the above-mentioned standards?" was low 

(Mean = 1.28, SD = 1.09). Employees would not have been willing to set up risk 

management systems if they didn't know what the rules were. 
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Furthermore, employees were asked, "Is it understood in your company that risk 

management is an integral part of the organization? Does your company operate in this 

reality?" The mean score for this question was relatively high, at 3.50 (SD = 1.12). 

COSO (2017) recommends that risk management should be seen as an integral part of 

all activities carried out within the organisation by everyone. As a result, it should be 

seen as a positive fact that employees at the legal parastatal organisation view risk 

management as being integral to what they do in the organisation since that is likely to 

strengthen the organisation’s risk management systems. 

 

In order to effectively manage risk, it is necessary that everyone within the organisation 

has the same, or at least similar, perception of what risk means for the organisation 

(Carroll & Buchholtz, 2014). Employees at the legal parastatal organisation were asked, 

"Do the employees have a common perception of what risk means for the 

organisation?" The results show that employees demonstrated substantial consensus 

on what risk meant for the legal parastatal organisation (Mean = 3.14, SD = 1.03). This 

may be attributed to adequate communication discussed in Section 3.8.5 (Factors 

Influencing Cybersecurity Awareness). 

 

To assess this aspect of risk management, employees were asked, "Does the 

organisation’s management encourage the reporting of events in order to identify the 

risks?" Responses to the question were largely affirmative, with respondents agreeing 

that management at the legal parastatal organisation encouraged the reporting of risky 

events (Mean = 3.53, SD = 1.14). That score is commendable, especially if one 

considers that employees generally agree that the legal parastatal organisation 

"effectively communicates the risk to the employees or stakeholders (internal and 

external)" (Mean = 3.41, SD = 1.11). 

 

According to Snook (2019), any risk management initiative should be driven by relevant 

and adequate data. In addition, Kaplan (2019) insists that organisations should have the 

capability to carry out big data analytics to identify and deal with risks, including cyber-

security risks. To test this aspect, respondents were asked the question, "Is it 

understood that risk management effectiveness critically depends on data collection, 

analysis, and dissemination of relevant data?" The responses in this regard were 

affirmative, as could be seen from the high mean score (Mean = 3.47, SD = 1.08). It can 
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be concluded that employees believed that risk management at the legal parastatal 

organisation was data-driven. However, most employees at the legal parastatal 

organisation believed that they did not have access to "enough data on events' history, 

thus the organisation could learn from its own mistakes." (mean = 2.98, SD = 1.04). 

This can be linked back to the need for the legal parastatal organisation to transform 

into a learning organisation, as already discussed above. It is inadequate to have data 

which employees have no access to. 

 

Risk management requires that the organisation provide support for employees and 

those involved at any stage of the risk management process (COSO, 2017). To test that 

aspect of risk management, respondents were asked, "Do you have a clearly defined 

organisational structure at an organisational level in order to sustain the risk 

management process?" Again, employees generally believed that the legal parastatal 

organisation’s structure was sufficient to assist the organisation’s risk management 

processes (Mean = 3.43, SD = 1.05). 

 

Moreover, Snook (2019) and COSO (2017) advocate a holistic approach to risk 

management, encouraging organisations to ensure that risk management is seen as an 

integrated process encompassing all the risk management stages. To assess the 

holistic nature of risk management at the legal parastatal organisation, respondents 

were asked, "Do you have any system and/or operational procedures that manage the 

processes of risk identification, measurement, ranking, treatment, monitoring, and 

recording the risks that can affect the achievement of your organisation’s objectives?" 

Respondents’ scores were relatively high (Mean = 3.37, SD = 1.03), indicating that 

employees believed that the legal parastatal organisation adopted a holistic risk 

management approach. 

 

Another key aspect of risk management is risk reporting. Risk reporting allows the 

organisation to understand the risks it faces and assists those tasked with dealing with 

those risks in formulating risk management strategies (COSO, 2017). Respondents in 

this study were asked, "Do you evaluate and record the risk when you make important 

decisions (launch of projects or new services, development of strategic plans, work, 

etc.)?" The majority of employees felt that risk management reports were used for 

decision-making within the legal parastatal organisation (Mean = 3.20, SD = 1.07). 
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A robust system of risk management should have provisions for disaster management – 

a plan for unlikely events (Kaplan, 2019). This study asked respondents, "Does your 

organisation have plans for emergency situations related to unlikely events but with 

major consequences, which could stop the company’s activity?" Answers to this 

question were largely affirmative (RM18 mean = 3.04, SD = 1.01), showing that 

employees believed that the legal parastatal organisation had appropriate disaster 

management plans as part of its risk management system. 

 

According to the International Standards Organisation (2019), not all risks can be 

reduced to acceptable levels. As such, risks that cannot be mitigated should be 

transferred, where possible, to specialist risk managers. To assess this aspect of risk 

management, respondents were asked, "Does your company use instruments for risk 

transfer or sharing with other organisations (e.g., insurance companies)?" The mean 

score for this question was 3.09, with a standard deviation of 0.98. Thus, this question 

had one of the lowest variations in respondents’ scores, signalling that the majority of 

respondents generally agreed with the fact that the legal parastatal organisation has 

sufficient systems to transfer risks that could not be mitigated.  

 

Risk management is a process, not a one-off event (COSO, 2017). Thus, its continuing 

relevance depends on continuous improvement of the various risk management 

practises that make up the risk management process. To assess this aspect of the legal 

parastatal organisation’s risk management system, respondents were asked, "Does 

your organisation have a risk review process after implementation of the mitigation 

measures/controls for identified risk?" Again, respondents generally agreed that the 

legal parastatal organisation had a system that allows for the review of risk 

management processes (RM20 Mean = 3.14, SD = 1.00). 

 

3.8.6.2 Correlation analysis 

In this section, the correlation between risk management and cybersecurity awareness 

is presented and discussed. Cybersecurity is broken down into its various constructs, 

namely, awareness of general security practises and awareness of cybersecurity. A 

correlation of the aggregate score assigned to risk management is also presented and 
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discussed. As already discussed in Chapter 3, Section 3.5.3, the Pearson correlation 

coefficient is used in this study. The results of the study are shown in Table 3.8 below. 

 
Table 3.8: Correlation Matrix of Cybersecurity and Risk Management 

 CS_GS CS_CS CS_CC CS_Total RM_Total 

CS_GS Pearson 

Correlation 

--     

CS_CS Pearson 

Correlation 

.44** --    

CS_CC Pearson 

Correlation 

.32** .60** --   

CS_Total Pearson 

Correlation 

.65** .94* .75** --  

RM_Total Pearson 

Correlation 

.23** .39** .28** .40** -- 

**. Correlation is significant at the 0.01 level (2-tailed). 

CS_GS = Awareness of General security practices;  

CS_CS = Awareness of Cybersecurity;  

CS_CC = Awareness of Cybercrime;  

CS_Total = Total Cybersecurity awareness;  

RM_Total = Risk management 

 
The interpretation of the Pearson’s correlation coefficient was discussed in Chapter 3, 

Section 3.5.3. More specifically, it was noted that, based on Schober et al. (2018:1765), 

the absolute value of the correlation coefficient can be described as small (R ≤ 0.39), 

medium (0.40 ≤ R ≤ 0.49) or large (R ≥ 0.50). From Table 3.8, small but positive 

correlations were found between risk management and awareness of general security 

practises (R = 0.23, p = 0.01), cybersecurity awareness (R = 0.39, p = 0.01) and 

cybercrime (R = 0.28, p = 0.01). The overall scores for cybersecurity awareness were 

also positively correlated with risk management (R = 0.40, p = 0.01), albeit a medium 

correlation. Overall, these results suggest that, generally, better cybersecurity 
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awareness is associated with better risk management practices. However, as warned in 

Chapter 3, Section 3.5.3, this is not to say cyber-security awareness influences risk 

management, but rather that the two variables move in the same direction in most 

cases. The overall score for cybersecurity awareness was also positively correlated to 

the various constructs of cybersecurity awareness. These correlations were large for all 

the constructs: awareness of general security practises (R = 0.65, p = 0.01), 

cybersecurity awareness (R = 0.94, p = 0.01) and cyber-crime (R = 0.75, p = 0.01). In 

this study, the correlation coefficients were very large, which meant that all the 

cybersecurity constructs had an impact on the overall cybersecurity score. 

 

Notably, all the correlations reported in this study were highly statistically significant, 

with p-values of less than the 0.05 threshold. This means it is very unlikely that the 

correlations reported in this study arose by chance. In other words, it can be said with a 

high degree of confidence that the correlations reported were true and not results of 

chance. The next section presents and discusses the regression modelling results. 

3.8.6.3 Regression analysis  

This section presents and discusses the results of regression analysis, where a multiple 

regression analysis was used to determine the influence of cybersecurity on the legal 

parastatal organisation’s risk management systems. The coefficient of determination (R 

Squared) was used to determine the extent to which variations in cybersecurity 

awareness can explain the changes in risk management systems. Table 3.9 presents 

the regression modelling results. 

 

Table 3.9: Regression Analysis (Contribution of different cybersecurity 
awareness factors on risk management systems) 

Model R 

R 

square 

Adjusted R 

square 

Std. error of 

the estimate 

R square 

change 

F 

change 

Sig. F 

change 

1 .226a .051 .049 14.045 .051 29.456 p < 0.001 

2 .398b .158 .155 13.238 .107 69.795 p < 0.001 

3 .402c .162 .157 13.224 .003 2.150 p < 0.001 
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a. Predictors: (Constant), CS_GS 

b. Predictors: (Constant), CS_GS, CS_CS 

c. Predictors: (Constant), CS_GS, CS_CS, CS_CC 

CS_GS = Awareness of General security practices;  

CS_CS = Awareness of Cybersecurity;  

CS_CC = Awareness of Cybercrime;  

CS_Total = Total Cybersecurity awareness;  

RM_Total = Risk management 

 

 

In the first instance, a regression analysis was run to predict risk management 

(RM_Total) from general security awareness (CS_GS). The results above show that 

CS_GS statistically significantly predicted RM_Total, F (1, 548) = 32.393, p < 0.001, 

with an R Square of 0.051. As a result, CS_GS contributed statistically significantly to 

the prediction that p.001.Furthermore, CS_GS predicted 5.1% of the variations in risk 

management systems at the legal parastatal organisations. When cybersecurity 

awareness (CS_CS) was added to the model, the predictive value of the model rose to 

15.8%, F (2, 547) = 69.755), p < 0.001. Therefore, the addition of CS_CS contributed an 

additional 10.7% predictive value to the model. In the third version, cybercrime 

awareness (CS_CC) was added, and the model’s predictive value improved to 16.20%, 

F (3, 546) = 2.15), p < 0.001. Again, CS_CC contributed significantly to the predictive 

value of the model, with p < 0.001. 

 

Overall, the results show that variations in cybersecurity awareness can explain 16.20% 

of the variations in the risk management systems of the chosen legal parastatal 

organisation. This prediction is significant given that all the p-values reported in Table 

3.9 above were below 0.05, the threshold for statistical significance as discussed in 

Section 3.5.3. It can be concluded that improving the organisation’s cyber-security 

awareness can have a significant impact on the organisation’s ability to manage risks in 

general. The following table presents the regression coefficients. 
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Table 3.10: Regression Coefficients 

Coefficientsa 

Model 

Unstandardised 

Coefficients 

Standardised 

Coefficients 
t Sig. 

B Std. Error Beta 

1 

(Constant) 40.768 4.326  9.424 
p 

<0.001 

CS_GS 1.050 .193 .226 5.427 
p 

<0.001 

2 

(Constant) 29.736 4.286  6.938 
p 

<0.001 

CS_GS .308 .203 .066 1.518 
p 

<0.100 

CS_CS .723 .087 .364 8.354 
p 

<0.001 

3 

(Constant) 26.659 4.768  5.592 
p 

<0.001 

CS_GS .286 .203 .061 1.407 
p 

<0.016 

CS_CS .642 .103 .324 6.262 
p 

<0.001 

CS_CC .338 .231 .072 1.466 
p 

<0.043 

a. Dependent Variable: RM_Total 

 

From the table above, the following regression model was formulated to predict the 

legal parastatal organisation’s risk management systems using cybersecurity 

awareness as an independent variable (the model uses "unstandardised coefficients" in 

model 3 since that includes all the cybersecurity constructs): 
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RM_Total = 0.286CS_GS + 0.642CS_CS + 0.338CS_CC + 26.659 

 

The above model gives an indication of the level of contribution of each of the cyber-

security constructs to risk management systems and can be used by the legal 

parastatal organisation to design strategies for improving the organisation’s risk 

management systems. 

3.8.7 Conclusion 

This section briefly concludes each of the research objectives presented in Chapter 1. 

The data analysis in this section has shown that, in general, cybersecurity awareness is 

high in the legal parastatal, as shown by high mean scores in the Cybersecurity 

Awareness Instrument. Several factors have been found to affect cybersecurity 

awareness at a legal parastatal organisation, including age and level of education. 

Again, the results in this section show that cybersecurity awareness had a positive 

effect on risk management systems at a legal parastatal organisation. 

3.10 SUMMARY 

The research methodology used in this study has been discussed. The chapter began 

with a discussion of the research methodology used. This study used a quantitative 

research methodology and a deductive research approach. The research design, 

methodologies, and data analysis techniques described in this chapter are also included 

in this one. The study used a cross-sectional design and a random sampling approach. 

The statistical approaches used in this study, as well as descriptive, correlation, and 

regression analysis, have been reviewed. This chapter also discusses the ethical 

difficulties that developed because of the study, as well as how they were addressed. 

Next, the results of the empirical enquiry were reported, analysed, and interpreted. The 

data analysis was conducted to ascertain the sample's composition and how it may 

have influenced the study's outcomes. Following that, the chapter discussed the 

descriptive statistics for the items included in the instruments used to measure the 

variables in the study. Thereafter, the results of the study on the effect of cybersecurity 

on risk management were discussed, as well as correlation statistics. The concluding 

section described, analysed, and interpreted the regression model constructed from the 

collected data. The next chapter summarises the study's findings, conclusions, and 

recommendations.  
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CHAPTER 4: RECOMMENDATIONS AND CONCLUSION 

4.1 INTRODUCTION  

This concluding chapter will draw conclusions from both the literature review and the 

empirical investigation. More precisely, the first and second sections discuss the 

findings of the literature review and the empirical study, respectively. Next, there is a 

section on recommendations to the legal parastatal organisation's management. The 

final section analyses the study's limitations and makes recommendations for future 

research. 

The primary objective of this empirical study was to evaluate the level of cybersecurity 

awareness of employees at the chosen legal parastatal organisation and the impact of 

cybersecurity awareness on the organisation’s risk management systems. In order to 

achieve that, this study identified three empirical objectives, namely, to evaluate the 

current level of cybersecurity awareness of the legal parastatal organisation’s 

employees, identify the factors that affect cybersecurity awareness at the legal 

parastatal organisation, and evaluate the impact of cybersecurity awareness on the 

legal parastatal organisation’s risk management systems. These objectives informed 

the data collection process and the overall research methodology. This study was a 

quantitative one, focusing on a survey of 550 respondents from the chosen legal 

parastatal organisation. The sample was largely representative of the legal parastatal 

organisation’s employment base with respect to age, gender, and number of years of 

experience, among other factors. Thus, the results of the study can be viewed as a fair 

representation of the perceptions of employees at this legal parastatal organisation. 

4.2 CONCLUSION PER RESEARCH OBJECTIVE 

Before drawing conclusions for each of the research objectives, it is necessary to 

summarise general findings from the literature review. From the literature review in this 

study, cybersecurity awareness has been defined as the knowledge, attitudes, and 

behaviours of organisational actors that determine such actors’ actions to forecast, 

prevent, detect, and mitigate cybersecurity incidents within the framework of 

organisational culture (Sousa & Oz, 2015:201; Berkman et al., 2018:37; Vazquez, 

2019:7). In addition, the Cybersecurity Awareness Framework developed by the 
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National Institute of Standards and Technology (NIST) (2017:12) has been identified as 

an important model for understanding cybersecurity awareness. The model holds that 

every cybersecurity system has five aims, namely to identify, detect, respond to, recover 

from, and protect the organisation from cybersecurity risks. 

Several factors have been identified as influencing the need for cybersecurity 

awareness in employees. These factors include advancements in information and 

communication technologies (Laudon & Laudon, 2020), increase in cybersecurity 

incidents (PricewaterhouseCoopers, 2019:4) and increased Internet usage by 

organisations and individuals (Deloitte and Touche, 2020:2; Al-Mohannadi et al., 

2018:10). 

In total, a number of cybersecurity vulnerabilities were identified in the literature review, 

and these included ransomware (Symantec, 2015), malware (Karyotis, & Khouzani, 

2015) and spyware (Satoh, 2018), among others. In addition, several types of 

cybersecurity vulnerability assessments were identified in the literature, including 

external vulnerability assessment (Li et al., 2019:14), application and database 

vulnerability assessment (Laudon & Laudon, 2020:335), network vulnerability 

assessment (Savoie, 2016:12), social engineering (Mounton et al., 2014b:2) and 

physical security vulnerability assessment (InfoSight, 2020). 

4.2.1 Objective 1: Level of Cybersecurity Awareness in Legal parastatal 

organisation 

To assess the level of cybersecurity awareness at the legal parastatal organisation, 

descriptive statistics, together with the mean and standard deviation, were calculated 

based on the data collected by the Cybersecurity Awareness Instrument. The results 

showed that cybersecurity awareness at the legal parastatal organisation was generally 

high, with the mean of most of the cybersecurity items being greater than three (Mean > 

3.00). Employees’ perceptions of cybersecurity awareness were generally less variable, 

with many of the items in the instrument falling below two standard deviations (SD < 

2.00). 
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4.2.2 Objective 2: Factors which Influenced Cybersecurity Awareness at Legal 

parastatal organisation 

Literature was reviewed in relation to the second research objective, namely, to identify 

the factors that affect cybersecurity awareness at the legal parastatal organisation. The 

level of cybersecurity awareness has been found to depend on factors such as age 

(Vazquez, 2019:8), years of experience in working with the organisation’s ICT systems, 

exposure to computers and ICT devices, and level of education (Sousa & Oz, 

2015:345), employee training and development (Behl et al., 2019:237), organisational 

culture (Stair, & Reynolds, 2014:239), the organisation’s risk appetite and organisational 

policy on cybersecurity (O’Brien & Marakas, 2018:340). 

 

From empirical investigation, it was found that there are no significant differences 

between females and males’ levels of cybersecurity awareness. By contrast, age was 

identified as an important determinant of cybersecurity awareness, with the level of 

cybersecurity being inversely related to age. That is, cybersecurity awareness was 

found to be higher in younger employees than in older ones. These findings confirm 

Vazquez’s (2019:8) study, which revealed that cybersecurity awareness is higher in 

young people than in the elderly. The current study also tested the influence of 

employees’ education as a potential determinant of cybersecurity awareness and found 

that cybersecurity awareness was higher for respondents with educational qualifications 

higher than Matric, namely respondents with undergraduate and post-graduate 

education who had high scores of over four. On the other hand, respondents with Matric 

only had a relatively low mean score for cybersecurity. These findings support scholars 

such as Behl et al. (2019:237), who note that employees with some form of training are 

likely to be more aware of cybersecurity risks than those without any form of training. 

4.2.3 Objective 3: The Impact of Cybersecurity Awareness on Risk Management 

Systems at Legal parastatal organisation 

The third research objective was to evaluate the impact of cybersecurity awareness on 

risk management systems at the Legal parastatal organisation. The literature review 

showed that cybersecurity awareness is an integral part of the organisation’s risk 

management system (Kaplan, 2020; Očevčić, Nenadić, Šolić, & Keser, 2017; 
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Stoneburner, Goguen, & Feringa, 2012). To achieve this objective, correlation and 

regression analyses were used. However, before correlation and regression analyses, 

descriptive statistics were used to understand the current level of risk management 

systems in the Legal parastatal organisation. To achieve this, literature had to first be 

reviewed to develop the Risk Management Instrument. The Committee of Sponsoring 

Organisations of the Treadway Commission (COSO, 2017:145) framework for 

enterprise risk management has been identified as an authoritative source on enterprise 

risk management. The framework views enterprise risk management as consisting of 

five components; namely control (internal) environment, risk assessment, control 

activities, information and communication, and monitoring activities (COSO, 2017:5). 

Cybersecurity awareness has been adentified as the main factor in managing these 

components of enterprise risk management (Laudon & Laudon, 2020:236). From 

empirical investigation, the risk management practices at the Legal parastatal 

organisation were found to be generally adequate, with most items recording mean 

scores above three and standard deviations of below two 

Correlation analyses revealed that cybersecurity awareness was positively correlated 

with enterprise risk management. Notably, all the correlations reported in this study 

were highly statistically significant, with p-values of less than the 0.05 threshold 

discussed in Chapter 3. This means that there is a very small likelihood that the 

correlations reported in this study arose from chance. In other words, it can be said with 

a high degree of confidence that the correlations reported were true and not results of 

chance.  

Moreover, regression analysis was used to assess the extent to which cybersecurity 

awareness could be used to predict the level of risk management in the Legal parastatal 

organisation. Overall, the results showed that variations in cybersecurity awareness 

could be used to explain a 16.20% variations in risk management systems of the Legal 

parastatal organisation. This prediction was also significant given that the p-values 

reported across the predictive values of all the constructs of cybersecurity awareness, 

General security awareness, cybersecurity awareness and cybercrime awareness, were 

below 0.05, the threshold for statistical significance as discussed in Chapter 3. It can be 

concluded from these results that improving the organisation’s cybersecurity awareness 

can have a significant impact on the organisation’s ability to manage risks in general. 
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4.2.4 Objective 4: Recommendations to Legal parastatal organisation’s 

Management on how to Improve Cybersecurity Awareness 

The fourth objective was to make recommendations to the legal parastatal 

organisation’s management on how to improve cybersecurity awareness. From the 

literature, several strategies for managing cybersecurity were identified. These include 

training and development (Mathis & Jackson, 2015:379), meticulous recruitment and 

selection procedures (Stair & Reynolds, 2014:340) and overall risk management 

leadership within the organisation (COSO, 2017:14). 

Based on empirical investigation, several recommendations can be made, and these 

are discussed in this section. The results of the study show that cybersecurity 

awareness has a significant influence on risk management. Risk management itself has 

been found to be an important aspect of corporate management and governance. 

Therefore, the legal parastatal organisations should find ways of improving 

cybersecurity awareness, with the hope that, based on the results of this study, such 

efforts will lead to better enterprise risk management and, hence, better corporate 

governance. The following recommendations can be made to the legal parastatal 

organisation. 

The first recommendation is that the legal parastatal organisation needs to develop a 

training and development programme aimed at developing its employees’ cybersecurity 

awareness. Even though the results of this study show that the level of cybersecurity 

awareness for the legal parastatal organisation’s employees was relatively high, none of 

the items in the Cybersecurity Instrument recoded a mean score of five (the maximum 

possible mean score). This means that there is still sufficient space for improving 

employees’ cybersecurity awareness. Even if there was an item with a mean score of 

one, continuous training and development would still be necessary given the evolving 

nature of the phenomenon. Given that the level of cybersecurity awareness varies with 

factors such as age and the level of education, training and development programmes 

within the legal parastatal organisation, they will need to take these factors into 

consideration to maximise the success of effectiveness programmes. 

Another recommendation relates to the need to streamline human resources practises 

such as recruitment and selection to improve employees’ cybersecurity awareness. The 
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legal parastatal organisation needs to ensure that it redesigns its recruitment and 

selection criteria so that issues relating to cybersecurity awareness are considered as 

part of other technical capabilities required in employees’ jobs. Doing so reduces the 

need for extensive and costly programmes to train and develop employees on 

cybersecurity issues; instead, training and development efforts can be concentrated to 

enhance employees’ cybersecurity awareness. 

 It is also recommended that the legal parastatal organisation needs to design and 

enforce an appropriate cybersecurity awareness policy as part of the organisation’s 

enterprise-wide risk management effort. Such a policy can provide guidance to 

management on issues such as employees’ training and development, the need for 

continuing professional development, and the overall responsibilities of both the 

organisation’s management and employees for managing cybersecurity risks. 

Risk management leadership has also been identified as a factor to consider when 

seeking to improve the overall management of enterprise risk. Therefore, the legal 

parastatal organisation’s management should ensure that they lead by example in risk 

management issues, including cybersecurity. Risk management leadership can assist in 

creating a culture in which risk management processes are taken seriously by the 

organisation and are embedded in all aspects of an employee’ performance. 

4.3 LIMITATIONS AND SUGGESTIONS FOR FUTURE RESEARCH 

This study has been comprehensively prepared, and an attempt has been made to 

achieve all the objectives set for it. However, this study has some limitations. Firstly, the 

delimitations of the study meant that the only focus of this study was cybersecurity 

awareness as a predictive factor for risk management. However, risk management is a 

complex phenomenon that is caused by several factors other than cybersecurity 

awareness, such as organisational culture and the type of organisation (public or 

private). These factors were not considered in this study. Future researchers may wish 

to focus on one of these to build on the results of this study. 

Secondly, this study adopted a quantitative methodology, meaning that only numeric 

data was collected, analysed, and was the sole basis of the conclusions drawn in this 

study. Though such an approach improved the rigour of the study through statistical 
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analyses, it meant that the researcher could not ask for the views of employees on the 

reasons for whichever answers they gave in each of the questions in this study. Future 

studies can benefit from adopting a qualitative research approach to capture such 

reasons. 

Thirdly, the sample size of this study was very large, with 550 participants in total. This 

means that the perceptions of these employees can be seen as substantially 

representative of the perceptions of all employees at the legal parastatal organisation. 

However, the sample was still less than 50% of employees at the organisation. Future 

studies can benefit from a larger sample. 

4.4 CONCLUSION 

This final chapter has drawn conclusions emanating from both the literature review and 

empirical investigation and offered recommendations to the chosen legal parastatal 

organisation’s employees and management. More specifically, the first and second 

sections of this chapter discussed the conclusions from literature review and empirical 

study, respectively. That has been followed by a section on recommendations to 

management and employees of the legal parastatal organisation. The final section has 

discussed the limitations of the study and has made suggestions for further research. 

 

4.5 SUMMARY 

In this chapter, the most significant empirical findings and a review of the literature were 

summarised and aligned to the study's primary and secondary goals, respectively. In light of the 

findings, legal and parastatal organisations were given recommendations on how to improve 

cybersecurity awareness. The main focus of the recommendations was on ways to increase the 

general public's knowledge of cybersecurity and the benefits it may provide. Additionally, the 

impact of cybersecurity knowledge on the organization's risk management systems was 

discussed in this section. Conclusions and future research recommendations were discussed in 

this final section of the chapter.  
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NORTH-WEST UNIVERSITY: MBA Research  

Researcher Details Supervisor’s Details 

Name: Leballo Eddy Monethi 

Cell: 072 921 4217 

E-mail: Eddy.Monethi@gmail.com 

Name: Mr. Johan Coetzee 

018 299 1416 / 082 821 7177 

Johannes.Coetzee@nwu.ac.za 

 

 

Data Collection for MBA Research Topic “Evaluation of employees’ cyber security 

awareness at Legal parastatal organisation” 

Dear Participants  

You are hereby requested to take 5 to 10 minutes of your valuable time to respond to 

the survey questionnaire using the link below, which is part of my mini-dissertation. 

The general aim of this research is to evaluate the level of cybersecurity awareness of 

employees in Legal parastatal organisation and evaluating the impact of cybersecurity 

awareness on the organisation’s risk management systems. You are now kindly 

requested to complete the online questionnaire as accurately as possible. Your 

completion of this survey will provide the researcher with the necessary data needed to 

complete his Research. It is very important that you note that participation in this study 

is VOLUNTARY and that the information you provide will only be used for academic 

purposes. Your responses will be treated with utmost CONFIDENTIALITY and no 

answers and comments will be attributed to you in any way. If you have any questions 

about the study, please contact the researcher. 
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By completing this questionnaire, you acknowledge and consent to the following:  

• You understand that even if you agree to participate now, you can withdraw at any 

time or refuse to answer any question without any consequences of any kind.  

• You understand that I will not benefit financially from participating in this research.  

• You understand that all information you provide for this study will be treated 

confidentially.  

• You understand that in any report on the results of this research my identity will 

remain anonymous.  

• You understand the purpose of the study and no feedback will be given to 

participants.  

• You understand that under freedom of information legislation you are entitled to 

access the information you have provided at any time while it is in storage as 

specified above.  

• You understand that you are free to contact the researcher of this study to seek 

further clarification and information.  

 

The due date for responses is on the 21st of May 2021 at 16h00. 

 

Should you have any questions about the research project, feel free to contact the 
researcher on the contacts below. 

 

Thank you for your assistance in this important endeavour. 

 

Sincerely yours, 

________________________________ 

Leballo Eddy Monethi 
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ANNEXURE 2: PERMISSION FROM ORGANISATION 

 

 
                                                                                                       

                                                                                         Mr. Leballo Monethi 

                                                                                         41 Basroyd Drive 

           Bassonia 

           Johannesburg 

           2190 

                                                                                          

                                                                                                       
Office of the Chief Executive Officer (CEO)  
 
Legal Aid South Africa  
 
29 De Beer Street   
 
Braamfontein  
 
Johannesburg  
 
2001 
 

Dear CEO 

 

Re: Request for approval to conduct research at Legal Aid South Africa 

 

My name is Leballo Monethi, working for Legal Aid SA as Business Applications 

Software Manager. I am a beneficiary of Legal Aid SA employee’s bursary scheme for 

this study. 

 

I am studying for a MBA in the Business School at the North West University and I 

hereby seek permission to conduct my research at Legal Aid SA. 

 

As part of my study, I am conducting mini-dissertation research on the topic “Evaluation 

of employees’ cybersecurity at legal parastatal organisation”, with the primary objective 

of evaluating the level of cybersecurity awareness of employees in Legal parastatal 
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organisation and evaluating the impact of cybersecurity awareness on the 

organisation’s risk management systems. The use of Legal Parastatal Institution will be 

used throughout the study to conceal the name of the organisation.  

 

The secondary objectives of the study are as follows: 

 

i. Evaluate the current level of cyber security awareness of employees in Legal 

parastatal organisation; 

ii. To identify the factors that affect cybersecurity awareness in Legal parastatal 

organisation; 

iii. Evaluate the impact of cyber security awareness on risk management systems in 

Legal parastatal organisation; and 

iv. Make recommendations to Legal parastatal organisation management on how to 

improve cybersecurity awareness. 

 

The research will entail collecting anonymous data from employees through the online 

questionnaire, which will not be linked to any individual. The questionnaire can be 

accessed on the link https://forms.gle/LeH9u2vuucZEQ6aYA 

 

The consent letter will be attached at the beginning of the online survey, and 

participants will be give consent by continuing with the completion and submission of 

the survey. Participants are not under any circumstances obliged to take part on this 

survey, and can opt not to participate. For the participants that will choose to take part 

on their survey, it is guaranteed that their responses will be treated confidentially, and 

identities (their names, position or the name of the organisation) will be anonymous at 

all times. Individual privacy will be maintained in all published and written data resulting 

from the study. The correlated results will be communicated on the mini-dissertation.  

 

Your approval to conduct a research on Cyber security awareness within Legal Aid SA 

will be greatly appreciated. Please let me know if you require any further information. I 

look forward to your response as soon as is convenient. 

 

Yours sincerely, 

 

https://forms.gle/LeH9u2vuucZEQ6aYA
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________________________ 

Leballo Monethi 

072 921 4217 

Eddy.Monethi@gmail.com  

 

Supervisor Name: Mr. Johan Coetzee 

018 299 1416 / 082 821 7177 

Johannes.Coetzee@nwu.ac.za 

 

Recommendation/Approval 

 

I therefore request permission from the CEO to conduct my research at Legal Aid SA.  

The research participants will not be advantaged or disadvantaged in any way. They will 

be reassured that they can withdraw their permission at any time during this project 

without any penalty. There are no foreseeable risks in participating in this study. The 

participants will not be paid for this study. All research data will be destroyed after the 

completion of the study. 

 

I recommend for approval 

 

 

Signed…………………………………. 

 

Position: Chief Operation Officer (COO) 

 

 

The request is approved 

 

Signed: ………………………………… 

 

Position: Chief Executive Officer (CEO) 

  

mailto:Eddy.Monethi@gmail.com
mailto:Johannes.Coetzee@nwu.ac.za
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ANNEXURE 3: DATA COLLECTION INSTRUMENT 

 
Section A: Participant Demographics 

1. Select your gender. 

1 Male 

2 Female 

 

2. Select your age group (in years). 

1 18-29 

2 30-39 

3 40-49 

4 50+ 

 

3. What is your highest level of education? 

1 Matric 

2 Undergraduate (Diploma, BSc) 

3 Postgraduate (Master’s, PhD) 

 

4. Do you have any ongoing or completed post-secondary education in the field of 

information security, Informatics or IT? 

1 Yes 

2 No 

 

5. How often do you use the Internet and Internet-related services? (E.g. Email, 

WhatsApp, Twitter, Instagram, News, YouTube). 
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1 Frequently throughout the day 

2 Once or twice a day 

3 Less frequently (once a week, once month) 

 

6. What are your Internet/ Digital devices skills level? 

1 Beginner/Basic (e.g. start computer and phone, go to specified web 

page. Use Word. Use social media). 

2 Intermediate (e.g. able to install and run special software, make 

modifications to the settings of the computer, have a good 

understanding of hardware and software). 

3 Expert (e.g. computer engineering, database administration, network 

engineering). 

 

7. Of the following, which digital devices do you use regularly? Tick all that apply. 

1 Desktop 

2 Laptop 

3 Smart phone 

4 Tablet 

5 Other, please specify 

 

8. What type of connectivity services do you use in your daily activities? Tick all that 

apply. 

1 Public Wi-Fi (e.g. in coffee shop) 

2 Private Wi-Fi (e.g. in your home) 

3 Work Wi-Fi (e.g. APN or Work Wi-Fi) 
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4 Mobile/cellular phone network (e.g. 3G/4G) 

5 Do not know 

6 Other, please specify 

 

9. For what purposes do you use the Internet? Tick all that apply. 

 

1 Professional reasons (e.g. remote access VPNs) 

2 Education or information seeking (news, articles) 

3 Social networking 

4 online banking, e-commerce, etc. 

5 Entertainment (e.g. playing games) 

6 Communication (e.g. MS Teams, email, etc.) 

7 Other, please specify 
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Section B: Cybersecurity Awareness 

 

10. Some cybersecurity awareness practices are described below. Please choose 

your common reaction for each practice. 

 

Cybersecurity Awareness  
5 4 3 2 1 

 
General Security Practices 

  
 S

tr
o
n

g
ly

 

A
g

re
e
 

A
g

re
e
 

 N
e
u

tr
a

l 

D
is

a
g

re
e
 

S
tr

o
n

g
ly

 
D

is
a

g
r

e
e

 

B1 When away, I always lock (Ctl/Alt/Delete) Lock my 

computer? 

 
 

 
 

 
 

 
 

 
 

B2 I understand the requirements for and use of strong 

passwords? 

 
 

 
 

 
 

 
 

 
 

B3 I never share my password or post it where others 

may obtain access to it? 

 
 

 
 

 
 

 
 

 
 

B4 When browsing or downloading from the Internet, I 

only access trusted, reputable sites? 

 
 

 
 

 
 

 
 

 
 

B5 I am careful about clicking on links in an email or 

social media post 

 
 

 
 

 
 

 
 

 
 

Cyber Security Awareness 

B6 I know where to access internal resources to help me 

make good security decisions. 

 
 

 
 

 
 

 
 

 
 

B7 I feel I have been sufficiently trained in cyber-security 

at our organisation. 

 
 

 
 

 
 

 
 

 
 

B8 I know exactly where to go in the organisation when I 

need a security expert. 
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B9 Security policies at our organisation are easy to 

follow. 

 
 

 
 

 
 

 
 

 
 

B1

0 

I am confident that I could recognize a security issue 

or incident if a saw one. 

 
 

 
 

 
 

 
 

 
 

B1

1 

I am interested in increasing my own security 

knowledge and skills. 

 
 

 
 

 
 

 
 

 
 

B1

2 

I know how to formally report a security incident in 

our organisation. 

 
 

 
 

 
 

 
 

 
 

B1

3 

I feel comfortable reporting potential cybersecurity 

problems at work even if I am unsure. 

 
 

 
 

 
 

 
 

 
 

B1

4 

I know that cybersecurity problems I report will be 

taken seriously. 

 
 

 
 

 
 

 
 

 
 

B1

5 

Senior leadership is actively involved in our 

organisation’s cybersecurity. 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

B1

6 

Senior leadership at our organisation care about 

cybersecurity. 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

B1

7 

Leadership and the security team regularly share 

information about security assessments and issues 

with all employees. 

 
 

 
 

 
 

 
 

 
 

Cyber Crime  

B1

8 

I feel that the risk of becoming a victim of Cybercrime 

has increased in the past year 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

B1

9 

I am concerned that my online personal information 

is not secure enough 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

B2

0 

I feel informed about the threat of cyber crime  
 

 

 
 

 

 
 

 

 
 

 

 
 

 



 

120 

 

 

Section C: Risk Management  

 

11. Some Risk Management practices are described below. Please choose your 

common reaction for each practice. 

1.  

Risk management culture  
1 2 3 4 5 

 
LEVEL (please select one option) 

Not 
at 
all 

Not 
muc
h 

 
Mayb
e 

Yes, 
certai
nly 

Yes, 
very 
muc
h 

C1 Have you heard about risk management 
and what is your interest on this topic? 

 
 

 
 

 
 

 
 

 
 

C2 Do you think that a risk assessment is 
useful for your company? 

 
 

 
 

 
 

 
 

 
 

C3 Do you have capacity to perform a risk 
assessment in your company? 

 
 

 
 

 
 

 
 

 
 

C4 Does your company use a recognized 
training method to facilitate the 
improvement of general knowledge on 
risk? 

 
 

 
 

 
 

 
 

 
 

C5 Are you looking for a training course in 
the field of risk management? 

 
 

 
 

 
 

 
 

 
 

C6 Are you familiar with ISO 31000 and ISO 
31010 standards on risk management? 

 
 

 
 

 
 

 
 

 
 

C7 Do you want to implement in your 
company a management system based on 
the above mentioned standards? 

 
 

 
 

 
 

 
 

 
 

C8 Is it understood in your company that 
risk is an integrant part of your business, 
is this fact accepted and does your 
company operate in this reality? 

 
 

 
 

 
 

 
 

 
 

C9 Do the employees have a common 
perception on what risk means for the 
company / business? 

 
 

 
 

 
 

 
 

 
 

C10 Does the company management 
encourage the reporting of events in order 
to identify the risks? 

 
 

 
 

 
 

 
 

 
 

C1
1 

Does the company effectively 
communicate the risk to the employees 
or stakeholders (internal and external)? 

 
 

 
 

 
 

 
 

 
 

C12 Is it understood that the risk management 
effectiveness critically depends on data 
collection, analysis and dissemination of 
relevant data? 

 
 

 
 

 
 

 
 

 
 

C13 Organizational support. Do you have a 
clearly defined organizational structure at 
organization level in order to sustain the risk 
management process? 
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C14 Risk assessment. Do you have any 
system and/or operational procedures that 
manage the processes of risk 
identification, measurement, ranking, 
treatment, monitoring  and recording the 
risks which can affect the achievement of 
your organization’s objectives? 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

C15 Risk utilization in the decision making 
process. Records. Do you evaluate and 
record the risk when you make important 
decisions (launch of projects or new 
products, development of strategic plans, 
investment plans, works etc.)? 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

C16 Professional training. Is there any 
training method used to facilitate the 
knowledge improvement on risk? 

 
 

 
 

 
 

 
 

 
 

C17 Information. Do you have enough data 
on events history, thus the organization 
could learn from its own mistakes? 

 
 

 
 

 
 

 
 

 
 

C18 Preparing for unlikely events. Do you 
have plans for emergency situations 
related to unlikely events but with major 
consequences, which can stop the 
company’s activity? 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

C19 Risk transfer. Does your company use 
instruments for risk transfer or sharing with 
other organizations (e.g. insurance 
companies)? 

 
 

 
 

 
 

 
 

 
 

C20 Risk review. Do you have a risk review 
process, after implementation of the 
mitigation measures / controls for identified 
risk? 
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ANNEXURE 4: ETHICAL CLEARANCE 
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ANNEXURE 5: LETTER FROM LANGUAGE EDITOR 

 


