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PREFACE 

An article-based approach has been followed for the compilation and completion of this 

thesis. A total of three peer-reviewed journal articles have been published. Each individual 

article was compiled and submitted to the South African Journal of Industrial Engineering 

for publication and underwent a double-blind peer-review process. In addition to the three 

journal articles, a conference paper was presented at the annual conference of the South 

African Institute for Industrial Engineering. The outcomes of all publications logically 

support one common research objective, namely the development of a new telemetry 

monitoring system to enable Industry 4.0 initiatives in the South African heavy industry 

sector. Proper permission was obtained for the publication of the articles listed in this thesis. 

Permission was also obtained to include excerpts from the listed articles in this thesis. 
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ABSTRACT 

Title: A new telemetry monitoring system to enable Industry 4.0 initiatives in the 

South African heavy industry sector 

Author: Jaco Prinsloo  

Promoter: Prof Edward Henry Mathews 

Keywords: South African mining industry; Industry 4.0; Wide-area wireless 

communication; Network Quality of Service; Data availability  

Industry 4.0 initiatives aim to increase and maintain the operational efficiency of existing 

manufacturing methods and processes, as well as to enhance existing automation methods 

and technologies. Established heavy industries, such as the mining and steelmaking industry, 

water distribution schemes and power utilities, have been less proactive in adopting Industry 

4.0 initiatives and methods. Machine-to-Machine communication and wireless networks form 

the backbone of the Industry 4.0 network layer. The aim of this thesis is to illustrate the 

current limitations present in wide-area wireless communications and to present a new 

telemetry monitoring system to address these limitations in the South African heavy industry 

sector. 

In the first article, listed in Appendix B, a clear architectural description is presented that can 

be used to guide heavy industry players in the adoption of key Industry 4.0 principles in 

practice. An input-output methodological approach was followed to deconstruct the Industry 

4.0 paradigm into two parts, namely the digital framework and the digital toolbox, with both 
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terms being coined in this article. Together, these two components form a roadmap that can 

be utilised to navigate the tides of Industry 4.0 adoption in the heavy industry sector. 

In the second article, listed in Appendix C, a new software-based system is developed that 

actively monitors the network layer vital signs of a wide-area wireless telemetry system. The 

proposed monitoring system was implemented on a wide-area wireless telemetry network 

utilised by multiple industrial facilities within South Africa. The system successfully 

monitored more than 80 remote sites, with communication failures being detected 

immediately. The average connection uplink time was also increased by more than 25%. 

In the third article, listed in Appendix D, the proposed monitoring system is integrated into 

existing real-time information systems. This integration allowed for the introduction of 

enhanced troubleshooting and maintenance procedures that can be followed on-site to rectify 

any network anomalies. Positive impacts were made on condition-based maintenance 

agreements between an energy services company and a South African gold mining company. 

The aim of the third article is to emphasise the value of the developed telemetry monitoring 

system in industry. 

In the conference paper, listed in Appendix E, the value of an information and asset 

management system for the management of subscriber identification module (SIM) cards 

utilised in heavy industry is emphasised. The paper aims to analyse and present the current 

architecture of existing industrial information systems and discuss key challenges that 

contribute to communication disruptions. The paper introduces a new information and asset 

management system to address the challenges presented. The system is validated, and the 

results reflect the value of such a system in industry, with a communication cost reduction of 

62%. 
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1.1 BACKGROUND 

Since the inception of mechanical production and manufacturing, the industrial realm has 

experienced three major technological revolutions. These revolutions lifted manufacturing and 

production to new heights by introducing unique methods and technologies for increasing 

production and optimising production efficiency [1]. 

Advances in the underlying principles and methods of production and manufacturing had a 

profound effect on the nature of industry, directing global economic growth and scalability 

towards an ever-increasing upward trend [2], [3]. 

The first industrial revolution focused primarily on the implementation of sophisticated 

mechanical production and manufacturing procedures [4]. These procedures enhanced economic 

productivity and growth, which stimulated development and production [5], [6]. 

Assembly line production and mass labour were introduced by the second industrial revolution, 

categorised as Industry 2.0 [7]. Reduced cost and production time, coupled with increased 

production efficiency, led to an increase in supply, which further stimulated economic growth 

[8]. 

The establishment of Industry 2.0 in the manufacturing and industrial sector introduced several 

challenges. Production competitiveness, efficiency, and optimisation, as well as other factors 

such as cost reduction and energy consumption, presented new areas of concern, which 

inevitably led to the inception of the third industrial revolution, coined Industry 3.0 [9]. 

The third industrial revolution is categorised by the introduction of industrial automation. 

Electronic engineering and communication, in combination with industrial automation, aims to 
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address the social and economic challenges present by increasing production uptime and 

efficiency whilst reducing production costs [10]. 

Significant advances in the Information and Communication Technology (ICT) field pave the 

way for the next industrial revolution, coined Industry 4.0, which is currently in its development 

phase. The term Industry 4.0 was first established at the Hannover Trade Fair in 2011 and is an 

initiative spearheaded by the German government [11]. 

The concept of Industry 4.0 was first established to combat economic and industrial growth 

challenges due to a decline in a stable workforce. The Industry 4.0 vision aims to increase 

manufacturing output and competitiveness by digitising factories and promoting digital 

collaboration between systems [12]. 

The main objectives of Industry 4.0 are to increase and maintain the operational efficiency of 

existing manufacturing methods and processes, as well as to enhance existing automation 

methods and technologies [13]. To achieve these objectives, Industry 4.0 aims to form an 

interconnected ecosystem between various technological concepts, standards, and frameworks.  

Cyber-physical systems (CPS), the Internet of Things (IoT), cloud manufacturing, knowledge 

integration, and information exchange [12], [14], [15], as highlighted in [16], all form part of the 

Industry 4.0 vision. 

The end result of a successfully implemented Industry 4.0 ecosystem is the establishment of 

smart factories, smart products, smart cities, and smart services in society [17]. Examples of an 

Industry 4.0 ecosystem include self-organising factories, automatic supply and demand 

matching on production lines, and intelligent power grid systems that can adjust the demand for 

electricity based on grid activity. 
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By extending the Industry 4.0 paradigm into the heavy industry sector, complex systems can be 

optimised, which can result in significant production output capabilities. The importance of 

extending Industry 4.0 into the heavy industry sector is further emphasised by the constraints 

placed on heavy industry through external factors, such as government policies, economic 

volatility, and increased competitiveness [18], [19]. 

1.2 RESEARCH PROBLEM AND STUDY OBJECTIVE 

Established heavy industries, such as the mining and steelmaking industry, water distribution 

schemes, and power utilities, have been less proactive in adopting Industry 4.0 initiatives and 

methods [20], [21]. Production costs, capital expenditure, safety, and security are the primary 

factors that hinder Industry 4.0 adoption [21]. 

Additional constraints, such as the distribution of facilities over wide geographical areas and 

harsh working environments, also contribute to this slow adoption rate [22]. Due to the slow 

Industry 4.0 adoption rate, most of the heavy industry realm cannot yet be classified as “smart” 

industry and is currently operating at traditional best-effort service level [20], [23].  

Real-time information systems do exist in industry but cannot be classified as fully functional 

Industry 4.0 systems due to the lack of automation and “self-reliance” present in these systems. 

Real-time information systems do, however, have a significant impact on the effectiveness of 

industrial facilities. Large industrial plants usually comprise multiple operationally 

interconnected systems and span a wide geographical area. 

The need-to-know forms a critical part of the daily industrial optimisation process. In the 

context of the heavy industry realm, real-time information systems play a crucial role in data 

processing and display [24]. Efficiencies in the industrial sector can be achieved by viewing 
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operations and processes on a holistic level. This is, however, only possible with the integration 

of communication between different operational areas and sectors [25]. 

System interoperability is considered to be one of the crucial points for any industrial IoT 

ecosystems [26]. The quality of service (QoS) levels of wireless communication systems are 

considered to be paramount in sustaining the performance and effectiveness of an interoperable 

system [26]. The reliability and availability of wireless communication services, such as the 

GSM network, must therefore be ensured in order to allow industrial IoT applications to reach 

their full potential. 

The use of existing third-party infrastructure implies that no control can be exercised over the 

network. The end-user of the network must, therefore, cater for potential communication 

disruptions over which they have no control. Disruptions in communication can result in data 

loss, which can have a negative impact on the performance of industrial processes and systems.  

Enabling Industry 4.0 in the heavy industry sector will allow for the development of modular, 

standalone systems that facilitate wireless communication and wireless data transfer. These net-

centric applications are enabled by wireless communication technologies, such as the Global 

System for Mobile communication (GSM) network. 

Wide-area wireless telemetry networks, such as the GSM network, play an important role in 

facilitating accessibility and allow for real-time monitoring and data transmission over wide 

geographical distances. In remote areas, communication between interconnected systems is 

usually poor to non-existent, which can hamper the operational status of real-time information 

systems [22]. 
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Several industrial information systems investigated in the literature rely heavily on a stable 

communication network [27]–[30]. Should the existing cellular communication network 

experience disruptions in communications, these systems would become unreliable and have no 

benefit for industrial clients. 

In addition to limited or intermittent connectivity, challenges such as limited bandwidth and 

potential security threats can also hamper the effectiveness of real-time information systems, 

which can, in turn, have a negative impact on production [31]. The challenges discussed above 

can have a considerable effect on the Quality of Service (QoS) of industrial communication 

systems. 

The communication network and its underlying infrastructure are considered to be the limiting 

factors for industrial IoT applications. The remoteness and layout of some industrial sites 

require that wide-area wireless communications be used as the predominant method for data 

transmission. 

Failure to communicate effectively nullifies all benefits that are provided by an integrated 

Industry 4.0 ecosystem, which makes Industry 4.0 adoption infeasible [32]. Ineffective 

communication can also have a negative impact on the traditional model of centralisation 

currently used in industry. Communication failure can result in damage to existing infrastructure 

and can also lead to a potential loss of life [33]. 

The quality and stability of the network layer form a crucial part of an optimal Industry 4.0 

ecosystem. Machine-to-Machine (M2M) communication and wireless networks form the 

backbone of the Industry 4.0 network layer [34], and limitations in wireless networks directly 

affect the adoption of Industry 4.0 principles and methods in the heavy industry sector. 
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The focus must, therefore, be placed on a guaranteed QoS. If Industry 4.0 is to successfully 

extend into the domain of heavy industry players, connectivity disruptions and accessibility 

must be addressed. 

From the discussion above, a clear gap in the current knowledge spectrum has been identified. 

This gap is formulated as a single statement below: 

There is a gap in addressing the challenges of maintaining optimal Quality of 

Service in wide-area wireless communication networks. Failure to address these 

challenges directly affects the reliability of Industry 4.0 solutions, which further 

affects the adoption rate of Industry 4.0 principles in the South African heavy 

industry sector. 

 

Having defined a clear gap in the current knowledge spectrum above, an original research 

problem can be formulated and is stated below: 

The Industry 4.0 paradigm currently experiences slow adoption within the South 

African heavy industry sector. Guaranteed Quality of Service in the network layer 

is the primary factor that hinders the adoption potential of Industry 4.0 principles.  

 

From the original research problem stated above, a clear need and study objective can be 

formulated and is stated below: 
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There is, therefore, a need to develop a new telemetry monitoring system to 

enhance the Quality of Service in the network layer hence enabling Industry 4.0 

initiatives in the South African heavy industry sector. Hence, this thesis aims to 

emphasise the current limitations present in wide-area wireless communications 

and present a novel telemetry monitoring system to address these limitations in the 

South Africa heavy industry sector. 

 

1.3 RESEARCH METHODOLOGY 

To solve the original research problem stated above, this thesis outlines a four-step methodology 

that focuses on context analysis, system development, system evaluation, and financial impact. 

These steps correspond to the motivation and objectives of the research articles completed by 

the candidate. Each step is discussed below. 

I.  Context analysis – Article I 

The first step comprises a detailed review of the current Industry 4.0 landscape. The goal of this 

review is to identify shortcomings in the South African mining sector and to provide a detailed 

Industry 4.0 roadmap for the South African heavy industry context. 

II. System development and verification – Article II 

The roadmap presented in step I allows for current limitations to be identified. The goal of step 

II is to isolate a specific limitation and provide a solution to the identified problem. To bring 

heavy industrial players into the Industry 4.0 realm, it is important to address the QoS issues of 
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communication networks which can hamper the overall effectiveness of an Industry 4.0 

ecosystem.  

III.  System evaluation, validation, expansion and integration – Article III 

Disruptions in accessibility and connectivity can nullify the advantages of an Industry 4.0 

ecosystem. If Industry 4.0 is to successfully extend into the domain of heavy industry players, 

accessibility and connectivity disruptions must be addressed. With a new system developed and 

verified in the previous step to address this issue, the goal of step III is to assess and evaluate the 

value of the proposed telemetry monitoring system. 

IV. Cost reduction methodology – Conference Paper 

With system evaluation conducted in step III, the final step focuses on an analysis of mobile 

network costs. The mismanagement of underlying network assets and infrastructure can, 

however, result in excessive communication costs. This, in turn, hampers the effectiveness of 

wireless data transmission. A comprehensive information and asset management system to assist 

with overall SIM card management is proposed. 

1.4 NOVEL CONTRIBUTIONS 

The novel contributions of this thesis are presented below. Each contribution listed below aims 

to illustrate the significance of the research articles completed by the candidate. 

I. Context analysis – Article I 

In Article I, a clear architectural description is presented that can be used to guide heavy 

industry players in the adoption of key Industry 4.0 principles in practice. An input-output 

methodological approach was followed to deconstruct the Industry 4.0 paradigm into two parts. 
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The input model labelled as the digital framework serves as the chief enabler of the output 

model, labelled as the digital toolbox. Together these two components form a roadmap that can 

be utilised to navigate the tides of Industry 4.0 adoption in the heavy industry sector. 

II. System development and verification – Article II 

In Article II, a new software-based system that actively monitors the network layer vital signs of 

a wide-area wireless telemetry system is proposed. This monitoring system can be deployed 

remotely for IIoT applications. 

Literature has identified existing monitoring systems, but these systems only focus on small-

scale networks. The scope and reach of the proposed system are of a national scale, which 

makes this monitoring system unique within the context of industrial communication networks. 

III. System evaluation, validation, expansion and integration – Article III 

The proposed system in Article II was expanded and integrated into existing industrial 

information systems with the aim of increasing the operational performance of these systems. 

This expansion and integration also result in enhanced troubleshooting procedures that can be 

followed on-site to rectify any network communication anomalies. 

IV. Cost reduction methodology – Conference Paper 

In the conference paper, the value of an information and asset management system for the 

management of SIM cards utilised in heavy industry is emphasised. The paper aims to analyse 

and present the current architecture of existing industrial information systems and discuss key 

challenges that contribute to communication disruptions. 
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The paper introduces a new information and asset management system to address the challenges 

presented. The system is validated, and the results reflect the value of such a system in industry, 

with a communication cost reduction of 62%. 

1.5 THESIS OVERVIEW 

The outline of this thesis is presented below. The objective of this outline is to provide a logical 

structure to the completed research articles. 

Chapter 1: Introduction – This section aims to provide an overview of the need for this study. 

Several study objectives have been presented that highlight the motivation of this study, and a 

holistic problem statement is compiled from the study motivation, followed by a thesis outline. 

Chapter 2: Towards Industry 4.0 – Chapter 2 aims to summarise the research objectives and 

outcomes of Article I. A definition of the article objectives followed by a literature survey is 

presented to establish the context. A summary of Article I is given, which highlights the 

findings of the research, and the section concludes with a discussion of the findings. 

Chapter 3: Monitoring and information system development – Chapter 3 aims to summarise 

the research objectives and outcomes of Article II. A definition of the article objectives is once 

again presented. A literature survey is then provided, followed by a summary of the findings. 

This section concludes with a short discussion of the findings. 

Chapter 4: The value of a telemetry monitoring system – Chapter 4 aims to summarise the 

research objectives and outcomes of Article III. The article objectives are presented, followed by 

a literature survey. The article is summarised, and a discussion on the findings serve as a 

conclusion to this section. 
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Chapter 5: Proactive management of infrastructure – Chapter 5 aims to summarise the 

research objectives of one conference paper. The objectives of the conference paper are 

provided, followed by a literature survey. The article is summarised, and the section concludes 

with a short discussion of the findings. 

Chapter 6: Discussion – Chapter 6 aims to provide a detailed discussion of the findings of this 

study. Each article is discussed, and the novel contributions highlighted. The value of this study 

to industry is also discussed in depth. The potential for future research is presented with the aim 

of expanding this study. 

Chapter 7: Conclusion – This section concludes this thesis. In summary, this thesis focuses on 

identifying and addressing challenges that inhibit the adoption of the Industry 4.0 vision, 

strategy, and underlying methods. 



 

This section provides a detailed discussion on the objectives and outcomes of Article I. 

 

 

CHAPTER 2 

 

 

 

ARTICLE 1: TOWARDS INDUSTRY 4.0 
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2.1 PREAMBLE 

The aim of this thesis is to address the challenge of developing a new telemetry monitoring 

system to enable Industry 4.0 initiatives in the South African heavy industry sector. To 

address this aim, a holistic view of the Industry 4.0 paradigm must be obtained. 

With no clear roadmap presented in literature, it is necessary to present standards, 

technologies, and overall guidelines that facilitate Industry 4.0 adoption in the heavy industry 

sector. An Industry 4.0 implementation roadmap is presented to bring heavy industry players 

into the Industry 4.0 domain. 

By looking at Industry 4.0 holistically, it is determined that there is a need for the 

development of a novel telemetry monitoring system to allow for reliable communication to 

take place over wide geographical distances. Article I can be found in Appendix B and was 

published in the South African Journal of Industrial Engineering [16]. 

2.2 ARTICLE OBJECTIVES 

In response to the holistic problem statement, Article I aims to provide a detailed Industry 4.0 

implementation roadmap that will guide heavy industry players in adopting the Industry 4.0 

vision [16]. The objectives of Article I are to: 

• Define and present the key underlying technologies of Industry 4.0. 

• Propose a framework from which Industry 4.0 can be implemented in the heavy 

industry sector. 

• Discuss current challenges that might hinder Industry 4.0 adoption in the heavy 

industry sector. 
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The objectives defined above aim to provide clarity and remove uncertainty in establishing 

new methods and technologies in the heavy industry sector. 

2.3 METHODOLOGY 

In response to the article objectives listed in the previous section, a summary of the 

methodological approach for Article I is provided below: 

• A detailed literature review was conducted in order to determine the state of the art of 

the key underlying technologies of Industry 4.0.  

• More than one hundred journal articles were investigated. This number was reduced 

based on the current Industry 4.0 landscape.  

• From the reduced articles, the underlying technologies could be identified and 

included in the roadmap. 

• The extensive literature survey highlighted the fundamental components of Industry 

4.0. The candidate then proceeded to compile a logical structure of the technologies 

and value drivers, with the end result being a comprehensive framework to guide 

industry players on the road to Industry 4.0 adoption. 

• From the literature survey discussed in the first point above, several articles were 

earmarked that focused on key challenges. These articles were included in the 

discussion on the challenges that might hinder Industry 4.0 adoption. 

An input-output methodological approach was followed to deconstruct the Industry 4.0 

concept into two parts. The first part serves as the input model for Industry 4.0 and is labelled 

the ‘Industry 4.0 digital framework’. 

The main objective of the digital framework is to introduce various concepts, models, and 

technologies that are underlying components that are required for Industry 4.0. The second 
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part serves as the output model for Industry 4.0 and is labelled the ‘Industry 4.0 digital 

toolbox’. The objective of the digital toolbox is to present various enabling tools and 

methodologies that can be used to embed the Industry 4.0 vision in the industrial and 

manufacturing sector. 

The methodology in Article I aims to present a detailed roadmap for the implementation of 

Industry 4.0 methods in the South African mining sector. A digital framework and toolbox 

are presented to address current gaps in this sector. 

2.4 LITERATURE STUDY 

Efficiency and profitability are key factors that prove to be challenging in the South African 

mining industry [35]. Critical factors such as market-related pressures and government 

policies force the industry to new and alternative methods of sustainable mining operations 

[29]. 

One of the primary methods for remaining profitable is the reduction of capital expenditure 

on existing operations. Key focus points that have a direct impact on sustainable mining 

operations include energy usage profiles, asset management strategies, and remote 

monitoring and maintenance strategies [27], [36], [37]. 

Current Industry 4.0 strategies focus primarily on wireless communication and IoT-based 

solutions for real-time transmission and decentralised collaboration [38]. This is a major 

concern since mining systems are usually separated by large geographical distances both on a 

horizontal and vertical level [35]. 
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The geographical nature of deep-level mining operations creates limitations in wireless 

communication network operation. Additionally, limited access to mining equipment and 

assets, as well as ageing infrastructure, further hampers Industry 4.0 adoption. 

The challenges mentioned above directly affect the ability of deep-level mines to implement 

Industry 4.0 methods and applications. Several IoT-related applications have, however, been 

incorporated into the mining environment. These applications aim to address the focus points 

mentioned above, with the primary objective to increase operational efficiency and 

sustainability. 

Energy management information systems (EMIS) and automated electricity bill analysis 

systems focus primarily on supporting mining efficiency by providing line-of-site solutions to 

energy management and utilisation [29], [36]. 

In addition to systems focusing on energy management, several systems exist that aim to 

improve the operational efficiency of mining operations. These systems include condition-

based maintenance systems and real-time monitoring and information systems [27], [30], 

[39], [40], and utilise existing Supervisory Control and Data Acquisition (SCADA) systems 

for real-time data retrieval. The collected data is transmitted via wide-area wireless telemetry 

networks to central database systems, where it is stored and processed. 

The utilisation of SCADA systems for real-time data retrieval is an acceptable method for 

retrieving data due to the infrastructure challenges present in mining operations. It should, 

however, be noted that the quality and extensibility of SCADA networks can hamper the 

outcomes of these systems [41]. 
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The South African mining environment still uses the traditional industry model of 

centralisation [42]. Equipment is monitored and controlled from a central point, usually an 

industrial SCADA system, and all information is distributed via a wired telemetry system to 

various industrial endpoints. 

To allow Industry 4.0 practices to be adopted in the mining sector, a push for decentralisation 

and wireless interconnection must be made. The facilitation of interconnected modular 

systems, which allow virtualisation to take place, will effectively allow for a virtual copy of 

mining operations to be made. This virtual copy, referred to as a digital twin, can be 

considered the next step in managing mining operations [43]. 

Wired telemetry still allows real-time capabilities, such as rapid responses to service delivery 

and production, but these capabilities are limited to local mining operations. For expert 

condition-based maintenance strategies to be implemented, big data and decentralised 

computing must be incorporated into the current operational infrastructure context [43]. 

Mining operations can be improved and optimised by incorporating intelligent systems, 

sensors, and other IoT-related technologies into the existing infrastructure. The next step 

would be to incorporate predictive maintenance strategies into existing EMIS infrastructures 

to increase operational efficiency methodologies further. The expansion and incorporation of 

wireless sensor networks into the heavy industry realm has already been proposed, and 

solutions that actively focus on the improvement of mining operations and safety have been 

presented [44]–[46]. 

Key elements of Industry 4.0 that have not been integrated into South African mining 

operations include wireless communication technologies, decentralisation, virtualisation, and 

modularity of systems. The aim of Article I is, therefore, to address the mentioned gaps by 
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providing a strategic roadmap to guide South African mining operations into the next phase 

of digital operations. 

2.5 SUMMARY OF ARTICLE 

The outcome of Article I is two-fold. Firstly, Article I aims to provide an architectural 

framework to accurately represent the Industry 4.0 vision in industry. Secondly, Article I 

aims to apply the proposed framework to a theoretical case study with the objective of 

identifying the gaps currently present in the heavy industry sector. Article I presented a 

deconstructed model of the Industry 4.0 paradigm. The deconstructed model consists of two 

parts, and an input-output methodological approach was followed [16]. 

The proposed input model is labelled as the Industry 4.0 digital framework. The objective of 

the Industry 4.0 digital framework is to identify concepts and technologies that are 

foundational building blocks and underlying components of Industry 4.0. The output model is 

labelled as the Industry 4.0 digital toolbox [16]. 

The objective of the Industry 4.0 digital toolbox is to identify tools and methodologies that 

can be utilised to establish the Industry 4.0 vision in the heavy industry sector. The terms 

digital framework and digital toolbox are both introduced in Article I. A detailed discussion 

of each term can be viewed in Appendix B. 

The concepts, models and technologies identified in the digital framework act as key enabling 

components for the tools and methodologies present in the Industry 4.0 digital toolbox. 

Figure 1 below illustrates a deconstructed model of the Industry 4.0 paradigm. Several 

applications and examples are provided to illustrate the scope of each model. An extensive 

and detailed literature review was conducted to compile the deconstructed model depicted in 
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Figure 1 below. From the literature review, the deconstructed model was also expanded into a 

detailed architectural model. The expanded model can be viewed in Article I in Appendix B.  

Firstly, the proposed digital framework was partitioned into two subsections that focus on key 

technologies and principles. The primary technologies that enable the framework are CPS, 

IoT, decentralised computing, and wireless networks [13], [47]–[49]. These technologies are 

core enabling technologies that form the foundation of any Industry 4.0 ecosystem [16]. 

 

Figure 1: A top-down deconstruction of the Industry 4.0 paradigm [16]  

Framework principles include decentralisation, real-time capability, modularity, 

interoperability and virtualisation [13], [48], [50]–[52]. These five principles serve as 

classifiers and must be present if a successful Industry 4.0 system is to be implemented [16]. 

Secondly, the proposed digital toolbox was partitioned into two subsections which are 

labelled as key value drivers and technological levers. The digital framework discussed above 

facilitates the use of the digital toolbox. By implementing technological levers such as remote 
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monitoring and control [39], predictive maintenance [42], and supply-chain optimisation [8], 

Industry 4.0 can be successfully integrated into industrial systems [16]. 

Finally, several key challenges have been investigated that can hamper the adoption of 

Industry 4.0 methods in the heavy industry sector. The challenges have been divided into two 

main categories, namely physical challenges and psychological challenges [16]. 

Physical challenges include system interoperability challenges [53], accessibility challenges 

[54], [55], and issues regarding security and privacy [38], [56]. Psychological challenges 

include the impact on labour relations [57], the need for better technical skill-sets [57], and 

education and financial implications [15]. 

2.6 DISCUSSION 

The traditional industry model of centralisation is still being utilised in the South African 

mining sector [35]. Mining assets and equipment are monitored and controlled from a 

centralised point which is usually an industrial SCADA system. Information from equipment 

is relayed via a wired telemetry system to the SCADA from which control can be exercised 

[16]. 

To promote the adoption of Industry 4.0 applications in the mining sector, the 

implementation of decentralised methods and wireless telemetry must be prioritised. By 

facilitating interconnected and decentralised systems that are modular, virtualised 

environments can be created in which entire mining environments can be recreated and 

modelled. This virtual copy often referred to as the digital twin, is the next step for managing 

mining operations [16]. 
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The shift from wired telemetry to wireless telemetry networks is a crucial factor for Industry 

4.0 applications. Wired telemetry networks still allow for real-time capabilities to be 

implemented; however, these capabilities are limited to localised mining environments and 

local operations due to infrastructure constraints [16]. The implementation of expert 

condition-based maintenance systems relies heavily on big data applications and 

decentralised computing [16]. 

The incorporation of intelligent systems, sensors, and other IoT-related technologies can have 

a significant impact on the improvement and optimisation of mining operations [16]. The 

incorporation of these technologies enables the next stage of condition-based maintenance 

systems, which is the implementation of predictive maintenance strategies. The expansion of 

EMIS platforms by incorporating predictive maintenance strategies can further increase 

operational efficiency methodologies [16]. 

The incorporation of wireless sensor networks into the heavy industry sector has already been 

proposed. Existing solutions from literature that focus on the improvement of mining 

operations and safety have been proposed in [44]–[46]. These solutions can only serve as 

examples of how the Industry 4.0 paradigm can be manifested in the heavy industry sector if 

stable and reliable network communication is present [16]. 

2.7 CONCLUSION 

Article I presented a detailed architectural study of Industry 4.0. A brief excerpt is provided 

from Article I below to conclude this chapter [16]: “The main objective of the article was to 

propose an architectural framework that clearly highlights key areas of importance that must 

first be addressed before Industry 4.0 adoption can take place. To illustrate the value of the 

proposed framework, a theoretical case study was developed. 
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In the context of the South African mining industry, a methodological shift must first be made 

from traditional centralised approaches of operation to decentralised operations. This, 

together with the implementation of wireless sensor networks and wireless telemetry, will 

pave the way for the adoption of Industry 4.0.” 
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3.1 PREAMBLE 

The aim of this thesis is to address the challenge of developing a new telemetry monitoring 

system to enable Industry 4.0 initiatives in the South African heavy industry sector. The 

communication network in IoT-based industrial applications has been identified as the 

limiting factor that can hamper QoS. 

The QoS of wireless communication networks is paramount in sustaining the performance of 

interoperable Industry 4.0 systems. The detailed literature review in Article I determined that 

there is a need for the development of a novel telemetry monitoring system to allow for 

reliable communication to take place over wide geographical distances. Article II documents 

the development of such a system. Article II can be found in Appendix C and was published 

in the South African Journal of Industrial Engineering [58]. 

3.2 ARTICLE OBJECTIVES 

In response to the holistic problem statement, Article II aims to propose a new software-

based monitoring system that actively monitors the status of industrial wide-area wireless 

telemetry systems [58]. The objectives of Article II are to: 

• Provide an overview of the general IoT architectural model within the context of the 

heavy industry sector. 

• Highlight the challenges and limitations present in existing IoT applications that 

utilise wireless communication methods. 

• Propose, implement, and verify a new software-based monitoring and information 

system for wide-area wireless telemetry networks on a national scale. 

The objectives listed above aim to address QoS issues that are currently present in wide-area 

wireless telemetry networks in the heavy industry sector. 
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3.3 METHODOLOGY 

In response to the article objectives listed in the previous section, a summary of the 

methodological approach for Article II is provided below: 

• An extensive literature review was conducted on the state of the art of the IoT 

architectural model in the heavy industry sector. From the literature survey, gaps and 

limitations were identified and prioritised. 

• Each area of limitation was investigated, and site visits were conducted to verify the 

impact of the limitation. 

• The most significant areas of concern were highlighted. In Article II, the reliability 

and QoS of wide-area wireless communications were highlighted as the primary 

limitation and cause for concern. 

• A new system was then proposed, developed, and verified, as discussed in Article II. 

• The system was divided into three subsections, with each subsection being completed 

and tested before starting development for the next subsection. 

• The monitoring software routine was first developed and tested. Testing was done by 

means of actively probing existing IP addresses on a VPN network. 

• The database design was then completed using MySQL workbench as the chosen tool 

for design and implementation. The monitoring subsection was then connected to the 

database. 

• Finally, the graphical user interface was designed, implemented, and deployed. 

In summary, by implementing a remote server and mobile communication router at an 

industrial facility, the facility can be connected to the web, which would allow for the 

implementation of IoT applications such as remote monitoring and maintenance. This 
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connection is facilitated by mobile communication routers, and it allows for critical data to be 

transferred wirelessly over large distances. 

3.4 LITERATURE STUDY 

The rapid expansion of the Internet into more facets of everyday life paves the way for the 

establishment of new research and development fields. One such field is the Internet of 

Things (IoT) which, while relatively new, proves set to become a major component of 

connectivity and communication in the modern era. The term ‘Internet of Things’ is defined 

as a paradigm that focuses on the incorporation of existing technologies to achieve 

interconnected environments, where physical products are connected to the Internet [59]. 

By extending the Internet and Web into the physical realm, everyday objects can be made 

‘smart’. With the further interconnection of these various smart objects, new applications can 

be developed to provide solutions to existing challenges [60]. 

By extending IoT applications into the industrial sector, interconnected systems and 

processes can be maintained and optimised; this, in turn, may add massive value in 

production output capabilities by improving efficient production. This is especially important 

due to the constraints placed on heavy industry by external factors such as government 

policies, economic volatility, and increased competitiveness [18]. 

Established heavy industries, such as mining, steel production, water distribution, and power 

utilities, have been slow in adopting IoT practices and applications [61]. Much of this 

hesitance to incorporate IoT methods into existing processes is derived from legitimate 

concerns, such as safety, security, and costs [61]. 
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Most of the heavy industry realm cannot yet be classified as ‘smart’ industries — they are 

still operating at a traditional ‘best-effort’ service level [23]. Heavy industrial facilities are 

also typically spread over wide geographical areas (such as water pumping schemes) and 

operate under adverse conditions (such as mines). 

However, it is still possible to bring this sector into the realm of IoT by using existing 

technologies. With the use of existing technologies such as radio-frequency identification 

(RFID), wide-area wireless communications such as the global system for mobile 

communication (GSM) network (including long-term evolution (LTE) networks), and the 

global positioning system (GPS), it is possible to convert existing industrial processes and 

operations into ‘smart heavy industries’ [26]. 

System interoperability is a critical factor for the operation of any Industrial Internet of 

Things (IIoT) ecosystem [26]. The reliability and availability of wireless communication 

services, such as the GSM network, must be maintained to ensure that IIoT applications can 

be utilised to their full potential. 

To promote system interoperability, various initiatives and organisations have been 

established. These initiatives include the Internet Engineering Task Force (IETF) and the 

Telecommunications Industry Association (TIA). The main objective of these organisations 

is to maintain a global standard on the implementation and utilisation of communication 

protocols [26]. 

Studies from literature have shown that resource-intensive IoT applications can hamper the 

performance of mobile communication networks [62], [63]. Several models and methods 

have been proposed. Large-scale IIoT applications that utilise the GSM network can 
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experience cellular access limitations due to high network traffic [64]. Methods such as 

network access overload control, network access overhead reduction, and network access 

deadlines all aim to prevent access limitations [65]. 

A review of existing Industry 4.0 applications in the heavy industry sector showed that most 

IIoT applications focus on maintaining the operational status of critical facilities, such as 

water pumping schemes and mine ventilation and cooling. Typical IIoT applications include 

real-time energy management systems, EMIS, condition-based maintenance systems, and 

remote monitoring and maintenance systems (RMMS) [27], [29], [37], [39], [66]. 

From the systems listed above, it was found that raw data is usually obtained via the 

integrated SCADA system on the industrial site. Data is then transmitted wirelessly to a 

centralised storage environment where processing can be done. The processed data is then 

used by the systems listed above to perform system-specific tasks. A critical observation that 

was made from these systems is that a stable wireless communication channel is always 

assumed. 

Other IoT applications that do not fit in the context of industrial systems were also 

investigated from literature. These systems focus on sociological challenges, such as vehicle 

location monitoring and tracking [59], patient health monitoring [67], and mobile battlefield 

casualty monitoring systems [68]. 

These systems rely heavily on a stable communication network to perform real-time analyses. 

Once again, these systems assume that a stable network backbone will always be present; 

therefore, network layer monitoring capabilities were not incorporated into these systems. 
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Reliable IoT solutions, both in the industrial environment and the social environment, are of 

the utmost importance; hence ensuring network reliability and stability must be considered as 

a top priority [69]. The need, therefore, exists to develop a system to maintain QoS 

specifically for heavy IIoT applications. 

3.5 SUMMARY OF ARTICLE 

Most IIoT applications make use of the GSM network to relay information to off-site servers 

for data processing. To establish a secure connection between the remote industrial site and 

the data storage end-point, a Virtual Private Network (VPN) is utilised [58]. 

With the use of a VPN, each industrial site can be configured with a unique Internet Protocol 

(IP) address for wireless communication purposes [22]. To enable GSM network 

communication, a mobile GSM router is required on-site. 

The proposed system is designed to monitor the status of the communication network 

between a mobile GSM router and existing cloud infrastructure [58]. Two techniques were 

identified from literature for communication network monitoring, namely active procedures 

and passive procedures [70]. 

An active measurement approach has been chosen as the preferred method for monitoring the 

status of the communication network [58]. Active probing entails the transmission of Internet 

Control Message Protocol (ICMP) packets across the network to the remote end-point, which 

is the industrial site. 

The system proposed by Article II can be divided into three subsystems. Subsystem 1 

consists of the software routines that actively monitor the uplink status of network equipment, 

which is the GSM routers used for real-time data transmission. 
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Vital parameters that are retrieved include uplink status, measured as an average percentage 

value; mobile data usage, measured in Megabytes; and router signal strength, measured in 

decibels. The reason for monitoring these parameters, as well as the system capabilities, are 

addressed in Chapter 4 of this thesis. Article II mainly focuses on the monitoring of the 

network uplink. 

Subsystem 2 focuses on the storage of the network information retrieved by Subsystem 1. A 

relational database has been designed and implemented to facilitate data storage. Subsystem 3 

consists of a graphical user interface (GUI), as well as event logging capabilities. Information 

stored by Subsystem 2 is displayed in real-time, allowing for rapid response to 

communication failures [58]. Figure 2 below provides an overview of the main software flow 

of the network monitoring system.  

 

Figure 2: A software routine flow diagram to illustrate system operation [71]  
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The main software routine executes on a periodic basis, and upon execution, various 

subroutines are triggered. These subroutines are executed in a multithreading environment, 

which allows for any number of remote industrial sites to be monitored. The main objective 

of the subroutines is to retrieve the values of the network parameters defined above [58].  

After retrieval, the acquired information needs to be stored and processed. A Structured 

Query Language (SQL) relational database system has been implemented to facilitate data 

storage [58]. Two data tables have been designed to accommodate raw data storage and 

processed data storage. The processed data comprises daily averages for all remote end-

points. 

Finally, all processed information is relayed to maintenance personnel via visual dashboards. 

In addition to vital network monitoring information, site-specific data are also displayed. This 

includes the site IP address, the port number that is required for remote access, and the details 

of the engineer that is responsible for maintaining site operations [58]. The information 

mentioned above is relevant since it aids in performing proactive maintenance. Figure 3 

below illustrates the layout of the summary visual dashboard. 
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Figure 3: The summary visual dashboard of the telemetry monitoring system [58]  

The immediate detection of communication network anomalies was facilitated by the 

monitoring system. As stated in Article II [58]: “The primary objective of the proposed 

system was to actively monitor the vital signs of a GSM-based telemetry system. The system 

thus monitored and displayed the status of a mission-critical telemetry system on a real-time 

basis. Unstable connections were successfully identified and troubleshot. This clearly 

illustrates the benefits of implementing such a system on existing industrial IoT applications 

to ensure optimum service delivery.” 
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The telemetry monitoring system has been designed and implemented as a stand-alone cloud-

based software system implemented with the Microsoft .NET framework, which can operate 

independently from existing Industry 4.0 applications [58]. Figure 4 below shows the scope 

of wide-area wireless communication, as well as the strategic importance of the proposed 

system. 

 

 

Figure 4: The scope and context of the proposed telemetry monitoring system [71]  

The main challenge in the current methodology is that the monitoring and maintenance 

systems utilise the same communication network to relay monitoring information. QoS 
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An independent system that is not integrated into an existing IIoT ecosystem ensures that the 

system itself will not be affected by anomalies that might have a negative impact on other 

subsystems [58]. The interaction between the telemetry monitoring system and an existing 

IIoT ecosystem is, however, required. The solution is to package the system as a cloud-based 

application with the ability to access the ecosystem via the network layer. 

By expanding an IIoT ecosystem, as described above, it is possible to probe the network layer 

and monitor vital network layer parameters without the danger of compromising the system 

due to weaknesses present in the ecosystem [58]. This is a significant improvement to the 

current methodology of remote monitoring and maintenance systems in the heavy industry 

sector, where systems are usually implemented on an actual server on-site [13]. 

3.6 DISCUSSION 

The system proposed in Article II was implemented on an existing mobile communication 

network utilised by an Energy Services Company (ESCo) to implement EMIS. Currently, the 

ESCo actively maintains energy projects across seven of the nine provinces in South Africa 

[58]. 

A brief overview is provided as an excerpt from Article II to illustrate the effect of the system 

in practise [58]: “A total of 80 remote industrial sites were incorporated into the system. The 

remote sites include platinum mines, gold mines, processing plants, and several water 

distribution schemes. 

The underlying industrial equipment used on these sites includes compressors, pumps, fridge 

plants, fans, actuators, bulk air coolers, and various measurement devices. With the 
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monitoring of 80 industrial sites, the total number of heavy industrial equipment being 

monitored is well over a thousand individual components.” 

During the implementation phase of the system, it was found that active probing on an hourly 

basis gave an accurate account of the network status whilst keeping the load on the 

communication router within an acceptable range [58]. 

It should, however, be noted that the active probing interval is subjected to the utilisation of 

the network itself. If industrial end-points need to transmit data on a half-hourly basis, the 

network monitoring interval must be adjusted to an appropriate time interval to ensure 

effective use of the system [58]. 

System verification was obtained by first connecting several remote end-points to the system. 

A small area chart is present for every site to indicate the status of each site for a historical 

period of thirty days. After it was established that the system accurately monitors remote end-

points, additional end-points were added to expand the reach of the monitoring system [58]. 

The first three months after system implementation were used as the baseline to evaluate the 

operation of the system. Calculation of the average active probing success rate per day for a 

period of three months was used to determine the baselines for all monitored sites [58]. The 

results of the system can be viewed in Article II [58]. 

3.7 CONCLUSION 

In conclusion of this chapter, an excerpt is given from Article II [58]. 

“An extensive study on existing mission-critical systems showed that network-layer 

monitoring is seldom incorporated into the designs of industrial IoT systems. Therefore, a 
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proactive monitoring system that monitors the communication uplink status of remote wide-

area wireless communication end-points was developed. 

The objective of this study was to develop and integrate this system into existing industrial 

IoT infrastructure to improve the robustness of existing infrastructure. The proposed system 

has been designed and implemented on existing energy management projects of an 

established ESCo. 

A total of 80 remote end-points, encompassing over a thousand individual components, were 

incorporated into the system for monitoring purposes. Unstable connections were 

successfully flagged and marked for investigation. Necessary steps were then taken to rectify 

the issues. 

The achieved results demonstrate that real-time monitoring of mission-critical end-points 

was successfully achieved. The integration of this system further improved the robustness of 

industrial IoT infrastructure. The results of two independent remote end-points using this 

system found that unstable connections were identified within one hour of operation. It is 

believed that the incorporation of the proposed system will serve as motivation to incorporate 

IoT solutions and applications in the heavy industry realm.” 

With a novel telemetry monitoring system developed and verified, the next step is to illustrate 

the value of such a system in the heavy industry sector. Article III documents the value of the 

developed system, and the findings are discussed in the next chapter. 



 

This section aims to provide a detailed discussion on the objectives and outcomes of Article 

III. 
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4.1 PREAMBLE 

The aim of this thesis is to address the challenge of developing a new telemetry monitoring 

system to enable Industry 4.0 initiatives in the South African heavy industry sector. The aim 

of Article II was to verify the proposed network telemetry monitoring system. 

With system verification established, Article III aims to emphasise the value of the proposed 

system in industry. The quality and stability of existing mobile communication networks can 

hamper the effectiveness of industrial information systems and should, therefore, be 

monitored and maintained on a constant basis. Article III can be found in Appendix D and 

was published in the South African Journal of Industrial Engineering [71]. 

4.2 ARTICLE OBJECTIVES 

In response to the holistic problem statement, Article III aims to illustrate the value of the 

proposed telemetry monitoring system in sustaining the operations of industrial information 

systems [71]. The objectives of Article III are to: 

• Establish the context in which real-time data transfer and communication is achieved 

in industrial operations. 

• Present several case studies that emphasise the value of the proposed system in the 

heavy industry sector. 

The objectives listed above aim to promote the system presented in Article II. Article III 

serves to validate the operation and value of the network monitoring system. 

4.3 METHODOLOGY 

In response to the article objectives listed in the previous section, a summary of the 

methodological approach for Article III is provided below: 



Article III: The value of a telemetry monitoring system 

A new telemetry monitoring system to enable Industry 4.0 initiatives in the South African heavy 

industry sector 

39 

 

• The methodological approach discussed in Chapter 3, in relation to Article II, has also 

been applied in the methodology of Article III. The value of the developed system is 

considered to be the main focus of Article III.  

• System verification has been established by Article II. In order to emphasise the value 

of the developed system, a troubleshooting methodology has been developed. The 

methodology is documented in Article III. 

The telemetry monitoring system consists of three main design components, which are 

presented and discussed below: 

Component 1 - The physical layer: The first component of the system focuses on the 

acquisition of data. To determine the state of the communication network, data needs to be 

retrieved. This is done by using an active probing procedure to determine whether the 

communication network is online. For the proposed system, the physical layer will be the 

execution of active probing software routines to determine the state of the various network 

parameters listed in Table 1 below. 

Component 2 - The data layer: The results obtained from the active probing routine then need 

to be processed and stored in a database. This component is categorised as the data layer of 

the system. Active probing procedures are invoked routinely during the day, and the data is 

processed to obtain daily and hourly averages. The data layer also acts as a historian that can 

be used as an additional tool to evaluate the performance of energy management systems. For 

the proposed system, the data layer will be in the form of an SQL database. 

Component 3 - The application layer: The final component of the system allows the 

processed data to be relayed to visual dashboards for analysis and decision-making purposes. 
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The application layer allows trained personnel to start a troubleshooting and diagnostic 

process to rectify issues that might arise without the need to travel to the actual industrial site 

to start troubleshooting. For the proposed system, the application layer will be in the form of 

a graphical user interface (GUI). 

A modular design approach has been followed to allow for rapid expansion if additional 

industrial sites need to be included for telemetry monitoring purposes. Visual dashboards are 

presented to personnel and serve as a graphical user interface on which telemetry status 

signals can be viewed. 

By gaining insight into the status of the cellular network, a detailed troubleshooting 

methodology can be developed and used in the event of communication disruptions. Figure 5 

below illustrates the proposed troubleshooting methodology, as highlighted in Article III. 
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Figure 5: Communication disruption diagnosis and troubleshooting [71]  
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4.4 LITERATURE STUDY 

Cellular communication technologies and cellular infrastructure play a predominant role in 

facilitating real-time communication [72]. To utilise this infrastructure for real-time data 

transmission, minimal hardware is required to be installed. For most applications, a single 

industrial router is required to be installed, after which access can be obtained to the entire 

cellular network. 

In addition to the installation of a router, mobile subscriber identification modules (SIMs) 

must also be incorporated to allow for wireless communication [73]. Several other 

applications that utilise mobile cellular networks for mobile communication can be seen in 

[59], [74]–[76]. 

The use of existing infrastructure implies that no control can be exercised over the network. 

The end-user that utilises the network must, therefore, cater for potential communication 

disruptions over which they have no control. 

Disruptions in communication can result in data loss, which can have a negative impact on 

the performance of industrial processes and systems. Should the existing cellular 

communication network experience disruptions in communications, industrial information 

systems, as proposed by [27], [29], [39], would become unreliable and have no benefit to 

industrial clients. 

Several network monitoring systems have been proposed in literature. Civerchia et al. 

proposed a localised IIoT monitoring system for predictive maintenance applications [77]. 

The main objective of the system is to facilitate the pervasive monitoring of industrial 

machinery. 
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The system proposed by Civerchia et al. successfully implemented the capability of 

monitoring industrial equipment in real-time. Emphasis was, however, placed on the 

equipment side and not on the monitoring of the communication network itself. The system 

is, therefore, unable to report on the status of the equipment if the communication network is 

down. 

In addition to the limitation above, the proposed system was implemented locally, where 

direct access to equipment can be achieved with the installation and interfacing of sensor 

nodes. A key concern that should be noted from literature is the quality and reliability of 

wide-area wireless telemetry when industrial plants are separated by large geographical 

distances [78]. 

Another proposed system is the monitoring of wireless networks in smart factories. A brief 

excerp is given from Article III [67]: “Gisbert et al. proposed a system that can monitor the 

performance of heterogeneous wireless networks within the context of local smart factories 

[79]. One key feature of the proposed system is the ability to reconfigure wireless 

communication nodes based on the quality of the network. The aim of the system is to help 

guarantee the robustness and reliability of wireless communications in the context of smart 

factories. The quality and reliability of wide-area wireless communication networks are, 

however, not addressed.” 

Finally, an investigation was done into propriety network analysis tools, such as Cacti and 

Nagios and a number of concerns were raised. Firstly, the listed tools are not free, and 

licenses are required to utilise the software. Secondly, the software is incompatible with GSM 

communication networks. Parameters such as signal strength and bandwidth cannot be 

monitored by the mentioned tools for wide-area cellular communication.   
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Although the solutions from literature add value to the current state-of-the-art network 

monitoring, these systems are not appropriate in the context of wide-area wireless 

communications. Furthermore, literature has shown that no network monitoring solution 

exists within the context of the South African mining sector. There is, therefore, a need to 

illustrate the value of a network monitoring system in industry that facilitates network 

monitoring over cellular networks. 

4.5 SUMMARY OF ARTICLE 

Three steps must be mastered for industrial information systems to be able to accurately 

process and display information. The first step is to acquire the necessary data from industrial 

end-points. In the heavy industry sector, equipment is controlled via programming logic 

controllers [71]. 

These controllers interface with a central SCADA system, which allows for real-time 

monitoring and control of industrial processes and equipment. In several cases, additional 

control systems are required on separate servers to optimise existing control philosophies. 

These systems usually interface with existing SCADA systems by means of the open 

platform communications (OPC) server. In most cases, these systems are used to retrieve 

real-time raw data for information systems [71]. 

The second step is real-time data transmission. Most information systems utilise cloud-based 

infrastructure for storage and processing. This implies that a communication network is 

required for data transmission [58], [71]. 

Industrial plants and compounds are distributed across large geographical distances. To 

enable data transmission, the mobile cellular communication network is utilised as the 
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communication infrastructure. This requires the installation of industrial mobile cellular 

communication routers on-site to facilitate data transmission via the cellular network [71]. 

SIMs must be present in every router for mobile cellular communication routers to 

successfully transmit data. In several cases, industrial compounds serve as a hub for wireless 

data transmission. Data would be transmitted from other compounds to one central location 

from which control systems can acquire access to the data via OPC [71]. 

The final step is the transformation of transmitted raw data into usable information. The 

transmitted data is stored in a centralised or decentralised storage scheme from which 

calculations can be made to convey meaning. Information can then be relayed to end-users in 

the form of online dashboards, which are accessible from any location [71]. 

A critical reflection on the three steps discussed above shows that the mobile cellular 

communication router and mobile cellular network must be considered as a critical point in 

the overall architecture. 

Any QoS degradation in the network will result in a failure to transmit data, which affects the 

overall reliability of information systems. The system proposed in this paper aims to 

specifically address this concern, illustrating the value of this system within the context of 

existing industrial information systems [71]. 

Article III highlights three key perspectives for maintaining the stability and operational 

effectiveness of an industrial wireless communication network. An excerpt from Article III is 

provided as discussion [71]: “Three key perspectives that are crucial to the overall quality 

and stability of a wireless communication network have been identified. The first perspective 

is the global operational status of the wireless communication network. This perspective is 
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labelled as the “line-of-site” perspective, even though wide-area wireless communications 

are not considered to be directional. 

Software subroutines were implemented to determine the operational status of the line-of-site 

perspective. This entails the transmission of data packets across the network link to the 

receiving end-point located at an industrial facility. An operational end-point with a stable 

link will reply with an echo data packet in response to the active probing transmission. The 

responses can then be recorded and history compiled for troubleshooting purposes. 

The second perspective focuses on the usage of mobile data to facilitate all network 

communication. Mobile data is an expensive resource and should, therefore, be monitored on 

a constant basis. A depletion in the mobile data bundle will also result in network downtime, 

which is unacceptable. 

The third and final perspective focuses on the quality of the network link. The quality of a 

communication network can be determined by looking at the signal strength of the network. 

Network signal strength provides valuable insight into the current state of the network and 

can highlight potential issues such as coverage gaps present in remote areas as well as 

interference that might disrupt wireless communication over long distances.” 

Three major scenarios from actual case studies are presented below to illustrate the value of 

the system in Article III. The first scenario aims to illustrate the importance of constantly 

monitoring the status of the network uplink to remote industrial sites [71]. 

The second scenario aims to illustrate the importance of monitoring network bandwidth 

availability. Finally, the third scenario aims to illustrate the importance of monitoring 
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network signal strength [71]. Results from the three perspectives discussed are presented 

below, and a more detailed discussion can be found in Article III. 

Figure 6 below shows the effect intermittent network connectivity has on real-time data 

transmission. A critical equipment measurement is presented by the line graph, whilst the 

area plot represents the average active probing success rate of the network uplink. From 

Figure 6, it can be seen that data loss occurred during two separate periods. No network 

uplink was available during these two periods. 

The failure in the connection uplink resulted in a failure to relay all real-time data to the 

information system. Data transmission continued after the network connection to the remote 

site was restored. The telemetry system was successful in isolating the cause for data loss and 

aiding in effective troubleshooting. 

 

Figure 6: The effect of intermittent connectivity on data transmission [71]  
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Figure 7 below presents a similar scenario where a critical equipment measurement dropped 

to zero, indicated by the line plot. An investigation was launched to identify the cause for this 

measurement drop. The telemetry monitoring system indicated that the network connection to 

the industrial site was indeed operational. The average active probing success rate of the 

network connection is once again indicated by the area plot. 

The findings of the investigation indicated that the on-site OPC server was offline. Real-time 

data acquisition via the on-site energy management system was, therefore, impossible since 

the OPC server facilitates communication between the energy management system and the 

on-site SCADA system. After the OPC server was restarted, data transmission was again 

operational [71]. 

 

Figure 7: An example of a stable connection uplink with intermittent data [71] 
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whilst the area plot represents the level of mobile data usage. The main observation that can 

be made from Figure 8 is that real-time data transmission is halted once network mobile data 

has been depleted. 

In order to rectify the issue, mobile data needs to be manually loaded, and this can take a 

considerable amount of time to reflect. The telemetry monitoring system, therefore, aims to 

proactively prevent possible dead times due to data depletion by monitoring the real-time 

consumption of mobile data. 

Various causes for excessive data consumption exist, namely negligence from maintenance 

personnel with regard to remote monitoring via remote desktop sessions and continuous 

retransmission of raw data from site [71], [73]. The causes for excessive data consumption 

can be integrated into the diagnostic and troubleshooting methodologies used by dedicated 

maintenance teams. The telemetry monitoring system aims to provide a reference point from 

which these teams can conduct troubleshooting routines [71]. 

 

Figure 8: The effect of mobile data depletion on data transmission [71] 
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Signal strength levels play a vital role in sustaining maintenance agreement effectiveness 

[71]. Figure 9 below illustrates the effect of weak signal strength on the real-time monitoring 

capabilities for maintenance agreement purposes. 

Figure 9 shows a clear drop in the quality of the network signal strength, which resulted in 

data loss. A variety of factors can influence the signal strength of wide-area wireless 

communications, such as electromagnetic interference and limited network coverage. 

Article III provides clarity on the challenges discussed above, as well as possible intervention 

strategies [71]: “The decline in the signal strength shown in Figure 9 was a result of 

infrastructure being moved to a different location on site. The new location experienced 

periodic dead times in network coverage, which resulted in occasional dead times during 

which no data transmission was possible. The telemetry monitoring system assisted in 

diagnostics and troubleshooting, and the issue was rectified by repositioning the installed 

infrastructure to a new position. 

To compensate for the gaps that are present in network coverage, a detailed coverage 

investigation must first be done to determine the state of network coverage. This information 

must then be used to determine a suitable location for the installation of an energy 

management system and the supporting infrastructure.” 
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Figure 9: The effect of weak signal strength on data transmission [71] 
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The improvement and increased sustainability of QoS is made possible when telemetry 

between an energy services company and remote industrial sites are monitored. The proposed 

system also implements a novel approach to combining telemetry monitoring data with 

industrial information system data. By doing so, accurate and effective troubleshooting can 

be done to determine the cause of potential data loss present in industrial information systems 

[71]. 

Real-time data transmission, processing and display are crucial factors in condition-based 

maintenance systems and EMIS. Effective maintenance strategies and the need-to-know are 

also considered to be crucial factors in energy savings initiatives. The proposed system could 

assist in maintaining energy management system stability [71]. 

4.7 CONCLUSION 

In conclusion to this chapter, an excerpt is provided from Article III below [71]: 

“The performance of integrated demand-side management projects and other maintenance 

strategies can be greatly affected by an unstable telemetry uplink between an energy services 

company and a remote industrial site. An investigation into state-of-the-art Industry 4.0 

applications showed that IIoT applications rely on a stable telemetry uplink but do not 

monitor the actual uplink itself. This implies that current IIoT systems can be unreliable if the 

quality of the communication network degrades. 

The achieved results demonstrate the value of this system. Positive impacts were made on 

condition-based maintenance agreements. The system is generic and can, therefore, be 

applied to any IIoT ecosystem where mobile communication networks are utilised for real-

time data transmission. The results obtained show that the proposed system can enhance the 
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robustness of existing IIoT infrastructure and this, in turn, promotes the adoption of Industry 

4.0 concepts into the heavy industry sector.” 

The aim of Article III is to emphasise the value of a novel telemetry monitoring system in the 

heavy industry sector. In addition to the implementation of such a system, there is still a need 

to proactively manage and maintain communication infrastructure that allows for wireless 

communication over large geographical distances. Failure to do so would result in the 

accumulation of excessive network costs or even failure in network communication [71]. The 

next chapter addresses the management of network infrastructure to allow for effective 

communication to take place. 



 

This section aims to provide a detailed discussion on the objectives and outcomes completed 

in the conference paper. 

 

CHAPTER 5 

 
 

CONFERENCE PAPER: PROACTIVE 

INFRASTRUCTURE MANAGEMENT 
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5.1 PREAMBLE 

The aim of this thesis is to address the challenge of developing a new telemetry monitoring 

system to enable Industry 4.0 initiatives in the South African heavy industry sector. With 

Article III emphasising the value of the proposed telemetry monitoring system in industry, 

the objective of the conference paper is to address additional challenges within the context of 

network infrastructure and costs. 

The conference paper can be found in Appendix E and was published in the proceedings of 

the 2018 annual conference of the South African Institute for Industrial Engineering [73]. 

5.2 PAPER OBJECTIVES 

In response to the holistic problem statement, the objective of this paper is to present and 

emphasise the value of an information and asset management system for SIM cards used by 

existing IIoT applications [73]. The objectives of the paper are to: 

• Offer an architectural overview of industrial information systems in the context of the 

Industry 4.0 domain. 

• Discuss critical challenges that can hamper the network layer quality and stability of 

industrial information systems. 

• Address SIM management by introducing a comprehensive information and asset 

management system. 

• Emphasise the value of an information and asset management system by analysing the 

results obtained in the field. 

5.3 METHODOLOGY 

In response to the article objectives listed in the previous section, a summary of the 

methodological approach for the paper is provided below: 
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• Firstly, the methodology was initiated with an extensive literature review of the 

current state of industrial information systems in industry. The paper highlights two 

systems in literature that are being used in industry that fits within the context of this 

paper. 

• Phase 2 of the literature survey focused on identifying critical challenges that can 

have a profound effect on the quality and stability of industrial information systems. 

An investigation was done on the two systems highlighted in the paper. Site visits 

were first conducted to determine the exact method of operation. 

• Based on the information gathered, a comprehensive information and asset 

management system was introduced. The application of this system, and the value 

thereof, is highlighted in the paper. 

5.4 LITERATURE STUDY 

The South African heavy industry, namely deep-level mining and steelmaking industries, still 

utilise traditional models focused on centralisation for the monitoring and control of 

production and assets [39]. The current operational architecture of the South African heavy 

industry sector still lacks the required infrastructure to support Industry 4.0 initiatives. A full 

shift to decentralised and autonomous monitoring and control is, therefore, infeasible. 

An industrial information system can be divided into three main parts, namely, the physical 

layer, the network layer and the application layer. The collection of raw data takes place in 

the physical layer. Various sensors and actuators can be used to perform this task, but it is 

also possible to make use of an existing industrial supervisory control and data acquisition 

(SCADA) system to collect data. 
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The data obtained from industrial endpoints must then be transmitted to a decentralised 

storage scheme for data processing and storage. Cloud-based systems are used to allow for 

decentralised accessibility. Wide-area wireless communications, such as the Global System 

for Mobile communication (GSM), is used to transmit data to the cloud-based facility. This 

requires industrial GSM routers to be installed at industrial endpoints. Each router must also 

be fitted with a SIM card for connection to a mobile service provider network. Various works 

in literature emphasise the importance of wide-area wireless communications in IoT 

applications [64], [72], [80], [81]. Without a stable network layer, industrial information 

systems will be rendered inoperable. 

Industry 4.0-related initiatives that mostly focus on indirect support and service delivery 

have, however, been proposed and implemented. The scope of these initiatives encompasses 

condition-based maintenance systems, automated bill analysis systems, EMIS, and remote 

monitoring and maintenance systems [27], [29], [30], [36]. 

Goosen et al. [29] proposed a comprehensive energy management information system with 

the objective of providing industry with the ability to comply with various energy 

management standards, legislation and incentive structures. The system facilitates data 

collection and storage processes, as well as data analysis methods to provide users with 

accurate energy reports. 

Input data is provided to the system from external metering parties, the state-owned 

electricity utility Eskom, as well as direct input from industrial SCADA systems. Accurate 

energy reports are then provided as output. The energy reports can be viewed in document 

format, or the data can be viewed on real-time electronic dashboards. 
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Van Jaarsveld et al. [27] proposed a condition-based maintenance system with the objective 

of providing industry with the ability to accurately determine in real-time fashion the status of 

vital assets, such as pumps, compressors and fridge plant units. This system follows a similar 

approach to that of the EMIS proposed by Goosen et al. Only one source of input is used, 

which is the industrial SCADA system. 

Various status and efficiency parameters are monitored, such as vibration characteristics, 

temperature levels and trip counters. Data is transmitted in a real-time fashion to a 

decentralised processing and storage unit, after which the processed data is relayed to visual 

dashboards. The transmitted data is processed for exception reporting, as well as “Safe, 

Caution, Risk, Failure” (SCRF) assessments. 

The initiatives listed above rely heavily on mobile communication networks for real-time 

data transfer. Disruptions in the communication network will hamper the effectiveness and 

reliability of information systems that are critical to industrial operations. 

Several challenges exist that inhibit the ability of industrial information systems to relay 

critical data in a real-time fashion. Mismanagement of SIM cards, the maladministration of 

mobile communication routers on-site, and general hardware failures are among the few 

challenges that can result in intermittent connectivity. 

5.5 SUMMARY OF PAPER 

In order to effectively manage SIM cards in industry, a comprehensive information and asset 

management system are required. Two main functional blocks form the foundation for the 

proposed information and asset management system. Figure 10 below provides an 

architectural overview of both functional blocks. 
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Figure 10: An architectural overview of the information and asset management system 

[73] 

 

The linking of various SIM cards to individual personnel or industrial sites is facilitated by 

the general management block. The identification of individual SIM units is facilitated by the 

module management block. Administration and cost details of individual SIM cards are also 

provided. The module management block allows for a cost and budget analysis to be 

conducted [73]. 

The module management subsystem enables accurate cost analysis calculations to be made. 

The input data required to perform the cost analysis calculations must be provided in the form 

of data contract invoices and mobile service provider summary sheets [73]. 

The cost analysis functionality relies on a separate service provider bill analysis section. Data 

contract invoices are used as input in order to extract the SIM module mobile station 
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international subscriber directory number (MSISDN), as well as the monthly expense for the 

module. The output data obtained from the analysis functionality is compared to a suggested 

budget. This comparison is then used to calculate a cost difference, from which a usage 

profile can be compiled for a specific module [73]. 

The general management subsystem allows for a SIM card to be linked to a user, which can 

either be an industrial site or personnel. Personnel is often required to conduct remote 

monitoring and maintenance of site equipment and systems. To this end, SIM cards are used 

to facilitate remote monitoring procedures. A designated IP address linked to each SIM card 

gives project engineers the ability to access on-site servers from a remote location securely 

[73]. 

SIM card modules allocated to industrial sites facilitate the real-time transmission of data. 

These modules form an integral part in sustaining the operational ability of industrial 

information systems [73]. The general management subsystem lists vital module details, such 

as the network address, the MSISDN number, the module activation and expiry date, and the 

network address linked to a specific module. 

A detailed cost analysis in South African Rand (R) can be viewed in Figure 11 below. The 

figure illustrates the costs involved in sustaining telemetry network connections to multiple 

industrial client groups. The actual cost per month is represented by the bar chart, and the 

budgeted value is illustrated by the area chart. The chart shows multiple crossover points, 

where the actual amount exceeded the budget value. This was caused by excessive data 

usage, where multiple SIM cards exceeded the stipulated data limit. 
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Figure 11: A cost analysis of existing SIM cards in circulation [73] 

 

When the monthly data limit is exceeded, out-of-bundle rates come into effect. This further 

increases the communication costs and, if left unchecked, will result in unnecessary 

expenditure. The information and asset management system assisted in the identification of 

SIM units on industrial sites that do not require any monitoring and maintenance [73]. These 

SIM units were decommissioned, which led to a decrease in the overall telemetry cost 

illustrated in Figure 10. 

The average communication cost before the intervention is illustrated by the red dashed line 

in Figure 10. The value equates to an amount of R71,698.93. During the intervention period, 

several SIM cards were decommissioned, which resulted in a drop in the average 

communication cost to an amount of R27,287.48 (illustrated by the green dotted line in 

Figure 10). This drop signifies a decrease of approximately 62% of overall communication 

costs [73]. 
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5.6 DISCUSSION 

Based on insight gained from literature and industry, it was determined that there is a clear 

need for the development of an information and asset management system. The aim of this 

system is to address the challenge of SIM card mismanagement in industry. The development 

of this system is considered to be an integral component of the network layer of any real-time 

information system that relies on mobile communication networks to facilitate wireless data 

transfer [73]. 

With the implementation of the asset management system, accurate cost analyses can be 

conducted on any mobile data contract. Billing invoices must be provided as input, and the 

system automatically generates the required cost profiles. 

The results clearly show the advantages of the system. An excerpt from the conference paper 

is provided for discussion [73]: “Automated cost analyses can provide valuable insight into 

the health of the network layer. The system can also identify communication anomalies that 

have a direct effect on the cost of maintaining a wide-area wireless telemetry uplink. 

The system presented in this paper ensures that industrial information systems such as 

remote monitoring and maintenance systems proposed by Yang et al. [82] and condition-

based maintenance systems proposed by Van Jaarsveld et al. [27] will always be able to 

maintain real-time communication whilst keeping communication costs at a minimum. 

The system also identified SIM cards that were subject to theft. High data costs usually point 

to module theft. One investigation showed that a module linked to a router that was not 

operational still showed high data costs. An on-site investigation revealed that an 

unauthorised SIM swap was done, with the replacement SIM being defective. 
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The system proposed in this paper approaches network layer maintenance and stability from 

a cost and budget point of view. Not only does this improve the quality and reliability of 

wide-area wireless telemetry, but it also maintains indirect expenses that are associated with 

industrial information system communications.” 

This system should be incorporated into existing information systems to increase operational 

and management efficiency. An example would be to integrate this system into the EMIS 

proposed by Goosen et al. [29]. 

Industrial client groups can also benefit from this system, should the system be integrated 

with other real-time information systems that have already been implemented in industry. 

This will additionally allow for the generation of cost analysis reports that can be distributed 

on an operational level. This integration will expand the reach of the system and enable 

clients to take responsibility for communication costs [73]. 

5.7 CONCLUSION 

In conclusion of this chapter, an excerpt is given from the conference paper listed in 

Appendix E [73]. 

“The network layer is the backbone of any industrial information system. In the context of 

Industry 4.0, most information systems rely on wide-area wireless telemetry to achieve data 

transmission and decentralised storage and processing of data. 

The GSM network is currently an acceptable method to achieve this. Challenges are, 

however, present that can hamper the effectiveness of industrial information systems. These 

challenges include the mismanagement of hardware devices, the maladministration of SIM 

cards, and hardware failures. 
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This conference paper presented an information systems approach to the management of SIM 

cards utilised in industry. The system consists of two main foundational blocks which allow 

for the calculation of automated cost analyses. These cost analyses contain actual expenses 

as well as budgeted values, which allows for budget comparisons to be made. 

Weighted analyses are also possible, which assists in determining exceptions where 

communication anomalies are present.” 

The implementation of the proposed system allowed for an overall communication cost 

reduction of 62%. Average monthly network costs were reduced from approximately 

R72,000 to R27,000 [73]. 
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6.1 PREAMBLE 

This section aims to discuss the outcomes of this study. The novel contributions to literature 

of each individual article are presented. The outcomes of the articles presented in this thesis 

are summarised, and concluding remarks are presented. A validation strategy is also provided 

at the end of the chapter. 

6.2 CONTRIBUTIONS TO LITERATURE 

The novel contributions of each article are presented below. Each novel contribution is 

divided into a context section, a requirement section, and a contribution section. These novel 

contributions aim to satisfy the problem statement defined in the previous section. The 

contributions lead to improved QoS in wide-area wireless telemetry networks in the heavy 

industry sector. 

I. Towards Industry 4.0: A Roadmap for the South African Heavy Industry Sector. 

Context 

The Industry 4.0 paradigm is a relatively new concept that still requires detailed investigation 

and discussion. Standards, technologies, and overall guidelines need to be presented if 

successful adoption in the heavy industry sector is to take place. Several technologies and 

methods exist which form the foundation of the Industry 4.0 vision, but no clear roadmap of 

implementation is available from literature within the context of the heavy industry domain. 

Requirement 

Literature has shown that no clear Industry 4.0 architectural description is available within 

the context of the heavy industry sector. Based on the context described above, there is a need 

to clearly define the Industry 4.0 paradigm within the context of heavy industry. A clear 



Discussion 

A new telemetry monitoring system to enable Industry 4.0 initiatives in the South African heavy 

industry sector 

67 

 

architectural description is required for Industry 4.0 adoption. With Industry 4.0 being a 

relatively new concept, the required architectural description can be used as an 

implementational roadmap to guide heavy industry players on the road to Industry 4.0 

adoption. 

Contribution 

In Article I, a clear architectural description is presented that can be used to guide heavy 

industry players in the adoption of key Industry 4.0 principles in practice. An input-output 

methodological approach was followed to deconstruct the Industry 4.0 paradigm into two 

parts. 

The input model labelled as the digital framework serves as the chief enabler of the output 

model, labelled as the digital toolbox. Together these two components form a roadmap that 

can be utilised to navigate the tides of Industry 4.0 adoption in the heavy industry sector, with 

specific application to the South African mining sector. 

The value that Industry 4.0 adds to the mining sector is illustrated by the Industry 4.0 digital 

toolbox. It is, however, impossible to implement the digital toolbox fully if the digital 

framework does not exist. Key framework technologies and principles must, therefore, be 

incorporated before the digital toolbox can be applied, starting with the five framework 

technologies: cyber-physical systems, IoT, big data, decentralised computing, and wireless 

networks. 

Validation 

Article I presented a detailed architectural study of the Industry 4.0 paradigm. The digital 

framework and the digital toolbox proposed in this paper clearly highlight key areas of 
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importance that must be addressed before Industry 4.0 adoption can take place. To illustrate 

the utility of the proposed architectural model, a theoretical case study was developed. In the 

context of the South African mining industry, a methodological shift must be made from 

traditional centralised operations to decentralised computing. 

This, together with the implementation of wireless sensor network infrastructure, will assist 

in the development and advancement of asset management systems, condition-based 

maintenance systems, and energy management systems. The incorporation of sensors and 

decentralised computing will enable the incorporation of predictive maintenance strategies, 

which in turn will improve the operational uptime of equipment. Article I succeeded in 

identifying shortcomings in the South African mining sector, and it succeeded in providing a 

detailed Industry 4.0 roadmap for the South African heavy industry context. 

II. Development of a Software-Based Monitoring and Information System for Industrial 

Telemetry Applications. 

Context 

The heavy industry sector cannot yet be classified as “smart” industry, and most players in 

the sector are still operating at traditional “best-effort” service levels. In addition to this, 

heavy industrial facilities are usually spread over wide geographical areas and operate under 

adverse conditions. 

Due to the geographical separation of industrial plants, wide-area wireless telemetry networks 

are utilised to achieve real-time communication and data processing. For Industry 4.0 

applications to be effective, QoS is a top priority. Challenges such as limited bandwidth, 

intermittent connectivity of wireless networks, and potential security threats can, however, 
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hamper the QoS of these telemetry networks, which makes Industry 4.0 applications 

ineffective. 

Requirement 

Literature has shown that established heavy industries such as the mining and steel 

manufacturing sector, water distribution schemes, and power utilities are reluctant to adopt 

Industry 4.0 strategies. This hesitance is due to legitimate concerns, such as safety, security, 

and capital expenditures. 

In addition to this, the challenges mentioned in the context section above also contribute to 

the slow adoption rate. There is, therefore, a need to address the QoS of wide-area wireless 

telemetry networks to ensure that a stable communication network is provided for real-time 

data transmission. 

Contribution 

In Article II, a new software-based system that actively monitors the network layer vital signs 

of a wide-area wireless telemetry system is proposed. This monitoring system can be 

deployed remotely for IIoT applications. 

Literature has identified existing monitoring systems, but these systems only focus on small-

scale networks. The scope and reach of the proposed system are of a national scale, which 

makes this monitoring system unique within the context of industrial communication 

networks. 

Validation 

The proposed system in Article II has been designed and implemented on existing energy 

management projects of an established energy services company. A total of 80 remote end-
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points, encompassing over a thousand individual components, were incorporated into the 

system for monitoring purposes. Unstable connections were successfully flagged and 

earmarked for investigation. Necessary steps were then taken to rectify the issues. 

The results achieved demonstrate that real-time monitoring of mission-critical end-points was 

successfully achieved. The integration of this system further improved the robustness of 

industrial IoT infrastructure. It is believed that the incorporation of the proposed system will 

serve as motivation to incorporate IoT solutions and applications in the heavy industry realm. 

 Article II successfully isolated a specific limitation highlighted by Article I and provided a 

novel solution to the identified problem. The system developed and documented in Article II 

successfully achieved the need to bring heavy industrial players into the Industry 4.0 realm 

by addressing QoS issues in wide-area wireless communication networks. 

III. The Value of a Telemetry Monitoring System on Sustaining the Operational 

Performance of Industrial Information Systems. 

Context 

Network layer quality and stability form a crucial part of an Industry 4.0 ecosystem. Methods 

such as M2M communication and wide-area wireless telemetry form the backbone of an 

interconnected industrial IoT environment. 

Currently, the GSM network is utilised by heavy industry players to achieve long-range data 

transmission. Disruptions in communication are, however, a constant occurrence, which can 

hamper the functionality of real-time industrial information systems. 
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This, in turn, contributes to the slow Industry 4.0 adoption rate in the heavy industry sector. If 

Industry 4.0 is to be successfully integrated into the heavy industry domain, accessibility and 

connectivity disruptions must be addressed on a proactive level. 

Requirement 

Intermittent connectivity in wide-area wireless communications can hamper the QoS and 

hence the effectiveness of real-time industrial information systems. Industrial information 

systems will also fall short of their objectives if no input data is received from remote 

industrial locations. 

There is, therefore, a need to develop a telemetry monitoring system that analyses all status 

parameters of an industrial wide-area wireless telemetry network. In addition to the 

development of this system, integration with existing real-time information systems is also 

required to promote effective troubleshooting and introduce proactive maintenance 

procedures on network infrastructure. 

Literature has shown that existing monitoring systems do exist but are implemented on short-

range communication networks that are carried out in a single building or local area. These 

networks do not experience the same challenges as wide-area wireless networks, and the 

value of existing systems is also often overlooked. 

Contribution 

The proposed system in Article II was expanded and integrated into existing industrial 

information systems with the aim of increasing the operational performance of these systems. 

This expansion and integration also result in enhanced troubleshooting procedures that can be 

followed on-site to rectify any network communication anomalies. 
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Validation 

The results from Article III succeeded in demonstrating the value of the proposed system. 

Positive impacts were made on equipment monitoring in the heavy industry sector. The 

system is generic and can, therefore, be applied to any IIoT ecosystem where mobile 

communication networks are used for real-time data transmission. The results show that the 

proposed system can enhance the robustness of existing IIoT infrastructure, and this promotes 

the adoption of Industry 4.0 initiatives in the South African heavy industry sector. 

IV. An Information Systems Approach to the Proactive Management of Subscriber 

Identification Modules in Industry. 

Context 

Several Industry 4.0-related systems focusing on indirect production support and service 

delivery have been implemented in the South African heavy industry sector. These systems 

utilise existing cellular communication infrastructure to facilitate real-time data transmission.  

Network assets such as SIMs and network routers are required to utilise mobile 

communication networks. Mismanagement of these assets can result in additional capital 

expenditures and network instability, which can have a negative effect on the performance of 

industrial information systems. 

Requirement 

It is evident from the context described above that there is a need to ensure the effective 

management of underlying supporting hardware to allow for effective communication to take 

place. Several online platforms do exist but fail to provide a consolidated overview of 

industrial telemetry networks. 
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There is, therefore, a need to develop an information and asset management system to 

consolidate all information of the supporting communication infrastructure. This system will 

aid in troubleshooting and maintenance processes when real-time communication is 

disrupted. 

Contribution 

In the conference paper, the value of an information and asset management system for the 

management of SIM cards utilised in heavy industry is emphasised. The paper aims to 

analyse and present the current architecture of existing industrial information systems and 

discuss key challenges that contribute to communication disruptions. 

The paper introduces a new information and asset management system to address the 

challenges presented. The system is validated, and the results reflect the value of such a 

system in industry, with a communication cost reduction of 62%. 

Validation 

A review of existing systems from literature and industry shows that there is a need for a 

comprehensive information and asset management system to address the management of SIM 

cards in industry. This system forms an integral part of the network layer of any Industry 4.0 

information system that utilises the GSM network for real-time wireless data transfer. The 

information and asset management system proposed in this paper allowed for accurate cost 

analyses to be executed on SIM contracts.  

The system automatically generates these profiles based on billing invoices provided as input. 

The results presented in the previous section clearly shows the value of the system. The 

automated cost analyses can provide valuable insight into the health of the network layer, and 

it can identify communication anomalies that have a direct effect on the cost of maintaining a 
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wide-area wireless telemetry uplink. The system proposed in the paper succeeded in reducing 

the overall communication costs of wide-area wireless telemetry in the South African heavy 

industry sector. 

6.3 VALIDATION STRATEGY 

In order to validate whether the outcomes of this study provide a unique solution to the 

complex problem statement, a validation strategy is required. A strategy consisting of five 

steps has been outlined and is stipulated as follows: 

I. Revisit the gap in the knowledge spectrum defined in Chapter 1. 

II. Revisit the original problem statement defined in Chapter 1. 

III. Revisit the study objective defined in Chapter 1. 

IV. Reflect on the outcomes and results of the study methodology. 

V. Determine whether a solution to the original problem statement has been 

presented. 

I.  Gap in the knowledge spectrum 

From Chapter 1, a clear gap in the current knowledge spectrum has been identified. This gap 

is formulated as a single statement below: 

There is a gap in addressing the challenges of maintaining optimal Quality of Service in 

wide-area wireless communication networks. Failure to address these challenges directly 

affects the reliability of Industry 4.0 solutions, which further affects the adoption rate of 

Industry 4.0 principles in the South African heavy industry sector. 
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II.  Original problem statement 

Having defined a clear gap in the current knowledge spectrum, an original research problem 

was formulated and is re-iterated below: 

The Industry 4.0 paradigm currently experiences slow adoption within the South African 

heavy industry sector. Guaranteed Quality of Service in the network layer is the primary 

factor that hinders the adoption potential of Industry 4.0 principles.  

 

III.  Need for the study and study objective 

From the original research problem stated above, a clear need and study objective can be 

formulated: 

There is, therefore, a need to develop a new telemetry monitoring system to enhance the 

Quality of Service in the network layer hence enabling Industry 4.0 initiatives in the South 

African heavy industry sector. Hence, this thesis aims to emphasise the current limitations 

present in wide-area wireless communications and present a novel telemetry monitoring 

system to address these limitations in the South Africa heavy industry sector. 

 

IV.  Reflection on methodology 

The first step comprises a detailed review of the current Industry 4.0 landscape. The goal of 

this review is to identify shortcomings in the South African mining sector and to provide a 

detailed Industry 4.0 roadmap for the South African heavy industry context. 
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Article I achieved the stipulated goal by introducing a detailed architectural study of the 

Industry 4.0 paradigm. The digital framework and the digital toolbox proposed in this paper 

clearly highlight key areas of importance that must be addressed before Industry 4.0 adoption 

can take place. 

The South African mining industry serves as an example of how the proposed framework was 

applied to identify Industry 4.0 adoption hurdles. The way forward is to use this framework 

to identify potential gaps that might hinder Industry 4.0 adoption in the heavy industry sector. 

After the framework has been laid down, the next step is to develop and implement the 

necessary tools and processes that will ensure successful Industry 4.0 adoption in the heavy 

industry sector. 

The successful adoption of Industry 4.0 practices on a national scale — for example, in the 

Republic of South Africa — requires changes in current social and economic structures. For 

Industry 4.0 initiatives to be successful, social and economic systems must be created with 

the ability to respond dynamically to local and global changes. 

The required infrastructure to sustain Industry 4.0 methods and frameworks must be 

developed and integrated into society on a national scale. Finally, Industry 4.0 awareness 

must be created to foster a mindset of technological advancement on a social, economic, and 

industrial level. 

The roadmap presented in step I allows for current limitations to be identified. The goal of 

step two is to isolate a specific limitation and provide a solution to the identified problem. To 

bring heavy industrial players into the Industry 4.0 realm, it is important to address the QoS 
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issues of communication networks which can hamper the overall effectiveness of an Industry 

4.0 ecosystem. 

Article II achieved the stipulated goal by developing a novel monitoring system that monitors 

the communication uplink status of remote wide-area wireless communication end-points was 

developed. The objective of this study was to develop and integrate this system into existing 

industrial IoT infrastructure in order to improve the robustness of existing infrastructure. 

The proposed system has been designed and implemented on existing energy management 

projects of an established energy services company. A total of 80 remote end-points, 

encompassing over a thousand individual components, were incorporated into the system for 

monitoring purposes. Unstable connections were successfully flagged and earmarked for 

investigation. Necessary steps were then taken to rectify the issues. 

The results achieved demonstrate that real-time monitoring of mission-critical end-points was 

successfully achieved. The integration of this system further improved the robustness of 

industrial IoT infrastructure. It is believed that the incorporation of the proposed system will 

serve as motivation to incorporate IoT solutions and applications in the heavy industry realm. 

Disruptions in accessibility and connectivity can nullify the advantages of an Industry 4.0 

ecosystem. If Industry 4.0 is to successfully extend into the domain of heavy industry players, 

accessibility and connectivity disruptions must be addressed. With a new system developed 

and verified in the previous step to address this issue, the goal of step three is to assess and 

evaluate the value of the proposed telemetry monitoring system. 

Article III achieved the stipulated goal of emphasising the value of a stand-alone telemetry 

monitoring system that can independently monitor the status and quality of a mobile 
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communication network. The proposed system was developed and implemented on the 

existing telemetry network of a South African energy services company. Around 80 sites, 

each with a fully functional energy management system on-site were incorporated into the 

scope of the monitoring system. This allowed for more than a thousand individual industrial 

assets to be monitored and maintained. 

The results demonstrate the value of this system. Positive impacts were made on equipment 

monitoring in the heavy industry sector. The system is generic and can, therefore, be applied 

to any IIoT ecosystem where mobile communication networks are used for real-time data 

transmission. The results show that the proposed system can enhance the robustness of 

existing IIoT infrastructure, and this promotes the adoption of Industry 4.0 concepts in the 

heavy industry sector. 

With system evaluation conducted in step III, the final step focuses on an analysis of mobile 

network costs. The mismanagement of underlying network assets and infrastructure can, 

however, result in excessive communication costs. This, in turn, hampers the effectiveness of 

wireless data transmission. A comprehensive information and asset management system to 

assist with overall SIM card management is proposed. 

The conference paper achieved the stipulated goal by presenting an information systems 

approach to the management of SIM cards utilised in industry. The system consists of two 

main foundational blocks, which allows for automated cost analyses to be calculated. Cost 

analyses contain actual expenses as well as budgeted values, which allows for budget 

comparisons to be made. Weighted analyses are also possible, which assists in determining 

exceptions where communication anomalies are present. Average monthly network costs 

were reduced from approximately R72,000 to R27,000. 
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V.  Conclusion 

In summary, the outcomes of this study are presented in bullet form below to illustrate 

validation and how the solution addresses the original problem statement defined in Chapter 

1: 

• The outcomes of this study illustrate that this study succeeded in emphasising the 

current limitations present in wide-area wireless communications, as stipulated in the 

study objective. 

• The outcomes of this study illustrate that this study succeeded in presenting a novel 

telemetry monitoring system to address these limitations in the South Africa heavy 

industry sector, as stipulated in the study objective. 

• Therefore, the need to develop a new telemetry monitoring system to enhance the 

Quality of Service in the network layer hence enabling Industry 4.0 initiatives in the 

South African heavy industry sector, as stipulated in the study objectives, has been 

successfully addressed. 

• The original problem statement stipulates that “guaranteed Quality of Service in the 

network layer is the primary factor that hinders the adoption potential of Industry 4.0 

principles”. By successfully achieving the study objectives, this concern has been 

addressed. 

• The study, therefore, succeeded in addressing the concern that “The Industry 4.0 

paradigm currently experiences slow adoption within the South African heavy 

industry sector”, as stipulated by the original problem statement. 

• Finally, by providing a novel solution to the original problem statement, the gap 

identified in the knowledge spectrum has been addressed and satisfied.  
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From the reflection on the outcomes of the study, it can be seen that the objectives of the 

study have been met, and the need for the study, stipulated in Chapter 1, has been addressed.



 

This section aims to conclude this study. 

CHAPTER 7 

 
 

CONCLUSION 
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7.1 PREAMBLE 

The aim of this thesis is to address the challenges of developing a new telemetry monitoring 

system to enable Industry 4.0 initiatives in the South African heavy industry sector. The focus 

is on identifying and addressing challenges that inhibit the adoption of the Industry 4.0 

vision, strategy, and underlying methods.  

The communication network that is most commonly used in the South African heavy industry 

sector has been identified as the epicentre from which to start. As part of the objectives, this 

thesis aims to provide insight into the current scope and context of Industry 4.0 in the heavy 

industry sector. This section aims to reflect on the methodology, summarise the study 

contributions, discuss the value to industry, and finally present a short discussion on the 

potential future work that might be conducted to further promote the research objectives of 

this study. 

7.2 REFLECTION ON METHODOLOGY 

In response to the holistic problem statement stated in Chapter 1, this thesis presented a 

solution by outlining a four-step methodology focusing on context analysis, system 

development, system evaluation, and financial impact. Each of these steps will be presented, 

and a short reflection will be given on the methodology and study contributions. 

I.  Context analysis – Article I 

The first step comprises a detailed review of the current Industry 4.0 landscape. The goal of 

this review is to identify shortcomings in the South African mining sector and to provide a 

detailed Industry 4.0 roadmap for the South African heavy industry context. 
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Article I achieved the stipulated goal by introducing a detailed architectural study of the 

Industry 4.0 paradigm. The digital framework and the digital toolbox proposed in this paper 

clearly highlight key areas of importance that must be addressed before Industry 4.0 adoption 

can take place. 

The South African mining industry serves as an example of how the proposed framework was 

applied to identify Industry 4.0 adoption hurdles. The way forward is to use this framework 

to identify potential gaps that might hinder Industry 4.0 adoption in the heavy industry sector. 

After the framework has been laid down, the next step is to develop and implement the 

necessary tools and processes that will ensure successful Industry 4.0 adoption in the heavy 

industry sector. 

The successful adoption of Industry 4.0 practices on a national scale — for example, in the 

Republic of South Africa — requires changes in current social and economic structures. For 

Industry 4.0 initiatives to be successful, social and economic systems must be created with 

the ability to respond dynamically to local and global changes. 

The required infrastructure to sustain Industry 4.0 methods and frameworks must be 

developed and integrated into society on a national scale. Finally, Industry 4.0 awareness 

must be created to foster a mindset of technological advancement on a social, economic, and 

industrial level. 

II. System development and verification – Article II 

The roadmap presented in step I allows for current limitations to be identified. The goal of 

step II is to isolate a specific limitation and provide a solution to the identified problem. To 

bring heavy industrial players into the Industry 4.0 realm, it is important to address the QoS 
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issues of communication networks which can hamper the overall effectiveness of an Industry 

4.0 ecosystem. 

Article II achieved the stipulated goal by developing a novel monitoring system that monitors 

the communication uplink status of remote wide-area wireless communication end-points was 

developed. The objective of this study was to develop and integrate this system into existing 

industrial IoT infrastructure in order to improve the robustness of existing infrastructure. 

The proposed system has been designed and implemented on existing energy management 

projects of an established energy services company. A total of 80 remote end-points, 

encompassing over a thousand individual components, were incorporated into the system for 

monitoring purposes. Unstable connections were successfully flagged and earmarked for 

investigation. Necessary steps were then taken to rectify the issues. 

The results achieved demonstrate that real-time monitoring of mission-critical end-points was 

successfully achieved. The integration of this system further improved the robustness of 

industrial IoT infrastructure. It is believed that the incorporation of the proposed system will 

serve as motivation to incorporate IoT solutions and applications in the heavy industry realm. 

III.  System evaluation, validation, expansion and integration – Article III 

Disruptions in accessibility and connectivity can nullify the advantages of an Industry 4.0 

ecosystem. If Industry 4.0 is to successfully extend into the domain of heavy industry players, 

accessibility and connectivity disruptions must be addressed. With a new system developed 

and verified in the previous step to address this issue, the goal of step III is to assess and 

evaluate the value of the proposed telemetry monitoring system. 
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Article III achieved the stipulated goal of emphasising the value of a stand-alone telemetry 

monitoring system that can independently monitor the status and quality of a mobile 

communication network. The proposed system was developed and implemented on the 

existing telemetry network of a South African energy services company. Around 80 sites, 

each with a fully functional energy management system on-site, was incorporated into the 

scope of the monitoring system. This allowed for more than a thousand individual industrial 

assets to be monitored and maintained. 

The results demonstrate the value of this system. Positive impacts were made on equipment 

monitoring in the heavy industry sector. The system is generic and can, therefore, be applied 

to any IIoT ecosystem where mobile communication networks are used for real-time data 

transmission. The results show that the proposed system can enhance the robustness of 

existing IIoT infrastructure, and this promotes the adoption of Industry 4.0 concepts in the 

heavy industry sector. 

IV. Cost reduction methodology – Conference Paper 

With system evaluation conducted in step III, the final step focuses on an analysis of mobile 

network costs. The mismanagement of underlying network assets and infrastructure can, 

however, result in excessive communication costs. This, in turn, hampers the effectiveness of 

wireless data transmission. A comprehensive information and asset management system to 

assist with overall SIM card management is proposed. 

The conference paper achieved the stipulated goal by presenting an information systems 

approach to the management of SIM cards utilised in industry. The system consists of two 

main foundational blocks, which allows for automated cost analyses to be calculated. Cost 
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analyses contain actual expenses as well as budgeted values, which allows for budget 

comparisons to be made. Weighted analyses are also possible, which assists in determining 

exceptions where communication anomalies are present. 

7.3 VALUE TO INDUSTRY 

The quality and stability of wide-area wireless communications have been identified as 

crucial components for real-time data transmission across wide geographical distances. 

Overall, the network layer plays a critical role in an Industry 4.0 ecosystem. 

The outcomes of this study illustrate that existing limitations in wireless communication 

networks can directly affect the adoption of Industry 4.0 strategies and methods in the South 

African mining sector. Successful Industry 4.0 integration in the South African heavy 

industry sector relies markedly on addressing current issues such as connectivity disruptions 

and accessibility. 

The aim of Article I is to present a clear architectural methodology that can be used to guide 

heavy industry players in the successful adoption and incorporation of Industry 4.0 methods 

in practice. No clear architectural description with application on the heavy industry sector 

has been found from literature, and Article I, therefore, addresses the need to define a clear 

roadmap to Industry 4.0 adoption. 

Article I presents two components to Industry 4.0 adoption, namely the Industry 4.0 digital 

framework and the Industry 4.0 digital toolbox. The digital framework component acts as a 

key enabler to the digital toolbox. Together these two components define a roadmap that can 

be utilised to facilitate Industry 4.0 applications in industry. 
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With a clear architectural description provided by Article I, Article II aims to present a new 

software-based monitoring system to address current challenges present in wide-area wireless 

telemetry networks. With wireless communication networks considered to be crucial in 

Industry 4.0 applications, the proposed monitoring system aims to address QoS issues that 

can hamper the successful integration of Industry 4.0 methods and applications. 

Literature has shown that the heavy industry sector is still reluctant to adopt Industry 4.0 

practices due to geographical and infrastructure constraints. An investigation into existing 

monitoring systems showed that only small-scale wireless networks are monitored on a 

constant basis. To the extent of the research, no system was found that monitored wide-area 

wireless communications in the heavy industry sector. 

The proposed monitoring system was developed and implemented on a wide-area wireless 

telemetry network utilised by multiple industrial facilities within the Republic of South 

Africa. The system successfully monitored more than 80 remote sites, with communication 

failures being detected immediately. The average connection uplink time was also increased 

by more than 25%. 

With a new software-based monitoring system presented in Article II, the objective of Article 

III is to emphasise the value of such a system in the heavy industry sector. The telemetry 

monitoring system was expanded and integrated into existing industrial information systems 

with the objective of increasing the operational performance of these information systems. 

As discussed above, literature has shown that network monitoring systems do exist but are 

only implemented on small-scale networks. In addition to this, these systems are developed 



Conclusion 

A new telemetry monitoring system to enable Industry 4.0 initiatives in the South African heavy 

industry sector 

88 

 

as standalone troubleshooting systems. In Article III, the proposed monitoring system is 

integrated into existing real-time information systems. 

This integration allowed for the introduction of enhanced troubleshooting and maintenance 

procedures that can be followed on-site to rectify any network anomalies. The results of the 

system showed that a positive impact was made on condition-based maintenance agreements 

between an energy services company and a South African gold mining company. 

Mismanagement of network assets that facilitate wireless communication over wide 

geographical distances can result in unnecessary capital expenditures and network instability. 

Several online platforms do exist for network asset management, but these solutions fail to 

provide a consolidated overview of the status of industrial network communications. 

The conference paper listed in this thesis aims to introduce a new information and asset 

management system with the objective to consolidate, manage, and display all network asset 

information. The system was implemented as a standalone asset management system and 

achieved an overall communication cost reduction of 62%. Average monthly network costs 

were reduced from approximately R72,000 to R27,000. 

The studies listed in this thesis emphasise the importance of maintaining a stable 

communication infrastructure for the application of Industry 4.0 methods in the heavy 

industry sector. This thesis proves that the constant monitoring of wide-area wireless 

communications in the heavy industry sector does have an impact on overall operations. 

It is, therefore, the author’s belief that effective implementation of the proposed systems can 

make a positive contribution to the establishment of Industry 4.0 methods and practices in the 

heavy industry realm. 
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7.4 FUTURE RESEARCH 

Expansion opportunities have been identified for the telemetry monitoring system proposed 

in Articles II and III. These expansion opportunities will extend the operational functionality 

of the system. The opportunities have also been discussed in Articles II and III and are, 

therefore, provided as excerpts from the articles [58], [71]. 

“A key expansion opportunity is to incorporate methods that would allow for the automatic 

generation of reports. Automatic report generation can either be included within the system, 

or the system can be integrated with dedicated report generation systems. By generating 

reports from the data, detailed analyses can be done on the state of the network 

infrastructure. It is believed that automatic reports can have a positive impact on telemetry 

QoS.  

The system proposed in the listed conference paper is currently implemented as a standalone 

desktop system. This implies that the system can only be used locally. To increase operational 

and management efficiency, this system must be incorporated into existing information 

systems. 

This would not only allow industrial client groups to view telemetry cost analyses online but 

it will also allow for the incorporation of these cost analyses into generated reports. This 

integration will expand the reach of the system and will allow clients to take responsibility 

for the communication costs. 

The proposed system can also be implemented in the corporate world for the monitoring of 

company handheld devices such as cell phones, tablets and rugged smart devices. This is 

considered as potential future work for the expansion of the system.” 
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In summary: 

• Article I presents a clear architectural description and roadmap. 

• Article I highlighted that there is a need for the development of a novel telemetry 

monitoring system to maintain wireless communication QoS. 

• Article II presents the development of a software-based telemetry monitoring system for 

application in the heavy industry sector. 

• Article II also aims to verify the operation of the developed system in industry. 

• Article III presents the value of the developed telemetry monitoring system in industry. 

• Article III aims to validate and emphasise the need for the proposed system. 

• The conference paper aims to address indirect challenges in the management of network 

infrastructure in support of the holistic problem statement. 

In conclusion: 

The holistic problem statement of developing a new telemetry monitoring system to enable 

Industry 4.0 initiatives in the South African heavy industry sector has been addressed, and a 

novel solution has been provided. 
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