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Abstract 

The measurement of operational risk has surely been one of the biggest challenges for 

banks worldwide. Most banks worldwide have opted for a value-at-risk (VaR) approach, 

based on the success achieved with market risk, to measure and quantify operational risk. 

The problem banks have is that they do not always find it difficult to calculate this VaR 

figure, as there are numerous mathematical and statistical methods and models that can 

calculate VaR, but they struggle to understand and interpret the values that are produced 

by VaR models and methods. Senior management and normal staff do not always 

understand how these VaR values will impact their decision-making and they do not 

always know how to incorporate these values in their day-to-day management of the 

bank. 

This study therefore aims to explain and discuss the calculation of VaR for operational 

risk as well as the factors that influence this figure, and then also to discuss how this 

figure is managed and the impact that it has on the management of a bank. The main 

goal of this study is then to explain the management of VaR for operational risk in order 

to understand how it can be incorporated in the overall management of a bank. The 

methodology used includes a literature review, in-depth interviews and a case study on a 

South African Retail Bank to determine and evaluate some of the most renowned 

methods for calculating VaR for operational risk. 

The first objective of this study is to define operational risk and all its elements in order 

to distinguish it from all the other risks the banking industry faces and to better 

understand the management thereof. It is the view of this study that it will be impossible 

to manage and measure operational risk if it is not clearly defined, and it is therefore 

important to have a clear and understandable definition of operational risk. 

The second objective is to establish an operational risk management process that will 

ensure a structured approach to the management of operational risk, by focusing on the 



different phases of operational risk. The process discussed by this study is a combination 

of some of the most frequent used processes by international banks, and is intended to 

guide the reader in terms of the steps required for managing operational risk. 

The third objective of this study is to discuss and explain the qualitative factors that play 

a role in the management of operational risk, and to determine where these factors fit 

into the operational risk process and the role they play in calculating the VaR for 

operational risk. These qualitative factors include, amongst others, key risk indicators 

(KRIs), risk and control self-assessments and the tracking of operational losses. 

The fourth objective is to identify and evaluate the quantitative factors that play a role in 

the management of operational risk, to distinguish these factors fkom the qualitative 

factors, and also to determine where these factors fit into the operational risk 

management process and the role they play in calculating VaR for operational risk. Most 

of these quantitative factors are prescribed by the Base1 Committee by means of its New 

Capital Accord, whereby this new framework aims to measure operational risk in order to 

determine the amount of capital needed to safeguard a bank against operational risk. 

The fifth objective is to discuss and explain the calculation of VaR for operational risk by 

means of discussing all the elements of this calculation. This study mainly bases its 

discussion on the loss distribution approach (LDA), where the frequency and severity of 

operational loss events are convoluted by means of Monte Carlo simulations. This study 

uses real data obtained from a South African Retail Bank to illustrate this calculation on a 

practical level. 

The sixth and final objective of this study is to explain how VaR for operational risk is 

interpreted in order for management to deal with it and make proper management 

decisions based on it. The above-mentioned discussion is predominantly based on the 

two types of capital that are influenced by VaR for operational risk. 
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Opsomming 

Die meting van operasionele risiko is wereldwyd heel moontlik een van die grootste 

uitdaging vir banke. Die meeste banke verkies 'n Waarde-op-Risiko (WoR) benadering, 

gebaseer op die sukses wat met markrisiko behaal is ten einde operasionele risiko te meet 

en te kwantifiseer. Banke ervaar egter die probleem dat, hoewel hulle dit nie moeilik 

vind om hierdie WoR syfer te bereken nie, danksy die talle wiskundige en statistiese 

metodes en modelle waarmee dit kan bereken word, dit moeilik is om die waardes wat 

deur hierdie WoR modelle en metodes verskaf word, te begryp. Senior bestuur en 

gewone personeel kan nie insien hoe hierdie WoR waarde hulle gaan bei'nvloed nie en 

hulle weet ook nie hoe om hierdie waardes in hulle daaglikste bestuur van die bank te 

inkorporeer nie. 

Hierdie studie beoog dus om die berekening van WoR vir operasionele rislko asook die 

faktore wat hierdie syfer be'invloed, te verduidelik en te bespreek, en ook 'n besprehng te 

doen oor hoe hierdie syfer bestuur word en die invloed wat dit op die bestuur van 'n 

spesifieke bank het. Die hoofdoel van hierdie studie is verder om die bestuur van WoR 

vir operasionele risiko te verduidelik ten einde te begryp hoe dit in die totale bestuur van 

'n bank gehkorporeer kan word. Die metodologie behels 'n literatuuroorsig, diepgaande 

onderhoude en 'n gevallestudie oor die Suid-Afrikaanse Kleinhandelbank om van die 

mees erkende metodes vir die berekening van WoR vir operasionele risiko vas te stel en 

te evalueer. 

Die eerste doe1 van hierdie studie is om operasionele risiko met a1 sy elemente te 

definieer ten einde dit van die ander risiko's wat die bankbedryf moet hanteer, te 

onderskei, en om die bestuur daarvan beter te begryp. Volgens hierdie studie is dit 

onrnoontlik om operasionele risiko te bestuur en te meet indien dit nie duidelik 

gedefinieer is nie, en dit is dus belangrik om 'n duidelike en verstaanbare definisie van 

operasionele risiko te he. 



Die tweede doe1 is om 'n operasionele risikobestuursproses te vestig wat 'n 

gestruktureerde benadering teenoor die bestuur van operasionele risiko sal verseker deur 

op die verskillende fases van operasionele risiko te fokus. Die proses wat in hierdie 

studie bespreek word, is 'n kombinasie van sornmige van die mees gereelde prosesse wat 

deur internasionale banke gebruik word, en beoog om die leser in te lig rakende die 

stappe wat vereis word vir die bestuur van operasionele risiko. 

Die derde doe1 van hierdie studie is om die kwalitatiewe faktore wat 'n rol in die bestuur 

van operasionele risiko speel, te bespreek en te verduidelik, en om vas te stel waar 

hierdie faktore in die operasionele risikobstuursproses pas, en die rol wat hulle in die 

berekening van WoR vir operasionele risiko speel. Hierdie kwalitatiewe faktore sluit 

onder andere die volgende in: sleutelrisiko-aanduiders (SRAs), self-evaluasies vir risiko 

en beheer en die opspoor van verliese. 

Die vierde doe1 is om die kwantitatiewe faktore wat 'n rol speel in die bestuur van 

operasionele risiko te identifiseer en te evalueer, om hierdie faktore van die kwalitatiewe 

faktore te onderskei, en ook om vas te stel waar hierdie faktore in die operasionele 

risikobestuursproses pas, asook die rol wat hulle in die berekening van WoR vir 

operasionele risiko speel. Meeste van hierdie kwantitatiewe faktore word deur die Base1 

Komitee voorgeskryf, by wyse van hulle Nuwe Base1 Kapitaal Ooreenkoms, waarvolgens 

hierdie nuwe raamwerk beoog om operasionele risiko te meet ten einde die hoeveelheid 

kapitaal vas te stel wat benodig sal word om 'n bank teen 'n operasionele risiko te 

beskerm. 

Die vyfde doe1 is om die berekening van WoR vir operasionele risiko te bespreek en te 

verduidelik by wyse van 'n bespreking oor a1 die elemente van hierdie berekening. 

Hierdie studie baseer hoofsaaklik sy bespreking oor die verliesverdelingsbenadering 

(VVB), waar die gereeldheid en impak van bedryfsverliesgebeure by wyse van Monte 

Carlo simulasies saamgevoeg word. Hierdie studie gebruik werklike data wat by 'n Suid- 

Afrikaanse Meinhandelbank verkry is om hierdie berekening op 'n praktiese wyse te 

verduidelik. 



Die sesde en finale doe1 van hierdie studie is om te verduidelik hoe WoR vir 

operasionele risiko ge'interpreteer word sodat bestuur dit kan beheer en in staat gestel kan 

word om deurdagte bestuursbesluite wat daarop gebaseer is, te kan maak. Bogenoemde 

bespreking is hoofsaaklik gebaseer op die twee tipes kapitaal wat dew WoR vir 

operasionele risiko be'invloed word. 

Sleutelwoorde: Operasionele risiko; Base1 11; Waarde op Risiko (WoR) 
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Chapter 1 

Introduction and Problem Statement 

"Operational risk is deJined as the risk of loss resulting from inadequate 
or failed internal processes, people and systems 

or from external events" (BIS, 2004: 2). 

1.1 Background 

During the early part of the 1990s, the two biggest risks in banks were undoubtedly 

market and credit risk, and much of the focus was on measuring and managing these 

risks. Today's turbulent financial markets, growing regulatory environments and 

increasingly complex financial systems, however, have led risk managers to measure 

and manage risks other than market and credit risk - which came to be collectively 

called operational risk (Harmantiz, 2003: 1). Infrastructure failures (e.g., information 

technology, terrorist attacks), fraud (e.g., rogue trading), and legal and regulatory 

risks (e.g., fines) have become the motivators behind the move to proactively manage 

operational risk in large financial institutions (Harmantiz, 2003: 1). 

Although credit and market risk are well understood and are more likely to wound, 

operational risk remains an enigma for risk managers - the reason being the relative 

lack of understanding thereof (Olsson, 2002: 225). Unlike market and credit risk, 

which tend to be isolated in specific areas of the business, operational risk is inherent 

in all businesses and processes - it is a broader concept than just operations or back 

office risks. Olsson (2002: 225) stated that operational risk is anything but well 

understood. People disagree about the specific contingencies that should be 

considered operational risks - for example, should legal risk, tax risks, management 

incompetence or reputation risk be included? The debate is more than just academic - 

it would shape the scope of the initiative for managing operational risk (Harmantiz, 

2003: 2). 



Of all the different types of risk that can affect an institution, operational risk can be 

amongst the most devastating and is also the most difficult to anticipate (Crouhy et al. 

1998: 476). For example, in 1995 the actions of a single trader at Barings Bank, who 

was able to take extremely risky positions in the market without authority or 

detection, led to $1.5 billion in losses that brought about the liquation of Barings Bank 

(Crouhy et al. 1998: 476). Another example was at Daiwa Bank, where one of the 

bank's bond traders concealed bond losses of over $1 10 million over a ten year 

period, and when management found out about it, they tried to hide it from the 

regulators, which led to the bank being forced to cease all its United States operations 

and a fine of $340 million (Jorion, 2001: 334). 

These two examples are of incidents that can happen at any time to any institution and 

are regarded as very likely. There are also incidents that are not so likely to occur and 

are regarded as very unlikely, but still very possible. These one-off events have 

occurred before, and have caused both mass embarrassment and/or collapse, but they 

were widely considered to be extremely remote and perhaps even aberrations. For 

example, the terrorist attacks on the World Trade Centre on 11 September 2001, 

where over 3000 lives were lost and an estimated loss of over $20 billion to business 

(Hoffman, 2002: xxvii). These "once off' events do not always just involve terrorist 

attacks; take for example the Tsunami that devastated Central Asia in December 

2005, or hurricane Katrina that has devastated the west coast of the United States. 

Both these incidents not only have caused an enormous amount of people to lose their 

lives, but have also caused a major disruption to business - in some cases causing a 

disruption of longer than a year (Reuters, 2005: 12). 

Most businesses were not prepared for these kinds of events, which was the reason 

why they suffered such big losses, and as demonstrated above, it can be seen that out 

of all the different types of risks that can affect a financial institution, operational risk 

is amongst the most devastating and the most difficult to anticipate. Thus, operational 

risk did not attract such significant attention until the 1990's, when a series of life 

threatening or fatal operational loss events at a number of different financial 

institutions, caused recognition, a management shake-up or a refocus on control 

environments and thus a new focus on operational risk. 



At one time operational risk could also be defined as an area characterised by 

frequent, small and predictable events such as processing errors, reconciliation breaks, 

or system glitches, accompanied by the one-in-five-year large system failure and loss, 

or customer dispute (Hoffman, 2002: 1). More recently however, these large loss 

events have become far too commonplace and visible in the industry news for 

management's comfort. Couple these with the advent of increased management and 

directorship accountability forced by legal actions against officers and directors, and a 

chain reaction has been set in motion. 

According to Hoffman (2002: 2) recent trends in the business complexity, highly 

visible operational losses and the need to manage the risk associated with them, have 

given rise to a new field called operational risk management (ORM). Many of its 

underlying components, like the existence of various control functions, have been in 

place for years. There is a new recognition however, of the importance of identifying, 

understanding and measuring operational risk more intelligently, as well as weaving 

the web of approaches to managing operational risks given their complexity and 

potentially devastating impact on institutions today. 

As Marshall (2001: 35) puts it, much of the impetus for operational risk management 

has come from regulators and industry-wide groups. In 1993, one of the most 

important industry groups - the Group of Thirty (G-30), an elite group of global 

investment banks - issued a highly influential report outlining twenty 

recommendations for good practice for derivative dealers and end users (Medova & 

Kyriacou, 2002: 249). Although its focus was derivatives, its conclusions have set the 

tone for securities dealing and processing as a whole. In particular, it makes a strong 

case for precisely defined risk management policies covering the scope and 

authorisation of trading, acceptable control, product valuation and risk management 

approaches, and the critical importance of adequate disclosure and active senior 

management involvement. 

As a result of the increasing awareness of the importance of operations and the risk to 

business, the Base1 Committee on Banking ~u~ervision'  has also decided to include 

1 The Base1 Committee will be discussed in detail in Chapter 4. 
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an explicit capital requirement for operational risk when they undertook a revision of 

the Base1 Capital Accord. The revision started in 1998, and the first consultative 

document was published in June 1999 (Cruz, 2002: 271). The introduction of this 

capital requirement took by surprise a good part of the financial services industry that 

did not believe that this would happen (Olsson, 2002: 255). Under the current accord 

it was assumed that the credit risk charge implicitly covers other risks including 

operational risk. 

Much focus was placed on discussing current practices in operational risk 

management in the consultative document2 of 1998, which was the result from a 

working group of the Base1 Committee (BIS, 2003: 34). Thirty major banks were 

interviewed to discover their approaches to operational risk management and although 

many of the correspondent banks were quickly moving in the direction of more 

formal approaches, few had formal, integrated systems for measuring operational risk. 

The report also suggested that most operational losses were due to breakdowns of 

internal controls and corporate governance (BIS, 2003: 34). As Marshall (2001g: 36) 

puts it, the challenge noted in the report was the integration of the disparate factors 

into a coherent picture of the operational risk of the business. 

Along with the established capital charges for market and credit risk, the Base1 

Committee proposes an explicit capital charge to guard banks against operational risk 

(BIS, 2005: 33). As of January 2008, the new capital guidelines will require all 

financial institutions to implement robust systems for the collection and tracking of 

data (Harmantiz, 2003: 1). As a result, the biggest financial institutions have started 

devoting significant resources to identify, measure, analyse, report and mitigate this 

potentially catastrophic risk class. All of these institutions' aim is to implement a 

framework that will meet the compliance requirements for the New Base1 Capital 

Accord, which include amongst others, operational loss data collection, operational 

loss data tracking, and a robust internal risk-control system (Harmantiz, 2003: 1). 

The Base1 Committee (BIS, 2005: 34) is using a proposal for a new capital adequacy standard 
framework to replace the existing 1988 Accord, which requires banks to hold capital equal to 8% of 
weighted assets against credit risk. The new framework is intended to cover capital adequacy 
standards for credit, market, and operational risks. 



Financial institutions have also developed an increased number of operational risk 

management initiatives with corresponding efforts to formulate a framework for the 

allocation of capital for operational risk under the New Base1 Capital Accord 

(Medova & Kyriacou, 2002: 249). The Base1 Committee is also proposing a model 

for calculating economic capital against extreme risks, which is the contribution to the 

quantification of operational risk. As Matten (2000: 81) puts it, although the 

mechanisms for measuring risk may differ between and individual institution's view 

and the regulatory approach, the philosophy is the same: capital must be held in a 

sufficient amount to absorb large unexpected losses, to protect the depositors, and to 

ensure ongoing viability of the financial system. 

To summarise is to say that the interest amongst industry participants, regulators and 

other observers on operational risk has created a great opportunity for operations 

research specialists, risk managers and management scientists to apply quantitative 

and qualitative techniques in this field. The management of operational risk has no 

doubt taken increased importance in the financial sector in recent years, and banks are 

becoming increasingly sophisticated in determining how it can be accomplished. 

1.2 Problem statement 

One of the biggest challenges banks face in managing operational risk is that 

operational risk is very difficult to define largely because it can take on so many 

forms. For example a major system infrastructure failure, a natural disaster, a terrorist 

attack, or even something small like teller differences. All of these incidents are all 

different from each other, but are all classified under operational risk. The difficulty 

for banks is then to manage a risk that there is no single definition for. 

Another problem banks face is that operational risk contingencies do not always fall 

into neat categories, with the result that there is also no specific set of rules on how to 

manage operational risk. That is to say that there is a great need for an operational 

risk management process, which can be used to structurally manage operational risk. 

As a result of the unpredictable nature of operational risk and the fact that most 

financial institutions struggle to understand it, it is also very difficult to measure 



operational risk. It is very difficult to quantify operational risk in the single measure 

that has been successfully used for both credit and market risk, namely value at risk 

(VaR). The problem actually goes a little further in the sense that VaR for operational 

risk is also difficult to interpret, which makes it difficult for banks to manage this 

figure and to make decisions based on this figure. 

1.3 Aim of the study 

The overall aim of this study is to explain and illustrate the management of 

operational risk with a specific focus on the measurement thereof in terms of VaR and 

also to explain how this VaR for operational risk is interpreted and managed. This 

study will also aim to identify an operational risk management process that risk 

managers can use to structurally manage operational risk, as well as to identify and 

describe the quantitative and qualitative factors of operational risk management. This 

study will then also further aim to illustrate the role that these factors play in 

calculating VaR for operational risk. 

In order to determine whether the above-mentioned is viable, this study sets the 

following key objectives: 

> First, to define operational risk and all its elements in order to distinguish it from 

all the other risks the banking industry faces and to better understand the 

management thereof. 

> Second, to establish an operational risk management process that will ensure a 

structured approach to the management of operational risk, by focusing on the 

three phases of operational risk. 

> Third, to identify and evaluate the qualitative factors that play a role in the 

management of operational risk, and to determine where these factors fit into the 

operational risk management process. 

Fourth, to identify and evaluate the quantitative factors that play a role in the 

management of operational risk and to distinguish these from the qualitative 



factors, and also to determine where these factors fit into the operational risk 

management process. 

P Fifth, to discuss how VaR for operational risk is calculated, by explaining the 

different elements in the calculation. 

P Sixth, to explain how VaR for operational risk is interpreted in order for 

management to be able to manage it and to be able to make proper management 

decisions based on it. 

1.4 Methodology 

In order to reach the goal and objectives, the methodology implemented in the study 

includes a literature review, in depth interviews with current experts and relevant 

parties in the international banking sector, as well as some practical examples of how 

VaR is calculated for operational risk. 

1.4.1 Literature review 

The literature review focuses on the concepts of operational risk, operational risk 

management, the VaR concept, and capital allocation for operational risk. Sources 

include books, published articles, media reports, company reports, relevant legislation 

and accounting standards as well as the Internet. 

1.4.2 In-depth interviews 

Due to the lack of sufficient literature on the management of operational risk in 

international banks, in depth interviews were held with relevant market players. The 

goal of the interviews was to understand how market risk VaR is calculated and how 

this concept can be used for calculating VaR for operational risk. 



1.5 Scope 

The study focuses on the situation of any internationally active bank, no matter how 

large the size of its book, which has a banking license and is able to accept deposits 

and provide short and long term loans. This study however does not focus on banks 

that do not have an international operation, which means banks that only operate 

within the borders of the country it is situated in. 

The study also only focuses on the problems international banks face with regards to 

operational risk. The investigation regarding the other risks and the magnitude of 

these risks do not fall within the scope of this study except for the VaR concept for 

market risk, which is used as a basis to explain operational risk VaR. 

1.6 Outline of the study 

Chapter 2 will define operational risk and will then also distinguish it from the other 

risks in the banking environment. Chapter 2 will then further discuss an operational 

risk management process, which will form the basis for a structured approach for 

operational risk management. It will also focus on the different elements of 

operational risk management and will explain where all of these will fit into the 

operational risk management process. 

Chapter 3 will identify the different qualitative elements that play a role in operational 

risk management. Chapter 3 will further explain all of these in much detail and will 

illustrate how all these factors interrelate to each other. Chapter 3 will also discuss 

the three basic phases of operational risk and will also illustrate how all three of these 

phases have their own set of mini-qualitative factors. 

Chapter 4 will identify the different quantitative elements that play a role in 

operational risk management by explaining the Base1 Committee's New Base1 Capital 

Accord in more detail, and how it is used in assisting banks in measuring the capital 

that should be allocated to safeguard banks against operational risk loss events. 



Chapter 5 will illustrate and discuss how operational risk VaR is calculated and will 

discuss the different methods and models that can be used in this calculation. 

Chapter 6 explains the management of VaR for operational risk in the sense that it 

explains how to interpret this figure in order for management to understand it and to 

be able make proper management decisions based on this figure. 

Chapter 7 will conclude the study and will make some key recommendations. 



Chapter 2 

Managing Operational Risk - A Theoretical Overview 

"Today's turbulentJinancia1 markets, growing regulatoly environments and 
increasingly complex financial systems have led risk managers to realise the 

importance of measuring and managing operational risk. " (Harmantzis, 2003: 1) 

2.1 Introduction 

Although credit and market risk are well understood in financial institutions and are 

also more likely to wound, operational risk remains an enigma for risk managers 

(Harmantzis, 2003: 1). Young (2002: 142) mentioned that it is the lack of 

understanding of operational risk that is threatening. Unlike market and credit risk, 

which tend to be isolated in specific areas of business, operational risk is inherent in 

all business processes and is therefore a broader concept than "operations" or back 

office risks (Young, 2002: 15 1). 

Of all the different types of risk that can affect banks, operational risk can be among 

the most devastating and the most difficult to anticipate. Cade (1997: 221) stated that 

the management of operational risks should be a key component of a bank's risk 

management discipline. This drives net income results, capital management and 

customer satisfaction, therefore rigorously controlled and well-managed risks free up 

resources and capital for revenue generating opportunities. 

Along with the established capital charges for credit and market risks, The Base1 

committee1 proposes an explicit capital charge to guard banks against operational 

risks (BIS, 1998: 2). As of January 2007, the new capital requirements will require 

financial institutions to implement robust systems for the collection and tracking of 

operational data. As a result, the biggest financial institutions have started devoting 

significant resources to identify, measure, analyse, report and mitigate this potentially 

catastrophic risk class (Harmantzis, 2003: 4). Financial institutions will aim to 

implement a framework that meets all the compliance requirements with the New 

1 The Base1 Committee was formed in 1974 by the Governors of central banks of the Group of Ten (G- 
1 O) countries has representatives from Belgium, Canada, France, Germany, Japan, Italy, Luxemburg, 
Spain, Switzerland, The United Kingdom, and Unites States of America (BIS, 200 1 : 1). 



Capital Accord (BIS 11) regulations, which include data collection, data tracking and 

robust internal risk controls system (Harmantzis, 2003: 4). 

Young (2002: 153) mentioned that the intense interest amongst industry participants, 

regulators and other observers in operational risk has created a great opportunity for 

operations research specialist, risk managers and management scientists to apply 

quantitative and qualitative techniques in this field. The management of operational 

risk has no doubt taken on an increased importance in banks in recent years, and 

banks are becoming increasingly sophisticated in determining how it can be 

accomplished. This chapter aims to provide a theoretical evaluation of the 

management of operational risk by means of evaluating the operational risk 

management process and will also examine the definition of operational risk. 

As mentioned in Chapter 1, one of the main aims of this study is to discuss how 

operational risk can be expressed by means of value-at-risk (VaR), and this chapter 

will then be one of the building blocks for this approach as it will discuss some of the 

practical and most basic elements that form part of the overall operational risk 

management process. This study also discusses how management manage operational 

risk VaR, and this chapter will also discuss some of the processes banks have to 

follow in order to ensure that all the elements of operational risk is brought to senior 

management's attention. This chapter will therefore discuss some of the groundwork 

that is needed to achieve a situation where management know how to manage and 

measure (quantify) operational risk. 

2.2 Operational risk - a theoretical defmition 

Today's turbulent financial markets, growing regulatory environments and 

increasingly complex financial systems have led risk managers to realise the 

importance of measuring and managing operational risk, but as Crouhy et al. (1998: 

479) mentioned, this will not be possible without knowing exactly what operational 

risk entails. There are many different definitions of operational risk, but none of these 

will make sense if operational risk cannot clearly be distinguished from other banking 

risk. This section therefore provides a theoretical overview of operational risk by 

means of distinguishing it from other banking risks. 



2.2.1 Major risks in a banking environment 

Banking risks are defined as adverse impacts on the probability of several distinct 

sources of uncertainty, where probability refers to both accounting and market-to- 

market measures (Bessis, 2001: 11). The seven major categories of risks are listed in 

Figure 2.1 and this section will provide a brief summary of each. 

Figure 2.1: The seven major categories of banking risks 
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2.2.1.1 Credit risk 

Bessis (2001: 13) stated that credit risk is the first risk in terms of importance. Young 

(2002: 94) defines credit risk as the risk that a party to a credit agreement will not be 

able or willing to service interest or repay the principle. Mohammed (2005: 1 )  defines 

i t  as the risk arising from the possibility of firms defaulting and being forced to file 

for ban.kruptcy and liquidate - any agreement involving two counterparties involves 

such risks; e.g. corporate bond holders must accept the chance that the issuing 

company may default, (OTC) option holders must acknowledge the possibility of the 



option writer defaulting on, for example, the payoff payment. This is referred to as 

counterparty credit risk and a risk taker must be rewarded for taking on this additional 

risk - this reward al.most always manifesting itself as a lower price for the risky 

instmment, compared to the risk fi-ee counterpart (Mohammed, 2005: 1). Credit risk 

is also the risk of a decline in the credit standing of an obligor of the issuer of a bond 

or a stock - such deterioration does not imply default, but it does imply that the 

probability of default increases (Bessis, 2001: 13). Bessis (2001: 13) also states that 

in the market universe, a deterioration of the credit standing of a borrower does 

materialise into a loss because it triggers a value decline. A bank's general approach 

to managing credit risk is, firstly, by way of overall credit policy guidelines. These 

guidelines cover compliance with prescribed sanctioning authority levels, avoidance 

of a high concentration of credit risk and a regular review of credit limits. Secondly 

counterpart creditworthiness is evaluated and limits are set before credit is granted 

(Standard Bank Annual Report, 1998: 53). Thirdly loans are managed on an ongoing 

basis in order to monitor excesses, arrears and large credit exposures. 

2.2.1.2 Interest rate risk 

Van Greuning & Bratanovoic (2000: 10) define interest rate risk as the risk of changes 

in the interest rates that will have an adverse affect on the bank's income or expenses. 

Bessis (2001: 17) defines interest rate risk as the risk of a decline in earnings due to 

movements of interest rates. Most of the items on a bank's balance sheet generate 

revenues and costs that are interest rate driven - since interest rates are unstable, so 

are earnings. The lender earning a variable rate has the risk of seeing revenues 

reduced by a decline of interest rates, where the borrower paying variable rate bears 

higher costs when interest rates increase. Simply put: higher returns usually 

come with higher risks (see figure 2.2) (Samson, 2004: 1). 

Van Greuning and Bratanovic (2000: 178) also discuss the following issues 

surrounding interest rate risk: 

P Repricing risk. The most common type of interest rate risk arises from timing 

differences in the repricing of the bank's assets, liabilities, and off-balance sheet 

positions. While such mismatches are a fundamental part of banking, variations 



in interest rates expose a bank's income and the underlying value of irs 

i.nstruments to unanticipated fluctuations. 

Figure 2.2: Low risk low return vs. high risk high return 

Source: (Samson. 2004: 1 )  
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b Basis risk. This risk arises from the imperfect correlation between the 

adjustments of rates earned and paid on different instruments that otherwise 

have similar repricing characteristics. When interest rates change, these 

differences result in shifts in cash flow and earnrngs among assets, liabilities and 

off-balance sheet instruments. 

F Yield curve risk. Repricing mismatches also expose a bank to risk deriving from 

changes in the slope and shape of the yield curve. Yield curve risk materialises 

when unanticipated shifts have an adverse effect on a bank's income or 

underlying economic value. 

2.2.1.3 Market risk 
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Market risk is the risk of a capital loss resulting from adverse market price 

movements relating to investments in commodity, equity, fixed interest rate or 

currency markets (Van Greuning et nl. 2002: 10). Market risk could also be the 
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market movements, during the period required to liquidate the transactions, where the 

period of liquidation is critical, to assess such adverse deviations (Damadoran, 2004: 

4). Market risk does not refer to market losses due to causes other than market 

movements, loosely defined as inclusive of liquidity risk (Bessis, 2001: 19). Any 

deficiency in the monitoring of the market POI-tfolio might result in market values 

deviating by any magnitude until liquidation finally occurs. In the meantime, the 

potential deviations can exceed by far any deviation that could occur within a short 

liquidation period - this risk is an operational risk, not a market risk2 (Leeson, 1996: 

12). 

2.2.1.4 Liquidity risk 

Liquidity risk is financial risk due to uncertain liquidity whereby an institution might 

lose liquidity if its credit rating falls, it experiences sudden unexpected cash outflows, 

or some other event causes counterparties to avoid trading with or lending to the 

institution and an institution is also exposed to liquidity risk if markets on which it 

depends are subject to loss of liquidity (Persaud, 2002: 2). 

Persaud (2002: 3) mentioned that liquidity risk also tends to compound other risks. 

For example, if a trading institution has a position in an illiquid asset, and suppose a 

firm has offsetting cash flows with two different counterparties on a given day, its 

limited ability to liquidate that position at short notice will compound its market risk. 

If the counterparty that owes it a payment defaults, the firm will have to raise cash 

from other sources to make its payment, should it be unable to do so, it too will 

default - here, liquidity risk is compounding credit risk (Persaud, 2002: 4-5). 

Accordingly, liquidity risk has to be managed in addition to market, credit and other 

risks because of its tendency to compound other risks (Young, 2002: 2 12). 

It is difficult or impossible to isolate liquidity, and in all but the most simple of 

circumstances, comprehensive metrics of liquidity risk don't exist (Young, 2002: 

212). Certain techniques of asset-liability management can be applied to assessing 

liquidity risk where a simple test for liquidity risk is to look at future net cash flows 

* An example is the failure of Baring Brothers, due to deficiencies in the control of the risk positions 
(Leeson, 1996). 



on a day-by-day basis (Morgan, 1999: 13). Any day that the institution has a sizeable 

negative net cash flow is of concern (Morgan 1999: 13). Simply put: liquidity risk the 

risk that there will be no income available (or an inflow of cash) when there is a cash 

outflow as illustrated in Figure 2.3. 

Figure 2.3: Liquidity risk 
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2.2.1.5 Foreign exchange risk 

Bessis (2001: 19) defines foreign exchange risk as the risk of incurri-ng losses due to 

the changes in exchange rates. Hakala et al. (2004: 1) mentioned that during the time 

lag between disbursements and repayments of a bank loan, foreign exchange risk for 

bank borrowers arises from possible variations in  the exchange rate(s) between: 

the foreign currency or currencies in which the loan is disbursed and repaid 

and other foreign currencies, and 

the local currency and foreign currencies. 

Young (2002: 94) also defines foreign exchange risk as the risk of adverse exchange 

movements due to the mismatch between foreign receivables and payables. 



2.2.1.6 Other banking risks 

The following is a brief overview of the "other banking risks" that are illustrated in 

Figure 2.1. These risks are referred to as "other risk" as they may be subsidiaries of 

other risks. 

2.2.1.6.1 Country risk 

Although this risk might be almost the same as foreign exchange risk, there are a few 

technical differences. Larr ( 1  999: 24) defines country risk as measured credit risk and 

market risk exposures, both cross border and local-denominated. Effective and 

efficient country risk management requires structure and principles, which are 

provided through the interconnectivity and integration of assessments, policies, 

processes as well as internal and external information (Larr, 1999: 24). The 

likelihood of effective country risk management is enhanced when a large number of 

affected individuals trust the system, and adherence to the principles facilitates trust. 

According to Standard Bank (1999: 54), a bank is exposed to country risk through 

transactions with counterparties in foreign countries. Risk arises when conditions or 

events in a particular country reduce the ability of counterparties in that country to 

meet their obligations. Such conditions include the imposition of exchange controls, 

debt moratorium, insufficient foreign exchange, political instability and civil war. 

Country risk is a particular form of concentration risk3 Exposure to individual 

countries, not necessarily relating to credit only, must be w i t h  set lirnj ts. Limits are 

generally set on a risk-weighted basis using VaR (Value-at-Rsk) methods and various 

other factors for higher risk countries in order to take a prudent view (Standard Bank 

Annual Report, 1999: 54). Most banks have developed specific methods and apply 

certain rules to manage country risk. 

2.2.1.6.2 Legal risk 

According to Wilhelm (2000: 326), legal (compliance) risk is the risk due to earnings 

or capital arising from violations or non-conformance with laws, rules, regulations, 
/ 

Concentration risk is when the bank has too many transactions or investments in one country, in other 
words concentrates too much of their business in one country (Wilson, 2002: 378). 



prescribe policies or ethical standards. The risk also arises when rules or laws 

governing certain bank products or activities of the bank's clients may be ambiguous 

or untested. Compliance risk exposes the institution to fines, civil money penalties, 

payment damages, and the voiding of contracts (WilheIm, 2000:326). It could lead to 

diminished reputation, reduced franchise value, limited business opportunities, 

lessened expansion potential and inability to enforce contracts (Wilhelm, 2000: 327). 

Currently some banks are managing legal risk as part of a compliance management 

process or view it as a sub-risk of operational risk. 

2.2.1.6.3 Reputation risk 

According to the Financial Services Authority (FSA) (1999: 23), reputation risk is the 

potential that negative publicity about a bank's business practices and/or internal 

controls, whether true or not, will cause a decline in the customer base, a reduction in 

revenue, or a decrease in liquidity. The larger the bank, the greater the financial costs 

of any reputation damage, as it will affect all product-lines, not just the one where the 

problem occurred. The time taken to discover errors or fiaud can significantly affect 

the extent of the actual loss and the reputation damage. Reputation risk does not 

merely arise from large scale, once-off events, but a series of small blows to a bank's 

reputation may in aggregate be sufficient to destroy the bank. 

According to Wilson (2002: 380), reputation risk is the risk of unexpected loss in 

share price or revenue due to the impact on the reputation of the institution. Such a 

loss in reputation could, for example, occur due to miss-selling of derivatives. A 

good control or mitigation action for reputation risk is strong ethical values and 

integrity of the institution's employees and good public relations machme when 

things go wrong. 

It seems that most banks manage reputation risk as a sub-risk of the other major risk 

such as credit risk and mostly operational risk. Reputation risk is also viewed as poor 

service and the inability to deliver products that may damage the bank's relationships 

with clients and business partners. Dealing with undesirable counterparties and the 

negative sentiment of regulators contribute to this risk, which are currently being 

managed by some banks as reputation risk. 



2.2.1.7 Operational risk 

The Basel committee4 has adopted a standard industry definition of operational risk, 

namely 'the risk of a direct or indirect loss resulting from inadeqz~ate oyfuiled 

internal processes, people, and systems or /).om external events " (BIS, 200 1 b: 2). 

This definition includes legal risk, but for the purposes of minimum regulatory 

operational risk capital charge, strategic and reputation risk is not included (BIS, 

200Ib: 2). This is the most common used definition of operational risk in the banking 

sector, but there are also a couple of other frequent used definitions of operational risk 

that include the following: 

9 "In the concept o f a  Trading or Financial Institution, it refers to a range of 

possible .failures in the operations of the institzition that are not related 

directly to market or credit risk. These fuilzrres include computer breukdowns, 

a bzrg in the key piece of a computer system,, etc. " (Crouhy st al. 1998: 475). 

"Operational risk is defined us the measure of the link between institutions' 

business activities and the variation of the business resztlts. " (King, 2000: 7). 

3 "Operational risks are those r isk  of our interconnected world becoming 

disrupted in a luvge scale, or locally in our work places and ozu- 

neighbozrr-hoods through acts of man or by nature. " (Hoffinan, 2002: xxvi). 

"Operational risk are trigger points in manrlfacturing plants and can usually 

be measured as can several of s ta f  matters -for example overtime levels, 

number of vacancies, etc. "(Olsson, 2002: 127). 

From the above-mentioned it is realised that operational risk can take on many forms, 

but it can also furthemore be sub-divided into various risk categories; of which 

Standard Bank (1999: 57) provide the following examples: 

k Tra~zsaction risk - the risk involved in the execution, recording, interpretation, 

documentation or settlement of a transaction. 

9 Oper-utions control risk - the risk of failure of established controls and 

procedures, processing errors and unauthorised or fraudulent transactions. 

3 Systems risk - which results from system malfunction or unavailability. 

The proposed best practices by the Basel Committee for operational risk management will be 
discussed in Chapter 3.  
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> Legal or regulcitory risk - the risk that t.ransactions or agreements with clients 

and other counterparties may not be IegalIy enforceable. 

P Reputatiotz risk - which results from poor service and the actual or perceived 

inability to deliver products that may damage the bank's relationships with 

clients and business partners. 

P Human resorlrce risk - includes the inability to recruit, train and retain the 

correct mix of ski]-led staff. This results in the inability to ensure an effective 

and efficient workforce to achieve the objectives and targets of the bank. 

Figure 2.4: Example causes, events and losses to an institution 

Valuation 
error 

Compliance 
failure 

Heconciliatlon 
error 

dGGUUI 11111~ I Loss 

Val 1 y 

loss I 

. ,, .-- 
payouts I 

Natural disaster 

UUUII IGUS 
loss 

System 
failure 

artart? prlCe 
loss 

Source: (King, 2000: 12) 



From these points, operational risk can then almost be seen as every risk source that 

lies outside the areas covered by market and credit risk. Extended definitions of 

operational risk are presented in a Coopers & Lybrand study (1997). There was a 

tendency amongst those surveyed by Coopers & Lybrand to focus not only on failures 

in the bank's operations, but aIso to extend the causes of failures broadly to include 

terrorist attacks, management failures, competitive actions and natural disasters. It is 

sometimes usehl when discussing definitions to analyse operational risks in terms of 

their causes, events and losses. 

A simple breakdown of some risk, their triggers and causes, is illustrated in Figure 

2.4. Briefly, loss is the economic loss in the value of the institution, a loss is triggered 

by an event, and causes are the assignable or change causes for the event. 

Assignable causes are attributable to factors that can be eliminated - in contrast, 

change causes are natural or random (Qng, 2000: 13). King (2000: 14) also 

mentioned that sometimes operational risk can be classified in having a cause that is 

either controllable (i-e. assignable), at least to a major extent, or uncontrollable (i.e. 

change). Uncontrollable operational risks include natural disasters and economic 

downturns, and can, by definition, only be dealt with through mitigation techmques 

such as reserves or insurance (King, 2002: 2). Controllable risks, on the other hand, 

might include causes for events such as settlement failures and pricing model errors, 

these risks must be managed and not mitigated, because insuring controllable risk 

may tempt those insurers to engaged in more risky behaviour than otherwise - in 

other words, creating a "moral hazard" (King, 2002: 3). 

In addition to the above-mentioned, the following fai.lures can be given as examples 

of operational risk related events (Olsson, 2002: 332): 

9 Failure to properly value a contract. 

k Failure to reconcile a transaction. 

3 Failure to comply with relevant rules and regulations. 

P Failure of systems and supporting infrastructure. 

9 Failure to heed relevant limits such as exposures. 

P Failure to report in an accurate and timely manner. 



Fay (1998: 3) mentions that the most common used definitions of operational risk 

anchors it to failures in processing that cause a change in book value, which is 

consistent with the interest of regulators and with existing market and credit risk 

systems. Although no explicit set of causes for the failures is specified in these 

definitions of operational risk, famous losses attributed to operational risk are 

encompassed by it. Table 2.1 lists some of the most famous losses attributed to 

operational risk. 

Table 2.1: Example financial losses attributed to operational risk 

1 Date I Type of firm 1 Loss ($) 1 Description I 
I I 

Feb-93 I Corporate 1 1.04 blUlon I Unauthorised futures trading 

I I I 

I Apr-94 I Brokerage firm 1 350 rnil.lion 1 False profits reported I 

Nov-85 

Feb-96 1 Bank 1 1.3 billion I Losses fiom MKKEI futures hidden 

Bank 

I I 1 

I 

Jm-96 I Bank 1 1.8 billion 1 Unauthorised copper trading 

Sept-95 

4 million 

Bank I 1.1 billion I Unauthorised trades 

Source: (King, 2002: 4) 

Computer problems 

Aug-96 

Sept-96 

Mar-97 

Mar-97 

All the above qualify as operational risk because they relate to transaction processing 

were controllable, and resulted in a loss to the book value. From all of the above it 

can be seen that operational risks can take many forms and that a large criteria may 

cause it, therefore before a bank starts to identify methods to manage operational risk, 

it is important to establish a set definition first to categorise an operational risk as an 

operational risk. 

Now that operational risk has been distinguished fiom all the other banking risks and 

evaluated in detail, this study can proceed to evaluate the theory behnd estabIishing a 

sound operational risk management process. 

Fund 

Bank 

Bank 

Bank 

19.3 million 

750 million 

130 million 

100 million 

Deal allocations delayed for profit 

Dummy companies used to avoid compliance 

Option volatilities used to idlate prices 

Funds transfer to personal account 



2.3 Operational risk management process 

The ultimate goal of risk management is to facilitate a consistent implementation of 

both risks and business policies and classical risk practices consists of setting risk 

limits while ensuring that business remain profitable (Bessis, 2001: 53). Modern best 

practices consist of setting risk limits based on economic measures of risk while 

ensuring the best risk-adjusted performances (Bessis, 2001: 53). In both cases, the 

goal remains to enhance the risk-return profile of transactions and of the bank's 

portfolios. Nevertheless, new best practices are more 'risk sensitive' through 

quantification of risks. 

The key difference is the implementation of risk measures (Mishkin, 2004: 12). Risks 

are invisible and intangible uncertainties, which might materialise into future losses, 

while earnings are a standard output of reporting systems complying with established 

accounting standards (Bessis, 2001: 56). Such differences create a bias towards an 

asymmetric view of risk and return, making it more volatile to strike rhe right balance 

between both. Characterising the risk-return profile of transactions and portfolios is 

key for implementing risk-driven processes; the innovation of new best practices 

consists of plugging new risk-return measures into risk management processes, 

enriching them and leveraging them with more balanced views of profitability and 

risks (Mshkin, 2004: 33). 

Venkat (2000: 592) is of the opinion that as financial institutions come under 

increasing pressure to improve shareholder value, they need to consider a business 

and risk management model that goes beyond merely measuring, monitoring and 

reporting risk. A model, whch links the business mission and strategies to execution 

and to the elements of risk management infrastructure, is required. An integrated 

approach to managing risk ensures full identification and awareness of significant 

risks, consistent risk measures and proper management controls, thus dealing with the 

above-mentioned controls (Mishkin, 2004: 33). However, this integrated approach 

needs to be managed to ensure the effectiveness of risk management, as well as the 

continued profitability and viability of the financial institution as mentioned earlier. 



Venkat (2000: 592) describes a risk management process as a structured cycle of 

control activities that provides management with assurance that all risk within the 

institution are being effectively managed. Although every institution will have its 

own unique approach to h s  process, depending on the potential effect of risk on its 

business, it is a process of identifying exposures to risk, choosing the best method to 

handling each exposure and implementing it accordingly (Kreitner ef al. 1990: 606- 

608). 

2.3.1 The basic building blocks of a risk management process 

A high-level overview of the three basic building blocks of any risk management 

process will be given in the next section, which will serve as basis for the discussion 

on the operational risk management process thereafter. 

2.3.1.1 Bottom-up and Top-down process 

Mishkin (2004: 34) mentioned that processes cover all the necessary management 

actions for taking decisions, and monitoring operations that influence the risk and 

return profiles of transactions, sub-portfolios of business lines or the overall bank 

portfolio. Risk management combines top-down and bottom-up processes with 

horizontal processes (Bessis, 2001: 60). The top-down and bottom-up view relate to 

the vertical dimension of management, from general management to individual 

transactions, and vice versa. The horizontal layers refer to individual transactions, 

business lines, product lines and market segments, in addition to the overall global 

level. 

The top-down process starts with global target earnings and risk limits converted into 
< - 

signals to business units, these signals include target revenues, risk limits and 

guidelines applicable to the business unit policies (Bessis, 2001 : 55). These signals 

make it necessary to allocate income and risks to business units and transactions. 

Otherwise, the global targets remain disconnected from operations. Kreitner et al. 

( 1  990: 607) stated that the monitoring and reporting of risks is bottom-up orientated, 

starting with transactions and ending with consolidated risk, income and volumes of 

transactions. Aggregation is required for supervision purposes and to compare, at a11 



levels where decision-making occurs, future goals with actual operations (Bessis, 

2001: 57). In the end, the process involves the entire banking hierarchy from top to 

bottom, to turn global targets into signals for business units, and from bottom to top to 

aggregate risks and profitability and monitor them. 

The pyramid image of Figure 2.5 illustrates the risks diversification effect obtained 

when moving along the hierarchy. Each face of the pyramid represents a dimension 

of risk, such as credit risk, market risk or operational risk. The overall rlsk is less than 

the simple arithmetic addition of all the original risks generated by transactions (at the 

base of the pyramid) or subsets (sub-portfolios) of transactions. From bottom-up risk 

diversifies, which allows risk managers to take more risks at the transactional level 

since risk aggregation diversifies away a large fraction of the sum of all the individual 

risks - only post-diversification risk remains retained by the bank (Bessis, 2001 : 60). 

Figure 2.5: The pyramid of risk management 

Source: (Bessis, 200 1 : 57) 

2.3.1.2 Transversal process building blocks 

Transversal processes apply to any horizontal level, such as business lines, product 

Lines or market segments (Young, 2002: 333). The typical transversal blocks of such 

processes are illustrated in Figure 2.6 and are: 



9 Setting up risk limits, delegations and target returns. 

9 Monitoring the compliance of risk-return profiles of transactions or sub- 

portfolios with guidelines, reporting and defining of corrective actions. 

> Risk and return decisions, both at the transaction and portfolio levels, such as 

lending and rebalancing of the portfolio or hedging (Bessis, 2001: 60). 

Figure 2.6: The three-block transversal processes 

1 2. Decision makina I 1 1. Guidelines 1 

Source: (Bessis, 2002: 57) 

Young (2002: 334) stated that these are integrated processes, since there are feedback 

loops between guidelines, decisions and monitoring. R.isk management becomes 

effective and successful only if i t  develops up to the stage where it facilitates 

decision-making and monitoring. 

2.3.1.3 Summary - general overview of a risk management process 

Putting together the above-mentioned two views could produce a chart as in Figure 

2.7, which shows how vertical and transversal dimensions interact. As Bessis (2001: 

60) stated, risk models contribute to all processes because they provide them with 

better and richer measures of risk, malung them comparable to income, and because 

they allow banks to enrich the processes using new tools such as risk adjusted 

performance or valuing the risk reduction effects of altering the portfolio structure. 

Kreitner et al. ( 1  990: 608) mentioned that the above-mentioned usually leaves the risk 



manager with four basic alternatives from which to choose when deciding how to 

manage risk, namely: 

Risk avoidance. An activity that may lead to risk exposure identified and 

subsequently avoided. 

> Risk assumption. A specific risk is identified and accepted as part of daily 

activities. 

3 Risk transfer. Risk exposure is identified and is subsequently transferred to a 

third party who is prepared to take the risk, for example insurance companies. 

.P Risk reduction. The decrease of the uncertainly of a loss in a risky situation. 

Figure 2.7: The three basic building blocks of risk management processes 

Global Risk Management 

a 

4 * 
0 

Business Unit Risk Management 

Source: (Bessis, 2001: 57) 

All the above points refer to alternatives on how to manage risk exposure; they do not 

indicate specific steps within risk management processes. It is usually up to the 

management of an institution to determine and implement a risk management process 



that will be appropriate to their specific business. However, there are various 

viewpoints about the elements that should be included in such a risk management 

process. 

Vasamakis et a!. (2000: 56-86) developed a model for a risk management process (see 

Figure 2.8) which identifies: 

> Risk identification. Every risk management process must necessarily be put 

in motion by the process of risk identification. 

P ]Risk evaluation. This activity entails the evaluation of loss frequency and 

loss severity. This entails the measuring of the expected average Loss and the 

maximum loss. It also entails the analysis of the financial strength of the 

institution, which entails the assessment of the institution's risk retention 

capacity. 

P Risk control. Risk control entails the implementation of loss control 

progamrnes, which aims to achieve the following: 

i) The reduction of the magnitude of the exposure. 

ii) The frequency of the loss-production events. 

iii) The dealing with loss production events. 

iv) The recovery from loss production events. 

> Risk fmaoce.' This step entails the financial provision for losses that may 

occur. It therefore selects the most efficient method of financially providing 

for the consequences of risks. 

Mayland (1997: 155) summarises risk management as a circle (see Figure 2.9 and 

Figure 2.1 0) of interrelated and continuing steps, namely exposure identification, risk 

assessment, risk control, and risk financing. 

- -  

One of the main objectives of this study is to explain the measurement of operational risk in t e r n  of 
value at risk (VaR), that will assist risk managers to provide effectively (fmnce) for an operational 
loss. This wil.1 be discussed in detail in Chapter 5. 



P Exposure identification. Mayland (1997: 155) stated that exposure 

identification is a continuous discovery process where alternative scenarios are 

explored as the operating environment changes over time. 

P Risk assessment. This is described as attempts to measure the potential 

frequency and severity of the exposures that have been identified. This 

process is si~pported with regular reports to alert management to any changes 

in the risk assessment. 

> Risk control. Risk control is seen as the application of techniques to reduce 

the probability of loss. These range from informal control to periodic review 

of interactive control. 

> ]Risk finance. Risk fjnance is the last step of the process and refers to the 

provision of sufficient funds to meet loss situations as they occur. Funding 

can be accomplished by, for example, a variety of internal and external 

financial resources including insurance and risk based pricing. 

Figure 2.8 Model for a risk management process 

Kisk 
Finance 

Source: (Valsamakis el al, 2002: 80) 



Two basic operational risk management processes have been discussed in the first part 

of Chapter 2, but it is the view of the writer to use a more detail process for evaluating 

the operational risk management process - therefore the following section will 

evaluated a more detailed process and will also examine the elements thereof. 

Figure 2.9: Administering the risk management process - a systematic and 

continued effort 

I 

Source: (May land, 1997: 1 5 5 )  

2.3.2 Identifying operational risks 

Risk identification could be seen as the starting point of the risk management process. 

It is important that management realise that, as busi.ness grows, expands or improves, 

[.he exposure to risk wili also change. Hence the importance of risk identification in 

the risk management process, which obviously filters to the other elements of the 

process. 

Risk identification allows individuals to identify risks so that that the operational staff 

becomes aware of potential problems. Not only should risk identification be 

undertaken as early as possible, but it also should be repeated frequently. As 

mentioned above, risk identification is the first step in the proactive risk management 

process. It is the opportunities, indicators, and information that allows an institution 



to realise risks before they adversely affect operations and business (Young, 2002: 

233). 

Figure 2.10: The detailed process of managing operational risk 
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Source: (Damadoran, 2004: 33) 

As Cruz (2002: 21) mentioned, this step is closely related to the IT Infrastructure 

Library (ITL) term "classification" of formally identified incidents, problems and 

known errors by origin, symptoms and causes. The following sectlon will explain 

some of the basic elements that are part of the operational risk identification step. 

2.3.2.1 Risk statements 

Before risk can be managed, the operations staff must cleariy and consistently review 

risk in the form of a risk assessment (Cruz, 2002: 27). A risk statement is a natural 

language expression of causal relationships between the existing state of affairs or 

attribute, and a potential, unrealised second event, affairs or attribute. The first part of 

risk statement is called the condition and it is the description of an existing state of 



affairs or attributes that operations feel is needed in a loss reduction or a gain (Cruz, 

2002: 28). The second part of the risk statement is a second language statement called 

the consequence and describes the undesirable attribution state of affairs (Cruz, 2002: 

29). 

2.3.2.2 Root cause 

When formulating a risk statement, the operations staff should consider the root 

originating source of the risk condition (Cruz, 2002: 43). Understanding root causes 

can help to identify additional, related risks. There are four main sources of 

operational risk: 

9 People. Even if an institution's processes and technology are flawless, human 

action (whether accidental or deliberate) can put the business at Tisk. 

P Processes. Flawed or badly documented processes can put the business at risk 

if they are followed perfectly. 

P Technology. The IT staff may precisely follow a perfectly designed process, 

yet do not meet business goals because of problems with the hardware, 

software and systems. 

P Environment (external). Some factors are beyond the institution's control 

but still affect infi-astructure in such a way that it will harm the business. 

Natural events such as earthquakes and floods fall into this category, as do 

externally generated, man-made problems such as civil unrest or changes to 

government regulations (Bessis, 200 1 : 2 1). 

These are broad categories, and they can easily overlap, for example, if a newly 

employed operator undergoes training on the backup software and a week later makes 

a mistake that causes the backup to fail, is the source of risk "people" or "process"? 

There are ways to decide into which category a risk fits, but it is more important to 

define it  and stick to it, rather than to spend time seeking the perfect way (Cruz, 2002: 

5 1 ) .  



2.3.2.3 The downstream effect 

The risk identification process results in the identification of the outcome, or to a 

double effect of the outcome. Understanding downstream effects (total loss or 

opportunity cost) help to evaluate correctly the impact that the consequence will have 

on an institution. Yam (2002: 555) stated four main ways in which operational risk 

consequences can affect business: 

B Cost. The infrastructure can work properly, but at too high a cost causing too 

low retwn on investment. 

> Performance. The infrastructure can fail to meet the user's expectation, 

either because expectations were unrealistic, or because the infrastructure 

performs incorrectly. The reliability of a system can also impact the user's 

perceptions of the service's actual performance. 

> Capability. The infrastructure can fail to provide the platform or the 

component for end-to-end services to h c t i o n  properly or even function at all. 

For example, consider an enterprise e-mail system that relies upon mail 

servers, storage gateways, or message transfer agents (MTAs) or network 

components. A failure in my one of these components would impact the e- 

mail and impact the business' capability to communicate effectively. 

> Security. The infrastructure can harm the business by not providing enough 

security for data and resources, or by enforcing so much security that it 

restricts the user's access to data and resources. 

Understanding the characteristics of downstream effect is critical later in the risk 

identification process when ranlung risks to ensure that the most important ones gets 

the attention they deserve, because a risk may have a high operational consequence on 

the downstream effect or vice versa (Young, 2002: 277). Figure 2.1 1 schematically 

depicts the risk identification process. 

2.3.2.4 ]Risk List 

The minimum output from the risk identification activities is a clear consensus 

statement of the risks being faced by operating staff. The risk identification step 



frequently generates a large amount of other risk information, including the 

identification of root causes and downstream effects provided by service, owner and 

so forth (Yam, 2002: 277). 

Figure 2.11: The risk identfication process 

Cause I- Effect 
7 

b 

- 
. . . .WZ may not meet our 

messaging SLA 

Sourcc: (Yam, 2002: 277) 

An example of a risk list produced during the identification step is depicted in Table 

2.2. The risks listed i.n tabular form are the main input for the next step of the risk 

management process and will become the master risks list during subsequent 

management process steps. 

Now that the identification of operational risk has been discussed as Step 1 of the 

overall operational risk management process, the following section discusses some of 

the best practices that have been successfulIy used and that will be beneficial during 

th.is risk identification step. 

2.3.2.5 Best practices 

Table 2.2 lists some of the best practices that have been used in the banking industry 

that will play a role in the operational risk identification step. 



Table 2.2: Example of a risk list 

Root cause 

hadequate staffing. 

have to wait 
longer for 

Condition 1 Consequence 1 Downstream effect 

Technology 
change. 

support. 
Existing CRM 
system will be 
unsupported. 

The service desk 
cannot handle the 
number of calls it is 
receiving. 

CRM software 
vendors plan to 
withdraw support 
for the current 
version of the 

Reduced sales force 
capabilities because 
IT cannot develop 
the requested 
enhancements or 
make any system 
changes. 

product. 

The Service 
Level Agreement 
(SLA) will not be 
met and 
customers will 

Reduced customer 
satisfaction. 

New regulatory 
requirement. 

need. 

be stored for I1 
years. 

imposed and 
negatively effect the 
institution's position 
and image in the 
market. 

All e-mails and 
attachments need to 

software cannot 
accommodate this 

I I I I I 

Source: (Yam. 2002 280) 

2.3.2.5.1 Review risk lists and lessons learned 

Current backup 
and archiving 

A great deal can be learned fkom reviewing risk databases from similar tasks, talking 

to process owners about risk management activities and their areas, and reading case 

studies that identify risk to services or processes (Yam, 2002: 280). An optimised and 

mature risk management discipline involves capturing knowledge and best practices 

from operational activities through the application of such basic knowledge 

management techniques as consistent taxonomy, risk classification, document 

management and advanced search capabilities (Yam, 2002: 28 1). 

May result in trading 
restrictions being 

2.3.2.5.2 Continuous identification 

When a group adopts risk managcmcnt, the first step is often a brainstorming session 

to identify risks and it is important to keep in mind that identification does not end 



with this meeting (Lawrence, 2000: S9). Identification happens as often as changes 

are able to impact the IT infrastructure - which is to say, identification happens every 

day (Lawrence, 2000: S 10). 

2.3.2.5.3 Discussions 

Lawrence (2000: S10) also mentioned that identification discussion is vely important, 

and the key to success is to have representatives of all the relative viewpoints present 

at these discussions, including the stakeholders6 as well as the different segments of 

the operational staff. This is a powerful way to expose assumptions and differing 

viewpoints. As Lawrence (2000: S12) stated, the ultimate goal of the identification 

discussion is to improve the institution's risk management capability. 

2.3.2.5.4 The cause effect matrix 

The set of all possible conditions is nearly infimte, and the sheer volume can make it 

difficult for the operations staff to focus on one at a time, especially during 

brainstorming (Lawrence, 2000: 18). Table 2.3 is an example of a cause effect matrix 

where it uses the four factors mentioned in the Basel Committee's definition of 

operational risk and maps some variables to it. 

Table 2.3: Cause effect matrix 

Root cause 1 Cost I Capability I Performance I Security I 
People 

Process 1 I I 1 I 
Technology 

Environmental 

Source: (Lopez, 2002: 14). 

An effective solution, and one that has benefits later in the process, is to subdivide all 

the possible conditions into a table with one row for each of the causes of risk, and 

one column for each of the four types of a downstream effect. 

4 stakeholder is any party that is influenced by the outcome of any meeting or discussion - 
(Lawrence, 2000: S 1 1) 
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As Lopez (2002: 15) mentioned, it is now much easier to focus on one cell of the table 

at a time, for example, IT operations staff might ask themselves "How might people 

in the operations group make mistakes that might cause us to do the right work at to 

high a cost?" Or they might ask, "How could our technology fail to meet the 

customer's performance expectations?" 

2.3.2.5.5 Risk statement form 

A helphl way to represent the information gathered during this step is throu& a risk 

statement form, which may add information that will be valuable later during the risk 

tracking step (Lopez, 2002: 22). In addition to the four parts of the risk statement (see 

Section 2.3.2.1 - 2.3.2.4) (root cause, condition, consequence, and downstream 

effect), a statement form may include the following (Lopez, 2002: 23): 

P Role or function. The service management function (SMF) most directly 

involved with the risk situation. 

> Related service. Service most affected by the risk. 

> Context. A paragraph containing additional background information that 

helps to clarify the risk situation. 

P Related risk and dependencies among risks. Identify where the 

consequence of a risk is, may also be the root cause of or have a direct impact 

on other risks. 

This section concludes the evaluation of the first step of the operational risk 

management process, being the identification of operational risk. The following 

section will go into the second step of this process by means of evaluating how 

operational risks are analysed and prioritised. 

2.3.3 Analysing and prioritising risks 

Risk analysis builds on the risk information generated in the identification step, 

converting it into decision-making information (Lopez, 2002: 33). In the analysing 

step, t h e e  more elements are added to the risk's entry on the master risks lists, which 

include the risk probability, impact and exposure (Young, 2002: 233). These 



elements aIlow operations staff to rank risks, which in turn allows them to direct the 

most energy into managing the list of top risks (Young, 2002: 233). The following 

section will then discuss the above-mentioned three eIernents in some more detail. 

2.3.3.1 Risk probability 

Risk probability is a measure of the likelihood that the consequences described in the 

risk statement will actually occur and is expressed as a numerical value (Lawrence 

2000: S16). Lawrence (2000: S16) stated that risk probability must be greater than 

zero, or the risk does not pose a thxeat. Likewise, the probability must be less than 

loo%, or the risk is a certainty - in other words, it is a known problem (Lawrence, 

2000: S 18) (also see Chapter 5). Table 2.4 illustrates an example of a three-value 

division for probabilities. 

2.3.3.2 Operational risk impact 

Table 2.4: Operational risk probability ranges 

When analysing operational risk, the risk impact is an estimate of the severity of the 

adverse effects, the magnitude of the loss, or the potential opportunity cost if a risk 

realises (Matten, 2000: 234). a s k  impact should be a direct measure of the risk 

consequence as defined in the risk statement (see Section 2.3.2.1). It can either be 

measured in financial terms or with a subjective measurement scale. If all risk 

impacts could be expressed in financial terms, the use thereof could hold in an 

advantage in the fact that it will be known by and easy explained to business sponsors 

(Matten, 2000: 235). The financial impact might be long-term costs in operations and 

support, loss of market share, short-term costs in additional work, or opportunity costs 

(Matten, 2000: 237). The best way to estimate losses is by a numeric scale: the larger 

the number, the greater the impact on the business (McPail, 2003: 12). As long as all 

Probability range 

1% through 33% 

34% through 67% 

68% through 99% 

Source: (Lawence, 2000: S 16). 

Probability value 

17% 

50% 

84% 

Natural language 

Low 

Medium 

High 

Numeric score 

1 

2 

3 



the risks within the master risk list use the same units of measurement, simple 

prioritisation techniques will work. It is helpful to create translation tables to convert 

specific units such as time or money into values that can be compared to the 

subjective units used elsewhere in the analysis, as illustrated in Table 2.5, below. 

Table 2.5: Example of a Translation Table 

I 

1 1 Under R l  00 

Number Scoring Monitoring Loss 

I I R 1 00 million - R 1 billion I 

5 

6 

7 

I 1 R1 billion - Rl0 billion 1 

Rl00000-Rl000000 

R1 000 000 - R 1 0 million 

R10 million - RlOO million 

High values indicate serious loss; medium values show partial loss and reduced 

effectiveness, where low values indicate small or trivial losses (Young, 2002: 222). 

The scoring system for estimating monetary loss should reflect the institution's values 

and policies (Young, 2002: 233). A RIO 000 monetary loss that is tolerable for one 

institution may be unacceptable for another. When monetary losses cannot be easily 

calculated, it may be possible to develop alternative scoring scales for the impact that 

captures the appropriate services affected (McPail, 2003: 18). Table 2.6 illustrates a 

simple example. 

10 

In this example, the schedule impact can refer to the project schedule, product, or 

service slip schedule or some other time-dependent business activity (McPail, 2003: 

20). Consider using the catastrophic impact score where an artificial high value such 

as 100 is assigned - this will ensure that even a risk with a very low probability, but 

high catastrophic impact, will rise to the top of the risks list and remain there (McPail, 

2003: 21). 

Over R I0 bil.lion 

Source: (McPail, 2003: 13) 



Table 2.6: Example of an Alternative Scoring Scale 

1 Score I Criterion I Scheduled impact I Technical impact I 
I I I 

2 1 Medium I Slip 2 weeks I Moderate effect on performance 

I I I 

I I I 

3 1 High I Slip 1 month I Severe effect on performance 

1 1 Low 

I I 

4 I Critical 1 Slip more than 1 month I Mission cannot be accomplished 

Slip 1 week I Slight effect on performance 

I I I 

100 1 Catastrophic I Unable to deliver ( Mission cannot be accomplished 1 
I I I I I 
Source: (McPail, 2003: 19) 

2.3.3.3 Operational risk exposure 

Operational risk exposure is the third element in analysing operational risk and Young 

(2000: 255) stated that risk exposure measures the overall threat of the risk, 

combining the likelihood of the actual loss (probability) with the rnagmtude of the 

potential loss (impact) into a single numeric value. In the simplest form of 

quantitative risk analysis, risk exposure is calculated by multiplying risk probability 

by impact - exposure = probability x impact. 

Sometimes a high probability risk has low impact and can be safely ignored, but 

sometimes a high risk impact has low probability and can be safely ignored. These 

risks that have high probability and high impact are the ones most worth managing as 

they produce the highest exposure values (Matten, 2000: 22). When scores are used 

to quantifjr probability and impact, it is sometimes convenient to create a matrix that 

considers combinations of scores and then assigns them to low risk, medium risk and 

high risk categories. For the use of a tripartite probability score where 1 is low and 3 

is high, the possible results may be expressed in the form of a table where each cell is 

a possible value for the risk exposure (Matten, 2000: 23). In this arrangement, it is 

easy to classify risk as low, medium or high depending on their position within the 

table as illustrated in Table 2.7. 



Table 2.7: Example of Probabilityflmpact table 

/ Low Impact = 1 1 Medium Impact = 2 1 High Impact = 3 
I I I 

Low Probability = 1 I 1 I 2 1 3 I 

High Probability = 3 
I I I 

Low exposure = 1 or 2, medium exposure = 3 or 4, high exposure = 6 or 9. 

Source: (McPail, 2003: 25) 

Medium Probability = 2 

McPail (2003: 25) stated that the advantage of using this tabular format is that i t  is 

easy to understand through its use of colours (see Figure 2.12). A11 the high risk items 

lies above the red line, all the medium items lie between the red and the amber, and 

aU the low risk items lie under the amber line. This is based on combinations of 

impact and probability, therefore the exposure. It also used a well-defined 

terminology: "High risk" is easier to comprehend than "high exposure". Risk analysis 

provides a priorirised risk Iist to guide operations in risk planning activities (Matten, 

2000: 36). Within the Enterprise R ~ s k  Assessor (ERA) Risk Management Discipline, 

this is called the master risk list (see Table 2.2). Detailed risk information including 

condition, context, root cause, and the metrics used for prioritisation (probability, 

impact, exposure) are often recorded for each risk in the risk statement form. 

Figure 2.12: Example of how colours are used to describe the risk exposure 

9 3 

2 

Risk Exposure 

0 1 2 3 4 5 6 7 8 9 X) 

Impact 

6 

Source: (Compiled by the author) 
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2.3.3.4 Best practices 

The following have been identified as some of the best practices that have been used 

in the banlung industry that will play a role in the operational risk analysis and 

prioritising step of the operational risk management process: 

2.3.3.4.1 Ksk factor charts 

Matten (2000: 29) stated that a xisk factor chart helps the group quickly determine the 

exposure it faces for all the general categories of risk. 

2.3.3.4.2 Settle differences of opinion 

It is unlikely that all operations staff will agree on the risk ranking because staff 

members with different experiences or viewpoints will rate probability and impact 

differently. To maintain objectivity in the discussion and to limit arguments, the 

institution must be sure to decide as a group how to resolve these differences before 

starting this step (Young, 2002: 299). Options may include a majority-rule vote, 

picking the worst case estimate, or siding with the person who has the best experience 

of dealing with the situation in which the risk event actually occurs (Young, 2002: 

299). 

2.3.3.4.3 Measure financial impact 

1f several risks have the same exposure value, then the financial estimate can help 

detennine which one is most important. Also, the financial data helps in the planning 

step to ensure that the cost preventing risk is lower than the cost of incurring the 

consequences (Matten, 2000: 35). It might seem that the financial estimate is 

preferable and could be used in place of a numeric value. In practice, however, 

financial impact values tend to be a much more labour intensive way to produce the 

same top risk list (Matten, 2000: 35). If management decides to use a monetary scale 

for impact, they must remember to use it for all risks, because if a particular risk uses 

a numeric scale and another's impact uses a monetary scale, the two cannot be 

compared, so there is no way to rank one over the other. 



This section concludes the second step of the operational risk management process. 

The following section will describe the third step, which is the planning and 

scheduling of operational risk actions (McPail, 2003: 3 1). 

2.3.4 Planning and schedu.ling risk actions 

Planning and scheduling is the third step of the operational risk management process. 

The planning activities carried out by operations translate the prioritised risks into 

action plans (McPail, 2003: 3 1). Planning involves developing detailed strategies and 

actions for each of the top risks, prioritising risk actions, and creating and integrating 

a risk management plan (McPail, 2003: 33). Matten (2000: 36) mentioned that 

scheduling involves the integration of tasks required to implement the risk action 

plans into day-to-day operations activities by assigning them to individuals or roles 

and actively tracking their status. 

2.3.4.1 Planning activities 

When planning activities, it is important to consider the following aspects: 

> Focus on high exposure risks. 

> Focus on the condition to reduce the probability. 

> Look for root causes as opposed to symptoms. 

P Deal with the consequences to rnjnimise the i.mpact. 

P Determine the root cause, and then look for similar situations in other areas 

that any arise from the same cause. 

> Be aware of dependencies and interactions between risks (Hussei.n, 2000: 

542). 

During risk action planning, institutions should also consider these six questions when 

formulating risk action plans: 

9 Research - do the operations staff know enough about the risk? Do they need 

to study the risk further to acquire more information and better determine the 

characteristics of the risk before deciding what action to take? 



P Accept - can they live with the consequences if the risk were to occur? Can 

they accept the risk and take no further action? 

Avoid - can they avoid the risk by changing the scope? 

Transfer - can they avoid the risk by transferring it to another group, 

institution, or individual? 

P Mitigation - can the operations staff do anything to reduce the probability or 

impact of the risk? 

P Contingency - can the impact be reduced through a planned reaction 

(Hussein, 2000: 543)? 

The following section will then aim to explain the above-mentioned questions in some 

more detail (also see Figure 2.13). 

2.3.4.1.1 Risk research 

Much of the risk that is present in operational risk is related to the uncertainties 

surrounding incomplete information, and certain risks are also related to the lack of 

knowledge that may often be resolved or managed most effectively by learning more 

before proceeding (Hussein, 2000: 555). 

2.3.4.1.2 Risk acceptance 

Some risks are as such that it is simply not feasible to intervene with effective 

preventative or corrective measures; operations staff simpIy elect to accept the risk in 

order to realise the opportunity (King, 2000: 11 2). Acceptance is not a "do nothing" 

strategy and the plan should include the development of a documented rationale for 

accepting the risk, but not developing mitigation or contingency planning (King, 

2000: 1 12). 

It is prudent to continue monitoring such risks through the IT cycle in the event that 

changes occur in probability, impact, or the ability to execute preventative or 

contingency measures related to this risk. For example, a data centre may need to 

house servers temporarily in a basement room that is at risk of flooding. There may 

be no alternative location available, given the heat and power requirements. 



Mitigation or risk t.ransfer would be too expensive and cause too much disruption. Ln 

such cases and given the fact the flooding has never occurred before, i t  may be 

justifiable to accept the risk and monitor the situation. 

2.3.4.1.3 Risk avoidance 

Hussein (2000: 556) mentioned that risk avoidance prevents management from talung 

actions that increase exposure too much to justify the benefit. An example is 

upgrading a rarely used application on all 50 000 desktops of an institution. Ln most 

cases, the benefit does not justify the exposure, so management avoids the risk by not 

upgrading the application. 

Figure 2.13: The six factors of risk planning 

'1 
Research 

Source: (Compiled by the author) 

2.3.4.1.4 Risk transfer 
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Whereas the avoidance strategy eliminates risk, the transference strategy often leaves 

the risk i.ntact but shifts responsibility for i t  elsewhere. Examples where risk is 

transferred include: 



b Insurance. 

P Using external consultants with greater expertise. 

3 Purchasing a solution instead of building it. 

P Outsourcing services (Hussein, 2000: 569). 

Risk transfer does not mean risk elimination. In general, a risk transfer strategy will 

generate risks that still require proactive management, but reduce the level of risk to 

an acceptable risk (Hussein, 2000: 569). For example, a company with an e- 

commerce site might outsource credit verification to another company. Here the risk 

still exists, but it becomes the outsource partner's responsibility. However, if the 

outsourced partner is better at performing credit verification, then banslating the risk 

can also reduce them. 

2.3.4.1.5 Risk mitigation 

While the goal of risk avoidance is to evade activities or situations having 

unacceptable risks, risk mitigation planning involves performing actions and activities 

ahead of time to either prevent risk from occurring altogether or to reduce the impact 

or consequences of it occurring (Cade, 1997: 244). For example, using the redundant 

network connections on the Internet reduces the probability of losing access by 

eliminating the single point of reference (Cade, 1997: 244). 

Cade (1997: 246) also stated that it is virtually important to assign an owner to every 

mitigation plan, and it is helpful to define the plan's milestones in order to track its 

progress and its success rnetrics. Not every risk has a reasonable and cost-effective 

mitigation strategy, but in some cases where a mitigation strategy is not available, it is 

essential to consider effective contingency planning (Cade, 1997: 246). 

2.3.4.1.6 Risk contingency 

Risk contingency planning involves creating one or more fallback plans that can be 

activated in case efforts to prevent the adverse event fail (Coopers & Lybrand, 1997: 

12). Contingency plans are necessary for all risks, including those that have 



mitigation plans and they focus on what to do if the risk occurs, its consequence and 

how to rninirnise its impact (Coopers and Lybrand, 1997: 13). 

In some cases management can establish triggers for the contingency plan based on 

the type of risk or the type of impact that will be encountered (Coopers and Lybrand, 

1997: 13). Triggers and indicators (refer to Chapter 3) tell management a condition is 

about to occur, or has occurred, and therefore it is time the contingency plan comes 

into effect - ideally, the triggers7 become true before the consequence occurs. It may 

help to think of triggers as warning lights that light up while there is still time to avoid 

danger (Esterhuysen, 2003: 1 13). For example, if the condition is that the Intranet 

server runs out of hard disk space, the trigger might be that the server's disk have 

reached 80% of its capacity and is showing an upward trend. 

Esterhuysen (2003: 114) also stated that in some cases, the triggers may be date 

driven. For example, if the condition is that a newly ordered server might not arrive 

in time to support the launch of a miss-critical application, a trigger might be set for 

the latest date on which the server could arrive. If the server does not arrive in time 

and the trigger becomes true, one contingency plan might be to make use of an 

existing server from a less critical server (Esterhuysen, 2003: 1 14). 

2.3.4.2 Best practices fox operational risk planning 

%le the previous sections have discussed the basic concepts of the operational risk 

planning phase of the operational risk management process, the following section 

discusses the best planning practice that are currently being used worldwide, which is 

operational risk prioritisation. 

2.3.4.2.1 Prioritising of operational risk 

A mitigation plan might have several actions, and the sequence might affect the 

mitigation's success at reducing, avoiding or transferring the risk, therefore it is 

' These triggers are also referred to as key operational. risk indicators that serve as early warning lights 
and show management potential breakdowns where a loss can occur (Esterhuysen, 2003: 112). These 
indicators will be discussed in more detail in Chapter 3.  



important to prioritise the steps in this plan (Cade, 1997: 298). A contingency plan 

essentially describes how to shift away kern normal operations when a condition 

occurs - especially if the consequences disrupt many services, it may be valuable to 

brings some services back online first. (Cade, 1997: 298). Cade (1997: 298) also 

stated that management must agree beforehand on the order in which to restore 

services, and decide how long each can be offline. 

The above-mentioned section concludes the discussion on the third step of the 

operational risk management process. The foIlowing section will take an in-depth 

look at the fourth step of this process, which is the trachng and reporting of 

operational risk (McPail, 2003: 33). 

2.3.5 The tracking and reporting of operationaI risk 

During the operational risk trackmg step, management gathers infomation about how 

risks are changing - this information supports the decisions and actions that will be 

made in the next step (Risk control - Section 2.3.6) (McPail, 2003: 36). The following 

section discusses the fourth step of the operational risk management process by first 

discussing operational risk tracki.ng and then operational risk reporting. 

2.3.5.1 Operational risk tracking 

McPail (2002: 36) stated that the operational risk tracking step monitors three main 

changes: 

3 Trigger values - if a trigger becomes true, the contingency plan needs to be 

executed. 

> The risk condition, consequences, probability, and impact - if any of these 

change (or are found to be inaccurate), they need to be re-evaluated. 

P The progress of a mitigation plan - if the plan is behind schedule or is not 

having the desired effect, it needs to be re-evaluated. 

The risk tracking step then monitors the above changes on three main time frames: 



P Constant - Many risks in banks can be monitored constantly or at least many 

times a day. For example, automated tools can monitor a web server's 

bandwidth usage every few seconds. 

P Periodic - IT operations stakeholders, especially those in the service role 

cluster, periodically review the top risks lists, looking for changes in the major 

elements. This often happens at staff meetings, change of advisory board 

meetings and operational risk management meetings. 

P As-needed - In some cases, someone simply notices that some part of the risk 

has changed. This should still be tracked and reported (McPail, 2003: 37). 

2.3.5.2 Operational risk reporting 

Carr & Walsh (1999: 49) stated that risk management systems should provide 

accurate and tamely information to risk managers as well as consolidated reports 

regarding risk exposures. Young, (2002: 17 1) stated that this information must be 

concise, unambiguous, standardised, and integrated with existing reporting processes. 

According to (Young, 2002: 171), however, operational errors may affect the 

accuracy of management reports and measurement systems, jeopardising the quality 

of management decisions. It is evident that risk reporting should be accurate and 

concise in order not to compromise the quality of management decisions. 

Goldman et a!. (1998: 42) stated that risk reporting is the process through which an 

institution reports on risk through its management information systems (MIS) to its 

internal shareholders and regulators. It is an increasingly important part of the risk 

management process as institutions seek ways to improve their ability to measure 

their performance and return on equity (ROE) on a risk adjusted basis. According to 

Goldman et al. (1998: 42), there have been a number of initiatives by banking and 

security regulators to encourage improved regulatory reporting and risk disclosure in 

annual reporb. 

According to Young (2002: 172), it is widely recognised that current reporting needs 

to be improved, and that the primary area for improvement is i.n strengthening the 1in.k 

between business strategy and operational risk reporting. Instead of being a stand- 



alone process, senior management reporting must include more robust risk measures 

and follow-up action items to improve operational risk management results. 

Figure 2.14: Risk reporting framework 
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Source: (Venkat, 2000. 6 10). 

Venkat (2000: 609) concludes that an effective risk-reporti-ng framework focuses on 

the generation of risk management information that meets the objectives and needs of 

different target audiences, which include: 

> Business trading and risk managers. 

9 Senior and executive management. 



> Potential users such as financial controllers, middle and back office operations 

as well as auditors and regulators. 

Figure 2.14 depicts a risk reporting framework that may be delivered to different 

target audiences. 

Venkat (2000: 609), furthermore, mentions a word of caution when taking the best 

practice approach to implementing a risk reporting framework. It requires striking a 

balance between an institution's ultimate risk measurement and reporting goals and its 

current capabilities. A pragmatic first step would entail developing initial reports that 

appropriately capture the risk profiles of different businesses. The next step would be 

to design risk reports that balance "ideal" information content with current data 

availability and report generation capabilities. This, in turn, will highlight gaps in the 

current risk reporting environment with respect to risk management information and 

serve as the basis for developing an action plan to deal with these gaps. 

It is evident that risk reporting plays an important role in a bank's operational risk 

management process. It seems imperative, however, that reports should include 

accurate information to ensure that management may take correct decisions based on 

information regarding the management of operational risk. 

Kingsley et al. (1 998: 1 1) state that if the operational risk management's function is to 

be effective, it needs to operate within agreed operating principles. These principles 

should be aligned within the operating principles of the rest of the risk management 

function. According to Kingsley et al. (1998: 1 I), these could include the following: 

> Definition of data requirements. Operational risk management is 

responsible for defining and communicating its data requirements to the 

business units and support functions. 

> Responsibility for data capture and integrity. The business units and 

support functions are responsible for ensuring the completeness and integrity 

of data reported to risk management. Risk management, meanwhile, is 

responsible for exercising the secondary independent detective and diagnostic 

controls over data integrity. 



P Reporting of operational risk. Operational risk information would typically 

be reported weekly in summary form and in greater detail on a monthly basis. 

The format of the report should be aligned with the existing risk management 

information. 

P Scheduling of formal operational risk committee meetings. This will 

depend on the type of institution. With the rate of market change and the need 

of proactive action, it will be likely that meetings will be at least monthly. Ad 

hoc meetings will be necessary in times of market turbulence. 

P Members of the operational risk committee. A board member should be 

assigned responsibility for the operational risk function. The committee 

members should include the most senior members of management. 

P Empowerment. The powers of the operational risk function should be 

documented and known throughout the institution. The operational risk 

function should have the capacity to exercise those powers, particularly the 

power to reduce unauthorised levels of risk where line management has failed 

to. 

This section concludes the fourth step of the operational risk management process. 

The following section discusses in more detail the fifth step of this process, which is 

the controlling of operational risk. 

2.3.6 Operational risk controlling 

As mentioned above, the fifth step in the operational risk management process is the 

controlling thereof (McPail, 2003: 45). During this step, individuals carry out 

activities related to contingency plans because triggers (risk indicators) have been 

reached. Corrective actions are initiated based on risk tracking information. These 

corrective actions include the use of internal controls such as the following (Schwartz 

& Smith, 1997: 43): 

P Separation of function. The delineation of responsibilities is designed to 

provide an institutional primary control mechanism. For example, those 

individuals responsible for committing an institution to a transaction should 

not also perform the clearance or accounting functions. According to the 



Base1 Committee (1998a: 28) the segregation of duties is not limited to 

situations involving simultaneous front and back office control by one 

individual, it can also result in serious problems when an individual has the 

responsibility for the following: 

Approval for the disbursements of funds and the actual disbursements. 

Customer and proprietary accounts. 

Transactions in both the "banking" and "trading books". 

Informally providing information to customers about their positions while 

marketing to the same customers. 

Assessing the adequacy of loan documentation and monitoring the 

borrower after loan origination. 

Any other tasks where significant conflicts of interest emerge and are not 

mitigated by other factors. 

King (2000: 28) states that the segregation of duties should typically separate 

activities such as: 

Custody and recording of assets. 

Processing of a transactions and accounting. 

Execution and authorisation of a transaction and processing of settlement 

funds. 

Any inappropriate circumstances, if discovered, should be brought to the attention of 

senior management, who must take corrective action. 

> Dual entry. Another of the important primary operational controls is the 

double checking of work. Some organisations go as far as to have duplicate 

staff for each function, such as an input clerk and a verifier. Other institutions 

use the hierarchy system of a supervisor who signs off all parts of the 

processed activities. 



P Reconciliation. Comparing the output of various systems or reports is a 

strong secondary control. Reconciliation highlights, for example, potential 

failures in primary controls or systems. 

Crouhy et al. (1998:46) noted a variety of techniques that are used to control or 

mitigate operational risk. They also state that most banks noted that internal controls 

are seen as the major tool for managing operational risk. Banks also cited insurance 

as an important mitigator for some forms of operational risk. Several banks have 

established a provision for operational losses similar to traditional loan loss reserves. 

Banks are also exploring the use of reinsurance to cover operational losses. 

The Base1 committee8 identified thirteen main principles of internal controls for 

banks, which KPMG (1998: 4) summarised as follows: 

P Management supervision and the control culture 

1. The board of directors should have responsibility for understanding the 

major risks run by the bank, setting acceptable levels for the risk and 

ensuring that senior management takes the steps necessary to identify, 

monitor and control these risks. 

2. Senior management should have the responsibility for implementing 

strategies and policies approved by the board; setting appropriate internal 

control policies and monitoring the adequacy and effectiveness of the 

internal control system. 

3. The board of directors and senior management are responsible for 

promoting high ethical and integrity standards and for establishing a 

culture within the institution that emphasises the importance of internal 

controls. 

k Risk assessment 

4. All material risks that could adversely affect the achievement of the banks' 

goals should be recognised and continually assessed. 

The Base1 Committee will be discussed in more detail in Chapter 3. 

54 



P Control activities 

5. Control activities should be an integral part of the daily activities of the 

bank. These should include: top level reviews, appropriate activity 

controls for different departments or divisions, physical controls, chechng 

for compliance with exposure limits and follow-up on non-compliance, a 

system of approvals and authorisations, and a system of verification and 

reconciliation. 

6. There should be appropriate segregation of duties. 

P Information and communication 

7. There should be comprehensive financial, operating and compliance data. 

Information should be reliable, timely, accessible and provided in a 

consistent manner. 

8. Reliable information systems should be in place. 

9. There should be effective channels of communication to ensure that 

information is reaching the appropriate personnel. 

P Monitoring activities 

10. Monitoring of internal controls should be an ongoing process and a part of 

the daily activities of a bank. 

11. There should be an effective and comprehensive internal audit of the 

internal control system carried out by operationally independent staff. The 

internal audit function should report directly to the board of directors or its 

audit committee and to senior management. 

12. Internal control deficiencies should be reported in a timely manner to the 

appropriate management level and dealt with promptly. 

P Evaluation of internal control system by supervisory authorities 

13. Supervisors should require that all banks, regardless of size, have an 

effective system of internal controls that is consistent with the nature, 

complexity, and risk inherent in their activities and that responds to 

changes in the bank's environment and conditions. 



The first few principles state quite clearly that a bank's board of directors and senior 

management are mainly responsible for controls and not just its internal audit and 

compliance departments. Apart from the board of directors' responsibilities, 

however, it is evident that everyone in the bank shares these responsibilities to some 

extent. According to the Base1 Committee (1998a: 16), control activities are most 

effective when management and all other personnel view them as an integral part, 

rather than an addition to the daily activities of the bank. 

When controls are viewed as an addition to the day-to-day activities, they are often 

seen as less important and may not be performed in situations where individuals feel 

pressured to complete activities in a limited amount of time. In addition, controls that 

are an integral part of the day-to-day activities enable quick responses to changing 

conditions and avoid unnecessary costs. As part of fostering the appropriate control 

culture within the bank, senior management must ensure that adequate control 

activities are an integral part of the daily functions of all relevant personnel on all 

levels. 

KPMG (1998: 5) emphasised that risk control is an ongoing process. The objectives 

are to ensure that risks are continually re-evaluated and all areas continually comply 

with established policies and procedures. The new environment of proactive 

regulatory supervision makes it crucial that banks have an in-depth, comprehensive 

programme of internal controls. 

2.3.7 Learning from risk 

Learning from risk is the sixth and last step of the operational risk management 

process and adds a strategic, organisational perspective to risk management activities 

(McPail, 2003: 58). McPail (2003: 58) further stated that risk learning should be a 

continuous activity throughout the risk management process and may begin at any 

time, with the focus on three key objectives: 

P Providing quality assurance on the current risk activities so that the bank 

operations can gain regular feedback. 



k Capturing knowledge and best practices, especially around identification and 

successful mitigation strategies - this contributes to the risk knowledge base. 

k Improving the risk management process by capturing feedback from the 

institution. 

2.3.7.1 Capturing lesions about operational risk 

McPail (2003: 59) also mentioned that risk classification is a powerful means for 

ensuring that lessons learned from previous experience are made available to the 

groups responsible for performing risk assessments. Two key aspects of learning are 

often recorded using risk classification, and will be discussed in the following two 

sections. 

2.3.7.1.1 New risks 

Goldman et al. (1998: 46) stated that if bank operations encounter an issue that had 

not been identified earlier as a risk, it should review whether any signs (leading 

indicators) could have helped to predict the risk. Management may need to update the 

existing risk lists to help identify risks in the future. Alternatively, management 

might have identified a new operational risk that should be added to the existing risk 

knowledge base. 

2.3.7.1.2 Successful mitigation strategies 

Goldman et al. (1998: 46) also mentioned the other key learning point, which is to 

capture experience of strategies that have been used successfully (or even 

unsuccessfully) to mitigate risk. The use of standard risk classification provides a 

meaningful way to group related risks so that bank operations can easily find details 

of risk management strategies that have been successful in the past. 



2.3.7.2 Best practices 

Goldman et al. (1998: 46) stated two best practices that were successful around the 

world, which include risk review meetings and risk knowledge base. These two will 

be briefly discussed in the following sections. 

2.3.7.2.1 Risk review meetings 

The risk review process should be well managed to ensure gains from experiences are 

captured. General risk management review meetings, as well as specific risk review 

meetings provide a forum for risk managers to learn about risk. These meetings 

should be held on a regular basis and, like other reviews, they benefit from advance 

planning, development of a clear, published agenda, participation by all participants, 

and free-hosts communication in a "blame-free" environment (Goldman et al. 1998: 

49). 

2.3.7.2.2 Risk knowledge base 

The risk knowledge base is the second best practice technique that will be discussed 

in this section. The risk knowledge base is a formal or informal mechanism by which 

an institution captures experience to assist in future risk management. Without some 

form of knowledge base, an institution may have difficulty adopting a proactive 

approach to risk management (Young, 2002: 334). The risk knowledge base differs 

from the risk management database, which stores and tracks individual risk items, 

plans, and status for specific service. 

This section concludes the brief discussion on the sixth step of the operational risk 

management process. The following section will conclude the whole process and 

highlight the most important facts. 

2.3.8 Conclusion 

As McPail (2003: 45) mentioned, operational risk cannot be managed without a 

formalised plan or procedure that illustrates the most basic points that have to be 



followed. The operational risk process provides the basis from which to work when 

managing operational risk, and when operational risk is being managed as part of a 

project, these steps will be the "mini projects" within the bigger project; therefore it is 

important to establish this process in order for the bigger process to be successful. 

One of the objectives of this study is to explain how the VaR for operational risk is 

calculated, but this cannot be done if management do not know what their operational 

risks are and how to identify them. Although risk identification is one of the elements 

of this process, the overall objective of this process is to help management to identify 

and document operational risks, therefore this process forms the first part of 

calculating VaR for operational risk - one cannot put a value to a risk if one does not 

know what the risk is. 

2.4 Risk financing 

Although it is not a direct step in the operational risk management process, this 

chapter also briefly discusses risk finance. According to Ritchie & Marshall (1993: 

245) risk management may be seen as part of an institution's general financial 

planning and control activity. Thus, when managing risk, the cost of risk as the final 

step of a risk management processg is an important issue to consider. Valsamakis et 

al. (2000: 244) stated that through systematic identification, evaluation and control, 

the severity and fkequency of losses can be reduced. The risk management process, 

however, must also include the element of financing. They also argue that risk 

financing becomes visible when consideration is given to pursuit of minimising the 

total cost of risk to an institution. 

A risk management process should be cost-effective and expenditure should be to the 

benefit of the institution. Hence, the cost of risk should reflect cost-efficiency and 

ensure optimal financing. Valsamakis et al. (2000: 244) defined the cost of risk as the 

sum of: 

9 Net insurance premiums. 

9 Unreimbursed losses. 

- 

Risk financing is not a direct step of the operational risk management process but is rather regarded as 
an indirect step in the process. 



P Risk control and loss prevention. 

P Administration costs. 

The basic concept of risk financing is to ensure that the cost of risk and of the risk 

management process do not exceed the potential benefits they have for the institution. 

The risk management process can therefore require a pre-financing or post-financing 

policy. The risk type plays an important role in dictating the risk financing policy. 

An example of a pre-financing policy is financing by means of insurance and self- 

funding, while post-financing could consists of cash resources, debt and equity 

finance (Valsamakis et al. 2000: 249). 

The writer is of the opinion that management of every risk type must be subject to a 

financial evaluation process to determine its contribution towards the overall 

effectiveness and profitability of an institution by comparing its costs to benefits. 

During the discussion of the operational risk management process it is evident that the 

identified model (Figure 2.10) could be generically applied for all risk types. 

However, the methodologies for measuring, evaluating, controlling and financing risk 

types may differ radically according to the risk type. To be able to distinguish 

between the risk types and to determine the approach to and views of operational risk, 

it is necessary to discuss the classification of risks. This section concludes the 

discussion on the operational risk management process. The following section will 

concludes this chapter. 

2.5 Conclusion 

This chapter provides a background on operational risk and the management thereof. 

It had briefly described the other risks that financial institution face and has provided 

a single definition of operational risk. The management of operational risk is a 

complex exercise that influences the whole bank and not just the risk management 

process. There are many documented operational risk management processes but a 

few of them have been tested in practice. 



As mentioned before, two of the main objectives of this study are to explain the 

operational risk management process as well as how an operational risk VaR figure is 

calculated and managed. Chapter 2 is a first step into that direction as it has explained 

the operational risk management process and placed much emphasis on the 

identification of operational risk. This is important for both the measurement and 

management of operational risk, because it is not possible that operational risk can be 

measured and VaR be calculated if it cannot be managed and it is not possible that it 

can be managed if it is not clearly identified. Chapter 2 can be regarded as one of the 

building blocks of this study as it has discussed all the groundwork required to 

manage and measure operational risk. 

Chapter 3 builds on Chapter 2 by explaining some of the more specific qualitative 

elements/tools that can be used to manage the different types of operational risk and 

also explains the role that these elements play in the overall management and 

measurement (quantification) of operational risk. 



Chapter 3 

An Operational Risk Management Framework - 

A Qualitative Approach 

"Operational risk refers to the possibility that operating expenses might vary 
significantly from what is expected, producing a decline in the net 

income andfirm value. " (Koch, 1997: 108). 

3.1 Introduction 

As mentioned in Chapter 2, the exact approach for operational risk management 

chosen by an individual bank will depend on a range of factors, including its size, 

sophistication and the nature and complexity of its activities. 

However, despite these differences, clear strategies and oversight by the board of 

directors and senior management, a strong operational risk culture and intemal 

control culture1 (including, amongst other things, clear lines of responsibility and 

segregation of duties), effective intemal reporting, and contingency planning are 

crucial elements of an effective operational risk management framework (BIS, 2003: 

1). Cade (1997: 223) mentioned that an operational risk management framework 

should fit in with a bank's overall strategy to ensure that it is effective and it should 

be part of the Board of Directors' annual hnction to ensure that the above-mentioned 

is done. The Base1 Committee has published several documents on an operational 

risk management framework and has also published works on the principles of 

operational risk management whereby it provides guidance on how banks should 

manage operational risk. Therefore, this chapter evaluates the operational risk 

management framework by examining the elements thereof and also describing and, 

if needed, identifying the processes within these elements. Chapter 3 also evaluates 

1 Internal operational risk culture is taken to mean the combined set of individual and corporate values, 
attitudes, competencies and behavior that determine an institution's commitment to and style of 
operational risk management (BIS, 2003: 1). 



the qualitative principles for managing operational risk stated by the Basel Committee 

(BIS, 2003) and aims to provide more detail on this. 

Two of the most important objectives of this study are to explain how VaR for 

operational risk is calculated as well as to explain how this VaR figure is managed. 

Chapter 3 builds on the discussions of Chapter 2 by explaining what an operational 

risk strategy is as well as what quaIitative elements a bank will have to implement in 

order to measure operational risk accurately in terms of VaR. The aim of rhis chapter 

is to discuss the qualitative elements of operational risk management and why they 

are important in order to calculate VaR for operational risk and what role they play in 

the management of VaR for operational risk. 

Figure 3.1: Operational risk management strategy 

I 

I Scope 

I Governance and global goals 

Source: (Compiled by the author) 



Figure 4.9: The Basel approaches to operational risk 
I 
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The Basel Committee also mentioned that the bank's methodoIogy for recognising 

insurances under the AMA must capture certain elements through discounts or 

haircuts in the anount of insurance recognition, for example, a residual term of one 

year, a policy cancellation term of less than one year, as well as where there is 

uncertainty about payment or mismatches in coverage (BIS, 2005: 15 1). 



Figure 4.10: Measuring operational risk under Pillar 1 

., m-aI B* I 
Agency %rvices 

Asset Mmgemnt 
Retail Brokerage 
,--- - 

L (gross income,., x IJ-/O) 

L L  The Advanced Measurement Approach 

L 

Source: (PriceWaterhouseCoopers: 2uu4: 1)  



Figure 3.2: Definitions that are require for managing operational risk 
I 

Source: (Compiled by rhe author) 

3.2.2.1 Definitions - operational risk 

Young (2002: 193) stated that the first definition that should be included i n  the 

operational risk management strategy is the definition of operational risk. As 

mentioned i n  Chapter 2, "Operational risk is defined as the risk of loss resulting from 

inadequate or failed internal processes, people. systems, or from external events. This 

definition includes legal risk, but excluded strategic and reputation risk". Banks may 

adopt their own definitions of operational risk. Whatever the exact definition, a clear 

understanding by banks of what is meant by operational risk is critical ro the effective 

management and control of this risk category (BIS, 2001b: 2). It is also important 

thar the definition considers the full range of material operational risks facing the 

bank and captures the most significant causes of severe operational losses. 

The Base1 Committee (BIS, 2001b: 2) provides banks with its own definition 

(mentioned above), but also states that financial institutions can have their own 

definition of operational risk. What interests the Basel Committee most is that this 

definition exists and is shared and communicated within the financial institution. 

There is a strong convergence within the industry to the Basel I1 definition of 

operational risk - this facilitates regulatory compliance and measurement efforts and 



helps demarcate clear boundaries between what constitutes credit and operational 

risks (Davies et al. 1998: 12). 

Definitions different fiom that of the Base1 Committee are related to inclusions (or 

not) of strategic, business and reputational risks (Davies et al. 1998: 12). There are a 

number of banks that explicitly deal with strategic, business, and reputational risks 

(which have been excluded from Basel I1 due to difficulties in quantifyng the risk of 

loss). 

While banks find these risks difficult to quantify, many are seelung to capture them 

through qualitative processes, self-assessment and risk awareness programmes. 

Davies el al. (1998: 13) also mentioned that these risks may be dealt with within the 

defmition of operational risk or outside it. Ln fact, some financial institutions decided 

to leave those three types of risks (reputation, strategic, business) outside the 

d e h t i o n  of operational risk, but to include their identification, measurement 

monitoring and management under the operational risk management model. T h s  

section then concludes the discussion of the definition of operational risk that has also 

been covered extensively in Chapter 2. The following section briefly discusses the 

defmitions of operational risk management. 

3.2.2.2 Definitions - operational risk management 

Chorafas (1990: 12) stated that that the Board of Directors should be aware of the 

major aspects of the bank's operational risks as a distinct risk category that should be 

managed, and it should approve and periodically review the bank's operational risk 

management framework. The framework should provide a bank-wide definition of 

operational risk management and lay down the principles of how operational risk is to 

be identified, assessed, monitored and controlled/mitigated (Chorafas, 1990: 13). 

Both the Board of Directors and senior management are responsible for creating an 

organisarional culture that places high priority on effective operational risk 



management and adherence to sound operating controls (Chorafas, 1990: 13). The 

bank's culture should emphasise high standards of ethical behaviour at all levels of 

the bank, and the Board of Directors and senior management should promote an 

organisational culture that establishes through both actions and words the integrity for 

all employees in conducting the business of the bank (Chorafas, 1990: 14). The Base1 

Committee requires the fmancial institutions to have in place a general model and 

framework for operational risk management, which is the overall process of 

identification measurement, monitoring, management and governance of operational 

risk, in line with the risk appetite of the Board of Directors (Cooper, 1999: 22). 

3.2.2.3 Definitions - Operational risk loss 

An operational risk loss is the financial impact associated with an operational event 

that is recorded in the institution's financial statements (Cruz, 2002: 223). The main 

types of impact associated with an operational risk loss can include the following: 

k Direct losses. 

> Increased costs. 

> Opportunity costs. 

> Foregone revenues. 

R Commercial losses (linked to a loss paid by the bank to avoid reputation risks 

or the dissatisfaction by the client, even if the cause of the loss is not 

chargeable to the bank). 

> Near misses (Cruz, 2002: 223). 

There are also usually two types of operational losses, which include the normal 

operational losses that happen frequently and are usually relative small in size, and 

also the extreme operational losses that are expected to happen once in every 

thousand years and will most probably have a devastating effect on the fmancial 

institution (Chorafas, 1990: 13). These losses are also measured differently, but these 

are explained in Chapter 5. 



The Basel Committee (BIS, 2004: 33) officially requires that only the direct losses 

have to be collected, but each financial institution can decide which of the above 

types of impact to include in the definition. The order in which the impacts are Iisted 

reflect the increasing diffjculty to collect them (Cruz, 2002: 224). As Chorafas 

(1990: 88) mentioned, the more of them are included, the more difficult the loss data 

collection process3 (LCD) will be to design and to implement, but on the other hand, 

the more complete and the effective the measurement process will be. 

Chorafas (1990: 88) also stated that the design and implementation of the loss data 

colIection process is a very long and complex process. For this reason, many 

international banks have decided to imple~nent their loss collection process in several 

stages, which implied .that they gradually included the different types of impact. 

Typically the implementation of a loss data collection process is divided into four 

stages: 

P Direct losses. 

Increased costs, opportunity costs, and foregone revenues. 

> Commercial losses. 

> Near misses (Chorafas, 1990: 89). 

The industry definition of a near miss, is that a loss could have occurred if it were not 

for some happy coincidence or the intervention of some prudential third party; often, 

near misses are associated with incidents that could have resulted in the loss of money 

if they were not identified somewhere in the management or control process (Young, 

2002: 191). It will be highly beneficial for the bank to record near misses, but it will 

be very difficult to accurately do so in practice. 

In addition, it seems that the collection of such data is often left to the discretion of 

process managers and, in practice; the definition of a near miss can vary. Certainly 

there are challenges in collecting data on near misses and the variation on how the 

The loss data coUection (LDC) process is explained in detail in Section 3.4.3. 
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data is collected w i t h  financial institutions suggests that caution is needed when 

using them in the operational risk modelling process (Young, 2002: 193). 

3.2.2.4 Definition - Operational risk loss event 

Young, (2002: 193) stated that the fourth definition that should be reviewed as part of 

the operational risk management strategy is the definition of an operational loss 

event. The Basel Committee has identified the following seven main operatjonal risk 

loss events that have the potential to result in substantial losses: 

P Internal fraud - for example, intentional misreporting of positions, employee 

theft, and insider trading on an employee's own account. 

3 External fraud - for example, robberies, forgery, cheque kiting, and damage 

from computer hacking. 

> Employment practices and workplace safety - for example, workers 

compensation claims, violation of employee health and safety rules, organised 

labour activities, discrimination claims, and general liability. 

P Clients, products, and business practices - for example, fiduciary breaches, 

misuse of confidential customer information, improper trading activities on 

the bank's account, money laundering, and sale of unauthorised products. 

P Damage to physical assets - for example, terrorism, vandalism, earthquakes, 

fires and floods, 

9 Business disruption and system failures - for example, hardware and 

software failures, telecommunication problems, and utility outages. 

P Execution, delivery and process management - for example, data entry 

errors, collateral management failures, incomplete legal documentation, 

unapproved access given to client accounts, non-client counterparty 

misperfomance, and vendor disputes (BIS, 2004: 33). 

An operational risk loss event is defmed as a negative occurrence caused by a risk 

factor that can lead to one or more operational risk losses for the financial institution 



(Young, 2000: 1998). This definition is quite unique and is difficult to find different 

ones among the financial community. The best practices when defining the model for 

classification for all the potential events that can occur to a financial institution and 

the options available relates to: 

3 The classification of the types of events. 

P The number of hierarchical level the model is divided in (Young, 2002: 199). 

With regard to the classification of the event, The Basel Committee provides seven 

possible different categories of events at the first level and 20 sub-categories, as 

ihstrated in Table 3.1. Financial institutions that adopt the Advanced Measurement 

Approach (AMA) (see Chapter 4) are allowed to use the model provided by a 

consortium of data the financial institution is participating in (BIS, 2003: 12), the 

only constraint is that the adopted model has to be mapped to the Base1 model, 

because the data received by The Base1 Committee is to be comparable and 

homogeneous. With reference to the number of hierarchical levels the model is 

divided into, the Base1 Committee requires to map all the data at least to the second 

level of its model (BIS, 2004: 248). 

3.2.2.5 Definition - Operational risk factor 

An operational risk factor is defined as the risk of loss resuIting from inadequate or 

failed internal processes, people, systems, or from external events. The risk factor is 

then the possible cause of the loss event (BIS, 2004: 255). The difference between 

financial institutions are in the models adapted to classify all the potential causes of 

operational risk. 



Figure 3.3: The four main causes of operational risk 
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Source: (Cornpilcd by [he author) 

As mentioned in the definition thereof, an operational risk factor can be regarded as a 

cause of operational risk. From a management point of view, it is a stage where an 

action is required to mitigate the risk, and a potential loss event (and consequently an 

operational risk loss) can be avoided if the cause behind i r  is correctly managed, for 

example if a branch robbery is successful, i t  might mean that the bank does not have 

adequate controls (security) i n  place. To mitigate the robbery, the bank needs to work 

on security (the cause of the event). Therefore the driver to define the model for 

operational risk management has to be the mitigation process and the business areas 

within the financial institution that are responsible for i t .  

Most of the models that are currently in  place worldwide, use the four main 

categories defined by The Basel Com.mittee, wh.ich includes people, processes, 

systems and external events (see Figure 3.3). Some other major models have more 

detailed first level causes, some up to 12 levels of causes, which are related to the 

hnction responsible for the mitigation of that particular category of cause, for 

example Human Resources, Products and Services, IT security, Physical Security. 

Compliance and Outsourcing. 



Table 3.1 : The Basel loss event categories 

Event type (Yev'el i) 
1. Internal Fraud 

2. External Fraud 

Losses due to acts of a type 
intended to defraud, misappropriate 
property or circumvent regulations, 
the law or company policy, 
excluding diversity/discrimination 
events, which involves at least one 
internal party. 
Losses due to acts of a type 
intended to defraud m i s a p p r o p ~ ~ t e  
property or circumvent the law, by 
a thud party. 

Category 2 

3. Employment Practices 
and Workplace safety 

1. Unauthonsed activity 

2. Theft and fraud 

Losses arising from inconsistencies 
in employllent, health or safety 
laws or agreements, from payment 
or personal injury claims, or from 
diversity/discrimination. 

1. Theft and 6aud 

2. Systems security 

I .  Employee relations 

2. Safe environment 

3. Diversity/discrirnination 

3. Product flaws 

4. Clients, Products and 
Business Practices 

I I disasters or other events. 

Losses arising from an 
unintentional or negligent failure to 
meet a professional obligation to 
specific clients (including fiduciary 
and suitable requirements). 

5. Damage to Physical 
Assets 

6. Business Disruption 
and System Failures 

1. Suitability, disclosure, 
fiduciary 

2. Improper business or 
market practices 

Losses arising from loss or damage 
to physical assets &om natural 

7. Execution, Delivery, 
Process Management 

Losses arising from disruption of 
business or system failures. 

Losses from failed transactions 
processing or process management, 
from relations with trade 
counterparties and vendors. 

1. Systems 

1. Transaction capture P 
2. Monitoring and reporting 

3. Customer intake and 
documentation 

1 4. Trade counterparts 
Source: (BIS, 2003: 21 2 )  



The above section briefly discussed the key definitions that should be included when 

management are developing a strategy for the management of operational risk. The 

following section evaluates the third element of the operational risk strategy, which 

includes the governance and global goals of operational risk management. 

3.2.3 Governance and global goals 

Governance and global goals of operational risk management is the third element of 

the operational risk management strategy, and consists of the following: 

P The mission. 

9 The basic principles. 

P The key objectives (Dickson, 1989: 15). 

3.2.3.1 The mission 

Young (2002: 221) mentioned that the vision of any institution is the strategic vision 

of what senior management perceived the business should strive to achieve, and in the 

case of operational risk management, the mission statement is the definition of the 

overall gaols of the operational risk management model (Young, 2002: 220). Young 

(2002: 221) mentioned that there is no best practice when defining the mission; it has 

to be defined considering the embedded characteristics of the fmancial institution and 

the risk profile expressed by the Board of Directors. Young (2002: 221) mentioned 

NO examples: 

"To deliver high qualily/best in class operational risk management that enable new 

business opporttenities, a ~ ~ d  increases risk-adjusted profitability through informed 

risk and reward decision making. " 

"To irnple~nen~ an integrated operarional risk management cupuble lo guarantee 

effective an eficient hzlsiness process contintiity; maintain the value of the assets 



(muterials, imrnafer-ials) of the company; and to achieve an excellent level of risk 

adjusted r-ettu-n, through a decision making process based on 'risk returns logistics". 

The mission is translated into a set of principles and a set of detailed objectives that 

have been set to guide the business activities so that when they are met, the mission 

will be achieved. The following is a brief description of the above-mentioned 

principles. 

3.2.3.2 Principles 

Principles are general rules that have to be complied with when determining the 

operational risk general model (Rose & Hudgins, 2002: 1 12). The most important 

best practice principles are: 

Completeness of the types and location of the risks analysed 

Independency of the operational risk management h c r i o n  fiom the business 

areas and from the areas responsible for controlling (such as lnternal Audit) 

9 Coherence and sharing within the whole financial institution, controlled 

companies and subsidiaries of the general operational risk management model 

Timely and continuous measurement and reporting of operational risk 

P Internal and external disclosure and transparency 

> Empowerment from the Board of Directors to the business areas for the 

management of operational risk (Rose & Hudgins, 2002: 1 12). 

The Basel Committee (BIS, 2003: 223) has also issued a list of principIes for the 

management of operational risk. The above-mentioned principles are considered to 

be most commonly used by the major banks around the world and are therefore 

regarded viable for this study. 



3.2.3.3 Objectives 

The key points in the mission statement need to be detailed and the group-wide 

operational risk objectives have to be developed in response to this (Rose & Hudgins, 

2002: 11 3). Each objective (or group of them) should deal with specific parts of the 

mission statement and provide a route map for the structure and organisational 

operational risk general model (Rose & Hudgins, 2002: 113). Examples of 

operational risk objectives are: 

> To enhance the quality of earnings by enabling the early identification and 

mitigation of material unexpected operational risks 

P To promote the implementation of cost-effective and appropriate controls 

P To enable the exploitation of business opportunities through an informed 

analysis of the operational riskheward trade-off 

9 To promote a consistent operational risk culture within the business, 

specifically with regard to risk awareness, accountability and quality ("get it 

right the fmt time") 

> To enable the financial institution to increase shareholder value through 

effective allocation of economic and regulatory capital 

> To deliver high quality, cost-effective operational risk management at group 

level 

To minimise regulatory capital and optirnise economic capital for operational 

risk 

9 To ensure that the risk profile of the Group is in line with the risk appetite 

defined by the Board of Directors (Rose & Hudgins, 2002: I 14). 

To conclude this section is to say that these three basic elements of the governance 

process (the mission, the basic principles and the key objectives of the operational 

risk management function) for operational risk is the basis on which operational risk 

management functions. One of the main objectives of this study is to determine a 

way to put a monetary value to operational risk (Chapter I), but this will not be 



possible if there is not a clear and structured strategy to guide the operational risk 

management process and a type of value at risk calculation for operational risk. The 

above-mentioned then concludes the discussion on the operational risk management 

strategy and its components. The following section starts to look at the qualitative 

components and operational risk management framework that are used to identify and 

manage the different types of operational risks in this framework. 

3.3 The operational risk management framework 

Chapter 2 discussed the operational risk management process (Section 2.3) and 

highlighted its major elements. The following section goes into more detail and 

focuses largely on operational risk identification as t h s  is regarded as the most 

important elements of any risk management process - the reason being that it is 

impossible to manage (measure) risk if management does not know what their risks 

are. This section also highlights some of the more practical elements/tools (qualitative 

components) that are currently used to identify operational risk in order to ensure that 

management are managing the 'right' operational risks. Although the identification 

of operational risk is partially covered in Chapter 2, t h ~ s  section focuses more in 

detail by means of evaluating the relevant tools - the section being based on Figure 

3.4. 

As can be seen in Figure 3.4, there are three different types of operational risks, 

which include the following: 

> Future operational risks - these operational risks are not yet identified, little 

is known about these risks and management has some time available to 

identify them. 

P Current operational risks - these operational risks may happen at any time 

and management has little time to identify these risks. 



P Past operational risks - these operational risks have a.lready occurred and the 

banks have potentially already lost money as a result of it, but by evaluating 

these risks, potential reoccurrences can be identified. 

Figure 3.4: Total operational risk 

Past risks CI 

Risk may exist 

Risk exists 
Risk occurs 

Risk exists 
Risk occurs 

Loss is suffered 

Source: (Tat-tam, 2005: 22) 

It can then be seen i n  Figure 3.4 that as one move down from future to past risk, the 

risk lessens, because there are many future risks that may impact the bank but as one 

start identifying them, not all of them have an impact on the bank. The question then 

exists how to identify these different types of operational risks. Ventkat (2000: 109) 

provides the answer as follows: 



Future risks - these risks are identified by means of scanning the horizon for 

potential events that may cause the bank to lose money, and is being done by 

means of a risk and conrrol self assessment. 

> Current risks - these risks may happen at any time and are identified and 

monitored by means of key operational risk indicators (triggers) that are 

identified by management. 

9 Past risks - these risks are identified (evaluated) by examining the losses that 

have been occurred in the past and the causes thereof. This is usually being 

done by means of capturing previous losses on a loss history database. 

The following section discusses each of the three qualitative elements of operational 

risk management in detail and also describes the tools that can be used to do so. The 

section begins by evaluating how past operational risks are identified and managed, 

whereafter it will describe the identification of current and future operational risks. 

3.4 Managing past operational risk 

Past operational risks are those risks that have already occurred and have already 

caused a loss to the bank. Most of these losses are recorded in the income statement 

(general ledger) as well as an operational loss database as part of one of the 

requirements of the Base1 Committee (Taylor, 2004: 1). The following section 

illustrates how operational risk is identified by means of evaluating the past 

operational losses that are recorded in the general ledger and operational loss 

database. This section starts off by first providing a brief background on some of the 

most significant operational losses that have occurred in the last decade, as well as 

some of the major trends and best practices. 

3.4.1 Past significant operational losses 

The following section looks at how past operational risks are identified and how they 

are managed. The section also focuses on operational losses, as banks are required to 



record all losses in order to see whether trends are developing and to see whether the 

bank is doing better or worse with operational risk management. As mentioned 

before, there are two types of operational losses, which are the normal and extreme 

operational losses. Chapter 5 will explain how these losses are modelled and 

measured, but this section will aim at providing a background, by mentioning some of 

the characteristics of these types of operational losses. 

Some fmancial instihltions have experienced more than 100 operational loss events 

exceeding US$100 million over the past decade (Jordan et al. 2003: 2). Examples 

include the U S 6 9 1  million rogue trading loss at Allfirst Financial, the US$484 

million settlement due to misleading sales practices at Household Finance, and the 

estimated US$140 million loss stemming from the 9/11 attack at The Bank of New 

York (Jordan et a!. 2003: 2). Recent settlements related to questionable business 

practices have further heightened interest in the management of operational risk at 

financial institutions; however, the absence of reliable internal operational loss data 

has impeded banks' progress in measwing and managing operational risk (Jordan el 

al. 2003: 2). This section looks at new databases that will illustra~e the indusby's 

operational loss experience and indicates the economic capital estimates for these 

operational losses. The estimates are consistent with the US$2 billion to US$ 7 

billion Dollars in capital some large internationally active banks are allocating for 

operational risk.4 

Many banks do not yet have an internal loss database of historical operational loss 

events (Taylor, 2004: 1). Those databases that exist are populated mostly by high 

frequency, low severity events, and by a few large losses and very little or no extreme 

losses (Taylor, 2004: 2). As a result, relatively little modelling of operational risk has 

occurred, and banks have tended to allocate operational risk capital for operational 

risk based on operational loss scale factors (banks are required by The New Basel 

ln their 2001 Annual Reports, Deutshe Bank and JPMorgan Chase disclosed economic capital of 0 . 5  
billion and US$6.8 billion for operational risk, respectively. It is the experience of the writer that such 
figures represent the amount of capital some other large international active banks are holding for 
operational risk (see Chapters 4 and 5). 



Capital Accord to hold a percentage capital for operational risk The methods for 

allocating capital to operational risk are discussed in Chapter 4). However, without 

operational loss data, banks could not verify that the scale factors were in fact 

correlated with operational losses (i.e., whether an increase in scale resulted in a 

proportional increase in operational risk). 

With the impetus of The New Base1 Capital Accord's proposal to require capital for 

operational risk, banks and vendors have begun collecting more reliable data on 

operational losses (Hoffman, 2002: 19). Several vendors have begun collecting data 

fiom public sources, and have constructed databases spanning a large cross-section of 

banks over several decades (Young, 2002: 221). Publicly available operational loss 

data poses unique modelling challenges, the most significant being that not all losses 

are publicly reported, and if the probability that an operational loss is reported 

increases as the loss amounts increases, there will be a disproportionate number of 

very Iarge losses relative to smaller losses appearing in the external databases 

(Hofhan,  2002: 109). 

The findings of this section are as follows. Firstly, while some have questioned the 

need for explicit capital requirements for operational risk, estimates indicate that 

operational losses are an important source of risk for banks. Secondly, the frnding is 

that reporting bias on external data is significant, and properly accounting for the bias 

significantly reduces the estimated operational risk capital requirement (see Chapter 

4). Thirdly, the distribution of observed losses varies significantly by business line, 

but it is not clear whether this is driven by cross business line variation in the 

underlining loss distribution or by cross business line variation in the sample selection 

process. Finally, supplementing internal data with external data on extremely rare 

events could significantly improve banks' models of operational risk. These four 

conclusions then complete the first section on operational losses. Before this section 

can proceed to evaluate operational loss data and the way it assists in the 

identification and measurement of operational risk, it is important to first make 

mention how operational losses are reported, which is by means of a loss distribution 



curve (Laycock, 1998: 137). 'The following section discusses an operational loss 

distribution curve, which i s  also explained i n  much more detail i n  Chapter 5 as part of 

the value at risk model for operational risk. 

3.4.2 Operational loss distribution curve 

An operational loss distribution curve groups operational losses by means of severity, 

which is the impact that i t  will have on the bank, and the frequency of the loss, which 

is how many times per year a specific loss occurs (Laycock, 1998: 137). From this 

defin-ition two basic elements can be identified, which are severity and frequency. 

The above two elements is only briefly discussed i n  the following section as they are 

discussed i n  more detail i n  Chapter 5 as part of the discussion on operational risk 

VaR. 

Figure 3.5: Example of an operational loss distribution curve 
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Figure 3.5 is an example of a loss distribution curve (see Chapter 5) ,  which is a 

combination of the frequency and severity of operational losses, and Cruz (2002: 34) 

stated that the extreme losses usually sits in the taiI of the distribution as can be seen 

in Figure 3.5. 

3.4.2.1 The severity of operational losses 

Operational loss severity is the impact that a loss will have on a bank if it occurs, and 

should be a monetary value (R-value) (Pritsker, 1997: 12). The severity of an 

operational loss will also differ from bank to bank depending on the size of the bank 

(Risk Management Group, 2003: 1). For example, consider a bank that has a gross 

income of R5 billion and a bank that has a gross income of R20 million, and both 

experience an operational loss of R5 million. For the R20 million bank it will be 

catastrophic (extremely high severity), but the R5 billion bank will hardly feel the 

loss (low severity), therefore it is always important to look at a loss in context with 

the size of the bank as well as how often it occurs - in other words, the frequency. 

3.4.2.2 The frequency of operational Losses 

The frequency of an operational loss is how many times an operational loss occurs, 

for example every day (highest fiequency), once a week, once a month, once every 

year, every ten years, or once in a lifetime (lowest frequency). Teller differences are 

expected every day events in bank and would therefore be considered a high 

kequency operational loss, whereas an event like 9/11 would be a low frequency 

unexpected operational loss event. The questions may now exist: what is an expected 

operational loss and what is an unexpected operational loss (also see Chapter 5)? The 

difference is as follows: 

> Expected operational losses - Expected operational Iosses are those that the 

bank expects, usually budget for and usually occur more than once a year (see 

its location on the loss distribution curve in Figure 3.6). 



P Unexpected operational losses - Unexpected operational losses are those 

losses t-hat the bank does not expect and usually does not budget for, and they 

usually occur less than once a year (see its location on the loss distribution 

curve in Figure 3.6) (Greene, 1997: 10 1). 

Most banks are then only capable of managing expected losses, which means they are 

only holding capital for the losses they expect to occur, and they can only predict the 

expected losses (Young, 2002: 332). T h i s  then concludes the brief discussion on the 

operational loss distribution curve, as it  is discussed in more detail in Chapter 5. The 

following section takes a closer look on operational losses by focusing on the 

operational loss data collection (LDC) process by means of a brief discussion on each 

phase of this process, specifically the activities that form the basis of each phase. 

Figure 3.6: Expected versus unexpected losses 
I 
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Source: (Tattarn, 2005: 28) 

3.4.3 Operational loss data collection process 

The LDC process aims to establish a centralised loss-event database for operational 

risk, and this process must ensure that all operational risk loss events are captured 



throughout the bank (Pritsker, 1997: 54). Pritsker (1997: 54) also mentioned that the 

operational loss event database is a bottoms-up approach to identify and capture all 

operational risk incidents in terms of an incident classification list (this is mostly done 

by means of the seven loss categories explained in Table 3.1). The following are the 

main phases and activities that form part of the operational loss data collection 

process, and are also illustrated in Figure 3.7. 

> Identification. 

- Identification of operational losses. 

- Communication of new information. 

> Collection. 

- Collection of information. 

- Classification and data entry. 

> Validation. 

- Data analysis and accounting reconciliation. 

- Data validation at business unit level. 

- Data validation at group level. 

> Management. 

- Data management and analysis. 

- Relevant event analysis. 

> Reporting. 

- Internal reporting. 

- External reporting. 

- Regulatory compliance with Basel. 

- Review of the LDC framework. 

- Internal management information needs. 

- Review of information needs. 

These phases of the LDC process will be evaluated in terms of their major activities. 



3.4.3.1 Phase 1 - Identification 

The identification of operational losses is the first phase of the LDC process and 

consists of two major activities (Tattam, 2005: 89): 

3.4.3.1.1 Identifying operational losses 

Operational loss data is collected at a centralised business unitS level, and the 

decentralised risk management function within the business unit is responsible for 

facilitating the identification of operational losses and the subsequent collection of 

loss data (Tattam, 2005: 89). Tattam (2005: 89) also mentioned that, if needed, the 

Group Operational Risk Management Function may provide assistance to the 

individual business units. 

The business unit risk function will be responsible for ensuring compliance with the 

operational loss data collection methodology, but the group risk function on the other 

hand will be responsible for providing guidance on the interpretation of the policy 

where necessary, for example in the case of a very large and complex operational loss 

(Tattam, 2005: 89). The group risk function will also be responsible for 

documenting the treatment of complex events, always ensuring that these documents 

can be easily referenced to ensure consistence of data capture across the business unit 

and over time (Matten, 2000: 1 13). 

3.4.3.1.2 Communication of new operational loss information 

The communication of new information is the second major activity in the first phase 

of the LDC process (Matten, 2000: 113). As outline in the above-mentioned section, 

some operational losses will arise from time to time that do not easily fit into the 

existing methodology, and Matten (2000: 113) stated that in such instances, the staff 

- 

A business unit that is mentioned in these sections is, for example, Retail Banking or Wholesale 
Banking. 



member capturing the incident on the database has to contact the decentralised risk 

management function for guidance, and if not resolved, this issue should be discussed 

by the Operational Risk Committee (this commirtee comprises the senior operational 

risk practitioners i n  a bank). From these discussions a decision will be made, and 

ultimately fed to the operational loss database for implementation if approved 

(Matten, 2000: 114). 

3.4.3.2 Phase 2 - Collection of operational loss data 

Data collection is the second phase in the LDC process and also consists of two major 

activities (Tattam, 2005: 93): 

3.4.3.2.1 Collection of information 

Figure 3.7: The operational loss data collection process 
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King (2002: 221) stated that the collection of information is the first activity in the 

second phase of the LDC process. Business unit staff collect the information required 

to analyse operational losses, including, where necessary, interacting with other staff 

andlor business units where the operational event occurred (King, 2000: 221). 

3.4.3.2.2 Classification and operational loss data entry 

Young (2002: 112) mentioned that business unit staff also classify the loss data into 

the seven Base1 categories. Furthermore the decentralised operational risk 

management functions and the local operational loss data manager supports and 

supervises the data capturing process to ensure completeness of information at 

business unit level (Young, 2002: 113). 

It is also important that each business unit has access to the operational loss data 

collection tool - it does not help that the wholesale business unit has access to the 

operational loss data collection tool, but the retail business unit does not - this will 

lead to inaccurate data and that the operational losses reported in the operational loss 

database do not truly reflect the real operational risk the bank is exposed to 

(Karacadac, 2000: 12). Operational loss data should be collected as soon as possible 

after the event to ensure that the appropriate operational loss details are captured 

accurately on the operational loss database and to ensure that it is not left out when 

there is a rushed period at the end of the month (Karacadac, 2000: 12). 

3.4.3.3 Phase 3 - Operational loss data validation 

Data validation is the third phase in the LDC process and consists of two major 

activities (Karacadac & Taylor, 2000: 17): 



3.4.3.3.1 Operational loss data analysis and accounting reconciliation 

Data analysis and accounting reconciliation is the first activity in the validation phase 

of the LDC process (Young, 2002: 114). The decentralised operational risk 

management hnction should also periodically analyse operational loss data by means 

of presenting critical cases, for example those that have a specific and potential high 

impact for the business unit like downtime of the system for a week, or a financial 

product with a mistake in the engineering phase, which is leading to big operational 

losses for the bank (King, 2000: 223). The decentralised operational risk 

management hnction should verify data quality in line with the LDC framework 

(definitions and classification criteria) while always ensuring that classification 

updates are enforced (Karacadac & Taylor, 2000: 14). The business unit staff should 

then reconcile the loss data with the losses recorded in the general ledger (income 

statement), and this process must be independently validated by the decentralised 

operational risk management hnction (Karacadac & Taylor, 2000: 14). 

3.4.3.3.2 Operational loss data validation at business unit level 

It is one of the main activities of the decentralised operational risk management 

h c t i o n  to validate the operational loss data for both completeness and accuracy 

(Jordan et al. 2003 : 1 13). Jordan et al. (2003 : 1 13) also mentioned that it is a more 

complicated process to validate near misses6 if recorded. However, the decentralised 

operational risk management hnction will need to rely on quality review performed 

by business unit management and the decentralised operational risk management 

functions' own awareness of events that have taken place (Jordan et al. 2003: 11 3). 

A near miss is where there has been an operational risk event but there has been no financial loss, for 
example where a trader bought 100,000 shares rather than 10,000 by mistake, and is able to sell it the 
next day for exactly the same price as what he bought it for (King, 2000: 105). 



3.4.3.3.3 Operational loss data validation at group level 

The Group Data Manager or operational loss database administrator periodically has 

to check the operational loss data by verifying the classification at group level 

(Karacadac & Taylor, 2000: 14). He also has to make a selection of data at group 

level and validates that its use in the LDC process is considered complete and correct. 

Then he also has to point out potential 'deviations' by providing information to the 

decentralised operational risk management function, whereafter he has to check for 

any duplication events captured on the system (Karacadac & Taylor, 2000: 15). 

3.4.3.4 Phase 4 - Operational loss data management 

Data management is the fourth phase in the LDC process and comprises two major 

activities (Karacadac & Taylor, 2000: 22): 

3.4.3.4.1 Operational loss data management and analysis 

King (2000: 221) stated that data management and analysis is the first activity in the 

fourth phase of the LDC process. The decentralised operational risk management 

function analyses submitted operational loss events by verifying the data connected to 

these events, identifies causal networks (common themesljoined events) and provides 

information to the group concerning these events (King, 2000: 221). 

The Data Manager has to analyse operational loss events and has to put together 

causal networks (common themesljoined events) for the group, through information 

obtained from all the decentralised operational risk management functions (King, 

2000: 22 1). The Data Manager must also provide quality control to ensure permanent 

quality, consistence and comprehensiveness of operational loss data through sample 

checking activities and assessing controls (automatic or ad hoe) (BIS, 2003: 112). 



3.4.3.4.2 Relevant operational loss events analysis 

The decentralised operational risk management function and the Data Manager must 

identify relevant operational loss events by means of high impact, high frequency 

(BIS, 2003: 112). By doing this, it will ensure additional management information 

on high impact, high frequency events to the business unit management for action. 

The Data Manager should also initiate activities surrounding these events and has to 

update the business unit management on relevant progress regarding these specific 

events, he or she will then also have to provide input into the analysis of the root 

cause of these events and then also have to help develop remedial actions (Jordan et 

al. 2003: 1 13). 

3.4.3.5 Phase 5 - Operational losses reporting 

Reporting is the fifth and last phase in the LDC process and entails six major 

activities (Karacadac, 2000: 22): 

3.4.3.5.1 Internal reporting 

Internal reporting is the first activity in the reporting phase of the LDC process 

(Jordan et al. 2003: 113). Both the decentralised operational risk management 

function and the group prepare 'internal' monthly reports to supervise operational 

loss data (Jordan et al. 2003: 113). These reports should be reviewed by the Chef 

Risk Officer (CRO), the Chief Financial Officer (CFO), and the Board of Directors, 

but it is not always necessary for the Chief Executive Officer (CEO) to review the 

reports as he or she will delegate this function to either the CRO or the CFO (Jordan 

et al. 2003: 1 13). 

Karacadac & Taylor (2000: 14) stated that these reports should never be detailed 

reports, but should only consist out of the major risk events (losses) for the month - 

in other words, 'the big ticket items'. A more detailed report should go to the Head 



of Risk in a specific business unit, and an even more detailed report should go to the 

risk management finction of the business unit, which includes all the detail and 

'smaller' operational risk events (losses). 

3.4.3.5.2 External reporting 

The South African Reserve Bank (SARB) may, on an ad hoc basis, require a bank to 

provide a detailed operational risk report for ensuring that the bank has sufficient 

control over its operational risk exposure, and this report is almost always in the form 

of an operational risk profile (Young, 2002: 140). This report can be ad hoc, but it is 

in most cases required by a bank to prepare this report on an annual basis and to 

include it as an annexure of its financial statements (Esterhuysen, 2003: 23 1). 

3.4.3.5.3 Regulatory compliance with Base1 

It is also important that the bank has to ensure that it is compliant with the regulations 

of The Base1 Committee, in order to qualify for one of the three Base1 Capital 

Allocation Approaches (see Chapter 4), and therefore if needed, it is the responsibility 

of the Data Manager and the Head of Risk in a specific business area to ensure that 

the operational loss database and the operational loss data meet the requirements of 

The Base1 Committee (Young, 2002: 140). 

3.4.3.5.4 Review of the LDC framework 

The decentralised operational risk management function should perform a periodic 

review of the LDC framework, should notify the operational risk management staff 

of any modifications and should get approval from the Operational Risk Management 

Committee (Karacadac & Taylor, 2000: 22). It is the responsibility of the 

decentralised operational risk management hnction to inform the local Data 

Managers about all the modifications and changes to the LDC framework (Karacadac 

& Taylor, 2000: 23). 



3.4.3.5.5 Internal management information needs 

Business unit staff will have to communicate to the decentralised operational risk 

management function potential critical aspects that may require changes in the LDC 

framework and process, and these changes and/or updates are shared with all the local 

data managers, who must inform the business unit staff (Karacadac & Taylor, 2000: 

24). 

3.4.3.5.6 Review of information sources 

The review of information sources is the sixth and last activity of the reporting phase 

of the LDC process, and is where all risk staff have to perform periodic reviews of all 

the sources of information in order to: 

9 Assess the completeness of loss identification activities relating to all 

operational areas. 

9 Verify the significance of the sources relating to changes in the institution. 

9 Verify the coverage of the available sources of information in relation to 

changes in the organisational structure or in the IT infrastructure, or any other 

changes that may affect the sources of information (Karacadac & Taylor, 

2000: 33) 

This section concludes the discussion on how past operational risks are managed. To 

summarise this section is to say that the best way to manage past operational risks is 

to focus on operational losses, as this will assist a bank in identifying trends in the 

past and to see whether the bank is losing more or less money every year to 

operational risk and to compare this with the growth of the bank. Banks can also 

predict what will happen during specific times at the bank, for example, over the 

festive season, history has shown that the bank usually experiences an increase in 

losses, or that fraudsters usually target the bank during peak times, as it is easier to 

perform a fraudulent transaction during times when the volume of transactions is very 



high. Operational losses also play an important role in calculating operational risk 

VaR, but this is explained in detail in Chapter 5. 

In the next section, the identification and management of current operational risks is 

discussed as part of the overall operational risk management framework, as well as 

the qualitative tools that are used to manage these risks. 

3.5 Managing current operational risk 

As seen in Figure 3.4, the second kind of operational risk in the operational risk 

framework is current operational risk - the risk that the financial institution is 

exposed to at present - there have not been an operational losses event, but it can 

happen at any time (Hoffman, 2002: 239). Financial institutions should look at their 

current environment and condition to determine whether they are more exposed to 

operational risk or not. This can include, for example, the financial position of the 

institution, the country the institution operates in or the type of business the institution 

is engaged in, as well as the size of the institution (Hoffman, 2002: 240). It is 

therefore important that financial institutions should identify indicators or metrics that 

will describe these above-mentioned aspects (current environment) to determine 

whether there is an increase, or decrease, in their exposure to operational risk 

(Hoffinan, 2002: 240). 

As discussed in the previous section, operational losses can be used to identify past 

operational losses, and to assist management in forecasting what their future losses 

will be by analysing trends, but operational losses has limited ability to assist in the 

identification of current operational risks, as there has not yet been an operational loss 

event, and therefore no loss to analyse. Management should therefore identify 

indicators that will be able to assist them in identifying current operational risk in 

their operational environment and these indicators should be identified based on only 

the key risks in the business, for example, the five key things that keep management 

awake at night (Herkes et al. 2003: 4). 



These indicators are everywhere. People also rely on them to monitor economic and 

investment performance, education results, productivity gains, economic health, even 

the educational performance of students (Hoffman, 2002: 241). Therefore it should 

be no surprise that operational risk managers have begun to use risk and performance 

indicators as an early warning system to track an institution's level of exposure to 

current operational risk and therefore to identify and manage the current operational 

risks. Some risk managers see risk indicators as the cornerstones of both effective 

measurement and management of operational risk. Herkes et al. (2003: 4) stated that 

in the measurement sense, analysts use indicators as a key variable in formulae to 

forecast operational risk loss potential. Herkes et al. (2003: 4) also stated that in a 

management sense, line managers are often anxious to track multiple performance 

indicators as a means to confirm that their products and services are performing 

consistently with goals and objectives. 

Where and how does an institution begin a process of current operational risk 

tracking and measurement? What is an operational risk profile and how does an 

institution manage it? How should a measurement methodology link to existing 

control functions or to a line manager's own performance indicators? Which 

indicators are the most useful to identify and measure current operational risk 

exposure? That is, when is it appropriate to use key performance indicators (KPIs) or 

when is it appropriate to use key risk indicators (KRIs) to identify the exposure to 

current operational risk? Olsson (2002: 67) stated that all of these questions are being 

discussed actively in operational risk management circles. In fact, Olsson (2002: 67) 

affirmed that they are indicative of the various perspectives and approaches to 

operational risk management. 

The following sections describe and explain how indicators are used to identify and 

manage the current exposure to operational risk as part of the overall operational risk 

exposure illustrated in Figure 3.4, and starts by first defining KRIs. 



3.5.1 Key risk indicators defined 

Before this section starts to explore KRIs, it is important to place proper emphasis on 

the phrase 'early warning system'. As Hoffman (2002: 240) mentioned, the key 

challenge in dealing with risk indicators is to identify or construct metrics that serve 

as a predictor or driver of current operational risk. Unfortunately, operational risk 

indicators are trailing in nature to other risk indicators, for example credit risk 

indicators, because not enough attention has yet been given to the development of 

effective operational risk indicators (Theodore, 2002: 5). That is to say, operational 

risk indicators do a far better job of confirming recent history than they do in 

predicting the current exposure to operational risk - therefore the challenge is to 

identify those KRIs that will best show the current situation. Beyond simply 

identifying indictors of risk, therefore, the risk manager must work hard to distil those 

that will prove the most useful for managing the institutions' current risk and 

potential, not simply measuring its recent loss potential (Hoffman, 2002: 240). 

Perhaps the most important of all, operational risk indicators must be prospective to 

be useful (Theodore, 2002: 5). Theodore (2002: 6) also mentioned that there is a 

lagged relationship between an indicator and the message it is sending. Take the 

example of an institution that is experiencing management change. During all 

management changes, uncertainty abounds. Employees and managers alike are 

wondering, "How will the changes affect me?" Some might stay at the institution, 

other are likely to leave, accepting the first attractive offer that comes along 

(Hoffman, 2002: 241). The difficulty for operational risk indicators, however, is that 

they might not identify this activity quickly enough to alert others that these 

departures are taking place and are presenting new risks to the institution (Hoffman, 

2002: 241). 

In fact, some institutions have used the turnover indicator quite diligently, only to 

find that it was not flashing a warning signal at all (Hiwatashi, 2002: 7). Hiwatashi 

(2002: 7) also mentioned that it was, in fact, only showing that the turnover did not 



look too bad. The problem with this kind of usage is that in most cases there will be a 

delay when the turnover indicator actually shows up in the numbers (Hiwatashi, 

2002: 7). Hoffman (2002: 241) mentioned that this is precisely where there must be a 

predictive aspect to indicators. For instance, banks can assume that turnover will take 

place - the question is how much? The challenge then would be to trend forward 

turnover values under optimistic, expected and worst case scenarios, considering a 

range of possible scenarios and associated losses. 

Now that KRIs for operational risk have been defined, the following section describes 

the basics of KRIs that form the foundation on which to manage the current exposure 

to operational risk. 

3.5.2 The basics of key risk indicators (KRIs) 

Key Risk Indicators (KRIs) are broadly referred to as captured information that 

provides useful views of underlying risk profiles at various levels within the 

institution (Hoffman, 2002: 244). These indicators seek to quantify all aspects (both 

tangible and intangible) that are sought by a risk manager to enable risk-based 

decision-making. Hoffman (2002: 244) and Hiwatashi (2002: 7-8) stated three 

classifications of KRIs: 

9 Risk indicator by type. 

9 Risk indicator by risk class. 

9 Firm wide versus business specific. 

Each of the above is described in the following sections. 

3.5.2.1 Risk indicator by type 

There are at least four types of KRI, which include: 



P Inherent risk indicators. 

P Control risk indicators. 

P Composite indicators. 

P Model risk factors (Theodore, 2002: 10). 

This section illustrates these distinctive measure types using two general classes of 

risk: technology-related risks and people risks, such as misdeeds, mistakes and other 

related actions or inactions. 

3.5.2.2 Risk indicator by risk class 

This is the second classification of a KRI and includes a mapping of the KRI into risk 

classes (Theodore, 2002: 10). For consistence in this study, this section uses people, 

relationships, technology/processing, physical assets, and other external risk classes. 

Each area implies its own set of KRIs as drivers or predictors of operational risk and 

loss. 

3.5.2.3 Business-specific versus firm wide KRIs 

The third classification of a KRI categorises KRIs by the breadth of their application 

across the entire institution (Theodore, 2002: 11). Business-specific KRIs are units 

that define an individual business type, for example trading business at a minimum 

would track transactions, settlements, and failed trades, whereas retail banking 

businesses would track numbers of customer accounts, complaints, teller shortages, 

etc., (Theodore, 2002: 11). 

Conversely there are also firm wide KRIs. Figure 3.8 sets the stage for the overall 

discussion on firm wide and business-specific risk indicators throughout this section. 

Firm wide KRIs include training dollars spent, employee error rates, and customer 

complaints as illustrated in subsequent figures (McPail, 2003: 16). Business line 

specific measures will include unique variables by business (McPail, 2003: 17). 



The above section concludes the discussion on the three different classifications of 

KRls. The following section takes a more in-depth look at the different types of 

KRIs. 

Figure 3.8: Key risk indicators: frrm wide versus business-specific 
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3.5.3 Key risk indicators (KRIs) by type 

The following section provides a more in-depth look at the different types of KRIs 

and will also provide some examples of how these are used to identify and monitor a 

financial institution's current exposure to operational risk. 

3.5.3.1 Inherent or exposure indicators 

At the most basic level, the monitoring of data that describes the business is useful to 

provide a context, and a means of dimensioning exposure. Thus, these inherent risk 

or exposure indicators provide a dimension for inherent risk exposure (Hoffman, 

2002: 242). The data that supports the measurement of these variables is relatively 



accessible across the institution, and generally inexpensive to collect (Hoffman, 2002: 

242). Much of these data may already be tracked by various reporting functions 

within the institution and, in addition, some operational risk managers maintain this 

information, and apply it to risk financing and/or insurance purchasing decisions, or 

in satisfying requests from insurance underwriters (McPall, 2003: 17). Examples that 

have emerged in regulatory decisions include number of transactions, volumes of 

trade, value of assets in custody and value of transacrions. 

3.5.3.2 Individual management control indicators 

As a second type of KRI, some institutions capture certain types of variables that are 

generally believed by business managers to be appropriate indicators of risk, but are 

not simply descriptive (Hoffman, 2002: 243). Hoffman (2002: 243) argues that 

instead they are representative of management's actions or inactions. These risk 

indicators may also already be tracked in some form by an institution, for example 

some prudent manager may already monitor such indicators systematically for some 

classes of risk in the form of a key pedonnance indicator (KPI) or key management 

indicator (KMI). Existing processes may need to be modified, to collect data that 

represents the entire institution, and all classes of risks (Theodore, 2002: 13). 

Take the example of a business unit or institution that decides to embark on a mission 

of streamlining its operations by moving more management information systems 

(MIS) data for key areas onto the web for access over the lnternet or its own Intranet, 

as the case may be. Business functions affected may include purchasing, human 

resources, trading and settlement, and client services. The strength of firm wide risk 

indicators Lies within their comparability across the institution (Theodore, 2002: 14). 

Theodore (2002: 14) however, argues that users should realise that the benefit that 

gains in comparability and transparency across the institution may be partially offset 

by the generic (nonbusiness-specific) nature of these measures. In rhis example, 

inherent risk indicators such as number of servers, number of technology 

applications, and number of business continuity plans required, provide dimensions to 



the technology risk profile across the institution. Similarly average transactions 

values, transaction volumes, number of employees and overtime serve to provide 

dimensions to people and employee risks (Hoffman, 2002: 244). 

As the introduction of new technology almost always requires training to maintain 

productivity levels, this can be an important measure to assess risk. The risk 

indicators may be captured in terms of any meaningful unit, for example hours, 

dolIars (rand) or employee numbers (Theodore, 2002: 19). Theodore (2002: 19) also 

stated that it is critical that operational risk MIS is flexible and sophisticated enough 

to be able to accept data in any unit(s) entered. The analysis of business-specific 

indicators in isolation may prove to be only marginally beneficial (Hoffman, 2002: 

245). Hoffman (2002: 245) mentioned that its intrinsic benefit might be realised 

when used as a variable within the group of relevant indicators (i.e. a composite). 

3.5.3.3 Composite risk indicators 

Calomaris and Hening (2002: 2-4) described these types of risk indicators as the third 

and more complex types of risk indicators. These combinations of risk indicators 

provide an opportunity to measure multiple dimensions of risk associated with a 

specific class of risk, behaviour, or business activity (Calomaris & Herring, 2002: 5). 

Tracking inherent risk variables and control-orientated risk indicators together as 

composites, over time, can tell some very interesting stories. Figure 3.9 illustrates 

composite risk indicators. 

As shown in Figure 3.9, there appears to be a strong correlation between declining 

investment in employee training and the error rates of employees, and the rate of 

customer complaints. Ths  type of risk indicator may be considered compelling 

reading by management and other interested control functions. In the above case, 

they can show the user what their optimal employee/training/performance levels are 

and whether performance is getting better or worse. In practice, it is always good to 

use different KRIs together to indicate the current exposure to operational risk, as all 



of them might flow out of the cause of the previous, for example an increase in 

service related customer complaints and an increase in home loans not taken up may 

indicate that the serve delivery is not what it should be in a specific business area 

(Hoffman, 2002: 250). 

Figure 3.9: Composite risk indicators trading rands versus employee error rates 

versus customer complaints 

-1 Training expenditure 

- Employee error as a percentage of trade volume 

-----. 
Customer complaints as a percentage of trade volume 

Source: (Hoftinan, 2002: 246) 

Now that the different KRIs have been discussed in more detail, rhe following section 

takes a brief look at the most unportant factors to consider when identifying a KFU. 

The section afier that provides some examples of KRT and how these are monitored in 

practice. 



3.5.4 Basic facts of identifying KRIs 

As mentioned in the previous section, this section highlights some of the basic facts 

of identifying KRIs stated by Hoffman (2002: 255-256) and McPail, (2003: 2-4), 

which, if followed, will help management to put better KRls in place to improve the 

identification and management of current operational risks: 

9 To identify and track predict-ive risk indicators and drivers of operational risk, 

it is important to capture both quantitative and qualitative drive data. An 

important aspect of identify~ng KRIs is to provide risk indicator reports and 

scores to management levels appropriate for action. 

P Risk and performance indicators must be present in the best institutions and 

studies have shown that the most successful institutions use key performance 

measures. It is also important to keep in mind that different risk indicators 

will be used at different levels and in different areas. 

9 Composite risk indicators are usehl risk management tools. Tracking a 

vaiety of issues in a survey, for instance, and scoring the results in a weighted 

average over time has been shown to be a usefhl method of tracking 

management and system performance. Many of the issues, such as degree of 

system support reliability, and credibility, for instance, are difficult issues to 

quantify, but can be tracked, scored, scaled, and monitored over time, on a 

scaled basis. 

> The fourth aspect to consider when identifying KlUs is that the best risk 

indicator will be forward looking or predictive in order to be usehl as either a 

modelling or management tool. 



P The fifth aspect is to keep in mind that risk indicators are generally managed 

by a central unit, whether in the business lines or at an institution wide level. 

It also important to remember the importance of quantification (see Chapters 4 

and 5). If any institution limits itself to tracking only those risk indicators that 

can be readily quantified, it may be missing more relevant issues. 

9 Another important factor to consider when identifying KRIs is to keep risk 

indicators relevant to the business, therefore business staff and managers 

should be involved in the identifying process of KItIs. 

P To keep in mind that the model factors are different is also an important factor 

to consider. Risk indicators are factors used for modelling and should be 

more simplified. Whereas a business profit centre might use numerous risk 

indicators to hack the business at hand, i t  can become very conhsing to use 

all of the risk indicators in modelling. 

3 The last important aspect this section is that scorecards are an effective way of 

combining both qualitative and quantitative risk indicators and scores from a 

prospective representation of risk. Some institutions have become staunch 

advocates of scorecards as their primary basis of operational risk 

representation and for capitalising the allocation process (see Chapter 4). 

These aspects are the most important to consider when identi.fying KRIs, but are not 

specific requirements and should merely serve as guidelines. None of these will have 

an impact if KRIs are not reported correctly and timely; therefore the following 

sections will provide some more detail on the reporting of KRIs. 



3.5.5 Reporting of KRIs 

The reporting of KRIs and the way it is presented is probably the most important 

aspect for KRIs to be effective in identifymg and monitoring an institution's current 

exposure to operational risk (Young, 2002: 113). In almost all major financial 

institutions, risk managers, business managers and more so executive management, 

have little or no time to read through lengthy reports, so for KRIs to be used 

successfully, it should be reported in the most efficient and 'easy to understand' way 

- it should be to the point (Young, 2002: 11 3). 

When reporting KRIs, thresholds have to be established for KRIs, and these 

thresholds should be tied to KRIs in order to alert management when there are 

changes in the KRIs and also highlight potential problem areas. Most major 

institutions use the traMic light approach to monitor KIiIs by means of thresholds and 

mean the following: 

k Green - low risk (low significance). The KRI is not a concern for the 

institution at present. 

P Amber - medium risk (medium significance). The KRI is starting to become 

a concern. Management must focus on this, and must monitor it to establish 

any changes in the trend. 

> Red - high risk Qugh significance). This KRI is a now a major concern for 

the institution and for management - it indicates a potential increase in the 

operational risk exposure. It is important that management now determines 

whether this may cause a loss (direct or indirect) and if the necessary controls 

are in place (Theodore, 2002: 19). 

It is management's responsibility to determine when a KRI will be green, amber or 

red, and most of these depend on the risk appetite of management or on the nature of 

the business, for example in some areas it is normal to have a thousand overtime 



hours per month, but in other areas i t  is unacceptable to have more than one hundred 

overtime hours per month. 

Figure 3.10: Determining thresholds using a system 

t reen I .Amber Crossover 

Source: (Prorechi Advisory, 2005: 44) 

Figure 3.10 is an example on how thresholds are established for KRIs by means of a 

sysrem and Figure 3.1 1 is an example of how the three colours are used to illustrate 

the thresholds. Thresholds are not just important to indicate whether a KRI is 

increasing or not, but it also play a role in the categorisation of the KRIs 

(Esterhuysen, 2003: 49). For example, on average some business areas may have 

twenty KRIs, and maybe there are 12 business areas, meaning the executive 

management has to go through a lengthy report of 240 KRls, whereas if the risk 

manager decided to only report those that are in  the red, it will shorten the report 

drastically, and will also improve the effect i t  will have on senior (executive) 

management. Theodore, (2002: 23) mentioned that i t  is not required to report the 

KRls and that when a KRI is in  amber it only indicates that it should be monitored 

more closely i n  order to see whether it will go in  the red or will move in the amber. 



In most cases, just the risk managers keep record of these, and will only highlight it 

when it  goes to red (Theodore, 2002: 23). 

It is also important to consider the frequency of KRI reporting (Young, 2002: 221). 

Some major financial institutions have decided to report KRIs on a daily basis, others 

report on a weekly basis, and others also report on a monthly basis - this however is 

totally dependant on the number of risk resources, or the availability of the data or the 

nature of the KRI (McPail, 2003: 8). This however does nor influence the 

effectiveness of a KRI to identify the current operational risk exposure, but i t  is 

merely a management decision on how frequently they want to report KRIs (McPail, 

2003: 8). 
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Figure 3.11: The colour-coding of thresholds 
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This section concludes the discussion on current operational risk, and how KRIs play 

an important role i n  identifying and monitoring the exposure thereof. The following 



section discusses total operational risk (see Figure 3.4) by means of taking a more 

detailed look at future operational risks, and also highlights the techniques that are 

used to identify and monitor it. 

3.6 Managing future operational risk 

As seen in Figure 3.4, the third kind of operattonal risk is hture operational risk. 

Little is known about this lund of risk as it has not yet happened and has not caused a 

loss to the institution, although it holds a huge exposure (Hoffman, 2002: 239). 

Future operational risks are those risks that the institution has little control over, and 

includes for example, future changes to the organisational structure, changes in the 

major IT structures, changes in management or ownership and also changes in the 

fmancial/business environment (Cooper, 1999: 2). It is actually impossible to 

manage this kind of risk by means of the operational risk management process 

discussed in Chapter 2, as management will only be able to perform one phase of that 

process, which is the identification phase. Therefore, when refemng to the 

management of hture operational risk, this section actually refers to the identification 

thereof. 

This section will discuss the management of future risk based on the identification 

thereof and Cooper (1999: 2) mentioned that the best way to identify hture 

operational risk, is to perfonn self-risk assessments, and this is discussed in detail in 

the next section. 

3.6.1 Background - self-risk assessments 

According to the FSA (1999: 10) this method is becoming the classic "bottoms-up" 

(see Chapter 2) way of thinking about operational risk. However, relatively few 

banks currently use t h s  approach to determine economic capital (see Chapter 4) for 

operational risk. In this approach of risk identification, each business unit, in 

collaboration with the central operational risk control function, assesses the 



operational risk it is exposed to. This is done on the basis of inside knowledge 

(including that of internal audit and possible simple modelling), but also of wider 

thinking to the extreme events and experiences. PWC (1999: 56) regards risk-self 

assessments as an internally driven analysis of risks, controls and their 

implementation. Its objective is an open, common understanding of the strengths and 

weaknesses of the operational risk environment. Self-risk assessments could also be 

seen as a key tool to identify issues, raise awareness, create common understanding 

and achieve recognition that the business unit creates, manages and mitigates 

operational risks. 

There are, however, several drawbacks to this approach. The FSA (1 999: 10) lists the 

following examples: 

> It may backfire and turn a helpful methodology for business units into 

something far more regimented. 

9 Some institutions will complete the exercise more fairly than others. 

9 Business units may not be good at estimating risks. 

9 Business units may perceive risks differently. 

P The experience of staff could have an effect on the estimation of risk. 

On the other hand, the FSA (1999: 10) states that risk-self assessment is a common 

approach and many institutions have a degree of experience on its implementation. It 

may be possible to build on this experience as it is a usefbl method to help control 

operational risk. 

The FSA (1999: 63) states that the process of operational self-risk assessment has 

three important components namely: 

An analysis by business unit managers of the risk their unit is exposed to. 

9 Estimation by these managers of the loss that could arise as a result of these 

risk events occurring. 



3 The use of the aforementioned to compute a capital charge. 

According to PWC (1999: 58) ,  self-risk assessments have tended to be a "bottoms- 

up" activity where the primary emphasis is on the business unit that takes the risk and 

knows the operations best. The main contributors to any self-risk assessment 

approach, therefore, are the business unit's operational risk staff and its front- and 

back-office staff. This approach allows for more fiequent reviews and generally is 

more accepted as a value-added exercise at the business unit level. According to the 

FSA (1999: 65): the process of self-risk assessment requires management to make 

estimates of the likely impact of operational risk events and the probability of the 

event arising. Management in many businesses has to do this with Little historic data 

to base their estimates on. As with any fonn of estimating, it is not an exact science. 

The resulting figures, which may give rise to capital allocation using this method of 

self-risk assessment, will depend on a number of factors, which is discussed in the 

next section. 

3.6.1.1 Factors to consider when performing a self-risk assessment 

According to the FSA (1999: 661, the following factors could have the biggest impact 

on a self-risk assessment: 

> The perception of the business unit manager of what a large loss is. Different 

business unit managers, even with the same business unit, will have different 

perceptions of what they perceive as a large or largest possible loss. This is 

likely to lead to inconsistency between business units in an institution, and 

more importantly, between institutions. 

Whether consciously or not, a business unit's targets or budgets may influence 

estimates. There may be some self-interest in making the estimates or impact 

and probability either higher or lower. This would be either to gain greater 



fmancing for an area or to present the area as less risky than may otherwise be 

the case. 

k The time horizon used by the business is likely to influence the frequency and 

size of the loss it estimates. For example, where business management 

considers potential loss over a short term, one year, they are more likely to 

estimate that smaller losses will arise. However, if they consider a long time 

horizon, for instance ten years, they are more likely to estimate or accept a 

larger loss that may arise in this period. Therefore, businesses with shorter 

time horizons are likely to estimate more frequent, but smaller losses than 

those with longer time horizons that will estimate larger but less frequent 

losses. 

3 The loss experience of the business mangers will be important in the types and 

sizes of losses they identify. For instance, very few people have suffered IT 

security breaches. This type of loss, therefore, is likely to be assessed as 

srnalIer than the more commonly suffered external Caud attempt. 

Certain losses are more emotive than others and are likely to be given a higher 

prominence by business managers. For example, fraud and computer viruses 

are emotive subjects and are likely to get much higher focus than, for instance, 

cIerical errors or poor computer s o h a r e  maintenance. 

P Whether or not business unit management's estimates inherently include 

expected and unexpected losses. 

These factors have to be considered when performing a self-risk assessment, as they 

will have the biggest impact on the outcome thereof. The following section discusses 

the self-risk assessment in more detail, expIaining and illustrating how a risk 

assessment grid works. 



3.6.1.2 The self assessment grid 

Laycock ( 1  998: 137) states that self-risk assessments based on the use of expert panes 

or intuitive 'gut feeling' often distinguish between frequency and severity of events. 

One frequently used tool is the risk assessment grid that is illustrated in Figure 3.12. 

Managers can use this grid to adjust their response to risks that are low- 

frequencykigh-impact and those that are high-frequency/low-impact in nat-ure. 

Figure 3.12: Risk assessment grid 
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Source: (Laycock, 1998: 137) 

3.6.1.3 Four general self-risk assessment approaches 

PWC (1999: 56) also identifies four general approaches that may be used during self- 

risk assessments, name1 y: 



Questionnaires - The typical approach is to start with a comprehensive list of 

controls and ask for compliance with them. Best-practice lists that are unique 

for each type of business or process may then be accumulated and turned into 

checklist questionnaires. 

9 Issue-orientated forms - T h s  approach is briefer than questionnaires. It 

often starts with a risk map, then request textual open-ended responses on how 

risks are being controlled; to what extend controls are in place, how risks are 

mon.itored and measured to assure controls are operating, and what 

improvements can be made to the institution. 

R Facilitated workshops - These workshops are usually attended by a cross- 

section of a business unit's operational and supports staff and are facilitated 

by an operational risk management function facilitator. In most workshops, 

the delegates identify the risk issues, the biggest risk facing the organisation 

and the steps needed to take corrective actions. 

P Independent assessments - An independent party, whether risk management 

or internal audit, performs comprehensive reviews of operations, risks and 

controls and prepares an assessment report that is reviewed with the business 

unit. 

Self-risk assessment may be a single activity or a variety of activities that trigger 

discussions and elect reflections on the operational risk facing the business. They 

also provide an assessment of the operational risk management techniques employed. 

The deliverable for all these self-risk assessment approaches is a report that presents 

the findings, the issues identified and a timetable or work-plan for corrective action 

and continuous improvement at both a summary and detailed level. The challenge in 

all these self-risks assessment approaches are to create an open forum with 

independent participation that ensures objectivity. Without this forum many 

institutions may tend to simply report that risks are under control instead if giving tbe 

process its proper attention (PWC, 1999: 59). 



According to the FSA (1 999: 67), the concept of self-risk assessment has risen out of 

the need for business unit management to obtain more formal and better 

understanding of their risks and controls and their interrelation. This then allows 

management to assign responsibility and develop action plans to further mitigate risk 

where necessary. This approach can also benefit institutions by improving its risk 

control culture by focusing business units on the management of operational risk in a 

fonnalised manner. However, to extend this process by adding a resulting capital 

charge, based on the business unit's management assessment, is likely to be seen by 

some as a penalty for their honesty and openness. 

The FSA (1999: 67) states that as with all self-risk assessment programmes, the 

following are required in varying proportions to make the output from the process 

reliable: 

P A culture of trust, openness and honesty between the central function or 

authority using the information that is collected and the participants 

completing the self-risk assessment. 

9 A sufficient audit trail for the data collected and accredited. 

9 An expectation that the level of any data manipulation by participants is less 

than the increased benefits it could generate. 

For the results of the self risk assessment exercise to be reliable when calculating a 

capital charge, there musr be no duplication in the assessment of risk. While 

checklists and questionnaires may help to ensure completeness, the only tool that can 

assist with the identification of duplication is a thorough independent review of the 

assessment. Thus, any decisions that use this technique should include consideration 

of the concern around duplication. 

The above-mentioned section concludes the evaluation of a self-risk assessment as 

part of the overall operational risk management framework. To surnmarised this far 

is to say that there are three different types of operational risks, being future 



operational risks, cut-rent operational risks and past operational risks. These are 

identified and monitored by means of self-risk assessment, key risk indicators and 

loss event database respectively. Figure 3.1 3 illustrates the total operational risk 

framework (also illustrated in Figure 3.4) showing where all the specific risk 

management techniques fit in. 

The following section describes and evaluates the qualitative approaches for 

identifying and managing operational risk by taking a deeper look at situation 

analysis, and how it fits into the three approaches described in the above secrion. 

Figure 3.13: The quantitative risk management techniques 

Future risks 

Current risks y s  1 Key risk indicators I 

Loss database w 
Source: (Protecht Advisory, 2005: 46) 



3.7 Situation analysis 

There is a growing importance that the current shortage of historical operational loss 

data in some institutions as a whole has required the use of 'soft data' by business 

experts, which are estimates of losses based on 'what-if situation analysis' (Laycock 

1998: 138). Laycock (1998: 138) also mentioned that, due to the ever-changing 

nature of business and technologies that: support them, it appears that there will never 

be a time when 'hard data' (actual loss data) will be enough to model the Ioss 

distributions in a statistical significant way. Laycock (1998: 138) hrther mentioned 

that the best method will be ro generate 'virtual' events (scenarios), events that could 

potentially occur because relevant risks exist but have not yet materialised and have 

not been entered into the institution's historical record ((loss database). 

The following are some of the major characteristics of a situation analysis for 

operational risk. 

P The situation analysis grants a forward-looking view of its own risk exposure 

by the institution, fostering an improved perception of its risk profile, always 

readily aligned to reality. 

P A situation analysis makes maximum subjective use of all available data 

including loss history, external data, KRIs, and knowledge of the business 

environment . 

P It applies judgment of business experts to generate virtual events. 

P Situation analysis would typically look separately at: 

- Loss event types 

- Organisational environments (the different types of business 

environments). 

P One common approach is to first have a workshop on the operational risks in 

the business area before using management to parameterise a suitable loss 

distribution. 

> In general, situation analysis should: 



- Be consistent across the organization. 

- Be relevant to the business environment. 

- Capture all material risks (Laycock, 1998: 138). 

Laycock (1998, 138) also stated two major objectives of a situation analysis, which 

include the fol.lowing: 

Quantification - Getting a quantification of operational risk starting fiom the 

collected subjective estimates such that: 

> The output is expressed in term of the unexpected loss, meaning those losses 

that do not happen every year. 

P The output is expressed by loss event type, for example internal or external 

fraud. 

P The output should be forward looking, in other words the outcome of the 

situation analysis should be 'predict hture losses'. 

> The output can be integrated with the homogenous results coming &om the 

quantitative analysis on effective loss data. 

Management - Obtaining important information for a good management of 

resources, through the identification of priorities and potential mitigation actions. 

3.7.1 The basic steps of a situation analysis 

The three most basic steps in a situation analysis that are important to follow includes 

the following (also see Figure 3.14): 

Step 1 - Building the structure - management first has to establish the st~uctures for 

the situation analysis, meaning that they have to consider for example the loss event 

database, the customer mode1, the organisation structure, and all other factors that 

may influenced a specific event or risk and the data thereof. 



Step 2 - Running the calculation engine - within this step risk managers has 

organise a workshop, or questionnaires to get responses from the business people on 

specific 'what if '  siruations - risk managers will have to establish what will happen if 

a specific event materialises and what the impact will be on the business. They then 

also have to determine i f  there are controls in place for such an event and if they are 

adequate. 

Figure 3.14: Situation Analysis and Subjective Estimates 
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Source: (Compiled by the author) 

Step 3 - Evaluating the findings - risk managers have to examine all the 

questionnaires and their notes from the workshop and put this into a meaninghl 

report, which will highlight the major risks and the potential for i t  to materialise. 



They also have to determine the expected loss for each situation in order to determine 

the size of the risk (Laycock, 1998: 139). 

This section concludes the brief discussion on situation analysis as a qualitative 

approach to identify and manage operational risk. Although a situation analysis is a 

qualitative element in the operationaI risk management process, it can also be used in 

quantifymg operational risk. Cruz (2002: 34) mentioned that when a bank wants to 

model operational losses but does not have enough data points in its loss history 

database to include in the model, it can use situation analysis to simulate more 

operational loss data points to ensure it quantifies operational risk more accurately. 

Th.is is also explained in some more derail in Chapter 5 .  

3.8 Conclusion 

The aim of this chapter is to evaluate and describe the different qualitative tools that 

assist risk managers in identifylng and monitoring the different types of operational 

risks, in order to provide adequate capital to absorb these losses. If none of these 

qualitative factors are in place, management cannot identify and assess their exposure 

to current, future, or past operational risks and will therefore be unable to determine 

the exact amount of capital that should absorb these risks if they occur. 

These qualitative elements assist risk managers in identifylng the operational risks 

they are exposed to as well as the level of exposure, but it also is the frrst step in the 

measurement of operational risk. One of the objectives of this study is to explain how 

the VaR for operational risk is calculated and it is the view of this study that these 

qualitative elements form the basis of this calculation. The reason being that it is 

impossible to measure an operational risk that is not known and clearly defined, 

which means that banks will need to put these qualitative elements in place first 

before they decide to measure and quantify operationaI risk on mathematical level. 

These qualitative elements also form the basis of the day-to-day practical 



management of operational risk, as management use t-hew elements to identify, track 

and monitor their daily operational risks. 

Figure 3.15: Qualitative components of operational risk capital 

r~oss  event aatabase 

Source: (Prolecht Advisory, 2005: 47) 

Figure 3.15 is an illustration of the qualitative elements of operational risk 

management. 

Figure 3.15 summarises Chapter 3 in the sense that it  illustrate how these qualitative 

elements of operational risk are thrown together to manage past operational risk, 

present operational risk and future operational risk. As discussed in this chapter, all 

of these elements play their part in each of the above t,hree phases of operational risk 



and operational risk management will not be 'completed' if one of these elements are 

excluded from the process. 



Chapter 4 

An Operational Risk Management Framework - 

A Quantitative Approach 

"At one time operational risk could be defined as an area 
characterised by frequent, small and predictable events, accompanied 

by u one in jive y e w  large evenr. " (Olsson, 2002: 1). 

4.1 Introduction 

In the past, many institutions have aimed to determine a value at risk figure for 

operational risk but have failed, mostly because they have not considered both the 

qualitative and quantitative elements thereof, and were therefore unable to measure 

the total risk (Medova & Kyriacou, 2002: 12). The measurement of operational risk 

is probably the most important element in operational risk management. If it cannot 

be measured: the organisation will be unable to manage it because it will be unable to 

determine the s u e  thereof (Medova & Kyriacou, 2002: 13). The Base1 Committee 

has done extensive work on determining ways to measure operational risk based on a 

wide variety of criteria, and have also based their proposed Base1 Capita1 Accord 

thereon whereby banks are required to hoId a certain percentage of their capital for 

operational risk in order to absorb a loss if it occurs (BIS, 2000b: 11). The Basel 

Committee has defmed three approaches that can be used to measure operational risk, 

which include The Basic Lndicator Approach, The Standardised Approach, and the 

Advanced Measurement Approach, whereby the fmt  two are the most simple and the 

third the most complex (BIS, 2003a: 2). 

This chapter discusses the Base1 Committee as well as the New Base1 Capital Accord 

in more detail and also explores the measurement approaches for measuring the 

required amount of capital banks will have to hold. It has to be noted that these 

approaches do not measure the size of operational risk, but that they measure the 

amount that capital banks will have to hold for operational risk. How the size of 

operational losses is measured will be dealt with in Chapter 5 when VaR for 



operational risk will be discussed. This chapter is divided into four parts, where the 

first starts off by providing some background on the Base1 Committee (which have 

been mentioned numerous times in Chapters 2 and 3) and what it stands for, the 

second provides a brief summary on the New Basel Capital Accord, the third takes a 

look at the above-mentioned three approaches, whereby the fourth, which concludes 

the chapter, illustrates how a scorecard can be used as a quantitative tool to manage 

operational risk. 

4.2 The Base1 Committee 

Over the past three decades the Base1 Committee has formulated and promoted sound 

supervisory standards for international active banks worldwide. The Basel 

Committee history started in 1974 with its most influential document, The Base1 

Capita1 Accord published in 1998 (BIS, 2001g: 1 ) .  The Basel Committee does not 

possess any formal supranational supervisory authority, and its conclusions were 

never intended to have legal force. It formulates broad supervisory standards and 

guidelines in the expectation that individual authorities will implement them through 

detailed arrangements best suited to their own national systems (BIS, 2001 g: 2). 

4.2.1 Background to the Base1 Committee 

The Basel Committee was formed in 1974 by the governors of the central banks of 

the Group of Ten (G-10) counhies. Instability, for example the fall of the Bretton 

Woods System, characterised world markets in the 1970s. The insolvency of one of 

the most well known banks of Germany, Bankhause Herstatt, compelled the Group of 

Ten Countries .to take action (Styger, 1 998a). 

Today the Base1 Committee consists of supervisory representatives from Belgium, 

Canada, France, Germany, Italy, Japan, Luxemburg, the Netherlands, Spain, 

Switzerland, United Kingdom and the United States (BIS, 20019: I) .  Countries are 

represented by their central bank and also the authority with formal responsibilities 



for the prudential supervision of banhng businesses where this is not the central ban.k 

(BIS, 2001 g: 2). Figure 4.1 summarises some of the major dates for the Basel 

Committee. 

Figure 4.1: Timeline of the Base1 Committee 
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The Basel Committee usually meets at the Bank for International Settlements (BIS) in 

Basel, where its permanent Secretariat is located. It consists mainly of about rhjrty 

technical working groups and tasks forces that also meet regularly. The present 

(2006) chairman of the Basel Committee is Mr. Jean-Pierre Roth, chairman of the 

Governing Board of the Swiss National Bank. 

The Basel Committee has several goals with banking supervision, which include the 

following: 

> Improving the safety of the international banking industry through capital 

adequacy requirements. 

9 Levelling the international playing fields between banks. 

> Narrowing the gap in international banking supervision (Styger, 1998a). 



Since its foundation, the Easel Committee has been the main driving force behind 

bank regulations. The three principle proposals/objectives of the Easel Committee 

are intended to make banks safer from the perspective of the client and of the 

investor. The Base1 Committee therefore focuses mainly on capital1 adequacy for 

banks (Styger, I 998a). 

Although the Basel Accord framework is intended to apply to internationaIly active 

banks supervised by the Group of Ten Countries (G-lo), other countries have adopted 

it as compliance, giving banks a "seal of approval' in terms of capital adequacy, 

which make it easier for them to compete internationally. It has been applied, not 

only by international active banks but also to eliminate inequalities between 

international active banks and their competitors in domestic markets (Matten, 2000: 

97). The next section highlights some of the most significant publications by the 

Basel Committee to provide additional background. 

4.2.2 Publications of the Basel Committee 

The Base1 Committee has published several documents on banlung supervision - the 

fmst was published in 1975 and afier several revisions it was republished in 1983 as 

Principles for the Sirpewision of Bank's Foreign Establishmen~s (Styger, 1998a). 

This was one of rhe three documents that especially changed the banking environment 

forever (Styger, 1998a). The second influential document - Capital Accord - 

International Convergence of Capital Measzirenzent und Capital Standards - was the 

prescription for minimum capital requirements published in July 1988, with the aim 

of being converted into national regulations "as soon as possible" (Styger, 1998a). In 

1995 the Basel Committee started to focus on market risk and in January 1996 the 

third influential document was published, via Anzendments lo the capiial uccoi.d io 

incorporate market risk (Styger, 1 998a). 

' The different types of capital will be explained in more detail in Section 4.4. 
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The Capital Accord of 1998 was aimed to ensure an adequate level of capital in the 

international banking system and to create a more level "playing field" in competitive 

terms between banks internationally. The Capital Accord required banks to hold 

capital to at least eight percent of a basket of assets weighted according to their risks 

(BIS, 2001a: 9). Assets are classified into four categories (0 percent, 20 percent, 50 

percent and 100 percent) according to the perceived risk of the debtor category (BTS, 

200 1 a: 10). Off-balance sheet items are converted into a credit-equivalent amount 

through a scale of conversion factors, and then weighted according to the 

counterpart's risk weighting (Barbour st a/.  199 1 : 29 1). 

The 1988 Capital Accord also did not recognise credit risk mitigation techniques and 

the simple bucket system has given banks the incentive to move high quality assets of 

their balance sheets, thereby reducing the average quality of the bank's asset portfolio 

(Saayman, 2002: 126). Because of this, the Base1 Committee decided to propose a 

more risk-sensitive framework for capital adequacy measurement (BIS, 2001a: 11- 

12). The new proposal (as documented in the Consultative Document of the Basel 

Committee in January 2001) with regard to risk management (see BIS, 2001c) and the 

concerns about the implications of the proposal are subsequently discussed. The 

following section takes an intensive look at the New Basel Capital Accord, as it is 

with this Accord that the Base1 Committee has philosophised their capital 

requirements of credit, market and operational risk. 

4.3 The New Basel Capital Accord 

In addition to the 1988 Capital Accord, the Base1 Committee has issued a paper on 

the regulatory capital requirements for credit and operational risk in banks, which is 

called the New Basel Capital Accord (Saayman, 2002: 127), as is illustrated in Figure 

4.2. The Basel Committee has also released a second consultative package on the 

New Basel Capital Accord - the Revised ~ c c o r d ?  which will be implemented in 

2008 (BIS, 2001a: 127). It is noticeable that the New Basel Capital Accord is more 

2 The Revised Accord wi.11 also be djscussed in Sections 4.3 and 4.4, 



extensive and complex than the 1998 Capital Accord and is intended to develop a 

risk-sensitive framework, which contains a wider range of new options of measuring 

both credit and operational risks. 

Figure 4.2: The New Basel Capital Accord 
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In addition to the I988 Capita! Accord, the proposals of the New Basel Capital 

Accord contained three fundamental innovations, each designed to introduce greater 

risk sensitivity into the New Base1 Capiral Accord. One was to introduce a three- 

pillar approach, with a risk-sensitive framework being enforced by supervisory 

review and enhanced disclosure (Barctays, 200 1 : 2). 



The second and third innovations both aim at making capital charges more correlated 

with bank's risk profiles - the higher the risk, the more capital a bank has to hold; the 

lower the risk, the less capital the bank has to hold (Barclays, 2001: 2-3). Banks with 

advanced risk management capabilities would be permitted to use their own internal 

systems for evaluating credit risk, known as "internal ratingsv3 instead of standardised 

risk-weights for each class of asset. The third principle innovation was to allow 

banks to use the risk grades provided by approved external credit assessment 

institutions to classify their exposure into risk categories (Barclays, 2001: 2-3). 

Another improvement to the 1988 Capiral Accord is that the New Base1 Capital 

Accord recognises that the best way to measure, manage and mitigate risk differs 

Erom bank to bank, whereas the 1988 Capital Accord provided essentially only one 

option for measuring capital adequacy (BIS, 2001a: 3). Consequently, the New Basel 

Capital Accord provides for a spectrum of approaches for the measuring of credit risk 

in determining capital levels and flexible structures allow banks to adopt approaches 

that best fit their levels of sophistication and their risk profiles, subject to supervisory 

approval. 

As mentioned, one of the proposals of the New Basel Capital Accord is to implement 

a three-pillar framework, which i.ncludes: 

k Pillar 1 - minimum capital requirements, which seek to refine the 

standardised rules, set forth in 1988. 

P Pillar 2 - supervisory review of an institutions' internal assessment process 

and capital adequacy. 

> Pillar 3 - an effective use of disclosure to strengthen market discipline as a 

complement to supervisory efforts (Bessis, 2001: 40-41). 

Internal ratings are assessments of relative cre&t risks of borrowers andlor facilities, assigned by 
banks (Bessis, 200 1 : 42). 



Bessis (2001 : 42) also highlighted the fact that the New Base1 Capital Accord cannot 

be considered hl ly implemented if all three above-mentioned pillars are not in place. 

Minimum implementation of one or two of the pillars will not deliver an adequate 

level of soundness. The Basel Committee recognises that in some jurisdictions it is 

not at present possible to implement all three pillars fully. In such a case, the Base1 

Committee recommends that supervisors consider a more intensive use of the other 

implemented pillars (BIS, 2001a: 3). For example, supervisors could use the 

supervisory review process to encourage improvement in transparency, disclosure and 

consequently market discipline. The Basel Committee considers the implementation 

of Pillar 1 as a minimum requirement for the implementation of the New Basel 

Capital Accord (BIS, 2001a: 3). 

4.3.1 Objectives of the New Basel Capital Accord 

With the implementation of the New Base1 Capital Accord, the Base1 Committee is 

aiming to achieve the following objectives: 

P The Accord should continue to promote safety and soundness in the financial 

system and, as such, the new framework should at least maintain the current 

overall level of capital in the system. 

k The Accord should continue to enhance competitive qual.ity. 

The Accord should constitute a more comprehensive approach to dealing with 

risk. 

> The Accord should contain approaches to capital adequacy that are 

appropriately sensitive to the degree of risk involved in a bank's position and 

activities. 

> The Accord should focus on internationally active banks, although its 

underlining principles should be a suitable application for banks of varying 

levels of complexity and sophistication @IS, 2001 a: 6). 



The main innovations of the New Base1 Capital Accord compared with the 1988 

Capital Accord are as follows: 

Firstly, it aims to bring the methodology of calculating capital requirements more 

closely into line with the advances in risk management technology that have occurred 

since 1988 (De Beer, 2002: 217). The new capital framework aims to go further than 

simply bringing a number of innovative financial instruments within the scope of the 

New Base1 Capital Accord (BIS, 2001a: 6) .  De Beer (2002: 217) further stated that 

the new capital framework also aims to be forward loolung by malung capital 

standards less distortionary ex ante. The overall objective is to limit the incentives 

that capital standards create for banks in order to arbitrage its requirements by more 

closely aligning regulatory capital charges with the concept of loss risks (Karacadag 

& Taylor, 2000: 13- 14). 

Secondly, the new framework aims to move capital regulations in a more process- 

orientated direction (De Beer, 2002: 217). Whereas the 1988 Capital Accord laid 

down a series of simple rules in order to develop a common metric for setting capital 

requirements, the new capital framework envisages an approach in which supervisors 

will become less involved in determining the prkcis rules of calculating capital 

adequacy (BIS, 2001a: 6). Instead, supervisors will concentrate on ensuring that a 

bank's internal risk management procedures are adequate. This can be seen as a 

relative shift away from the mechanistic, prescribed approach to setting bank capital 

(rules-driven) towards a more process-orientated form of regulation. 

The change from a rules-dnven to process-orientated is a matter of degree; it is not 

all-or-nothing. Thus, as De Beer (2002: 217) stated, the new capital, framework 

retains elements of regulatory and rules-based capital regulation, just as the new 

capital framework incorporates elements of economic and pl-ocess-orientated 

approaches. This shfi in emphasis from a lules-driven to process-orientated involves 

foregoing the verifiability and comparability of capital ratios across banks and 

banking systems to the extent that it involves greater reliance on internal risk 



measurement and control systems. As Saayrnan (2002: 176) mentioned, this will 

have an important consequence. Capital ratios will become more difficult to interpret 

in isolation and the terms 'under-capitalised' and 'well-capitalised' will be difficult to 

designate without an in-depth analysis, taking into account whether or not the level of 

capital adequacy reflects the risk embedded in the asset portfolio. 

The need for a more in-depth analysis of banks under the new capital framework 

raises two additional issues, especially with respect to the third pillar (see Section 

4.3). Firstly, internal processes of capital allocation are inherently less transparent 

than current capital ratios. Unless essential elements of internal risk management and 

capital allocation mechanism are disclosed, market participants may not have the 

information required to evaluate capital adequacy (though supervisors presumably 

would have greater access) @e Beer, 2002: 219). This would undermine the 

market's ability to exert discipline, and if sufficient information was available, market 

participants would have to devote much more resources to analyse banks, which they 

may not elect to undertake given the 'free-rider' concern in the market for risk 

analysis (Saayman, 2002: 167). 

This section outlines the major objectives of the New Base1 Capital Accord, and it is 

important to understand these as they would ultimately drive the allocation of capital. 

The next section describes overall capital as one of the most debated aspects of the 

New Basel Capital Accord. 

4.3.2 Overall capital 

Regarding the overall level of regulatory4 capital resulting from its proposals, the 

Basel Committee believes that it is important to be as clear as possible about its 

ultimate intentions with the New Base1 Capital Accord (Bessis, 2001: 40). The new 

framework intends to maintain the overall level of regulatory capital in the banking 

Regulatory capital is the level of capital regulators require banks to hold, whereas economic capital is 
the amount of capital the bank feels it should hold based on its internal capital models (Sinkey, 2001: 
112) (also see Chapter 6). 



system while providing approaches, which are more sensitive to risk than the 

approaches of the 1988 Capital Accord. Consistent with the approaches of the New 

Base1 Capital Accord, the Basel Committee envisages the followmg: 

P Under the standardised approach (see Section 4.4), the Base1 Committee 

maintains the 8% minimum capital requirement and states that they "desire 

neither to produce a net increase nor a net decrease on average regulatory 

capital". 

3 With respect to the Internal Ratings Based Approach (IRB), the Basel 

Committee's ultimate goals are to ensure that the overall level of regulatory 

capital generated is sufficient to deal with the underlying credit risk and is 

such that it provides capital incentives relative to the standardised approach. 

P Consequently, for foundation TRI3 institutions, the Basel Committee is aiming 

for a small (2 to 3%) average decline in minimum capital requirements 

compared to current capital requirements and the proposed standardised 

approach. 

> For institutions on the advanced LRB approach, a hrther drop of similar 

average magnitude is being targeted (UBS, 2001: 1 ) .  

The Basel Committee recognising the difficulty in assessing the average impact of its 

above-mentioned proposals across a diverse range of internationally active banks 

(BIS, 2001a: 16). In addition to the 1988 Capital Accord, the New Base1 Capital 

Accord comprises three pillars, wluch include minimum regulatory capital, 

supervisory review, and market discipline. The following section continues with the 

evaluation of the Basel Committee and the New Base1 Capital Accord by taking a 

deeper look at the three pillars of the new framework. 

4.3.3 The three pillars of the New Base1 Capital Accord 

The New Basel Capital Accord is a set of consultative documents with recommended 

rules for enhancing credit risk measures, extending the scope of minimum capital 



requirements to operational risk, providing various enhancements to the 1988 Capital 

Accord and detailing the 'supervision' and 'market discipline' pillars (Bessis, 2001: 

41). It is extensive, with a menu of options, extending coverage and more elaborate 

measures. in addition to descriptions of work in progress, with yet unsettled issues to 

be streamlined in the final package. Figure 4.3 illustrates the three pillars of the New 

Basel Capital Accord. 

Figure 4.3: The three pillars of the New Basel Capital Accord. 
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P Pillar 1 - Minimum capital requirernenrs. 

R Pi.llar 2 - Supervisory review process. 

> Pillar 3 - Market discipline. 

The Basel Committee emphasises the mutually reinforcing role of the three pillars, 

and avowed that taken together, the three pillars contribute to a higher level of safety 

and soundness in the financial system (Raghaven, 2001: 555). Previous 

implementations of the regulations for credit and market risk, confmed by value at 

risk (v~R) '  models for both risks, revealed that the banking book generates more 

risks than the trading book and necessitates a more in-depth look at the above- 

mentioned pillars (BIS, 2003: 128). The following section of this chapter therefore 

aims to evaluate the above-mentioned pillars as part of the evaluation of the New 

Basel Capital Accord. Table 4.1 describes the rationale for the New Basel Capital 

Accord. 

Table 4.1: Rationale for the new accord: the need for more flexibility and risk 

sensitivity 

Existing Accord Proposed New Accord 

methodologies, supervisory review and 

market discipline. 

VaR is the focus on valuing a risk as a capital charge (Bessis, 2001: 12). 
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One size fits all: only one option 

proposed to banks. 

Broad brush structure (forfeits). 

Flexibility, menu of approaches, 

incentives: banks have several options. 

More credit risk sensitive for better risk 

management. 

Source: (Bessis, 200 1 : 4 1) 



4.3.3.1 Pillar 1: Minimum capital requirements 

The Base1 Committee's proposals for minimum capital requirements are based on 

fimdarnental elements of the 1988 Capital Accord: a common definition of regulatory 

capital that remains unchanged and minimum ratios of capital to risk-weighted assets 

(BIS, 2000b: 2). It is the measurement of risk embodied in the risk weighted assets 

that the New Base1 Capital Accord focuses on. Under the New Basel Capital Accord, 

the denominator of the minimum total capital ratio will consist of the following three 

parts: 

> The sum of the risk weighted assets for credit risk 

> Plus 12.5 times the capital charge for market risk 

> Plus 12.5 times the capital for operational risk (Bessis: 2001 : 42) 

Minimum total capital = 2 (risli weighted assets for credit risk) + 12.5(capital 

charge for market risk) + 12.5(capital charge for operational risk) 

The following example will explain the equation above. Assuming that a bank has 

R875 of risk weighted-assets, market risk capital charge of R10 plus and operational 

risk charge of R20, the denominator of the total capital ratio will then equal: 

Minimum total capital = 875 + [(10+20)] x 12.5 = R1,250 

When multiplying by 12.5, the bank creates a numerical link between the calculation 

of the capital requirement for credit risk, where the capital is based on risk weighted 

assets, and the capital requirement for operational risk and market risk (Koch & 

McDonald, 2000: 3 76). 

Pillar 1 covers regulatory capital requirement for both credit and operational risk. To 

improve risk sensitivity, the Base1 Committee is proposing a range of options for 

dealing with both credit and operational risks. The primary changes to the minimum 



capital requirements set out in the 1988 Capital Accord are firstly the approaches to 

credit risk and secondly the inclusion of explicit capital requirements for operational 

risk (Marshall, 2001: 33), and thirdly the decision of the Basel Committee to treat 

interest rate risk under Pillar 2 (Banking Council, 2001 : 14). 

Figure 4.4 illustrates Pillar I of the New Base1 Capital Accord. 

Figure 4.4: New Basel Capital Accord - Pillar I 
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With regard to the other banking risks (refer to Chapter 21, the Basel Committee has 

decided to narrow its focus on Pillar 1 to the treatment of operational risk. In line 

with i ts  approach to credit and market risk, The Basel Committee (BIS, 2003a: 125) 

offers several approaches to the minimum capital requirements for operational risks, 

which is discussed in a later part of this chapter. The next section, however, will 

provide a deeper look at Pillar 2 of the New Basel Capital Accord. 



4.3.3.2 Pillar 2: Supervisory review 

The Basel Committee views supervisory review as a critical component to the 

minimum capital requirements (Pillar 1) and market discipline (Pillar 3). The second 

pillar of the New Base1 Capital Accord is intended to ensure that each bank has sound 

internal processes in place, to assess the adequacy of its capital based on a thorough 

evaluation of the risks (Bliss & Flannery, 2001: 223). Supervisors will be responsible 

for evaluating how well banks are dealing with their capital adequacy needs relative 

to their risks. In doing so, supervisors will draw on, among other considerations, their 

knowledge of best practices across institutions (Barclays, 200 1 : 5) .  

The Basel Committee sees four areas where supervisory review is a necessary 

complement to Pillar 1 minimum capital requirements and the disclosure requirement 

of Pillar 3 (Kaufrnan & Scott, 2003: 11): 

P Dealing with risk was partially focused on in Pillar 1, where the review of 

individuaI institutions reveals issues that are not adequately covered by the 

general requirement. 

P Capturing risks that have been left out of Pillar I (e.g. interest rate risk in rhe 

banking book and strategic and reputation risk facing the institution). 

P Assessing factors external to the institution (e.g. effects of the business cycle). 

P Ensuring compliance with the various operational and disclosure standards 

associated with the use of advanced approach for credit and operational risk or 

the use of particular credit risk mitigation techniques (Kaufman & Scott, 

2003: 1 I). 

Ln addition to this, supervisors will have already reviewed and evaluated the bank's 

capital adequacy through on-site examinations, off-site surveillance, and reviewed the 

work of external and internal auditors (Lawrence, 2000: 12). Under the new 

approach, supervisors will also review the internal capital adequacy assessments of a 

bank and discuss the internal capital targets set by each bank (Lawrence, 2000: 13). 



The goal of supervisors reviewing the bank's capital positiori is to ensure that the 

position is consistent with its overall risk profile and strategy (Lawrence, 2000: 13). 

Furthermore, supervisors are tasked with ensuring that banks are operating above the 

minimum regulatory capital ratios and to do early supervisory intervention if the 

capital does not provide a sufficient buffer against risk (Platt, 2000: 1 19). 

Figure 4.5: New Basel Capital Accord - Pillar 2 
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The proposal by the Basel Commitlee is not intended to replace the judgement and 

expertise of an institution's management, or to shift the responsibility of maintaining 

capital adequacy to supervisors (Platt, 2000: 119). On the contrary, it is we11 

understood that managers have the complete understanding of the risk their 

institutions face and it is they who have the ultimate responsibility of managing those 

risks. Furthermore, capital should not be regarded as a substitute for dealing with 

fundamentally inadequate control or risk management processes (Bessis, 2001: 48). 

The Basel Committee also formulated four basic principles that should inspire 

supe~isors' policies (Bessis, 2001: 49), which is also illustrated in  Figure 4.5: 



9 Principle 1 : Banks should have a process for assessing their overall capital in 

relation to their risk profile and strategy for maintaining their capital levels. 

> Principle 2: Supervisors should review and evaluate banks' internal capital 

adequacy and assessment strategies. as well as their ability to monitor and 

ensure their compliance with regulatory capital ratios. Supervisors should 

take appropriate supervisory action if they are not satisfied with the results of 

the process. 

> Principle 3: Supervisors should expect banks to operate above the minimum 

capital ratios and should have the ability to require banks to hold capital in 

excess of the minimum. 

9 Principle 4: Supervisors should intervene at an early stage in order to prevent 

capital from falling below the minimum required to suppol-t the risk 

characteristics of a particular bank and should require rapid remedial actions if 

capital is not maintained or resorted. 

The implementation process can reveal some concerns regarding Pillar 2. The 

detailed requirements of Pillar 2 can be perceived as an indication that the 

supervisory review will be intrusive (Williams, 2000: 12). Furthermore, principle 3 

suggests that regulators will require banks to hold capital above the regulatory 

minimum even where there are no well-defmed weaknesses or lack of management 

and control. 

In addition to the above-mentioned, the UBS (2001: 26) questioned that in the light of 

the considerable capital safety margin incorporated in Pillar I,  the suggestion that 

banks with sound internal risk management and control practices and standards 

should be required to hold more than the regulatory minimum capital calculated under 

Pillar 1 .  It is the belief of the Basel Committee that the above-mentioned will be hlly 

dealt with, with the implementation of the new framework in 2008. 



4.3.3.3 Pillar 3: Market discipline 

The third major element of the Basel Committee's approach to capital adequacy is 

marker discipline. Market discipline, which is illustrated in Figure 4.6, can play an 

equally important role in capital standards by serving the purpose of reviewing the 

reviewers. Supervisors not only face a technically more challenged task, but in the 

exercise of discretion and judgement over subjective and qualiry matters, they are 

likely to come under political pressure from banks and other interested parties 

(Hoffman, 2002: 13). Market discipline could act to counter such forces and provide 

supervisors with incentives to conduct their responsibilities rigorous1 y and even- 

handedly (BIS, 200 1 a: 40). 

Figure 4.6: New Base1 Capital Accord - Pillar 3 
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Empirical studies (BIS, 2005: 147) indicate that neither the market nor supervisors 

possess clearly superior quality assessments. This is recognised by the Basel 

proposals, with market discipline and supervisory review as part of an integrated 

three-pillar approach. The supervisors' advantage over outside investors is that they 

can require access to all data, including confidential information that the bank would 

prefer not to make public. At the same time, supervisors are more constrained by 



law, regulation, and data availability to keep their formal analytical methods 

constraints for relatively long periods of time (Bliss & Flannery, 2001: 8). 

The strength of market quality assessments is that investors can i.nvestigate any 

information that seems relevant, and they can fieeIy change their analytical methods 

when circumstances seem to warrant it (Bliss & FIannery, 200 1 : 8). ln addition to the 

above-mentioned, The Basel Committee expects supervisors to take a supervisory 

response aimed at correcting a situation where a bank does not comply with the 

disclosure recommendations under Pillar 3 (BIS, 2001~:  2). The strength of this 

response should depend on the nature, implications and duration of non-compliance 

(BIS, 2001c: 2). As already mentioned, the success of the New Base1 Capital Accord 

depends on the implementation of all three pillars, as well as the coordination 

between them. As also mentioned in previous sections of this chapter, the New Base1 

Capital Accord cannot be considered in use if all three pillars are not fblly 

implemented. The following sections will provide the different methodslapproaches 

available to banks for the assessment of their overall operational risk capital charge 

under the new framework. 

4.4 Approaches for measuring risk 

The proposed framework under the New Base1 Capital Accord provides certain 

methods for calculating operational risk capital charges in a continuum of increasing 

sophistication and risk sensitivity. The methods include the following: 

P The Basic Indicator Approach. 

P The Standardised Approach. 

> Lntemal Measurement Approach (IMA). 

P Advanced Measurement Approach (BIS, 2003a: 12 1). 

The basic indicator approach is the simplest approach of the four, where AMA is the 

most complex (see Figure 4.7). A bank will not be allowed to choose to revert to a 



simpler approach once i t  has been approved for a more advanced approach without 

supervisory approval (BIS, 2003a: 120). In addition, if  a supervisor determines that a 

ban.k using a more advanced approach no longer meets the qualifying criteria for the 

specific approach, i t  may require the bank to revert to a simpler approach for all of its 

operations, until i t  meets the conditions specified by the supervisor for returning to a 

more advanced approach (BIS, 2003a: 120). The following section evaluates t-hese 

three approaches in more detail. 

Figure 4.7: The three approaches for measuring operational risk 

Basic 
Indicator 
Approach 

The 
Standardised 

Approach 

Level of sophistication 

Advanced 1 Measurement 
Approach 

Source: (Compiled by the author) 

4.4.1 The Basic Indicator Approach 

The aim of this section is to discuss The Basic Indicator Approach in some detail 

based on operational risk. The Basic Indicator Approach is the most basic approach 



as it Iinks the capital charge to a single indicator, for example gross i n ~ o r n e . ~  Gross 

income is proposed as the indicator, with each bank holding capital for operational 

risk equal to the amount of a fixed percentage, a, multiplied by its individual amount 

of gross income (BIS, 2003a: 12 1). 

The Basic Indicator Approach is easy to implement and universally applicable across 

the banks to arrive at a charge for operational risk (BIS, 2001: 61, and its simplicity, 

however, comes at the price of only limited responsiveness to firm-specific needs and 

characteristics. While the Basic Indicator Approach might be suitable for smaller 

banks with a simple range of business activities, as mentioned before, the Base1 

Committee expects internationally active banks and banks with significant 

operational risk to use a more sophisticated approach within the overall framework. 

The capital charge for the Basic Indicator Approach is expressed as follows: 

Where: 

KBIA= the capital Charge against the Basic Indicator Approach. 

GI = average annual gross income over the previous three years. 

a = 15%, which is set by the Basel Committee, relating the industry wide level 

of the required capital to industry wide level the indicator (BIS, 2003a: 121). 

Consider the following example. Bank Alpha is a relative small bank with not much 

operational risk (only small losses to fraud and IT related incidents, and with staff 

involvements very limited), which operates only in one country. As mentioned 

above, this bank will then qualify for the Basic Indicator Approach. If its gross 

income for the last three years was R20 million, R25 million and R26 million, its 

capital charge for operational risk will be calculated as folIows: 

6 The proposed definition is as follows: Gross lncome = Net Interest income + Net Non-Interest 
Lncome (Compromising (i) fees and commissions receivable less fees and commissions payable, (ii) 
the net result in financial operations and (iii) other gross income. This excludes extraordinary or 
irregular items). It is intended that this measure should reflect income before deduction of operational 
losses (BIS, 2001: 6). 



KsIA = (R20 million + R25 million + R26 million)/3 x 15% 

Bank Alpha must therefore hold capital of R3,5 million for operational risk for the 

current year, which means that the bank will be able to absorb an operational loss up 

to the value of R3.5 million. 

The calibration of the Basic Indicator Approach will be outlined in the section on the 

Standardised Approach. The current provisional estimate is that a! be set at around 

15% of gross income (BIS, 2001: 6). This figure needs to be treated with caution as it 

is calibrated on a limited amount of data. Also, it is based on the same portion of 

capital (20%) for operational risk for the Standardised Approach and may need to be 

reviewed in the light of a wider calibration. 

For instance, in order to provide an incentive to move towards more sophisticated 

approaches, it may be desirable to set a! at a higher level, although alternative means 

of generating such an incentive are also available, for example under Pillar 2 or by 

making the Standardised Approach the entry point for internationally active banks 

(BIS, 2001: 6). As the Base1 Committee mentioned, it is also worth noting that a 

sample of international active banks has formed the basis of this calibration (BIS, 

2001: 6). The Base1 Committee also mentioned that the Basic Indicator Approach 

will be mainly used by smaller; domestic banks and that a wider sample base may be 

more appropriate (BIS, 2001: 7). 

All the Base1 measurement approaches will have certain criteria, except for this 

approach. The Basic Indicator Approach is applicable by any bank regardless of its 

complexity or sophistication (BIS, 2003a: 112). As such, no criteria for use apply, 



but nevertheless, banks using this approach will be urged to comply with the Base1 

Committee guidance on "Operational Risk Sound Practices ", which will also serve 

as guidance to supervisors under Pillar 2 (BIS, 2003a: 112). This section concludes 

the discussion on the first and most basic operational risk measurement approach, and 

the next section takes this discussion hrther by taking a deeper look at the 

Standardised Approach. 

4.4.2 The Standardised Approach 

The Standardised Approach represents a hrther refinement along the evolutionary 

spectrum of approaches for operational risk capital (BIS, 2001: 7). The Standardised 

Approach differs from the Basic Indicator Approach in that a bank's activities are 

divided into a number of standardised business lines, so the Standardised Approach is 

better able to reflect the differing risk profiles across banks as indicated by their broad 

business activities. As mentioned, bank activities are divided into standardised 

business lines, each with its own indicator of operational risk and own fixed 

percentage (Lam, 1999: 22). These business lines are illustrated in Table 4.2. 

The Base1 Committee has stated that the capital charge for each business line is 

calculated by multiplying gross income with a specific beta (@) factor, which is 

assigned to each business line (BIS, 2001: 7). @ serves as a proxy for industry-wide 

relationships between operational risk loss experience for a given business line and 

the aggregate level of gross income for that business line (BIS, 2003a: 122). 

However, the determination of the beta factors for each business line is problematic. 

It should be calculated according to loss experience and the calculation should be 

done by using a clear and objective methodology (BIS, 2001b: 7). 



Table 4.2: Business lines under the Standardised Approach 

Investment Banking I Corporate Finance I Gross Income I 
Business Units Business Lines 

Trading and Sales 

1 Commercial Banking I Annual Average Assets 1 

1ndicators 

Gross Income9 
I I 

Banking 1 Payment and Settlement I Annual Settlement I 

I Retail Banking 

Throughput 

Annual Average Assets 

Others I Retail Brokerage I Gross Income I 
1 Agency services I Gross Income I 

Management 

Source: (BIS, 2001: 7) 

Asset Management 

The Base1 Committee has stated that the capital charge for each business line is 

Total Funds under 

calculated by multiplying gross income by the factor 6, which is assigned to each 

business line (BIS, 2001: 7). 6 serves as a proxy for industry-wide relationships 

between operational risk loss experience for a given business line and the aggregate 

level of gross income for that business line (BIS, 2003a: 122). However, the 

determination of the beta factors for each business line is problematic. It should be 

calculated according to loss experience and the calculation should be done by using a 

clear and objective methodology (BIS, 2001b: 7). 

The current available databases of operational losses tend to be biased to, for 

example, only include large loss events and only the data that is made publicly 

available by banks. Internal loss data collection is still in the developing phase for 

most banks (also refer to Chapter 2). This necessitates subjective analysis of the risk 

and the possible losses (BIS, 2003: 123). 

The indicator is the parameter for the business line, i.e. for Corporate Finance, it is gross income for 
that business line, not the whole bank (Bloom & Galloway, 1999: 13). 

An alternative may be value-at-risk (VaR) (Bloom & Galloway, 1999: 13). 



The Base1 Committee has estimated preliminary beta factors based on data from a 

sample of internationally active banks (BIS, 2005: 142). The levels of these factors 

vary widely, reflecting the different weightings of the business lines, the choice of 

different indicators and the size of the sample (BIS, 2001a: 4). Mathematically the 

beta factor for each business line is the product of 20% of current minimum capital 

requirement (MRC) from the bank sample and the business line weighting, divided by 

the summation of the financial indicators for the business line (BIS, 2001b: 21): 

[20% current total MRC ($)I x [business line weighting (%)I 
p = C Financial indicators for the business line from bank sample ($) 

The capital charge for the Standardised Approach may then be expressed as follows: 

Where: 

KTSA = the capital charge under the Standardised Approach. 

GIlm8 = the average level of gross income over the past three years for each business 

line. 

= a fixed percentage set by the Base1 Committee (BIS, 2003a: 122). 

The results of the Base1 Committee's initial assessment suggest that there will be a 

very wide dispersion of operational capital charges for individual banks above and 

below the assumed industry average 20% of current minimum regulatory capital 

(BIS, 2003a: 124). The preliminary findings indicated that some banks would be 

required to hold more than twice the assumed industry average, while other banks 

face a charge well below the average. 

The preliminary motivation for the Standardised Approach is that most banks are in 

the early stages of developing firm-wide data on internal loss by business lines and 

risk types (Bloom & Galloway, 1999: 13). In addition, the industry has not yet been 



able to show a causal relationship between risk indicators and loss experience, as a 

result, banks that have not developed internal loss data by the time of implementation 

period of the New Base1 Capital Accord and/or do not meet the criteria for the 

Internal Measurement Approach, will require a simpler approach to calculate their 

regulatory capital charge (BIS, 2001: 8). 

In addition, certain institutions may not choose to make the investment to collect 

internal loss data for all of their business lines, particularly those that present less 

material operational risk to the institution (BIS, 2001: 8). A final important feature of 

the Standardised Approach is that it provides a basis for moving, on a business line by 

business line basis, towards a more sophisticated approach and as such will help 

encourage the development of better risk management within banks. 

4.4.2.1 Qualifying criteria for the Standardised Approach 

As well as meeting the Base1 Committee's Operational Risk Sound Practices, banks 

will have to meet certain criteria to be eligible for the Standardised Approach, which 

will be listed in the next section. 

4.4.2.1.1 Effective risk management and control 

Banks have to meet a series of qualitative standards including: 

> The existence of an independent risk control and audit function. 

> Effective use of risk reporting systems. 

> Active involvement of Board of Directors and senior management. 

> The documentation of risk management systems (BIS, 2001 : 12). 

Banks also have to establish an independent operational risk management h c t i o n  

and processes, which covers the design, implementation and review of its operational 

risk measurement methodology (Esterhuysen, 2003: 36). Responsibilities include the 



establishment of a fi-amework for the measurement of operational risk and control 

over the construction of the operational risk methodology and key inputs 

(Esterhuysen, 2003: 37). Banks' internal audit groups must also conduct regular 

reviews of the operational risk management process and measurement methodology 

in order to qualify for the Standardised Approach (BIS, 200 1 : 13). 

4.4.2.1.2 Measurement and validation 

Esterhuysen (2003: 38) also mentioned that banks must have appropriate risk 

reporting systems in place in order to generate data used in the calculation of a capital 

charge and must have the ability to construct management reports based on these 

results to qualify for the Standardised Approach. Banks must also begin to track 

relevant operational risk data by business line across the institution, and it should be 

noted that the ability to monitor loss events, is a basic step in operational risk 

measurement. 

The Base1 Committee also stated that banks will have to develop specific, 

documented criteria for mapping current business lines and activities into the 

standardised framework (BIS, 2001: 15). In addition to this, the Base1 Committee 

stated that banks should regularly review the framework and adjust for new or 

changing business activities and risks appropriately (BIS, 2001 : 15). 

This section concludes the discussion on the qualifying criteria for the Standardised 

Approach. The following sections demonstrate how the Standardised Approach can 

work in practice. 

4.4.2.2 The practical use of the Standardised Approach 

A central problem that the Standardised Approach faces, as outlined in the previous 

section, is to determine the beta factor for each business line. Ideally, this should be 

calibrated according to loss experience, and the Base1 Committee intends to revise the 



procedure as credible loss experience information becomes available. Given the 

information currently available to the Base1 Committee, the Standardised Approach, 

as described in this chapter, caters for an environment where precise calibration is 

impossible. Therefore, for the purpose of illustrating how the Standardised Approach 

will work in practice, this section will assume an overall operational risk charge based 

on 20% of current overall minimum regulatory capital (MRC). 

Young (2002: 112) stated that there should be a clear methodology for determining 

the beta factor for each business line. In practice, this is difficult to achieve, however, 

there are obvious sources for arriving at some idea as to how much operational risk is 

in each business line (BIS, 2001: 16). As mentioned before, there are the current 

available databases of operational losses provided by consultants, but these databases 

are biased, and for instance only report large losses and the data that banks are 

prepared to make publicly available (BIS, 2001 : 16). 

Table 4.3: Calculation of relative weightings of the business lines'' 

I Business Line 1 Range (%) I 
1 Corporate Finance I 8-12 I 
Trading and Sales 

I Commercial Banking I 13-20 I 

15-23 
I 

Retail Banking 

1 Retail Brokerage I 6-9 I 

17-25 

Payment and Settlement 

Agency Services 

1 Asset Management I 8-12 I 

12-18 

15-17 

lo Insurance has been excluded here as insurance is usually excluded from consolidated regulatory 
returns for banks. 

Total 80-120 

Source: (BIS, 2005: 143) 



Nonetheless, on the basis of the above sources, it is possible to arrive at a set of 

weightings that as a first approximation are based on some quantitative evidence. In 

order to reflect on the imperfect nature of these figures, these weightings are 

presented in Table 4.3 as broad bands. 

Using the sample base of banks, 20% of total current MRC is expressed as a 

monetary value, and this amount is allocated along the business lines according to the 

mid-points in Table 4.3. This capital allocation is then divided by the sum of the 

financial indicator from the bank sample for that business line - the resulting number 

is the beta factor. Each institution then multiplies its own actual financial indicator 

data by the appropriate beta factor, to derive at the capital charge for each business 

line. The overall operational risk capital charge is then the sum of the business line 

charges (BIS, 2003: 333). 

Mathematically the beta factor of each business line is calculated as follows (BIS, 

2005: 144): 

[20°h current total MRC ($)I x [business line weighting (%)I 
p =  1 Financial indicators for the business line from bank sample ($) 

The Base1 Committee has also stated that the level of these factors varies widely, 

reflecting the different weightings of the business lines (as shown in Table 4.3), the 

choice of different indicators (which vary in terms of volumes) and the size of the 

sample (BIS, 2001: 23). 

For example, the throughput indicator is estimated at a few 1/1000ths of a percent, the 

funds under management and asset indicators range from tenths of a percent to single 

digit percentages, e.g., for commercial banking the beta factor is estimated at 0.4- 

0.6%, while the income indicators give higher double digit percentages. The Base1 

Committee has mentioned that at present the sample size is such that the inclusion 

and exclusion of a single bank from the sample can lead to significant shifts in the /3 



factors, as the sample includes only four banks, which provide data for all seven 

business lines (BIS, 2001: 24). 

The Base1 Committee has conducted an initial assessment of the calibration 

technique, and the result suggests that there is a very wide dispersion of operational 

risk capital charges for individual banks above and below the assumed industry 

average of 20% of current minimum regulatory capital (2001: 24). The preliminary 

findings suggest that some banks would be required to hold more than twice the 

assumed industry average, while others face a charge well below the average (Bliss & 

Flannery, 2001: 8). 

The Base1 Committee suggested that in some instances banks may also be allowed to 

use the Alternative Standardised Approach, given they can satisfy their respective 

supervisor (BIS, 2005: 142). The following section takes a closer look into the 

Alternative Standardised Approach. 

4.4.2.3 The Alternative Standardised Approach 

The Base1 Committee also mentioned that at national supervisory discretion a 

supervisor can choose to allow a bank to use the Alternative Standardised Approach 

(ASA), provided the bank can convince its supervisor that this alternative approach 

provides an improved basis by, for example, avoiding double counting of risks (BIS, 

2005: 142). Once a bank has been allowed to use the ASA, it will not be allowed to 

revert to the use of the Standardised Approach without the permission of its 

supervisor (as with all the approaches, banks are not allowed to move between 

approaches once it has been approved for a specific approach) (BIS, 2005: 143). 

Under the ASA the operational risk capital charge is the same as for the Standardised 

Approach, except for two business lines - retail banking and commercial banking 

(BIS, 2005: 144). These business lines, loans and advances - multiplied by a fixed 

factor 'My - replace gross income as the exposure indicator, and the betas for retail 



and commercial banking are unchanged from the Standardised Approach (Young, 

2002: 11 1). The ASA operational risk capital charge for retail banking (with the 

same basic formula for commercial banking) can be expressed as: 

Where: 

Km = the capital charge for the retail banking business line. 

PRB = the beta for the retail business line. 

LARB = the total outstanding retail loans and advances (non-risk weighted and gross 

provisions), averaged over the past three years. 

M = 0.0035 (BIS, 2005: 142). 

For the purpose of the ASA, total loans and advances in the retail business line 

consist of the total drawn amounts in the following credit portfolios: 

> Retail. 

> Small and medium enterprises (SME) treated as retail. 

> Purchased retail receivables (BIS, 2004: 222). 

For commercial banking, total loans and advantages consist of the drawn amount in 

the following credit portfolios: 

> Corporate. 

> Sovereign. 

> Bank. 

> Specialised lending. 

> Small and medium enterprises (SME) treated as commercial. 

> Purchased corporate receivables (BIS, 2004: 223). 



The Base1 Committee also suggested that under the ASA, banks may aggregate retail 

and commercial banking (if they wish to) using a f l  of 15% (BIS, 2005: 143). 

Similarly, those banks that are unable to disaggregate their gross income into the 

other six business lines can aggregate the total gross income for the six business lines 

using a f l  of 18%, with negative gross income (BIS, 2005: 144). 

This section concludes the discussion on the Standardised Approach as well as the 

Alternative Standardised Approach. The following section evaluates the operational 

risk capital charge measurement approaches by discussing the Internal Measurement 

Approach (IMA) . 

4.4.3 The Internal Measurement Approach (IMA) 

Banks meeting certain strict supervisory standards will be allowed to use internal loss 

data to calculate the required capital (Esterhuysen, 2003: 55). Currently there are 

only a few banks worldwide that have a history of more than three years (as at the end 

of 2005), and some have already started to calibrate the capital charge under this 

approach (Young, 2005: 33). The other banks would have to collect the necessary 

data before the end of 2007 to be able to implement this approach before a 

satisfactory capital charge can be determined (Young, 2005: 33). 

Under this approach, the capital charge for operational risk of a bank will be 

determined according to the following steps: 

9 As with the standardised approach, banks' activities will be divided into 

business lines. For each business line, possible operational loss types will be 

identified. 

9 For each business linelloss type combination, the supervisor will specify an 

exposure indicator (EI), which is a proxy for the amount of risk of each 

business line's operational risk exposure. 



> Next, a parameter representing the probability of the loss event (PE), as well 

as a parameter representing the loss given for that event (LGD), must be 

determined. The product of PE, EI and LGE equals the expected loss (EL) for 

each business lineltype combination. 

> The supervisor supplies a fixed percentage (the y (gamma) factor) for each 

business linelloss type combination, which translates the expected loss (EL) 

into a capital charge. The overall capital charge for the bank is the sum of all 

the resulting products. 

> To facilitate the process of supervisory validation, banks will have to supply 

their supervisors with the individual components of the expected loss 

calculation and not just the products of EL (BIS, 2001b: 8-9). 

There is also a gamma factor (y), which represents a constant that is used to transform 

expected loss (EL) into a risk capital charge (BIS, 2001b: 9). This is defined as the 

maximum amount of loss per holding period within a certain confidence13 interval 

(BIS, 2001b: 9). The scale of gamma will be determined and fixed by supervisors for 

each business linelloss type and its determination will further be based on an 

industry-wide loss distribution (BIS, 2001b: 10). However, the risk profile of each 

bank is not necessarily equivalent to the industry wide loss distribution. The Base1 

Committee is investigating the use of a Risk Profile Index as a possible way to deal 

with the problem. 

The Internal Measurement Approach (IMA) will require banks to have a sound 

internal operational loss reporting practice (refer to Chapter 3 for the reporting of 

operational losses), as well as an operational loss database, extending for a number of 

years for significant business lines (in most cases five years) (De Beer, 2002: 237). 

The internal loss data will have to be supplemented by relevant external loss data. 

l3  This will be the basis on how VaR for operational risk will be determined in Chapter 5. 



Sources of external data will have to be reviewed regularly to ensure the accuracy and 

the applicability thereof. Knowledgeable staff, a sound measurement methodology 

and appropriate systems infrastructure will be indispensable to meet these, and all 

other requirements (De Beer, 2002: 237-238). 

The accuracy of operational loss data will also have to be established through "use 

tests" (BIS, 2001b: 10). This means that the bank must use the collected data and the 

resulting risk analysis, reporting and so on. Banks that do not fully integrate an 

internal measurement methodology into daily activities and business decisions should 

not qualify for this approach (De Beer, 2002: 239). De Beer (2002: 239) also 

affirmed that banks would have to validate whether the operational environment is 

accurately reflected in the collected data and estimations and should incorporate 

experience and judgment into the analysis. 

The conditions, under which judgement or "overrides" may be used, will have to be 

specified, clearly documented and be subject to independent review. Supervisors will 

also examine the data collection, measurement and validation process, and assess the 

appropriateness of the operational risk control environment of the bank. 

This concludes the discussion on the Internal Measurement Approach for operational 

risk. The next section will proceed with the discussion on the operational risk 

measurement methodologies by evaluating the fourth and most complex measurement 

approach - the Advance Measurement Approach (AMA). 

4.4.4 Advanced Measurement Approach 

The Advanced Measurement Approach (AMA) is the fourth and most complex of the 

four approaches and is regarded as more advanced than the Internal Measurement 

Approach (IMA). The regulatory capital under this approach will equal the measure 

generated by the bank's internal risk measure system using quantitative and 

qualitative criteria (De Beer, 2002: 239). Banks that adopted the AMA will be 



required to calculate their capital requirement using this approach as well as the 

existing Base1 Capital Accord for the year prior to implementation of the New Base1 

Capital Accord at the end of 2008 (Esterhuysen, 2003: 34). The capital charge under 

this approach will then also be the lowest of all the four approaches, as illustrated in 

Figure 4.8, but it will be the most challenging to implement as a result of its 

complexity. 

A bank adopting the AMA may, with the approval of its host supervisors and the 

support of its home supervisor, use an allocation mechanism for the purpose of 

determining the regulatory capital requirement for internationally active banking 

subsidiaries that are not deemed to be significant relative to the overall banking group 

but are themselves subject to this Framework (BIS, 2005: 143). 

The Base1 Committee stated that supervisory approval would be conditional on the 

bank demonstrating to the satisfaction of the relevant supervisors that the allocation 

mechanism for these subsidiaries is appropriate and can be supported empirically 

(BIS, 2005: 144). The Board of Directors and senior management of each subsidiary 

are responsible for conducting their own assessment of the subsidiary's operational 

risk and controls and ensuring the subsidiary is adequately capitalised in respect of 

those risks (BIS, 2005: 143). The Base1 Committee also mentioned that, subject to 

supervisory approval, the incorporation of a well-reasoned estimate of diversification 

benefits may be factored at a group-wide level or at the banking subsidiary level 

(BIS, 2005: 145). 

In addition to the above-mentioned, any banking subsidiary whose host supervisors 

determine that they must calculate stand-alone capital requirements, may not 

incorporate group-wide diversification benefits in their AMA calculations (BIS, 2005: 

145). For example, where an internationally active banking subsidiary is deemed to 

be significant, the banking subsidiary may incorporate the diversification benefits of 

its own operations - those arising at sub consolidated level - but may not incorporate 

the diversification benefits of the parent (BIS, 2005: 145). 



Figure 4.8: Capital charges under the different approaches 

Basic Indicator 
Approach 

Standardised 
Approach 

Internal 
Measurement 

Approach 
(rMA) 

Advanced 
Measurement 

Approach 

- -  - - 
Sophistication 

Source: (Compiled by the author) 

The appropriateness of the allocation methodology will be reviewed with 

consideration given to the stage of development of risk-sensitive allocation 

techn.iques and the extent to wh.ich it reflects the level of operational risk in the legal 

entities and across the banking group (BIS, 2001: 12). Supervisors expect that AMA 

banking groups will continue efforts to develop increasingly risk sensitive operational 

risk allocation techn.iques, notwithstanding initial approval of techniques based on 

gross income or other proxies for operational risk (BIS, 200 1 : 13). 

Rattaggi (2000: 668) stated that banks adopting the AMA will be required to calculate 

their capital using the above approach as well as the capital floor based on application 

of the 1988 Capital Accord. This capital floor is derived by applying an adjustment 

factor to the following amount: 

k 8% of the risk weighted assets. 



9 Plus Tier 1 I '  and Tier 2" deductions. 

TS Less the amount of general provisions that may be reco,~sed in Tier 1 capital 

(BIS, 2005: 13). 

The adjustment factor for banks using the Internal Ratings Based Approach (IRB) for 

credit risk for the year beginning year-end 2006 is 95%, where the adjustment factor 

for banks using either the foundation and/or advanced LRB approaches for credits 

risk, andlor the AMA approach for the year beginning year-end 2007 is 90%, and for 

the year beginning year-end 2008 is 80% (BIS, 2005: 13). Table 4.4 illustrates the 

application of these adjustment factors. 

Table 4.4: Adjustment factors 

4.4.4.1 Qualifying criteria for the Advanced Measurement Approach ( M A )  

In order for banks to use the AMA, they have to meet certain qualifying criteria, 

which wil.1 be explained in the following section. 

From year- 

end 2008 

80% 

80% 

I I Tier 1 capital includes common stock and surplus, undivided profits (retained earnings), qualifying 
non cumulative perpetual preferred stock, minority interest in the equity accounts of consolidated 
subsidiaries, and selectable identifiable intangible assets iess goodwrll and other intangible assets 
(Rose & Hudgins 2002: 493). 
12 Tier 2 capita1 includes the allowance for loan and lease losses, subordinated debt capital instruments, 
mandatory couverrible debt, intermediate term preferred stock, cumulative perpetual preferred stock 
with unpad dividends, and equity notes and other long-term capital instnunents that combine both 
debt and equity features (Rose & Hudgins. 2002: 493). 

S0u.r-ce: (BIS, 2005: 13) 

Foundation IRE3 

approach 

Advanced 

approaches for 

credit andlor 

operationaI risk 

From year- 

end 2006 

95% 

Parallel 

calculation 

From year-end 

2005 

Parallel 

calculation 

Parallel 

calculation or 

impact studies 

From year- 

end 2007 

90% 

90% 



4.4.4.1.1 General criteria 

In order for banks to use the AMA they must hlfil the supervisor's requirements on 

at least two of the fol.lowing: 

? The Board of Directors and the senior management of the bank have to be 

actively involved in the oversight of the operational risk management 

framework. 

? The banks must have a risk management system that is conceptually sound 

and is implemented with integrity. 

P The banks must have sufficient resources in the main business lines as we1.l as 

in the control and audit areas (BIS, 2003a: 123). 

Before the AMA can be used for regulatory purposes, supervisors have to monitor it, 

which will allow them to determine if the approach is credible and appropriate. It is 

also important that a bank's measurement system must be capable of supporting an 

allocation of economic capital (refer to Chapter 2) for operational risk across the 

business lines in a manner that creates incentives to improve business line operational 

risk management (BIS, 2003a: 125). As mentioned earlier, for the use of the AMA 

banks are also subjected to some qualitative and quantitative standards and both of 

these will be explained in the sections to follow. 

4.4.4.1.2 Qualitative standards 

An internationally active bank has to meet the following qualitative standards before 

it is pel-mitted to use the AMA: 

> There must be an independent operational risk management hnction within 

the bank that is responsible for the design and implementation of the bank's 

operational risk management fiamework. 



> The bank's internal operational risk management system must be closely 

integrated into the day-to-day risk management processes of the bank. 

> Operational risk exposure as well as losses experienced must be reported to 

senior management and the Board of Directors. 

> The bank's risk management system must be well documented. 

> Regular review must be done by internal and external auditors (BIS, 2003a: 

125). 

4.4.4.1.3 Quantitative standards 

The Easel Committee (BIS, 2003a: 126) stated the following quantitative standards 

for the use of AMA: 

> The AMA soundness standard - a bank must be able to demonstrate that its 

approach captures potentially severe tail loss events (refer to Chapter 2 for a 

definition of a tail loss). Whatever approach is used, a bank must demonstrate 

that its operational measurement meets a soundness standard comparable to 

that of the Internal Ratings Based Approach used for credit risk (i.e. 

comparable to one year hoIding period and a 99% confidence interval). 

Detailed criteria - supervisors will require the bank to calculate its regulatory 

capital requirements (also see Chapter 3) as the sum of the expected loss (EL) 

and unexpected loss (UL), unless the bank can demonstrate that it is 

adequately captaring expected losses (EL) in its internal business practices. A 

bank's risk management system must be granular to capture the major drivers 

of operational risk affecting the tail of the loss estimates. 

b- Internal data - the tracking of internal loss event data is an essential 

prerequisite to the development and functioning of a credible operational risk 

measurement system. Internal loss data is crucial for tying a bank's risk 

estimates to its actual loss experience. 



> External data - a bank's operational risk measurement system must use 

relevant external data, especially when there is reason to believe that the bank 

is exposed to infrequent, yet potentially severe losses. 

Situation analysis - a bank must use a situation analysis of expert opinion in 

conjunction with external data to evaluate its exposure to high severity events. 

A situation analysis is mostly used in those institutions that suffer losses with 

a low frequency, but with a high severity. 

P Business environment and internal control factors - in addition to internal and 

external loss data, a bank must also capture key business environment and 

internal control factors that will have a significant impact on the overall risk 

profile of the bank. These assessments will enhance the bank's risk 

assessment process in the sense that the risk assessment will be more forward 

looking. The use of these factors also depend on a set of qua l ikng  standards, 

which include the following: 

- The choice of each factor needs to be justified as a meaninghl driver of 

operational risk. Where possible, these factors have to be translatable into 

quantitative measures that lend themselves to verification. 

- The sensitivity of s bank's risk estimates to changes in the factors and the 

relative weighting of the various factors need to be well reasoned. 

- The fi-amework, including the supporting rationale for any adjustments to 

empirical estimates, must be documented and subjected to independent 

review within the bank and by supervisors. 

- Over time, the process and the outcomes need to be validated through 

comparison to actual internal loss experience, relevant external data, and 

appropriate adjustments made (BIS, 2005: 150). 



This section concludes the discussion on the quantitative and qualitative criteria for 

the use of the AMA. The following section discusses the AMA and takes a closer 

look at what is meant under risk mitigation. 

4.4.4.2 Risk mitigation 

The Base1 Committee stated that under the AMA, banks will be allowed to recognise 

the mitigating impact of risk insurance and the measures of operational risk used for 

regulatory minimum capital requirements (BIS, 2005: 15 1). The Base1 Committee 

h-ther stated that the recognition of insurance mitigation will be limited to 20% of 

the total risk capital charge calculated under the AMA (BTS, 2005: 151). To qualify 

for the above, banks need to comply with the following criteria: 

? The minimum credit rating for the insurance provider needs to be an A-rating. 

P The policy must have an initial term of not less than one year. The banks 

must make appropria~e haircuts for those policies with a term of less than one 

year, which will reflect the declining residual term of the policy. 

k The insurance policy must have a minimum notice period of 90 days for 

cancellation. 

> The insurance policy has no exclusions or limitations triggered by supervisory 

actions. 

P The risk mitigation calculations must reflect the bank's insurance coverage in 

a manner that is transparent in its relationship to, and consistent with, the 

actual likelihood and impact of the loss used in the bank's overall 

determination of its operational risk capital. 

> Insurance must be provided by a third party. 

9 The insurance framework needs to be well documented. 

P The bank must disclose all relevant information on the mitigation agreement 

that impacts on its operational risk capital calculation (BIS, 2005: 15 1). 



Figure 4.9: The Basel approaches to operational risk 
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The Basel Committee also mentioned that the bank's methodology for recopsing 

insurances under the AMA must capture certain elements through discounts or 

haircuts in the amount of insurance recognition, for example, a residual term of one 

year, a policy cancellation term of less than one year, as well as where there is 

uncertainty about payment or mismatches in coverage (BIS, 2005: 15 1). 



Figure 4.10: Measuring operational risk under Filar 1 
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To conclude the discussion on the AMA is to say that under the AMA banks will be 

required to develop their own model for calculating operational risk VaR against a 

99.9% confidence Ievel, and that banks will have to hold capital equal to this 

calculation. Chapter 5 explains how this VaR model to measure the required capital 

under the AMA. This section concludes the discussion on the measurement 

methodologies of operational risk capital as part of the New Base1 Capital Accord. 

Before this chapter proceeds with the discussion on the quantitative elements of 

operational risk management, and to better understand these elements, it is important 

to summarise these measurement approaches and the methods for calculating capital 

under rhem. This summary is illustrated in Figures 4.9 and 4.10. 

All these capital measurements aim to calculate the amount of capital a bank will 

have to hold to absorb an operational loss when it occurs. 

The next section discusses the quantitative methods for managing operational risk. 

Examining a scorecard can also be used as a quantitative tool to manage operational 

risk (the use of a scorecard as a qualitative method for managing operational risk is 

discussed in Chapter 2). 

4.5 The quantitative scorecard approach 

As mentioned in previous sections of this sbdy, many financial institutions assess 

their operational risk by looking at what has already happened, such as past losses, 

but that is like closing the stable door after the horse has bolted. By using a 

quantitative scorecard, financial institutions can work out which animals might 

escape, how best to stop them and what to put aside just in case. 

When the Base1 Committee IBIS, 2001 : 121) accepted the use of scorecards as a way 

of quantifying operational risk capital, it ensured they would join the mainstream of 

risk calculations (McNeil st al. 2005: 12). One of the great advantages of using the 

scorecard approach to quantify operational risk is that it uses a fmancial institution's 



own assessment of its risk and controls, rather than its previous losses as the input 

data for the modelling and measuring of operational risk capital it requires (McNeil et 

al. 2005: 12). Therefore, although the assessment of those risk and controls is a 

matter of judgement, it is based on what the institution thmks might happen in future 

rather than what has happened in the past - where most financial institutions have 

already tightened the controls (McNeil et al. 2005: 12). 

4.5.1 Building the scorecard model 

Chavez-Demoulin & Davison (2005: 1) stated that once an institution has collected 

the data on the risks and controls, it could simulate its risk and control profile. There 

are three possibil.ities: the specific choice will depend on the efficiency of the model 

the company is using, the technology it is using, and how comprehensive a set of risk 

and control data it wants to produce. 

A financial institution can consider the following three alternatives: 

9 Simulate the controls first and, if a control fails to simulate the risk - the 

advantage of this risk method is that it focuses on the controls. The risks need 

to be considered only if a control has failed. However, there are usually 

considerably more controls than risks, although controls often have a narrower 

range of values. 

> Simulate the risks first and, if a risk happens, simulate the controls - the 

advantage of this method is that it focuses on the likelihood of a risk. Only if 

the risk happens in the risk simulation, it is necessary to check if the control 

has failed. Clearly, a risk can have an impact only if it has happened and if 

the control has failed, what results in an efficient simulation process, although 

it does so at the expense of a complete set of data for risks and controls. 



9 Simulate both the risks and the controls - this enables the institution to 

simulate a full set of data for both the risk and controls, although it requires a 

very efficient simulation model since a1 four variables (likelihood, impact, 

design and performance) should be simulated. The financial institution can 

then check whether or not the controls have failed (as a result of design or 

performance faults), whether or not the risk has occurred (fiom likelihood 

simulation), and what the impact has been (from the impact simulation) 

(Chavez-Demoulin & Davison, 2005: 2) 

These alternatives should then serve as clear guidelines for building the scorecard 

model, but should not be seen as a set of rules - but that they are just mentioned 

because it is the belief of this study that they will cover the most "other" alternatives 

- financial institutions are fiee to use whatever alternatives they find useful to their 

business. The following sections describe some of the major elements that will play a 

role in the development of this scorecard. 

4.5.2 Distributions 

McNeiI et a/. (2005: 4) stated that some risks appear to have distributions that are 

naturally complex - and which have generated major discussions about mathematical 

distributions to use for a particular type of data and/or data set. But given the degree 

of judgment that is already involved, such refrnernents do Iittle to improve the quality 

of the results (McWeil et a/. 2005: 5). This study then suggests the use of a normal 

distribution for all simulations. If a simulation is used it is possible to generate, say, a 

hundred thousand simulations in only a few hours. These will yield more useful data 

than mathematical approximations of complex distributions (Cruz, 2002: 141 and 

Tattam, 2005: 45). 



4.5.3 Correlations 

It is important that correlations between risks are reflected on this scorecard model 

(McNeil et al. 2005: 5). There are various indicators for correlations between risks, 

such as risk owners, the geographical location of the risks and risks showing the same 

(similar) effects or cause. McNeil ef al. (2005: 6) then further stated that controls 

also correlate with each other, and that indicators here might be the same control 

owner, the same system type or the same group of staff carrying out the control. This 

is an area that needs extreme care; see the following two dangers (Chavez-Demoul.in 

& Davison, 2005: 7): 

k Firstly, there is the danger of building estimates upon judgements and making 

the model less robust. 

9 Secondly, it is easy to end up with a logical set of correlations - 
mathematically, a matrix that is "not positive-def~te" (Chavez-Demoulin & 

Davison, 2005: 7). 

These two dangers have to be taken into consideration when developing the scorecard 

- if only one of them is taken out of consideration, the scorecard will never work 

(Chavez-Demoulin & Davison, 2005: 7). Furthermore, a scorecard model that takes 

risk and control correlations into account will have to check the correlations for 

consistency (Chavez-Dernoulin & Davison, 2005: 9). 

This section concludes the discussion on correlations as part of the evaluation of the 

operational risk quantification scorecard. The third element that will play a role in 

the development of this scorecard model is Murphy's Law. 

4.5.4 Murphy's Law 

Murphy's Law was named after Captain Edward Murphy, and engineer working on a 

US Air Force project designed to see how much sudden deceleration a person can 



stand in a crash (Chavez-Demoulin & Davison, 2005: 7). Participants in the project 

attributed its good safety record to Murphy's belief that "if anything can go wrong, it 

will" - and the effort that went into circumventing the rule. In terms of this 

scorecard, Murphy's Law can be defined as the occurrence (and impact) of a risk 

event when all the controls mitigating the risk have knctioned properly. In other 

words, sometl-ung happens (or does not happen) that allows the risk to occur, even 

though management has identified the appropriate controls and ensured that they are 

well designed and properly performed - it is easy to simulate such events in a model 

(McNeil et al. 2005: 6). 

4.5.5 Allocation of resources 

The allocation of resources is always a problem for any institution, because in some 

cases it just cannot afford to hire additional resources to monitor a control or a risk. 

This section will explain how this scorecard does not only play a role in quantifying 

operational risk, but also how it assists in allocating resources by prioritising the risk. 

By quantifjmg risk early in the process it will give an institution the opportunity to 

identify poorly pelforming controls and the best way to improve them (McNeil et al. 

2005: 6). McNeil et al. (2005: 7) further stated that the above-mentioned is 

particularly helphl if there are severaI controls mitigating one or more risks. 

Management may consider enhancing the controls that seem the most important, but 

that same control may already mitigate another risk efficiently - and it may be more 

cost-effective to improve a less important control over the first risk (Chavez- 

Demoulin & Davison, 2005: 8) 

If an institution knows the gross value of the risks it is facing, it can rank them by 

monetary impact. If it h o w s  the extent to which a risk is reduced by using a certain 

control, it can also assess the monetary value of the control and the percentage 

improvement the control provides (Chavez-DemouLin & Davison, 2005: 8). 



McNeil at al. (2005: 7) further mentioned that these two figures - the gross risk 

(before controls) and the colitrol value - will enable the institution to allocate 

resources far more efficiently than what has previously been possible. These above- 

mentioned two figures will also enable management to see which risk is most 

suscept~ble to reduction, and what risks need to be concentrated on more. 

Figure 4.11: Quantification of gross risk and control values makes it easier to 

allocate resources 

- -  
Scorecard m o d e 1  - s i m  rn ula t ion r e s u l t s  b y  r i s k  
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I - - 

- -Source: (Chavez-Demoulin & Davison, 2005: 8) 

Risk 

Figure 4.1 1 is an example of how resources should be allocated and what the 

improvement will be. Figure 4.1 1 illustrates that by using more resources to control 

risk 2 (which is currently 50% effectively controlled) rather than risk 3 (which is the 

biggest risk, but effectively controlled) will give better value for money. 
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After control 
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55 452 535 

6 049 733 
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93.4% 

73.6% 



This section concludes the discussion on how this scorecard can play a role as a 

quantitative element in the operational risk management process. Most of the 

concepts described in this section are discussed in more detail in Chapter 5, as all of 

these play a role in building a VaR model for operational risk and it is also explained 

in Chapter 5 where these concepts fit in the model and how they fit in the model. 

The next section hrthers the discussion on the operational risk quantification 

scorecard by evaluating operational risk appetite and the influence it will have on this 

scorecard. 

4.5.6 Operational risk appetite 

Young (2005: 110) defines operational risk appetite as the financial amount that the 

institution is prepared to accept and tolerate as a financial operational loss in a given 

time period. It is the view of this study that until the advent of this scorecard 

approach, it was difficult to develop a method of giving actual monetary values to an 

institution's risk appetite. One of the benefits is the quantification of net risk and thus 

the abiIity to look at an institurion's aggregate loss exposure after controls. The 

question then arises as to which figure to take. 

The financial services sector uses value at risk ( v ~ R ) ' ~  for market risk, so this method 

is easily understood, but it simply expresses the aggregate loss at one point on the risk 

distribution (PriceWaterhouseCoopers, 2004: 4). Therefore the loss event on which 

the institution is basing its risk appetite only takes into account controls that have 

failed in that particular loss event (PriceWaterhouseCoopers, 2004: 4). 

From a managerial perspective, it is worth considering the losses in the distribution 

tail (see Chapter 3) - that is, losses after the loss event relating directly to the chosen 

confidence level, as well as the loss event at the chosen confidence level 

(PriceWaterhouseCoopers: 2004: 4). This produces a more realistic picture because it 

- --  - 

'' Risk appeti~e should not be confused with VaR. Risk appetite only indicates the amount of risk the 
institution is prepared to face, in other words what is the maximum amount of loss the bank is prepared 
to lose. 



takes into account more extreme values (losses) (PriceWaterhouseCoopers, 2004: 5). 

A comprehensive scorecard model will produce a sipificant number of possible risk 

appetite figures for management to consider. 

4.5.7 Benefits of the scorecard approach 

Chavez-Demoulin & Davison (2005: 9) mentioned three major benefits of this 

scorecard approach: 

3 More efficient allocation of resources - the ability to quanti.9 the gross risk 

and the value of a control at an early stage enables an institution to allocate 

control resources more efficiently. 

P More realistic view of risk appetite - the scorecard approach enables a 

company to see its aggregate loss exposures after controls, in quantified ternls 

P Clear understanding of risk and control sensitivity - the advantage of 

quantifying risks and controls is that an institution can then perfom analysis 

on its risk inventory. This enables it to see, in monetary terms, the llkely 

increase in risk exposure of removing a control. or the likely reduction in the 

risk exposure of increasing the quality of the controls. Performing a situation 

analysis over several risks and controls enables management to conduct 

extensive 'what # analysis without jeopardising the institution. 

The next section concludes the scorecard approach. 

4.5.8 Finding 

Ln short, the benefits of using as scorecard approach to quantify risk inventory go far 

beyond regulatory compliance (PriceWaterhouseCoopers, 2004: 4). It is the view of 

this study that an institution with access to a model that quantifies both the risks it 

faces and the controls it uses to mitigate those risks will have a much better 



understanding of how risks and controls interact, and wiJ1 therefore be in a stronger 

position to improve its risk performance. 

4.6 Conclusion 

The aim of Chapter 4 was to discuss the Base1 Committee and its proposed New 

Basel Capital Accord, whereby it is intending to safeguard banks against typical 

banking risks. With this New Basel Capital Accord, the Base1 Cornnlirtee is 

proposing capital charges also for operational risk in addition to the capital charges 

for credit risk, which was proposed by the 1988 Capital Accord. With the New Base1 

Capital Accord, the Basel Committee is then proposing three capital measurement 

approaches for operational risk, which include the Basic hdicator Approach, the 

Standardised Approach, and the Advanced Measurement Approach. As the 

complexity of these approaches increases, the capital requirement decreases, but the 

qualiljmg criteria increase. 

It is the view of this study that these approaches are regarded as quantitative elements 

for measuring operational risk, as they assist b& in measuring the capital that they 

have to hold against operational risk, which, as mentioned in this chapter, should be 

equal to the size of operational risk within a bank. These approaches actually provide 

a quantifiable figure (in monetary terms) that will be a reflection of the size of the 

operational risk within the bank, which then means that these approaches serve as the 

first step towards quantifying and measuring operational risk in banks. 

With the Basic Indicator and Standardised Approaches, the capital charge is based on 

the gross income of a bank, but with the Advanced Measurement Approach, banks 

are required to develop their own model or technique for measuring the capital 

charge. As mentioned in this chapter, one of the approaches banks can use to 

measure the capital charge under the Advanced Measurement Approach is the value- 

at-risk approach, which has been successfully used for market risk. The aim for 

banks that will be implementing the Advanced Measurement Approach will then be 



to build an operational risk VaR model that will measure the size of the operational 

risk the bank is facing in order for them to hold the correct amount of capital for it. 

Chapter 4 took a further step into quantifying and measuring operational risk, by 

explaining the quantitative approaches for managing operational risk, but it is clearly 

still not possible for this study to measure operational risk based oa what has been 

discussed here, as it is still not known how the VaR for operational risk is calculated. 

Chapter 5 proceeds with the study by explaining and illustrating how the VaR for 

operational risk is calculated, which is also one of the main objectives of this study. 

Chapter 5 provides a theoretical overview of the calculation of operational risk VaR, 

but also illustrates a practical approach. 



Chapter 5 

Operational Risk Value at Risk 

"As the instruments in theflfinancial markets become more sophisticated and the 
impact they could have on the institzition more devastating, banh have developed 

methodologies to combine all the risk into a single measure - valzie at risk. " 
(Cmz, 2002: 102) 

5.1 Introduction 

Throughout this study, emphasis has been placed on how to manage operational risk, 

for example how to identify the risk, how to assess the risk as well as how to allocate 

capital against the risk, but there is still one factor missing to complete the total 

operational risk management function - a tool that can assist in predicting the 

monetary value the bank will lose as a result of operational risk over a certain time 

period at a specific confidence level. Risk managers have aimed for the Iast three 

years to be able to assure management that the bank will not lose more than, for 

example R2  billion, over the next year at a 99.9% confidence level. 

These value at risk (VaR) models, whose development started in the early 1990s, have 

been used with great success for market risk and is currently considered the standard 

measure for and are used intensively in market risk management (Cruz, 2002: 101). It 

was only for the last three years that risk managers have aimed to use this 

methodology for operationa1 risk. However, as Darnadoran (2004: 33) explained, the 

challenge has been immense. Many risk managers have tried to use complex 

mathematical or actuarial methodologies, but almost no one really understood these, 

and it was practically impossible to put this in the hands of a common business 

manager as these people did not possess the background or skills to understand these 

models. Risk managers have also used simulations to determine VaR for operational 

risk, but in most cases, banks did not have enough data to base their simulations on 

(Darnadoran: 2004: 35). 



Risk managers have then also decided to use past operational losses to base their VaR 

models on, but as Cruz (2002: 17) mentioned, not everything seemed to be as 

straightfonvard as was anticipated. Cruz (2002: 101) also stated that it is also not just 

the case of using exactly what is been used for market risk, as operational and market 

risk have very little in common. Another question with operational VaR models is 

where do KRIs or risk and control self-assessments fit in or not and if not, why is it so 

important to implement these methodologjes if they do not add any value in 

determining the VaR for operational risk? With all of the above-mentioned in mind it 

is then easy to say that an operational risk VaR model is difficult to develop but even 

more difficult to implement. 

The aim of Chapter 5 is to illustrate how an operational risk VaR model is developed 

and what the key elements are that it is based on. The chapter starts off by 

introducing VaR, briefly explaining how it is calculated in market risk management, 

whereafter it fi.rstly illustrates how VaR is calculated for high fiequency low impact 

operational risk events, and secondly, indicates how it is calculated for low fiequency 

high impact operational risk events. The chapter then briefly illustrates how these two 

VaR calculations are done in practice. 

5.2 Introduction to value at risk - the market risk approach 

This section briefly explains how VaR is calculated for market risk because the same 

principles will be used to measure VaR for operational risk, and it is therefore the 

view of this study to first have a basic understanding of VaR for market risk, before 

discussing VaR for operational risk. VaR is a category of risk metrics that describes 

on probability level the market risk of a trading portfolio (Holton, 2003: 3). Dowd & 

Kevin (2002: 17) mentioned that in the economics, VaR is a single number that states 

the amount of market value of an asset or of a portfolio of assets that could be lost 

over a certain time period (usually over one day or ten days) with a probability of X. 

VaR is widely used by banks, security firms, commodity merchants, energy 

merchants, and or other trading organisations ~ o l t o n ,  2003: 3). 

It is possible for the above-mentioned institutions to track their portfolios' market risk 

by using historical volatility as a risk metric - they might do so by calculating the 



historical volatility of their portfolio's market value over a rolling 100 trading days 

(Holton, 2003: 4). The concern is that it would provide a retrospective indication of 

risk - the historical volatility would illustrate how risky the portfolio had been over 

the previous 100 days, it would say nothing about how much market risk the portfolio 

was taken on that day (Marrison, 2002: 12). 

For institutions to manage risk, they have to know what the risks are while they are 

being taken (Mamson, 2002: 12). If a trader miss-hedges a portfolio, the employer 

needs to find out before a loss is incurred - VaR gives institutions the ability to do so. 

Unlike retrospectjve risk metrics, such as historical volatility, VaR is prospective - it 

quantifies market risk while it is being taken (Marrison, 2002: 13). 

5.2.1 Details of the definition 

From the above-mentioned discussion it is clear that VaR has three parameters or 

components, which include: 

9 Time horizon - the time horizon (period) is for example the length of time 

over which the institution plans to hold the assets in the portfolio - the holding 

period. As mentioned, the typical period is one day, although ten days are 

used, for example to compute the capital requirements under the European 

Capital Adequacy Directive (CAD). For some problems, even holding period 

of one year is appropriate (also see Section 5.5). 

3 The confidence level - the confidence level is the level of confidence at 

which the institution will make the estimate. Popular confidence levels are 

99% and 95%. 

9 The unit - this is the unit of the currency that will be used to dominate the 

value at risk (Holton, 2003: 5). 

VaR, with the parameters the holding period x days, confidence level y%, measures 

what the maximum loss will be (i.e. decrease in portfolio market value) over x days, if 

it is assumed that the x-days period will not be one of the (100-y)% x-days periods 

that are the worst under normal conditions. 



Dowd & Kevin (2002: 211) and Alexander (2003: 3) mentioned that there are 

basically three methods for calculating market risk VaR, which is discussed in the 

next section. 

5.2.2 Common VaR calculation models 

A variety of models exists for measuring VaR, with each model having its own set of 

assumptions, but with the most common assumption, which js that hstorical market 

data is the best estimator of hture changes (Dowd & Kevin, 2002: 221). The most 

common models used worldwide include: 

? The variance-covariance model (VCV), assuming that the risk factor returns 

are always (jointly) normally distributed and that the change in portfolio value 

is linear dependant on all risk factor returns. 

P The historical simulation, assuming that asset returns in the future will have 

the same distribution as they had in the past (historical market data). 

P Monte Carlo simulation, where future assets returns are more or less 

randomly simulated (Alexander, 2003 : 14). 

The next section fh-thers the introduction to VaR by illustrating an example on how it 

is calculated for market risk. 

5.2.3 Market risk VaR - a simple example 

As mentioned above, the following section explains VaR for market risk by means of 

a simple case in point. Assume a bank holds RlOO million in medium term notes - 

how much would they lose in a month with x degree of certainty? As much as RlOO 

000, or R1 million, or R10 million? Jorion (2001 : 49) stated that without an answer, 

investors have no way to decide whether the returns they receive are appropriate 

compensation for the risk. 

To answer this question is firstly to analyse the characteristics of medium-term notes 

(Jorion & Roper, 1995: 12). In this example, monthly returns on medium-terms 

bonds are obtained from 1953 to 1995. The returns range fiom a low of -6.5% to a 



high of 12%. Jorion & Roper (1995: 12) hrther stated that the next thing to do is to 

construct regularly spaced 'buckets' from the lowest to the highest number and then 

to count how many observations fall into each bucket, for example, there are two 

observations below 596, there is another observation between -5% and -4.5%. By 

doing this, a probability distribution will be constructed for the monthly returns, 

which counts how many occurrences have been observed in the past for a particular 

range. 

For each return, it is now possible to compute a probability of observing a lower 

return (Jorion, 2001 : 52). The next step is to pick a confidence level, for example 95% 

(Jorion, 2001: 53). For this confidence level a person can find a point on the 

distribution that is such that there is a 5% probability of fmding a lower return (Jorion, 

200 1 : 55). This number is - 1.7%, as all occurrences of returns less than - 1.7% add up 

to 5% of the total number of months, or 26 out of 516 months. It is important to note 

that this could also be obtained from the sample standard deviation, assuming the 

retums are approximately normally distributed (Jorion & Roper, 1995: 14). 

It is now possible to compute the VaR of a R100 mil.lion portfolio. There is only a 

5% change that the portfolio will drop more than Rl00 million times -1.7%, or 12.7 

million - which means the VaR is R1.7 million (Jorion & Roper, 1995: 14). In other 

words, the market risk of this portfolio can be communicated effectively to a non- 

technical audience with a statement such as: "Under normal market conditions, the 

most the portfolio cun lose over one rnonth is RI .  7 million. ", which is the VaR for 

market risk (Jorion & Roper, 1995: 14). This example concludes the brief 

introduction to V&, which was done based on market risk VaR. The following 

section will introduce VaR for operational risk, whereafter it will explain the 

components of an operational risk VaR model. 

5.2 Introduction to VaR for operational risk 

The VaR models' development started in the financial industry in the early 1990s, are 

currently considered the standard measure for market risk and used intensively in risk 

management (Cruz, 2002: 101). McNiel et a!. (2005: 12) mentioned that it was only 

from the beginning of 2003 that risk managers and risk specialists were aiming to 



apply this concept to operational risk. From this it is noticeable that VaR for 

operational risk is a fairly new concept, and that it based on the success of market risk 

VaR models (McNiel et al. 2005: 12), which was why this chapter includes VaR for 

market risk first before explaining it for operational risk. 

Cruz (2002: 102) stated one major difference between the market and operational risk 

VaR models, which is that market risk models are not concerned with the fiequency 

of events, as it is fairly assumed that asset prices follow a continued stochastic 

process, so there is always a price quote available for an asset while the markets are 

open. Operational losses also follow discrete stochastic processes, meaning that they 

can be counted in a certain period, for example, a certain operational loss event 

happens n times per day, which makes no sense for market risk measurements 

(Tattam, 2005: 33). Also, operational risk managers wi.11 measure the observed losses 

and note changes in market-to-market (MTM) value (Tattam, 2005: 34). 

It is for this reason that market risk managers are more concerned with the size of the 

loss than their frequency (Cruz, 2002: 102). The single use of the loss severity is 

useful in indicating how insurance mathematics and actuarial science includes the 

frequency and can be applied in operational risk to find the aggregate distribution for 

frequency and severity - which will measure the operational risk for a certain period 

(McNiel et al. 2005: 12). 

Cruz (2002: 102) mentioned that a more simplistic approximation sometimes states 

simply that total expected claims =frequency of'the events x loss severity (or, fjom a 

risk standpoint, total unexpected clainzs = freqriency of the events above a certain 

threshold x loss severity). Nevertheless, this is a very crude measure and would not 

work well for the job this chapter is proposing, which is a parametric inference of loss 

generating a VaR measure. 

The remainder of Chapter 5 illustrates how VaR is calculated for both high frequency, 

low impact and low frequency, high impact operational risks. (It has to be noted that 

the low impact, high fi-equency events are normal day-to-day operational risk events, 

where the low frequency, high severity events are regarded as extreme operational 



risk events). The following section briefly discusses the different methods for 

calculating VaR for operational risk. 

5.3 The different approaches for operational VaR 

The three approaches that are used to calculated market risk include the variance- 

covariance model, the historical simulation and the Monte Carlo simulation. VaR for 

operational risk is also based on mainly three approaches, with two of them being 

basically the same as that for market risk. They are: 

k The historical data model (the normal distribution). 

P The statistical model (variance-covariance model). 

> The loss distribution approach (Actuarial) (Tattam, 2005: 45 & Hubner et al. 

2005: 12). 

These three methods for calculating VaR for operational risk will be briefly described 

in a little more detail in the following sections. 

5.4.1 Historical data model 

This historical data model or "normal distribution" model is the simplest method for 

calculating operational risk VaR, and works on the same principle as the historical 

data model (historical simulation) for market risk VaR discussed in Section 5.2. This 

model is based on a normal distribution, which means to map the size of the loss 

against the frequency of the loss on the same graph, without a simulation (Tattarn, 

2005: 45). This distribution is done by means of first grouping the losses in loss 

bands, in for example RO to R10 000, R10 001 to R20 000, and R20 001 to R30 000- 

bands, and then to determine the frequency by means of counting the number of 

losses in each band, for example, 150 losses in the RO to R l 0  000 and 120 in the 

R20 001 to R30 000-band. 

The next step will then be to map the frequency to the size (the loss bands) on a 

graph, with the size on the x-axes and the frequency (the number of losses) on they- 

axes, as illustrated in Figure 5.1. The total value for the observation period (for 



example 16 months' losses were taken in consideration) will t.hen be calculated by 

means of multiplying the frequency and total value of each loss band, for example if 

there were 130 losses in the RO to R2 000-band, the total value for the first band will 

be: 

Figure 5.1 : The historical data model 
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Source: (Tattarn, 2005: 46) 

With the above-mentioned formula, it is actually the area that is calculated for each 

band, which is the Length multiplied with the Width (Tattam, 2005: 46). The total 

value of losses for the 16-month observation period wilI then be the sum of the areas 

of all the loss bands over the 16 months (Hubner el al. 2005: 12). Hubner et al. 

(2005: 12) also stated that the next step will then be to decide on a confidence level. 

If for example the bank decides to work with a 99.9% confidence level, the VaR will 

then be equal to 99.9% of the total area under the normal distribution, in  other words, 

99.9% of the sum of all the 'areas' (Tattam, 2005: 5 1 & Hubner et nl. 2005: 13). 

The Basel Committee (1315, 2005: 142) has stated however, that for modelling 

purposes, a hank will have to base its findings on a one-year observation period, 

therefore in the case of the above-mentioned example, the value of the bands must 

first be calculated in terms of a 12-month period before the VaR is calculated. This is 

done by means of a basic calculation of dividing the total area by 16 and then to 



multiply it with 12, to get the total value over 12 months. It is the view of this study 

that the above-mentioned VaR method for operational risk will not always be accurate 

for all banks. This is because not all banks have a loss history database in place, 

which means that they will not have accurate history of loss data to base their model 

on. A.nother drawback of the above-mentioned model that was identified by this 

study is that the size of the bands may influence the findings. It is also the view of 

this study that t h s  approach is only an illustration of past losses and that no "what if' 

scenarios are included, which wilI test the model. These "what i f '  scenarios are 

usually incorporated in VaR models by means of simulations. For this model, no 

simulation was done, which is the main disadvantage identified by this study. 

This section concludes the brief discussion on the historical data model as a method to 

calculate VaR for operational risk. The next section provides a brief summary of the 

variance-covariance model as a way to calculate VaR for operational risk. 

5.4.2 The variance-covariance model 

The second method to calculate the VaR for operational risk is the variance- 

covariance model and is based on the same basic principles than that of the variance- 

covariance model that was mentioned in Section 5.2. XCreijer et a!. (2005: 3) & 

(Tattam 2005: 5 1) stated that there are four basic steps in this model: 

Identify the required distribution function of each risk type experienced by the 

bank. 

3 Calculate the standard deviation of past losses for each risk type. 

> Calculate the correlation between each risk type using past losses. 

> Calculate the combined distribution knction for all types of operational risks. 

These four steps will be explained by means of the following situation: 

P There are two operational risk types, 1 and 2. 

k The risk horizon is one day. 

P The confidence level is 99%. 

P The observation period is five days. 



The first step will be to identify the required loss distributions for each risk type, 

which is done on the same basis as a normal loss distribution (see Section 5.4.1). As 

mentioned, the next step is to caIculate the standard deviation for each risk type. This 

is done to calculate the volatility of each of the two risk types over the five-day 

observation period (Kreijer et al. 2005: 3). The calculation of the standard deviation 

for both risk types is illustrated in Table 5.1. The cost of each risk is determined for 

each day and is expressed as a percentage of the total budget. The variance for each 

day is then calculated, which is the square of the above-mentioned percentages for 

each day and is expressed as R~ (Tattam, 2005: 5 1). 

Table 5.1: Volatility of risk 1 and risk 2 

I Variance = Sum R' in-f 1 0.00164°/~ 1 Variance = Sum R' In-1 1 0.000847 1 

Volatility risk 1 - % of budget (R500 000) 

I I 

Source: (Tattam, 2005: 56) 

Day 

1 

2 

Volatility risk 2 - % of budget (R7 000) 

I I I 

The total variance for each of the risk types for the five days is then calculated by 

means of the following formula (Cruz, 2002: 34): 

Standard Deviation (flariance) 1 0.40496% 1 Standard Deviation (asrianee) 

Variance = Sum R' 111-1 

n = number of days 

Cost 

0 

3 000 

Day 

1 

2 

0.29112% 

The standard deviation (SD) is then the square root of the total variance for each of 

the risk types as done in Table 5.1 (Cruz, 2002: 43). Now that the standard deviation 

has been calculated for each of the risk types, the third step in the variance-covariance 

model will then be to determine the correlation between the two risk types (Kreijer et 

al. 2005: 3). Peck et al. (2005: 23) stated three different correlations: 

"R" 

O/O of budget cost 

0.0000 

0.2857 

Cost 

0 

2 000 

"R" 

% of budget cost 

0.00 

0.60 

R' 

0.0000 

0.0008 16 

R~ 

0.00000 

0.0036 



Positive correlation - one risk will behave in a similar manner to the other. 

3 Negative correlation - one risk will move in the opposite manner to the other (for 

operational risk it cannot be negative, as it is impossible to make a profit fiom 

operational risk). 

P Zero correlation - each risk behaves totally independently of the other. 

The correlation between the two risks in the above example is then calculated by first 

calculating the covariance between each risk for each of the five days by means of the 

following formula (Tattam, 2005: 56): 

For example, for day 2 the calculation will be: 

The correlation between risk I and risk 2 is then calculated by means of the following 

formula (Kreijer et al, 2005: 6): 

Sum Covariances (for the 5 days) 

SD Xiisk 1 x SD Risk 2 

Correlation (corr) = 0.3528 

This correlation then means that if risk 1 increases with R100, risk two will increase 

by (0.3528 x R100). Now that the correlation is !-mown, it is possible to calculate the 

combined standard deviation (SD) by means of the following formula (Kreijer et al, 

2005: 6):  

,/[budget I x variance1 + budget2x variance2 + 2(SD I x SD2 x corr x budget 1 x budget2)l 



The VaR for operational risk is then calculated by means of the variance/covariance 

matrix, as illustrared in Table 5.2 (Peck el al. 2005: 23). Table 5.3 illustrates what the 

model wilI look like when this example's values are included. 

Table 5.2: 'The variance/covariance model 

Risk 1 Risk 2 

budget I x variance I I SDlx SD2 x corr x budget x budget2 I 
1 Risk 2 1 SDix SD2 x corr x budgetl x budget2 I budget2x variance? 

Source: (Peck et al. 2005: 23) 

Table 5.3: Example - the variancetcovariance model 

The value at risk in this example is then equal to R10 324, which means that there is a 

99.9% probability that the organisation will not lose more than RIO 234 over the next 

day from operational risk 2 (see Figure 5.2). 

Risk 1 

Risk 2 

Figure 5.2: The variance-covariance VaR example 
I 

Source: (Peck ei a/. 2005: 23) 

Risk 1 

4 100 000 

1 456 000 

5 556 000 

Risk 2 

1 456 000 

4 152 900 

5 608 900 

Total = 11  164 900 Standard deviation = 3.341 

(d4,152,900 x 3.09) = 6.297 VaR (44,100 000 x 3.09) = 6. 257 

Total (3 341 x 3.09) = 10 324 



It is the view of this study that the variance-covariance model is one of the most 

accurate methods to calculate the VaR for operational risk, but one of the most 

complex and a method that is very time-consuming, which will result in i t  not being 

very practical in an organisation with many different types of operational risk loss 

events. This variance-covariance model is also based on past correlations, and does 

not take in account future correlations that may for example be influenced by external 

factors. In other words, this method does not take in account that, for example, a 

change in Iegislation (just two months after t h s  model has been done) may cause the 

correlation between external fraud and internal fi-aud to change from positive to zero. 

To explain this differently is to say that where the aim of VaR is to be predictive of 

nature, it then means that this model sometimes fails to be predictive as it does not 

take into account the changes in correlations between risks in the year to come. 

This section concludes the discussion on the variance-covariance model as the second 

possible model to calculate the VaR for operational risk. The next section discusses 

the loss distribution approach as the third method to calculate VaR for operational 

risk. 

5.4.3 The loss distribution approach (Actuarial) 

This section will discuss the loss distribution approach for calculating VaR for 

operational risk, as the third possible VaR for operational risk approach that will be 

covered by this chapter. Alexander (2003: 33) mentioned that this approach is almost 

the same as the variance-covariance model with only two major differences - it uses 

Monte Carlo simulations to aggregate the fi-equency and severity distributions, and 

does not use correlations. Chapelle et al. (2005: 14) and Alexander (2003: 11 0) has 

proposed a full-fledged adapted version of the standard loss distribution approach 

(LDA), deriving the aggregated loss distribution by convolving the frequency 

distribution of loss events and the severity distribution of a loss given event (see 

Figure 5.3). They estimate the VaR for operational risk for the aggregated loss 

distribution proposed by the New Basel Capital Accord using real data coming from a 

large European bank (Chapelle et al. 2005: 14). 



Figure 5.3: The loss distribution approach 
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Source: (Deloilte, 2005: 1 I) 

Chapelle et al. (2005: 14) has underlined that, in front of an actual database of internal 

operational losses, mixing two distributions fits the empirical severity distribution 

more adequately than a single distribution. The model proposed by Chapelle er nl. 

(2004: 14) is divided into two parts, a first one with the losses below a selected 

threshold, considered as the normal losses, and a second one, including the large 

losses. Both parts are estimates with the usual density functions for fat tail 

distribution'. Furthermore, the loss distribution approach models the frequency by a 

~oisson' distribution, with parameter p equal to the number of observed losses during 

the whole period (Alexander, 2003: 23). 

Peters et 01. (2003: 28) stated that it is then possible to combine the calibrated 

frequency and severity distribution to compute the aggregated loss distribution by 

' A fat tail is discussed in more detail in Section 5.7. 
' Poisson distribution i s  defined as a mathematical shternenl of the probability that exactly k discrete 
events will take place during an interval of length r (Alexander, 2001: 15). The Poisson distribution is 
also described in much more detail in Section 5.5. 



means of doing Monte Carlo simulations (see Section 5.2 & Chapter 3). The 

procedure can be described as the following: 

P The first step is to generate 10 000 Poisson (p) random variables representing 

the number of events for 10 000 simulated periods. 

k Secondly, for each period, generate the required number of severity random 

variables (that is, if the simulated number of events for period k is X severity 

losses) and to add them to get an aggregated loss for the period. 

P The third step is to obtain the vector representing the 10 000 simulated 

periods. When sorted, the smallest value thus represents the 0.0001 quantile, 

the second the 0.0002 quantile, which makes the VaR for operational risk very 

easy to calculate. 

? The last step is then to run steps one to three ten times and take the average 

VaR for operational risk as the final result (Peters et ul. 2003: 28). 

To take the extreme and vary rare losses into account, this model apply the Extreme 

Value ~ h e o r 3  (EVT) on the results (Chapelle el al. 2005: 14). The advantage of 

EVT is that it provides a tool to estimate rare and not-yet-recorded events for a given 

database (Chapelle et al. 2005: 14). Chapelle et a/. (2005: 15) further mentioned that 

the use of EVT works out very similar to VaR for operational risk, except for the very 

high percentile, that is the 99.9gLh. As the Base1 Committee (BIS, 2005: 143) requires 

a confidence level of 99.90%, the Monte Carlo simulation will allow this model to 

compute a sufficiently complete sample, including most of the extreme cases (see 

Section 5.7 (Peters et al. 2003: 29). 

This section concludes the brief discussion on the three methods (models) that can be 

used to calculate VaR for operational risk, which is the historic data model, the 

variance-covariance model and the loss distribution model. It is the view of this study 

that the loss distribution approach is the best method to use as this method includes 

both frequency and severity models the losses, where as the variance-covariance and 

the historic data model. only uses a normal severity distribution function to calculate 

3 Extreme value Theory (EVT) is a statistical discipline to describe and understand quantifiable rare 
events. It is especially well suited to describe the heavy tails of wins and losses distributions 
(Alexander, 2003: 2). 



VaR for operational risk. By including simulations to the model it will, in a way, 

perform a situation analysis of events that may happen in the next year, which makes 

the Ioss distribution model much more predictive than the historic data model and the 

variance-covariance model. 

The Basel Committee (BIS, 2005: 145) has further stated that in order for a VaR 

model to work, it has to include factors such as business environment and expert 

opinion. It is therefore the view of this study that by doing simulations, it will not 

always be necessary to include these factors as the simulation will hlfil  their purpose, 

and will include almost all possible 'what if: situations. Another advantage of the 

loss distnbution model is that it does not require correlations between risks, whereas 

with the variance-covariance model it is essential to do correlations between risks. 

The problem with correlations sometimes is that without sufficient accurate data it is 

difficult to determine the past correlation between risks - let alone the future 

correlations, and it is the view of this study that there are currently only a few banks 

worldwide that will be able to do it based on the quality of the data that they have. 

As a result, the next section discusses how a VaR model, based on the loss 

distribution approach, is built in theory, whereafter it illustrates how this model can be 

built in practice using a Microsoft Excel spreadsheet. 

5.5 The operational risk VaR - the loss distribution approach 

The aim of this section will be to explain how a VaR model is built for operational 

risk. This model will only be explained in theory and will be based on the loss 

distribution approach discussed in Section 5.4.3. It has to be noted that the above- 

mentioned approach will only be discussed in terms of normal operational loss events 

(low severity, high frequency) as the extreme operational loss events (low frequency, 

high severity) will be discussed separately in Section 5.7. 

As mentioned before, the loss distribution approach is derived by aggregating the loss 

distribution by convolving the frequency distribution of Ioss events and the severity 

distribution of loss events. From this, it is noticed that there are two basic elements in 

this approach, which are the fiequency distribution and the severity distribution. Ln 



other words, it is to say that before a loss distribution can be modelled, there first has 

to be a fiequency distribution and secondly a severity distribution (Cruz, 2002: 101). 

Most of the data that are used for these distributions come from the organisation's loss 

history database (see Chapter 3), and should be data of all the organisations actual 

loss, for example all the actual loss events for the last three years (Cruz, 2002: 101). 

Tattam (2005: 88) stated that more data will lead to a more accurate loss distribution, 

which will lead to a more accurate VaR. 

The Base1 Committee (BIS, 2005: 15 1) however, has stated that banks must use a 

one-year observation period, meaning they must use their previous year's loss history 

to model operational losses for thls year. Ln cases where there is not enough data in 

one year fox t tus  model to be accurate, the Base1 Committee (BIS, 2005: 151) has 

stated that organisation may use data with a history of longer than one year, but that 

they have to convert these into one-year data - the process of how this is conversion is 

accomplished will be explained as part of the practical VaR mod.el later in Section 

5.6. 

The next section will start to evaluate the VaR model for operational risk by 

discussing its two main building blocks (the frequency and severity distributions) in 

more detail. (It has to be noted that for this section, there will be many complex 

mathematical formulas, but most of these can easily be done in Microsoft Excel, 

therefore only those that cannot be done in a computer program will be explained. 

The reason for this is that this study wants to illustrate the operational loss modelling 

in such a way that someone without any mathematical background will be able to 

understand it). 

5.5.1 The frequency distribution 

There are two basic building blocks in the VaR model for operational risk, being the 

frequency and severity distributions. This section provides more background on these 

building blocks by evaluating the fiequency distribution for operational loss events in 

more detail. Cruz (2002: 87) stated that the frequency distributions of interest for 

operational risk should be fewer than those for severity. One rough classification 

divides fi-equency distributions into three classes: 



k Ordinary. 

k Zero-truncated. 

P Zero modified (Cruz, 2002: 87). 

The ordinary distributions are the normal Poisson distributions, the zero-truncated and 

the zero-modified are distributions in which there is no possibility of having the value 

zero, and therefore they need not be estimated (Cruz, 2002: 87). Alexander (2003: 

34) has stated that the zero-truncated and zero-modified are not particularly we11 

suited for operational risk and that it will be best to rather go with the Poisson 

distribution, as it is the most useful for fitting the frequency of operational loss events. 

With this in mind, the next section discusses the Poisson distribution as a method to 

model the frequency of operational loss events in some more detail. The next section 

only provides a theoretical overview of the Poisson distribution, as the practical 

application thereof will be discussed as part of the practical VaR model for 

operational risk in Section 5.6. 

5.5.1.1 The Poisson frequency distribution 

Alexander (2003: 43) mentioned that the Poisson distribution is certainly one of the 

most popular operational risk frequency estimations due to its simplicity and the fact 

that it fits most of the operational loss databases very well. As truncation of databases 

is very frequently needed, the Poisson distribution proves to be an interesting and 

simple choice, since if a Poisson distribution fits an entire database, it will also fit a 

truncated database (with a different parameter) (Cruz, 2002: 87). Poisson 

distributions also have the interesting property of Poisson(a) + Poisson(b) = Poisson(a 

+ b) (Cruz, 2002: 87). Therefore, it is easy to add or include more data without 

changing the analysis structurally (Cruz, 2002: 87). The Poisson distribution (and 

process) is named after the French mathematician and physicist Simeon Denis 

Poisson (Alexander, 2003: 44). The Poisson distribution has the probability mass 

function of (Klugrnan et al. 1997: 33): 



Where: 

e = is the base of the natural logarithm (e = 2.7 1828.. .). 

k! = is the factorial of k (where k = 0, 1,2, . . .). 

3, = is a positive real number, equal to the expected number of occurrences that occur 

during the given interval. For instance, if the events occur on average every four 

minutes, and you are interested in the number of events occurring in a ten-minute 

interval, you would use as model a Poisson distribution with h = 10/4 = 2.5. 

The cumulative function (a step firnction) is given by: 

Where: 

F(x) = cumulative h c t i o n  (step function) 

t = waiting time 

i = number of counts 

The probability generating hnction is: 

Where: 

(A ' 0) 

The zero-truncated Poisson has the probability mass function: 

Where: 

(k = 0, 1, 2 ...) 

Suppose a commercial bank has the database of frauds in branches as seen in Table 

5.4. The Poisson parameter 3. estimated from this database above is 4 . ~ 8 ~  (Cruz, 

2002: 89). Most Microsoft Excel spreadsheets will have a Poisson function 

The exact calculation of this lambda figure wilI explained in Section 5.6, where it i s  illustrated how 
this figure is calculated in order for a Microsofi Excel spreadsheet to produce Poisson random variables 
automatically. 
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predetermined, so therefore it is just required to calculate the lambda value. It is 

usually represented by "=Poisson (x, 1; True)" for the cumulative and "=Poisson (x, 

1; False)" for the probability mass function (Klugman et al. 1997: 33). Using these 

functions, a plot can easily be drawn, as in Figure 5.4. 

Table 5.4: Number of daily frauds in a commercial bank 

in a certain region branches in a certain region branches in a certain region 

Source: (Cruz, 2002: 89) 

Figure 5.4: Example of a Poisson mass function and cumulative plot 

Probability Mass Function 

Source: (Cruz, 2002: 91) 

0.2 - 

0.15 - z' - 
0 . l  - 

n 
2 0.05 - 
L 

1 2  3 4 5 6 7 8 9 1 0 1 1 1 2 1 3 1 4 1 5 1 6  
Frequency of losses in one day 

From this example, it is then accurate to say that it is possible to develop a specific 

number of random variables (Poisson variables) in Microsoft Excel when the 1 is 

known and by just using the software functions provided by Microsoft Excel. h other 

words, it is possible to produce a random number of variables based on 1 by means of 
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the Poisson function on Microsoft Excel. In order now to test whether this really will 

be an accurate picture of the 'real' frequency distribution of operational loss events, 

the next section explains how to perfonn a fit test. 

5.5.1.2 A fit test for the Poisson distribution 

Klugman et a/ (1997: 33) has stated that in order to determine whether the Poisson 

distribution is an accurate reflection of the reaIity, it is important to perfonn 

goodness-of-fit tests. An example of a goodness-of-fit-test is the chi-squared test 

(Cruz, 2002: 92). The chi-squared test compares the actual results with the predicted 

results, and has the foIlowing formula (Alexander, 2003: 46): 

Where: 

k = the number of occurrences. 

r = number of parameters. 

n = random sample size. 

nk = actual results (actual fit). 

Ek = predicted results (predicted fit). 

It is also very easy to perform this test in a Microsoft Excel spreadsheet applying = 

CHITEST (actual - range, expected-range); thep value is given by = CHITEST (x, 

degrees-of - freedom) (Cruz, 2002: 92). The above-mentioned is very technical but it 

is the view of the author that it is not required to have a mathematical background to 

perform these tests as it can be done quite easy in Microsoft Excel by just 

incorporating all the variables in a Microsoft Excel spreadsheet formula. (This 

function is explained in more detail in Section 5.6). 

To determine the goodness-of-fit, it is important to first count the "real" frequency 

(Alexander, 2003: 54). Ln order to calculate the "real" frequency, it is important to 

define the maximum figure is in the sample (see Table 5.4), which in this case is 12. 

Secondly, list all the variables from 0 to 13 (one additional variable), then physically 



count how much are there of each variabIe in the sample of 33, as done in Table 5.5 

(Cmz, 2002: 93). 

When calculated in Microsoft Excel by using lambda as 4.88 and the sample size as 

33, the Poisson fit is then also illustrated in Table 5.5, and it can be noted that the 

Poisson fit is relatively accurate (Figure 5 .5 ) .  

Table 5.5: Testing the Poisson fit to the data 

I 1 I I 
Source: (Cruz, 2002: 93) 
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Figure 5.5: Real count versus Poisson fit 
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To conclude the brief discussion on the Poison distribution, is to say that the Poisson 

distribution can be used to model the fiequency of operational loss events with a 

relatively good accuracy. What makes the Poisson distribution so useful is that it is 

possible to produce it in a Microsoft Excel spreadsheet and that it is very accurate in 

reflecting the "real" frequency distribution as seen above. Although it is a very 

technical procedure, it: is not required to be a mathematician as it is only required to 

provide two variables, which are the lambda figure and the data range for the 

computer program to produce the Poisson fiequency distribution. All of the above are 

explained in more detail in Section 5.6. 

The next section explains the severity distribution for operational risk events as part 

of the VaR model for operational risk, but before this is done, it is important just to 

explain in plain language what the fi-equency dist~ibution actually means. In Figure 

5.5 at data point five, there are seven incidents, which means that there were five days 

out of the 33 (out of the above example), that there were seven losses. Or, for 

example at data point 11, it means that there were 11  days, in which there were four 

losses. The above-mentioned explanation concludes the discussion on the frequency 

distribution and the following section explains the severity distribution in more detail. 

5.5.2 The severity distribution 

T h s  section provides some background on how a severity distribution is modelled as 

part of the VaR model for operational risk. To understand this section better, it first 

discusses some basic concepts of probability distribution that were not discussed as 

part of the Gequency distribution - they are more applicable to the severity 

distributions, for which reason they are included in this section. 

5.5.2.1 Basic concepts in severity distributions 

As mentioned, this section introduces the severity distribution for operational risk by 

briefly explaining some of the basic concepts of a probability distribution. 



5.5.2.1.1 Moments 

Cruz (2002: 40) mentioned that moments are a basic and important concept in 

probability theory. In general, moments are represent by (Cruz, 2002: 40): 

Where: 

k = number of occurrences 

m = the moment 

X = is a vector (M is the moment of vector E) 

E = the gross product of the vector 

The first moment of the population (the data) will then be calculated by: 

Where: 

ml = the first moment (or the variance) 

p = expected value (or mean) 

The second moment will then be the standard deviation, which is simply the square 

root of the variance and can be represented by: 

Where: 

rr = standard deviation (or second moment) 

E(X - p12 = variance (first moment) 

Cruz (2002: 41) further stated that the third moment is the skewness and the fourth 

moment is the kurtosis. As result if these two concepts being formulated by very 

complex formulas, it is the view of this study rather to show how they are formulated 

in a Microsoft Excel spreadsheet than to explain them in mathematical detail. In a 



Microsoft Excel spreadsheet the skewness can be calculated by: " = skew (data 

range)" (Alexander, 2003: 1 12). Alexander (2003: 1 12) stated that positively skewed 

distributions tend to have most of the probability assigned to small values. The 

kurtosis then measures the nature of the spread of values around the mean, where a 

small kurtosis indicates a sharp peak in the middle (Alexander, 2003: 112). 

5.5.2.1.2 The mode 

The second basic concept of a probability distribution that this section wants to 

discuss is a mode. Alexander (2003: 113) stated that the mode is the value with the 

greatest probability p(x) for a discrete distribution, or the greatest probability density 

f(x) for a continuous distribution. The mode is not uniquely defined for a discrete 

distribution with two or more values that have equal highest probability (Cruz, 2002: 

42). The median is the value that the variable has a 50% probability of exceeding, for 

example F(xso%) = 50%. 

5.5.2.1.3 Methods to estimate parameters 

Parameters is the third concept that plays a role in probability distributions. Cruz 

(2002: 44) mentioned that there are two broad categories to estimate parameters. In 

the first category the parameters are estimated through a system of equations 

equivalent to the number of parameters estimated (Cruz, 2002: 45). Alexander (2003 : 

1 15) stated that the following three methods are popular under this category: 

> Moments. 

> Percentile matching. 

P Probability weighted methods. 

The overall concern with all the methods mentioned above is their incapacity to fit 

well with the whole data range, concentrating instead on matching a few 

characteristics (Chernobai et al. 2004: 4). The second category for estimating 

parameters is optimisation (maximum likelihood) (Chemobai et at. 2004: 4). In this 

category, a likelihood function is estimated for a set of independent observations, 

whereafter it is required to find the maximum likelihood of the function (Cruz, 2002: 



46). In most cases, it will be required to set all partial derivatives to zero and solve 

the resulting equations, but as Chernobai et ul. (2004: 4) stated, this can be very 

difficult and, especially for small samples, the calculation might have no solution. 

This section concludes the brief discussion on some of the most basic concepts of a 

probability severity distribution. On almost all of these elements there are most 

probably much more to discuss, but the aim of these sections is only to provide a brief 

explanation of what these elements mean in order to understand the following sections 

better, and as it is the view of this study not to spent too much time on the 

mathematical elements, but to rather spent more time on explaining a practical VaR 

model for operational risk. The next section briefly discusses an example of a 

goodness-of-fit test that can be used by risk managers to test themselves to see 

whether their severity distribution is accurate or not. 

5.5.2.2 Goodness-of-fit-test for a severity distribution - the Kolmorgorov- 

Smirnov test 

As mentioned in the section on the frequency disbibution, it is important to test the 

goodness-of-fit of the model to determine whether it is appropriate. There are a few 

tests that can be used, but the test that is most frequently used around the world is the 

Kolrnorgorov-Smirnov (KS) test (Chernobai et  al. 2004: 4). This test verifies the 

difference in fit between the empirical distribution and the fitted one (Chernobai et al, 

2004: 4). Cruz, (2002: 47) stated that this test is based on the maximum observed 

distance between the empirical and fitted distribution, and in order to perform this 

test, it is important to first estimate the parameters for the distributions. The KS 

statistic can then be formuIated as (Chernobai e t  al. 2004: 7): 

D, = max [/F,(x) - F(x)/] 

Where: 

D, is known as the KS distance (see Figure 5.6). 

n is the number of data points. 

k is the rank of the data point (the largest has rank 1). 

F(x) is the distribution of the fitted distribution. 



Figure 5.6: The Kolmogorov-S mirnov test 
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Figure 5.6 is an example of the KS statistics, where it basically shows the maximum 

distance between the empirical and fitted distribution, the shorter the distance, the 

better the fit. The problem with the KS statistic is that it only cares about the 

maximum level of discrepancies, without considering whether the distribution as a 

whole fits reasonably well (Alexander, 2003: 114). 

This section concludes the brief discussion on the goodness-of-fit test that is used to 

determine whether the severity distribution is good fit or not. Before this chapter 

provides an example of a severity distribution, it just briefly wants to discuss the type 

of severity distribution that will be used, which is the exponential distribution. 

5.5.2.3 The exponential distribution 

H o s b g  & Wallis (1 997: 12) has mentioned ten different types of distributions that 

can be used to model the severity of operational risk losses: 

> The Normal (or Gauss) distribution. 

P The Lognormal distribution. 

P The Inverse Normal (Wald) distribution. 

P The Exponential distribution. 

3 The Pareto distribution. 



> The Gamma distribution. 

> The Cauchy distribution. 

> The Beta distribution. 

Cruz (2002, 56), Holton (2003: 4) and Hubner et al. (2005: 15) has stated that, out of 

the above-mentioned ten examples, the exponential distribution is the distribution that 

fits the severity of operational loss events the best. As a result of the above-mentioned 

statement it is the view of this study to use this approach for the VaR model for 

operational risk and therefore the following section will provide a brief background 

only on the exponential distribution. 

This section only briefly discusses the exponential distribution. Hubner et al. (2005: 

15) has mentioned that the Exponential distribution has been appl.ied in a wide variety 

of statistical procedures, with the most prominent the field of reliable theory, but that 

it is also very important in operational risk. The random variable X has an 

exponential distribution if it has a probability distribution function of the form 

(Holton, 2003: 5) (see Sections 5.5.1 and 5.6): 

Where: 

F(x) = Probability distribution fbnction. 

31-' = 1 /mean. 

0 = is a parameter of the distribution. 

This is the two-parameter type of exponential distribution, nevertheless, the most 

common type of exponential distribution is the one parameter, assuming that 0 = 0, 

and this is usually represented by (Holton, 2003: 5): 



The cumulative distribution function is then defined by (Holton, 2003: 6): 

All three these distribution functions are explained in more detail in the practical VaR 

model for operational risk in Section 5.6. Now that all the basic elements and 

different types of a severity distribution functions have been discussed, the next 

section illustrates the severity distribution function by means of an example. 

5.5.2.4 Example - Application of the severity distribution 

Consider the legal events (in US dollars) database in Table 5.6, where the first four 

moments are given for this example: 

Average = $439,725. 

Standard deviation = $538,403. 

Skewness = 4.42. 

Kurtosis = 23. 

Lambda (A) = 0.00000227. 

Table 5.6: Database of legal events 

I I I I 

Source: (CNZ 2002: 5 7 )  



In order to plot the database severity distribution, there must rust be decidsd on loss 

bands, md then rhe number of the losses within each bmd must be calculated as 

illustrated in Figure 5.7. To derive the exponential severity distribution for this data, 

the formula for the exponential distributiop, as- dig-uggd ig Sgiioq 3.5.2.3, -b 
used: 

F(x)=  o"exp [ - (x- 0 )  1 

Figure 5.7: Severity distribution - legal losses 

Database severity distribution - 
Exponential wveriiy distribution ' ' ' 

By using basic mathematical principles5, the above-mentioned formula can be 

simplif~ed to: 

Where: 

p = the data points 

A = positive real number = 0.00000227 

By including all the variables (where p is the data point, and lambda is given) in this 

formula for a1.l the data points, the exponentid severity distribution can be fitted to the 

data (Alexander, 2 0 3 :  145). Cruz (2002: 68) also mentioned that this can easily be 



done in a Microsoft Excel spreadsheet by using the fhnction = loginv (pl k) for all the 

data points. 

From this example it can be seen that the exponential severity distribution fits the 

actual severity distribution well, therefore it conforms to the statement made in 

Section 5.5.2.3, that the exponential distribution is one of the best distribution 

functions that can be used for operational risk data. In Figure 5.7, the severity 

distribution is in actual numbers (Y-axis), but can also be shown in percentages, 

which are a better reflection of the probability (Kleijer et a!. 2005: 67). These figures 

are easily transformed to percentages by doing a basic calculation, for example there 

are 25 losses in the $0 - $200,000 loss band out of a total of 69, which then means 36 

= (25169 x 100). 

This section concludes the theoretical discussion on the severity distribution for 

operational loss events. The next section goes a step fhrther in the VaR model for 

operational risk by explaining the aggregated loss distribution for operational risk. 

5.5.3 The aggregated loss distribution and theoretical VaR 

Jordan et al. (2003: 33) has stated that the VaR for operational risk can be determined 

by means of modelling a loss distribution for operational losses. As mentioned 

throughout this chapter, the loss distribution model for operational risk is a 

combination of the frequency and severity distributions for operational loss events. In 

other words, to get the loss distribution, the frequency and severity distributions have 

to be modelled or aggregated together. The aggregated loss distribution is obtained 

by means of a convolution of the severity and frequency distribution and is calculated 

via Monte Carlo simulation, starting with a random extraction from the frequency 

distribution and adding as many random extractions from the severity distribution as 

the value of frequency found (Deloitte, 2005: 15). Peters et al. (2003: 28) stated that 

in most instances 10 000 simulations are required, but in some instances this process 

can be done ten times, which will then ensure that the aggregate is more accurate. 

To graph the aggregated loss distribution, the same approach can be used than the one 

that has been used to graph the severity distribution, which is tirst to decide on the 



loss bands and h e n  to calculate the number of aggregated losses within the bands, 

with the only difference now is &hat i t  is based on the aggregated losses (simulated 

losses) (Dowd & Kevin, 2002: 45). Ninety-nine percent of the aggregated losses, or 

the 99.9' percentile of the loss dis!ribtion, t k n  equals the Va f g  operational risk 

(Peters et al. 2003: 28). 

Figure 5.8: Exampk - Aggregated annual loss distribution 
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The Basel Committee @TS, 2005: 146) has proposed that all operational loss 

modelling should be done for a year, meaning banks will only take one year's data to 

model for the next year. As a result of the Basel Committee's proposal, the 

aggregated loss distribution will then be called the annual loss distribution. The 

annual loss distribution in Figure 5.8 is then the compound of the loss frequency and 

the loss severity distribution, corresponding to risk horizon of one year. Figure 5.8 

will be used as an example of how VaR for operational risk can be calculated from the 

annual (aggregated) loss distribution. The discussion will start off by discussing some 

of the key elements of the annual loss distribution. 

> Area under the function - Figure 5.8 is called a density function, which 

means the area under the distribution function (graph) is always equal to one 

(Alexander 2003: 56) 



3. Mean - the mean is the average loss of the distribution. This then means that 

if there are 10 000 simulations, the mean will be calculated by adding all the 

simulated losses (aggregated losses) and then to divide them by 10 000 (King, 

2000: 43). For example, in Figure 5.8 the mean is R1.5 million. 

> 99.9th percentile - the 99.9"' percentile is equal to 99.9% of the area under the 

distribution function, which means the area fiom the 99.9Ih percentile to Y- 

axis is equal to 0.999 (total area is equal to 1). The 99.9"' percentile then also 

means that 99.9% of all the losses in the m u a l  loss distribution are smaller 

than the 99.gth percentile, for example in Figure 5.8 the 99.9'" percentile is 

equal to R4.5 million, which means that 99.9% of the losses in the annual loss 

distribution are smaller then R4.5 million. 

Expected losses - a bank's expected losses are all the losses that are expected 

to occur during one year (Young, 2005: 45). In Figure 5.8, the expected loss 

is equal to R1 . S  million (the mean), which means that the bank is expecting to 

lose R1.5 million. Banks are than advised to make provisions for the expected 

losses (BIS, 2005: 143). 

P Unexpected losses - a bank's unexpected losses are all those losses that are 

not expected to occur during the course of one year (Young, 2005: 46). In 

Figure 5.8, the unexpected loss is equal to the 99.9Ih percentile minus the 

expected losses, which means the unexpected loss for the year will be R3 

million. As part of the Basel Committee's New Base1 Capital Accord, banks 

are required to hold capital for their unexpected losses (BTS, 2005: 143). 

If provisions have been made for all expected losses, the VaR in Figure 5.8 will then 

be equal to R3 million, which is the unexpected losses, in other words there is a 

99.9% probability that the bank will not lose more than R3 tnillion over the next year 

to operational risk. If no provision has been made, the VaR will be R4.5 million, or in 

other words, there is a 99.9% probability that the bank will not lose more than R4.5 

million expected or unexpected over the next year to operational risk. 



Cruz (2002: 11 I), Alexander (2003: 89) and (Dowd & Kevin, 2002: 45) have 

however found one problem with the above-mentioned VaR model for operational 

risk, which is that it only models high frequency, low impact events and that it does 

not make provision for the low fiequency, high impact events. As mentioned, these 

events are usually regarded as extreme events, and if modelled together with normal 

operational loss events, it will be situated in the tail of the loss distribution 

(Alexander, 2003: 11 1). This is why the above-mentioned model will only work for 

banks that have high frequency but low impact operational risk events. 

The following section will then conclude the discussion on how normal operational 

loss events are modelled by illustrating a practical example that can be done in 

Microsoft Excel based on the loss distribution approach discussed in this section. 

Section 5.7 will then provide a brief discussion on how extreme operational loss 

events (low fiequency, high impact) are modelled. 

5.6 VaR for high frequency, low impact operational risk events - a practical 

example 

This section 5.6 briefly discusses how a VaR model is built in practice for a bank with 

high frequency but low impact operational risk events and does so by showing how it 

is done in a Microsoft Excel spreadsheet. 

5.6.1 The operational loss data 

The following data is actual operational loss data that was obtained from a typical 

South African retail bank (Bank A), which means the currency is South African Rand 

(ZAR). The losses occurred over a two-year period, meaning over 24 months. The 

average for these 245 data points is R129 440. Cruz (2002: 56) has stated that it is 

sometimes necessary to include thresholds to the data, as it may happen in cases 

where there are too many small data points that it may influence the final VaR figure, 

as it brings the average too far down. It is then the view of this study to use a 

threshold (see Section 5.5.2) of x 2 R 1  000, which means that only the Iosses bigger 

than R1 000 will be used. (This threshold is a bank's own decision). 



Table 5.7: Actual loss data 

As can be seen in Table 5.7, there are only two losses larger then R5 million, which 

means ha t  those two losses will be regarded as extreme values. This indicates that 

out of the 245 data points, only 116 data points will lx used in the VaR model. The 

next step is to list all this data on the fmt sheet from the biggest value to the smallest 

value in the Microsoft Excel spreadsheet. 

5.6.2 The frequency of the data 

The next step then will be to model the frequency and the severity for operational loss 

events. In this chapter, this study will use the Poison distribution (see Section 5.5.2.3)  

to model for frequency and the exporlential distributio~~ for severity of the operational 

losses events. The Basel Comrnittee (BIS, 2005: 143) has also stated that modelling 

should be done using a one-year observation period; so the first thing to do before the 



frequency is modelled is to divert the data into one-year data. As mentioned, the data 

has been split into truncated data (the yellow data) and excess data (the blue data). It 

is the view of this study that if the data is mixed, it will either increase or decrease the 

VaR too much, as it influences the average too much, resulting in an inaccurate VaR 

measure. The two sets of data will be simulated separately, whereafter the results will 

be added to get the aggregated (total) loss distribution. Table 5.8 illustrates how 

many Iosses there are above and below the decided threshold. 

Table 5.8: Transforming data 

Truncated 

Excess 

Source: (Compiled by the author) 

Total 

The next step is to open three additional Microsoft Excel sheets next to the data sheet, 

and call the one 'truncated', the second 'excess' and the third 'aggregation'. The 

truncated and excess Microsoft Excel spreadsheets will look identical in their layout 

and, in both the truncated and the excess spreadsheets, only the first three columns 

will be used (A, B, and C) and should have headings as illustrated in Figure 5.9. In 

both the truncated and excess Microsoft Excel spreadsheets, in column A, the number 

of the simulations should be included, in this case Erom 1 to 5 000 as also illustrated in 

Figure 5.9. The next step is to simulate the frequency. As mentioned throughout this 

chapter, this is done by means of the Poisson distribution fbnction (see Section 

5.5.1 .I) .  
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2 

Figure 5.9: Microsoft Excel spreadsheet headings (Truncated and Excess) 
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In order to begin with the simulation, in the frequency column (B-column) of both the 

truncated and excess Microsoft Excel spreadsheets, Poison random numbers will be 

generated (see Section 5.5.1.1) with the following Lambda (A): 

Truncated: 5 = 57 (see 1 in Table 5.8) 

Excess: 1 = 1 (see 2 in Table 5.8) 

This can easily be done in the Microsoft Excel spreadsheets by means of the 

following process: 

Step 1 - On the toolbar, the Tools function has to be chosen. 

Step 2 - At Tools, the Data Analysis function has to be picked. 

Step 3 - The random number generation function has to be chosen. 

Step 4 - The following must be picked. 

Number of variables = 1 (only one frequency per simulation). 

Number of variables = 5 000 (the number of simulations). 

Distribution = Poisson. 

Lambda = 57. 

Figure 5.10: Simulated frequencies 

Source: (Compiled by the author) 



By following these four basic steps, 5 000 Poison random variables will be 

automatically generated for each of the frequency columns in both the truncated and 

excess Microsoft Excel spreadsheets. The value in the frequency columns will then 

be regarded as the simulated frequency for the operational loss data as illustrated in 

Figure 5.1 0 for both the truncated and excess data. 

The next step is to model the frequency distribution for each of the data series. This is 

done by counting how many of a specific random number there were in the 5 000 

simulations. For example, out of the 5 000 simulations, there was 7 times a zero, 20 

times a 1, 18 times a 2, etc. The highest Poisson number in the test result was 82, 

whch means it is only required to count up to 83, one number higher than the 

maximum, as illustrated in Table 5.9. 

Table 5.9: Example - simulated frequencies 

1 Random variable I Count I 

To explain the example above is to say that, for example in the truncated data, there 

were 14 times a 2 out of the 5 000 simulations, which means that there were two days 

out of the 5 000 simulated days that the loss occurred 14 times per day. In order to 

calculate the probability, the number per day is divided by 5 000 simulations, for 

example 14 divided by 5 000, which will be a percentage. After the above-mentioned 

have been done for the excess and the truncated data, the severity distributions can be 

graphed out of the test results, as illustrated in Figure 5.1 1. After the frequency 

distributions have been simulated, the next step will be to simulate the severity 

distributions for both the truncated and excess data. 
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Source: (Compiled by the author) 



Figure 5.1 1 : Frequency distributions 
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5.6.2 The severity of the data 

As mentioned, the severity for the operational loss events also has to be modelled in 

order to model the aggregated loss distribution. This will also be done in the "adj. 

total" column in both the truncated and excess Microsoft Excel spreadsheets (Column 

C in Table 5). The severity figures will also be based on random generated numbers, 

and will be based on the frequency for that specific simulation. For example, if the 

frequency states "3", then three uniform random numbers should be generated to 

calculate the simulated severity for simulation number 10. These uniform numbers 

will then be equal to p, i.e. the probability that helps to find the quantile in the 

exponential distribution function. The following example will explain the above- 

mentioned, if it is assumed that the following are given: 



The average of all the losses = 145,9 17 

MU = 145,9 I7 

Lambda for exponential distribution = I/ MU = 11145,917 = 0.0000068532 

Cumulative exponential distribution function = x = Log(1 - Prob) / (-lambda) (see 

section 5.5). 

To explain Figure 5.12, 5 randomly generated values are simulated by means of the 

exponential distribution, and are then added to calculate the severity for the first 

simulation. This can also be calculated in Microsoft excel by using the function 

"=loginv Ip, location, scale)'' were p is q u a 1  to the frequency of the first simulation, 

the location is the number of the simulation, and the scale is Lambda. The Microsoft 

Excel spreadsheet will rhen automatically calculate 5 000 severities. By using the 

above-mentioned function, the severity can then be calculated for the model for both 

the truncated and excess data as illustrated in Figure 5.13. 

The severity distributions for both the truncated and excess data can then be graphed, 

by using the same principles discussed in Section 5.5.2. This can also be done by 

means of a simple procedure in Microsoft Excel. It is important fmt to choose loss 

bands for both sets of data as also mentioned in Section 5.5.2. For the truncated data 

bands of Rl million have been chosen with a maximum of R17 million and for the 

excess, data bands of R2 million have been chosen with a maximum of R40 million. A 

rrgure 5.12: Calculating random generated severities 
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Figure 5.13: Simulating severities 
1 
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I 62 6,885,094 1 0 0 2 

2 59 9,199,841 2 0 0 3 

3 57 8,307,14 1 3 1 7 534 500 4 

4 53 6,972,763 4 1 7 534 500 5 

..... . . .. . a  .. ..... .... .... 
5000 1 0 

Excess 
Source: (Compiled by the author) 

Figure 5.14: Severity distributions 
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The severity is then calculated by means of "=frequency (data array, bands array)" 

in Microsoft Excel, where the "data array" is all the 5 000 severities, and the "bands 

array" is all the loss bands. To explain Figure 5.14 is to say that, for example for the 

truncated data, it means that 28% of the losses out of the 5 000 simulated losses, were 

between R7  nill lion and R8 million. This section concludes the practical illustration 

on the severity distribution for operational loss events. The next section illustrates 

how the frequency and severity distribution are aggregated to form the aggregated 

(annual) loss distribution in order to calculate the VaR for operational risk. 

5.6.4 The aggregated loss distribution and VaR 

As mentioned in Section 5.5, to calculate the VaR by means of the loss distribution 

approach, it is required to graph the aggregated loss distribution, which is the 

frequer~cy distribution and the severity distribution combined. In order to do this, this 

section uses the "aggregation" Microsoft Excel spreadsheet in Section 5.6.1. In the 

"aggregation" Microsoft Excel spreadsheet, there must be seven columns with the 

following headings (see Figure 5.15): 

> Truncated. 

> Excess. 

k Aggregated. 

> Ordered total. 

P Percentage (%). 

k Percentile. 

3 Mean. 

In the truncated and excess columns, all the severity values from the "truncated" and 

"excess" Mcrosofl Excel spreadsheets have to be included. In the aggregated 

column, the aggregated (combined) value of the excess and truncated data has to be 

entered. To get the aggregated value, the excess and truncated vaIues have to 

aggregated by means of a simple calculation, for example the aggregated value for the 

first simulation will be calculated as follows: 



57/58(truncated Adj. total value of 1" simulation) + 1/58(excess Adj. total value 

of 1" simulation) 

57/58 (R8,499,528) + 1/58 (0) 

Aggregated value = R8,303,846 

The reason why the truncated and excess values of a specific simulation are not just 

added is because they have to be given a weighting for the aggregation to be accurate. 

This weighting is the number of occurrences of each type of data in one year (see 

Table 5.8). This process is then followed for all 5 000 simulations (see Figure 5.15). 

Figure 5.15: The aggregated values 

Source: (Compiled by the author) 

From the aggregated values, the loss distribution can then be graphed by following the 

same process in Microsoft Excel that have been followed for the severity distribution 

by dividing the aggregated losses in bands and count how many there are in each band 

(see Section 5.6.3). 

To calculate the VaR then from the aggregated loss distribution in Microsoft Excel, 

all the aggregated loss data first must be ordered. This is done by listing the data from 

the biggest value to the smallest value in the Ordered total column in the 

"aggregation" Microsoft Excel spreadsheet (see Figure 5.16). The next step will then 

be to calculate the mean, which is the average of all the 5 000 aggregated values and 

is calculated as: 



The next step will then be to calculate the percentile, and as mentioned above i t  is the 

view of this study that it is best to use the 99.9' percentile. It is also possible to 

calculate other percentiles, for example the 99'"rcentile or the 9gh percentile. The 

percentiles can then be calculated out of the Ordered total in the "aggregation" 

Microsoft Excel spreadsheet by means of the following formula in Microsoft Excel "= 
Percentile (data array, k)", where the '&[a array" is all the data in the Ordered total 

column and "k" is the value of the percentile, for example the 99.gh percentile will be 

0.999. The calculated percentile values are then illustrated in Table 5.10. 

Figure 5.16: Tbe aggregated loss distribution 
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Source: (Compiled by the author) 

Table 5.10: Percentiles 

Percentile Value Percentile 

85 

80 

Irce: (Compiled by the author) 

9 861 256 

9 503 91 1 

60 

55 

8 559 977 

8 347 726 



The VaR for operational risk for a bank is then equal to the 99.9th percentile (Cruz, 

2002: 55) and (Alexander, 2003: 45). This means that the VaR for Bank A is equal to 

R13 384 748 at a confidence level of 99.9% if no provision has been made for 

expected losses. If provisions have been made for expected losses, the VaR will be 

the 99.gth percentile minus the mean (as discussed in Section 5.5.3, the mean is equal 

to expected losses). The VaR will then be calculated as: 

99.9Ih percentile - mean 

R13,284,748 - R8,225,648 

= R5,059,100 at a 99.9% confidence level 

From this example it is clear that the VaR for operational risk will be equal to the 

unexpected losses (99.9th percentile - expected losses) if there were provisions made, 

and equal to unexpected and expected losses if there were no provisions made. The 

above-mentioned then concludes the practical illustration on how to calculate the VaR 

for normal operational risk events. The following section explains the technique that 

is used to calculate the VaR for extreme operational risk events. 

5.7 The extreme value theory (EVT) 

In the financial industry there are operational loss events that are very remote, once in 

a lifetime type of events and are usually called extreme events, for example the 911 1 

attack on the World Trade Centre can be regarded as one of these events. Cruz (2002: 

60) mentioned that the amount of data recording extreme events is, naturally, 

expected not to be large. These extreme risk events are very rare and are usually very 

large events, which makes it very difficult to include it in the normal VaR model for 

operational risk that have been discussed in Sections 5.5 and 5.6. These extreme risk 

events usually sit in the tail of the loss distribution if modelled in a loss distribution 

model, and are usualIy events with an almost zero probability, but with a devastating 

impact. Cruz (2002: 60) further stated that it is not always easy to predict these 

events by just using the loss distribution approach, and that additional mathematical 

calculations have to be added in order to predict these events accurately. The specific 

lllathematical calculation in this regard is called the extreme value theory (EVT) 

(Cruz, 2002: 61). 



EVT has the mathematical tools to predict the chances of events that have never 

happened (Alexander, 2003: 44). EVT has been successfully applied before in 

reliable theory, insurance, telecommunications, environmental monitoring, pollution 

concentrations? and levels of rivers, and more recently in finance (Embrechts, 2000: 

33). The application of EVT has been particular important in the calculation of the 

probability of events connected to engineering (Danielson & De Vries, 1997: 22). 

What EVT does in reality is to extrapolate, in a scientific manner, extreme past events 

to try and predict the future (Danielson & De Vries, 1997: 22). For example, suppose 

that a bank has a database representing two large loss events of similar size during the 

course of five years that sir in the tail of the loss distribution. When EVT is applied to 

this database, it interprets that if an event of a certain magnitude happens twice during 

the last five years, one event of magnitude X should happen once every ten years 

(Embrechts, 2000: 33). This is a simple way of seeing it and is exactly why, if as 

analyst wants to know very high quantiles like 99.9999% i.e. events that happen once 

or twice in a 1000 years, the answer might be ridiculously high (Embrechts, 2000: 

33). The following sections aim to provide some detail on EVT as a way to calculate 

the VaR for extreme operational risk events. 

5.7.1 Applying EVT to operational risk 

As mentioned above, this section wiIl discuss EVT for operational risk and will do so 

by means of explaining a practical 'real-lifeb example. Table 5.11 provides a 

summary of a fraud database in a major British retail Bank. This data is provided on a 

monthly aggregate, instead for individual fiaud events. 

These are events that happened in a single business unit, and this financial institution 

has created a procedure in which a 1  fraud events are report to the risk management 

department in order to keep a useful database on these operational risk events. The 

next section starts evaluating EVT by means of first briefly discussing some of the 

most common EVT distributions, whereafter also discussing how to estimate 

parameters as well as how to perform goodness-of fit tests in EVT distributions based 

on the data in Table 5.1 1. Lt has to be mentioned that most of the concepts in t h s  

section will almost be the same as those in Section 5.5, but with the only difference 

that they will be applied to extreme operational risk events. 



Table 5.1 1 : Frauds in a major British retail bank 

Source: (Cruz, 2002: 69) 

5.7.1.1 An introduction to some basic distributions in EVT 

This section briefly discusses some of the most common distributions in EVT. The 

first is the generalised extreme value (GEV) distribution. The GEV distribution is a 

three-parameter distribution, Fp,E ,  that arises as the limit distribution of nomalised 

rnaxima of iid random variables (Cruz, 2002: 66). It can be represented by the 

following (Cruz, 2002: 66): 

Z = (Y - p)/\y and z = (y - p)/\y (5.18) 

Hosking & Wallis (1997: 33 1)  mentioned that standard statistical methodology from 

parametric estimation theory is available if the data consists of a sample: 

XI, ....... .. , X, iid from 

Hosking & Wallis (1997: 33 1) then further mentioned that the proposition above 

assumes that the Xi have an exact extreme value distribution. If a tnore justifiable 

supposition, that the Xi are approximately F,, ,  distributed, is assumed, it could be 

interpreted that the Xi are belonging to a maximum domain of attraction (MDA) 

(Hosking & Wallis 1997: 331). Broadly speaking, GEV amounts to full parametric 

assumptions, whereas MDA is essentially semi-parametric in nature, having a 

parametric component E and a non-parametric component (a slowly varying hnction) 



(Hosking & Wallis 1997: 331). Cruz (2002: 66) stated that due to this difference, 

MDA is considered a better inference for heavy-tailed distributions than for GEV6. 

Another very important distribution for measuring extremes is the generalised Pareto 

distribution (GPD) (Danielson & De Vries, 1997: 23). This three-parameter 

distribution G,, ,  can be defined by (Cruz, 2002: 66): 

G , ,  = 1 -e"/l -(1 +cz)-lk 

where: z 2 0  if E 20 

0 (3. 2- 1 / ~ i f ~  <O 

Where: 

6 = Shape parameter 

p = Threshold parameter 

\y = Scale parameter 

The GPD was introduced by Pickands (1975) and studied by Davidson (1 983) and 

Hosking & Wallis (1997: 33 1). Cruz (2002: 66) mentioned that GPD is often used in 

the modelling of large insurance claims and reliability studies. The noticeable feature 

of the Pareto distribution is that the scale parameter is a function of a certain threshold 

to be determined by the analyst (Danielson & De Vries, 1997: 23). Simply put: there 

are roughly two ways to proceed with the EVT analysis (see Figure 5.17). 

The first is based on the point process method, where a threshold is chosen and where 

the event is ignored when it happens (Hosking & Wallis 1997: 33 1). This approach is 

called peaks over threshold (POT) and in general would be fitted by GPD (Hosking & 

Wallis, 1997: 33 1). The second approach takes time into consideration and in general 

would fit GEV (Hosking & Wallis, 1997: 33 1). Cruz (2002: 67) stated that for risk 

management purposes the second approach might be better to sell to business unit 

managers, otherwise it is harder to justify that capital is being allocated to a unit for 

an event that took place years ago. This concludes the brief introduction to EVT 

A more detailed explanation can be seen in E~nbrechts at rrl. (1997). 
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distribution, and as mentioned, the following section briefly explains how parameters 

are estimated in EVT. 

Figure 5.17: Point processes versus block maxima 

Source: (Cruz, 2002: 67) 

Broadly two 'types' of Extremes: 

Losses 

Threshold 

Time Time 

5.7.1.2 Estimating parameters for EVT 

Peaks over Threshold (P.O.T.) 
F i s  Generalised Pareto 

Mignolia & Ugoccioni (2005: 4) stated that the most important parameter of an EVT 

distribution is the shape parameter that describes the weight in the tail of the 

distribution. If daaa fits an extreme distribution, the shape parameter would probably 

be significant (Mignolia & Ugoccioni, 2005: 4). Mignolia & Ugoccioni (2005: 5) 

further mentioned that i t  will be important to determine in addition to the shape 

parmeter. the scale parameter 0 and a location parameter p such that the distribution 

of standardised extremes (xl, - p,,) On is non-degenerate. The methods most used to 

estimate parameters are: moments, probability weighted moments (PWM) maximum 

likelihood (ML), and the Hill method (Danielson & De Vries, 1997: 23). Danielson 

& De Vries (1997: 23) and Cruz (2002: 69) has however stated that biases in the 

parameters are very significant, and that they do not suggest the use of moments as a 

method to estimate parameters for operational risk data. It is for this reason that only 

the PWM, ML and Hill methods are explained by this study. 

Distribution of Maxima over 
a certain period - Fils Ihe 

Distribution (G.P.D.) Generalised Extreme Dist ( G W  



5.7.1.2.1 Probability weighted moments (PWM) 

Cruz (2002: 70) mentioned that PWM cor~sists of matching moments based on the 

Generalised Extreme Distribution (GEV) (F,,,,J to the corresponding empirical 

moments based on the data. It is the view of this study only to illustrate how it can be 

done in a Microsoft Excel spreadsheet, based on the data in Table 5.11 for the year 

1994 (Figure 5.18), and not to explain it in theory as it may become too complex and 

mathematical. It has to be understood that these methods are only shown here in 

order to have a high level understanding of how the parameters are estimated in EVT' 

and to have a high-level overview 011 how EVT works in calculating VaR for 

operational risk. Hosking et a! (1985: 12) have also shown the asymptotic efficiency 

of the individual PWM estimators. It is important that the conclusion they reached 

was in terms of small sample properties of PWM, and most databases found 

operational risk will present small samples (Cruz, 2002: 77). 

Figure 5.18: Estimating GEV parameters through the PWM method in a 

spreadsheet 

1994 Plot Position w l  P P A2 w2 
1 6,600,000.00 0.958333333 6325000 0.91 8403 6061 458.333 
2 3,950,000.00 0.875 3456250 0.765625 302421 8.75 
3 1,300,000.00 0.791 666667 10291 66.667 0.626736 814756.9444 
4 41 0,060.72 0.708333333 290459.6767 0.501 736 205742.271 
5 350,000.00 0.625 218750 0.390625 1367q8.75 
6 200,000.00 0.541 666667 108333.3333 0.293403 58680.55556 
7 176.000.00 0.458333333 80666.66667 0.21 0069 36972.22222 
8 129.754.00 0.375 48657.75 0.1 40625 18246.65625 
9 109,543.00 0.291 666667 31 950.041 67 0.085069 931 8.7621 53 

10 107,031.20 0.208333333 22298.j 6667 0.043403 4645.451 389 
11 107,000.00 0.125 13375 0.01 5625 1671.875 
12 64,600.00 0.041666667 2691.666667 0.001 736 11 2.1527778 

c -0.07731 282 Hill 1.56577 
w0 1,125,332.41 Shape -0.5899362 Gamma 1.06 
w 1 968,966.58 Scale 61 2,300.60 
w2 864,378.56 Location 1 ,I 01.869.1 7 

T E = 7.8590~ + 2.9554c2 

wo + u (1 -r(l -e))l E 

Source: (Cruz, 2002: 71) 

5 A full version of how the PWM method is mathematically derived in EVT and can be seen in Cruz 
(2002: 70). 



The above concludes the brief discussion on the PWM method as a way to estimate 

parameters in EVT, and the following section briefly firthers the discussion on 

estimating parameters by discussing a second method, the maximum likelihood 

estimation (ML). 

5.7.1.2.2 Maximum likelihood estimation (ML) 

ML is a very popular way of estimating parameters (Cruz, 2002: 72). It offers the 

benefit of flexibility, as the analyst can work with wvariates or even redefine the 

likelihood for special cases (Hosking et crl. 1985: 12). For the distribution Fx(x) = 

exp{-e-(x-p)\y], the log-likelihood hnction is (Hosking et a!. 1985: 12): 

Where: 

p = Threshold parameter 

yr = Scale parameter 

n = the sequence 

X = variables 

It is also possible to perform the above-mentioned formula in Microsoft Excel 

spreadsheets, but Cruz (2002: 77) stated that it is not recommended as all the 

sensitivity analysis is lost and the Microsoft Excel spreadsheet is not appropriate for 

this kind of task. It is for this reason that this study only evaluates the ML method to 

estimate a parameter for EVT by means of the above short theoretical discussion. 

5.7.1.2.3 The Hill method 

Hosking st a/. 1985: 12) mentioned that the estimation of the shape parameter ( 6 )  is 

hndamelrtal for the statistical inference of the tail of a distribution, especially if using 

the distribution belonging to the MDA of the GEV and/or estimating quantiles above 

the sample. The shape parameter is related to the tail index parameter (y) by the 

relation y = 1/ E, where E is the shape parameter (Hosking & Wallis, 1997: 2). 

Estimators for the tail index a! do not assume that the observation of extremes follows 



an asymptotic distribution exactly, and in such a situation they can be more efficient 

than ML, estimators (Hosking & Wallis, 1997: 2). A popular estimator of was 

proposed by Hill (1975). It was proposed to be a consistent estimator of = I/ for 

fat tailed distributions (Hosking & Wallis, 1997; 2). 

The estimator proposed by Hill is (Cruz, 2002: 73): 

Where: 
- 
1 = tail index parameter 

Xi,ll = is the lugest observation in a block j of i l  observations. 

k = tail threshold 

The above formula can be better described in Microsoft Excel and Figure 5.19 

provides a brief explanation based on the data in Tablc 5.11. 

Figure 5.1 9: Hill parameter calculation in a spreadsheet 

0 =tail index pamm~er 

& = is the largest observation In 

a block j of n observations. 

Source: (Cruz, 2002: 77) 



The Hill plot helps to choose the data threshold and the parameter value as well 

(Danielson & De Vries, 1997: 24). The parameter should be chosen where the plot 

looks stable (Danielson & De Vries, 1997: 24). The example in Figure 5.19 uses a 

very short sample and therefore the parameter does not stabilise properly. 

Nevertheless, a value around 0.8/0.9 would seem to be reasonable (Cmz, 2002: 77). 

This concludes the discussion on the Hill method, as well as the discussion on how 

parameters are estimated for EVT. 

5.7.2 Goodness-of-fit tests for EVT 

Having chosen a few models, estimated the parameters and fitted the data to them, the 

following section illustrates how to find the best fit. Cruz (2002: 77) mentioned that 

there are two ways, which include graphical test and analytical tests. 

5.7.2.1 Graphical tests for EVT 

Danielson & De Vries (1997: 24) mentioned that at these early stages of EVT the 

most reliable techniques to check the goodness-of-fit of the models are graphical. 

They have mentioned three series of tests, which include the Mean Excess Plot, the 

QQ-Plot and the Z-and-W Tests (Danielson & De Vries, 1997: 26). The following 

sectiorls only briefly discusses the above-mentioned three tests and will not provide a 

detailed explanation thereof as it consists out of very coxnplex mathematical 

equations. It is the view of this study that it will add no value to the overall 

objective, as most of these goodness-of-fit tests can be done in Microsoft Excel (for a 

detailed explanation of these fit tests, see Embrechts et al. (1997)). 

5.7.2.1.1 Mean Excess Plot 

Cruz (2002: 77) stated that at this point the greatest difficulty is in processing the 

shape estimators and computing the appropriate number k of upper statistics or, in 

other words, the number of tail observations for a set distribution. There are some 

goodness-of-fit techniques that could help, among other attributes, in finding a 

suitable k (Hosking & Wallis, 1997: 6). Mean excess functions (MEFs) can be used 



for various purposes, in particular to discriminate the tails (Hosking & Wallis, 1997: 

6). The MEF of a random variable X can be seen as (Hosking & Wallis, 1997: 6 ) :  

Where r is a chosen threshold. 

The choice of a threshold is very difficult and couId be assisted by graphical 

techniques. As also pointed out by E~nbrechts er crl. (1  997: 13), MEF can be used to 

choose an optimal threshold r. Davidson (1983: 221) found it extremely valuable in 

processing the behaviour of insurance claims. One of the main uses of MEF will be 

in helping to distinguish between light and heavy-tailed models - the steeper the line 

in the graph, the heavier the tail (Cruz, 2002: 78). This concludes the brief discussion 

on the  Mean Excess Plot as graphical test for EVT. The following section briefly 

discusses the QQ PIot as a way to test EVT. 

5.7.2.1.2 The QQ PIot 

Another graphical technique that can be used to verify the goodness-of-fit of a model 

is the so-called QQ-plot (Cruz, 2002: 78). This technique can be usekl, among other 

things, to compare distributions (Davidson, 1983: 221). The plot should look roughly 

linear if the data were generated from a sample of the reference sample (Davidson, 

1983: 221). The heaviness of the tail of the distribution can be checked, and if the tail 

is heavy the plot will curve up the right (Davidson, 1983: 221). The QQ-plot formula 

is (Cruz, 2002: 75): 



Where pk, is a plotting position formula that can be represented again by Cruz, 2002: 

78): 

This section the concludes the discussion on the QQ-plot as a method to test for EVT. 

The following section briefly discusses the Z and W test as a graphical method to test 

for EVT. 

5.7.2.1.3 The Z and W Tests 

Smith and Shvely (1995: 12) developed a number of diagnostic techniques to check 

the goodness-of-fit of a model. One of these techniques is called the Z-statistics, 

which indicates how closely the exceedances of a fixed level p are represented by a 

non-homogeneous Poison process (Smith & Shively, 1995: 12). This test uses a TK 

statistic that denotes the time of the k exceedance, and if the model is correct, ZI. Z2, 

. . . Z, will be independent exponential distributed random variables with mean 1 

(Smith & Shively, 1995: 12). However, this statistic does not test the GPD 

assumption for distribution of excesses over the threshold, which should be done by 

means of a W-statistics, which will mean that if the model is correct, WIs  W2, . . . Wn 

will also be independent exponential random variables with mean 1 (Smith & Shively, 

1995: 12). 

This section concludes the brief discussion on the three graphcal tests to test EVT, 

which are the QQ-plot, the MEF tests, and the Z and W test. As mentioned before, 

there also analytical tests to test for EVT, which are also briefly discussed in the next 

section. 

5.7.2.2 Analytical tests for EVT 

Danielson & De Vries (1997: 26) have mentioned that there are also analytical tests 

that can be used to test EVT, which include the Sherman test and an adaptation of the 

Kolmogorov-Smimov tests (see Section 5.5). CNZ (2002: 79) mentioned that most of 

these tests are based on testing the results of the model against a theoretical 



distribution. The following section briefly describes how the above-mentioned two 

tests are done. 

5.7.2.2.1 The Sherman tests 

In 1957, Sherman developed a formal test for EVT based on the comparisons of 

estimated and observed distributions (Danielson & De Vries 1997: 27). The test uses 

the series of ordered data denoted by (Xn.,),=I,....~ (Danielson & De Vries 1997: 27). 

The statistic is computed as follows (Danielson & De Vries 1997: 27): 

Where Fx, (Xmo) = 0 and Fx, (X,,,l) = I .  The variable il N can be seen as the distance 

over the set of distributions and is asymptotically distributed as a normal distribution 

with mean [N/(N + l)]"' and an approximate variance of (2e - 5 ) l e ' ~ .  A low Q N 

suggests that the estimated and observed distributions are near each other and that the 

behaviour of extremes is well distributed by EVT (Cruz; 2002: 80). The above- 

mentioned concludes the brief discussion on the Sherman tests. The Sherman test has 

much more than what has been discussed, but it is the view of this study that the 

above-mentioned includes all the basics of this test, which will be sufficient in order 

to reach the objective of Chapter 5 and this study. The next section briefly describes 

the Kolmogorov-Smirnov test as an analpica1 test to test EVT. 

5.7.2.2.2 The Kolrnogorov-Smirnov Statistics for EVT distributions 

As part of a statistical analysis that involves fitting a parametric model, it is always 

advisable to check the adequacy of the model (Cruz, 2002: 80). A formal test of 

goodness-of-fit or a more appropriate statistical analysis can be used, and this is 

where the Kolrnogorov-Smirnov statistic is suggested for testing the database 

originated fiom an extreme value distribution or not (Danielson & De Vries 1997: 

26). In order to achieve the above-mentioned, Cruz (2002: 80) and Danielson & De 

Vries (1 997: 26) proposed a testing considering the Kolmogorov-Smirnov statistic D- 

,D- and D and the Kuiper statistic V given by n observations, yl . . . y,. 



It is however important to mention that this test was originally prepared for fitting of a 

two-parameter (scale and location) (see Section 5.5) distribution and the inclusion of a 

third (shape) could cause over fitting. Graphical goodness-of-fit tests such as the QQ- 

plots can be used to verify the fitness of the model but are handicapped by needing the 

intervention of the analyst in the tests (Cruz, 2002: 80). Hosking et a1 (1985: 12) 

stated that this test is then carried out by the following steps: 

3 Firstly, the observations need to be placed in ascending order yl < . . . . < y, 

9 Secondly, F(yi), i = I,. . . .n, where F(y) is the GEV, needs to be calculated 

9 Thirdly, the statistics D+ ,D- ,D and V need to be calculated: 

D+ = maxi {iln - F(yi)) 

D-= maxi { F(yi) - (i - l)/n) 

D = (D+ ,D-) 

V = + D '  

9 Lastly, the appropriate test statistic needs to be compared, multi.plied by &. 
The nu1 hypotheses that the data are from GEV should be rejected at level cr if 

all the statistics exceed the corresponding data entry. 

In order to better understand the above-mentioned fit, the test will be applied to the 

data in Table 5.1 1, and is illustrated in Table 5.12. 

Table 5.12: Example - Kolmogorov-Smirnov test for the fraud data 

Source: (Alexander, 2003: 1 13) 

As can be seen, the significant points were found for fitted values p and \y, treating 

the estimate o f t  as exact. The test is thus less likely to reject than if a test - not yet 

available - allowed for the variability in the estimate of 6 (Alexander, 2003: 113). 



From this there is no evidence for rejecting the GEV model, even for very small 

significance levels a! based on the Kolmogorov-Smirnov statistics. The parameters of 

the distribution were quite stable during the period considered, except for 1994, which 

saw some exceptionally massive potential losses and 1995, when no major fraud was 

attempted. 

This section concludes the brief discussion on the Kolmogorov-Smirnov tests as a 

formal test to test for EVT. The above-mentioned also concludes the overall 

discussion on the graphical and formal tests to test for EVT. With the parameters 

estimated, the model defined, and the data tested, the next step in EVT will be to 

determine the quantiles in order to determine the value at risk for large extreme 

operational losses (Hosking & Wallis, 1997: 6). The next section furthers the 

discussion on EVT, by explaining how to determine the quantiles, which forms a key 

component in VaR as mentioned in Section 5.5. 

5.7.3 Quantiles and VaR in EVT 

With estimates of the parameters of the model, it will be possible to determine the 

quantiles or the amount corresponding to the probability (p) of some operational risk 

event (Alexander, 2003: 55). In financial risk management the quantile chosen would 

be 90%, 95% or 99%, but for operational risk it can also go as high as 99.9%, as 

mentioned before in numerous sections of this chapter. The Base1 Committee (BIS, 

2005: 159, however stated that for operational risk, a confidence level of at least 99% 

is required to be able to qualify for AMA (see Chapter 4). 

From the point of view of the financial market practitioner, one of the most interesting 

questions is whether one has seen the largest event or if there are still larger ones. 

Risk management in financial institutions and the preservation of a stable financial 

system by regulators are indeed more concerned with what could happen under 

extraordinary market circumstances (say 1 % or 5% of the occasions) rather than under 

normal market conditions (say 99% or 95% of the time) (Alexander, 2003: 67). Once 

the parameters are known, the technique presented in this section can be applied 

outside the sample to consider possible extreme movements, guaranteeing statistical 

coverage of 95% to 99% of events (Alexander, 2003: 67). 



In addition to the above paragraph it can be said that now that the parameters have 

been determined and the upper tail of the GEV distribution have been chosen for the 

fraud data in Table 5.1 1, the problem can be reduced to finding the amount of 

economic capital to cover operational risk. This can be achieved by determining the 

loop% quantile for the GEV, and transforming to the loop% quantile for the fitted 

fraud distribution, namely (Cruz, 2002: 82): 

Where: 

p = probability 

p = mean 

yr = Scale parameter 

E = Shape parameter 

An application of the above can be seen using the parameters for the fraud database in 

1992 (Table 5.1 1) at a 95% confidence level. 

Table 5.13 shows the results using the parameters for the fraud database in Table 5.1 1 

for various quantiles. 

Table 5.13: Quantiles 

I I I I 1 I I 

Source: (Alexander, 2003: 113) 



Figure 5.20: Individual size loss ($) at a 99% confidence level on a 12-month 

rolling period basis 
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Source: (Compiled by the author) 

Alexander (2003: 71) mentioned that due to the asymptotic characteristics of GEV, 

high quantiles such as 99% can present very high figures. Table 5.13 shows that the 

quantile curve is very stable up to 90% quantile. The growth starts to be exponential- 

like afier that. Given the asymptotic characteristics, Cruz (2002: 83) and Alexander 

(2003: 88) advised that in this case it is better to avoid high quantiles such as 99.99%. 

The value at risk at different confidence levels can then be seen above for the five 

years. The above concludes the discussion on EVT as a way to model the tail of the 

operational loss distribution curve. It is clear that in order to apply EVT to 

operational risk, it is required to use complex mathematical equations, which is the 

same for the normal loss distribution curve discussed in Sections 5.5 and 5.6, but that 

it is possible to build these in Microsofi Excel (Alexander, 2003: 89). The next section 

concludes the chapter. 

5.8 Conclusion 

The aim of Chapter 5 is to discuss the calculation of value at risk (VaR) for 

operational risk. It has been shown that there are mainly three different ways for 

calculating VaR for operational risk, which include the historical data model 

approach, the variance-covariance model approach and the loss distribution approach 

(LDA). It is the view of this study to use the LDA approach as it believes that this 

approach is much more accurate and much easier to perform. In order to calculate 

VaR for operational risk or market risk, it is required to use different complex 



mathematical equations and formulas and that in some cases it is quite difficult to 

understand these. It is for this reason that Chapter 5 explains how the calculation of 

VaR can be done in a Microsoft Excel spreadsheet by using the theoretical principles 

as well as the software functions in Microsoft Excel. 

Chapter 5 also explains that there are usually two types of operational loss data, which 

is the normal data that include the day-to-day operational loss events, (which are 

usually not that large), and then there is extreme data that includes the one-in-a- 

lifetime events that are usually so big that, when they happen, they can cause the bank 

to close its doors. Chapter 5 illustrates that it is possible to model both these sets of 

data by means of the LDA approach, and that the bulk of the loss distribution is made 

up of the normal events and that the extreme events usually sits in the 'tail' of the loss 

distribution. Chapter 5 also further illustrates that it is required to apply extreme 

value theory (EVT) to the tail losses in order to calculate a VaR for both normal and 

extreme operational loss events. 

It is the view of this study that it is not necessary to know the mathematical modelling 

underlying the calculation, but it is important that one should know how to interpret it. 

It is also the view of this study rather to understand what is meant by VaR than to try 

to understand all the mathematical calculations present in the calculation of VaR for 

operational risk. This is why Chapter 5 does not examine all the mathematical 

equations in detail, but rather aims to explain what their use are in VaR calculations. 

Now that an operational risk management process has been identified, the key 

quantitative and qualitative elements in operational risk management been discussed, 

and a VaR figure for operational risk has been calculated, the question may arise that 

what to do with all of this - how does the above-mentioned assist management in their 

day-to-day business activities? Simply put: now that management know what their 

operational risks are and how big they are, how are they going to use this in their 

management strategies and decision making? Chapter 6 discusses the management of 

operational risk VaR. 



Chapter 6 

Managing Operational Value at risk 

"Each organisation will have a different approach to operational 
risk management although the basics concepts, components and principles 

will remain the same. " (Young, 2005: 121). 

6.1 Introduction 

As explained in Chapters 4 and 5, banks worldwide are in the process of 

implementing the requirements of the Base1 Committee's New Base1 Capital Accord, 

which will guide these banks in measuring the required capital that have to be held for 

operational risk. Mueller (2005: 221) mentioned that this new framework will 

influence the competitiveness between banks, as some banks will have to hold more 

capital than others as they face a higher operational risk. International banks are 

therefore not only ensuring that operational risk is effectively managed just to 

minimise their losses, but also to ensure that it is effectively managed in order to 

qualify for one of the more advanced measurement approaches, which in theory will 

ensure a smaller capital charge. 

In Chapter 4, it was shown that with the Advanced Measurement Approach (AMA) 

for operational risk, banks will be able to hold the smallest amount of capital, which 

means that most international banks will aim to implement this approach. With this 

approach, banks are required to develop their own capital measurement model, where 

most of them are based on the principles that have been explained in Chapter 5. 

Simply put: banks will have to develop their own operational risk VaR models that 

will assist in measuring the minimum regulatory capital requirement, and will have to 

ensure that they understand the outcome of these models. 

These models are not just used for measuring the operational risk capital requirement, 

but can also be used as a true reflection of the size of the operational risk the bank is 

facing, which means it can also assist in the measurement of the real operational risk. 



Cruz (2002: 89) has therefore stated that banks cannot just use these models as a 

measurement tool if they are unable to interpret and understand their outputs, as these 

outputs will indicate the size of operational risk within the institution. 

It is therefore the aim of Chapter 6 to discuss operational risk VaR in more detail in 

terms of the interpretation and management thereof. This chapter starts off by 

evaluating bank capital and the influence VaR for operational risk will have on it, and 

also distinguishes between regulatory and economic capital. The second part of this 

chapter looks at risk appetite and the role that it plays in the management of VaR for 

operational risk. 

6.2 The impact of VaR on capital 

As mentioned throughout this study, banking regulators are farming a new set of 

supervisory rules, especially with respect to minimum required capital, and in the near 

future, banks will be allowed to base their required capital in risk areas such as credit 

and operational risk on internal approaches and models, as is currently the case for 

market risk. These models are the models proposed by the Base1 Committee for 

operational risk under the AMA with Pillar 1 and an example is discussed in Chapter 

4. Belmont (2004: 12) mentioned that the above-mentioned new set of rules will 

result in more risk-sensitive regulatory capital for banks, which means it will most 

possibly bring regulatory capital more in line with economic capital. 

In addition to the minimum regulatory capital charges under Pillar 1 (see Chapter 4), 

the New Base1 Capital Accord discerns two further pillars, namely supervisory review 

and disclosure as also mentioned in Chapter 4. Under the supervisory review Pillar, 

banks are required to assess their economic capital and to have a strategic view on 

capital management (Belmont, 2004: 14). Supervisors would only assess the process 

and result of the banks' own evaluation in second instance (Belmont, 2004: 14). The 

question arises whether and, if so, how economic capital models may be employed in 

the supervisory review process. Therefore, supervisors need to have a good 

understanding of the current and future state of economic capital models, not only 

with regard to their strengths and weaknesses in general, but especially with respect to 

their applicability in regulatory practice (Belmont, 2004: 15). 



From what has been explained in this section it is eminent that capital and risk 

measurement models, or in plain words, VaR models will play a major role in 

managing a bank's capital and operational risk. It is for this reason that banks need to 

understand what their economic capital is and also what their regulatory capital is, but 

more so to understand their capital measurement models, which are VaR models. It is 

for this reason that this section discusses the difference between economic and 

regulatory capital and the impact that VaR for operational risk will have on these. It 

is also the view of this study that it is important first to understand what is regarded as 

bank capital before regulatory and economic capital can be discussed and the impact 

that VaR for operational risk will have on them. This section first defines capital, 

whereafter it discusses economic and regulatory capital, and also distinguishes 

between them. This section also discusses the impact that VaR for operational risk 

will have on capital - economic and regulatory. 

6.2.1 Definition - capital 

Matten (2000: 223) stated that capital is one of the most fundamental concepts in 

finance and that it is also one of the most elusive. Matten (2000: 223) defines capital 

as the value of the firm or other investment - or the value of assets less the value of 

liabilities (Matten, 2000: 223). As such, it represents financial resources that are 

available to absorb unforeseen losses, which may result for example as a result of 

operational risk (Cade, 1997: 1 12). Investors and regulators are interested in capital 

because a firm without capital is insolvent, which means the more capital a firm has 

relative to its assets, the more confident stakeholders are that it will meet its 

obligations to them (Cade, 1997: 112). Of course, capital alone is no guarantee of 

solvency - a well capitalised firm can fail due to the lack of liquidity (Belmont, 2004: 

17). 

It is sometimes possible to think of capital as the liquidation value of the firm, for 

example, if all the assets and liabilities of a firm were liquidated, how much money 

would be left over for equity investors (Belmont, 2004: 17)? Of course, liquidating a 

firm can be a costly undertaking; so many firms are worth more to equity investors as 

a going concern than when they are liquidated (Rule, 2001: 144). Complications like 



these make capital an elusive notion and the challenge is to measure capital in a way 

that is both precise and relevant (Rule, 2001 : 1 15). 

According to accountants, capital is the book-value of assets less the book value of 

liabilities, perhaps with adjustments for off-balance-sheet items (Rule, 2001: 115). 

This definition is precise, but is not always relevant, for example, a firm's assets may 

compromise undepreciated investments in obsolete technology or 'goodwill' 

(Belmont, 2004: 25). A firm may have suffered a large market-to-market loss but be 

gradually accruing it over a ten-year period (Belmont, 2004: 25). Even ignoring 

liquidation costs; such firms might have liquidation value that is substantial less than 

the accounting value of their capital (Rule, 2001 : 1 15). 

Rule (2001: 115) also mentioned that a different measure of capital is the market 

value of the firm's equity, which means for a firm with a single class of stock, this 

equals the number of shares outstanding multiplied by the current stock price. 

Unencumbered by accounting formalism, the market value of equity reflects the 

market's assessment of the firm's value (Rule, 2001 : 1 15). Of course, stock prices are 

subject to human emotions and crowd mentality, which means a firm's stock price 

may fluctuate widely without any change in its business' prospects (Rule, 2001: 116). 

If the stock market soars, with a speculative bubble or crashes amidst a panic, it says 

little about the fundamental value of the firm (Belmont, 2004: 25). 

Regulators and risk managers think of capital as financial resources available to, in 

some sense, absorb unanticipated losses, for example credit, market or operational 

risk related losses (Bikker & Lelyveld, 2002: 1). From this perspective, capital is 

those sources of funding that protect parties with claims on the firms' assets from 

such losses (Belmont, 2004: 26). It can be controversial deciding which items to 

include in this definition, which might include owners' equity, retained earnings and 

long-tern subordinated debt (Belmont, 2004: 26). 

The second concept that needs to be highlighted as part of the definition of capital, is 

the capital ratio. The capital ratio is the amount of capital the firm is supposed to 

have and is defined in terms of the book value of capital and assets as (Belmont, 

2004: 26): 



Capital ratio = Capital 

Assets (6.1) 

Rule (2001: 116) mentioned that financial institutions tend to have capital ratios in the 

range of 4% to lo%, depending of course on the definition of capital being used. 

Deregulation during the 1970s and 1980s exposed financial institutions to increased 

risk, and in this environment, capital became more important as a buffer against 

losses, which is a concept that has been mentioned throughout this study and which 

means that the more risk a firm takes, the more capital it needs. Rule (2001: 116) 

further mentioned that because assets are a poor indicator of risk, regulators and 

practitioners started modifying the traditional capital ratio or abandoning it 

completely. 

Modifications took the form of risk-adjusted capital ratios (Rule, 2001 : 116): 

Risk-adjusted capital ratio = Capital (6.2) 
Risk-adjusted assets 

Where risk-adjusted assets are calculated by applying risk based weights to specific 

assets and summing the results, which was the approach employed by the 1988 Base1 

Capital Accord (see Chapter 4). Somewhat crudely, it applies weights, including: 

> 0% for G-10 government debt. 

> 20% for G-10 bank debt. 

> 100% for corporate debt and debt of non-G-10 governments (Rule, 2001 : 1 16) 

In other cases, regulators and practitioners abandoned the capital ratio concept 

completely and focused instead on directly quantifying a firm's risk and specifying 

capital requirements in terms of the results (Matten, 2000: 233). During the 1980s 

and 1990s, this work contributed to the development of concepts such as value-at-risk 

(VaR) (see Chapter 5) and portfolio credit risk modelling, which hade it possible to 

assign incremental capital charges to individual transactions or business lines (Cruz, 

2002: 22). 



Once they are calculated, individual capital charges are summed, perhaps with an 

adjustment to reflect hedging or diversification effects (Leland, 1998: 12). A firm 

needs to have capital in excess of its sum capital charges, which is called risk-based 

capital requirement to distinguish it from the assets-based requirements obtained with 

capital ratios (Leland, 1998: 12). 

Over the years, regulators have formalised risk-based capital requirements in various 

regulations, which have defined rules for calculating a firm's capital and suitable 

capital charges (Leland, 1998: 12). Leland (1998: 34) further stated that the goal is to 

ensure that a firm has sufficient capital to remain solvent in the face of losses that 

might arise from risks taken by a firm - these analyses are called regulatory capital, 

which is one of the cornerstones of the New Base1 Capital Accord (see Chapter 4 and 

Section 6.2.2). 

While some firms have started to calculate regulatory capital, most have not, because 

the problem is that regulatory capital and regulatory capital charges are designed for 

more modest goals than analysing specific business lines or transactions (Rule, 2001 : 

116). They generally do not make fine distinctions between the risk levels of similar 

but modest different transactions. For example, the 1988 Base1 Capital Accord 

assigned a uniform 8% capital charge for corporate debt, so banks would have to hold 

as much capital for debt issues to an AA-rated borrower as a BB-rated borrower 

(Rule, 2001: 116). For this reason, financial institutions have developed their own 

preparatory formulas for capital and capital charges, and to distinguish these from 

regulatory capital calculations - and to emphasise their purpose of more accurately 

capturing the economic impact of specific business lines or transactions - these are 

referred to as economic capital (also see Section 6.2.3) (Belmont 2004: 17). 

From the discussion in this section it can then be seen that there are two prominent 

types of capital that banks and financial institutions manage to guard them against the 

risks they face, which include operational risk. It can also be seen that that there is 

not a big difference between the two, except for one - the fact that regulatory capital 

is the amount of capital the regulator requires the bank to hold and economic capital is 

the amount of capital the bank feels it should hold. The internal capital measurement 



approaches, or VaR models proposed by the Base1 Committee for operational risk will 

definitely have an impact on the regulatory capital charges, as these models are 

intended to calculate the minimum regulatory capital charge for operational risk under 

Pillar 1 of the New Base1 Capital Accord (also see Chapter 4). 

These VaR models will also have an impact on economic capital, because as 

mentioned in Chapter 5, VaR for operational risk should be a true reflection of the 

size of operational risk the bank is facing, which means if they understand the 

outcome of these VaR models, it might change the way they see their operational risk 

and will therefore also change the amount of economic capital they see as sufficient 

for operational risk. 

It is then the view of this study that before this chapter proceeds with the discussion 

on the impact of VaR on capital, it is important first to briefly describe economic and 

regulatory capital in more detail to have a better understanding of each. The next 

section starts to discuss regulatory capital. 

6.2.2 Regulatory capital 

Regulatory capital forms the cornerstone of Pillar 1 of the New Base1 Capital Accord, 

as it is under this Pillar that the Base1 Committee is proposing minimum capital 

requirements and calculations to safeguard a bank, against amongst others, credit, 

market and operational risk (also see Chapter 4). The concept of minimum regulatory 

capital has been discussed in numerous sections of this study, but this section simply 

summarises what has been said in these chapters and aims to put it in context to 

distinguish it from economic capital and to understand the impact of VaR on these 

two types of capital. 

Bikker & Lelyveld (2002: 3) mentioned a significant trend in financial regulation over 

the past half century has been the increased application of minimum regulatory capital 

requirements for financial institutions. Minimum regulatory capital requirements 

largely originated in the United States as a response to the deregulation of the 1970s 

and 1980s (Bikker & Lelyveld, 2002: 3). Traditionally, banks were primarily exposed 

to credit risk and they held illiquid portfolios of loans supported by deposits (Belmont 



2004: 17). Loans could be liquidated rapidly on at 'fire sale' prices, which placed 

banks at risk of runs - if depositors feared a bank might fail, they would withdraw 

their deposits - forced to liquidate its loan portfolio, the bank would be succumb to 

staggering losses on those sales (Bikker & Lelyveld, 2002: 3). 

Deposit insurance and lender-of-last-resort provisions implemented since the crash of 

1929 eliminated the risk of bank runs, but they introduced a new problem - depositors 

no longer had an incentive to consider a bank's financial viability before depositing 

funds (Bikker & Lelyveld, 2002: 3). Without such market place discipline, regulators 

were forced to intervene and one solution was to impose minimum capital 

requirements on banks and because of the high cost of liquidating a bank, such 

requirements would be based upon the value of a bank as a going concern (Belmont, 

2004: 17). 

The primary purpose of minimum capital requirements for financial institutions was 

to protect clients who might have funds or securities and deposits at the institution 

(Belmont, 2004: 17). Bikker & Lelyveld (2002: 4) mentioned that, for example 

security firms mostly took market risk as they held liquid portfolios of marketable 

securities supported by secured financing such as repos. Bikker & Lelyveld (2002: 4) 

further mentioned that a troubled firm's portfolio could be unwound quickly at market 

prices, which was for this reason that minimum capital requirements were based upon 

the liquidation value of a firm. 

In a nutshell, banks and other financial institutions entailed systemic risk, but security 

firms did not and also, regulators would strive to keep a troubled bank operating but 

they would gladly unwind a troubled securities firm (Bikker & Lelyveld, 2002: 3). 

Banks needed long-term capital in the form of liquidity or long-term subordinated 

debt, where security firms could operate with more transient capital, including short- 

term subordinated debt, which made sense to have different capital regimes for banks 

and security firms (Leland, 1998: 34). 

Leland (1998: 35) further mentioned that regulatory arbitrage is any transaction that 

has little or no economic impact on a financial institution while either increasing its 

capital or decreasing its required capital. Leland (1998: 35) further also mentioned 



that just as trading arbitrage identifies and exploits inconsistencies in market prices, 

regulatory arbitrage identifies and exploits inconsistencies in capital regulations. 

Regulatory arbitrage undermines the effectiveness of capital regulations, which is one 

of the primary motivators for regulators to improve minimum regulatory capital 

requirements on a continual level (Matten, 2000: 33). 

Mueller (2005: 4) mentioned that during the mid-1980s, US commercial banks used 

letters of credit, loan commitments and swaps to move assets of their balance sheet, 

some sold their headquarter buildings to realise a capital gain and then leased them 

back. Mueller (2005: 4) further mentioned that the above-mentioned was one of the 

key motivators for US bank regulators to participate in the development of the 1988 

Base1 Capital Accord (see Chapter 4), and it imposed a risk-based minimum 

regulatory capital requirement on banks, but its crude system of risk weights was easy 

to arbitrage. Explosive growth in credit derivative and securitisation markets during 

the 1990s can largely be ascribed to regulatory arbitrage of the 1988 Base1 Capital 

Accord, both in the US and in Europe and also in some Asian countries and in turn, 

that regulatory arbitrage motivated the development of the New Base1 Capital Accord 

(see Chapter 4) (Mueller, 2005: 4). 

Inevitably, there is a trade-off between strengthening capital regulations against 

regulatory arbitrage and keeping those regulations simple and affordable for the 

financial institutions that have to uphold them. As discussed in Chapter 4, the New 

Base1 Capital Accord is far more complex than the 1988 Base1 Capital Accord, and 

this may have contributed to the decision by, for example, US regulators to apply the 

New Base1 Capital Accord only to the largest US banks. 

Another goal of the Base1 Capital Accords, at least for some regulators, was to 

harmonise capital regulations for banks and security firms (Bikker & Lelyveld, 2002: 

3). Account insurance and regulations requiring segregation of investor assets had 

largely mitigated the risks that minimum capital requirements for example for security 

firms were intended to deal with, and were justified on two grounds: 



P Although security firms do not pose the same systemic risks as banks; it was 

argued that bank security operations and non-bank security firms should face 

the same capital requirement. Such harmonisation can create a competitive 

"level playing field" between the two. This was the philosophy underlining 

Europe's 1993 Capital Adequacy Directive (CAD). 

P Some security firms were active in the 'over-the-counter' (OTC) derivatives 

market and unlike traditional securities; many OTC derivatives were liquid 

and posed significant credit risk for one or both counterparties. This was 

compounded by their high leverage that could inflict staggering market losses 

on unwary firms and fears were mounting that the failure of one derivative 

dealer could cause credit losses at other dealers and for the first time, non- 

bank security firms were posing systemic risk (Lelyveld, 2002: 3). 

In Europe for example, the United Kingdom distinguished between banks and security 

firms, but on the continent, Germany's system of universal banks predominated 

(Mueller, 2005: 4). Mueller (2005: 5) further mentioned that as Europe moved 

towards unification, the 1993 CAD harmonised the regulation of British securities 

firms and Germany's universal banks. The 1998 Base1 Capital Accord levelled the 

playing field among different countries' banks, and as mentioned was one of the first 

structured and ordered capital adequacy frameworks that was proposed to 

international banks, and this approach was even more formalised with the New Base1 

Capital Accord (see Chapters 4 and 5). 

To conclude this section on regulatory capital is to say that regulatory capital is the 

amount of capital the bank's regulator requires the bank to hold for operational risk, 

market risk and credit risk and this requirement is formalised by the proposals of the 

New Base1 Capital Accord. Simply put: the amount of capital that is calculated' for 

operational risk by either the Basic Indicator Approach, the Standardised Approach or 

the AMA, will then be called the regulatory capital charge for operational risk. The 

aim of the above section is to provide a brief overview of regulatory capital in order to 

distinguish it from economic capital and to better understand the impact that VaR for 

' Chapter 4 has discussed in detail how these three approaches calculate the regulatory capital charge 
for operational risk. 



operational risk will have on the capital of a bank. In order to further the discussion 

on the impact of VaR for operational risk on capital, the next section discusses 

economic capital and distinguishes it from regulatory capital. 

The question may be asked whether it is important to discuss these two types of 

capital in such detail, and the answer is that some people argue there is no difference 

between the two and some argue that there is. It is for this reason that this section 

wants to illustrate that there is a difference, but that VaR models will bring these two 

types of capital closer to each other. It has to be kept in mind that that these two types 

of capital are only discussed in terms of operational risk and does not include credit 

and market risk. 

6.2.3 Economic capital 

Bikker & Lelyveld (2002: 6) stated that economic capital is the amount of capital a 

financial institution itself deems necessary to operate normally, given its risk profile 

and its state of controls. Mueller (2005: 6) stated that economic capital is primarily 

used by financial institutions to support its decisions about what business lines or 

transactions to pursue and that a financial institution defines its economic capital as 

comprising, among other things, owner's equity, retained earnings, and subordinated 

debt. 

Bikker & Lelyveld (2002: 6) also stated that that the concept of economic capital is 

not new but that recent innovations in information technology and risk management 

have made it possible to measure economic capital in a firm-wide, comprehensive and 

model based fashion. Institutions increasingly feel the need for economic capital 

measurements to allocate the scarce capital in order to maximise the risk-adjusted 

return on capital (RAROC) across different business lines (Bikker & Lelyveld, 2002: 

6). 

Mueller (2005: 6) mentioned that certain formulas are specified for assigning 

economic capital charges to specific business lines or transactions, and that the focus 

is on identifying those business lines or transactions that offer, in some sense, the best 

use of a financial institution's limited economic capital. To make such assessments, 



financial institutions employ risk-adjusted performance metrics (RAPMs) (Mueller, 

2005: 6). The following section briefly discusses these RAPMs as part of the 

discussion on economic capital. 

6.2.3.1 Economic capital - Risk-adjusted performance metrics (RAPMs) 

A RAPM is a performance metric that is based on a standard accounting performance 

metric but with some adjustment to reflect 'true' or economic risk (Leland, 1998: 34). 

Leland (1998: 35) also explained that RAPMs have their origins in the accounting 

notion of return on assets (ROA), which was long used as a bank-wide performance 

metric: 

ROA = revenue - expenses 

assets 

Widespread use of OTC derivatives and other off-balance sheet items have rendered 

the accounting notion of assets a meaningless indicator of a bank's risk or the 

financial resources it has deployed (Leland, 1998: 35). For assessing bank-wide 

performance, return on equity (ROE) has largely replaced it (Leland, 1998: 35): 

ROE = revenue - exDenses 

equity 

Leland (1998: 35) further explained that while widely used by equity analysts and 

investors, ROE has two shortcomings that limit its use for internal purposes: 

> The accounting notion of equity can be a poor indicator of a bank's risk. 

> While ROE is defined bank-wide, it is not defined for individual business lines 

or transactions. 

By replacing equity with capital in the above formula, return on capital (ROC) can be 

obtained (Leland, 1998: 35): 



ROC = revenue - exDenses 

capital 

Because economic capital reflects 'true' or 'economic' risk, this is the first example of 

a RAPM. When applied to individual business lines or transactions, the formula may 

be modified slightly (Mueller, 2005: 6): 

ROC = revenue - expenses + income from capital 

capital 
(6.6) 

In the above formula, capital is the capital charge for business line or transaction and 

(Mueller, 2005: 6): 

Income from capital = capital (risk-free-rate) (6.7) 

In the above formula for ROC, the "income from capital" term is included because 

allocating capital to a business line is different from investing the capital in the 

business line or transaction (Mueller, 2005: 7). Typically capital is held in addition to 

any assets invested in the business line or transaction and the capital is presumably 

invested somewhere, and ROC should reflect the extra income from the investment 

(Mueller, 2005: 7). Since the capital is supporting a risky business line or transaction, 

it (hypothetically) should be invested in something risk-free and accordingly, it is 

ascribed to income at the risk-free rate (Leland, 1998: 35). 

When ROA, ROE or ROC is used to assess a bank's actual or projected performance, 

they are generally applied to one year's actual to projected results (Mueller, 2005: 7). 

This may not be appropriate when ROC is applied to assess a business line's or 

transactions performance and if the purpose is to select desirable business lines or 

transactions to invest in, one year's ROC may be misleading (Mueller, 2005: 7). A 

business line or transaction might be expected to lose money in its first year only to 

return profitable in subsequent years, accordingly, when ROC is used for internal 

decision making, the ROC of a business line or transaction is typically calculated as 

an average ROC over several years of the life of the transaction (Bikker & Lelyveld, 

2002: 9). 



During the 1980s, Bankers Trust developed a firm-wide RAPM that they called risk- 

adjusted return on capital (RAROC) (Mueller, 2005: 7). Bankers Trust was a 

commercial bank that had adopted a business model much like that of an investment 

bank and it had divested its retail deposit and lending business (Mueller, 2005: 7). It 

actively dealt in exempt securities and had an emerging derivatives business - such 

wholesale activities are easier to model than the retail businesses Bankers Trust had 

divested, and this certainly facilitated the development of the system (Mueller, 2005: 

9). RAROC was well publicised, and during the 1990s, a number of other banks 

developed their own firm-wide systems and those firms and their consultants came up 

with various names for these, including return on risk-adjusted capital (RORAC) and 

risk adjusted return on risk- adjusted capital (RARORAC). 

These names were more buzzwords than anything else and today, almost any RAPM 

derived fiom ROC is simply called RAROC (Bikker & Lelyveld, 2002: 6). Perhaps 

the most common definition of RAROC is simply ROC with an adjustment for 

expected loss (Mueller, 2005: 9): 

RAROC = revenue - expenses - expected loss + income from capital 

capital (6.8) 

Where expected loss is the mean of the loss distribution associated with some activity 

(see Chapter 5) - most typically it represents expected loss fiom defaulting loans or 

fiom operational risk. The original Bankers Trust RAROC system provided results 

on an after-tax basis, where today, systems typically perform calculations before tax 

(Mueller, 2005: 9). 

This section concludes the brief discussion on RAPMs as part of the overall 

discussion on economic capital. The following section furthers this discussion on 

economic capital by means of briefly discussing how it is determined. 

6.2.3.2 Determining economic capital 

Mueller (2005: 9) explained that there are various methods for determining economic 

capital and a common methodology is to base economic capital on the probability of 



ruin. Probability of (statutory) ruin is the probability that liabilities will exceed assets 

on a present value basis at a given fUture validation date, resulting in technical 

insolvency (Mueller (2005: 10). It can be calculated fiom the probability density 

function of the present value of &re surpluses measuring the area under the curve 

corresponding to the section where liabilities exceed assets (Mueller, 2005: 10). This 

is illustrated in Figure 6.1 as the shaded area, and is consistent with the CTE measure 

defined above. 

Figure 6.1: The probability density function for economic capital 

The probability of ruin can be calculated from the probability density function by 
measuring the area under the curve corresponding to the section where liabilities exceed 
assets on a present value basis 
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Source: (Mueller: 2005: 12) 

Alternatively, economic capital can be calculated from a cumulative distribution 

function2 by determining the probability point (on the y-axis) where liabilities equal 

assets (on the x-axes) (Bikker & Lelyveld, 2002: 7). This is also consistent with the 

"specified percentile" approach described in Chapter 5. These probability graphs are 

generated by running computer simulations of liabilities and assets using a stochastic3 

financial model (Bikker & Lelyveld, 2002: 7). 

- - 

See Chapter 5 for a detailed explanation on a cumulative distribution function. 
3 These stochastic financial models are based on the same mathematical principles as the VaR model 
that has been discussed in Chapter 5. 



Economic capital based on the probability of ruin is determined by calculating the 

amount of additional assets needed to reduce the probability of ruin to the probability 

target specified by management (Bikker & Lelyveld, 2002: 7). The target probability 

of ruin is set by management in consideration of several factors, primarily among 

them the solvency concerns of policyholders for insurance companies and key clients 

at commercial banks - usually expressed in terms of the minimum financial strength 

rating that management desires from rating agencies (Bikker & Lelyveld, 2002: 7). 

In a recent survey completed by approximately 500 members of the Society of 

Actuaries (SOA), most of the respondents agreed that economic capital should cover 

various risks4, including: 

> Interest rate risk (96%). 

> Pricing risk (93%). 

P Credit risk (92%). 

> Equity market risk (86%). 

> Liquidity risk (86%). 

> Operational risk (79%) (Mueller, 2005: 13). 

Almost half of the respondents of the above-mentioned survey have been using the 

concept of economic capital in their recent work and the main reasons for companies 

implementing economic capital to date, have included risk and performance 

measurement (Mueller, 2005: 13). Going forward, the expectation is the impetus to 

come more from competitive forces and a majority of respondents expect economic 

capital to have even greater significance in the near future (Mueller, 2005: 13). 

Leland (1998: 37) stated that to measure economic capital properly, companies need 

state-of-the-art stochastic modelling tools, for example, a CTE or Tail VaR measure 

(see Chapter 5) is used for setting regulatory capital as part of the new C-3 Phase I1 

proposal of the American Academy of Actuaries for variable insurance products 

(Belmont, 2004: 17). When determining economic capital, various risk tolerance 

measures are currently in use, some of which are: 

4 For detailed definitions on most of these risks, refer to Chapter 2. 
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> Specified Percentile measures (e.g. 98th percentile). 

> Multiple of Standard Deviation. 

> Conditional Tail Expectation (CTE) measures. 

> Other mathematical tools (Belmont 2004: 17). 

These are examples of models that can be used to determine economic capital but it 

has to be noted that these are only examples and that there are many more models that 

can be used. This section concludes the discussion on how to determine economic 

capital and more attention is given to insurance companies withn this section. The 

reason for this is that this study wants to include insurance companies although 

insurance companies do not form part of the scope of this study, because it is the view 

of this study that it will be easier to understand economic capital when it is discussed 

in terms of insurance companies as well. 

Now that economic capital can be determined and the reasons for it have been 

reviewed, the following section proceeds with the discussion on economic capital by 

means of discussing some of the most recent movements in the international banking 

environment in terms of economic capital. 

6.2.3.3 Economic capital in theory and practice 

Measurement of firm-wide, interdependent risk on the various types of activities is a 

particular challenge for financial institutions, which includes both banking and 

insurance activities (Bikker & Lelyveld, 2002: 7). The RAROC approach allows 

management to make better-informed strategic decisions and to recognise 'natural 

hedges, which are important in connection with possible new activities and in the 

event of a potential merger (Bikker & Lelyveld, 2002: 8). Besides, this approach it is 

also important for managerial compensation, and pricing, and regulators may find the 

economic capital measurement a useful tool in the New Base1 Capital Accord's 

supervisory review pillar (Bikker & Lelyveld, 2002: 8). This will become clearer 

later in this chapter. 

Notwithstanding the needs felt in the financial industry, theoretical underpinnings for 

the formulation of firm-wide economic capital are rare - to quote Leland (1998: 34): 



"The theory addressing capital structures remains distressingly imprecise". A 

relatively simple model has been developed by Froot & Stein (1998). Essential 

ingredients in their model are the understanding that external finance is costly and that 

at least a part of the risk taken by an institution is non-tradable and thus cannot be 

hedged. Given that there is some cost involved in holding capital, the issues of risk 

management, capital budgeting and capital policy structure become linked (Leland, 

1998: 36). Given the view of this study not to be too technical and evaluating too 

many complex mathematical equations, this section does not discuss the model in 

detail but will present the general conclusions, which is believed to provide more 

detail on economic capital. 

Leland (1998) mentioned that an essential point in the Froot and Stein model is that 

each investment decision will affect the (optimal) capital structure, which in turn 

influences the hurdle rate the particular investment has to pass. Although it is 

impractical to determine the impact of each individual investment on the hurdle rate, 

such feedback effects should be incorporated in sizeable investment decisions, 

particular if covariance with the existing portfolio is large. Given the Froot and Stein 

model, three weak points can be identified: 

P Firstly, RAROC can only deliver value maximisation if it is applied on a post- 

hedged basis (i.e. does not contain any tradable risk), whch might be difficult 

to implement in practice. 

P Secondly, the equation should include not only an asset or activity's variance 

but also its covariance with the existing portfolio. 

P Thirdly, calculating the correct cost of capital or relevant beta is not easy 

(Leland, 1998: 36). 

Robertson (2001: 125) mentioned a more practical criticism in the sense that decisions 

based on this framework may be arbitrary because the VaR (a %)-amount is highly 

sensitive to the choice of (a %) in combination with the actual loss distribution. The 

shape of the tail of the distribution differs significantly between different kinds of 

returns and raising (a %) will thus have significant effects on the relative expected 

returns - this in turn might change depending on which projects eventually pass the 

hurdle rate (Robertson, 2001 : 125). 



Robertson (2001: 126) pointed out that in recent years a number of financial 

institutions have shown an increasing interest in economic capital measurement and 

that RAROC-type applications aiming at optimising the allocation of economic 

capital in order to improve returns, constitute the main motive for developing these 

models. The need for a common measurement of returns increases with the diversity 

and complexity of financial institutions (Robertson, 200 1 : 126). In the Netherlands 

two financial institutions, TNG and Fortes, have developed such models, used them 

and even published results in their annual reports (Robertson, 2001: 136). Other 

financial institutions known for developing such models include the Citigroup- 

Travellers, Credit Suisse and Dresden Allianz (Robertson, 2001: 136). Robertson 

(2001: 137) also mentioned that these large financial institutions have stronger 

incentives to develop and use such models as their activities are diverse and dispersed. 

In addition, there are various classifications of risk types applicable to a financial 

institution, which include market or ALM risk, credit risk, operational risk, and these 

risks occur in both banks and insurance firms, but the focus may differ. For example, 

banks consider the risk of price changes regarding their trading activities based on a 

time horizon of one to ten days, and, in addition, they examine the interest rate risk of 

their (long-term) assets and liabilities (Leland, 1998: 36). Life-insurance firms, for 

example look at the risk of price changes of their assets and liabilities on a time 

horizon of many years or even decades, as their liabilities have extremely long 

maturities (Leland, 1998: 37). 

The above-mentioned touches on one of the findamental problems with economic 

capital measurement, which is the choice of a common time horizon5 in order to 

assess risks integrated across business lines and sectors. Credit risk is the major 

source of risk for universal banks, and much more than typical insurance risk 

categories such as, for example mortality (non-catastrophe) and property and casualty 

(P&C) risk, the so-called broad ALM risk (including market risk and embedded in 

insurance options) are the dominant sources of uncertainty for insurers, due to their 

long-lasting liabilities (Robertson, 2001 : 137). Robertson (2001 : 137) stated that the 

The time horizon is the period that is chosen to investigate the potential unexpected loss of the 
portfolio (Robertson, 2001: 137). This time horizon has also been discussed in Chapter 5 as part of 
the VaR discussion of operational risk. 
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above-mentioned indicates a second concern in building an economic capital measure 

model, namely the choice of a common unit of risk. 

The various models or measurement approaches for the distinguished risk types 

constitute the building blocks of economic capital measurement (Bikker & Lelyveld 

2002: 12). Many problems regarding the unit of measurement, time horizon and 

aggregation - each of them both across types of risk and across types of business units 

or sectors - need to be solved (Bikker & Lelyveld 2002: 12). The difficulties in the 

search for a 'common currency' for risk seem to be reduced because a common focus 

emerges on the potential for unexpected losses, either in earnings or economic value6 

(Robertson, 2001 : 157). 

Robertson (2003: 157) also mentioned that practitioners have generally chosen a 

holding period of one year, because this best fits the control cycle, for example 

budgets, and the time needed to raise new capital. One year is also an average across 

the various measurement approaches, a mid-point between the short trading horizons 

and the long insurance risk horizons - of course, such a standard period unlikely to fit 

all activities perfectly (Curnming & Hirtle, 2001: 11). 

The Froot and Stein model underlines that interaction between risks is of crucial 

importance, however, in most, if not all, financial institutions, risk measurement and 

management started as a bottoms-up approach, resulting in a patchwork of differing 

approaches, which makes aggregation across risk types and sectors rather complicated 

(Cumming & Hirtle, 2001 : 13). In theory, all risks are interrelated, but in practice the 

correlation structure needs to be simplified (OWC, 2001: 2). OWC (2001: 2) also 

observes that the coherence in the portfolio is often modeled on three levels: 

P The portfolio. 

P The business unit. 

P The holding level, termed level I, 11,111, respectively. 

As noted by Cumming & Hirtle (2001: 11) who also noted that "other potential definitions of risk 
could involve pure volatility measures, such as standard deviations of earnings of economic value, or 
sensitivity measures that capture the deviations of earnings or economic value with respect to 
particular risk factors, such as the 'value of the a basis point"'. 



OWC (2001: 3) suggested an alternative for levels I1 and 111, namely the aggregation 

of firstly, the risk for each risk type across the whole institution and secondly, across 

risk types. For most of the higher level of correlations, financial institutions do not 

have the data required to obtain meaningful estimates and they rely on 'human 

judgement' or the consultant's perspective of 'industry practice' (OWC, 2001: 4). 

Some institutions set correlation values at rather conservative levels, whereas others 

use rough approximations such as correlations between - basket of - appropriate 

shares (OWC, 2001 : 4). As correlations determine the diversification effects, they are 

crucially important for determining the ultimate level of economic capital (Cumming 

& Hirtle, 2001 : 13). 

Cumming & Hirtle (2001 : 13) explained that an issue with correlations is whether 

correlations should indicate normal conditions such as those reflected in the building 

blocks of the economic capital measurement, or stress conditions where capital is 

really needed to absorb the losses. In practice, large diversification effects are found 

at portfolio level (80% to go%), smaller ones at the business line level (40%), whereas 

minor effects (5% to 10%) are assumed at the cross-sector level (OWC, 2001: 4). 

This section concludes the discussion on economic capital, aiming to highlight some 

of the most important formulas in calculating economic capital as well as some of the 

basic concepts that are used in modeling this type of capital. It has to be kept in mind 

that there is much more to mention regarding economic capital, but it is the view of 

this study that the above-mentioned section will be sufficient in distinguishing this 

type of capital with regulatory capital. From the above-mentioned section it can be 

seen that economic capital is almost calculated on the same principles as the 

principles that are discussed in Chapter 5, where minimum regulatory capital for 

operational risk is calculated by means of a VaR model. The question may then 

surface if is there really a difference between regulatory and economic capital - and 

the answer is that in some cases these two types of capital will be the same, but this is 

explained in more detail later in this chapter. 

The question may now also be asked why these two types of capital have been 

discussed in such detail. The answer is that both these types of capital play an 

integral part in the existence of a bank and any financial institution as capital forms 



the backbone of these institutions. As discussed before in this chapter, banks and 

financial institutions are eager to use their capital to grow their business and to create 

investor opportunities, but it is also required from them to hold a specific amount to 

guard against big losses related to the risk the institution is facing. VaR for 

operational risk will then influence both these types of capital in the sense that it will 

be used to calculate both economic and regulatory capital. This is discussed in more 

detail in the next section. 

6.2.4 VaR - Impact on economic and regulatory capital 

There are two types of capital that play a role in managing operational risk, which 

include regulatory capital and economic capital (see Section 6.2.1). These two types 

of capital are used to provide a buffer against a big operational risk loss event, which 

means that if something bad happens to an institution, this buffer or provision will 

ensure that the bank remains operational and does not close it doors as a result of this 

event. The Base1 Committee is aiming to enhance this principle by means of their 

New Base1 Capital Accord, which has been discussed in various sections throughout 

this study, and whereby they are enhancing the capital calculations for minimum 

regulatory capital that will safeguard the bank for operational risk. 

Internal models, or in other words, VaR models is a principle that the Base1 

Committee is proposing that banks will be able to use to calculate their minimum 

regulatory capital charge under the AMA (see Chapter 3). As mentioned by Cruz 

(2002: 38), VaR can also be used to calculate economic capital, which means that this 

approach will have an impact on both regulatory capital and economic capital, and 

now that both these types of capital have been discussed in some detail, this section 

aims to provide more clarity on the impact of VaR on these two types of capital and 

how this will have an impact on the decision making of senior management. 

To be consistent in its approach, this section summarises economic and regulatory 

capital in two sentences. As discussed in the previous section, regulatory capital 

refers to the amount of capital the regulator requires the bank to hold as a buffer for 

operational risk, which is based on the proposals by the Base1 Committee in its New 

Base1 Capital Accord. Economic capital refers to the amount of capital the bank feels 



it should hold as buffer for operational risk, in other words as Cruz (2002: 35) 

mentioned, economic capital reflects the size of operational risk the bank believes it is 

facing, and is calculated by means of internal models, most commonly VaR models. 

Table 6.1 summarises the major differences between economic and regulatory capital. 

Table 6.1: Key differences between economic and regulatory capital 

1 Prescribed minimum capital requirement. I Internal capital. 
1 Based on an assessment of exposure to Credit, I Internally determined and recognises all types of 

I year time frame. 
Based on undzfferentiated rules of thumb that do I Reflects the real risk taken in the sense of 

Operational and Market Risk only. 
Arbitrarily set at 10% of RWA. 
Acts as floor, whch triggers actions from the 

1 regulators. 

not reflect the real economic risk business and unexpected movements in the value of assets and 
usually based on (relatively) public information. liabilities, and on the confidence interval 

risks. 
Calibrated to a target credit rating. 
The amount of capital required to protect the 
company against economic insolvency over a 1 

I management wishes to tolerate. 
Bare minimum capital you must have. I Capital you ought to have. 
Source: (Compiled by the author) 

One of the key conclusions that this study would like to make is that under AMA, 

economic capital and regulatory capital for operational risk will be equal. The reason 

for this is that economic capital is calculated by internal measurement models, which 

are VaR models, but with the AMA, the Base1 Committee will allow banks to use 

these models also to calculate their minimum regulatory capital if it is able to 

demonstrate to its regulator that the amount calculated is sufficient for the size of 

operational risk it is facing. Figure 6.2 demonstrates this. 

As can be seen from Figure 6.2, minimum regulatory capital only includes the 

minimum capital calculations for credit, market and operational risk, but economic 

capital includes all the risks that banks face. As mentioned above and also in Chapter 

4, for operational risk, under AMA, banks will be allowed to use VaR methods and 

models to calculate minimum regulatory capital and these models include, for 

example the Loss Distribution Approach, Scorecards and Situation Analysis. Banks 

also use these models to calculate economic capital, which then means if it uses its 

own internal capital calculation model, economic and regulatory capital will be the 



same. The question may then surface of how does this influence the overall 

management of capital of the bank? The answer again might be simple. 

Figure 6.2: Example - minimum regulatory capital and economic capital 
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Source: (Compiled by the author) 

A bank may, for example calculates its minimum regulatory capital charge by means 

of the calculation of the Standardised Approach (see Chapter 4) and its economic 

capital by means of a VaR model, for example the Loss Distribution Approach. It 

will then apply for the AMA, which means it will be able to calculate its minimum 

regulatory capital by means of the VaR approach mentioned above. Cruz (2002: 78) 

and Alexander (2003: 5 5 )  mentioned that this may lead to an increase in the minimum 

regulatory capital requirement, which means that it will not always mean that a bank 

will hold less capital if it moves to one of the more advanced approaches proposed by 

the Base1 Committee. Figure 6.3 illustrates this possible movement. 



Figure 6.3: Example - Increase in minimum regulatory capital 
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Source: (Compiled by the author) 

Cruz (2002: 78) and Alexander (2003: 55) also mentioned that it may be possible for 

a reduction in minimum regulatory capital if an internal Val3 model is used, which is 

illustrated in Figure 6.4. Simply put: the majority of risk practitioners7 all around the 

world believes that internal operational risk capital models are far more effective for 

measuring the minimum regulatory capital for operational risk than for example to 

base it on an average of gross income. This means that capital calculated under AMA 

by means of a VaR model is a far better reflection of the size of operational risk it is 

facing and therefore there might either be an increase or decrease in the minimum 

regulatory requirement depending on the size of the risk. These risk practitioners also 

state the concern that if banks are not using a VaR approach for calculating minimum 

regulatory capital, it may happen that they are not holding enough capital for 

operational risk, which means that they may not be safeguarded for operational risk. 

They also state that it may happen that they are holding too much capital, which again 

will, for example, will impact the bank's competitiveness. 

These include, amongst others, the following: Cruz (2002), Alexander (2003), Herkes et a1 (2003), 
Hiwatashi (2002) and Lawrence (2000). 
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Figure 6.4: Example - Reduction in minimum regulatory capital 
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The following section will then conclude the above-mentioned discussions on the 

impact of VaR on capital as well as what the impact will be on the overall 

management of the bank. 

6.2.5 Conclusion - Impact of VaR on capital 

In conclusion, firstly there is a difference between economic capital and minimum 

regulatory capital, but in some cases for operational risk, it may be the same. Under 

its advanced approaches, the Base1 Committee allows for banks to use their own 

internal capital models to calculate minimum regulatory capital for both credit risk 

and operational risk, if they can demonstrate to the regulator that these models are 

effective in calculating the desired amount of capital (see Chapter 4). The Base1 

Committee is proposing three approaches for measuring minimum regulatory capital 

for operational risk, which include the Basic Indicator Approach, the Standardised 

Approach and the Advanced Measurement Approach (AMA). 

Under the AMA, banks will be allowed to use their own internal capital models to 

calculate minimum regulatory capital for operational risk, but banks will also 

calculate economic capital for operational risk, which as Alexander (2003: 78) 

mentioned, is something that they have been doing for operational risk since 2001. 



As mentioned in this chapter, economic capital is the amount of capital a bank feels it 

should hold for risks, including operational risk, which banks calculate by means of 

internal models. These internal models that are used to calculate economic capital are 

called VaR models, and the most popular VaR models that are used for operational 

risk are the Loss Distribution Approach (LDA) and Scorecards (see Chapters 4 and 5). 

As mentioned above, if a bank then qualifies for the AMA, it will be allowed to use 

these internal models to calculate minimum regulatory capital for operational risk, 

which then means that economic capital and minimum regulatory capital will be 

equal, but only for operational risk and only when banks are using the AMA. 

The Base1 Committee is proposing a decrease in minimum regulatory capital for the 

AMA, but in practice this may not always be the case. Chapelle et al, (2005: 16) 

mentioned that in a recent study on some international banks it shows that the 

minimum regulatory capital requirement actually increased when they moved fiom 

the Standardised Approach to the AMA. 

It is the view of this study that even if the minimum regulatory capital requirement 

increases when using internal models, this will actual benefit the bank in the sense 

that it will be holding the right amount of capital, as it is using sophisticated VaR 

models to calculate its minimum regulatory capital requirement, which means it will 

be holding the right amount of capital. 

It is important for management to understand how this capital figure is calculated, or 

in other words, this VaR figure, as they need to understand that this figure is relative 

equal to the size of operational risk they are facing. The reason why it is important for 

management to understand VaR is because they need to manage it. It is important for 

them to understand what an increase or decrease in VaR means because this indicates 

an increase or decrease on the size of operational risk. 

One of the key objectives of this study is to explain the management of VaR for 

operational risk and how it influences the strategic management of a bank. To explain 

this is to say that management will need to decide that the size of operational risk they 

are facing, which is reflected in a VaR figure are acceptable for them or not, and if not 

they need to understand what this VaR figure is based on for them to be able to do 



something to decrease this figure. This will then impact the strategy of the bank in 

the sense that if the VaR figure is too high, it will mean that they will need to 

strategise their operations in a way that it will face less operational risk, but still 

produce the same amount of output. 

Management will not only need to understand VaR for operational risk in order to 

understand the size of the risk, but as mentioned in this chapter, VaR also influences 

the amount of capital they will have to hold. If banks are holding too much capital as 

a result of high operational risk, it will mean that they will have less capital to grow 

their business. So it is important for management to understand their VaR figure for 

operational risk, because if they want to hold less capital, they will have to know what 

to do to decrease their operational risk and therefore their VaR for operational risk, 

which will mean less capital for risk and more capital for doing business. 

This concludes this section on the influence of VaR for operational risk on capital, 

which also highlights the role that VaR for operational risk will play in the 

management of a bank. The following section furthers the discussion on the 

management of VaR for operational risk by briefly discussing risk appetite and the 

role that VaR for operational risk plays in it. 

6.3 Risk appetite and VaR 

Risk appetite is a term that is frequently used throughout the risk management 

community, but it seems that there is a lack of useful information on its application - 

outside of financial risk areas or in terms of other risks that can easily be translated 

into financial risk terms (Carey, 2005: 1). Risk appetite, at the organisation level, is 

the amount of risk exposure, or potential adverse impact from an event, that the 

organisation is willing to accept (Carey, 2005: 2). Once the risk appetite threshold 

has been breached, risk management treatments and business controls are 

implemented to bring the exposure level back within the accepted range (Carey, 2005: 

2). 



As explained in the previous section, VaR for operational risk measures the amount of 

operational risk the bank is exposed to and management have to decide what amount 

of VaR they are prepared to live by - it is the view of this study that the risk appetite 

of an institution will determine the amount of VaR it is prepared to accept. It is then 

also the view of this study that if an institution has a high risk appetite, it means will 

not easily be bothered if the VaR figure for operational risk is high, as it is prepared to 

take that risk in order to do business. It can also be said that if the risk appetite of an 

institution is low, it will mean they will not be prepared to do business with a high 

VaR figure and will increase their efforts to control and reduce the amount of 

operational risk they are facing. It is then for this reason that this section just briefly 

explains risk appetite in order to better understand its relationship with VaR. 

6.3.1 Defming risk appetite 

To define an institution's risk appetite and to determine the acceptable level of risk, it 

is important that the institution answer the following questions: 

P Where do we feel we should allocate our limited time and resources to 

minimise risk exposure and why? 

P What level of risk exposure needs immediate action and why? 

P What level of risk requires a formal response strategy to mitigate the potential 

material impact and why? 

P What events have occurred in the past, and at what level were they managed? 

Why (Deutsche Bundesbank, 2005: I)? 

Each question is followed by a 'why', because the institution should be able to 

articulate the quantitative and/or qualitative basis for the appetite, or it will appear to 

be backwards-looking or even arbitrary (Carey, 2005: 2). 



6.3.2 Establishing an appropriate risk appetite framework 

Now that risk appetite has been defined, this section proceeds with the brief 

discussion on risk appetite and the role that it plays in managing VaR by means of 

discussing how an appropriate risk appetite can be established. Carey (2005: 3) 

mentioned that it is important to use the experience and expert knowledge of the 

people within the institution to establish the levels of risk an institution faces. Putting 

these two measurements together make it clear which current risk is acceptable to the 

institution and which needs to be reduces or transferred (see Figure 6.5) (Carey, 2005: 

3). Reinard (2002: 4) showed that this will lead to enhanced performance through 

better-informed decisions, more realistic business priorities and a business culture that 

is more aware of risk. 

Figure 6.5: Options for changing or retaining risk 
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Source: (Carey, 2005: 3) 

Part of establishing an appropriate risk appetite framework is to put values to the risk 

(Reinard, 2002: 4). Individual circumstances will dictate the appropriate level of 

complexity necessary for valuing risk and typically the level of risk will be measured 

by the likelihood of it occurring and the financial impact if it does (Reinard, 2002: 5). 

A good approach will also be required to capture: 

k Capturing experts' opinions of loss severities and frequencies. 



> Calculated statistics for individual loss situations and the total losses an 

organisation could sustain as a result (Reinaxd, 2002: 5). 

Figure 6.6: Grouping risk with regard to the operational activity 
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Figure 6.6 provides management with a picrure of risk that is both wider and more 

detailed - one that can be used by management to make confident business decisions. 

Reinard (2002: 6) captures the advantaged of this approach in four points: 

> Make better informed business decisions. 

P Focus on the risk that exceeds the defined. 

P Develop a business culture with high awareness of risk. 

> Strike a balance between daring and prudence. 

It is therefore possible to start to visualising the role that VaR for operational risk and 

risk appetite plays in the management of a bank or financial institution. As defined 

above, risk appetite is the amount of risk a specific institution is prepared to take by 

doing their normal day-to-day activities, or in other words, i t  is the amount of VaR 

they are prepared to take. As also discussed in this section, part of defining risk 



appetite and developing a risk appetite framework is to value the risk, which means to 

calculate the VaR of the risk. If the VaR figure for operational risk has been 

calculated, the risk appetite of management will determine whether this figure is 

acceptable or whether management feels that something drastically needs to be done 

to get this VaR figure lower. 

The following section furthers the discussion on risk appetite by means of briefly 

discussing the risk appetite table and illustrates its function by means of a practical 

example. 

6.3.3 The risk appetite table 

The risk appetite table is a tool that helps an institution to align real risk exposure with 

its management and escalation activities (Reinard, 2002: 7). An event or risk is 

assessed in the risk appetite table and assigned a risk score by multiplying the impact 

and likelihood scores and ranges of risk score are then associated with different levels 

of management attention (Reinard, 2002: 7). The escalation levels within the risk 

appetite table will be the same as the levels in the impact table (Reinard, 2002: 7). 

The actual ranking of a risk on the appetite table will usually be lower than its ranking 

on the impact table - this is because the probability the risk will occur has lowered the 

overall ranking (Reinard, 2002: 7). Incidents or events that are in the process will 

have 100% chance of occurrence; therefore their level on the risk appetite table 

should equal the ranking on the impact table, for example: 

> Score between 1 and 4 - manage the risk or event within the business unit or 

function. 

> Score between 5 and 8 - risk or event should be escalated to the insurance 

and risk financing programme. 

> Score between 9 and 11 - risk or event should be escalated to the corporate 

treasurer. 

> Score between 12 and 16 - risk or event should be escalated to the corporate 

crisis management team or the executive team (Reinard, 2002: 8). 



The following briefly explains the risk appetite table by means of a practical example 

done on an information security department and illustrated in Carey (2005: 15 - 16). 

The first step is to determine the impact score and vulnerability as identified in 

Windows XP Professional. It is important to consider the impact to the institution if 

this vulnerability is to be exploited. The controls should then be factored in as well as 

risk management treatments and activities including the recent implemented patch 

management program. Management should then decide whether this vulnerability is 

to be exploited and the impact to the institution will be very significant because every 

employee uses Windows XP on their workstations. Management has then assigned an 

event and impact score of four out of four. 

The next step will then be to determine the likelihood score and it is assumed that the 

likelihood of the event occurs within the context of the institution's existing controls, 

risk management treatments and activities. Because of the availability of a patch on 

the Microsoft website and the recent success of the patch management programme, 

management is certain that the number of employees and, ultimately, customers, who 

are likely to be impacted by the vulnerability, is low. Management has assigned a 

likelihood score of two out of four. 

The third step in the development of the risk appetite table is then to determine the 

risk score and the appropriate management response. In order to determine where this 

event falls on the risk appetite table, the impact score will be multiplied by the 

likelihood score, which in this case will be four multiplied with two, which gives a 

score of eight. This means that management continue to run the event in the 

information security patch management program (as seen in the bullet points on the 

previous page). If at any point it becomes apparent that a larger number of employees 

and customers may be affected than what was originally thought, consideration should 

be paid to a more significant escalation up the management chain. 

Reinard (2002: 8) and Carey (2005: 17) mentioned that the risk appetite table is only a 

risk management tool and it should not be regarded as the sole decision making 

device in assessing risk or events. At all times professional judgement should be 

exercised to validate the output of the risk appetite table and it is important that the 



table should be reviewed and should evolve as the institutions' programme and 

overall business model matures (Deutsche Bundesbank, 2005: 3). 

The Deutsche Bundesbank (2005: 3) showed that once an institution have completed 

the development of their risk appetite table there is still more work to be done, which 

include amongst others the following: 

9 Validate the risk appetite table with the management team. 

9 Communicate the risk appetite table to business units as well as other risk and 

control functions within the institution. 

9 Develop incident management and escalation procedures based on the 

institution's risk appetite. 

9 Test the risk appetite table, for example, does it make sense, does it help to 

determine how to manage risk and does it provides a useful framework for the 

risk management team. 

This concludes the discussion on the risk appetite table as well as the overall 

discussion on risk appetite. An institution's risk appetite is the amount of risk the 

institution is prepared to take. Risk appetite has been discussed in this chapter as it is 

the view of this study that an institution's risk appetite will play a large role in the 

VaR for operational risk. This study believes that if an institution has a high risk 

appetite, which means it will be prepared to take more risks, it means that it will not 

mind a high VaR figure, where if the institution has a low risk appetite, it means that 

they will do whatever is needed to get the VaR figure as low as possible. 

It can then be said that the risk appetite of an institution will influence the 

management of VaR for operational risk because if an institution has a high risk 

appetite it will mean it will not manage VaR for operational risk like an institution 

with a low risk appetite, which will do anything to decrease the VaR figure, by 

increasing existing controls and also by implementing new controls to reduce its 



10sses.~ Risk appetite will then determine the manner in which an institution 

manages its VaR for operational risk as well as the effort that will be put in. 

The following section concludes this chapter and highlights some basic points that 

have been discussed in this chapter. 

6.4 Conclusion 

The aim of Chapter 6 was to explain the management of VaR and the factors that have 

the biggest impact on it. This section concludes this chapter and will also highlight 

some of its key viewpoints. VaR for operational risk is a term that has been discussed 

in much detail throughout this study, and the calculation thereof has been explained in 

detail in Chapter 5, but, however the view of this study, the most important aspect of 

VaR for operational risk is not its calculation, but rather the management thereof. One 

of the first factors that are important in the management of VaR for operational risk is 

to understand the calculation, as it is important for management to understand how it 

is calculated, as they will need to make decisions relating to what this figure is based 

on. In other words, management does not have to know the detail of all the 

mathematical calculations and all the complex simulations, but it is important for 

them to understand what is used to calculate this figure in order for them to 

understand what they have to do to ensure either an increase or a decrease in VaR for 

operational risk. 

It is then for this reason that the calculation of VaR for operational risk is discussed in 

such detail in Chapter 5, which is to ensure that management at least has an idea of 

the basics of calculating VaR for operational risk. As mentioned in Chapter 5, most 

VaR models for operational risk are based on operational losses and external situation 

analysis, which means that management must understand these two concepts as it is 

their responsibility to implement controls that ensure less operational loss events, 

which will mean a lower VaR for operational risk. 

8 As mentioned in Chapter 5, operational losses forms the basis of calculating an institution's VaR 
figure for operational risk and a reduction in operational losses will mean a reduction in VaR for 
operational risk. 



The second viewpoint that this study wants to highlight in terms of the management 

of the VaR for operational risk, is bank capital. VaR for credit, market and 

operational risk play an integral part in the management of capital as it determines the 

amount of capital that banks hold in order to safeguard them against these risks, as 

capital serves as a buffer for loss events related to these risks. Two types of capital 

have been mentioned in this chapter, which include regulatory capital and economic 

capital, where regulatory capital is the amount of capital the regulator requires the 

bank to hold for risk management purposes, and economic capital is the amount the 

bank feels it should hold for risk management purposes. This chapter illustrates that 

there is a difference between these two types of capital, but if banks are using the 

AMA to calculate capital for operational risk, these two types of capital will be equal. 

It can therefore be said that if a bank is moving from the Standardised Approach to 

the AMA it will result in either an increase or decrease of regulatory capital, which 

means that this approach will also either decrease or increase the economic capital 

level, which is calculated by means of a VaR model. In this chapter it has also been 

mentioned that a minimum regulatory capital requirement figure that has been 

calculated by means of a VaR model will be a more realistic reflection of the size of 

the risk that the bank is facing then if the minimum regulatory capital requirement 

figure has been calculated by some other means. It is for this reason then that 

management needs to understand how VaR for operational risk is calculated because, 

for example, if a bank's minimum regulatory capital requirement increases when it 

moves from the Standardised Approach to the AMA, it will not be allowed to move 

back to the simpler approach (see Chapter 4). This then means that the bank will have 

to hold more capital all of a sudden and therefore it will have to manage the VaR for 

operational risk to ensure a decrease in the minimum regulatory capital requirement 

and therefore the need to understand how this figure is calculated. 

In order to manage the VaR for operational risk, management needs to decide on what 

they are going to do to manage operational risk better, which will means a lower VaR 

for operational risk. If a bank feels that it is holding too much capital for operational 

risk, it will need to strategise their business in such a way that it will mean a lower 



operational risk - this can either be, for example, to move out of a high risk country, 

to outsource some of their risks9 and also to increase some of their existing controls. 

It is the view of this study that the VaR for operational risk is managed by means of 

managing the exposure to operational risk, which is one of the key concepts that have 

been discussed throughout this study. Simply put: in order for management to 

manage VaR for operational risk or to decrease VaR for operational risk, they need to 

enhance their control for operational risk, which means they will have to ensure more 

robust qualitative and quantitative operational risk management elements, as 

mentioned in Chapter 3 and Chapter 4. For example, management will have to ensure 

that there are more frequent risk assessments, better key risk indicators (KRI), ensure 

that all their operational loss events are recorded and that the loss event data is high 

quality data (keeping in mind that VaR for operational risk will be calculated based on 

the data recorded in the loss history database), they also will have to monitor controls 

better to establish whether these controls are effective and whether they are still 

sufficient for controlling operational risk. 

In order for management to manage the VaR for operational risk, they will need to 

ensure a robust implementation of all the operational risk management principles that 

have been proposed by the Base1 Committee in its and New Base1 Capital Accord as 

well as the Sound Practices for the management of operational risk (see Chapters 3 

and 4). 

Finally, it is also the view of this study that the effort management will put in to 

manage the VaR for operational risk will depend on their risk appetite. With the 

above-mentioned in mind, it can be concluded that if management has a high risk 

appetite, they will be satisfied with a relative high risk exposure - or high VaR figure, 

and if management has a low risk appetite, it means they will be uncomfortable with a 

high risk exposure and will aim to ensure a low VaR figure. This means that the 

lower the risk appetite, the more robust management of operational risk there will be, 

which leads to a more robust management of VaR for operational risk. If management 

Most banks in South-Afnca have, for example, outsourced their cash-in-transit (CIT) operations, 
which means the risk is transferred to the CIT-company (Standard Bank, 2004: 12). 



has a high risk appetite, it will result in them not to be too concerned about a relative 

high VaR figure, as they will be prepared to accept the risk exposure. 

This discussion concludes Chapter 6, which discussed the management of VaR for 

operational risk. Chapter 7 will then conclude this study and will also make some key 

recommendations. 



Chapter 7 

Conclusion 

"The measurement of operational risk has 
surely been the biggest challenge for banks worldwide. " 

(Cruz, 2002: 45) 

7.1 Introduction 

The introduction of, and renewed emphasis placed on the measurement and 

management of operational risk in banks by the Basel Committee is a large headache 

for banks worldwide, but specifically in South Africa. The main goal of this research 

is to develop a management process for operational risk with a specific focus on the 

calculation of a value at risk (VaR) figure for operational risk as well as to explain 

how this VaR for operational risk is managed. This is one of the first attempts to 

calculate a VaR-type figure for operational risk in a South Afi-ican bank. The main 

contribution of this research is, however, the development of a method to understand 

this VaR figure and more importantly, how to manage the measured operational risk. 

The first objective of this research is to develop a single operational risk management 

process and also to identify and evaluate all the quantitative and qualitative 

approaches that form the basis of this operational risk management process. Firstly, to 

achieve this first objective, the process whereby operational risk is managed, is 

developed and evaluated, with specific focus on each element of this operational risk 

management process. Secondly, the qualitative approaches for the management of 

operational risk are evaluated. 

The second objective of the study is to select an approach to measure operational risk 

based on a value at risk (VaR) approach, to discuss the management of the result that 

is produced by this VaR approach and how it influences the management of a bank or 

financial institution. A method to measure operational risk is selected and expanded. 

This includes firstly, the explanation of the model to calculate the value at risk (VaR) 



for operational risk, using practical examples of actual bank data and secondly, 

explaining how the resulting VaR figure is being used in the management of 

operational risk. 

In order to reach the goal and the objectives, the literature is reviewed and in-depth 

interviews are held with current experts and relevant parties in the international bank 

risk management environment. A practical VaR example is also explained for 

operational risk and is done based on the operational loss data of a typical South 

African retail bank and by using Microsoft Excel spreadsheets. 

The next section draws certain key conclusions based on the literature survey 

(Chapters 2, 3,4, 5 and 6) and the results of the interviews as well as the result of the 

VaR example that has been discussed in Chapter 5. 

7.2 Conclusions 

One of the key objectives in operational risk management is to define operational risk, 

as operational risk can take on so many forms that it is sometimes difficult to 

distinguish it from other banking risks (Chapter 2). The Base1 Committee defines 

operational risk as 'the risk of a direct or indirect loss resulting from inadequate of 

failed internal processes, people, and systems or from external events' (Chapter 2). 

Banks do not have to use this specific definition, but it is the most frequent used 

definition worldwide, and is effective in guiding banks on what they have to regard as 

operational risks. One of the first key conclusions of this study is that the definition 

of operational risk is the most important element in the management as well as in the 

measurement thereof, because without a proper definition banks will not be able to 

know what they should regard as operational risk and what not. If banks do not know 

what should be and what should not be regarded as operational risk, they will most 

certainly not be able to distinguish it from other risks, which will make it impossible 

for banks to identify this risk class. 

Regarding the process to manage operational risk (Chapter 2), it basically consists of 

four basic steps, which include the identification, assessment, control and the 

financing of the risk. There are a few operational risk management processes that 



banks are currently using to manage operational risk, but it is the view of the author 

that an effective operational risk management process needs to include these four 

basic steps. The reason for this is that the operational risk management process 

discussed in Chapter 2 will ensure that the total operational risk is managed, which 

includes the cause, the event and the effect of an operational risk (Chapter 2). This 

process is also not only used for current operational risks, but can also be used for 

future operational risks if the risks are identified early enough, which means that 

banks will be much more prepared for the risk and that their potential operational 

losses will be much more controlled. Furthermore, emphasis has to be placed on the 

fact that not all banks are required to use the exact same operational risk management 

process, but it is important that banks develop their processes based on the 

identification, the assessment, the control and the financing of operational risk - this 

is then the second key conclusion of the study. 

Regarding the Base1 Committee's proposals, it has done some fundamental work on 

operational risk management in the past few years, and the most outstanding was the 

issuing of a Capital Accord which guides banks to make capital provisions for 

operational risks. It has been established that this Base1 Capital Accord is widely 

adopted around the world (Chapters 2 and 3). Consequently from the viewpoint of 

being competitive, it is advantageous for the bank to adhere to the prescriptions of the 

Base1 Capital Accord. However, to stay relevant, the Base1 Capital Accord was due 

for review. The Base1 Committee released a proposal to replace the existing Basel 

Capital Accord with a more risk-sensitive framework. The new framework intends to 

improve safety and soundness in the financial system by placing more emphasis on 

banks' own internal control and management, the supervisory review process, and 

market discipline. 

The work on operational risk is in its final stage1 with three different approaches of 

sophistication having been put forward, which include the Basic Indicator, the 

Standardised, and the Advanced Measurement Approach (Chapter 4). The Base1 

Committee expects operational risk, on average, to constitute approximately 15% of 

' Banks are required to implement the requirements of the New Base1 Capital Accord by 1 January 
2008, but there are still many adjustments and improvements being made to the new framework, 
which will be finalised before the implementation date. 



the overall capital charge under the new framework. The Base1 Committee has stated 

that its goal is not to raise the aggregated minimum regulatory capital requirement 

inclusive of operational risk. Whether this is a realistic goal is one of the issues 

debated by the interested parties through their comments on the proposed new Base1 

Capital Accord, and even the choice of definition will greatly affect the resulting 

capital charge. 

A big concern is that even the Advanced Measurement Approach (AMA) will lead to 

excessive regulatory capital (Chapter 4). In addition, there are concerns about the 

cost of compliance. What is clear though, is that an explicit minimum regulatory 

capital requirement for operational risk will have a definite impact on capital 

adequacy. The magnitude of this impact will be largely determined by the approach 

applied to calculate the operational risk minimum regulatory capital requirement. 

Which approach a bank will be allowed to use, will in turn largely depend on the 

quality of operational risk management and measurement. 

This study also regards these three approaches (Basic Indicator, Standardised, and 

Advanced Measurement) as the quantitative approaches in operational risk 

management. The third conclusion of this study is that the Base1 Committee's aim 

with its New Base1 Capital Accord is not just to ensure that banks hold enough capital 

to guard'them against operational risk, but also to ensure that it guides banks in order 

to be able to implement a robust operational risk control and management 

environment, and to reward their efforts with a deduction in capital (Chapter 4). The 

way the Base1 Committee intends to do this, is to propose a lower minimum 

regulatory capital charge with its most complex approach, the AMA, but to require 

banks to meet a set of strict operational risk management requirements in order to 

qualify for this approach (Chapter 4). 

In can also be concluded that with the A M A ~  banks will be allowed to use VaR 

models to calculate the minimum regulatory capital requirement for operational risk, 

but since VaR is also used to calculate economic capital, it will mean that regulatory 

The Basic Indicator Approach and the Standardized Approach are based on a percentage of gross 
income. 



capital will be more aligned to economic capital when banks use the AMA for 

operational risk (Chapters 4 and 6), which is the fourth key conclusion in this chapter. 

This study has also discussed the qualitative approaches that form part of operational 

risk management in banks (Chapter 3). Three basic qualitative approaches were 

identified, which included the loss history database, key risk indicators (KRIs) and 

risk and control self-assessments (Chapter 3). One of the main reasons why these 

approaches are important in operational risk management is that all three manage a 

different type of operational risk. For example, the loss history data base is a database 

of all the past operational losses, and should usually have a history of five years, 

which in a way assists banks in managing the past operational risks in the sense that 

banks can determine why they have lost money in the past and to implement 

measurements to ensure it does not happen again. Furthermore, if banks want to use 

the AMA, they will have to use the losses recorded in their database to calculate the 

VaR for operational risk (Chapter 5) so they can know how much regulatory capital 

they will have to hold for operational risk. This leads to this study's fifth key 

conclusion: banks will not be able to calculate Val3 for operational risk without a 

comprehensive loss history database, which means they will be unable to qualify for 

the AMA (Chapters 3 ,4  and 5). 

Key risk indicators (KRIs) are normal 'any-day' business indicators, which can 

provide an indication that there is an increase to the operational risk exposure 

(Chapter 3). KRIs can be used as an early warning system that will assist banks in 

identifying the current operational risk. These indicators are usually monitored on a 

dashboard by means of a colour coding concept of green (low risk) amber (medium 

risk) and red (high risk) (Chapter 3). Whenever one of these indictors moves into 

amber or red, it should serve as a warning to management that something might go 

wrong. One of the key advantages of KRIs it is that is not required of banks to have a 

scientific process for identifymg these, because a KRI is any business measure or 

indicator that is used every day within a bank that can indicate that there is an 

increased exposure to operational risk. KRIs therefore do not play a big role in the 

measurement of operational risk, but it plays an important role in the management 

thereof as it indicates to management where the potential risks may arise and where 

management need to focus their attention. 



The risk and control self-assessment is a type of situation analysis, which assists bank 

in identifying and prioritising their future operational risk (Chapter 3). A risk and 

control self-assessment is done by means of having key people with key business 

expertise in a room and to workshop what they feel might go wrong, with a 'what i f  

approach. The value that a risk and control self-assessment adds to the management 

of operational risk is that it will assist management in prioritising their risks (Chapter 

3). It will be impossible for a bank to manage all the operational risks it faces, and 

therefore it is important for to prioritise the risks from high to low, so that it can focus 

more on all the high risks. 

In order to draw a conclusion on these three approaches is to say that the most 

important of the three is undoubtedly the recording of operational losses, because 

without it, banks cannot quantify operational risk in terms of VaR and will be unable 

to qualify for the AMA. The importance of KRIs and a risk and controls self- 

assessment is that they form part of the robust operational risk management 

environment, and that banks will have to implement these if they want to make sure 

they managed operational risk effectively, and if they want to prove that they can 

qualify for less regulatory capital. 

Another main objective of this study is the discussion on the calculation of VaR for 

operational risk. Chapter 5 shows that VaR has been a key element in the 

management of market risk since the early 1990s and that it was only since 2003 that 

this approach was included in operational risk management. The concept of VaR 

aims to provide a monetary value to a risk that the bank is exposed to at a certain 

confidence level. This study took the approach of first discussing VaR in terms of 

market risk before discussing VaR for operational risk, as this study believes that it is 

easier to understand VaR in context of market risk, which will make it easier to 

understand VaR in context of operational risk (Chapter 5). 

This study identifies three different approaches, or models, to calculate the VaR for 

operational risk, which includes the historic data model, the variance-covariance 

model, and the loss distribution model (Chapter 5). The loss distribution approach is 

selected for a number of reasons, but with the most important one that this study 

concludes from the research that it is the most accurate as it is based on actual internal 



and external historic operational losses. Another advantage of this approach is that it 

is possible to include extreme events into this model and that it is also possible to 

quantify these events with a very high confidence level (Chapter 5). In order for 

banks to quantify operational risk accurately, they must be able to include extreme 

risks, because although these risks will only happen at most every four years, they 

will almost always have a devastating impact on the bank. It is the view of this study 

that the loss distribution approach will ensure that the total operational risk is 

quantified, which will effect a more accurate minimum regulatory capital figure - this 

is the seventh key conclusion of the study. 

This study also concludes that the VaR process for operational risk is quite a complex 

one, with numerous complex mathematical and statistical equations and distributions 

(Chapter 5). It is for this reason that this study illustrates how to develop a VaR 

model for operational risk based on the loss distribution approach in a Microsoft 

Excel spreadsheet (Chapter 5). It uses real loss data from a typical retail bank to 

illustrate how this model works. There are a number of other software programs that 

can be used for calculating VaR, but it is the view of this study that Microsoft Excel is 

the most cost effective and one of the easiest to use. 

It is also the view of this study that management does not need to understand all the 

mathematical calculations in a VaR model, but that they at least need to understand 

the basic principles that this model is based on in order to make proper decisions 

based on its outcome. This is why Chapter 5 explains the VaR model for operational 

risk in such detail. It concludes that VaR for operational risk will play a role in the 

management of a bank, not just in terms of managing the risk, but also in managing 

bank capital, because VaR for operational risk will be equal to the amount of 

regulatory capital the bank will hold if the it uses the AMA (Chapters 5 and 6). Banks 

always want enough capital to invest, as it will ensure that they are competitive, but if 

a bank has a high VaR figure, it means that it will hold more regulatory capital, which 

will mean that it will have less capital to invest. From what has been discussed it can 

be concluded that VaR for operational risk will have a distinct impact on the 

competitiveness of a bank as capital plays a key role in the competitiveness of a bank 

(Chapter 6), which is the eight key conclusion of this study. 



This study further concludes that there are two types of capital - regulatory capital and 

economic capital, which plays a role in operational risk management and the three 

measurement approaches proposed by the Base1 Committee are intended to assist 

banks in calculating their regulatory capital. Economic capital is usually calculated 

by means of internal models, for example VaR models (Chapter 6). With the AMA, 

banks will be allowed to use these internal models to calculate regulatory capital, 

which means that operational risk, economic and regulatory capital will be equal 

under the AMA. This is the ninth key conclusion of the study. 

The management of a bank also needs to understand this VaR capital figure in order 

to ensure that the bank is adequately covered for operational risk and that the bank is 

not holding too much or too little capital. If management decides that they are 

holding too much capital for operational risk and that they do not have enough capital 

to grow their business, they need to understand what they can do to decrease their 

minimum regulatory capital requirement in order to have more capital for business 

purposes. If operational risk is better managed and controlled it will mean the bank 

will suffer less operational losses, which will mean they will have a lower VaR figure 

and a lower minimum regulatory capital requirement as this VaR figure is 

predominately based on past operational losses. The tenth key conclusion of the study 

is that management is not required to know the exact detail of the VaR for operational 

risk calculation, but that they must at least understand what this figure means, in order 

to understand how to manage and know what they can do to decrease this figure. 

Another factor highlighted by this study (Chapter 6), is that the risk appetite is a factor 

that will influence the management of VaR for operational risk. Risk appetite has 

been defined in Chapter 6 as, at the organisation level, the amount of risk exposure, or 

potential adverse impact fiom an event, that the organisation is willing to accept, in 

other words, it is the amount of operational risk it will be prepared to take. The risk 

appetite of management will then influence their management of VaR for operational 

risk in the sense that it will influence their level of acceptance of a specific VaR 

figure. 

To summarise the main conclusions discussed in this section: the calculation of VaR 

for operational risk is more than just a mathematical or statistical model, but it is a 



very effective operational risk management tool that will force banks to manage total 

operational risk. The reason for this is that banks will not be allowed by the Easel 

Committee to, for example, just use three years of data to calculate VaR for 

operational risk by means of a mathematical model, and then hold capital equal to it 

without implementing any other quantitative or qualitative elements. Banks will want 

to ensure that their operational risks are effectively managed and controlled and 

secondly, also ensure that their VaR figure for operational risk is as low as possible in 

order to hold as little capital as possible without exposing them to not holding enough 

capital for operational risk. 

The main objective of this study is to develop and explain the management of VaR for 

operational risk, and this can be summarised by means of the eleventh key conclusion, 

which is to state that the management of VaR for operational risk starts off by first 

defining operational risk, whereafter a process needs to be developed that is based on 

four basic principles, which include the identification, the assessment, the control and 

financing of operational risk. FUI-therrnore, banks will need to ensure that they follow 

the quantitative and qualitative approaches for managing operational risk, because 

these approaches guide them in calculating an accurate VaR figure and ensure that 

they have an robust operational risk management an control system in place. Banks 

hrther also need to ensure that they understand the basic principles for calculating 

VaR for operational risk, but not the detail mathematical and statistical formulas, as it 

will be easy to calculate this figure by using programmed computer software. Finally, 

banks need to understand how this VaR figure will influence the amount of regulatory 

capital they will have to hold, because if t h s  figure is too high, they will hold a large 

amount of capital, which means they will lose a competitive advantage to other banks. 

To conclude, it is the view of the study that all of the factors summarised in the above 

paragraph play a role in the management of VaR operational risk, and that if only one 

of them is lefi out, the VaR for operational risk will not be effectively managed. 

To conclude this study, the following key recommendations are made: 

> Banks will need a clear definition of operational risk in order to ensure that 

they understand the risk. Banks can either use the proposed definition by the 



Base1 Committee or can develop their own as long as it covers all the aspects 

of operational risk arid that they will be able to identify operational risks 

effectively based on this definition. 

P In order to have a structure in place for managing operational risk, an 

operational risk management process has to be identified that include the four 

basic components of operational risk management mentioned in this study, 

being identification, assessment, control and the financing of operational risk. 

P Banks have to ensure that they comply with one of the three quantitative or 

measurement approaches by the Basel Committee in order to calculate capital 

for operational risk effectively. 

To manage all three types of operational risks, and to be able to qualify for one 

of the more advanced measurement approaches, banks will have to ensure that 

they implement the required qualitative approaches of operational risk 

management, which include risk assessments, key risk indicators (KRIs) and a 

loss history database (external and internal). 

P For banks to be able to ensure that the amount of capital they hold is a true 

reflection of the size of the risk they face, they will have to aim to qualify for 

the Advanced Measurement Approach (AMA) as the Basic Lndicator and 

Standardized Approach are based on gross income, which may not always be a 

true reflection of the size of operational risk. 

P In order to qualif4.r for the AMA, banks will have to demonstrate to their 

regulator that their internal models (VaR models) for calculating economic 

capital will be effective and accurate in calculating regulatory capital for 

operational risk. 

For VaR to be accurate, banks will have to test their models over and over, or 

in some cases refer to a different model if the existing model fails. There.are 

no prescribe models, and banks are allowed to develop a model that is best 

suited for their environment as Iong as they can demonstrate that it is accurate. 



> Calculating VaR for operational risk should always be the last step in the 

operational risk management framework. In other words, what this study 

recommends is that banks should fust ensure that they have an operational risk 

management process as well as the qualitative and quantitative elements in 

place before they start calculating VaR. The reason for this is that most VaR 

models for operational risk are based on past operational Iosses and if there is 

no loss history database with recorded past losses in place, calculating VaR for 

operational risk will be impossible. 

P Banks will need to ensure that their senior and key management understand 

how VaR for operational risk is calculated because they will be responsible for 

making decisions based on this figure. Senior management will need to 

understand how tlus figure will have an impact on their strategy as well as on 

their future objectives. 

> A bank's risk practitioners will need to understand the risk appetite of senior 

management, as this will determine the effort they will put in managing the 

VaR for operational risk. 

7.3 Further research 

This study has used the loss distribution approach as a method to calculate VaR for 

operational risk, and has used the Exponential Distribution Function for the frequency 

and severity distributions. The Exponential Distribution Function is not the only 

h c t i o n  that can be used in the loss distribution approach, and this study wants to 

recommend hrther research and testing of the other distribution functions. As 

explained in Chapter 5,  there are about eight mathematical and statistical distribution 

functions that can be used to model the frequency and severity of operational loss 

events, and this study has only used the Exponential Distribution. It is also 

recommended that further research is conducted on how KRIs can be included in the 

VaR model for operational risk, and also what other qualitative elements can play a 

role in calculating VaR for operational risk. 
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